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A B S T R A C T

With the growing importance of cybersecurity, organizations are compelled to balance effective security controls 
using limited resources. Despite the existence of numerous economic models to support cybersecurity decisions, 
many stakeholders are unaware of their availability or lack criteria for the selection of models suited to their 
specific contexts. The present study addresses this gap by conducting a systematic literature review to establish a 
comprehensive taxonomy of cybersecurity economic models. From a corpus of 60 reviewed articles, 75 distinct 
cybersecurity economic model instances were extracted and analyzed using the established taxonomy devel
opment methodology, resulting in seven dimensions and 29 characteristics. This taxonomy provides a structured 
framework for classifying and comparing models, facilitating researchers and practitioners in identifying and 
applying the most appropriate approaches. In addition, the mapped collection provides a consolidated overview 
of existing models, highlighting their distinct characteristics and revealing underexplored areas. The present 
study serves as a foundational reference for future research on model development and supports informed 
decision-making in cybersecurity investment strategies.

1. Introduction

Cybersecurity has become a widely acknowledged organizational 
priority because digitalization has increased both dependence on in
formation and communication technologies (ICT) and exposure to cyber 
incidents with substantial financial, operational, and strategic conse
quences. This concern is reflected in recent practitioner and policy- 
oriented reports. For example, the World Economic Forum’s Global 
Risks Report 2026 ranks cyber insecurity among the most significant 
global risks in the two-year outlook (World Economic Forum, 2026). 
Similarly, ENISA’s Threat Landscape 2025 analyzed 4875 cybersecurity 
incidents in the EU between July 2024 and June 2025, highlighting the 
persistence and complexity of the European cyber threat environment. 
The financial significance of these risks is further underscored by IBM’s 
Cost of a Data Breach Report 2025, which estimates the global average 
cost of a data breach at USD 4.4 million (IBM Corporation, 2025). In 
parallel, the concept of cyber resilience has gained prominence among 
cybersecurity professionals, practitioners, and scholars, reflecting the 
need for organizations not only to prevent cyber incidents, but also to 
withstand, respond to, and recover from them while maintaining core 
objectives (Tzavara and Vassiliadis, 2024; World Economic Forum, 
2025).

In simple terms, it is the domain that deals with the protection of 

digital assets against potential risks (Von Solms and Van Niekerk, 2013). 
Within the field of cybersecurity, risk is often understood as the asso
ciation between the likelihood of a threat (e.g., an undesired event that 
could jeopardize the confidentiality, integrity, or availability of an asset) 
and its impact if materialized (e.g., monetary loss). These two di
mensions (estimated likelihood and potential impact) are also central to 
determining the appropriate treatment of cyber risk. Such treatment 
may include avoiding the risk, mitigating it by reducing its likelihood 
and/or impact, transferring it, or retaining the residual risk (Blakley 
et al., 2001). Importantly, these options are not purely technical de
cisions; they are also economic decisions. For example, a risk should be 
avoided only where this is feasible and economically sensible, while 
mitigation measures should be implemented only to the extent that they 
are economically meaningful (Eling et al., 2021).

Therefore, cybersecurity is concerned with balancing the most 
effective means to proactively or reactively address the causes of these 
risks (typically referred to as the implementation of security controls) 
against the resources available to do so. Understanding risk and cyber
security itself often comes down to some form of cost–benefit analysis 
(Shameli-Sendi et al., 2016). In this sense, cybersecurity can be 
perceived as an organizational investment, in which the costs and po
tential benefits need to be strategically assessed to determine the 
optimal levels of investment.
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However, there is a lack of a clear consensus on how cybersecurity 
budgeting, expenditures, value creation, and cost–benefit justification 
for security controls should be evaluated and what should be considered 
beneficial (Radziwill and Benton, 2017). For instance, how should or
ganizations distinguish between the different types of cybersecurity 
expenditures, such as short-term versus long-term investments, or 
compare them with the costs of outsourcing security controls? Should 
the benefits be evaluated in terms of return on investment (ROI), such as 
monetary gains, or in less-tangible outcomes, such as reputation and 
public image? There is no single answer to these questions. Indeed, the 
optimal level of cybersecurity investment depends on various organi
zational factors, including specific needs, technological maturity, size, 
budget, etc. (Nanyeneke Ravana Mayeke, 2025).

To support researchers and practitioners alike, numerous economic 
models have been developed to facilitate the assessment of various 
organizational factors and guide economically informed and strategi
cally sound cybersecurity investment decisions (Fedele and Roner, 
2022; Kianpour et al., 2021; Schatz and Bashroush, 2017). In this 
context, economic models are referred to as mathematical formulations 
designed to interpret, assess, and predict optimal allocations of re
sources for the effective management of cybersecurity risks. These 
models vary in their scope and focus, from methods for determining 
asset value (Gordon et al., 2020), to evaluating cyber insurance pur
chases (Erola et al., 2022), to addressing complex scenarios, such as 
investing in countermeasures for interdependent security risks (Fedele 
and Roner, 2022). However, despite the existence of economic models 
to support decision-making, their effective use requires more than mere 
awareness. Decision-makers must have the necessary know-how, data, 
and analytical capabilities to properly apply, identify, and select the 
model that best suits their specific organizational requirement. Thus, 
decision-makers need not only support in modeling the relevant eco
nomic and organizational factors but also guidance in navigating among 
the diverse modeling approaches available.

Against this background, the present study conducts a systematic 
literature review (SLR) to establish a comprehensive taxonomy of 
cybersecurity economic models, using the taxonomy development 
method proposed by Nickerson et al. (2013). The objective is to identify 
and compare their distinct characteristics, which would help practi
tioners and researchers navigate the diverse (and often quite complex) 
landscape of existing models. By furthering the field in this manner, the 
taxonomy can facilitate the selection of models that fit into a specific 
organizational context and its decision-making needs, as well as serve as 
a foundation for future cybersecurity economic research.

This paper is organized as follows. First, a brief background on 
cybersecurity economic models and related classifications is provided. 
Second, the SLR approach applied in the present study is discussed, 
followed by a description of the applied steps in the proposed taxonomy 
development. Third, the taxonomy is defined along with its key char
acteristics based on the literature results, and the cybersecurity eco
nomic models found in the literature review are mapped according to 
the proposed taxonomy. Lastly, implications and avenues for future 
research and practice are presented in the Discussion section.

2. Background

The financial impact of cyber threats, along with the increasing rate 
of cybercrimes, has drawn considerable attention to the economic di
mensions of cybersecurity. In 2026, the global cost of cybercrime is 
estimated to exceed US$ 11 trillion (Statista, 2026), whereas global 
cybersecurity spending is projected at just US$ 520 billion (Kavout, 
2026). This discrepancy highlights the urgent need for effective orga
nizational investments in cybersecurity defenses, including systematic 
and effective cybersecurity work; developed knowledge and skills in 
cybersecurity; and the ability to prevent and manage cybersecurity in
cidents (Regeringskansliet, 2025).

The incentives to invest in cybersecurity vary across organizations 

and contexts, ranging from profit maximization and compliance with 
norms and regulations to the preservation of customer trust and miti
gation of externalities (Wessels et al., 2021). Once these incentives are 
established, cybersecurity economic models can support 
decision-makers in evaluating the tradeoffs involved in such in
vestments. These models aim to quantify and compare costs and benefits 
to guide optimal decision-making.

Economic modeling in cybersecurity dates back at least to the early 
2000s, with the introduction of the Gordon–Loeb Model (Gordon and 
Loeb, 2002), which remains foundational. It calculates the optimal 
amount an organization should invest in protecting an information asset 
based on the value and probability of a successful attack. Since then, 
numerous models have been developed to address various types of 
cybersecurity investment decisions. These include models for asset 
valuation (Gordon et al., 2020), cyber insurance (Erola et al., 2022), and 
investments in interdependent security settings (Fedele and Roner, 
2022).

In essence, cybersecurity economic models attempt to represent 
cost–benefit relationships—typically through mathematical functions 
that relate outputs (e.g., security effectiveness or avoided losses) to in
puts (e.g., monetary investments), under defined assumptions and pa
rameters (Böhme and Moore, 2016). However, the decision space for 
organizations is highly complex. Decision-makers must often assess 
cybersecurity budgeting, cost justification for security controls, and 
value creation while contending with limited access to accurate input 
data and a lack of familiarity with appropriate models.

Complicating further, many models rely on simplified or unrealistic 
assumptions and focus on isolated variables. For instance, one model 
may provide accurate estimates of direct, observable costs, whereas the 
other may account for indirect or systemic effects. This diversity poses a 
challenge: the suitability of a given model is highly context-dependent. 
Thus, a structured comparison of models is warranted to better under
stand their assumptions, applicability, and limitations.

2.1. Related research and research gap

Several studies have investigated this domain; however, notable 
limitations persist, particularly regarding the scope and completeness of 
model inclusion. For instance, Fedele and Roner (2022) examined in
vestment models specifically within interdependent environments, such 
as firms within shared digital ecosystems, but excluded models targeting 
isolated organizations, which may represent a large portion of busi
nesses with unique security investment considerations and constraints, 
making their omission a substantial gap. Kianpour et al. (2021) broadly 
provided a meta-narrative review of cybersecurity economics; however, 
their analysis did not specifically address economic models, limiting its 
utility for model identification or selection. Schatz and Bashroush 
(2017) reviewed academic literature but omitted “gray literature” (e. 
g., which often includes practical insights and real-world applications 
not yet captured in peer-reviewed studies, white papers, and industry 
reports); they included studies only up to 2014, thereby missing recent 
developments. In addition, their review lacks a conceptual framework 
for classifying decision-making approaches and a common vocabulary 
(Gruninger et al., 2008). Rue and Pfleeger (2009) proposed a structured 
framework for evaluating cybersecurity economic models based on 
common characteristics, such as assumptions, inputs, outputs, and 
applicability. However, their framework, while beneficial, remains 
limited owing to its age and narrow focus on individual model compo
nents, such as specific assumptions, inputs, or outputs, without consid
ering how these elements interact within broader strategic, 
organizational, or threat landscapes and without fully capturing broader 
trends and developments.

While existing classifications provide valuable insights for models 
based on factors such as inputs (e.g., financial investments and losses), 
outputs (e.g., rate of return and investment efficiency), underlying as
sumptions (e.g., attacker behavior and fixed budgets), and challenges (e. 
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g., uncertainty and complexity), a notable gap remains: a comprehensive 
overview and taxonomy of cybersecurity economic models are lacking. 
Pfleeger and Rue (2008) highlighted that “no single model can provide a 
comprehensive approach to guide cybersecurity investments” (p. 41). 
Hence, developing a clear taxonomy—outlining various dimensions 
such as model scope, intended use, key variables, operation scope, and 
objective function—is essential not only for the enhancement of prac
tical decision-making but also to serve as a foundational framework for 
future research. Such a taxonomy would help identify underexplored 
areas, elucidate overlaps among models, and facilitate the integration of 
multiple approaches for broader applicability. Furthermore, it would 
highlight the risks associated with misapplication, such as organizations 
estimating return on security investment (ROSI) without adequately 
validating models against historical data (Dor and Elovici, 2016).

3. Method

The method used in the present study is divided into two main steps: 
literature review and taxonomy development. The literature review 
identifies relevant cybersecurity economic models and establishes the 
empirical foundation for the taxonomy. The taxonomy development 
step then uses the resulting articles to extract, compare, and iteratively 
classify the identified models. An overview of the methodological pro
cess is presented in Fig. 1.

3.1. Step 1: literature review

In the present study, the literature review process proposed by 
Webster and Watson (2002) was followed to identify relevant literature 
and analyze cybersecurity economic models. The literature review was 
designed to capture both recent developments in the field and earlier 
foundational contributions that continue to shape cybersecurity eco
nomic modeling. The review process consisted of data collection and 
preparation of the included articles, followed by the extraction and 
analysis of cybersecurity economic models in the taxonomy develop
ment step. The data collection process was organized into six sub-steps 
as described below.

3.1.1. Step 1.1: defining search strategy
To ensure comprehensive coverage of cybersecurity economic 

models, a structured keyword-based search strategy was developed. The 
search strategy was designed to combine terms related to cybersecurity, 
economic or financial decision-making, and modeling. This combination 
was intended to retrieve studies that explicitly addressed the economic 
dimensions of cybersecurity decision support, including investment, 
spending, expenditure, and financial evaluation. The following three 
groups of search terms were used: 

• Group 1: “information security” OR “cybersecurity”
• Group 2: “economic” OR “economy” OR “investment” OR “invest

ing” OR “financial” OR “finance” OR “spending” OR “expenditure”
• Group 3: “model” OR “framework” OR “analysis”

All database searches were conducted in April 2026. The final search 
query was structured as follows: 

(“information security” OR cybersecurity) AND (economic OR economy 
OR investment OR investing OR financial OR finance OR spending OR 
expenditure) AND (model OR framework OR analysis)

The same conceptual search logic was applied across the database 
searches. Minor database-specific adjustments were made where 
necessary to account for the search syntax and filtering options provided 
by each search platform. However, the core structure of the search query 
was retained to ensure consistency between the Google Scholar and Web 
of Science searches. The Web of Science search was limited to the 
following categories: Computer Science Information Systems; Computer 

Science Interdisciplinary Applications; Telecommunications; Manage
ment; Business Finance; Economics; Business; Multidisciplinary Sci
ences; Operations Research Management Science; Mathematics; 
Mathematics Applied; Computer Science Cybernetics; Mathematics 
Interdisciplinary Applications; Public Administration; Medical Infor
matics; and Social Sciences Mathematical Methods.

3.1.2. Step 1.2: identifying relevant literature
Google Scholar and Web of Science were selected as complementary 

sources for identifying relevant literature. Google Scholar was included 
because of its broad coverage of academic and industry-oriented liter
ature, which is particularly useful in areas where relevant models may 
appear in journal articles, conference papers, technical reports, or other 
applied research outputs. However, Google Scholar also retrieves a very 
large number of records, and its practical retrieval limitations must be 
considered. Web of Science was therefore included as a complementary 
database to strengthen the transparency, reproducibility, and coverage 
of the review.

Both searches covered publications from 2015 to 2026. The Google 
Scholar search returned >34,000 results, creating a dataset that was too 
large for manual review. Given that relevance-based sorting in Google 
Scholar, combined with a focus on the top 1000 results, provides a 
practical solution for evidence reviews (Gusenbauer and Haddaway, 
2020), and given the retrieval limitations of Google Scholar 
(Haddaway et al., 2015; Harzing, 2023), the first 1000 Google Scholar 
results were retained for screening. Although limiting the Google 
Scholar search to the first 1000 results may exclude some relevant 
studies, this limitation was mitigated through extensive backward and 
forward chaining, as recommended for broad and heterogeneous search 
results (Ainslie et al., 2023). A Python script1 was used to automate the 
collection of the Google Scholar records. The Web of Science search 
followed the same search strategy but used additional refinement op
tions available in that database. The search was limited to journal arti
cles and conference papers published between 2015 and 2026. To 
further refine the search, records were limited to Web of Science cate
gories relevant to cybersecurity economic modeling, information sys
tems, economics, management, mathematics, operations research, and 
related interdisciplinary domains.

The Web of Science search returned 1368 records. These records 
were first checked for duplicates within the Web of Science result set. 
Four duplicates were identified and removed, leaving 1364 records. The 
remaining Web of Science records were then checked against the initial 
set of 1000 Google Scholar records. This comparison identified 42 du
plicates, which were removed before screening. After duplicate removal, 
the integrated database results consisted of 2322 unique records.

The results were screened using the Rayyan online application in two 
stages. First, titles, abstracts, and available metadata were screened 
against the predefined inclusion and exclusion criteria. Records were 
excluded at this stage when they clearly did not address cybersecurity, 
did not involve economic or financial decision-making, focused exclu
sively on technical algorithms or machine-learning models, or did not 
introduce, evaluate, extend, or analyze a cybersecurity economic model. 
Second, the full texts of the retained records were reviewed to determine 
whether they substantively contributed to the identification, evaluation, 
extension, or analysis of one or more cybersecurity economic models. A 
record was retained after full-text screening only if at least one 
extractable cybersecurity economic model was identified. During this 

1 Because Google Scholar returns results in pages of approximately 10 re
cords, the Python script collected results by iterating through the Google 
Scholar result pages. The script parsed each search-result block and extracted 
the rank, title, authors, year, publication venue, publisher, abstract or result 
snippet, cited-by link, and publication link. To avoid rapid repeated requests, 
the script included pauses between result-page requests and stopped if a server 
error or CAPTCHA was detected.
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stage, the authors also noted whether the source contained one model or 
multiple model formulations for subsequent model-level extraction in 
the taxonomy development step. Screening was conducted according to 
predefined inclusion and exclusion criteria to ensure that only studies 
relevant to cybersecurity economic modeling were retained.

The following inclusion criteria were applied: 

1. Peer-reviewed journal articles and conference proceedings, as well as 
editorial articles and gray literature where relevant to cybersecurity 
economic modeling, were eligible for inclusion in the Google Scholar 
search. For the Web of Science search, eligible document types were 
limited to journal articles and conference papers.

2. The study was published between 2015 and 2026.
3. The study was written in English.
4. The study introduced, evaluated, extended, or analyzed one or more 

cybersecurity economic models.

The following exclusion criteria were applied: 

1. Duplicates
2. Studies exclusively focusing on noneconomic aspects of 

cybersecurity
3. Short papers lacking substantial new insights
4. Purely technical articles (e.g., machine learning-based models)
5. Studies introducing algorithms rather than economic models

6. SLRs
7. Redundant2 studies or duplicate presentations of an identical model 

formulation, where only the most recent and complete version was 
retained.

8. Retracted articles

Following initial screening, 52 records were retained for further 
assessment. These comprised records identified through the combined 
Google Scholar and Web of Science search process after duplicate 
removal. A secondary relevance and full-text review was then conducted 
to determine whether each record substantively contributed to the 
identification, evaluation, extension, or analysis of cybersecurity eco
nomic models. After this stage, 22 articles remained in the review 
results.

Beyond the first 100 results in Google Scholar, relevance markedly 
declined, which is a common occurrence in niche research areas (Ainslie 
et al., 2023). Nevertheless, the combined use of Google Scholar and Web 
of Science, together with duplicate checking, full-text screening, and 

Fig. 1. Method: SLR and taxonomy development.

2 In this context, redundancy refers to cases where the same model formu
lation and objective function were presented across more than one publication 
without substantive modification. Such cases were not counted as separate 
models; instead, the most recent and complete publication was retained for 
extraction.
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chaining, was intended to reduce the risk of omitting relevant models. 
Following the approach applied by Schatz and Bashroush (2017), where 
multiple studies used similar or identical models, the most compre
hensive and recent publication was preferred. However, if other studies 
provided unique contributions, they were also considered for inclusion 
to ensure a well-rounded representation of the research landscape.

3.1.3. Step 1.3: backward chaining
Backward chaining was conducted to identify additional relevant 

studies from the reference lists of the 22 articles retained through the 
combined database search and full-text screening process. The reference 
list of each article was examined to identify studies that introduced, 
evaluated, extended, or analyzed cybersecurity economic models. The 
same inclusion and exclusion criteria were applied to all potentially 
relevant references identified through this process.

Backward chaining resulted in the identification of three additional 
articles, increasing the results from 22 to 25 articles. Backward chaining 
was then repeated for the newly identified articles to determine whether 
their reference lists contained further relevant studies. This recursive 
application of backward chaining did not yield additional articles.

3.1.4. Step 1.4: forward chaining
Forward chaining was then conducted to identify studies that cited 

the articles retained after database screening and backward chaining. 
Citation-tracking functions were used to identify articles citing any of 
the 25 studies collected at that stage. These citing articles were screened 
using the same inclusion and exclusion criteria applied during the 
database screening phase.

This process resulted in the identification of 10 additional articles, 
increasing the results from 25 to 35 articles. Forward chaining was then 
repeated for these 10 newly identified articles. No further relevant 
studies were identified during the repeated forward-chaining process.

3.1.5. Step 1.5: recursive refinement
Recursive refinement was used to ensure that the articles identified 

through chaining were themselves examined for additional relevant 
references and citations. Backward chaining was repeated on the 10 
articles identified through forward chaining. This process yielded two 
additional relevant articles, increasing the results from 35 to 37 articles.

Further recursive application of backward and forward chaining did 
not yield additional articles. At this point, the current SLR search process 
was considered complete. The final results derived from the combined 
Google Scholar and Web of Science searches, including backward 
chaining, forward chaining, and recursive refinement, consisted of 37 
articles.

3.1.6. Step 1.6: incorporating previous SLR findings
As this study builds on the SLR conducted by Schatz and Bashroush 

(2017), a sixth step was introduced to incorporate their findings into the 
dataset of collected articles using the aforementioned search process. 
This step was performed after completion of the current Google Scholar 
and Web of Science search process. The purpose was to ensure conti
nuity with prior research and to reduce the risk of excluding influential 
cybersecurity economic models published before the 2015–2026 search 
period.

Schatz and Bashroush (2017) originally identified 25 articles. Each of 
these articles was collected and evaluated using the inclusion and 
exclusion criteria described in Step 1.2. Of these articles, 23 were 
retained and added to the corpus developed through the current SLR. 
These articles were appended after the 37 articles identified through the 
combined Google Scholar and Web of Science search process. This 
resulted in a final article set of 60 peer-reviewed articles: 37 articles 
from the current SLR process and 23 articles incorporated from Schatz 
and Bashroush (2017). Although gray literature was eligible during 
the search and screening process, the retained corpus ultimately con
sisted of peer-reviewed scholarly articles and conference papers. The 

final list of reviewed articles is available in Table 3 in the Appendix. 
Table 3 also reports the model identifiers extracted from each source. 
For example, where an article is associated with multiple decimal 
identifiers (e.g., 8.1 and 8.2), this indicates that more than one model 
was extracted from that article. This provided a robust foundation for 
analyzing cybersecurity economic models in both theoretical and 
applied contexts.

3.2. Step 2: taxonomy development

The taxonomy development step aimed to categorize the identified 
cybersecurity economic decision-support models into a structured tax
onomy. Following the method proposed by Nickerson et al. (2013), the 
process involved defining a meta-characteristic, extracting dimensions 
and characteristics, iteratively refining the taxonomy, and synthesizing 
the final results. Each sub-step is described below.

3.2.1. Step 2.1 data analysis
The collected articles were analyzed based on the relevance of their 

economic models to cybersecurity decision-making. The unit of analysis 
in the taxonomy development was the model instance, not the article. 
Consequently, a single article could contribute one or more model in
stances, while an identical model appearing in more than one publica
tion was counted only once. For extraction purposes, the reviewers 
examined each retained source in terms of its model formulation, stated 
decision problem, objective function, assumptions, inputs, outputs, and 
cybersecurity investment context. Models were distinguished primarily 
by their objective function, that is, by the specific outcome the formu
lation sought to optimize or evaluate. The remaining extraction ele
ments were used to determine whether a model represented a 
substantively distinct formulation or merely a variation of an existing 
one. Variants or extensions of established models, such as the Gor
don–Loeb model, were therefore treated as separate model instances 
only when they introduced a distinct objective function or substantively 
changed the decision problem, formulation, assumptions, inputs, out
puts, or cybersecurity investment context. By contrast, parameter 
changes, numerical examples, or case-specific applications of the same 
formulation were treated as variants and were not counted as additional 
models. When identical or substantively redundant models appeared 
across multiple publications, the most recent and complete publication 
was retained. Applying these criteria resulted in 75 distinct cyberse
curity economic model instances extracted from the 60 reviewed arti
cles. For each model instance, key descriptive information was 
extracted, including its function, approach, and application within 
cybersecurity economics; the relationship between articles and extrac
ted model identifiers is reported in Table 3 in the Appendix.

3.2.2. Step 2.2 defining the meta-characteristic
Following Nickerson et al. (2013), the taxonomy development pro

cess began by defining a meta-characteristic to establish its scope and 
purpose. In this study, the meta-characteristic, “cybersecurity economic 
decision-support models”, guided the selection, classification, and 
interpretation of the models included in the taxonomy.

3.2.3. Step 2.3 iterative refinement of dimensions and characteristics
The next step involved the extraction of dimensions and character

istics from the analyzed cybersecurity economic models. This process 
was iterative and integrated with two approaches, namely, empirical-to- 
conceptual (inductive) and conceptual-to-empirical (deductive). The 
former categorizes models based on observed similarities, whereas the 
latter defines dimensions based on existing knowledge, independent of 
specific models.

A total of nine complete iterations (Table 2) were performed to refine 
the taxonomy—eight using empirical-to-conceptual and one using 
conceptual-to-empirical. Each iteration was independently performed 
by each of the first three authors, who then convened and performed the 
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iteration together as a group, combining and reconciling the individual 
results. In each iteration, the models were re-evaluated and dimensions 
were adjusted based on new insights or recurring patterns observed 
across the dataset. This iterative refinement continued until the taxon
omy met all objective and subjective ending conditions defined by 
Nickerson et al. (2013).

3.2.4. Step 2.4 final taxonomy
The final taxonomy comprised distinct dimensions, each having 

unique characteristics that collectively captured the variability across 
the analyzed models. These dimensions reflect key attributes relevant to 
cybersecurity investment decision-making. The taxonomy objects were 
derived from combinations of characteristics within these dimensions. 
Each object may contain multiple individual models, which are 
considered instances of that object.

3.2.5. Step 2.5 synthesizing the result
The synthesis of the results involved presenting the extracted models 

from the analyzed articles, along with key descriptive information. The 
refined taxonomy—with its dimensions and characteristics—was pre
sented first, outlining its final form as the result of multiple iterations. 
Subsequently, an in-depth description of each dimension and its char
acteristics was provided, explaining their relevance and justification. 
This description was informed not only by the iterative refinement but 
also by insights drawn from the analyzed articles, ensuring consistency 
with existing research and practical applicability.

4. The proposed taxonomy

The final taxonomy consists of seven distinct dimensions, and each of 
these dimensions includes several specific characteristics. Altogether, 29 
different characteristics help represent the full range of variation 
observed across the analyzed cybersecurity economic models. These 
dimensions highlight important attributes that influence how decisions 
regarding cybersecurity investments are made. An overview of the 
resulting taxonomy is presented in Fig. 2.

Based on different combinations of characteristics across the seven 
dimensions, the taxonomy yields 45 unique objects. Each object repre
sents a specific configuration of characteristics and may include multiple 

individual models. These models are treated as instances of the object to 
which they belong. For practical reasons, these objects are labeled with 
alphanumeric identifiers (e.g., A, B, C…, AS) rather than descriptive 
names. With 45 objects, the assignment of meaningful, descriptive 
names to each would not only be cumbersome but could also introduce 
ambiguity or redundancy, especially since many objects differ only in 
subtle combinations of characteristics. The use of simple labels ensures 
clarity, manageability, and consistency across the taxonomy.

This structure ensures that the taxonomy meets the criteria of mutual 
exclusivity and collective exhaustiveness, as defined by Nickerson et al. 
(2013). In other words, each model fits into only one object (mutual 
exclusivity), and all models in the analyzed corpus are covered by a set 
of objects in the taxonomy (collective exhaustiveness).

Table 1 presents a detailed map of how the dimensions and charac
teristics of the taxonomy are applied across all identified objects. Each 
row corresponds to an individual model instance, grouped under its 
associated object label. The columns represent specific characteristics 
within the taxonomy, organized under their respective dimensions. An 
“X” in a cell indicates that the corresponding model instance exhibits 
that particular characteristic and, by extension, that the object as a 
whole is defined by it. 

T = {Model Orientation (ROSI-Based Model, Real Options Model, Game- 
Theoretic Model, Fuzzy Economics Model, Behavioral Decision- 
Theoretic, Noncanonical Model), Risk Representation (Vulnerability- 
Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis 
(Cost–Benefit Trade-off, Uncertainty Mitigation, Strategic Behavior 
Modeling, Multifirm Behavior Modeling, Minimize Decision-Maker 
Input), Time Consideration (Static Decision-Making, Dynamic Invest
ment Strategy), Objective Function (Maximize Financial Performance, 
Optimize Timing of Investment, Minimize Direct Costs, Model Strategic 
Adversarial Interactions, Collective Value Maximization, Minimize 
Financial Distress), Investment Scope (Portfolio-Level, Organization- 
Wide, Asset-Specific, Cross-Organizational), Operational Structure 
(Single-Actor, Cooperative, Noncooperative)}

Each of the seven taxonomy dimensions is listed below and further 
elaborated on throughout this section to provide a clear definition and 
justification for its inclusion. For each dimension, the associated char
acteristics are described, along with an explanation of how they 

Fig. 2. The proposed taxonomy.
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highlight key differences among cybersecurity economic models. By 
organizing the landscape in this manner, the taxonomy highlights how 
models may differ in orientation, risk measurement, decision-making 
rationale, temporal scope, objectives, investment scope, and organiza
tional context.

4.1. The cybersecurity economic taxonomy

1 Model Orientation: How does the approach of the model align with 
theoretical frameworks or principles? 
1.1 ROSI-based model: Justifies security spending by measuring 

financial return.
1.2 Real options model: Accounts for flexibility in investment timing 

under uncertainty.

1.3 Game-theoretic model: Models cybersecurity as a strategic 
interaction between attackers and defenders.

1.4 Fuzzy economic model: Models to address the vagueness and 
subjectivity in decision-making.

1.5 Behavioral Decision-Theoretic: Models cybersecurity investment 
as a decision under risk or uncertainty, using formal choice 
theories to represent decision-maker preferences, perceived 
losses, probability weighting, risk aversion, or behavioral biases.

1.6 Noncanonical model: Suggests tailored economic performance 
measures and structures, diverging from generic economic 
metrics.

2 Risk Representation: How is cybersecurity risk assessed? 
2.1 Vulnerability-based: Evaluates risk by identifying and miti

gating system vulnerabilities.

Table 1 
Mapping of objects and models to the taxonomy.
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2.2. Loss-based: Quantifies risk in terms of financial loss from 
breaches.

2.3 Attacker strategy-based: Models risk based on potential actions 
and responses of an adversary.

3 Investment Decision Basis: What drives investment choices? 
3.1 Cost–benefit trade-off: Balances security costs against expected 

financial savings.
3.2 Uncertainty mitigation: Plans investments to handle evolving 

threats or technology changes.
3.3 Strategic behavior modeling: Anticipates attacker behavior to 

optimize security strategy.
3.4 Multifirm behavior modeling: The decisions and variables of 

other firms are included in analysis.
3.5 Minimize decision-maker input: Decision-maker input is mini

mized based on available data (historical or automated).
4 Time Consideration: How are investment decisions structured over 

time? 
4.1 Static decision-making: Investments are made once without 

future adjustments.
4.2 Dynamic investment strategy: Investments are staged, adaptive, 

or continuously updated.
5 Objective Function: What is explicitly optimized in the model? 

5.1 Minimize direct costs: Reduces cybersecurity spending while 
maintaining effectiveness.

5.2 Maximize financial performance: Financial metrics used to 
assess the profitability and viability of security investments, such 
as ROSI and NPV.

5.3 Optimize timing of investment: Determines the best time to 
invest under uncertainty.

5.4 Model strategic adversarial interactions: Optimizes defense by 
predicting attacker responses.

5.5 Collective value maximization: Maximize the value of mutual 
benefits with other firms.

5.6 Minimize financial distress: Minimize high-breach costs that the 
organization cannot recover through sufficient revenue 
generation.

6 Investment Scope: What is the level of investment being optimized? 
6.1 Asset-specific: Focuses on securing individual assets or systems.
6.2 Organization-wide: Manages security investments at the enter

prise level.
6.3 Portfolio-level: Balances security spending across multiple assets 

or business units.
6.4 Cross-organizational: Coordinates security investments across 

multiple organizations, such as partners and supply chain nodes, 
to address systemic or shared cybersecurity risks.

7 Operational Structure: What are the assumptions made regarding 
collaborations with other organizations? 
7.1 Single-Actor: The model does not account for collaborations 

with other organizations.
7.2 Noncooperative: The organization is assumed to be part of a 

network, but the model does not consider collaborative efforts 
with other organizations.

7.3 Cooperative: The organization is assumed to be part of a 
network, and the model considers collaborative efforts with 
other organizations.

Fig. 3 presents a co-occurrence heatmap with counts for the 75 
extracted model instances. Rows represent the model-orientation char
acteristics, while columns represent characteristics from the remaining 
taxonomy dimensions. The remaining cells report the number of model 
instances assigned to both the row orientation and the column charac
teristic. For example, a value of 10 at the intersection of “ROSI-based 
model” and “loss-based” indicates that 10 ROSI-based model instances 
represent cybersecurity risk in terms of financial loss.

To complement the model-orientation dimension, Appendix Table 4
provides a model-level mapping of the analytical and theoretical 
methodology underlying each extracted model instance. While model 
orientation captures the broad family to which a model belongs, the 
methodology mapping identifies the more specific analytical technique 
or theoretical foundation used in the model formulation. The analytical 
methodology refers to the mathematical, computational, or decision- 
analytic approach used to formulate or solve the model, such as opti
mization, simulation, multi-criteria decision analysis, game-theoretic 
equilibrium analysis, fuzzy modeling, or real-options valuation. The 
theoretical methodology refers to the conceptual or economic theory 
underlying the model, such as cost–benefit analysis, game theory, real 
options theory, fuzzy logic, expected utility theory, prospect theory, 
insurance theory, or adversarial risk analysis.

4.2. Model orientation

Model orientation refers to the fundamental analytical approach 
adopted by a cybersecurity economic model. This dimension is crucial 
because the way a model conceptualizes investment—whether as a ROSI 
calculation, a strategic game, or another method—determines its as
sumptions and applicability. The landscape of cybersecurity economic 
models is varied, with each offering a distinct approach, and recognizing 
this variation is crucial for distinguishing among them. The character
istics under model orientation cover well-established and more uncon
ventional approaches.

For example, ROSI-based models adapt the principles of ROI to 

Fig. 3. Taxonomy Co-occurrence Heatmap. Each cell reports the number of extracted model instances, that combine the model-orientation characteristic shown in 
the row with the taxonomy characteristic shown in the column. Darker cells indicate higher co-occurrence counts; zero-valued cells indicate combinations not 
observed in the reviewed model set.
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cybersecurity. These models emphasize the trade-off between the cost of 
security measures and the expected reduction in losses (Barik et al., 
2023). They focus on determining whether a particular investment is 
financially worthwhile. While this approach is common in early prac
tical frameworks, it provides a direct economic justification for security 
expenditures. By contrast, models based on the real options theory treat 
cybersecurity investments as akin to financial options; they emphasize 
the flexibility of decision-making, allowing decision-makers to defer, 
stage, or abandon investments based on new information (Chronopoulos 
et al., 2018). This approach differs from ROSI by focusing on the value of 
waiting, learning, or adjusting, rather than on immediate cost–benefit 
calculations.

Meanwhile, game-theoretic models use the principles of the game 
theory to examine strategic interactions between agents, such as at
tackers and defenders. These models are essential for capturing strategic 
behavior, particularly in environments where investment decisions are 
interdependent (Gao et al., 2023). They differ from other models by 
incorporating adversarial interactions and equilibrium outcomes, mak
ing them particularly useful for studying scenarios where security in
vestment involves complex, multiagent decision-making (Nagurney 
et al., 2017).

Fuzzy economic decision models take a different approach by 
incorporating fuzzy logic to address uncertainty in decision-making. 
Sheen (2010) highlighted that these models combine quantitative data 
with subjective or qualitative assessments, allowing them to handle 
vague or inaccurate information. This approach contrasts with more 
deterministic models, such as ROSI and game-theoretic models, by 
providing a more flexible and adaptable framework for decision support 
in uncertain environments.

Behavioral decision-theoretic models constitute an additional model 
orientation that frames cybersecurity investment as a decision under risk 
or uncertainty. Rather than focusing primarily on return calculations, 
strategic interaction, or fuzzy handling of imprecision, these models 
draw on formal theories of choice to represent how decision-makers 
evaluate uncertain cybersecurity outcomes. In the reviewed articles, 
this characteristic was observed in two models grounded in prospect 
theory and expected utility theory (Joshi et al., 2025). Such models are 
concerned with how preferences, perceived losses, probability weight
ing, risk aversion, or behavioral biases shape cybersecurity investment 
decisions. Both models address the allocation of resources between 
cybersecurity controls and cyber insurance, where controls reduce cyber 
risk and may lower insurance premiums. The prospect theory model 
evaluates this decision in the loss domain, allowing diminishing sensi
tivity and probability weighting to influence the balance between 
self-protection and risk transfer. The expected utility theory model 
instead frames the same problem as utility maximization over net wealth 
under different insurance scenarios. The contrast shows that behavioral 
assumptions matter; decision-makers aligned with expected utility the
ory may be indifferent to insurance under fair premiums, whereas those 
aligned with prospect theory tend to favor insurance and adjust control 
investment based on perceived losses and weighted probabilities. 
Behavioral decision-theoretic models are important because they 
recognize that cybersecurity investment decisions may not be made 
solely through cost–benefit reasoning but may also be influenced by 
subjective perceptions of risk and loss from the point of view of the 
decision-maker.

Finally, the noncanonical characteristic captures models that do not 
fit neatly into any of the established paradigms. These models often 
introduce, either entirely or contextually, novel techniques or frame
works that may not be fully explored in the literature, e.g., Model 1 (see 
Table 1), which integrates an integer programming optimization model 
within a decision support tool for selecting security controls (Almeida 
and Respício, 2018). While such models may be more unconventional, 
they are important for broadening the range of approaches in the field of 
cybersecurity economics.

Together, these model orientation characteristics reflect the diversity 

in how cybersecurity investment problems are framed and analyzed. By 
categorizing models based on their core analytical approach, this 
dimension provides a framework for understanding the assumptions and 
decision-making processes that guide each model.

4.3. Risk representation

Risk representation refers to how a model conceptualizes and 
quantifies cybersecurity risk. The way risk is represented within a model 
impacts its inputs, outputs, and relevance to different decision-making 
contexts. Cybersecurity risk can be understood in various forms, such 
as system vulnerabilities, potential loss magnitudes, and attacker be
haviors. The characteristics under risk representation capture the key 
differences in how risk is approached across different models.

Vulnerability-based models represent risk mainly in terms of the 
vulnerabilities present in systems or assets. These models focus on the 
identification and mitigation of metrics that may include counts of 
vulnerabilities or their severity levels, e.g., Model 14 (see Table 1), 
which employs a security breach function that explicitly models the 
probability of a successful attack as a function of system vulnerability 
and the level of security investment (Mazzoccoli, 2023). This type of 
model treats risk as directly proportional to the presence of vulnera
bilities, with security investments justified by their role in reducing 
these technical risks.

Conversely, loss-based models define risk in terms of the financial 
impact of cyber incidents. These models focus on the expected costs of 
breaches—such as data loss, downtime, and reputation damage—e.g., 
Model 3 (see Table 1), which frames cybersecurity investments as ef
forts to lower loss expectancy, defined as the product of attack frequency 
and loss per attack (Benaroch, 2018). Numerous ROSI-based models fall 
under this category, where the focus is on evaluating the reduction in 
expected loss achieved through security measures. Loss-based models 
are appealing, as they quantify risk in economic terms, making them 
accessible to business stakeholders concerned with the financial impli
cations of cyber threats.

Attacker strategy–based models introduce a more dynamic approach 
by considering how the actions of an adversary influence risk 
(Kalderemidis et al., 2022). Such models recognize that the risk faced by 
defenders is not static but rather evolves as attackers choose their targets 
and methods. This approach is common in game-theoretic models, 
where the risk is shaped by the interaction between attacker strategies 
and defender responses (Fielder et al., 2016). Such models are essential 
for capturing scenarios where the investment decisions taken by de
fenders provoke adaptive responses from attackers, making them 
particularly relevant for modeling strategic adversarial environments 
(Wu et al., 2015).

These characteristics of risk representation help decision-makers 
understand the different ways in which models conceptualize risk. 
Some models focus on technical vulnerabilities, while others emphasize 
financial losses or the dynamic behavior of attackers. Understanding 
these differences is crucial for selecting a model that aligns with the 
perspective of decision-makers on risk.

4.4. Investment decision basis

The investment decision basis dimension focuses on the rationale 
behind investment recommendations of a model. Different models adopt 
varying principles to guide decision-making, even when they share 
similar orientations. The characteristics within this dimension capture 
these differences in decision logic. They help distinguishing models 
based on the underlying approach they employ to evaluate alternatives.

Cost–benefit trade-off models form the classic approach, where in
vestment decisions are made by comparing the expected benefits 
(typically the reduction in expected losses) with the costs of security 
measures (Brho et al., 2025). The goal is to maximize efficiency by 
allocating resources until the marginal benefit equals the marginal cost 
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(Gordon and Loeb, 2002). This characteristic is common in ROSI-based 
frameworks and in traditional risk management approaches.

By contrast, uncertainty mitigation models focus on reducing un
certainty rather than optimizing costs. Benaroch (2018) explained that 
these models recognize that the decision parameters are uncertain and 
may vary over time. They guide investment decisions that account for 
risk variability and aim to minimize the uncertainty of outcomes. This 
approach often includes robust optimization techniques or strategies 
that delay investment until more information is available.

Strategic behavior models adopt a different logic, focusing on 
anticipating the actions of adversaries or other stakeholders 
(Kalderemidis et al., 2022; Khansa and Liginlal, 2009; Rios Insua et al., 
2021). These models typically use game-theoretic or adversarial 
decision-making principles to model strategic interactions, with the goal 
of determining the best investment decisions in competitive, adversarial, 
or interdependent environments (Bistarelli et al., 2007; Cavusoglu et al., 
2008; Gao et al., 2023). For example, potential attacker responses to 
defender investment decisions may be modeled, and the defender’s 
strategy may then be optimized by accounting for these potential 
counteractions. The core concepts underlying these models—strategic 
interaction, anticipation of adversarial behavior, and optimization of 
defensive decisions—have largely remained stable, even as recent 
studies extend them to contemporary contexts such as optimal defend
ing strategies, budget constraints, and security information sharing.

Multifirm behavior modeling considers scenarios where the de
cisions of multiple organizations influence each other. For example, 
Model 22 (see Table 1) highlights how the security decisions of one of 
the multiple interconnected firms directly impact the risk exposure of 
others within the network, modeling interdependent risks and the need 
for cooperation or economic incentives, such as liability and security 
information sharing, to internalize the externalities and improve overall 
security levels (Fedele and Roner, 2022; Gao et al., 2023; Nagurney and 
Shukla, 2017; Wu et al., 2015). These models are useful for under
standing how investments in one firm can affect the risk faced by others. 
They often involve modeling of interdependent risks, where firms may 
need to cooperate or account for externalities in their decision-making 
process.

Minimization of decision-maker input is another characteristic 
within this dimension, which focuses on reducing the reliance on sub
jective input from the decision-maker. Models under this characteristic 
aim to minimize the data and judgment required from human actors by 
automating several steps in the decision-making process. These models 
may use historical data or automated tools to calculate the optimal se
curity investment without requiring extensive input from the decision- 
maker. For example, Model 18 (see Table 1) uses the IT baseline pro
tection catalog knowledge base from the German Federal Office for in
formation security to automatically generate optimal security control 
selections, eliminating the need for the decision-maker to provide 
extensive subjective inputs like threat probabilities or asset valuations 
(Schilling and Werners, 2016). This approach is particularly valuable in 
situations where decision-makers lack the expertise or real-time data to 
provide detailed assessments.

By categorizing models based on their decision-making logic, the 
investment decision basis dimension helps elucidate the principles that 
drive the recommendations within each model. Understanding these 
distinctions is key to selecting a model that aligns with the decision- 
maker’s approach to evaluating alternatives.

4.5. Time consideration

Time consideration refers to how a model accounts for the temporal 
aspects of cybersecurity investment decisions. Some models treat de
cisions as one-time events, whereas others incorporate time dynamics to 
consider the evolving nature of threats and technologies. This dimension 
captures such a difference, emphasizing models that account for changes 
over time versus those that treat decisions as static.

Static decision-making models assume that investment decisions are 
made for a single period without considering future changes in risk or 
security conditions. These models often focus on the present, calculating 
the optimal investment level based on current information. For example, 
in Model 31 (see Table 1), the authors assume that a justified security 
investment, from a static viewpoint, is one where the total cumulative 
benefits (avoided costs of security problems plus residual value) exceed 
the implementation cost (Capko et al., 2014). Although static models 
can be useful for short-term decisions, they may not adequately address 
the dynamic nature of cybersecurity threats.

By contrast, dynamic investment strategy models account for the 
evolving nature of cybersecurity risks. These models propose strategies 
that unfold over multiple time periods, recognizing that the decisions 
taken today may influence future outcomes. They are often based on 
techniques such as real options analysis, which considers the timing of 
investments and allows for adjustments based on new information. In 
particular, dynamic models are useful for addressing long-term security 
planning in environments where risks and technologies are constantly 
changing. For example, Model 37 (see Table 1) views information se
curity investments not as one-time decisions but as a sequence of 
interrelated investment projects (Herath and Herath, 2008).

Time consideration is a crucial aspect of cybersecurity decision- 
making, as it facilitates the differentiation between models that are 
suitable for short-term versus long-term planning. By considering how 
time affects investment decisions, this dimension provides insights into 
the adaptability and flexibility of different models.

4.6. Objective function

Objective function refers to the explicit goal that a model seeks to 
optimize. Each model defines what “optimal” means in the context of 
cybersecurity investment, whether it is minimizing costs, maximizing 
performance, or optimizing timing. The characteristics under this 
dimension reflect different goals that cybersecurity economic models 
aim to achieve.

Minimizing direct costs is a common objective of many models, 
particularly those focused on cost-efficiency. These models aim to 
minimize the combined costs of cybersecurity investments and expected 
losses from breaches (Willemson, 2010). They are designed to optimize 
financial outcomes by ensuring that security measures are implemented 
at the most cost-effective level (Yevseyeva et al., 2015).

Maximizing financial performance goes beyond simply minimizing 
costs, aiming instead to enhance the overall financial standing of the 
organization. For example, Model 16 (see Table 1) not only considers the 
costs of cybersecurity but also weighs the financial benefits of enhanced 
network security, such as willingness of consumers to pay higher prices 
because of heightened trust (Nagurney and Shukla, 2017). What sets 
these models apart is their consideration of benefits as part of their ROI. 
This distinguishing factor enables them to recognize that cybersecurity 
investments can contribute to broader business objectives, ultimately 
working to enhance the overall value of the firm.

Optimizing the timing of investment is another common objective, 
particularly in models based on real options. These models seek to 
determine the best time to make an investment, balancing the potential 
benefits with the risks of delaying or accelerating decisions. For 
example, Model 5 (see Table 1) demonstrates that uncertainty over the 
cost of cybersecurity breaches and the stochastic arrival of cybersecurity 
controls increases the value of the embedded option to invest, which 
incentivizes firms to delay or temporarily suspend operation to install 
security patches at the optimal time, rather than committing to imme
diate action (Chronopoulos et al., 2018).

Some models focus on strategic adversarial interactions, aiming to 
optimize outcomes in the context of game-theoretic scenarios. These 
models may seek to reach an equilibrium or maximize payoffs in 
competitive or adversarial situations, such as in defender–attacker 
games.
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Collective value maximization models aim to optimize cybersecurity 
investments for the benefit of multiple organizations. For example, 
Model 15.3 (see Table 1) maximizes the sum of the expected utilities of 
all the firms with respect to their cybersecurity investments. This illus
trates how collective value maximization models operate to optimize 
cybersecurity investment across multiple organizations for the benefit of 
the whole network (Nagurney et al., 2017). These models are relevant in 
multifirm contexts, such as industry alliances or government-led ini
tiatives, where the goal is to improve collective cybersecurity resilience.

The characteristic of minimizing financial distress within this 
dimension focuses on avoiding extreme negative outcomes, particularly 
financial distress or insolvency. For example, Model 19 (see Table 1) 
shows that firms allocate more to cybersecurity in the short term to 
reduce the probability of costly breaches, which could otherwise exceed 
the borrowing capacity of the firm and lead to financial distress (Srinidhi 
et al., 2015). These models aim to ensure that cybersecurity investments 
prevent losses from exceeding critical thresholds that could threaten the 
financial stability of an organization. They may focus on minimizing the 
probability of catastrophic losses, controlling for risks that could lead to 
bankruptcy, or protecting against high-impact, low-frequency events. 
This objective is particularly relevant for organizations with a strong 
risk-averse orientation or those operating in highly regulated industries.

The objective function dimension helps categorize models based on 
their ultimate goal, providing insights into what each model seeks to 
achieve and the type of decision-making it supports.

4.7. Investment scope

Investment scope refers to the level at which investment decisions 
are made. The scope can range from focusing on individual assets to 
considering the entire organization or multiple organizations in a col
lective framework. This dimension captures different levels at which 
cybersecurity investments are considered, influencing the complexity 
and focus of each model.

Asset-specific models focus on securing individual assets or systems, 
providing detailed recommendations for specific targets (Bodin et al., 
2005). These models are typically used for decisions related to 
securing particular asset types, such as databases, applications, and 
business processes (Huang and Behara, 2013).

Organization-wide models, in contrast, consider cybersecurity in
vestments across the entire organization (I. Lee, 2021). These models 
focus on aggregate risk and overall budget allocation, answering ques
tions such as “How much should an organization spend on cybersecurity 
within a specified period?” (Lee et al., 2011).

Portfolio-level models simultaneously consider multiple assets or 
investments, optimizing the allocation of resources across a range of 
security measures. For example, Model 32 (see Table 1) adopts an 
approach to simultaneously evaluate investments in multiple security 
technologies (Cavusoglu et al., 2004). Models focusing on investment 
portfolios are particularly useful when organizations must prioritize 
among several competing security investments.

Cross-organizational models extend the scope beyond individual 
organizations, considering the impact of investments across multiple 
organizations. For example, Model 22 (see Table 1) analyzes how co
ordinated mechanisms such as liability or security information sharing 
can align investment decisions across firms to mitigate shared risks (Wu 
et al., 2015). These models are essential for understanding collective 
cybersecurity resilience and guiding decisions in interdependent envi
ronments, such as supply chains.

Investment scope is a critical dimension as it helps decision-makers 
select a model that aligns with their decision-making context, whether 
focused on a single asset, an entire organization, or a broader ecosystem.

4.8. Operational structure

Operational structure refers to the number of decision-making 

entities involved in a model and how they interact. It distinguishes be
tween models where decisions are made by a single actor versus those 
involving multiple agents, such as cooperating organizations. This 
dimension captures the strategic complexity of different models, 
whether they involve individual decision-makers or multiparty 
interactions.

Single-actor models involve one decision-maker who optimizes their 
own outcomes autonomously, without considering interactions with 
other entities (Iheagwara et al., 2004). These models are the simplest 
among all other models and are often used for internal decision support, 
where the focus is on security optimization for a single organization 
(Davis, 2005).

Noncooperative models involve multiple decision-makers acting in 
their own self-interest, often modeled as a game. For example, Model 16 
(see Table 1) examines competing retailers acting noncooperatively to 
maximize their expected profits by determining optimal cybersecurity 
investments, with the strategy of each retailer depending on others via 
shared vulnerabilities and market demand (Nagurney and Shukla, 
2017). These models are commonly used to study adversarial in
teractions between attackers and defenders, where the strategy of each 
party depends on the actions of others.

Cooperative models, in contrast, involve multiple decision-makers 
working together toward a common goal, e.g., Model 8.1 (see 
Table 1), where two resource-sharing firms engage in security infor
mation sharing to collectively enhance their security posture, improving 
the overall cybersecurity effort (Gao et al., 2023). These models are used 
to study situations where collaboration is possible, such as joint in
vestments or collective defense efforts in industry alliances.

Operational structure is essential for understanding the complexity 
of a model and whether it addresses single-entity decisions, strategic 
conflicts, or collaborative efforts.

5. Discussion

The proposed taxonomy shows that cybersecurity economic models 
have evolved into a diverse but unevenly distributed body of research. 
While earlier work was largely dominated by ROSI-based and 
cost–benefit-oriented models, the reviewed literature shows increasing 
attention to real options, game-theoretic approaches, multifirm settings, 
uncertainty, and interdependent risk. This development reflects a 
broader shift from treating cybersecurity investment as a static internal 
budgeting problem toward understanding it as a dynamic, strategic, and 
sometimes collective decision problem. At the same time, the mapping 
of the 75 extracted model instances reveal that many models remain 
concentrated around single-actor, loss-based, static, and cost- 
minimization assumptions, whereas characteristics such as fuzzy eco
nomic decision-making, decision-maker input minimization, collective 
value maximization, financial distress minimization, and cross- 
organizational investment remain comparatively underexplored. These 
patterns suggest that the taxonomy is useful not only for organizing 
existing models, but also for identifying where future model develop
ment is needed.

The co-occurrence patterns in Fig. 3 further indicate that the field is 
not only unevenly distributed across individual characteristics, but also 
shaped by recurring combinations of assumptions. ROSI-based models 
tend to combine loss-based risk representation, cost–benefit trade-off 
reasoning, maximization of financial performance, and single-actor 
operational assumptions. Real options models share the loss-based 
focus but differ by emphasizing uncertainty mitigation, dynamic in
vestment strategy, and investment timing. Game-theoretic models form 
a distinct cluster around attacker strategy-based risk representation, 
strategic or multifirm behavior modeling, organization-wide investment 
scope, and cooperative or noncooperative operational structures. Non
canonical models, by contrast, are strongly associated with cost–benefit 
trade-offs, static decision-making, direct cost minimization, and single- 
actor settings, while showing more variation in risk representation 
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and investment scope. These co-occurrences suggest that future cyber
security economic modeling could benefit from intentionally combining 
characteristics that are currently rare, such as dynamic investment 
strategies outside real options models, cooperative or cross- 
organizational structures outside game-theoretic models, and objective 
functions beyond financial performance or direct cost minimization.

Overall, the taxonomy can be understood as a bridge between 
organizational decision problems and model-based decision support. It 
helps researchers, analysts, consultants, and informed practitioners 
identify relevant models, compare their assumptions, assess their data 
requirements, and interpret their outputs. The results generated by the 
selected economic models, not the taxonomy itself, are what ultimately 
inform managerial decisions. In this way, the taxonomy contributes to 
practice by improving transparency around model selection and inter
pretation, while also contributing to research by highlighting how 
existing models can be extended, combined, or adapted to address new 
cybersecurity investment questions.

When compared with the review by Schatz and Bashroush (2017), 
the present taxonomy indicates that cybersecurity economic models 
have expanded in both analytical depth and contextual breadth. One 
notable advancement is the increased attention toward scenarios 
involving multiple firms. The interconnectedness among firms in recent 
years has led to the emergence of new models specifically addressing 
economic decision-making of firms based on the costs and benefits 
associated with network participation. This development is represented 
by 19 models identified in the proposed taxonomy. In addition, novel 
forms of investment, such as the cross-organizational investments 
illustrated in Model 22 (Table 1), and new model objective functions, 
such as the collective value maximization in Model 15.3, have emerged. 
Despite these advancements, the majority of existing models still focus 
on single organizations. This observation highlights the need for future 
research to increasingly address multifirm environments (Fedele and 
Roner, 2022).

In this context, the use of game theory as a theoretical framework has 
become more prevalent compared to previous reviews, particularly for 
analyzing adversarial interactions and firm behavior in collaborative 
and noncollaborative multifirm settings (e.g., Model 36, see Table 1). 
Furthermore, earlier models described by Schatz and Bashroush (2017)
largely characterized risks as loss-based, emphasizing threat and cost 
parameter estimates, with minimal representation of 
vulnerability-based risk assessment. Conversely, numerous models 
examined in the present study—particularly those published after 
2014—explicitly characterize risk as a function of system vulnerabil
ities. This shift could be attributed to the enhanced availability and 
adoption of Common Vulnerabilities and Exposures (CVE) repositories 
in systematic risk assessment practices.

One of the key challenges identified by Schatz and Bashroush (2017)
is the difficulty of obtaining accurate estimates for key parameters, such 
as the likelihood of malicious events, potential financial losses, and 
effectiveness of security controls. This issue arises as many cybersecurity 
economic models heavily rely on precise quantitative inputs, which are 
often unavailable or uncertain in real-world settings. A potential means 
to alleviate this challenge is the use of models that combine fuzzy eco
nomic decision-making with an investment decision basis focused on 
uncertainty mitigation, i.e., models belonging to object Z (see Table 1). 
The models in this object are characterized by their ability to handle 
vagueness and subjectivity in parameter estimation using techniques 
such as fuzzy logic to accommodate imprecise inputs. Moreover, by 
emphasizing uncertainty mitigation, these models are designed to 
effectively function in dynamic environments where threats, costs, and 
technological conditions are in constant flux. Together, these charac
teristics make object Z models particularly well-suited for 
decision-making under uncertainty, enabling organizations to derive 
actionable insights without relying on precise estimates, directly 
addressing one of the most critical limitations highlighted in the 
literature.

5.1. Implications for research

It is known that cybersecurity economic models are far from being 
used in real settings. Although theoretical models exist, such as those 
mentioned in the present study, their practical application is hindered 
by data scarcity, limitations owing to challenges in data availability, 
interdisciplinary misunderstandings, and model complexity (Kianpour 
et al., 2021; Ruan, 2017; Schatz and Bashroush, 2017; Vergara Cobos 
and Cakir, 2024).

Our taxonomy has various contributions to the cybersecurity eco
nomic model research. First, it highlights currently under-researched 
areas. As can be seen from Table 1 (mapping of models across di
mensions/characteristics), certain characteristics are densely populated, 
whereas others remain in their infancy. For instance, characteristics 
such as cost–benefit trade-off, static decision-making, direct cost mini
mization, organization-wide investment scope, and single-actor orga
nizational structure each encompass over 50% of the models within 
their respective dimensions. Conversely, the present analysis identified 
several novel characteristics appearing only once throughout all the 
reviewed models, including the fuzzy economics model, decision-maker 
input minimization, collective value maximization, financial distress 
minimization, and cross-organizational perspectives. While their single 
occurrence could be owing to the search strategy used in the present 
study, they are worth further exploration and integration with other 
characteristics to create novel approaches that can be applied to specific 
contexts.

A notable research gap in cybersecurity economic modeling is that 
existing models are typically constructed without considering the 
availability of supporting data in specific scenarios (Cremer et al., 2022; 
Woods and Walter, 2022). Quantitative cybersecurity models often 
depend on detailed data regarding attack frequencies and economic 
impacts; however, owing to data scarcity, underreporting, and confi
dentiality issues, such information is frequently unavailable (Valeriano, 
2022). This situation leads to the development of models based on 
oversimplified assumptions, limiting their accuracy and practical utility. 
Therefore, a structured taxonomy that explicitly considers data avail
ability is needed. The proposed taxonomy would enable researchers to 
identify and consult data availability, systematically select suitable 
model characteristics, and tailor models to the specific contextual re
quirements of individual organizations and threat landscapes.

The interdisciplinary misunderstandings between cybersecurity 
professionals, economists, and risk managers (Jacob et al., 2020) further 
hinder research in this area. These professionals often utilize different 
terminologies and conceptual frameworks, which impede clear 
communication and mutual understanding (Ramirez and Choucri, 
2016), thereby contributing to model complexity. The proposed taxon
omy can help overcome these challenges by providing a unified lan
guage and clear categorization of concepts, enabling a more integrated 
approach to cybersecurity economics research.

Another notable finding is that the reviewed cybersecurity economic 
models were distributed across 45 distinct objects in the proposed tax
onomy. This distribution suggests that the field is diverse, but not 
entirely fragmented, because several models share important conceptual 
or structural features. Specifically, 31 objects contained only a single 
model, whereas 14 objects included more than one model. This pattern 
indicates that many models adopt unique combinations of taxonomy 
characteristics, while others cluster around recurring modeling ap
proaches. Two objects, AB and AF (see Table 1), were especially 
prominent because they contained more models than any other objects. 
This concentration can largely be explained by the influence of the 
Gordon and Loeb model (Gordon and Loeb, 2002), which is widely 
regarded as a foundational contribution to cybersecurity economic 
modeling. Several models assigned to objects AB and AF were either 
directly derived from, extended, or conceptually inspired by this model. 
The prominence of these two objects therefore highlights the lasting 
influence of the Gordon and Loeb model on subsequent research. At the 
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same time, it demonstrates the value of the proposed taxonomy: by 
grouping models according to shared characteristics, the taxonomy 
makes it possible to identify dominant model families, trace patterns of 
model development, and compare models that are either closely related 
or conceptually distinct.

5.2. Implications for practice

The practical value of the taxonomy lies not in prescribing cyberse
curity investment decisions directly, but in helping stakeholders un
derstand which economic models are suitable for different decision 
contexts. Organizations rarely make decisions by considering abstract 
taxonomy dimensions in isolation. Rather, they begin with concrete 
questions, such as whether a specific security control is economically 
justified, how limited resources should be allocated across assets, 
whether investment should be made immediately or deferred, or how 
shared cyber risks across organizations should be managed. The taxon
omy supports these decisions indirectly by clarifying which types of 
models are designed to address such questions and by making the as
sumptions behind these models more transparent.

The taxonomy of cybersecurity economic models can serve as an 
essential first step toward facilitating their adoption by practitioners. By 
clearly outlining various dimensions and characteristics, the taxonomy 
makes economic models easier to understand, thereby increasing their 
accessibility to practitioners. Furthermore, understanding the available 
approaches and assessing their alignment with specific investment ob
jectives enable practitioners to narrow down models that best fit their 
overall investment context, including factors such as risk representation, 
time considerations, and collaboration dimensions.

Theoretical models often depend on simplified assumptions and a 
“one-size-fits-all” approach, which can result in inaccurate estimates 
and limited practical utility (Kianpour et al., 2021). The proposed tax
onomy addresses this issue by guiding practitioners in identifying 
existing organizational data and matching it with suitable models 
mapped in the present analysis, as suggested by Pfleeger and Rue 
(2008). Consequently, practitioners can leverage the taxonomy to pose 
critical questions (dimensions), identify required characteristics in 
intended models, and evaluate the availability and feasibility of sup
porting data collection.

Lastly, Table 1 (mapping of models across dimensions and charac
teristics) presents a comprehensive framework that enables practitioners 
to obtain a holistic view of the majority of existing cybersecurity eco
nomic models. This overview facilitates their understanding beyond 
complex mathematical formulations, therefore, the complexity inherent 
in these models becomes less of a barrier (Schatz and Bashroush, 2017; 
Weishäupl et al., 2018), encouraging practitioners to explore applicable 
approaches more confidently and effectively.

5.3. Taxonomy quality

The quality of the taxonomy was assessed against established criteria 
for taxonomy development, including clarity of the meta-characteristic, 
conciseness, robustness, mutual exclusivity, collective exhaustiveness, 
extendibility, and explanatory value (Nickerson et al., 2013). These 
criteria were considered throughout the iterative development process 
and during the final mapping of the models. To strengthen reliability, 
the first three authors independently reviewed and classified the models 
before reconciling their assessments through discussion. The resulting 
agreement supports the consistency of the taxonomy and the trans
parency of the model mapping. Additional details on model-level clas
sification and the iterative refinement process are provided in Tables 1 
and 2 (in Appendix) respectively.

5.4. Limitations and future research

As with any literature review, the research strategy and selected 

publications influence the final result of the included economic models. 
Although the use of both Google Scholar and Web of Science improved 
coverage of broad literature and indexed peer-reviewed publications, 
the search strategy may still have missed relevant studies, despite the 
use of forward and backward chaining. Therefore, future research 
should test and evaluate the taxonomy against relevant models that may 
not have been captured by the search strategy used in this study.

A further limitation concerns the boundary of the review. The pre
sent study focuses specifically on cybersecurity economic models and 
does not provide a systematic comparison with economic decision 
models used in adjacent domains, such as operational risk, insurance, 
resilience, or technology investment. Models from these related areas 
may share assumptions, analytical methods, objective functions, or in
vestment logics with cybersecurity economic models; however, they 
were outside the scope of this review unless they were explicitly applied 
to cybersecurity economic decision-making. Consequently, the taxon
omy should be interpreted as a domain-specific classification of cyber
security economic models rather than as a comparative taxonomy of 
economic decision models across related risk and investment domains. 
Future research could examine how cybersecurity economic models 
differ from, borrow from, or could be integrated with economic decision 
models from these adjacent areas.

Although test and evaluation of a taxonomy by its intended end 
users, such as experts and researchers, are encouraged, it is not a ne
cessity as this type of evaluation is normally longitudinal, i.e., “the only 
way to determine if a resulting taxonomy is useful is to observe its use by 
others over time” (Nickerson et al., 2013, p. 347). Various taxonomies 
exist based on Nickerson et al. (2013), who relied only on empirical 
assessment through sources in the literature with no user evaluation (e. 
g., Domínguez et al., 2019; Durán-Polanco and Siller, 2023). Therefore, 
the authors of the present study aim to conduct case studies with or
ganizations to evaluate the proposed taxonomy with real users in real 
contexts at a later stage.

6. Conclusion

The increasing importance of cybersecurity necessitates organiza
tions to balance security investments with limited resources. Although 
numerous economic models exist to support these decisions, decision- 
makers require more than awareness of these models and acquire 
knowledge on how they work; they must also be able to differentiate 
between models to select one that fits their context. To address this 
limitation, the present study conducted an SLR to develop a compre
hensive taxonomy of cybersecurity economic models.

The taxonomy was developed through a structured and iterative 
process, beginning with an SLR-derived corpus of 60 peer-reviewed ar
ticles published between 2002 and 2026, from which 75 distinct 
cybersecurity economic models were extracted. Through an iterative 
refinement, seven dimensions and 29 characteristics were formulated, 
ensuring that each model could be systematically classified while 
capturing meaningful variation observed in the literature. The resulting 
taxonomy indicates how models differ in orientation, risk measurement, 
decision-making rationale, temporal scope, objectives, investment 
scope, and organizational context.

A notable research gap in cybersecurity economic modeling is that 
existing models are often developed without considering the availability 
of supporting data in specific scenarios. In addition, many theoretical 
models rely on simplified assumptions and a "one-size-fits-all" approach, 
leading to inaccuracies and limiting practical utility. This taxonomy 
helps address these issues by enabling decision-makers to align available 
organizational data with suitable models mapped in the analysis.

By organizing and mapping the landscape of cybersecurity economic 
models, this taxonomy serves as a descriptive tool for researchers and a 
practical reference for decision-makers. It provides a foundation for 
future research, highlights underexplored areas, and supports informed 
investment strategies in cybersecurity planning.
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Appendix

Tables 2, 3, 4

Table 2 
Iterations of taxonomy construction.

Iteration Changes

1 empirical-to- 
conceptual

Included the first ten articles 1–10

​ The first draft of the taxonomy: T1 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Noncanonical Model), Risk 
Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, Uncertainty Mitigation, 
Strategic Behavior Modeling), Time Consideration(Static Decision-Making, Dynamic Investment Strategy), Objective Function(Maximize Financial 
Performance, Optimize Timing of Investment, Minimize Direct Costs, Model Strategic Adversarial Interactions), Investment Scope(Portfolio-Level, 
Organization-Wide, Asset-Specific)}

2 empirical-to- 
conceptual

Included the next set of ten articles 11–20

​ The second draft of taxonomy: T2 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Noncanonical Model), Risk 
Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, Uncertainty Mitigation, 
Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision-Making, Dynamic 
Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, Model Strategic 
Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization-Wide, Asset- 
Specific), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

3 empirical-to- 
conceptual

Included the next set of ten articles 21–30

​ The third draft of taxonomy: T3 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Noncanonical Model), Risk 
Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, Uncertainty Mitigation, 
Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision-Making, Dynamic 
Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, Model Strategic 
Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization-Wide, Asset- 
Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

4 empirical-to- 
conceptual

Included the next set of ten articles 31–40

​ The fourth draft of taxonomy: T4 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Noncanonical Model), Risk 
Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, Uncertainty Mitigation, 
Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision-Making, Dynamic 
Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, Model Strategic 
Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization-Wide, Asset- 
Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

5 empirical-to- 
conceptual

Included the next set of ten articles 41–50

​ The fifth draft of taxonomy: T5 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Fuzzy Economics Model, 
Noncanonical Model), Risk Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, 
Uncertainty Mitigation, Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision- 
Making, Dynamic Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, 
Model Strategic Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization- 
Wide, Asset-Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

6 empirical-to- 
conceptual

Included the last set of ten articles 51–60

​ The sixth draft of taxonomy: T6 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Fuzzy Economics Model, Behavioral 
Decision-Theoretic, Noncanonical Model), Risk Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost- 
Benefit Trade-off, Uncertainty Mitigation, Strategic Behavior Modeling, Multifirm Behviour Modeling, Minimize Decision-Maker Input), Time 
Consideration(Static Decision-Making, Dynamic Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of 
Investment, Minimize Direct Costs, Model Strategic Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment 
Scope(Portfolio-Level, Organization-Wide, Asset-Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

7 conceptual-to- 
empirical

T7 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Fuzzy Economics Model, Behavioral Decision-Theoretic, 
Noncanonical Model), Risk Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, 
Uncertainty Mitigation, Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision- 
Making, Dynamic Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, 
Model Strategic Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization- 

(continued on next page)
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Table 2 (continued )

Iteration Changes

Wide, Asset-Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative), Financial Constraints(Linear, Non-Linear, 
Unconstrained)}

8 empirical-to- 
conceptual

T8 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Fuzzy Economics Model, Behavioral Decision-Theoretic, 
Noncanonical Model), Risk Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, 
Uncertainty Mitigation, Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision- 
Making, Dynamic Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, 
Model Strategic Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization- 
Wide, Asset-Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

9 empirical-to- 
conceptual

T9 = {Model Orientation(ROSI-Based Model, Real Options Model, Game-Theoretic Model, Fuzzy Economics Model, Behavioral Decision-Theoretic, 
Noncanonical Model), Risk Representation(Vulnerability-Based, Loss-Based, Attacker Strategy-Based), Investment Decision Basis(Cost-Benefit Trade-off, 
Uncertainty Mitigation, Strategic Behavior Modeling, Multifirm Behvior Modeling, Minimize Decision-Maker Input), Time Consideration(Static Decision- 
Making, Dynamic Investment Strategy), Objective Function(Maximize Financial Performance, Optimize Timing of Investment, Minimize Direct Costs, 
Model Strategic Adversarial Interactions, Collective Value Maximization, Minimize Financial Distress), Investment Scope(Portfolio-Level, Organization- 
Wide, Asset-Specific, Cross-Organizational), Operational Structure(Single-Actor, Cooperative, Noncooperative)}

Table 3 
Models and sources. Each row lists one reviewed source article and the model identifier(s) extracted from that article. Comma-separated identifiers indicate multiple 
distinct model instances extracted from the same article; decimal identifiers distinguish these model instances while preserving their association with the same source.

Model Source

1 Almeida, L., & Respício, A. (2018). Decision support for selecting information security controls. Journal of Decision Systems, 27(sup1), 173–180. 10.1 
080/12460125.2018.1468177

2 Barik, K., Misra, S., Fernandez–Sanz, L., & Koyuncu, M. (2023). RONSI: A framework for calculating return on network security investment. 
Telecommunication Systems, 84(4), 533–548. 10.1007/s11235–023–01039–9

3 Benaroch, M. (2018). Real Options Models for Proactive Uncertainty-Reducing Mitigations and Applications in Cybersecurity Investment Decision 
Making. Information Systems Research, 29(2), 315–340. 10.1287/isre.2017.0714

4 Brho, M., Jazairy, A., & Glassburner, A. V. (2025). The finance of cybersecurity: Quantitative modeling of investment decisions and net present value. 
International Journal of Production Economics, 279, 109,448. 10.1016/j.ijpe.2024.109448

5 Chronopoulos, M., Panaousis, E., & Grossklags, J. (2018). An Options Approach to Cybersecurity Investment. IEEE Access, 6, 12,175–12,186. 10.1109/ 
ACCESS.2017.2773366

6 Ekelund, S., & Iskoujina, Z. (2019). Cybersecurity economics – balancing operational security spending. Information Technology & People, 32(5), 
1318–1342. 10.1108/ITP–05–2018–0252

7 Fielder, A., Panaousis, E., Malacaria, P., Hankin, C., & Smeraldi, F. (2016). Decision support approaches for cyber security investment. Decision Support 
Systems, 86, 13–23. 10.1016/j.dss.2016.02.012

8.1, 8.2, 8.3 Gao, X., Qiu, M., Wang, Y., & Wang, X. (2023). Information security investment with budget constraint and security information sharing in resource- 
sharing environments. Journal of the Operational Research Society, 74(6), 1520–1535. 10.1080/01605682.2022.2096506

9 Gordon, L. A., Loeb, M. P., Lucyshyn, W., & Zhou, L. (2015). Externalities and the Magnitude of Cyber Security Underinvestment by Private Sector 
Firms: A Modification of the Gordon-Loeb Model. Journal of Information Security, 06(01), 24–30. 10.4236/jis.2015.61003

10 Kalderemidis, I., Farao, A., Bountakas, P., Panda, S., & Xenakis, C. (2022). GTM: Game Theoretic Methodology for optimal cybersecurity defending 
strategies and investments. Proceedings of the 17th International Conference on Availability, Reliability and Security, 1–9. 10.1145/3538969.3544431

11 Lakhno, V., Akhmetov, B., Malyukov, V., & Kartbaev, T. (2018). Modeling of the Decision-making Procedure for Financing of Cyber Security Means of 
Cloud Services by the Medium of a Bilinear Multistep Quality Game with Several Terminal Surfaces. International Journal of Electronics and 
Telecommunications, 467–467. 10.24425/123547

12 Lee, I. (2021). Cybersecurity: Risk management framework and investment cost analysis. Business Horizons, 64(5), 659–671. 10.1016/j.bushor.2021 
.02.022

13 Llanso, T., McNeil, M., & Noteboom, C. (2019). Multi-Criteria Selection of Capability-Based Cybersecurity Solutions. Proceedings of the 52nd Hawaii 
International Conference on System Sciences, 7322–7330. 10.24251/HICSS.2019.879

14 Mazzoccoli, A. (2023). Optimal Cyber Security Investment in a Mixed Risk Management Framework: Examining the Role of Cyber Insurance and 
Expenditure Analysis. Risks, 11(9), 154. 10.3390/risks11090154

15.1, 15.2, 15.3 Nagurney, A., Daniele, P., & Shukla, S. (2017). A supply chain network game theory model of cybersecurity investments with nonlinear budget 
constraints. Annals of Operations Research, 248(1–2), 405–427. 10.1007/s10479–016–2209–1

16 Nagurney, A., & Shukla, S. (2017). Multifirm models of cybersecurity investment competition vs. Cooperation and network vulnerability. European 
Journal of Operational Research, 260(2), 588–600. 10.1016/j.ejor.2016.12.034

17 Rios Insua, D., Couce-Vieira, A., Rubio, J. A., Pieters, W., Labunets, K., & G. Rasines, D. (2021). An Adversarial Risk Analysis Framework for 
Cybersecurity. Risk Analysis, 41(1), 16–36. 10.1111/risa.13331

18 Schilling, A., & Werners, B. (2016). Optimal selection of IT security safeguards from an existing knowledge base. European Journal of Operational 
Research, 248(1), 318–327. 10.1016/j.ejor.2015.06.048

19 Srinidhi, B., Yan, J., & Tayi, G. K. (2015). Allocation of resources to cyber-security: The effect of misalignment of interest between managers and 
investors. Decision Support Systems, 75, 49–62. 10.1016/j.dss.2015.04.011

20 Wang, S. (2017). Optimal Level and Allocation of Cybersecurity Spending: Model and Formula. SSRN Electronic Journal. 10.2139/ssrn.3010029
21 Wang, S. S. (2019). Integrated framework for information security investment and cyber insurance. Pacific-Basin Finance Journal, 57, 101,173. 10.101 

6/j.pacfin.2019.101173
22 Wu, Y., Feng, G., Wang, N., & Liang, H. (2015). Game of information security investment: Impact of attack types and network vulnerability. Expert 

Systems with Applications, 42(15–16), 6132–6146. 10.1016/j.eswa.2015.03.033
23 Yevseyeva, I., Basto-Fernandes, V., Emmerich, M., & Van Moorsel, A. (2015). Selecting Optimal Subset of Security Controls. Procedia Computer Science, 

64, 1035–1042. 10.1016/j.procs.2015.08.625
24 Yevseyeva, I., Fernandes, V. B., Van Moorsel, A., Janicke, H., & Emmerich, M. (2016). Two-stage Security Controls Selection. Procedia Computer 

Science, 100, 971–978. 10.1016/j.procs.2016.09.261
25 Yueran Zhuo, & Solak, S. (2015). Cybersecurity investment optimization with risk: Insights for resource allocation. 2015 International Conference on 

Industrial Engineering and Operations Management (IEOM), 1–13. 10.1109/IEOM.2015.7093765
26 Zhang, Z. (Justin), He, W., Li, W., & Abdous, M. (2021). Cybersecurity awareness training programs: A cost–benefit analysis framework. Industrial 

Management & Data Systems, 121(3), 613–636. 10.1108/IMDS–08–2020–0462
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Table 3 (continued )

Model Source

27 Arora, A., Hall, D., Piato, C. A., Ramsey, D., & Telang, R. (2004). Measuring the risk-based value of IT security solutions. IT Professional, 6(6), 35–42. 
10.1109/MITP.2004.89

28 Bistarelli, S., Dall’Aglio, M., & Peretti, P. (2007). Strategic Games on Defense Trees. In T. Dimitrakos, F. Martinelli, P. Y. A. Ryan, & S. Schneider (Eds.), 
Formal Aspects in Security and Trust (Vol. 4691, pp. 1–15). Springer Berlin Heidelberg. 10.1007/978–3–540–75227–1_1
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Table 4 
Analytical and theoretical methodology underlying each model.

Model Analytical Methodology Theoretical Methodology

1 Integer programming / binary portfolio optimization; weighted-sum minimization of 
security-control implementation cost and expected loss

Cost–benefit decision analysis; expected-loss-based security-control selection; 
ISO/IEC 27,001/27,002-informed risk management

2 Bayesian statistical prediction combined with RONSI/ROSI cost–benefit calculation Return on security investment logic; Bayesian cyber-risk estimation; network- 
security investment justification

3 Real-options valuation / stochastic option modeling for proactive uncertainty-reducing 
mitigations

Real options theory; investment under uncertainty; options-based risk 
management

4 Deterministic financial valuation model; relative valuation using market/book/earnings 
ratios; optimal capital-structure calculation; NPV/discounted-cash-flow analysis

Relative valuation theory; optimal capital structure theory; capital budgeting 
and financial cost–benefit analysis

5 Continuous-time real-options valuation; stochastic dynamic investment model using 
geometric Brownian motion for breach loss and a Poisson process for patch/control 
arrival; optimal stopping/threshold analysis

Real options theory; investment under uncertainty; option-based cybersecurity 
timing theory

6 Monte Carlo simulation, value-at-risk estimation, probability-distribution modeling, and 
risk-cost curve minimization

Cybersecurity risk economics; value-at-risk-based risk management; 
cost–benefit analysis of operational security spending

7 Hybrid game-theoretic and combinatorial optimization approach; control-game 
equilibrium analysis combined with multi-objective multiple-choice knapsack 
optimization

Noncooperative game theory; attacker–defender security-game reasoning; 
budget-constrained security-control portfolio selection

8.1 Budget-constrained noncooperative game model; constrained optimization and 
equilibrium analysis for firm security investment

Noncooperative game theory; Gordon–Loeb-style breach-probability reasoning; 
resource-sharing security externalities

8.2 Strategic hacker attack-effort model; equilibrium analysis of attacker benefit 
maximization under firms’ security investments and information sharing

Attacker–defender game theory; strategic hacker behavior; security 
information-sharing theory

8.3 Compensation-mechanism extension of the game model; comparative-static analysis of 
optimal compensation fund and resource-sharing effects

Mechanism/incentive design within game theory; interfirm compensation for 
cybersecurity externalities

9 Analytical extension of the Gordon–Loeb model; upper-bound derivation for socially 
optimal cybersecurity investment with externality losses

Gordon–Loeb cybersecurity investment theory; welfare economics; externality 
theory and cybersecurity underinvestment

10 Attack-graph modeling combined with zero-sum game-theoretic simulation and 0–1 
knapsack budget allocation

Game theory; adversarial attacker–defender modeling; attack-graph-based 
cyber risk analysis; combinatorial optimization

11 Bilinear multistep quality game with several terminal surfaces; discrete dynamic game 
equations; domination method; simulation experiment

Multistep/differential game theory; antagonistic game theory; decision-support 
theory for cybersecurity financing

12 Cyber risk-management framework with investment cost analysis; risk quantification 
and marginal cost–loss comparison; illustrative continuous-improvement analysis

Enterprise cyber risk management; cost–benefit analysis; continuous 
improvement and cybersecurity performance management

13 Multi-criteria decision analysis using weighted criteria and a linear fitness/scoring 
function over capability-based cyber solutions

Multi-criteria decision-making; capability-based cybersecurity mitigation 
selection; Pareto-efficiency reasoning

14 Mathematical optimization of combined security investment and insurance premium; 
Wang-transform security breach probability function; comparative statics and numerical 
analysis

Cyber risk mitigation and transfer theory; cyber insurance economics; security 
breach probability theory; mixed insurance/investment risk management

15.1 Supply-chain network Nash-equilibrium model; variational inequality formulation with 
nonlinear budget constraints over product transactions and cybersecurity levels

Noncooperative game theory; network equilibrium theory; expected-profit and 
expected-loss cybersecurity investment reasoning

15.2 Supply-chain network Nash-equilibrium model; variational inequality formulation with 
nonlinear budget constraints over product transactions and cybersecurity levels

Noncooperative game theory; network equilibrium theory; expected-profit and 
expected-loss cybersecurity investment reasoning

15.3 Supply-chain network Nash-equilibrium model; variational inequality formulation with 
nonlinear budget constraints over product transactions and cybersecurity levels

Noncooperative game theory; network equilibrium theory; expected-profit and 
expected-loss cybersecurity investment reasoning

16 Comparative equilibrium and optimization modeling using Nash equilibrium, Nash 
bargaining, and system-optimization formulations for multifirm cybersecurity 
investment

Noncooperative and cooperative game theory; Nash equilibrium; Nash 
bargaining theory; system optimization; expected utility and network 
vulnerability theory

17 Adversarial risk analysis using influence diagrams and bi-agent influence diagrams; 
expected-utility evaluation of security-control and insurance portfolios

Adversarial risk analysis; Bayesian decision analysis; expected utility theory; 
cyber-risk transfer and cyber-insurance theory

18 Knowledge-base-driven combinatorial optimization / mixed-integer linear 
programming for safeguard selection; threat and component criticality-index 
minimization

Criticality-based cybersecurity risk reduction; knowledge-based security 
management; diminishing marginal utility of safeguards; ISO/BSI baseline 
protection logic

19 Multi-period dynamic resource-allocation optimization over productive capital, security 
investment, borrowing, financial distress, and insurance

Agency theory; corporate finance and financial distress theory; 
manager–investor preference misalignment; cyber-insurance risk transfer

20 Mathematical cost-minimization model using cyber breach probability functions; 
benchmark-spending normalization; exponential power, proportional hazard, and 
Wang-transform functions; constrained allocation across vulnerabilities and data assets

Gordon–Loeb cybersecurity investment theory; reliability/hazard modeling; 
value-at-risk and cost–benefit analysis; cybersecurity budget-allocation theory

21 Analytical cost–benefit optimization of cybersecurity spending and cyber insurance; 
vulnerability- and impact-reduction functions; co-dependent security-measure 
modeling; premium/risk-sharing formulas

Cyber-insurance economics; integrated risk management; risk mitigation and 
risk transfer; benchmark-spending and effectiveness-index theory

22 Game-theoretic expected-cost minimization for interconnected firms; targeted and 
opportunistic breach-probability functions; comparative statics and incentive- 
mechanism analysis

Game theory; interdependent security theory; network externalities; prisoner’s 
dilemma; liability and security-information-sharing incentive theory

23 Portfolio optimization for security-control subset selection; multiobjective and single- 
objective quadratic binary/integer programming; Pareto-efficient security portfolios

Markowitz mean–variance portfolio theory; risk–return trade-off; multicriteria 
security-control selection

24 Two-stage security budget and control-portfolio optimization; mean–variance-style 
risk–return modeling; Sharpe-ratio maximization on the Pareto front; quadratic 
programming

Financial portfolio theory; Sharpe-ratio and capital-allocation-line reasoning; 
multicriteria cybersecurity budget selection

25 Scenario-based stochastic resource-allocation optimization; expected-return 
maximization with risk analysis using conditional value-at-risk

Portfolio optimization; cybersecurity investment risk management; risk–return 
trade-off and CVaR-based decision-making

26 Analytical cost–benefit modeling of cybersecurity awareness training; comparative 
analysis of cost and benefit functions across training-program types

Cost–benefit analysis; cybersecurity awareness training economics; optimal 
security-level theory

27 Risk-profile and expected-loss modeling; risk-based return on investment calculation 
using incident types, bypass rates, residual risk, net benefit, and implementation cost

Risk management; expected-loss theory; risk-based return on investment / 
avoided-risk valuation

28 Defense-tree modeling combined with two-player strategic-form game analysis; ROI and 
ROA used as payoff functions; pure and mixed Nash-equilibrium analysis

Game theory; attacker–defender strategic interaction; attack-tree/defense-tree 
risk analysis; ROI/ROA economic security evaluation

(continued on next page)
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Table 4 (continued )

Model Analytical Methodology Theoretical Methodology

29 Analytic hierarchy process using the ratings method; pairwise comparison matrices, 
eigenvector-derived weights, intensity levels, and alternative scoring

Multi-criteria decision analysis; AHP; qualitative and quantitative security- 
investment evaluation; CIA-based security prioritization

30 Economic risk modeling using SLE, ARO, ALE, ROI, NPV, and IRR; risk-treatment 
decision procedure including accept, avoid, reduce, transfer, and insure

Information security risk management; cost–benefit analysis; Gordon–Loeb- 
style investment logic; insurance-based risk transfer

31 Modified economic and financial cash-flow analysis; NPV, internal rate of return, return 
on capital, profitability index, and discounted payback evaluation

Capital budgeting; discounted cash-flow theory; financial investment appraisal 
for information security systems

32 Analytical security-technology valuation model; expected-loss and cost-savings analysis 
incorporating security-technology quality, firm parameters, and hacker-related 
parameters

Decision analysis; economics of IT security investment; expected-cost 
minimization and cost-savings-based technology selection

33.1 Decision-theoretic investment optimization with estimated hacker effort; adaptive 
learning analysis for updating hacker-effort estimates over time

Decision theory; expected payoff/cost analysis; learning-based security 
investment under strategic uncertainty

33.2 Noncooperative attacker–defender game modeling; comparison of simultaneous and 
sequential game solutions for security investment and hacker effort

Game theory; Nash/simultaneous-game and sequential-game reasoning; 
strategic attacker–defender investment theory

34 ROI/ALE-based financial index modeling extended with Return-on-Attack; attacker- 
perspective cost–benefit ratio and scenario-based sensitivity analysis

Attacker economics; ROI/ROA security-investment evaluation; deterrence- 
oriented cost–benefit analysis

35 ROSI/ROI process model using financial-benefit versus cost calculation; ALE/ARO-based 
loss-expectancy estimation and practical policy/process guidance

Return on security investment; cost–benefit analysis; risk-mitigation-as- 
financial-benefit logic

36.1 Analytical ratio-form contest-success model; firm profit maximization and attacker 
budget allocation without income, interdependence, or substitution effects

Contest theory / rent-seeking theory; attacker–firm cyber-war model; required- 
rate-of-return versus average-attack-level investment logic

36.2 Symmetric n-firm contest model with endogenous reduction of attacker resources; first- 
order conditions and comparative statics for the income effect

Contest / rent-seeking theory; deterrence or income-effect theory; attacker- 
resource erosion through security investment

36.3 Two-firm interdependence contest model; modified contest-success and profit functions 
with cross-effects of firms’ investments and attacks

Interdependent security; free-riding and externality theory; contest theory

36.4 Two-firm substitution-effect contest model; attacker allocates a fixed attack resource 
optimally across heterogeneous firms; comparative statics

Substitution / displacement theory; attacker target-choice economics; contest 
theory

36.5 Combined interdependence-and-substitution analytical game where the agent moves 
first; equilibrium attack allocation and firm investment conditions

Sequential attacker–defender game; interdependent security; substitution/ 
displacement and contest theory

36.6 Two-stage game with firms moving first and attacker moving second; first-order 
conditions for the joint income, interdependence, and substitution effects

Sequential game theory; contest / rent-seeking theory; deterrence, 
interdependence, and substitution effects in cyber conflict

37 Sequential American real-options valuation with binomial lattice, combined with 
Bayesian Poisson–gamma updating / postaudit of IDS parameters and ROC-based 
configuration analysis

Real options theory; Bayesian decision/statistical learning; capital-budgeting 
postaudit; IDS decision theory

38 Constrained optimization / analytical budget-allocation model for concurrent 
heterogeneous attacks; scale-free-network-derived breach probability functions; 
comparative statics and numerical analysis

Security investment economics; cost–benefit analysis; scale-free network 
theory; targeted/opportunistic attack-risk modeling

39 Extended quantitative risk-analysis and ROI/ROSI calculation using ALE, SLE, ARO, and 
Cascading Threat Multiplier; scenario/case-based IDS deployment analysis

Information-security risk assessment; ROSI/ROI; intrusion-detection threat- 
mitigation theory; cascading risk/externality reasoning

40.1 Real-options valuation of the invest-to-learn option in security process innovation; 
stochastic GBM modeling, Ito’s lemma, dynamic programming, and binomial-lattice 
approximation

Real options theory; organizational learning; investment under uncertainty; 
security process innovation

40.2 Real-options valuation of embedded technology-switching option; path-dependent 
compound-option / dynamic-programming model with binomial lattice

Real options theory; technology-switching flexibility; modular security process 
innovation

41 Profit optimization / profit-at-risk model using value-at-risk and operational-risk 
methods; risk–return trade-off and sensitivity analysis for security protection level

Financial economics; operational risk management; value-at-risk / profit-at-risk 
theory; customer-information privacy/security economics

42 Binomial Options Pricing Model and decision-lattice valuation of security-solution 
flexibility, including scope-up and scope-down options

Real options theory; managerial flexibility under uncertainty; security COTS / 
solution-selection and strategic planning theory

43 Analytical extension of the Gordon–Loeb model using two-dimensional productivity- 
space analysis for vulnerability and threat reduction; threshold / region analysis

Gordon–Loeb security investment theory; security breach probability and threat 
probability theory; productivity-based optimal investment strategy

44 Total Return on Investment framework incorporating generated revenue, cost savings, 
and monetary value of risk change; order-of-magnitude decision analysis

ROI/TROI theory; risk-mitigation-as-return logic; business-driven security 
process management

45 Fuzzy economic decision modeling using fuzzy NPV and discounted ROI; triangular 
fuzzy numbers, Mellin-transform-based ranking, and possibility analysis

Fuzzy logic / fuzzy set theory; discounted cash-flow and cost–benefit analysis 
under uncertainty

46 Combinatorial decision-support / exhaustive subset-generation over remedies; cost- 
cover and net-gain optimization under budget and security-threshold constraints

End-effect-oriented information security management; cost–benefit decision 
analysis; policy-based security remedy selection

47 Continuous-time real-options valuation; optimal stopping / investment-threshold 
analysis; geometric Brownian motion for threat dynamics; numerical comparative statics

Real options theory; Gordon–Loeb model extension; investment timing under 
uncertainty

48 Multi-objective optimization model using opportunity-cost transformation of CIA risk, 
impact-factor-based control effectiveness, and investment-return constraints

Cost–benefit analysis; ROI/ROSI logic; CIA-based information-security risk 
management

49 Analytical calculus-based extension of the Gordon–Loeb model; remaining-vulnerability 
function modeling with added monotonicity condition

Gordon–Loeb cybersecurity investment theory; vulnerability-reduction theory; 
optimal investment under expected-loss reduction

50 Stateful RORI calculation integrated with hypergraph modeling; dynamic 
countermeasure selection using previous and current system states

Return on Response Investment; cost-sensitive security metrics; dynamic 
stateful risk assessment; attack/defense graph and hypergraph-based security 
economics

51 Multidimensional cybersecurity-control optimization solved using Satisfiability Modulo 
Theories; CVE-to-ATT&CK/CSC mapping with a domain-specific language model; risk, 
budget, RoI, and resiliency constraints

Risk-based cyber defense planning; defense-in-depth and resilience theory; 
NIST/CIS/MITRE-informed security-control optimization

52.1 AHP-based risk prioritization combined with mixed-integer programming to maximize 
prevented risk under a fixed budget

Enterprise information-security risk management; budget-constrained 
preventative-action portfolio selection

52.2 AHP-based risk prioritization combined with mixed-integer programming to determine 
the minimum budget required for a target level of risk reduction

Enterprise security budget planning; minimum-cost risk-reduction theory; 
target-risk compliance

53.1 Resource-allocation optimization using a prospect-theory value function, probability 
weighting, and modeled cyber-risk curves

Prospect theory; behavioral decision theory; loss aversion, diminishing 
sensitivity, and probability weighting

53.2 Resource-allocation optimization using an expected-utility function and modeled cyber- 
risk curves

Expected utility theory; rational choice under risk; utility maximization over 
uncertain cyber-loss and insurance outcomes

(continued on next page)
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Table 4 (continued )

Model Analytical Methodology Theoretical Methodology

54 Utility-maximization model combining Gordon–Loeb breach-probability functions with 
security investment and cyber-insurance decisions; exponential and logarithmic utility 
analysis

Gordon–Loeb model integrated with classical insurance economics; expected 
utility theory; CARA/CRRA risk-preference modeling

55 Cyber-insurance policy portfolio / insurance-ladder optimization; minimization of 
premiums plus expected uncovered losses across deductible and ceiling structures

Cyber-insurance risk-sharing theory; risk transfer; insurance ladder/tower 
theory; coverage-gap optimization

56.1 Game-theoretic optimization for individual information-security investment decisions 
among substitutable enterprises; equilibrium and comparative-static analysis

Noncooperative game theory; substitutable information-asset externalities; 
attacker displacement/substitution effects

56.2 Joint-decision / social-planner optimization of group expected cost among substitutable 
enterprises; comparative statics and coordination/information-sharing mechanism 
analysis

Cooperative or joint decision-making; synergy theory; social-cost minimization; 
information-sharing incentive theory

57 Multi-firm game-theoretic expected-cost minimization; Nash equilibrium and social 
optimum analysis with multi-step breach propagation, direct breach probability 
functions, compensation mechanism, and simulation over fully connected and ring 
networks

Noncooperative game theory; interdependent security and network externality 
theory; Gordon–Loeb-style breach-probability modeling; social-welfare 
coordination

58 Fuzzy game-theoretic optimization for defender and attacker decisions; sequential 
leader–follower and simultaneous-game formulations using fuzzy expectation operators 
and fuzzy Gordon–Loeb breach parameters

Fuzzy set theory; game theory; Gordon–Loeb breach-function theory; 
attacker–defender security investment economics

59.1 Noncooperative multi-enterprise expected-cost minimization model for complementary 
enterprises; analytical optimization of individual security investment under breach- 
spread probability

Noncooperative game theory; Gordon–Loeb model extension; complementary 
information-asset theory; interdependent security and free-riding

59.2 Cooperative/social-planner expected-cost minimization model for complementary 
enterprises; analytical optimization of group security investment with compensation and 
information-sharing incentive mechanisms

Cooperative decision-making; social-cost minimization; Gordon–Loeb model 
extension; incentive-mechanism design for interdependent cybersecurity

60 Risk-driven investment process modeling using requirements engineering, Secure 
Tropos-style modeling, Delphi-based expert elicitation, incident/risk modeling, ALE/ 
SLE/ARO calculation, and ROISI cost–benefit analysis

Information security risk management; socio-technical human-factors theory; 
social-engineering risk analysis; return on information security investment logic

Data availability

Data will be made available on request.
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