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Abstract 

Post-quantum cryptography (PQC) is becoming an increasingly important field of study 

as the advance of quantum computers are expected to one day threaten the public-key 

cryptographic schemes used today. Although technical standards for PQC are emerging, 

successful implementation for organisations depends on more than just replacing the 

cryptographic algorithms. This study aims to find the main organisational barriers that 

hinder the successful implementation of PQC. This was done by conducting a systematic 

literature review and analysing the data to create a thematic analysis set on identifying 

recurring organisational barriers. The results showcase that implementation is 

primarily hindered by legacy systems and integration challenges, followed by 

insufficient strategic governance and migration readiness, external dependencies, 

regulatory and standards uncertainty, lack of expertise and resource constraints. The 

findings indicate that PQC isn’t only a technical problem but a wider socio-technical 

problem. The study concludes that organisations require better migration planning, 

improved internal expertise, clearer regulatory guidance and stronger coordination with 

external actors for organisations to successfully implement PQC.



 

Table of Contents 

1 INTRODUCTION 1 

2 BACKGROUND 2 

2.1 Computers & cryptography 2 
2.1.1 Symmetric encryption and AES 2 
2.1.2 Public-key cryptography and RSA 3 
2.1.3 Elliptic curve cryptography 3 

2.2 Post-quantum cryptography 4 
2.2.1 Implications of advancing research on quantum computers for existing cryptographic 

systems  5 
2.2.2 Designing cryptography for a post-quantum world 5 
2.2.3 Standardization and Transition to Post-Quantum Cryptography 6 

3 PROBLEM AREA 8 

3.1 Problem question 8 

3.2 Thesis aim 8 

3.3 Boundaries 8 

3.4 Expected results 8 

4 METHOD 10 

4.1 Methodical ethics 10 

4.2 Eligibility criteria 11 

4.3 Information sources 12 

4.4 Search strategy 12 

4.5 Selection process 13 

4.6 Data collection process 14 

4.7 Data items 15 

4.8 Study risk of bias assessment 15 

4.9 Effect measure 16 

4.10 Synthesis method 16 

4.11 Reporting bias assessment 17 



4 
 

4.12 Certainty assessment 17 

5 MATERIAL PRESENTATION 18 

6 ANALYSIS 20 
6.1.1 Main research question 20 
6.1.2 Legacy, integration and technical complexity 20 
6.1.3 Strategic governance and migration readiness 21 
6.1.4 External dependency and ecosystem coordination 22 
6.1.5 Standards, regulatory and policy uncertainty 23 
6.1.6 Capability, awareness and expertise gaps 23 
6.1.7 Resource and investment constraints 24 
6.1.8 PQC market and solution immaturity 24 

6.2 Supporting research questions 1 25 
6.2.1 Resistance caused by technical and operational complexity 25 
6.2.2 Resistance caused by weak governance and unclear ownership 25 
6.2.3 Resistance caused by external dependency 25 
6.2.4 Resistance caused by uncertainty 26 
6.2.5 Resistance caused by limited expertise and awareness 26 
6.2.6 Resistance caused by cost and unclear business value 26 

6.3 Supporting research question 2 26 
6.3.1 Large organisations and enterprise networks 27 
6.3.2 Public-sector and governmental organisations 27 
6.3.3 Highly regulated sectors 27 

6.4 Cross-theme interpretation 27 

7 RESULTS 28 

7.1 Main research question 28 

7.2 Supporting research questions 29 

8 DISCUSSION 32 

8.1 Scientific implications 32 

8.2 Societal implications 32 

8.3 Ethical implications 33 

8.4 Future work to further the field 33 

8.5 Limitations of the study 34 

9 REFERENCES 35 

 



 

1 

1 Introduction 

Current day public-key cryptography mainly relies on two cryptographic methods, 

Rivest-Shamir-Adleman cryptosystem (RSA) and Elliptic-curve cryptography (ECC). For 

a conventional computer these may as well be unbreakable as the timespan for finding 

one correct combination is several years, even with the fastest current day computers. 

However, there exists algorithms that in theory could break these encryption methods, 

provided that there is a quantum computer powerful enough to effectively run these 

algorithms. With the time and money that has been poured into research and 

development of quantum computers in the last decade, many in the cryptographic 

community have spent a lot of time developing new cryptographic methods that even 

quantum computers in theory can’t break. As it is right now, a few methods have been 

developed that should be resistant to attacks from quantum computers. Even the US 

based National Institute of Technology and Standards have standardized which of these 

methods should be implemented to secure our computer systems, and since they’re the 

first highly respected organisation in doing so, many will surely follow.  

However, this is merely the beginnings of implementing post-quantum cryptography 

(PQC) into the current cryptographic infrastructure, the only thing that has been given is 

the what and not the how. Implementing PQC presents plenty of challenges that have to 

be tackled and progress is slow. Many of the most common barriers have been 

identified, such as costs, working with legacy systems and a general lack of knowledge. 

But are these barriers equal, or are some barriers more difficult and important than 

others? This study explores if these implementation barriers carry different weight and 

aims to point at an area that may need the most attention. 
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2 Background 

2.1 Computers & cryptography 

The computers of today use a small set of well-defined primitives that together provide 

the world with secure communication in confidentiality, integrity and authentication. In 

practice, systems combine various encryption standards to do different jobs, symmetric-

key encryption provides efficient protection of bulk data whilst public-key cryptography 

enables verification of identity over open networks. This section shall hopefully provide 

the reader with an understanding of the modern environment of cryptography, from 

AES to RSA and ECC. (Boneh & Shoup, 2023; Katz & Lindell, 2021) 

2.1.1 Symmetric encryption and AES  

Symmetric-key encryption handles the problem of confidential communication between 

two parties that share a secret key, in other words their identity is trusted. By using the 

key, the sender can encrypt readable data (plaintext) into an unintelligible form 

(ciphertext), send it over the other party, and the receiver then uses the same key to 

reverse the process. Any malicious party that observes communication between these 

two parties should not be able receive any useful data as all they will observe is the 

ciphertext (Boneh & Shoup, 2023). In modern computer systems, symmetric encryption 

is the preferred method for protecting large volumes of data because it is 

computationally efficient. Once a shared secret key has been established, symmetric 

encryption is used to secure any ongoing communication and bulk data storage (Katz & 

Lindell, 2021). 

The Advanced Encryption Standard (AES) is the most widely used symmetric encryption 

in practice. AES works by separating data into fixed sized blocks and then applying a 

sequence of reversible transformations controlled by the key. The internal structure and 

algorithm is mathematically designed but can be understood as a secure scrambling 

mechanism. Without the key to unscramble to data, ciphertext produced by AES appears 

random and no useful information from the original data can be identified (NIST, 2023; 

Boneh & Shoup, 2023) 

While AES ensures that data remains confidential, modern systems also protect against 

active attacks on which an adversary tries to modify encrypted data to corrupt it. To 

defend against this, symmetric encryption is typically combined with integrity 

protection that detects any unauthorized changes to the ciphertext. This combined 

approach is known as authenticated encryption and ensures both security and integrity 

and is considered one of the best secure practices to be used in modern computer 

systems (Boneh & Shoup, 2023; Katz & Lindell, 2021). As a result, AES-based 

authenticated encryption serves as the primary mechanism for protecting data in 

modern computing. 
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2.1.2 Public-key cryptography and RSA 

Symmetric encryption requires that channels of communication share a secret key in 

advance, something that can be difficult to achieve in large open networks such as the 

internet. This is exactly what public-key cryptography addresses. Public-key 

cryptography works by giving every participant two keys: a public key that can be 

openly shared and a private key that is kept secret. Data that is encrypted by a public 

key can only be decrypted by a corresponding private key; this allows the sender's data 

to only be decryptable by those of their choosing (Boneh & Shoup, 2023). In most 

modern systems, public-key cryptography is only used to establish a secret key between 

parties to authenticate each other. Once a secure channel has been established, 

symmetric encryption is used to bulk encrypt data (Katz & Lindell, 2021). 

The Rivest-Shamir-Adleman (RSA) encryption is one of the most widely used and 

supported public-key algorithms and remains present in many systems even though it 

was first introduced in 1977. RSA relies on a mathematical problem, prime factorization, 

that is difficult for even modern computers to solve because of the sheer number of 

possible combinations, as the key size increases, the time required to solve it rises 

exponentially. This allows RSA encryption to safely send data over open channels and 

allows users to verify their identity using the public keys. (Boneh & Shoup, 2023) 

However, RSA must be used within carefully designed systems to achieve any 

meaningful security. The simplest variants of RSA are not secure against live attacks and 

are therefore not used in any meaningful way. There are instead standardized variants 

that introduce additional structure and randomness to the ciphertext for more 

protection (Boneh & Shoup, 2023; Katz & Lindell, 2021). As a result, most standards 

restrict RSA to specific roles, such as key encapsulation and authentication, rather than 

bulk encryption that is handled by symmetric systems. This is because of both security 

and performance reasons: RSA operations are more computationally heavy than 

symmetric systems and the key sizes have to be considerably bigger to achieve modern 

security standards. RSA is most widely used to maintain compatibility with legacy 

systems, modern systems favor newer alternative public-key strategies to provide 

security, such as ECC (Barker et al., 2018).  

2.1.3 Elliptic curve cryptography 

Elliptic curve cryptography (ECC) is a modern public-key strategy that was developed to 

address inefficiencies in earlier strategies such as RSA. ECC provides the same core 

principles as RSA but reduces the computational load and improves security. The 

primary advantage of ECC is its efficiency, it gets an equivalent if not better security than 

RSA while using smaller key sizes. This makes it faster to compute and reduces load on 

the memory and bandwidth of a system; this makes it more useful in time-sensitive 

and/or on large systems where cryptographic operations are executed often and on a 

grand scale. (Boneh & Shoup, 2023; Katz & Lindell, 2021) 
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ECC has become the favoured public-key strategy in many standards and 

implementation guides. Modern protocols such as those published by NIST, increasingly 

recommend and default to ECC-based cryptography for key exchange and authentication 

(Barker et al., 2018). Overall, the adoption of ECC is just the next step of evolution for 

public-key cryptography as a whole. By offering stronger security and better efficiency, 

ECC is on track to largely replace RSA as the default public-key strategy, RSA will 

however remain to support legacy systems for the foreseeable future (Bos et al., 2014). 
 

2.2 Post-quantum cryptography 

Post-quantum cryptography (PQC) is the field of study to develop cryptographic 

algorithms for conventional computers that can resist attacks from quantum computers. 

Some widely used algorithms, most notably RSA and ECC, rely on mathematical 

principles that are difficult for conventional computers to break, however it is expected 

that a sufficiently powerful quantum computer could break these with the help of Shor’s 

algorithm. Therefore, the development of post-quantum cryptographic schemes focuses 

on problems for which there are no currently known practical quantum attacks. Despite 

what the name may imply, PQC does not require quantum hardware. PQC algorithms are 

intended to be used by classical computers and should be integrated into the existing 

environments. The term “post-quantum” is meant to reflect what the algorithms protect 

against, namely in a world where attackers eventually possess powerful quantum 

computers (Boneh & Shoup, 2023; Chen et al., 2016). 

The development of PQC stems from the progress that has been made in quantum 

computing and their theorised quantum algorithms that are capable of breaking current 

day public-key encryption systems. Such quantum computers don’t yet exist, but the 

current day encryption systems must protect the data that exist now, well into the 

future where quantum computers may pose a threat. The long-term confidentiality of 

encrypted data must be taken into consideration. A popular scenario adversaries could 

use is the “store now, decrypt later” strategy, simply store the encrypted communication 

that is done today and decrypt it later when quantum computers become available. 

Therefore, cryptographic design and deployment made today must consider plausible 

future advances in computational power (Mosca, 2018). 

PQC is therefore a proactive field of study that is trying to prevent the day where 

quantum computers can decrypt conventional encryption. It aims to protect against 

future decryption capabilities by providing cryptographic strategies that offer long-term 

security. PQC will probably not replace cryptography as whole but is rather just the next 

evolutionary step cryptography will take. (Boneh & Shoup, 2023; NIST, 2024a) 
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2.2.1 Implications of advancing research on quantum computers for 

existing cryptographic systems 

Advances in quantum computer research have some significant implications on the 

cryptographic systems deployed in the world today. While current algorithms remain 

steadfast against classical binary computers, theoretical algorithms and developments in 

quantum computers indicate that they will not stand the test of time. It has become 

necessary to assess how current encryption strategies will be affected and what must be 

replaced or adapted in current systems. Public-key cryptography schemes are expected 

to be the most severely impacted. Algorithms such as RSA and ECC that derive from 

mathematical problems such as integer factorization and discrete logarithms remain 

secure against classical computers. However, these problems become solvable in the 

presence of sufficiently powerful quantum computers. Simple fixes such as increasing 

key-sizes does not provide sufficient improvement, as such public-key schemes are 

considered unsuitable for long-term security in a post quantum context (Boneh & Shoup, 

2023; Chen et al., 2016). 

Symmetric encryption schemes are thought to be more resistant to the anticipated effect 

of quantum computers. For block ciphers such as the AES, known quantum attacks 

would reduce the effective security, but it wouldn’t compromise the entire algorithm. 

Block ciphers can effectively increase their strength against known quantum attacks by 

simply increasing their key-size, something public-key algorithms can’t do. This allows 

symmetric encryption to still remain viable in post-quantum systems (Boneh & Shoup, 

2023; NIST, 2023). Hash based functions showcase a similar pattern. Quantum attacks 

may reduce the effective security, but their impact can be reduced by increasing output 

parameters. Hash based security should therefore be able to adapt to a post-quantum 

world without fundamental redesigns (Boneh & Shoup, 2023). 

Despite the robustness shown by symmetric encryption and hash functions, almost all 

modern cryptographic systems heavily rely on public-key cryptography for key 

establishment, authentication and system initialization. The weaknesses of public-key 

cryptography undermine the entire security of these cryptographic protocols, and this is 

why efforts in PQC primarily focus on replacing public-key algorithms while retaining 

symmetric components where possible (Chen et al., 2016; Mosca, 2018). Overall, 

symmetric and hash functions can largely be maintained by adapting their parameters 

to protect against quantum attacks, whilst public-key infrastructure needs a 

fundamental replacement. This has shaped the path of current strategies and has 

motivated the development of new standards that cover new public-key strategies 

designed to withstand attacks from quantum computers (Boneh & Shoup, 2023; NIST, 

2024b).  

2.2.2 Designing cryptography for a post-quantum world 

Developing cryptographic systems that are resistant to quantum computer attacks 

present some fundamental challenges. Unlike in classical cryptography where 
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cryptographic math has been studied and refined over several decades if not centuries, 

post-quantum cryptography must rely on newer mathematical problems that are less 

established and unknown. Because of this, designing quantum safe algorithms is a lot 

more conservative and requires more extensive cryptanalysis to gain algorithms that 

give long-term confidence in their security and performance (Boneh & Shoup, 2023; 

Buchmann et al., 2017).  

One major difficulty in developing quantum safe algorithms is identifying mathematical 

problems that are believed to be hard for quantum computers to break. While there are 

several promising candidates, the lack of knowledge in their inner workings causes 

developers to approach them with caution. Developers tend to favour systems that are 

well understood if they are to replace their entire system (Chen et al., 2016). Another 

major hurdle is to meet practical performance goals. Most quantum resistant algorithms 

involve significantly larger keys, ciphertexts and signatures than classic public-key 

schemes. These increases would affect storage requirements and needed computational 

power to effectively run these algorithms (Buchmann et al., 2017; Kumar, 2022). There 

is also the problem of deploying and implementing these new systems. Introducing new 

cryptographic algorithms into systems usually introduces new risk to existing software 

and hardware and it is adding an additional layer of complexity into a system. Since 

these algorithms are meant to be long-term solutions, implementation errors or 

unforeseen weaknesses could have lasting consequences (Chen et al., 2016; Näther et al., 

2024). 

To address these difficulties, several broad quantum resistant strategies have been 

developed. One of the most prominent ones is lattice based cryptography, offering 

strong security and relatively efficient performance, which has led it to be selected to 

use in recent standardizations efforts. Others include code-based cryptography or hash-

based digital signatures. Each approach has different trade-offs in terms of performance, 

key-sizes and supported functions. Rather than converging on a single solution PQC 

remains diverse in their algorithmic landscape as a risk mitigation strategy. By 

standardizing multiple types of PQC algorithms it allows it to remain flexible for future 

developments. New long-term cryptographic systems depend not only on mathematical 

strength, but also on adaptability and resilience (Boneh & Shoup, 2023; NIST, 2024a).  

2.2.3 Standardization and Transition to Post-Quantum Cryptography 

The transition to PQC does not only require the development of new algorithms but also 

an effort to standardize and deploy them into real world systems. Since cryptographic 

infrastructure is built for the long-term due to their high cost and complexity, the 

process of creating these new methods has been done cautiously. PQC heavily relies on 

formal standardization to become viable and one organisation on the forefront of 

standardizing PQC is the US led National Institute of Standards and Technology (NIST) 

(Chen et al., 2016). NIST initiated a multi-year PQC standardization project aimed at 

finding suitable algorithms that are resistant to quantum attacks. Suitable algorithms 

were subjected to rigorous analysis where they scrutinized their security, performance, 
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implementation feasibility and integration suitability into legacy systems (Buchmann et 

al., 2017; Chen et al., 2016). This effort led the NIST to select a few algorithms that could 

replace quantum vulnerable public-key infrastructure. Lattice based cryptography for 

key-encapsulation and digital signatures and hash-based functions for digital schemes 

are the things NIST have selected to standardize (NIST, 2024a, 2024b, 2024c). 

Standardization represents a critical milestone for PQC, however the practical 

deployment of PQC algorithms remains a challenge. Most PQC algorithms come with an 

increase to storage size, performance impacts and exorbitant implementation costs. 

Implementing these algorithms into existing systems and protocols requires some 

careful considerations and systems engineering. To mitigate these challenges most 

current strategies, involve an incremental adoption instead of replacing the entire all at 

once. One approach is to create hybrid cryptographic schemes, in which classical and 

post-quantum algorithms are combined to give protection to both classical and quantum 

attacks during a period of transition to PQC (Kumar, 2022; Näther et al., 2024). 

The standardization and adoption of PQC is a gradual and ongoing process and will 

likely span several years. Rigorous evaluation, standardization and deployment 

strategies made by the PQC community are being made to ensure future systems remain 

secure. 
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3 Problem area 

Since the US National Institute of Standards and Technology brought forth the first 

standardization of which PQC encryption strategies to use in 2024 (NIST, 2024a, 2024b, 

2024c) the next step would be to implement these strategies into the real world and not 

just on paper. Although these standards provide a technical foundation, PQC 

implementation is hindered by a multitude of practical obstacles such as performance 

constraints, compatibility issues with current infrastructure and overly large key sizes 

(Kumar, 2022). Beyond technical barriers there lies many organisational resistances as 

well, there is a lack of in-house PQC expertise, uncertainty involving evolving standards, 

large cost concerns and anxiety with migrating existing systems (Näther et.al, 2024). All 

of these factors slow down the adoption of PQC into the real world and causes the 

implementation landscape to remain fragmented as there is an uncertainty as to where 

to focus. 

3.1 Problem question 

To get a better understanding of what may be a hindrance to implementing PQC in the real 

world, the main research question to be answered is as followed:  

What are the main barriers for successfully implementing PQC into organisations? 

To support this this research question two additional supporting questions were developed: 

What factors cause resistances to occur in implementing PQC into organisations? 

What differences are there to the prevalence of resistance factors across organisations? 

3.2 Thesis aim 

The aim with these questions is to figure out if different organisations share their view and 

concerns as to what it is that prevents them from successfully implementing PQC. Can a 

common point of resistance be found it would point to an area where PQC needs more and 

further research to facilitate future successful implementations of PQC. 

3.3 Boundaries 

This study is limited to adoption of PQC within enterprises and public sector 

organisations. It shall also focus on the non-technical factors such as cost, risk factors, 

migration complexity and regulatory uncertainty, rather than the mathematical 

properties of PQC schemes themselves. Technical barriers can still be included as long as 

they relate to technical concerns at an organisational level.  

3.4 Expected results 

This study is expected to identify a few recurring barriers that slow down the adoption 

of PQC in organisations; it hopes to find that these resistances are shared between 
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different organisations to show that there is a commonality between them rather than 

the cases being isolated. The “hope” of finding common resistances and not isolated ones 

stems from the likely need that PQC implementations will require further 

standardisation in the future for it to become a feasible reality. If results show that there 

are lot of common resistances shared across organisations, developing a standard that 

fits for most will become that much more feasible. However, if results showcase isolated 

needs across organisations there is a much greater need for bespoke solutions, which 

make standards less feasible, and a standard that tries to cover every aspect becomes 

more difficult to utilize. 
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4 Method 

The method chosen for this study is a systematic literature review (SLR), there are a few 

reasons to why this method was chosen. First, the field of study is in academic terms 

relatively new. This creates a scenario where there is academic literature on the subject 

in question, but wider real-world expertise is lacking. Since the purpose of this study is 

to find organisational resistances, the ideal choice would be to interview people working 

on it in the real world. However, since the subject is new there are few to none to 

conduct these interviews within the real world, as organisations lack in-house 

knowledge of the field (Eriksson, 2023). Secondly, time constraints. Since this work was 

done in a limited timeframe of about 5 months, the task to find and interview people in 

organisations with the required expertise, which as stated previously there are few of, 

seemed as an unfeasible task to conduct in the limited timeframe. These reasons stacked 

together made any methods where an external part was in any way interviewed seem 

unfeasible for the research. This left methods that base their research on existing 

literature or independent experiments as the two remaining options, and since there 

was but an iotas chance that there would be access to a real quantum computer to 

conduct experiments on, experimental research was excluded. This left research based 

on existing literature as the remaining option and therefore the SLR method was chosen. 

The clear advantage of using a SLR is that it will give a structured result that should be 

transparent and reproducible if done correctly. There are many ways of conducting a 

successful SLR, with many frameworks and guides to choose from. This study utilizes 

the PRISMA (Preferred Reporting Items for Systematic reviews and Meta-Analyses) 

guideline and its most recent version developed in 2020 (Page et al., 2021). PRISMA as a 

guideline provides guidance and examples of how to report why a systematic review 

was done, methods it used and what results were found. PRISMA was chosen over other 

guidelines mainly because it is a well-known and clearly defined guideline. Other 

guidelines and frameworks were briefly considered but, in the end, the rigidity and 

material provided by PRISMA made it the clear choice for this study. 

This study mainly used the methodical section of the guideline to make the method as 

transparent as possible. The guideline isn’t an exact step-by-step guide but rather what 

should be done and included in the work, the point to make here is that certain steps of 

the guideline is up to the interpretation of the author conducting the research. Since this 

research was conducted by a single researcher there is a risk that biases are created due 

to their interpretation. Steps were taken to mitigate bias where possible and will be 

described where relevant. 

4.1 Methodical ethics 

Since this study won’t involve human participants, the normal ethical concerns such as 

consent and confidentiality aren’t fully applicable. Instead, the main concern for this 

study is to be transparent with what has been done, assessing the method for biases and 

being honest with how the data is interpreted for the results. The transparency part 
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should be fulfilled as the following parts will show how the study was conducted. Biases 

are discussed and shown where there is cause for concerns and the honesty in 

interpretation is further discussed later. How these concerns are handled and their 

implication is further discussed in the “discussion” chapter of this study. 

The only real concern was to use data with legitimate authorized access; pirating 

literature would not be allowed. This was addressed by showcasing that only literature 

with authorized access was a criterion for it be used in the research. 

4.2 Eligibility criteria 

This presents the criteria studies must follow for inclusion in the preliminary selection. 

Inclusion criteria 

Studies with all of the following criteria were included in the selection. 

• Study type 

o Empirical studies (case studies, experiments, surveys, interviews) 

OR 

Applied / implementation studies (e.g. testbeds, prototypes, enterprise 

deployments) 

OR 

Frameworks or models with explicit application context or real-world 

grounding (e.g. enterprise, government, payment systems, infrastructure) 

o Peer reviewed journal articles or conference papers 

• Language 

o Written in English 

• Time period 

o Published between January 2021 to March 2026 

• Context 

o Studies focusing on PQC 

• Topic 

o Addresses implementation of PQC 

• Availability 

o Full text available with authorized access.  

Exclusion criteria 

Studies with any of the following criteria were excluded from the selection.  

• Study type 

o Non-empirical studies 
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OR 

Non-applied / implementation studies 

OR 

Frameworks or models without explicit application context or real-world 

grounding 

o Non-peer-reviewed journal articles or conference papers (Books, opinion 

pieces) 

• Language 

o Written in languages other than English 

• Time period 

o Published before January 2021 or after March 2026 

• Context 

o Studies not focusing on PQC 

• Topic 

o Does not address implementation of PQC 

• Availability 

o Full text not available through legitimate means. 

4.3 Information sources 

For this study the literature search was conducted on the following databases: IEEE 

Xplore, ACM Digital Library, Scopus and Web of Science. These are major science 

databases and contain many papers related to PQC and its implementations strategies 

and should therefore contain a sufficient pool of papers. The databases were last 

accessed on 2026/03/31. 

4.4 Search strategy 

To ensure that the searching remains equal between databases a predetermined set of 

search queries were created using boolean operators. The following isn’t an exact search 

string as different databases handle search queries differently, but it entails the core 

searching syntax. 

("post-quantum cryptography" OR "quantum-safe cryptography" OR "quantum-resistant 

cryptography" OR “PQC”) 

 

AND 

 

("technology adoption" OR "IT adoption" OR "implementation" OR "deployment" OR 

"migration" OR "integration") 

 

AND 
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("barrier*" OR "challenge*" OR "obstacle*" OR "resistance" OR "risk*" OR "limitation*") 

 

AND 

 

("organization*" OR "enterprise*" OR "company*" OR "firm*" OR "business" OR "public 

sector") 

By using these sets of search queries across the databases it makes sure only articles 

that fit the research question are brought forth and unrelated articles are not presented.  

4.5 Selection process 

The selection process followed PRISMA guidelines. All records identified throughout the 

database searches were extracted and imported into the reference management tool 

Zotero. A total of 547 records were identified across the databases, IEEE Xplore, ACM 

Digital Library, Scopus and Web of sciences. The following figure (figure 1) showcases a 

flowchart of the selection process, provided by the PRISMA guideline. 
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Figure 1 - PRISMA guideline, selection process flowchart 

A multi-staged screening process similar to figure 1 was used to find relevant records. In 

the first stage, automation tools in Zotero removed 47 duplicates, leaving 500 unique 

items. These 500 were further subjected by automation tools in Zotero which allowed 

the removal of all items that did not meet the inclusion criteria of study type and 

publication year. This removed 108 items for a total of 155 items removed by 

automation tools; the remaining 392 items were subjected to manual screening. 

In the second stage, the remaining 392 items were manually screened by their title and 

abstract to exclude items not relevant to PQC or PQC implementation, weren’t published 

in English or weren’t accessible through legitimate means. This process removed a 

further 315 items leaving 77 items for the second screening.  

In the third and last stage, a second screening assessed the remaining 77 full texts for 

their eligibility, of which 56 were excluded for reasons such as lacking relevance to the 

subject, lack of methodical design or not being peer-reviewed. This left a total of 21 

records that met all the inclusion criteria and were therefore included in the final 

review. 

To ensure consistency, the selection process was carried out by one reviewer. Any 

ambiguous cases were re-evaluated before final inclusion. 

4.6 Data collection process 

Data from included records were manually extracted by following a data extraction 

form. Extracted information includes; bibliographic details (author, year, publication), 

study type, specific PQC approaches, organizational barriers such as cost implications, 

required expertise and infrastructure challenges. Information on proposed solutions or 

mitigation strategies were also included. 

To ensure consistency, the data collection process was carried out by one reviewer. Any 

uncertainties were resolved by revisiting the original studies. The following figure 

(figure 2) showcases a snippet from the extraction form with filled in data. 
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Figure 2 - Snippet from extraction form 

4.7 Data items 

Data items were defined to ensure a consistent level of extraction across all included 

studies. The following was extracted from each study: Title, bibliographic information 

(author(s), year of publication and publication venue), study characteristics (study type 

and research method), technical aspects related to PQC (type of approach and 

application domain) and most importantly organizational aspects such as type of 

organization (sector, private/public) implementation stage and identified barriers for 

implementation. 

Where studies reported multiple things in the same category, all relevant data was 

extracted. If certain information could not be found in a study, it is recorded as not 

reported. 

4.8 Study risk of bias assessment 

The included studies were assessed to evaluate their validity to ensure their risk of bias 

was as small as possible. Due to the diversity of the study types, including technical 

evaluation and forms of empirical studies, a qualitative approach was adopted to ensure 

all examined data was up to par. Each study was evaluated on its methodical design and 

clarity, its relevancy to the research question and the provided support for their 

empirical design. In particular, attention was focused on whether the studies included 

real-world implementation data, discussed their methodical design and discussed 

potential limitations.  

Studies that were mainly theoretical and lacked proper validation for their empirical 

designs were flagged as having a higher risk of bias. Studies that showed a well-designed 

method and provided supporting data were flagged as having a lower risk of bias.  
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To ensure consistency, the data collection process was carried out by one reviewer. 

Multiple evaluations were conducted on studies that had an uncertain level of risk for 

bias. 

4.9 Effect measure 

No standardised effect measure was used in this review, as the study adopts a 

qualitative approach to examine organisational barriers to PQC implementation. Effect 

measures are suited for quantitative studies, and as this study is qualitative a thematic 

analysis was instead used to synthesise results. 

4.10 Synthesis method 

This study used a qualitative thematic synthesis to analyse the extracted data. The 

purpose was to identify and structure organisational barriers to the implementation of 

PQC. The analysis followed a multiple-step process. The following figure (figure 3) 

showcases a general flowchart of the synthesis method, from the codes in the beginning 

to the themes at the end. 

 

Figure 3 - Synthesis flowchart 

First, extracted data related to implementation challenges and organisational factors 

was reviewed and coded. Each barrier from the data extraction was assigned a code 

meant to represent the organisational barrier. The process of coding was done multiple 

times to ensure that each identified barrier got a code fitting it as new and better codes 

were developed on each pass until a sufficiently large and concise pool of codes had 

been developed. 

In the second stage, the codes from the previous stage were examined for similarities 

and differences and grouped into larger broader categories. This included comparing 

barriers to each other to ensure that the codes were consistently applied to the same 

concepts and that similar concepts were aggregated. For example, codes such as “low 
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awareness” and “lack of technical expertise” were combined into the overarching 

category of "Awareness, knowledge and skills”. 

In the third stage, the final themes were developed by clustering related categories 

together. This was done by iteratively repeating the reviews to collect data that 

accurately represented the underlying studies. This developed the final thematic 

structure that would be used for analysis. 

To ensure the consistency of the coding and theme development, work was conducted 

systematically. Studies worked on early in the process were re-visited as new codes or 

themes emerged. This way of working iteratively was done to ensure that the synthesis 

remained concise and coherent throughout the entire process.  

The final results of the synthesis were presented in a structured thematic framework 

with support from the included studies. These were then used to compare against the 

research question regarding organisational resistance to PQC implementation. 

4.11 Reporting bias assessment 

Given that this study adopted a qualitative approach, no formal statistical reporting of 

bias was conducted. Instead, a narrative assessment was conducted.  

Reporting bias may arise from the tendency of the studies to focus on technical 

performance and successful implementations rather than organisational barriers for 

implementation of PQC. This imbalance may cause an underrepresentation of reported 

barriers from these studies. To mitigate the impact of these biases the search for 

literature was conducted over several database sources and new sources were identified 

through the reference list of already included studies. Nevertheless, the possibility of 

reporting bias remains as a limitation for this study. 

4.12 Certainty assessment 

The overall certainty of the extracted data was assessed qualitatively. The data and 

findings of this review is based on a combination of empirical studies as well as 

implementation studies and frameworks. Many of these primarily focus on performance 

data and implementation aspects of PQC rather than organisational considerations. 

As a result of this, evidence regarding organisational data is sparse and often indirect, 

usually found by reading between the lines of a study. While several barriers, such as 

migration complexity, cost and lack of expertise were often reported across the studies. 

These findings are often based on inferred or secondary observations rather than 

dedicated observation.  

Consequently, the overall certainty of the evidence should be considered as moderate to 

low. The results can give potentially useful insights into organisational barriers but 

should be interpreted with caution due to the limited availability of directly relevant 

studies. 
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5 Material presentation 

This section presents the thematic table (figure 4) produced by the synthesis of the 

extracted PQC implementation barriers. As the method section described, the extracted 

data was coded, merged into categories and lastly clustered into the final themes. This 

thematic table is what forms the basis of the analysis and results in the coming chapters. 

Each row in the table includes the name of the theme, which categories it includes, a 

description of what the theme entails, some examples of core barriers that build this 

theme and the number of times a barrier fitting this theme was named throughout all 

included literature.  

Main theme Categories Description Examples Mentions 

Strategic 

governance 

and 

migration 

readiness 

• Governance, ownership 

and strategic planning 

• Migration process and 

transition management 

• Risk assessment, 

prioritisation and asset 

discovery 

Barriers related to how 

organisations plan, govern, 

prioritise, and manage PQC 

transition 

“Need for structured migration 

frameworks” (Bizri et al., 2026), 

“Time-consuming migration process” 

(Hasan et al., 2024), 

“Limited capability for system-level risk 

analysis” (Herrera et al., 2026) 

66  

Capability, 

awareness 

and 

expertise 

gaps 

• Awareness, knowledge, 

and skills 

Barriers related to limited 

understanding, low urgency, 

skill shortages, lack of training, 

and lack of internal expertise  

“Lack of collective awareness” 

(Christiansen et al., 2023), 

“Limited understanding of technical 

standards” (Christiansen et al., 2023), 

“Need for workforce training” (Joseph et 

al., 2022) 

35 

Resource 

and 

investment 

constraints 

• Resources, cost and 

investment 

Barries related to funding, cost 

uncertainty, limited capacity, 

weak investment incentives, 

and unclear business value 

“High migration cost and resource 

demands” (Bhowmick et al., 2026), 

“Limited resources and workforce 

availability” (Joseph et al., 2022), “High 

operational costs for complex 

configurations” (Hu, 2025) 

34 

Legacy, 

integration, 

and 

technical 

transition 

complexity 

• Legacy systems and 

technical debt 

• System complexity and 

integration challenges 

• Performance, 

scalability, and 

operational constraints 

Barriers caused by existing 

infrastructure, technical debt, 

system interdependencies, 

performance limits, 

compatibility issues, and 

difficulty replacing 

cryptographic mechanism 

“Legacy and outdated system 

constraints” (Hu, 2025), 

“Compatibility issues with existing 

systems” (Hasan et al., 2024), 

“Increased communication latency” (Liu 

et al., 2026) 

88  

Standards, 

regulatory 

and policy 

uncertainty 

• Standards, regulation 

and compliance 

Barriers related to immature 

standards, fragmented 

guidance, certification delays, 

legal uncertainty, jurisdictional 

difference, and compliance 

requirements 

“Lack of globally agreed standards” 

(Christiansen et al., 2023), 

“Lack of standardised transition 

processes” (Kong et al., 2022), 

“Emerging regulatory pressure” 

(Bhowmick et al., 2026) 

39 
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External 

dependency 

and 

ecosystem 

coordination 

• Vendor, supply chain 

and external dependency 

• Coordination and 

ecosystem alignment 

Barriers linked to external 

vendors, suppliers, third 

parties, communication 

partners, cross-sector 

alignment, and inter-

organisational coordination 

“Dependency on trusted execution 

environments” (Kumari et al., 2025), 

“Requirement for trusted setup 

infrastructure” (Liu et al., 2026), 

“Limited stakeholder collaboration” 

(Christiansen et al., 2023) 

51  

PQC market 

and solution 

immaturity 

• Market, product and 

solution readiness 

Barriers related to limited 

availability of PQC-products, 

immature deployment support, 

limited real-world validation, 

and uneven sector readiness 

“Lack of ready-to-use solutions” 

(Christiansen et al., 2023), 

“Limited availability of quantum-safe 

products and services” (Steinfeld et al., 

2026), “Sector-specific migration 

challenges” (Malina et al., 2023) 

12 

Figure 4 – Final thematic table 
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6 Analysis 

The thematic table indicates that barriers for PQC implementation are not concentrated 

into a single area but spread across a multitude of different factors. There are many 

dimensions that affect organisations from adopting PQC, such as governance, technical, 

regulatory and economic barriers. This supports the interpretation that PQC migration 

is a socio-technical problem, rather than a simple replacement of current cryptographic 

systems. Across the studied sources, successful implementation seemingly depends on 

an organisation’s ability to govern the migration towards PQC, understanding the 

cryptographic systems and responding to an evolving set of standards and regulations. 

 

The distribution of mentions in the thematic table gives an insight into how prominent 

certain themes are. The theme with the most mentions is “Legacy, integration and 

technical transition complexity”, followed by “Strategic governance and migration 

readiness” and “External dependency and ecosystem coordination”. This suggests that 

while technical barriers are the most visible and prominent ones, it is closely connected 

to organisational planning and ecosystem coordination efforts. This aligns with work 

that frames PQC migration as a long-term process requiring planning, prioritisation and 

organisational coordination rather than a simple technical system deployment (Joseph 

et al., 2022; Campbell, 2025; von Nethen et al., 2024). 

6.1.1 Main research question 

What are the main barriers for successfully implementing PQC into organisations? 

That is the research question that this study presented and with the help of the thematic 

analysis, seven main themes were synthesised: 

1. Legacy, integration, and technical transition complexity 

2. Strategic governance and migration readiness 

3. External dependency and ecosystem coordination 

4. Standards, regulatory and policy uncertainty 

5. Capability, awareness and expertise gaps 

6. Resource and investment constraints 

7. PQC market and solution immaturity 

These themes suggest that barriers for PQC implementation are not only technical but 

contain a variation of different barriers related to organisational readiness, resources, 

policy making and limited maturity in the wider PQC ecosystem. 

6.1.2 Legacy, integration and technical complexity 

The theme that was most commonly identified was “legacy, integration and technical 

complexity”, with 88 mentions. This indicates that the most prominent barrier in the 

studied literature is the difficulty of adapting existing systems and infrastructure to new 

PQC solutions. 
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This theme covers problems such as legacy systems compatibility, performance 

limitations, upgrade requirements, lack of crypto-agility and difficulty modifying 

mechanisms embedded in existing systems. These are of significant importance because 

most organisations already operate on complex and interconnected systems where 

cryptography isn’t isolated to one place. Instead, they are usually embedded over a 

multitude of applications, protocols, devices and hardware components which make it 

difficult to migrate systems. This is supported by Joseph et al. (2022), who put emphasis 

on that organisational migration to PQC requires identifying where cryptography is used 

in a system and planning around this. Similarly, Hasan et al. (2024) makes a point of 

how security dependency is important because dependencies can extend across systems 

and create migration complexity. Bhowmick et al. (2026) also focuses on device-

oriented migration strategies in enterprise networks, showing that different devices and 

systems require different migration strategies rather than uniform treatment. 

The examples in the thematic table, such as "legacy and outdated system constraints", 

"compatibility issues with existing systems" and "increased communication latency", 

show that migration to PQC not only creates compatibility problems but also 

performance concerns. Kumari et al. (2025) identify integration concerns in ERP 

systems, while Liu et al. (2026) demonstrate that PQC migration in a testbed involves 

both practical performance and deployment issues. Manne (2026) similarly also focuses 

on real time gateways where performance, latency and interoperability are particularly 

important.  

This theme therefore suggests that PQC implementation is difficult because existing 

systems were not really designed for cryptographic flexibility. In most cases 

organisations will likely need to redesign large parts of their infrastructure, update their 

software and hardware, and test for compatibility. Migration towards PQC systems is 

technically disruptive and operationally sensitive. 

6.1.3 Strategic governance and migration readiness 

The theme with the second most mentions was “strategic governance and migration 

readiness”, with 66 mentions. This theme is related to barriers that have to do with 

governance, planning, risk assessments, frameworks and transition management.  

The high prevalence of this theme suggests that organisations might struggle to move 

general awareness of PQC into practical implementation. PQC migration requires more 

than just technical knowledge, it also requires a knowledge of how to structurally 

govern, taking responsibility, risk assessing and long-term planning. The examples 

shown in the thematic table "need for structured migration frameworks", "time-

consuming migration process" and "limited capability for system-level risk analysis" 

show that most organisations probably lack the processes needed to effectively manage 

PQC implementation. 
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This is strongly supported by Campbell (2025), who frames PQC migration as a timeline 

and strategic planning problem. von Nethen et al. (2024) also address this through a 

PQC migration management process, which shows the need for structured migration 

management. Gharote et al. (2026) and Thakur et al (2024) further support this theme 

by proposing migration planning tools, suggesting that organisations need systematic 

approaches to identify, assess and plan PCQ migration. Strategic governance also 

depends on the visibility of assets and risk assessments. Bhowmick et al. (2026) and 

Gharote et al. (2026) both put focus on the need of prioritisation and planning, while 

Herrera et al. (2026) propose using graphs for risk modelling to reinforce the need of 

system level risk visibility. Without capabilities such as these organisations may not 

know which devices, protocols or applications need to be prioritised during migration. 

This theme indicates that PQC implementation can stall when responsibility is unclear, 

governance structures are weak or when organisations lack roadmaps. In this sense 

migration readiness becomes a central organisational barrier. 

6.1.4 External dependency and ecosystem coordination 

The third most common theme was “external dependency and ecosystem coordination”, 

with 51 mentions. This theme focuses on the fact that PQC implementation often 

depends on actors that exist outside the organisation, including suppliers, service 

providers, policy and rule makers. Examples shown in the thematic table, “dependency 

on trusted execution environments”, “requirement for trusted setup infrastructure”, and 

“limited stakeholder collaboration”, show that organisations lack full control over 

cryptographic migration. Even if an organisation were to be fully prepared it might be 

delayed if vendors, partners or providers are not ready for the change. 

This theme is particularly common in studies that focused on PQC implementation in the 

public-sector and in ecosystem-wide migration efforts. Kong et al. (2022) examines the 

challenges of moving to a quantum-safe system on a governmental level, while Kong et 

al. (2024) discuss implementation and adoption challenges for quantum-safe 

information sharing. Christiansen et al. (2023) also show work on creating policy 

guidelines for quantum-safe infrastructure, showing that PQC migration requires 

coordination beyond individual organisations. Vakarjuk et al, (2024) in their study of 

PQC migration on Estonia also highlight the importance of dependencies from 

stakeholders not directly working under the government. Similarly, Bizri et al (2026) 

discuss PQC migration in institutions and reinforce that PQC migration often requires 

alignment between the institution and its partners. 

This theme indicates that PQC implementation is to a degree constrained by the 

readiness of not only the organisation in question but also that of their partners. 

Organisations are embedded in their own supply chains, communication networks and 

regulatory environments. Migration requires that all external partners are ready 

through carefully managed coordination at the same time the organisation is internally 

ready. 
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6.1.5 Standards, regulatory and policy uncertainty 

The theme “standards, regulatory and policy uncertainty” had 39 mentions. This theme 

covers the lack of standardisation, uncertain policy, certification delays and legal and 

regulatory challenges and how these are affected across different jurisdictions. Much of 

this theme suggests that organisations may delay the implementation of PQC because 

they can’t know which algorithms, standards and products will be legally accepted in the 

future. The examples in the thematic table, "lack of globally agreed standards", "lack of 

standardised transition processes" and "Emerging regulatory pressure" showcase that 

organisations face pressure to both act and how to act when there are no clear 

guidelines on how to do so. 

Pendey et al. (2023) discuss cryptographic challenges and security issues in PQC 

standardisation, supporting the idea that uncertainties in standards can affect decisions 

on migration. Bizir et al. (2026) compare how institutions develop migration 

frameworks, highlighting the important role institutions have on regional and global 

policy. Christiansen et al. (2024) also address the need for policy guidelines to be 

developed for collective actions against current threats, while Kong et al. (2024) connect 

policy recommendations to implementation and adoption challenges. Certification 

delays and compliance are particularly important for organisations in heavily regulated 

sectors. Malina et al. (2023) and Manne (2026) both point towards areas where 

regulation directly affects and shape how implementation decisions are made. 

This theme indicates that uncertainties in regulatory aspects and standards encourage 

organisations to postpone implementation until more certain guidelines are developed. 

Organisations fear investing in solutions that later may become non-compliant, 

unsupported or unsuitable. Clearer guidance, certification pathways and clear regulation 

and policy need to be developed before organisations may feel comfortable to migrate 

into PQC solutions. 

6.1.6 Capability, awareness and expertise gaps 

The theme “capability, awareness and expertise gaps” had 35 mentions. This theme 

includes low awareness, limited understanding of PQC, lack of general knowledge and a 

shortage of skilled personnel within the field. This theme shows that organisations may 

lack the required internal knowledge to understand the threat of quantum computer 

attacks, how to assess the risk and evaluate and plan for migration towards PQC. 

Steinfeld et al. (2026) directly support this theme with their PQC educational 

programme for professionals, education of existing personnel is an important part of 

preparing for PQC migration. Zimmerman et al. (2025) also examine organisational 

adoption of PCQ, including drivers, barriers, and strategic factors, aligning with the need 

of awareness for organisations to understand the need for adopting PQC. Joseph et al. 

(2022) also show that organisations need awareness and planning to fully understand 

the extent of the required work. Without sufficient understanding amongst both IT staff 
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and decision makers, PQC might be perceived as a distant threat, too complex and just 

unneeded in prioritisation. 

Gaps in capability may also increase the dependency on vendors and consultants. If an 

organisation lacks internal expertise, they may struggle to evaluate the readiness of 

several factors or the urgency of the work. Therefore, this theme is connected to 

governance, market maturity and external dependency. 

 

6.1.7 Resource and investment constraints 

The theme “resource and investment constraints" had 34 mentions.  This theme covers 

areas as budget limitations, cost of migration, limited capacity and uncertain return on 

investment. Examples from the table "high migration cost and resource demands", 

"limited resources and workforce availability" and “high operational costs for complex 

configurations" showcase barriers that migration is going to be costly and therefore 

hard to justify as the cost will be immediate while the benefits are mainly on a long-term 

scale. 

Campbell (2025) supports this theme by presenting PQC migration as a long-term 

strategic process, which implies a sustained period of resources allocated towards it. 

Joseph et al. (2022) also presents PQC migration as a significant undertaking rather than 

some small update to existing systems. Bhowmick et al. (2026) and Gharote et al. (2026) 

further suggest that migration will take significant planning and prioritisation, this is 

partly necessary because organisations will not be able to migrate all systems at once 

due to resource and cost limitations. 

Resource constraints are closely related to other themes. Limited budgets can restrict 

training, asset acquisition, testing and infrastructure upgrades. Similarly, an unclear 

return on investment can reduce the leadership's support for PQC and make it less 

competitive against other organisational priorities. 

6.1.8 PQC market and solution immaturity 

The least frequent theme was “PQC market and solution immaturity”, with 12 mentions. 

Although it has the least number of mentions, it remains important because it relates to 

the availability of practical PQC solutions. 

This becomes apparent in studies that focus on real world implementation. For example, 

Hu (2025) presents prototypes for PQC migration while Liu et al. (2026) study PQC 

migration in a physical testbed. These studies show that practical PQC solutions are still 

developing to fit certain contexts. Kumari et al. (2025) and Manne (2026) also focus on 

sector or system specific solutions, suggesting that PQC maturity may vary across 

different application domains. This theme can be related to vendor and standard 

uncertainties. If mature products are not widely available, organisations have to wait for 

vendors, software, protocols and infrastructure to catch up before any real migration 
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can begin. As a result, market immaturity can further delay implementation, even if 

organisations are aware of the need to migrate to PQC. 

6.2 Supporting research questions 1 

What factors cause resistances to occur in implementing PQC into organisation? 

The analysis from the primary research question suggests that resistances to PQC 

implementation occurs when organisations perceive migration as uncertain, too costly, 

too complex, risky and difficult to coordinate. Resistance to implementation doesn’t 

outright mean active opposition to migrate into PQC systems. Instead, it often causes 

delays, deprioritisation and the inability to act within an organisation. 

6.2.1 Resistance caused by technical and operational complexity 

One of the strongest causes of resistance appears to be due to technical transition 

complexity. Since the theme “legacy, integration and technical transition complexity” had 

the highest number of mentions, it can be interpreted as the most visible source of 

implementation resistance. Organisations may delay or resist implementation because 

they are concerned about system compatibility, performance, operational difficulties 

and difficulty with integrating PQC into existing legacy systems.  

This is supported by studies that test various solutions in different sectors, such as in 

ERP systems, blockchains and payment gateways. This shows that PQC migration must 

be adapted to fit different and specific technical environments (Bhowmick et al., 2026; 

Hu, 2025; Kumari et al., 2025; Liu et al., 2026; Manne, 2026). 

6.2.2 Resistance caused by weak governance and unclear ownership 

Resistances also occur when organisations lack governance, ownership and migration 

planning. Without a structured guideline, organisations struggle to identify 

responsibilities, priorities which systems need migration, risk assessing and difficulty 

creating implementation timelines. 

Support of this can be found in the studies by Campbell (2025), von Nethen et al. (2024), 

Gharote et al. (2026) and Thakur et al. (2024), all of whom emphasise the need for 

structured approaches, planning tools and migration management for successful 

migration to PQC. The high number of mentions also indicate that this is one of the more 

prominent resistances. 

6.2.3 Resistance caused by external dependency  

Organisations may resist or delay the implementation of PQC because they can’t migrate 

independently. Many organisations depend on vendors, suppliers and other authorities 

when using their systems. If these outside dependencies aren’t ready to migrate, the 

individual organisations may be unable to complete their own migration. 
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Christiansen et al. (2023), Kong et al. (2022), Kong et al. (2024), and Vakarjuk (2024), all 

support this and highlight the need for collective action, sector coordination and 

alignment between stakeholders to safely migrate towards PQC. 

6.2.4 Resistance caused by uncertainty 

Uncertainty appears across several themes, including standard, regulation, costs, 

infrastructure and market maturity. The uncertainty in these themes can create a 

scenario where organisations wait and see until standards and guidelines become 

clearer before committing to migrate. 

Much of this is reflected in studies covering guidelines, frameworks and other migration 

challenges (Bizri et al., 2026; Christiansen et al., 2023; Pandey et al., 2023). It also 

becomes visible in the need for migration planning and frameworks (Campbell, 2025; 

von Nethen et al., 2024).  

6.2.5 Resistance caused by limited expertise and awareness 

Capability gaps also cause resistances. If decision makers lack awareness or if technical 

staff lack expertise in PQC, organisations may not understand the need, urgency and 

scope for migrating to a PQC system. This can lead to delays in planning and 

prioritisation, or they might place an over reliance on external vendors which might 

cause additional delays. 

Steinfeld et al. (2026) directly support this point in their study focusing on the need to 

educate cybersecurity professionals of PQC. Zimmerman et al. (2025) also support this 

in their study of strategic and capability caused barriers.  

6.2.6 Resistance caused by cost and unclear business value 

PQC migration will probably be an expensive and long-term project that might be 

difficult to justify since the benefits are wholly preventative at this stage. Organisations 

will most likely resist migration if costs are high, timelines uncertain and the return on 

investment remains unclear. 

This aligns with the studies made by Campbell (2025) and Joseph et al. (2022), where 

they treat PQC migration as a significant undertaking that requires a large amount of 

planning and resources. 

6.3 Supporting research question 2 

What differences are there to the prevalence of resistance factors across organisations. 

The thematic table suggests that resistances are unlikely to be equally prevalent across 

different organisations and sectors. Instead, the prevalence of resistance likely depends 

on what environment an organisation finds itself in, whether that be from its size, sector 

or regulations that might adhere to it.  
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6.3.1 Large organisations and enterprise networks 

Large organisations are more likely to experience resistances related to scale, 

prioritisation and general technical aspects. The high prevalence of the themes “legacy, 

integration and technical complexity” and “standards, regulatory and policy uncertainty” 

support this claim. Studies focusing on large enterprises showcase a tendency of needing 

work done migration timelines, strategies and framework, central concepts covered in 

those themes (Bhowmick et al., 2026; Campbell, 2025; Gharote et al., 2026; Thakur et al., 

2024). For these organisations, resistance is likely caused by large migration scopes, 

complex dependencies and the need for coordinated management.   

6.3.2 Public-sector and governmental organisations 

Public-sector and governmental organisations are more likely to experience resistances 

related to governance, stakeholder coordination and policy alignment. Studies on PQC 

migration in governments and key public infrastructure showcase that they often 

depend on coordination across agencies, institutions and policy makers (Christiansen et 

al., 2023; Kong et al., 2022, 2024; Vakarjuk et al., 2024). For these organisations, barriers 

such as unclear ownership, governance concerns and stakeholder dependency may be 

more prevalent. 

6.3.3 Highly regulated sectors 

Highly regulated sectors are more likely to experience resistances related to compliance, 

certification and legal or regulatory barriers. These sectors might be finance, healthcare, 

defence and general governmental agencies. For example, Manne (2026), studies real 

world payment gateways, where compliance plays a central role. For these 

organisations, PQC implementation may be delayed until standards and regulatory 

bodies catch up and become clearer.  

6.4 Cross-theme interpretation 

The themes should not be treated as isolated cases, they reinforce each other. For 

example, legacy and technical complexity increases the need for strategic governance in 

an organisation because complex systems require careful planning and prioritisation to 

be successful. At the same time, capability gaps make it more difficult to understand and 

manage this complexity. Resource constraints also limit the ability to hire the needed 

expertise and make the needed upgrades before implementation can begin. 

PQC resistance should be seen as a cumulative barrier rather than a single hurdle to 

overcome. A single barrier wouldn’t pose too much of a hindrance for an organisation to 

overcome, but multiple barriers quickly snowball and might pose as an insurmountable 

task for organisations. PQC will most likely need to be approached with a coordinated 

migration programme to identify all that needs to be done. They will need to combine 

technical aspects with governance, training and funding for them to be successful.  

 

https://www.zotero.org/google-docs/?UExjeL
https://www.zotero.org/google-docs/?UExjeL
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7 Results 

7.1 Main research question 

What are the main barriers for successfully implementing PQC into organisations? 

The results show that the most mentioned barriers fall under the theme of legacy, 

integration and technical complexity with 88 mentions throughout the literature. This 

indicates that the main challenge organisations face is related to the difficulty of 

integrating PQC into existing systems and infrastructure. The second most mentioned 

theme was that of strategic governance and migration readiness, with 66 mentions. This 

indicates that organisations face a large number of difficulties when it comes to 

planning, governing and managing the migration towards PQC. The third most 

mentioned theme was that of external dependency and ecosystem coordination, with 51 

mentions. This indicates that organisations are dependent on actors from outside the 

organisation and can’t feasibly proceed with migration unless these actors follow suit, 

such as suppliers, providers and regulators. 

The themes “standards, regulatory and policy”, “capability, awareness and expertise gaps”, 

and “resource and investment constraints” all had a similar amount of mention across the 

literature with around 30 mentions each. This indicates that barriers related to these are 

similarly important in shaping resistance to PQC implementation. Although they aren’t 

as dominant, their presence indicates organisations face barriers when it comes to 

uncertainty, limited capability and resources. These themes can be seen as supporting 

barriers that prop up the more prevalent problems with additional problems that need 

to be addressed.  

The theme with the least number of mentions is “PQC market and solution immaturity”, 

this is most likely because the overall state of PQC migration is that it isn’t ready for real 

world deployment yet. Organisations are still figuring out if PQC is something that is 

needed and right now it looks like a distant goal. This makes it so that there really isn’t 

any market for PQC at the moment which in turn leads to there being no real products or 

solutions available. This causes PQC market immaturity to perhaps be underrepresented 

because there isn’t a market to observe and therefore nothing to report.  

Overall, the results indicate that the main barriers for PQC implementation are due to 

technical transition complexities, insufficient readiness and a dependence on external 

actors. These are further supported by barriers related to regulation, expertise, 

resources and market maturity. These have been put together into a table (figure 5) that 

showcases the relative importance of these themes and barriers. 
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Relative importance of the themes: 

Rank Theme Mentions Description 

1 Legacy, integration and 

technical transition 

complexity 

88 Most prominent barrier; indicates that 

existing systems, infrastructures and 

performance constraints are central 

obstacles 

2 Strategic governance 

and migration 

readiness 

66 Showcases that organisations need 

planning and prioritisation management 

3 External dependency 

and ecosystem 

coordination 

51 Highlights that organisations depend on 

external actors which can halt 

progression 

4 Standards, regulatory 

and policy uncertainty 

39 Shows that standards and regulatory 

uncertainty slow the adoption of PQC 

5 Capability, awareness 

and expertise gaps 

35 Limited knowledge and the need to train 

personnel slow PQC adoption 

6 Resource and 

investment constraints 

34 Costs, funding and investment hinder PQC 

adoption 

7 PQC market solution 

immaturity 

12 The lack of deployable products delays 

PQC adoption  

Figure 5 – Table of relative importance 

 

7.2 Supporting research questions 

What factors cause resistances to occur in implementing PQC in organisations? 

The result from the analysis suggests that resistance to PQC implementation mainly 

occurs when organisations perceive migration as complex, costly, risky and difficult to 

manage. Resistance is not necessarily in direct opposition for migration. Instead, it 

creates delays, deprioritisation and an inability to act for organisations.  

One major factor causing resistance is that of technical and operational complexity. 

This is linked to barriers prevalent on the theme “legacy, integration and transition 
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complexity”. Organisations may delay the implementation of PQC because they have 

concerns about their compatibility with existing systems and environments. Resistances 

are also caused by weak governance and unclear ownership. The analysis also shows 

that organisations often struggle with migration when they lack frameworks, risk 

assessments, timelines and who is responsible. Without defined ownership and 

governance progress is almost certain to slow down and become delayed.  

Further causes for resistance come from external dependency. Organisations may be 

unable to independently migrate because they depend on vendors, partners or 

suppliers. If these actors are not ready to migrate there is a good chance individual 

organisations can’t migrate even though they’re internally prepared for it. PQC 

implementation is partly dependent on the collective readiness of multiple actors. The 

analysis also showcases that uncertainty is an important source of resistance. 

Uncertainty appears in correlation to many aspects such as regulations, standards, 

timelines and market maturity. This uncertainty can make organisations take a more 

passive approach to wait and see how the aforementioned uncertainties develop, until 

they land on something more certain and pathways become clearer. 

Limited expertise and awareness are also a factor causing resistance. If decision 

makers lack awareness or if technical staff lack expertise, organisations will fail to 

understand the urgency and scope of a migration. This will most likely lead to delays in 

implementation or an overreliance on external partners which would further increase 

the number of resistances. Finally, resistance can be caused by cost and unclear 

business value. PQC migration will likely require a long-time investment plan for 

benefits that are mostly preventative. In a capitalist world such as this, the cost for 

something that isn’t strictly necessary and which will bring little to no profit is most 

likely to be deprioritised, if not outright rejected in the short term. 

In summary, resistance for PQC implementation is caused by the combined effects of 

technical and operational complexity, weak governance and unclear ownership, external 

dependency, uncertainty, limited expertise and awareness and cost and unclear business 

value. 

 

What difference is there to the prevalence to resistance factors across organisations? 

The results from the analysis suggest that resistance factors are varied between 

organisations, often depending on their size, sector and technical area. 

Large organisations and enterprise networks are more likely to face resistances 

caused by scale, prioritisation, dependencies and technical transition. These 

organisations often have many interconnected systems, devices and applications that 

must be managed and migrated at a similar timeframe. 
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Public-sector and governmental organisations are more likely to face resistances 

linked to governance, stakeholder coordination, institutional alignment and policy 

dependencies.  PQC migration in governments often requires coordination between 

agencies and institutions to make sure parts of governmental bodies aren’t left behind. 

Highly regulated sectors are more likely to face resistances connected to compliance, 

regulatory uncertainty and regulatory requirements. These include sectors such as 

finance, healthcare and national defence. Organisations set sectors such as these find 

themselves in may be unable to implement PQC until standards and regulations become 

clearer. This is because they don’t want to find themselves working with outdated 

standards that might not fit a jurisdiction's regulations. 

In summary, resistance factors differ from organisation to organisation depending on 

the context they find themselves in. Large organisations are more affected by scale and 

coordination, public-sector organisations by governance and stakeholder coordination 

and regulated sectors by compliance and regulations. 
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8 Discussion 

The findings showcase that PQC implementation isn’t just a technical problem that has 

to be solved but a wider organisational transformation that may take several years to 

complete. PQC is often presented as this technical problem that is being made in 

response to the advancements in quantum computers, but the results show that 

successful implementation depends on much more than just the technical functions of 

quantum resistant algorithms. Organisations also need governance, planning, expertise, 

resources and regulatory clearance to even begin the process of migrating towards PQC. 

The most prominent theme for barriers is legacy, integration and technical 

complexity. Which quite clearly states that the majority of resistances stem from a 

technical standpoint. However, the results also show that technical barriers are closely 

linked to organisational problems. Strategic governance and migration readiness 

showcase that organisations may lack the structures needed to manage the complexity 

of migrating to PQC. External dependency and ecosystem coordination show that 

organisations depend on actors outside of their control, and even if the organisation is 

internally ready to migrate, they might be unable to do so because their partners are not. 

The remaining themes further reinforce this by showcasing the need for unified 

standards, the ability to understand the risks and plan migration, the concerns about 

cost measures and the lack of deployable PQC solutions in the current market. 

By combining all these factors, it can be suggested that resistance towards PQC 

migration doesn't just stem from unwillingness. Instead, resistance appears as 

hesitation, delays or lack of prioritisation by organisations. The resistance perceived is 

probably just the natural response organisations make when faced with difficult to 

understand and uncertain problems that don’t have a clear solution or answer at the 

current point. 

8.1 Scientific implications 

The findings of this study help with understanding the fact that PQC implementation is a 

socio-technical problem. Most of the research done on PQC focuses on algorithmic 

design, performance and security properties. While these factors are important they fail 

to showcase the scope of PQC implementation and that it requires additional factors 

such as governance, planning and resources.  

8.2 Societal implications 

PQC implementation is significant for society as a whole since it aims to update 

cryptography that protects the vast majority of digital services, whether that be in 

healthcare, finances or other digital systems that require some type of confidentiality. If 

organisations fail to migrate before attacks from quantum computers become viable, 

most of the sensitive data and services will become vulnerable to decryption which 

could have society wide consequences.  
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PQC may need to be a cross-sector effort to make sure certain sectors don’t get left 

behind. Larger organisations with more spare funds may have the ability to migrate 

earlier while smaller organisations are left to fight on their own as they get left behind. 

This would create an inequality that may negatively impact entire sectors as a whole. 

8.3 Ethical implications 

Since this study is based on published literature and does not involve any human 

participants other than the author, the main ethical concerns lie with transparency, 

methodological rigour and honesty. 

Transparency is important to showcase how data was handled. The study has done this 

by showing what data was extracted from the literature, how and what was coded, how 

it was categorised and lastly created into themes. All this is to show how the original 

extracted data became the final themes the analysis and results are based upon. 

Methodological rigour is important to assess biases in the data and the study as whole. 

Because much of the literature in this study aren’t from strictly empirical studies but 

rather frameworks or prototypes, extracted data on what barriers a study showed were 

often interpreted. This might have caused an over or under-presentation of what 

barriers are actually present. The same goes for the whole synthesis process, creation of 

codes, categories and themes involve some type of interpretation. The merging of 

similar barriers to codes and the creation of categories and themes, erase some of the 

finer details presented in the literature. While this is required for a thematic analysis, it 

can reduce the nuance of it. The need for interpretation is probably the biggest 

weakness this study faces. 

Intellectual honesty has to be done when interpreting the frequency of the themes. The 

frequency of mentions when certain barriers in certain themes appear shouldn’t be seen 

as an exact measure of real-world importance. Some themes appear more frequently 

because they are more common in academic literature, while others may be 

underrepresented due to being newer and less studied. 

8.4 Future work to further the field 

Future PQC research should place a greater emphasis on the organisational and 

managerial aspects of PQC migration. There is also a need for empirical research to be 

done on actual organisational PQC projects, since most studies at the time of writing are 

conceptual, based on frameworks or prototypes. There should also be additional studies 

done that further investigate the differences between sectors, to better understand 

which are general across organisations and which are sector specific.  

Furthermore, the results from this study could be used in others works to enhance their 

results. The identified themes could be further studied to see which themes correlate 

with each other, a model of sort that shows the relationship between themes. For 

example, the barrier related to resources and costs, may be closely intwined with the 
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lack of able personnel because they don’t want to spend money on training them. 

Finding these relations might give a clearer image of where additional work is needed in 

the future, similarly to the goal this study had. 

The data could also be further refined to find which of these barriers are specific to PQC 

and which ones are more general barriers towards new technology. It could also be 

interesting to see how testing models such as the technology acceptance model would 

perform in the field of PQC. 

8.5 Limitations of the study 

A limitation of this study is that it doesn’t investigate factors that enable or help the 

implementation. Understanding what drives adoption is also important and these could 

be further investigated to see if they correlate with the barriers this study has produced. 

However, the goal of this study was only to investigate the barriers towards adoption, 

and not drivers. Investigating both barriers and drivers for adoption fell outside the 

scope and goal this study set out to investigate. Therefore, driving factors were excluded 

from the study. 

While the systematic literature review gave a comprehensive overview of organisational 

barriers, there are some inherent weaknesses in using a SLR. The result of the study is 

always going to be limited by the published and collected literature; some areas might 

be over- or underrepresented because there is more or less literature covering certain 

aspects. Consequently, by using existing literature, only barriers reflected within the 

literature are visible, which may deviate from what is actually present, compared to if 

real world observations were done instead. These factors have to be taken into account 

as a possible source of publishing bias, SLR are always going to be limited to investigate 

what has already been published. Furthermore, as discussed previously, the coding and 

themes are subjected to the researchers interpretation of their meaning. This may be 

further exacerbated because this study only had one researcher working on it, causing a 

sort of bubble with no one to compare and collaborate with. Lastly, the frequency of the 

reported barriers should not necessarily be interpreted as a direct measure of their 

importance. Further research would be needed that complement these findings as 

discussed earlier. 
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