
D
eg

re
e

P
ro

je
ct

Exploring the Role and
Challenges of CISO
Comparative Case Study of Swedish Municipalities

Master Degree Project in Informatics with a
specialization in Privacy,
Information and Cyber Security

Second Cycle 30 credits

Spring term 2025

Student: Tirhas Belay Mengistu
Supervisor: Nikolaos Kourentzes
Examiner: Marcus Nohlberg



Abstract

This thesis explores the role and challenges of Chief Information Security Officers
(CISOs)—or their functional equivalents—in cybersecurity governance and policy re-
silience within Swedish municipalities. As cyber threats increase and regulatory de-
mands grow under frameworks like NIS2 and GDPR, municipalities are under pressure
to strengthen their cybersecurity capabilities. However, the effectiveness of these efforts
depends heavily on governance structures and the individuals responsible for leading
cybersecurity work. The study adopts a qualitative case study approach, focusing
on eight Swedish municipalities with 14 participants. Semi-structured interviews and
document analysis were conducted to investigate three main research questions con-
cerning: (1) the role of CISOs in local cybersecurity governance, (2) the challenges
they face in carrying out their responsibilities, and (3) how governance structures in-
fluence municipal cybersecurity resilience. The findings reveal significant differences in
how cybersecurity is structured, resourced, and governed across municipalities. Key
challenges include limited authority, budgetary constraints, competence shortages, and
unclear organizational mandates. The application of Agency Theory highlights the
misalignment between responsibility and control, while Resilience Theory provides in-
sight into how governance affects adaptive capacity in response to cyber threats. The
study concludes that formalizing cybersecurity roles, improving leadership engagement,
and aligning local governance with national frameworks are essential to strengthening
cybersecurity resilience in Swedish municipalities. These insights contribute to both
academic understanding and practical improvements in public-sector cybersecurity gov-
ernance.

Keywords: : Chief Information Security Officer (CISO); Municipal Cybersecu-
rity; Governance; Cyber Resilience; Agency Theory; Resilience Theory; NIS2; GDPR
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1. Introduction

1.1. Background and Context
The increasing digitalization of public services in Sweden has made municipalities prime
targets of cyber threats. A recent example is the cyberattack against Bjurholms Mu-
nicipality in May 2024, which resulted in the shutdown of internal systems, external
broadband services, and critical municipal functions, including communication plat-
forms such as email (Sveriges Radio, 2024; SVT Nyheter, 2024). The cyberattack
against Bjurholm Municipality highlights the vulnerability of small municipalities to
ransomware threats. Given their limited resources, such entities face significant chal-
lenges in protecting critical services against increasingly sophisticated cyber threats.
Another striking example is the ransomware attack against Kalix Municipality, which
disrupted essential services and exposed systemic vulnerabilities across technical, so-
cial, and managerial domains (Holmström, 2025). This case underscores that cyber
resilience must extend beyond technical measures to include organizational coordina-
tion and crisis management capabilities.

Cybersecurity is increasingly important in the public sector, especially for Swedish
municipalities, which are attractive targets for cyberattacks due to their management
of sensitive data and essential services. Municipalities face evolving cyber threats and
need robust cybersecurity governance (Vestad & Yang, 2023).

In 2015, a survey of Swedish municipalities revealed that many lacked systematic
security practices in information handling, with 170 of 232 municipalities showing no
such security approach (Fresk & Petrelius, 2021). Municipalities also face challenges
related to budget constraints, which affects the acquisition of new systems and increases
the risks related to personnel (Fresk & Petrelius, 2021). This highlights the importance
of allocating sufficient resources to information security (Fresk & Petrelius, 2021). It
is crucial to monitor the evolving threat landscape and implement proactive security
measures to address emerging risks (Baral et al., 2024).

Ensuring cybersecurity resilience in local governments is not only a technical
challenge but also a governance issue, requiring effective leadership, risk management,
and policy implementation (Hossain et al., 2024b). Central to this effort is the role
of the Chief Information Security Officer (CISO), whose responsibilities have evolved
from technical oversight to strategic leadership in cybersecurity governance. CISOs
are increasingly expected to adopt a strategic leadership approach to address dynamic
and evolving cybersecurity threats, rather than focusing solely on technical controls
(Maynard et al., 2018). The interconnectedness of local infrastructures further compli-
cates these challenges, as vulnerabilities in one area can create cascading effects across
municipal systems (Monzelo & Nunes, 2019).

In Sweden, municipalities hold a high degree of autonomy, which means that their
approaches to cybersecurity can vary significantly in terms of priorities, resources, and
governance models. In this context, the role of the Chief Information Security Officer
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(CISO) has emerged as central. CISOs act as mediators between technical security
measures and broader governance objectives, tasked with aligning cybersecurity with
organizational goals while managing risks in both technological and human domains.
However, despite the growing recognition of cybersecurity as a governance issue, there
is limited knowledge about how CISOs operate within Swedish municipalities, how
their role is legitimized, and what challenges they face in achieving policy resilience.

1.2. Problem Description
Although private sector organizations and national agencies have been the focus of
substantial cybersecurity research, municipalities remain comparatively underexplored.
Previous studies show that local governments often struggle with resource limitations,
fragmented governance, and varied levels of digital maturity. However, little is known
about the specific role of CISOs in these environments, how they contribute to re-
silience, or how their effectiveness is shaped by governance structures.

This knowledge gap is especially relevant as municipalities must increasingly com-
ply with national frameworks from the Swedish Civil Contingencies Agency (MSB) and
European regulations such as GDPR and the forthcoming NIS2 Directive. These frame-
works place new demands on municipalities, but also create opportunities for CISOs
to strengthen their legitimacy and integrate cybersecurity more firmly into local gov-
ernance.

1.3. Research Aim and Objectives
The aim of this study is to explore the role and challenges of CISOs in cybersecurity
governance and policy resilience within Swedish municipalities. Specifically, the study
seeks to:

1. Examine CISOs’ Role: Look at how CISOs support cybersecurity governance,
particularly how they maintain responsibility and lend legitimacy.

2. Examine the primary obstacles that CISOs encounter, with a focus on organiza-
tional restrictions, budgetary constraints, and human considerations.

The primary objective is to analyze the influence of CISOs on cybersecurity gov-
ernance. This involves investigating the strategies and practices employed by CISOs
to ensure that strong cybersecurity measures are in place. The study will assess how
CISOs contribute to the development and implementation of cybersecurity policies and
their effectiveness in mitigating cyber threats. By examining the role of CISOs, the
research aims to provide insights into the critical functions they perform in protecting
municipal information systems.

Another key aim is to identify the challenges faced by CISOs related to human
factors, organizational constraints, and budget limitations. Human factors, such as
employee awareness and behavior, play a significant role in cybersecurity. The study
will explore how CISOs address these challenges. Furthermore, it will examine how
CISOs navigate constraints to implement effective cybersecurity measures.
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Furthermore, the research aims to understand how different governance structures
influence cybersecurity resilience in Swedish municipalities. These structures, includ-
ing centralized and decentralized models, may affect the effectiveness of cybersecurity
policies and practices. The study focuses on individuals who hold formal or equiva-
lent cybersecurity leadership roles, such as CISOs, IT security managers, or designated
information security coordinators, depending on the organizational structure of each
municipality.

Eight municipalities, M1-M8, were selected to represent the variation in size, dig-
ital maturity, and governance models. The study employs a comparative case study
methodology that involves semi-structured interviews and document analysis. Semi-
structured interviews with CISOs and other key stakeholders will provide in-depth
insight into their experiences, challenges, and strategies. Document analysis will com-
plement the interviews by providing additional context and evidence of the cybersecu-
rity policies and practices in place.

By focusing on the role and challenges of CISOs in Swedish municipalities, this
research aims to contribute to a broader understanding of cybersecurity governance
in the public sector. The findings will have practical implications for policy makers,
municipal leaders and cybersecurity professionals, providing them with evidence-based
recommendations to improve cybersecurity resilience. The study will also contribute
to the academic literature on cybersecurity governance, offering new insights into the
challenges and strategies associated with municipal cybersecurity (Göransson Ording
et al., 2022a).

1.4. Research Questions
The study’s research questions are intended to investigate the varies roles the Chief
Information Security Officers (CISOs) plays in improving cybersecurity and policy
resilience in Swedish municipalities. Understanding how CISOs impact cybersecurity
governance, recognizing the difficulties they encounter, and analyzing the effects of
various governance frameworks on cybersecurity resilience are the main goals. The
research will answer the following three questions.

1. How do CISOs contribute to cybersecurity governance and policy resilience in
Swedish municipalities?

2. What key challenges do CISOs face in managing cybersecurity, especially regard-
ing human factors, budgets, and organizational structures?

3. How do differences in governance structures influence cybersecurity resilience
across municipalities?

Each of these research questions will be answered through qualitative analysis
based on semi-structured interviews with key personnel and a comparative document
analysis.

The first research question is understanding certain ways that CISOs enhance
local governments’ cybersecurity management. This entails exploring the roles CISO
play to ensure a strong cybersecurity systems are in place. The role of CISO is becoming
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increasingly critical within organizations, requiring a deeper understanding of their
contributions to cybersecurity governance (Ramezan, 2025a).

The second question focuses on the challenges that CISOs face with respect to
organizational limitations, financial constraints, and human issues. Human factors
such as staff behavior and practices greatly affect cybersecurity efficacy. Ashenden and
Sasse (2013) argue that organizational behavior, particularly how security responsi-
bilities and expectations are communicated to staff, plays a key role in cybersecurity
effectiveness. Ensuring that security policies are understood and followed requires more
than just technical controls; It involves fostering a culture of awareness and account-
ability among employees (Ashenden & Sasse, 2013). Moreover, severely influencing
CISOs’ ability to implement comprehensive cybersecurity policies are financial restric-
tions and organizational limitations. Analyzing these problems will help to appreciate
the challenges that CISOs face in order to enhance cybersecurity management.

The third research question is to understand how different types of governance
affect cybersecurity resilience in municipalities. This means comparing the two munici-
palities under research— A and B—and analyzing their policies and governing systems.
These municipalities were selected based on their differences in size, administrative
structure, and digital maturity. Municipality B represents a smaller municipality with
more limited resources, while Municiaplity A reflects a larger, more structured mu-
nicipality with relatively advanced digital governance. The method of the research
consists of semi-structured interviews and document analysis, enabling a comparative
understanding of governance systems in different municipal contexts. Assessing policy
documents is a crucial step in understanding the structured cybersecurity policies of
smart cities, which can be extended to municipalities in this study (Hossain et al.,
2024b).

By addressing these research questions through empirical data collection and
analysis, the study aims to provide a detailed and methodologically grounded analysis
of the role and challenges facing CISOs in Swedish municipalities.

1.5. Relevance and Contribution
This study makes both theoretical and practical contributions. Academically, it ex-
tends knowledge on cybersecurity governance by situating the role of CISOs within the
under-researched context of Swedish municipalities. Practically, it provides insights for
policymakers, municipal leaders, and CISOs themselves, highlighting how governance
structures, resource allocation, and organizational culture influence resilience. The
findings are particularly timely given the introduction of NIS2, which is expected to
reshape local cybersecurity responsibilities across the EU.

1.6. Master thesis Stracture
The structure of this thesis is represented in the diagram below, in figure 1.1, which
highlights the main ideas of the whole thesis work. Every element is essential to
maintaining the research’s logical and cogent flow.
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Figure 1.1: Master’s thesis structure

The structure of this thesis is represented in the above diagram, in figure 1.1,
which highlights the main ideas of the whole thesis work. Every element is essential to
maintaining the research’s logical and cogent flow.

By outlining the topic, goals, and research questions, the introduction creates the
context and importance of the study. It flows smoothly into the Literature Review,
which looks at previous research, points out areas that need more investigation, and
offers the theoretical foundations for the investigation.

The Methodology section builds on insights from the literature by outlining the
research design, data collection techniques, and analytical approach. The results ac-
quired using the selected technique are presented in the Findings section.

The Discussion part follows with an analysis and interpretation of these data,
a comparison with other studies, and an examination of their implications. Lastly,
the Conclusion highlights the main findings, talks about the study’s strengths and
weaknesses, and makes recommendations for future research directions.
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2. Background

In an era of increasing cyber threats, municipalities are becoming prime targets for
cyberattacks due to their vast data repositories, critical infrastructure, and essential
public services. In 2024, 319 IT incidents were reported to the Swedish Civil Con-
tingencies Agency (MSB), with approximately 8% of reporting organizations being
municipal companies. Around 33% of incidents under the NIS directive were linked
to regional and municipal healthcare services. Most incidents stemmed from human
error or system failures, often during IT system updates. Additionally, 21% of reports
involved digital supply chain disruptions. MSB highlights a serious underreporting
issue among municipalities, which limits effective national cybersecurity efforts (MSB,
2025). These findings demonstrate the urgent need for stronger cybersecurity leader-
ship and strategic management in Swedish municipalities, highlighting the critical role
and challenges faced by Chief Information Security Officers (CISOs), which this thesis
aims to explore.

2.1. State of the Art
Current research highlights the crucial role of chief information security officers (CISOs)
in improving cybersecurity governance and policy resilience, particularly within munic-
ipalities and local government contexts (Karanja, 2017). Previous studies emphasize
the influence of organizational factors, such as resource constraints, communication
practices, and structural positioning, on cybersecurity effectiveness (Maynard et al.,
2018; Preis & Susskind, 2020b).

However, the existing literature predominantly focuses on broader public-sector
cybersecurity challenges, with limited exploration of CISO’s specific roles within de-
centralized municipal governance frameworks (Sahin & Vance, 2025a). Issues such as
insufficient cybersecurity budgets, poor cross-organizational communication, and frag-
mented cybersecurity responsibilities are often cited but rarely examined in relation to
CISO leadership at the local level (Vestad & Yang, 2023).

This study seeks to address this research gap by analyzing how CISOs contribute
to cybersecurity governance and policy resilience in Swedish municipalities, focusing
particularly on their strategic, organizational and collaborative functions within decen-
tralized structures.

The following section explores the evolving role of CISOs within organizational
settings, highlighting their responsibilities in shaping municipal cybersecurity gover-
nance.

2.2. Role of CISOs in Organizations
The role of Chief Information Security Officers (CISOs) in Swedish municipalities is
multifaceted, encompassing a range of responsibilities that are critical to the cyberse-
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curity governance of these local government entities. CISOs are primarily tasked with
managing and mitigating risks associated with cybersecurity threats. This role re-
quires them to have a comprehensive understanding of both technological and business
risks, enabling them to align cybersecurity strategies with the broader organizational
objectives (Sahin & Vance, 2024).

In municipalities, the interconnected nature of IT systems and the reliance on
shared infrastructure present unique cybersecurity challenges. These conditions require
a nuanced approach to cybersecurity management, where CISOs must navigate the
complexities of shared IT resources and the dependencies on centralized IT staff (Vestad
& Yang, 2023). This interconnectedness can lead to vulnerabilities that require CISOs
to implement robust security measures and ensure continuous monitoring and response
capabilities.

The shift towards smart city initiatives further complicates the role of CISOs.
As local governments integrate more digital technologies into urban infrastructure, the
potential attack surface expands, increasing the risk of cyber incidents. This integration
requires CISOs not only focus on traditional IT security but also consider the security
implications of interconnected systems and data management practices (Hossain et al.,
2024a, 2024b). The complexity of these systems requires CISOs to be proactive in
identifying and addressing potential security gaps.

In addition, the role of CISOs extends beyond technical expertise. Effective com-
munication with top management teams (TMT) is crucial for the successful implemen-
tation of cybersecurity strategies. CISOs must be able to articulate the importance of
cybersecurity in business terms, ensuring that IT security is integrated into the overall
business strategy. This often involves reporting security metrics to the CEO and other
senior executives, highlighting the strategic value of cybersecurity initiatives (Karanja,
2017). The ability to bridge the gap between technical and business perspectives is
essential for CISOs to gain the support and resources needed to improve cybersecurity
resilience.

2.2.1 Influence on Governance
An essential aspect of influencing governance structures is the ability of CISOs to gain
recognition, credibility, and authority within their organizations. Beyond technical ex-
pertise, their role often involves navigating complex political and organizational envi-
ronments. This requires establishing not only competence, but also trust and perceived
legitimacy among decision makers and stakeholders.

Establishing Legitimacy

Establishing legitimacy is a critical aspect of the role of Chief Information Security
Officers (CISOs) in enhancing cybersecurity governance within municipalities. The le-
gitimacy of CISOs is foundational to their ability to influence governance structures and
implement effective cybersecurity policies. This legitimacy is built through a combina-
tion of expertise, strategic communication, and the ability to navigate organizational
dynamics.

CISOs must demonstrate a deep understanding of both technical and managerial
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aspects of cybersecurity. This dual expertise allows them to bridge the gap between IT
departments and executive management, ensuring that cybersecurity is integrated into
the broader strategic goals of the municipality. According to (Hossain et al., 2024a), a
balanced approach that includes a comprehensive understanding of the cybersecurity
landscape is essential to address multifaceted issues. This balance is crucial for CISOs
to establish their credibility and authority within the organization.

Furthermore, effective communication strategies are vital for CISOs to establish
legitimacy. They must be able to articulate the importance of cybersecurity in a way
that resonates with both technical staff and nontechnical stakeholders. This involves
not only disseminating information, but also actively listening to feedback and concerns
from various parts of the organization. Ashenden and Sasse (Ashenden & Sasse, 2013)
highlight that CISOs often use a one-way communication model, which can hinder
their ability to build trust and legitimacy. Therefore, adopting a more interactive
communication approach can enhance their influence and effectiveness.

The organizational culture also plays an important role in establishing the legiti-
macy of CISOs. A cybersecurity-focused organizational culture, as outlined by Aksoy,
is essential to improve cyber resilience (Aksoy, 2024). This culture is shaped by top
management’s active engagement in cybersecurity initiatives and the continuous train-
ing and awareness programs that CISOs implement. Effective leadership from senior
executives who understand cybersecurity challenges is crucial in fostering a culture
that prioritizes cybersecurity, thereby supporting the CISO’s role and enhancing their
legitimacy.

The challenges faced by CISOs, such as human factors, organizational constraints,
and budget limitations, further complicate their efforts to establish legitimacy. Re-
search by Sahin and Vance (Sahin & Vance, 2025b) indicate that many CISOs experi-
ence significant increases in responsibilities related to privacy regulatory enforcement,
which can strain their resources and impact their ability to focus on broader governance
issues . Addressing these challenges requires CISOs to be adept at resource manage-
ment and strategic planning, ensuring that they can meet regulatory requirements
while also advancing the municipality’s cybersecurity posture.

In addition, the governance structures within which CISOs operate can signifi-
cantly impact their ability to establish legitimacy. Different governance models may
empower or constrain CISOs, affecting their ability to implement effective cybersecurity
policies. For example, a decentralized governance structure might provide CISOs with
more autonomy, but could also lead to inconsistencies in policy implementation across
different departments. In contrast, a centralized structure might ensure uniformity, but
could limit the flexibility and responsiveness of CISOs to specific departmental needs.
Understanding these dynamics is crucial for CISOs to navigate their roles effectively
and establish their legitimacy within the organization.

Maintaining Accountability

Maintaining accountability within the role of CISO is crucial for effective cybersecurity
governance. Accountability ensures that CISOs are responsible for their actions and
decisions, which directly impacts the overall cybersecurity posture of an organization.
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In the context of Swedish municipalities, maintaining accountability involves several
key aspects.

Firstly, effective leadership is paramount. Senior executives, particularly those
familiar with cybersecurity challenges, play a critical role in shaping an organizational
culture that prioritizes cybersecurity. These leaders must actively engage in cyberse-
curity actions and set a precedent for the rest of the organization. This engagement
includes not only strategic decision-making but also fostering an environment where
cybersecurity is a shared responsibility across all levels of the organization.

Moreover, the concept of strategic response, as opposed to merely incident re-
sponse, is essential for maintaining accountability. CISOs must be adept at detecting
and responding to strategic changes within the environmental context and modifying
security strategies as required (Maynard et al., 2018). This proactive approach ensures
that CISOs are not just reacting to incidents but are also anticipating and mitigating
potential threats, thereby maintaining a higher level of accountability.

Human factors and organizational constraints present significant challenges to
maintaining accountability. The research indicates that cognitive, contextual, and so-
cial aspects must be considered when building reliable cybersecurity cultures (Pollini
et al., 2022a). This means that CISOs need to address the human element of cybersecu-
rity, ensuring that employees are aware of their roles and responsibilities in maintaining
security. Effective communication strategies are vital in this regard, as they help in dis-
seminating information and ensuring that all members of the organization understand
the importance of cybersecurity (Aksoy, 2024).

Additionally, the role of CISOs is evolving towards a more strategic, business-
facing, management-focused position. This shift away from IT-focused, tactical-level
technical tasks means that CISOs must now possess a broader skill set that includes
strategic thinking and business acumen (Ramezan, 2025a). This evolution necessitates
that CISOs are held accountable not only for technical security measures but also for
aligning cybersecurity strategies with the overall business objectives of the municipality.

Budget limitations are another critical factor that impacts accountability. CISOs
must be able to justify their budgetary needs and demonstrate the value of cyberse-
curity investments to senior management. This requires a clear understanding of the
financial impacts of cybersecurity incidents and the ability to communicate these risks
effectively (Hussain et al., 2020).

Furthermore, the reporting structure within an organization can influence the ac-
countability of CISOs. The CISO-CIO reporting line, for instance, can be overwhelm-
ing and may impact the effectiveness of the CISO’s role (Sahin & Vance, 2025b). It is
essential to establish a reporting structure that supports the CISO’s ability to make
independent decisions and hold them accountable for the outcomes of those decisions.

2.2.2 Policy Development

Creating Cybersecurity Policies

One of the primary tasks in creating effective cybersecurity policies is identifying and
incorporating relevant keywords and concepts that align with industry standards and
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best practices. According to, terms such as compliance, policy, incident, and risk
management are frequently mentioned in CISO job descriptions, indicating their im-
portance in policy development. These terms guide the formulation of policies that not
only comply with regulatory requirements, but also address incident response and risk
mitigation. This is supported by recent studies that emphasize that CISOs must align
cybersecurity policies with regulatory compliance, risk mitigation strategies, and inci-
dent response best practices (Burt, 2019; European Union Agency for Cybersecurity
(ENISA), 2021).

CISOs must navigate various strategic challenges, including the need to balance
financial constraints with the implementation of effective cybersecurity measures. The
authors of (Maynard et al., 2018) highlight the tendency of organizational units to
focus narrowly on their objectives, which can lead to insularity and hinder the de-
velopment of cohesive cybersecurity policies. Addressing this issue requires CISOs to
foster collaboration and communication between different units to create policies that
are inclusive and comprehensive.

The development of professional frameworks and ontologies is also essential in
defining the roles and functions within the cybersecurity discipline (Ramezan, 2025a).
This clarity helps CISOs to structure their policies to align with the evolving landscape
of cybersecurity, ensuring that all aspects of governance are adequately covered.

In addition to strategic and financial considerations, CISOs must also address hu-
man factors and organizational constraints. The interpretive paradigm used in (Sahin
& Vance, 2025b) to analyze interview data with CISOs and organizational leaders
reveals the nuances of the CISO role and the importance of identity work in policy
development. Understanding these nuances helps CISOs create policies that are not
only technically sound but also culturally and organizationally appropriate.

The challenge of balancing insurance-based governance with cyber resilience is
another critical aspect of policy development. According to (Bahmanov & Lace, 2024),
developing situational awareness models for effective cybersecurity risk assessment is
essential. This approach helps CISOs in Swedish municipalities create policies that
respond to the evolving threat landscape and are capable of effectively mitigating
risks.

Finally, the existing literature on cybersecurity highlights significant gaps in ad-
dressing the socio-economic dimensions and practical applications of cybersecurity poli-
cies (Lnenicka et al., 2025). CISOs must consider these gaps when developing policies
to ensure that they are not only theoretically sound but also practically applicable in
the operational contexts of Swedish municipalities.

Implementing Policies

One of the primary challenges in implementing effective cybersecurity policies is the
need for cross-disciplinary collaboration. Cybersecurity is not solely a technical issue
but also involves legal, managerial, and economic considerations. This requires the par-
ticipation of various experts, including computer scientists, political scientists, manage-
ment scientists, and legal scholars, to create comprehensive and resilient cybersecurity
policies (Preis & Susskind, 2020a). The lack of such interdisciplinary collaboration
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has been identified as a significant gap in current cybersecurity practices at the local
government level, which underscores the importance of a holistic approach to policy
development.

Moreover, the implementation of cybersecurity policies is often hindered by orga-
nizational constraints. For example, securing the support and commitment from top
management is crucial to the success of cybersecurity initiatives. However, research
indicates that there is a lack of understanding and involvement of business leaders, in-
cluding boards and executives, in creating a security culture (Sahin & Vance, 2025b).
This gap highlights the need for CISOs to effectively communicate the importance of
cybersecurity to senior management and to ensure their active participation in policy
development and enforcement.

The governance structure of an organization also impacts the effectiveness of
cybersecurity policies. Different governance models can influence how policies are de-
veloped, enforced, and monitored. For instance, a centralized governance model may
facilitate uniform policy implementation across the organization, while a decentralized
model may allow for more tailored approaches to address specific needs and challenges
(Bergquist et al., 2022b). Understanding the implications of different governance struc-
tures is essential for CISOs to design and implement policies that enhance cybersecurity
resilience.

Evaluating Policy Effectiveness

Evaluating policy effectiveness in the context of Chief Information Security Officers
(CISOs) within Swedish municipalities necessitates a comprehensive analysis of how
these policies are implemented and their subsequent impact on cybersecurity gover-
nance. The role of CISOs is crucial in shaping and enforcing policies that enhance
cybersecurity resilience, particularly in the face of evolving threats and limited re-
sources.

Furthermore, the literature highlights a gap in understanding the specific compe-
tencies required for CISOs to develop and execute security strategies effectively. This
gap suggests that there is a need for more targeted training and development programs
that equip CISOs with the necessary skills to enhance policy effectiveness. Identify-
ing these competencies can inform higher education curricula and cybersecurity man-
agement training programs, thus improving the overall effectiveness of cybersecurity
policies (Ramezan, 2025a).

In addition to organizational and individual factors, the external environment also
influences the effectiveness of the policy. The increasing complexity of cybersecurity
threats requires a dynamic and adaptive approach to the development and implementa-
tion of policies. This requires CISOs to continuously update and refine their strategies
to address emerging threats and vulnerabilities (Maynard et al., 2018). The ability to
adapt to changing threat landscapes is a critical component of policy effectiveness.

Finally, the role of local governments in managing cybersecurity risks is also a sig-
nificant factor in policy effectiveness. Local governments play a crucial role in shaping
the cybersecurity landscape, and their involvement in policy development and imple-
mentation can significantly impact the effectiveness of these policies (Hossain et al.,

11



2024a). However, local governments must develop their policies within the framework
of national or state cybersecurity legislation, ensuring alignment with broader regula-
tory requirements. The collaboration between CISOs and local government entities is
essential for creating a cohesive and comprehensive approach to cybersecurity gover-
nance.

2.2.3 Collaboration and Communication
Effective cybersecurity governance requires not only technical solutions but also strong
collaboration and communication across different levels of the organization. Within
municipal settings, this often involves aligning goals, responsibilities, and expectations
among a range of internal stakeholders, from IT staff to senior management.

Internal Stakeholders

Internal stakeholders play a crucial role in the cybersecurity governance framework
within organizations, particularly in the context of Swedish municipalities. The Chief
Information Security Officer (CISO) must navigate a complex landscape of internal
stakeholders, each with varying degrees of power, urgency, and legitimacy in relation
to information security. These stakeholders include top management, IT departments,
and other employees who interact with information systems.

The effectiveness of a CISO is significantly influenced by the quality of relation-
ships with top management and employees. The ideal reporting structure for a CISO
is not universally fixed but depends on specific company and industry characteristics.
The quality of these relationships often plays a more critical role in determining the
success of a CISO than just hierarchical placement. This underscores the importance
of fostering strong, supportive relationships within the organization to enhance cyber-
security governance.

In addition, the skills and training necessary for CISOs to be effective have been
extensively discussed in the literature. These skills include risk management, devel-
opment of organizational policies, regulatory compliance, incident response, business
continuity, and disaster recovery (Ramezan, 2025a). The criticality of the CISO role
and its evolving nature require continuous education and training to keep up with the
evolving cybersecurity landscape (Sahin & Vance, 2025b).

In municipalities, individuals selected to support information security efforts often
hold key positions characterized by authority to make decisions (power), the ability to
act quickly in response to security threats (urgency), and recognized credibility within
the organization (legitimacy) (Kamil et al., 2023). Selecting individuals with these
attributes is crucial to allow the CISO to effectively implement cybersecurity policies
and achieve organizational security objectives.

External Stakeholders

External stakeholders play a crucial role in municipal cybersecurity governance, partic-
ularly in the context of enhancing policy resilience and overall security posture. These
stakeholders include various entities such as local government officials, cybersecurity

12



experts, and external service providers, each contributing uniquely to the cybersecurity
landscape.

Local government officials often face significant challenges due to limited finan-
cial resources and a lack of expertise in cybersecurity. This is particularly evident in
smaller municipalities, where the scarcity of resources and knowledge can hinder effec-
tive cybersecurity measures (Hossain et al., 2024a). The involvement of these officials is
essential for the development and implementation of robust cybersecurity policies, yet
their limited understanding of cybersecurity’s importance can be a significant barrier.

Cybersecurity experts, on the other hand, bring specialized knowledge and skills
that are critical for addressing complex cybersecurity issues. These experts are often
involved in formulating guidelines, conducting analyses, and providing recommenda-
tions to improve cybersecurity practices (Lnenicka et al., 2025). Their expertise ensures
that the cybersecurity measures are not only technically sound but also aligned with
the latest industry standards and best practices.

2.3. Challenges Faced by CISOs
CISOs in the public sector—particularly within municipal governments—encounter a
range of challenges that impact their ability to implement effective cybersecurity gov-
ernance. These challenges are often interrelated and arise from both organizational
and environmental factors. Key issues include limitations in employee awareness and
behavior, financial constraints that restrict investment in security measures, and gover-
nance structures that do not always support clear lines of authority or decision-making.
The following subsections explore these challenges in more detail.

2.3.1 Human Factors
Human factors play a significant role in the challenges faced by Chief Information Se-
curity Officers (CISOs) in Swedish municipalities. Individual behavior, attitudes, and
competencies within an organization can either support or hinder cybersecurity efforts.
Additionally, organizational culture influences the effectiveness of security measures,
making it essential for CISOs to address these factors when implementing cybersecurity
strategies (Ayyad et al., 2024).

One of the primary human factors affecting CISOs is the need for support and
commitment from top management. Research indicates that securing this support is
crucial for creating a robust security culture within the organization. However, there is
a notable gap in understanding how CISOs can effectively gain the involvement of busi-
ness leadership, including boards and executives, in fostering such a culture. This lack
of engagement from top management can hinder the implementation of comprehensive
cybersecurity strategies and policies. According to Thirupathi et al. (2024), a strong
cybersecurity culture is built on leadership commitment and a non-punitive reporting
environment, both of which encourage proactive security measures (Thirupathi et al.,
2025). Additionally, Ayyad et al. emphasize that simplifying security policies and pro-
cedures is essential for organizations to enhance compliance and reduce vulnerabilities
(Ayyad et al., 2024).
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Furthermore, the existing literature on local cybersecurity often overlooks the
interconnected challenges faced by various local governmental entities. This fragmen-
tation can lead to inconsistent cybersecurity practices and policies across different
departments, such as water and sewer authorities, school districts, and emergency ser-
vices. Addressing these challenges requires a coordinated approach that considers the
unique operational contexts of these entities (Preis & Susskind, 2020b).

To tackle these human factors, it is essential to emphasize cybersecurity gover-
nance and establish a clear regulatory framework. This includes defining roles and
standards, regularly reviewing policies, and gaining support from political, bureau-
cratic, and executive leaders. Collaboration with academic institutions can also help
local governments develop cost-effective policies that align with the goals of smart cities
(Hossain et al., 2024a).

Additionally, the literature highlights the need for comprehensive coverage of
legislative and regulatory compliance, particularly in areas like data privacy, cloud
computing, and the Internet of Things (IoT). Effective governance in these areas re-
quires accountability and a strong organizational culture, which are critical for the
successful implementation of cybersecurity measures (Hossain et al., 2024a).

Employee Awareness and Training

Employee awareness and training are critical components in the realm of cybersecu-
rity governance, particularly for Chief Information Security Officers (CISOs) operating
within Swedish municipalities. The effectiveness of cybersecurity measures is signifi-
cantly influenced by the level of awareness and training among employees, as human
factors often present substantial challenges to maintaining robust security protocols.

A lack of cybersecurity culture and awareness among employees can lead to poor
enforcement of security measures, making it easier for cybercriminals to exploit vulner-
abilities. This issue is highlighted by the fact that many employees do not recognize the
security requirements necessary for using personal mobile devices, which can lead to
breaches when these devices are used to access company accounts and handle sensitive
information (Pollini et al., 2022a). This underscores the necessity for comprehensive
training programs that educate employees on the importance of cybersecurity and the
specific practices they need to follow to protect organizational data.

CISOs must ensure that employees are not only aware of the potential cyber
threats but also understand their role in mitigating these risks. This involves developing
and implementing training programs that are tailored to the specific needs and contexts
of the organization. For instance, CISOs need to address the common perception among
employees that cybersecurity is solely the responsibility of the IT department. Instead,
they should foster a culture where every employee feels responsible for maintaining
security (Hussain et al., 2020).

Moreover, the role of CISOs extends beyond technical expertise to include the
ability to communicate effectively with non-technical staff. This is crucial for building
trust and ensuring that employees take the necessary precautions to protect sensitive
information. The legitimacy and trust that employees place in CISOs can significantly
impact the effectiveness of security measures. If employees do not trust or understand

14



the directives given by CISOs, they are less likely to adhere to security protocols
(Ashenden & Sasse, 2013).

The challenges faced by CISOs in promoting employee awareness and training
are compounded by organizational constraints and budget limitations. Often, there is
insufficient funding allocated for comprehensive training programs, which can lead to
gaps in employee knowledge and preparedness. Additionally, organizational constraints
such as resistance to change and lack of support from upper management can hinder
the implementation of effective training initiatives (Maynard et al., 2018).

To address these challenges, CISOs must adopt a strategic approach that includes
securing buy-in from top management and demonstrating the value of investing in
employee training. This can be achieved by presenting data on the potential costs
of cyber breaches and the benefits of a well-trained workforce. Furthermore, CISOs
should leverage existing resources and seek out cost-effective training solutions that can
be integrated into the organization’s overall cybersecurity strategy (Zwilling, 2022).

In conclusion, enhancing employee awareness and training is a fundamental as-
pect of cybersecurity governance that requires the active involvement of CISOs. By
addressing the human factors that contribute to cybersecurity risks, CISOs can cre-
ate a more resilient security posture within Swedish municipalities. This involves not
only educating employees about the importance of cybersecurity but also overcoming
organizational and budgetary challenges to implement effective training programs.

2.3.2 Organizational Constraints
Organizational constraints significantly impact the effectiveness of Chief Information
Security Officers (CISOs) in Swedish municipalities. These constraints can manifest in
various forms, including limited resources, inadequate support from top management,
and insufficient integration of cybersecurity into the broader organizational culture.

Another significant constraint is the lack of support from top management. Ef-
fective cybersecurity governance requires active engagement and support from senior
leadership. As outlined in, managerial decisions about performance, oversight, and gov-
ernance are crucial for building a cybersecurity-focused organizational culture. Without
the commitment of top management, CISOs may struggle to prioritize cybersecurity
initiatives and secure the necessary resources and attention.

The integration of cybersecurity into the organizational culture is also a critical
factor. Aks oy emphasizes the importance of crafting effective communication strategies
and ensuring ongoing training in cybersecurity. However, many organizations fail to
fully embrace these practices, leading to a disconnect between cybersecurity policies
and everyday practices. This gap can result in employees not adhering to security
protocols, thereby increasing the risk of breaches.

Moreover, the evolving nature of the CISO role adds another layer of complexity.
The responsibilities and requirements of CISOs are constantly changing, necessitat-
ing ongoing research and adaptation. According to (Ramezan, 2025a), future studies
should explore how the role of CISO evolves and how these changes impact their ef-
fectiveness. This dynamic environment requires that CISOs be adaptable and contin-
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uously update their skills and knowledge, which can be challenging without adequate
organizational support.

Resource Allocation

Resource allocation is a critical aspect of organizational constraints faced by Chief
Information Security Officers (CISOs) in municipalities. Effective resource allocation
is essential to improve cybersecurity governance and policy resilience. However, several
challenges impede the optimal distribution of resources, which in turn affects the overall
cybersecurity posture of these municipalities.

One of the primary challenges in resource allocation is the limited financial re-
sources available to local governments. This constraint is particularly pronounced in
smaller municipalities, which often struggle to secure adequate funding for comprehen-
sive cybersecurity measures. Lack of sufficient funds is identified as a significant barrier
to effective cybersecurity, as it limits the ability to invest in the necessary technologies,
training, and personnel (Hossain et al., 2024a). This financial limitation hinders the
implementation of robust cybersecurity frameworks and the maintenance of up-to-date
security systems.

In addition to financial constraints, there is a notable deficiency in the expertise
and knowledge of local government officials regarding the importance of cybersecu-
rity. This lack of awareness and understanding further complicates the allocation of
resources, as decision-makers may not prioritize cybersecurity initiatives appropriately.
The absence of proper knowledge among officials can lead to inadequate funding and
support for cybersecurity programs, thereby increasing the vulnerability of municipal
systems to cyber threats (Hossain et al., 2024a).

Moreover, the organizational structure and governance models within municipal-
ities can impact resource allocation. The role of the CISO is often not clearly defined,
and their influence on budgetary decisions may be limited. In some cases, CISOs
may report to the Chief Information Officer (CIO) or other senior executives, which
can create conflicts of interest and reduce the CISO’s ability to advocate for neces-
sary resources. The reporting structure can significantly affect the prioritization of
cybersecurity investments and the overall effectiveness of resource allocation (Karanja,
2017).

Another challenge is the reliance on external contractors and cloud services, which
can introduce additional risks and complexities. While outsourcing certain IT functions
can help mitigate the burden on internal resources, it also requires careful management
and oversight to ensure that security standards are maintained. The use of external
services necessitates a thorough assessment of associated risks and the allocation of
resources to manage these risks effectively (Kamil et al., 2023).

Furthermore, the evolving nature of cybersecurity threats necessitates continu-
ous investment in new technologies and training. The transient security environment
means that controls and measures that are effective today may become obsolete tomor-
row. This dynamic landscape requires a flexible and responsive approach to resource
allocation, ensuring that municipalities can adapt to emerging threats and maintain
robust security postures (Maynard et al., 2018).
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Interdepartmental Coordination

Interdepartmental coordination is a critical aspect of the role of Chief Information Se-
curity Officers (CISOs) in enhancing cybersecurity governance within organizations.
Effective coordination between departments is essential for the successful implementa-
tion of cybersecurity policies and practices. One of the primary challenges in interde-
partmental coordination is the alignment of cybersecurity objectives with the broader
organizational goals.

The relationship between the Chief Executive Officer (CEO) and the CISO is also
a significant factor in interdepartmental coordination. The study by Karanja high-
lights the importance of this relationship in managing IT security resources effectively
(Karanja, 2017). The integration of agency theory with IT security underscores the
need for a strong, collaborative relationship between the CEO and the CISO to ensure
that cybersecurity policies are supported at the highest levels of the organization.

Furthermore, the role of cybersecurity leaders in addressing human factors is an-
other critical aspect of interdepartmental coordination. As noted by Sahin & Vance
(2025b), cybersecurity leaders must consider human factors when promoting security
within the organization. This involves understanding the behaviors and attitudes of em-
ployees towards cybersecurity and implementing strategies to foster a security-conscious
culture. The challenges faced by CISOs in this regard include resistance to change and
a lack of awareness among employees about the importance of cybersecurity measures.

Moreover, the evolving nature of cybersecurity threats requires CISOs to con-
tinuously update and adapt their strategies. This dynamic environment necessitates
ongoing collaboration with other departments to ensure that the organization remains
resilient against emerging threats. A strong grasp of cybersecurity policy development,
data privacy, and incident management is essential for CISOs to effectively coordinate
with other departments and address the ever-changing landscape of cybersecurity risks
(Ramezan, 2025a).

The need for executive support in cybersecurity governance is also highlighted
in Hossain et al., (2024a). Establishing a clear regulatory framework and gaining
support from political, bureaucratic, and executive leaders are crucial for effective
interdepartmental coordination.

2.3.3 Budget Limitations
One of the primary organizational constraints is budget limitations. Budget constraints
can severely hinder the ability of CISOs to implement comprehensive cybersecurity
measures. Budget constraints directly influence the effectiveness of cybersecurity man-
agement, limiting the resources available for the necessary security tools, training,
and personnel. This financial limitation can lead to a reactive rather than proactive
approach to cybersecurity, where measures are only implemented after a breach has
occurred. Furthermore, it impacts their ability to effectively manage and enhance
cybersecurity measures. The financial constraints faced by these municipalities often
result in insufficient allocation of resources to cybersecurity initiatives, which can hin-
der the implementation of robust security frameworks and the acquisition of necessary
technologies (Sahin & Vance, 2024).
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One of the primary issues arising from budget limitations is the inability to hire
and retain skilled cybersecurity professionals. A substantial number of municipalities
have outsourced their cybersecurity functions or have less than one dedicated staff
member for cybersecurity. This shortage of skilled personnel can lead to gaps in the
cybersecurity posture of municipalities, making them more vulnerable to cyber threats.
Lack of dedicated staff also means that existing employees can be overloaded, leading to
potential burnout and decreased effectiveness in managing cybersecurity risks (Vestad
& Yang, 2023).

Furthermore, budget constraints can limit the ability of municipalities to invest
in advanced cybersecurity tools and technologies. Many smart city programs lack
publicly accessible pre-existing security measures, highlighting the need for expanded
frameworks that include technical standards and third-party management practices.
Without adequate funding, municipalities may struggle to implement these necessary
measures, leaving them exposed to potential cyberattacks (Preis & Susskind, 2020c).

The organizational structure and reporting mechanisms within municipalities can
also be influenced by budgetary constraints. As noted in (Karanja, 2017), some compa-
nies have responded to IT security breaches by creating new CISO positions or reorga-
nizing their IT units. However, in municipalities with limited budgets, such structural
changes may not be feasible, leading to a lack of clear leadership and accountability in
cybersecurity governance.

In addition, the gap in academic research on specific challenges and solutions for
local governments in cybersecurity, as highlighted in (Hossain et al., 2024a), under-
scores the need for more targeted studies that address the unique financial constraints
faced by municipalities. This knowledge gap can make it difficult for CISOs to develop
effective strategies that are both cost-efficient and robust.

The findings from Lnenicka et al. (Lnenicka et al., 2025) studies assert that
while there is a foundational understanding of cybersecurity in smart cities, significant
gaps remain in addressing practical applications and concrete measures resulting from
existing strategies. These gaps are often exacerbated by budget limitations, which can
prevent the implementation of comprehensive cybersecurity policies and measures.

In addition to the challenges of staffing and technology challenges and other chal-
lenges, budget limitations can also affect the training and development of existing per-
sonnel. Continuous education and training are crucial for keeping up with the evolving
threat landscape, but financial constraints may restrict access to such opportunities.
This can result in a workforce that is not adequately prepared to handle emerging
cyber threats, further compromising the cybersecurity resilience of municipalities.

The allocation of financial resources directly influences the ability to develop,
maintain, and enhance cybersecurity infrastructure and protocols. The literature indi-
cates that insufficient funding can lead to inadequate cybersecurity measures, leaving
municipalities vulnerable to cyber threats. For example, the lack of political and
bureaucratic support often results in insufficient resource allocation for cybersecurity
initiatives (Hossain et al., 2024a). This lack of funding can hinder the development
and enforcement of effective cybersecurity measures, as municipalities may struggle to
allocate the necessary financial resources to adequately address cybersecurity needs.
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The impact of budget limitations is also evident in the gap between compa-
nies’ investment in cybersecurity controls and the contribution of the CISO’s skills to
successfully implement these controls (Zwilling, 2022). This gap underscores the im-
portance of adequate funding to leverage the expertise of CISOs effectively. Without
sufficient financial resources, even the most skilled CISOs may struggle to enhance the
municipality’s cybersecurity resilience.

2.4. Cyber Resilience in an organization
Cyber resilience refers to an organization’s ability to prepare for, respond to, and
recover from cyber incidents. Wagner et al. (2019) emphasize the importance of
integrating CTI and threat sharing into resilience strategies, focusing on prevention,
detection, response, recovery, and adaptation (Wagner et al., 2019). Masten (2016)
defines resilience theory as ”the capacity of a system to adapt successfully to significant
challenges that threaten its function, viability, or development” (Masten, 2018).

Resilience Theory, which will be discussed later, focuses on how organizations
anticipate, absorb, recover from, and adapt to disruptions. The foundations of cy-
ber resilience, as outlined in the work of Quanyan Zhu, emphasize the importance of
preparation, response, and recovery in the face of cyber threats (Zhu, 2024). Resilience
theory is a multidisciplinary framework that examines how individuals, communities,
and systems can withstand, adapt to, and recover from adverse events or disruptions.
Traditional cybersecurity approaches often focus on the prevention of attacks, which
can be inadequate given the unpredictable nature of cyber threats. Dupont et al. (2019)
argues for a paradigm shift towards a resilience-oriented mindset, where organizations
not only prepare for adverse events but also maintain operations under challenging
circumstances. This involves learning from past incidents and evolving strategies to
enhance overall resilience.

2.5. Swedish Context
To better understand the role of CISOs within municipalities, it is essential to consider
the broader Swedish governance and cybersecurity landscape. Sweden’s approach to
digitalization, its decentralized public sector structure, and its evolving cybersecurity
strategies form the backdrop against which municipal actors operate. The following
sections provide an overview of cybersecurity governance in Sweden and examine the
governance structures that shape how responsibilities are distributed at the local gov-
ernment level.

2.5.1 Swedish Governance Structure
Sweden operates within a multi-tiered governance framework consisting of national,
regional, and local levels. Additionally, Sweden’s membership in the European Union
(EU) introduces a supranational dimension, influencing national policies and regula-
tions. (Stockholm City, 2024)

Elections for the parliament, municipal councils, and regional councils take place
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every four years, ensuring democratic representation across all levels of government.
At the municipal level, Sweden is divided into 290 municipalities, each governed by
a democratically elected council. These councils are responsible for levying municipal
income tax and managing a wide range of public services, including education, elderly
care, childcare, utilities, housing, and cultural initiatives. (Stockholm City, 2024)

While municipalities have autonomy in service provision, they are also legally
obligated to ensure certain fundamental public services in accordance with national
laws and regulations. This balance between local independence and national oversight
shapes Sweden’s decentralized governance model, which has direct implications for
cybersecurity governance in municipalities. The ability of each municipality to imple-
ment and enforce cybersecurity policies depends on its governance structure, available
resources, and adherence to national and EU directives (Stockholm City, 2024).

Local Governance Structures

Local governance structures play a crucial role in shaping the cybersecurity resilience of
municipalities. The organizational framework within which Chief Information Security
Officers (CISOs) operate significantly influences their ability to implement effective
cybersecurity measures. In Swedish municipalities, the governance structures vary
widely, impacting the accountability and legitimacy of cybersecurity policies.

One of the primary challenges faced by CISOs is the delineation of roles and re-
sponsibilities within the governance framework. The lack of clear responsibility assign-
ments can hinder the effective enforcement of cybersecurity policies. This ambiguity
often leads to gaps in policy implementation and weakens the overall security posture
of the municipality (Alghamdi et al., 2020).

Furthermore, the resource constraints faced by local governments exacerbate
these challenges. As outlined in, obtaining specific cybersecurity certifications and
investing in advanced security measures can be resource-intensive. Many municipal-
ities struggle with limited budgets, making it difficult to allocate sufficient resources
for comprehensive cybersecurity initiatives. This financial limitation is a significant
barrier to achieving high security, as noted in (Hossain et al., 2024a).

Organizational constraints within municipalities also impact the effectiveness of
CISOs. The authors Preis & Susskind (2020b), indicate that local government entities
face various legal, political and ethical constraints that limit their ability to effectively
manage cyber risks. These constraints necessitate the development of novel solutions
tailored to the unique challenges of the public sector.

Moreover, the governance structures influence the prioritization of cybersecurity
within the municipality. According to Hossain et al. (2020), cybersecurity governance
involves utilizing frameworks and conducting risk assessments to mitigate potential
threats. However, the sophistication and utility of these frameworks can vary, affecting
the municipality’s ability to ensure cybersecurity at the highest level.

The variation in governance structures across different municipalities also leads
to differences in cybersecurity resilience. Some municipalities may have more robust
frameworks and better resource allocation, while others may lag due to inadequate
strategies and funding. This disparity is highlighted in (Lnenicka et al., 2025), which
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notes that the lack of a comprehensive strategy can prevent municipalities from effec-
tively addressing cybersecurity issues.

Additionally, the collaboration and partnerships formed by local governments can
play a significant role in enhancing cybersecurity resilience. As mentioned in (Hossain
et al., 2024a), forming partnerships and investing in targeted training programs can
help municipalities tackle technical and operational challenges. These collaborations
can provide access to cost-effective cybersecurity services and facilitate regular risk
assessments and audits.

2.5.2 Overview of Swedish Municipalities’ Cybersecurity
Landscape

Swedish municipalities, like their counterparts worldwide, are facing an increasingly
complex and dynamic cybersecurity landscape. Municipalities, in particular, represent
a prime target for malicious actors due to several factors (Fresk & Petrelius, 2021):

• Sensitive Data: Municipalities manage vast amounts of sensitive citizen data,
including personal information, financial records, healthcare data, and social se-
curity numbers. This data is highly valuable to cybercriminals for identity theft,
fraud, and other malicious purposes.

• Essential Services: Municipalities are responsible for providing essential public
services. Disrupting these services through cyberattacks can have severe conse-
quences for citizens and the economy (Vestad & Yang, 2023).

• Limited Resources and Expertise: Compared to larger organizations,
Swedish municipalities often have limited resources and cybersecurity expertise
(Fresk & Petrelius, 2021). This makes them more vulnerable to attacks and less
able to effectively respond to incidents (Vestad & Yang, 2023).

• Complex Interconnected Infrastructures: Municipalities operate complex
interconnected infrastructures, including IT systems, operational technology sys-
tems, and industrial control systems. These systems are often integrated with
third-party vendors and cloud services, creating additional vulnerabilities (Vestad
& Yang, 2023).

• Regulatory Requirements: Municipalities face increasing regulatory require-
ments and legal obligations related to data protection and cybersecurity, such as
GDPR and the NIS Directive (Vestad & Yang, 2023). Failure to comply with
these regulations can result in significant fines and legal liabilities.

• Interdependence: Municipalities are highly interdependent on complex supply
chains and ecosystems, which raises the need for better tools to understand and
manage this complexity (Vestad & Yang, 2023).

• Lack of Systemic Security Thinking: A survey of Swedish municipalities
showed that many lack a systematic security approach in their handling of infor-
mation (Fresk & Petrelius, 2021).
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2.5.3 Key Regulatory Frameworks in Sweden
The regulatory framework governing cybersecurity within Swedish municipalities is
multifaceted and involves various standards and guidelines aimed at ensuring robust
information security practices. One of the primary frameworks utilized is the ISO/IEC
27001 standard, which provides a systematic approach to managing sensitive company
information so that it remains secure. This standard is widely adopted by organiza-
tions in Sweden, including public sector entities, to maintain a consistent and applica-
ble structure for information security management. The adoption of ISO/IEC 27001
is driven by demands from the Swedish Civil Contingencies Agency (MSB), which
underscores the importance of having a well-established framework from the outset
to facilitate understanding and compliance across different organizations (Göransson
Ording et al., 2022b).

In addition to ISO/IEC 27001, the regulatory landscape in Sweden also empha-
sizes the need for comprehensive governance and policy frameworks to enhance cyber-
security resilience. Effective governance is crucial as it directly impacts the ability of
municipalities to manage cyber risks and respond to incidents. Poor governance can
lead to significant vulnerabilities, as highlighted by the findings that inadequate in-
vestments, low use of recommended practices, and limited awareness of standards are
prevalent issues among local governments in the United States (Vestad & Yang, 2023).
These insights are relevant to the Swedish context, where similar challenges may ex-
ist, necessitating a proactive approach to governance and investment in cybersecurity
measures.

The role of Chief Information Security Officers (CISOs) is particularly significant
in this regulatory environment. CISOs are responsible for ensuring that cybersecurity
policies and practices align with regulatory requirements and organizational objec-
tives. However, they face several challenges, including human factors, organizational
constraints, and budget limitations. To address these challenges, CISOs must engage
in genuine two-way communication with employees, negotiate and involve them in the
process, and accept that mistakes and errors will occur as part of the learning and
improvement cycle (Ashenden & Sasse, 2013).

Furthermore, the regulatory framework in Sweden also involves the integration of
cybersecurity considerations into broader smart city initiatives. This includes provid-
ing policy frameworks and regulatory oversight while leveraging the private sector for
innovation and technology implementation. Academic institutions contribute through
research and expertise, and citizens and NGOs represent community interests. Build-
ing a skilled cybersecurity workforce within these initiatives is essential, encompassing
personnel with expertise in cyber risk management, threat detection, and incident
response (Lnenicka et al., 2025).

The systematic literature review approach, as employed in various studies, pro-
vides a comprehensive understanding of the cybersecurity domains and the effective-
ness of different regulatory frameworks (Hossain et al., 2024a). This method allows for
the identification of trends and patterns, which can inform the development of more
effective policies and practices. The need for comparative, causal, and systematic re-
search is emphasized to understand the impact of different approaches to enhancing
cybersecurity at the local government level (Preis & Susskind, 2020b).
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Existing Cybersecurity Policies

Existing cybersecurity policies within Swedish municipalities exhibit a range of
strengths and weaknesses, reflecting the diverse approaches and challenges faced by lo-
cal governments. The role of Chief Information Security Officers (CISOs) has evolved
significantly, transitioning from a primarily technical focus to a more strategic and
business-oriented role. This shift underscores the importance of integrating cybersecu-
rity into broader corporate governance frameworks (Ramezan, 2025b).

One of the key components of effective cybersecurity governance is the establish-
ment of formal regulatory structures, such as cybersecurity committees, within local
governments. These structures ensure that data management practices align with cy-
bersecurity principles and regulatory requirements. However, there is a notable gap in
the literature regarding comprehensive legislative and regulatory compliance, particu-
larly in areas such as data privacy, cloud computing, and the Internet of Things (IoT)
(Hossain et al., 2024a). This gap highlights the need for further research and the de-
velopment of practical guidance to help local governments implement these mandates
effectively.

The development of concept maps has been used to effectively communicate the
themes and emphasis of various categories within cybersecurity policies. These maps
help identify areas of strength and weakness in current practices, providing a visual
representation of the policy landscape at the local government level (Hossain et al.,
2024b). According to Hossain and et al., this approach facilitates a better understand-
ing of the cybersecurity big picture and aids decision makers in identifying areas that
require improvement.

While local governments are undertaking various cybersecurity measures, it is
essential to consider responsible innovation and technology principles. This consider-
ation ensures that cybersecurity initiatives are not only effective but also align with
broader ethical and societal values (Hossain et al., 2024a). The integration of these
principles into cybersecurity policies can enhance the overall resilience and legitimacy
of local government efforts.

2.6. Theoretical frameworks
This study draws upon two key theoretical frameworks to support the interpretation of
findings related to cybersecurity governance, organizational dynamics, and policy re-
silience within Swedish municipalities. Applying theory enables a deeper understanding
of not only what challenges are occurring, but also why they emerge and how they can
be explained. Principal-Agent Theory is used to examine the misalignment between
responsibility and authority in cybersecurity roles, while Resilience Theory provides a
lens for analyzing how governance structures influence a municipality’s ability to adapt
and recover from cyber threats. Together, these frameworks offer complementary in-
sights that strengthen the analysis of CISO roles and governance effectiveness. The
first theory presented is Principal-Agent Theory.
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2.6.1 Principal-Agent Theory
Principal-Agent Theory provides a useful framework for understanding the dynamics
between Chief Information Security Officers (CISOs) and other stakeholders within
Swedish municipalities. This theory, which originates from economics, addresses the
issues that arise when one party (the principal) delegates work to another party (the
agent). In the context of cybersecurity governance, the principal can be seen as the
municipal government or its senior management, while the CISO acts as the agent
responsible for implementing and managing cybersecurity policies.

The conceptual overview of the role of Chief Information Security Officers
(CISOs) in enhancing cybersecurity governance and policy resilience within Swedish
municipalities can be framed through the lens of the Principal-Agent Theory. This
theory is instrumental in understanding the dynamics between the CISOs (agents) and
the municipal authorities (principals) they serve.

The Principal-Agent Theory posits that agents are employed to act on behalf of
principals, but their interests may not always align. In the context of cybersecurity
governance, CISOs are tasked with implementing and managing security policies to
protect municipal information systems. However, they often face challenges such as
human factors, organizational constraints, and budget limitations, which can impede
their effectiveness.

The principal-agent relationship is characterized by information asymmetry is-
sues, where the agent typically has more information about the specific tasks and
challenges of cybersecurity than the principal. This asymmetry can lead to problems
such as moral hazard and adverse selection. Moral hazard occurs when the agent has
the opportunity to take actions that are hidden from the principal and that may not
align with the principal’s best interests. Adverse selection refers to the risk of selecting
an agent whose interests or capabilities are not fully aligned with those of the principal.

One of the core challenges highlighted by Principal-Agent Theory is the poten-
tial for misalignment of goals between the principal and the agent. CISOs may face
conflicting objectives, where the municipality’s broader goals of cost efficiency and op-
erational effectiveness may not always align with the stringent requirements of robust
cybersecurity measures. This misalignment can lead to suboptimal outcomes if not
properly managed (Riahi & Islam, 2025).

Furthermore, the theory underscores the importance of information asymmetry,
where the agent (CISO) typically possesses more specialized knowledge about cyber-
security than the principal. This disparity can create challenges in accountability and
oversight, as the principal may struggle to effectively evaluate the agent’s performance
and the adequacy of the cybersecurity measures in place. According to Göransson Ord-
ing et al. (2022b), this information asymmetry necessitates mechanisms to ensure that
the agent acts in the best interest of the principal, such as regular reporting, audits,
and performance metrics.

Trust is another critical element in the Principal-Agent relationship. The au-
thors of Nowak & Distel (2024) indicate that trust between the principal and agent is
essential for effective collaboration. In the context of cybersecurity, trust can be influ-
enced by the CISO’s perceived competence, integrity, and benevolence. Any breach of
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trust, such as a cybersecurity incident attributed to negligence or lack of transparency,
can significantly impact the relationship and the overall effectiveness of cybersecurity
governance.

Organizational constraints and budget limitations further complicate the
Principal-Agent dynamic. CISOs often operate within tight budgetary constraints,
which can limit their ability to implement comprehensive cybersecurity measures. This
financial pressure can lead to prioritization of short-term cost savings over long-term
security investments, potentially increasing the municipality’s vulnerability to cyber
threats (Ashenden & Sasse, 2013; Nowak & Distel, 2024). The high-power distance
index (PDI) in certain organizational cultures, as noted in, can exacerbate these issues
by creating a top-down approach that may stifle the CISO’s ability to advocate for
necessary resources and support.

Human factors also play a significant role in the Principal-Agent relationship.
The resistance to new rules and changes, driven by high uncertainty avoidance index
(UAI), can hinder the effective implementation of cybersecurity policies. Employees’
attitudes towards new security measures are often initially negative, requiring the CISO
to invest in change management and training to shift these perceptions over time (Riahi
& Islam, 2025).

The governance structures within municipalities can vary significantly, impacting
the resilience of cybersecurity policies. Decentralized structures may provide CISOs
with more autonomy and flexibility, but they can also lead to inconsistencies in policy
implementation across different departments. Conversely, centralized structures may
ensure uniformity but can limit the CISO’s ability to tailor security measures to specific
departmental needs (Hossain et al., 2024a; Riahi & Islam, 2025). The balance between
centralization and decentralization is crucial for optimizing cybersecurity resilience.

2.6.2 Resilience Theory
Resilience Theory focuses on how organizations anticipate, absorb, recover from, and
adapt to disruptions. It highlights three key capacities relevant to cybersecurity:
adaptive capacity (adjusting operations to mitigate threats), absorptive capac- ity
(withstanding cyberattacks), and transformative capacity (improving systems post-
incident). This study applies Resilience Theory to explore how financial insti- tutions
use Cyber Threat Intelligence (CTI) and threat-sharing frameworks to build proactive,
adaptive defenses and enhance long-term cybersecurity resilience. The foun- dations
of cyber resilience, as outlined in the work of Quanyan Zhu, emphasize the importance
of preparation, response, and recovery in the face of cyber threats (Zhu, 2024).

Resilience theory is a multidisciplinary framework that examines how individuals,
communities, and systems can withstand, adapt to, and recover from adverse events
or disruptions. The Dupont et al. (2019) define resilience theory in the context of
cybersecurity as the capacity of organizations to withstand, recover from, and adapt to
external shocks caused by cyber risks. This definition emphasizes several key aspects
(Dupont, 2019)

1. Capacity to Withstand: Resilience involves the ability to endure and main-
tain operations during adverse events, such as cyberattacks, without significant
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disruption.

2. Recovery: It includes the capability to recover from incidents, restoring normal
operations, and services after a cyber event has occurred.

3. Adaptation: Resilience also includes the ability to adapt to changing circum-
stances and evolving threats, allowing organizations to learn from experiences
and improve their defenses over time.

Traditional cybersecurity approaches often focus on the prevention of attacks,
which can be inadequate given the unpredictable nature of cyber threats. Dupont et
al. (2019) argues for a paradigm shift towards a resilience-oriented mindset, where
organizations not only prepare for adverse events but also maintain operations under
challenging circumstances (Zhu, 2024). This involves learning from past incidents and
evolving strategies to enhance overall resilience.

Core Dimensions of Resilience

Dupont et al. (2019) outline five core dimensions of organizational resilience, which
are essential for understanding how institutions can effectively navigate and respond to
challenges, particularly in the context of cyber risks. Here’s a more detailed elaboration
on each dimension discussed by Dupont et al (Dupont, 2019):-

1. Dynamic: This dimension emphasizes that resilience is not a static trait but a
dynamic process that evolves over time. Organizations must continuously adapt
their strategies and practices in response to changing environments and emerging
threats. This involves being proactive in identifying potential risks and adjust-
ing operations accordingly. A dynamic approach allows organizations to remain
flexible and responsive to unforeseen challenges, ensuring they can pivot quickly
when necessary.

2. Networked: Resilience is inherently a collective endeavor. The networked di-
mension highlights the importance of relationships and interdependence among
various stakeholders, including employees, partners, customers, and regulatory
bodies. Organizations that foster strong networks can leverage shared knowl-
edge, resources, and support during crises. This interconnectedness enhances the
overall resilience of the ecosystem, as the ability of one organization to withstand
shocks can positively influence the resilience of others within the network.

3. Practiced: The practiced dimension refers to the importance of regular training,
simulations, and exercises to build resilience capabilities. Organizations must not
only develop plans and strategies but also practice them to ensure that employees
are familiar with their roles during a crisis. This dimension underscores the need
for a culture of preparedness, where resilience practices are integrated into daily
operations. Regular drills and scenario planning can help organizations identify
weaknesses and improve their response mechanisms.

4. Adaptive: Adaptability is a crucial aspect of resilience. This dimension focuses
on an organization’s ability to learn from experiences and adjust its strategies
based on past incidents and emerging trends. An adaptive organization is one
that can incorporate lessons learned into its operations, thereby enhancing its
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capacity to deal with future challenges. This involves fostering a culture of con-
tinuous improvement, where feedback loops are established to ensure that insights
gained from crises inform future practices and policies.

5. Contested: The contested dimension acknowledges that resilience is not merely
about internal capabilities but also involves external factors and challenges. Or-
ganizations operate in environments where various interests, power dynamics, and
external pressures can influence their resilience. This dimension highlights the
need for organizations to navigate these complexities and engage with external
stakeholders effectively. It also suggests that resilience strategies may be chal-
lenged or contested by competing interests, requiring organizations to advocate
for their resilience initiatives and negotiate with external parties.

A significant aspect of resilience theory is the shift from a traditional security
mindset, which focuses on prevention, to a resilience-oriented mindset that embraces
the inevitability of cyber incidents. This perspective encourages organizations to accept
their intrinsic fallibility and to prepare for, withstand, and adapt to risks, fostering a
culture of continuous learning and improvement (Dupont, 2019).

2.7. Research Gap
Existing literature highlights that Chief Information Security Officers (CISOs) play an
increasingly important role in strengthening cybersecurity governance across organiza-
tions. However, most studies have focused on private sector contexts or national-level
agencies, while the role of CISOs in local government, and specifically in Swedish mu-
nicipalities, remains underexplored. This is an important omission, as municipalities
manage critical services such as healthcare, education, and infrastructure, making them
essential nodes of societal resilience.

Several gaps emerge. First, while previous research suggests that CISOs can act as
strategic actors bridging technical and organizational domains, it remains unclear how
CISOs contribute to governance and resilience in municipal settings where resources
and mandates vary (RQ1). Second, although challenges such as budgetary constraints,
limited staffing, and cultural barriers are well documented in broader public-sector cy-
bersecurity research, there is insufficient knowledge of how these challenges manifest
specifically for CISOs in Swedish municipalities (RQ2). Finally, municipalities in Swe-
den enjoy a high degree of autonomy, which leads to significant variation in governance
structures, size, and resource capacity. Yet little is known about how these governance
variations influence municipal resilience and the effectiveness of CISOs (RQ3).

By addressing these gaps, this study contributes new insights into the intersection
of cybersecurity governance, organizational resilience, and the evolving role of CISOs in
the Swedish public sector. The findings not only expand academic understanding but
also provide practical implications for policymakers, municipal leaders, and national
agencies (e.g., MSB) seeking to strengthen local cybersecurity capacity in the face of
growing threats and new regulatory demands such as NIS2.
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3. Method

This study employed a qualitative case study approach to explore the role and chal-
lenges of Chief Information Security Officers (CISOs) in Swedish municipalities. A
qualitative design was chosen to allow for in-depth exploration of organizational prac-
tices, governance structures, and human factors that shape cybersecurity resilience.
The case study approach was particularly suited to capturing variation across munici-
palities of different sizes and governance arrangements.

3.1. Research Design
The research involves a comparative analysis of multiple Swedish municipalities, se-
lected to represent a range of sizes, geographic locations, and organizational structures.
This comparative approach will enable the identification of common challenges and
best practices in cybersecurity governance in different contexts. Data will be collected
through semi-structured interviews with key stakeholders and document analysis, in-
cluding CISOs, IT managers, municipal leaders, and other relevant personnel.

Figure 3.1: Research Design

The study uses a combination of qualitative methods, including semistructured
interviews and document analysis, to collect comprehensive data from selected munici-
palities. The interviews are designed to capture the perspectives of CISOs and other key
stakeholders on the challenges and opportunities in cybersecurity governance. These
challenges include human factors, organizational constraints, and budget limitations,
which are critical in shaping the effectiveness of cybersecurity policies and practices
(Islam & Karlsson, 2023; Lnenicka et al., 2025).

The document analysis complements the interviews by providing contextual in-
formation on the governance structures and policy frameworks in place within each
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municipality. The qualitative data collected from interviews are transcribed and ana-
lyzed using thematic analysis and open coding techniques to identify recurring themes
and patterns (Bergquist et al., 2022a; Pollini et al., 2022b).

The comparative aspect of the study is crucial for understanding how different
governance structures impact CISO’s role and cybersecurity outcomes. By compar-
ing municipalities with varying levels of resources, organizational practices, and policy
frameworks, the research aims to highlight best practices and areas for improvement.
This comparative analysis is guided by a conceptual framework that considers the in-
terplay between governance structures, accountability, and legitimacy in cybersecurity
governance (Alghamdi et al., 2020; Islam & Karlsson, 2023; Kesan & Zhang, 2019).

The findings from this comparative case study are expected to contribute to the
broader literature on cybersecurity governance by offering insights into the specific
challenges faced by CISOs in the public sector. Additionally, the study aims to provide
practical recommendations for enhancing cybersecurity resilience through improved
governance structures and policy frameworks (Alshehri et al., 2024; Islam & Karlsson,
2023; Lnenicka et al., 2025).

3.2. Semi-structured interview
Interviews were conducted with cybersecurity professionals, IT managers, and decision-
makers from the selected institutions. The semi-structured format allows flexibility
in exploring participants’ experiences and perspectives while maintaining consistency
across interviews (Fresk & Petrelius, 2021; Pankajakshan & Bangur, 2024). Conducting
semi-structured interviews offers several advantages for case studies, particularly in
capturing nuanced insights and fostering a conversational atmosphere. This method
allows researchers to explore specific themes while remaining flexible, enabling the
emergence of unexpected information that can enrich the study’s findings. The semi-
structured interview format will allow for flexibility in exploring emerging themes and
gaining deeper insights into the experiences and perspectives of participants (Fresk &
Petrelius, 2021). The interviews will be guided by a pre-defined set of questions, but
will also allow for open-ended discussions and the exploration of unforeseen issues.

3.2.1 Flexibility and Depth
Semistructured interviews provide a balance between structured questions and open-
ended responses, allowing for deeper exploration of participants’ thoughts and feel-
ings(Adams, 2015). This adaptability is especially beneficial in case studies, where
contextual understanding is crucial and pre-defined questions may not fully capture
the complexity of the subject. The interactive nature of interviews allows researchers
to probe further into participants’ answers, clarifying ambiguities and uncovering un-
derlying motivations and challenges (Berkelaar & Murphy, 2017; Knott et al., 2022).

This approach is particularly relevant when studying sensitive topics, as it allows
for the development of trust and rapport between the researcher and the participant,
encouraging more honest and detailed responses (Rowlands, 2021). By adapting the
interview flow to the participant’s responses, researchers can gain a more holistic and
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context-rich understanding of the case (Hyde et al., 2012). Unlike quantitative surveys,
interviews enable a richer understanding of the ”why” behind observed phenomena,
providing valuable context for interpreting data (McGrath et al., 2019; Turner III &
Hagstrom-Schmidt, 2022).

3.2.2 Interview Protocol Development
The development of the interview protocol is a critical step in ensuring the collection
of relevant and comprehensive data for understanding the role of Chief Information
Security Officers (CISOs) in enhancing cybersecurity governance and policy resilience
within Swedish municipalities. This process involves several key considerations, includ-
ing the formulation of questions, ethical considerations, and the practical aspects of
conducting the interviews.

To begin with, the formulation of interview questions is guided by the research
objectives and the need to explore the specific challenges faced by CISOs, such as human
factors, organizational constraints, and budget limitations. The questions are designed
to elicit detailed responses that provide insights into how variations in governance
structures impact cybersecurity resilience across different municipalities. For instance,
questions may focus on the strategies employed by CISOs to address these challenges
and the effectiveness of these strategies in different organizational contexts (Göransson
Ording et al., 2022b).

Ethical considerations are paramount in the development of the interview proto-
col. It is essential to ensure that all interviewees are fully informed about the purpose
of the study, the use of their responses, and their right to confidentiality. This involves
obtaining informed consent from all participants and ensuring that their identities are
protected throughout the research process. According to Fresk & Petrelius (2021),
providing clear information about the study’s objectives and the interview process can
lead to more detailed and honest responses from participants.

3.3. Sample
The sample selection for this study was carried out with the aim of representing the
variation in cybersecurity governance between Swedish municipalities. The municipali-
ties of Sweden differ significantly in size, resource allocation, and digital maturity. Some
may have more developed cybersecurity structures and dedicated personnel, while oth-
ers manage cybersecurity responsibilities within broader administrative or IT roles due
to limited resources. Despite these differences, all municipalities are subject to common
regulations such as GDPR and NIS2, which increase the complexity of achieving cyber
resilience (Hossain et al., 2024b; Pursiainen, 2018).

A purposive sampling strategy was employed to capture variation in municipal-
ity size, governance structures, and cybersecurity maturity. Participants were selected
based on their involvement in cybersecurity governance, either in strategic or opera-
tional roles.

The final sample included eight municipalities (M1–M8), with a mix of large and
small municipalities, as well as 14 participants (P1–P14). Participants included CISOs,
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IT managers, information security coordinators, and policy officers.

This purposeful variation in context was intended to provide a wider perspective
on how individuals in CISO or equivalent roles experience and address cybersecurity
governance challenges. The contrasting conditions enable a more comprehensive un-
derstanding of how organizational structures and available resources shape the ability
to build policy resilience within the Swedish municipal sector.

By selecting these 8 municipalities, this study provides a comparative perspec-
tive on cybersecurity governance and policy resilience in Swedish local governments.
For they have varying levels of cybersecurity maturity and different organizational con-
straints. This variation allows for a comprehensive analysis of how different governance
structures impact the effectiveness of CISOs in managing cybersecurity.

Furthermore, the selection process considers the resources limitations faced by
different municipalities. Budget constraints are a common challenge for CISOs, affect-
ing their ability to implement robust cybersecurity measures. Most of the behavioral
research conducted by InfoSec has been conducted within western cultures, which lim-
its its applicability to other contexts (Alotaibi et al., 2016). By including municipalities
with varying budget resources, the study can explore how financial limitations impact
the implementation of cybersecurity policies and the general resilience of the munici-
pality.

The comparative case study design also includes an analysis of documents and
interviews with key stakeholders within the selected municipalities. This approach
allows for a detailed examination of the specific challenges and strategies employed
by CISOs in different contexts. Alghamdi et al.(2020) evaluated numerous articles to
identify relevant studies, highlighting the importance of a thorough review process to
understand the complexities of cybersecurity governance.

3.3.1 Participant Selection

Chief Information Security Officers(Informationssäkerhetsansvariga)CISOs

Chief Information Security Officers (CISOs) play a crucial role in enhancing cyberse-
curity governance and policy resilience within Swedish municipalities. Their influence
extends to ensuring accountability and legitimacy in cybersecurity practices. The role
of CISOs is multifaceted and includes technical, strategic, and managerial responsi-
bilities. In the municipal context, the title Informationssäkerhetsansvarig or Informa-
tionssäkerhetssamordnare is often used for people who fulfill this function.

IT Managers(IT-chefer)

In many small to medium-sized municipalities, the IT Manager (IT-chef) plays a dual
role, often responsible not only for the technical infrastructure but also for information
security. Their inclusion in this study allows for an understanding of how cybersecurity
responsibilities are carried out in settings where a dedicated CISO role may not exist.
IT managers offer practical insight into system implementation, budget allocation, and
collaboration with external service providers.
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IT Security Specialists(IT-säkerhetsspecialister)

To complement the perspectives of CISOs and IT Managers, individuals working as
IT-säkerhetsspecialister or IT-säkerhetssamordnare were also considered. These profes-
sionals are often responsible for the daily operational aspects of cybersecurity, includ-
ing monitoring of the system, handling incidents, and technical enforcement of policies.
Their role is critical to understanding how cybersecurity strategies are translated into
practice on the ground.

Data Protection Officers(Dataskyddsombud)

Dataskyddsombud are responsible for ensuring compliance with GDPR and other data
protection regulations. Their perspective is particularly relevant when examining how
municipalities handle sensitive data and privacy risks in relation to cybersecurity poli-
cies and practices. While their role is distinct from that of CISOs, overlaps in respon-
sibilities make it important for stakeholders in information governance.

3.3.2 Alignment of Research Questions to Methods
To ensure that the research remains focused and systematically addresses its objectives,
this study establishes a clear alignment between its research questions and the selected
qualitative methods, namely semi-structured interviews and document analysis. Each
method was chosen to explore the specific dimensions of the research topic and to
provide a comprehensive understanding of the role and challenges of Chief Information
Security Officers (CISO) in Swedish municipalities.

RQ1: How do CISOs contribute to cybersecurity governance and policy
resilience in Swedish municipalities?

This question is explored through semi-structured interviews with individuals in CISO
roles or equivalent cybersecurity leadership positions within the selected municipalities.
The interviews are designed to elicit insights into how these individuals:

• Influence the development of local cybersecurity policies.

• Participate in risk management and compliance efforts.

• Contribute to the municipality’s ability to respond to evolving cyber threats.

Analysis Approach: Interview transcripts are analyzed using thematic coding,
focusing on patterns in strategic influence, policy engagement, and cross-departmental
collaboration. The results will help define the CISO’s role in aligning local cybersecurity
practices with national frameworks such as those from MSB and the NIS2 Directive.
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Figure 3.2: Overview of Participating Municipalities and Participants

Figure 3.2 presents an overview of the study participants, their roles, and the
size of the municipalities they represent. In total, 14 individuals participated, span-
ning Chief Information Security Officers (CISOs), IT managers, system administrators,
policy officers, and technicians. Participants were drawn from eight municipalities of
varying sizes, ranging from small to large, which allowed for capturing differences in
governance structures, resource allocation, and resilience strategies. For reasons of
confidentiality, municipalities are coded M1–M8, and participants are coded P1–P14.

RQ2: What key challenges do CISOs face in managing cybersecurity, espe-
cially regarding human factors, budgets, and organizational structures?

This question is also addressed primarily through semi-structured interviews, with a
focus on identifying real-world challenges experienced by CISOs. Interviewees are asked
about:

• Constraints related to staffing, funding, and technical resources.

• Internal resistance or low awareness among municipal personnel.

• Organizational limitations such as unclear authority, siloed communication, or
lack of leadership support.

Analysis Approach: Themes related to these challenges are coded and inter-
preted through the lens of Agency Theory, which provides a useful framework to ana-
lyze the gap between responsibility and control. This allows the study to explore how
CISOs operate in environments where expectations may not align with their authority
or available resources.
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RQ3: How do differences in governance structures influence cybersecurity
resilience across municipalities?

This question is addressed through a combined analysis of municipal policy documents
and interview data. Document analysis includes local cybersecurity or information se-
curity policies, governance models, and any published strategy documents that outline
decision-making responsibilities and structural frameworks. This is complemented by
interviews with insight into how these structures function in practice.

Analysis Approach: Document analysis is conducted to identify formal struc-
tures and policy language, while interviews provide grounded perspectives on how
these structures affect operational realities. A cross-case comparative analysis is used
to assess how governance influences resilience, coordination, and the adaptability of
cybersecurity policies.

Summary of Methods and Research Questions

Figure 3.3: Alignment of Research Questions to Methods

By aligning each research question to a specific method and analysis strategy, the study
ensures that the resulting findings are both methodologically grounded and directly
relevant to the research aim. This structure supports the development of a coherent and
rigorous answer to the central problem of how CISOs navigate cybersecurity governance
and policy resilience in Swedish municipalities.

3.4. Data Analysis
To analyze the qualitative data collected through interviews and document review, this
study adopted a structured approach grounded in qualitative content interpretation.
The goal was to identify recurring patterns, themes, and relationships relevant to the
research questions. Thematic analysis was chosen as the primary analytical method due
to its flexibility and suitability for exploring complex organizational and governance-
related issues in cybersecurity. The following subsection outlines the steps taken in the
thematic analysis process.
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3.4.1 Thematic analysis
According to Braun and Clarke (2006), the term ‘thematic analysis’ refers to the
’method of identifying, analyzing and reporting patterns (or themes) within the data’
and represents a conceptually challenging and fundamental method for qualitative anal-
ysis that researchers must learn, due to the skill set they can provide (Maguire &
Delahunt, 2017). The collected data will be analyzed using thematic analysis, a quali-
tative method to identify, organize, and interpret patterns within the data. Thematic
analysis will be applied for its flexibility and ability to provide detailed insight into
participants’ experiences and institutional practices.

Figure 3.4: Thematic analysis process

Figure 3.2 illustrates the steps taken to perform thematic analysis in this inves-
tigation.

Familiarization: After collecting data through interviews and document analysis,
all materials will be thoroughly interviewed, including interview transcripts and insti-
tutional documents. This step will allow the teh researcher to immerse in the data and
identify initial impressions.

Coding: Key segments of the data are assigned codes based on their relevance to
the research questions. For example, codes such as ”governance challenges,” ”resource
constraints,” ”CISO decision-making,” or ”organizational structure and accountability”
may emerge during this process.

Theme Development: The codes are grouped into broader themes that capture
recurring patterns and ideas across the data. These themes may include topics such
as ”regulatory compliance challenges”, ”technological constraints”, and ”collaborative
strategies.”

Interpretation: The themes are interpreted in the context of the objectives and
theoretical framework of the study, providing information on how Swedish municipali-
ties approach cybersecurity governance and the role of CISOs.

Thematic analysis ensures that the findings are systematically derived and rooted
in the collected data. Using this method, the analysis will provide actionable insights
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into institutional practices, barriers, and opportunities for CISO in municipalities.

3.5. Validity and Reliability
Ensuring the validity and reliability of the research findings is a critical component
of this study. Since the research focuses on qualitative data collection through case
studies, interviews, and document analysis, specific measures will be taken to improve
both validity and reliability.

The measures to ensure validity and reliability in this study are based on estab-
lished practices in qualitative research (Creswell & Poth, 2018; Lincoln & Guba, 1985).
Techniques such as triangulation, participant validation, and detailed documentation
are widely recognized for enhancing the credibility and dependability of qualitative
findings. This study does not involve model development, but focuses on accurately
capturing and validating the perspectives of the participants through rigorous qualita-
tive methods.

Validity
To ensure validity or precision of the findings, the following steps will be implemented:

• Triangulation: Multiple data sources, such as interviews and document anal-
ysis, will be used to cross-verify the findings and ensure a comprehensive un-
derstanding of the phenomena being studied. Noble and Smith claim that us-
ing multiple data sources, such as interviews and document analysis, allows for
cross-verification of findings, enhancing the comprehensive understanding of the
studied phenomena (Cohen et al., 2017; Noble & Smith, 2025).

• Participant Validation: Key findings of the interviews can be shared with
the participants for feedback to confirm the precision of interpretations and con-
clusions. Sharing key findings with participants for feedback helps confirm the
accuracy of interpretations, thereby increasing the credibility of the study (Brink,
1993). As part of the participant validation process, a summary of each interview
was sent to the four participants - two from each municipality. Three participants
responded, confirming the accuracy of the summaries, and one of them provided
minor clarifications to elaborate on certain points. One participant did not re-
spond. Nonetheless, this step was included to strengthen the credibility and
transparency of the data collection process.

• Detailed Documentation: A detailed and transparent record of the research
process will be maintained, including interview protocols and coding procedures,
to demonstrate the robustness of the study.

Reliability
To ensure reliability, or the consistency of the research, the following steps will be
adopted:
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• Consistent Procedures: A standardized interview guide will be used across all
interviews to ensure consistency in the data collection process.

• Clear Coding Framework: The thematic analysis will follow a well-defined coding
framework, ensuring that data is interpreted systematically and consistently.

• Audit Trail: A detailed audit trail of decisions made during the data collection
and analysis phases will be maintained to allow for reproducibility and trans-
parency.

By addressing both validity and reliability through these measures, the study
aims to produce findings that are credible, dependable, and applicable to the research
context. These steps will ensure that the research process and results are robust and
trustworthy, providing valuable insights for financial institutions seeking to enhance
their cyber resilience.

3.6. Ethical Consideration and Societal Aspects
Ethical considerations play a critical role in the research process, particularly when
conducting a case study involving two financial institutions. This section outlines the
steps taken to ensure the research is conducted ethically and responsibly, with respect
to participants, institutions, and data.

Confidentiality and Anonymity
Given the sensitivity of the research topic and the data collected, strict measures are
implemented to safeguard the confidentiality and anonymity of the participating in-
stitutions and individuals. Ethical guidelines emphasize the importance of anonymity,
confidentiality, and voluntary participation to safeguard participants’ well-being (Nii
Laryeafio & Ogbewe, 2023). Husband also states that researchers must be aware of
power dynamics and the potential impact of interviews on participants’ lives, ensuring
that participation does not lead to unintended consequences (Husband, 2020).

All identifiable information, including institution names, and specific organiza-
tional practices, will be anonymized. Pseudonyms or generic identifiers will be used to
refer to the institutions and interviewees in all publications and reports.

Informed Consent
Prior to conducting interviews or accessing institutional documents, explicit informed
consent are obtained from all participants and authorized representatives of the in-
stitutions. Informed consent must be clear and comprehensive, ensuring participants
understand the purpose of the study and their rights, including the option to with-
draw at any time (Nii Laryeafio & Ogbewe, 2023). Participants will receive a detailed
explanation of the research objectives, methods, and how their contributions will be
used. They will also be informed of their right to withdraw from the study at any time
without any consequences. For more details of this condition, see Appendix A.2.
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Data Security
Data security is a priority given the sensitive nature of cybersecurity-related infor-
mation. Researchers must implement strong data security protocols to protect par-
ticipants’ information from unauthorized access and misuse (Nii Laryeafio & Ogbewe,
2023). All data, including interview transcripts and institutional documents, are stored
securely on encrypted devices with restricted access. Raw data is not shared publicly
and only anonymized findings are included in the final thesis and any related publica-
tions.

Avoiding Conflicts of Interest
To maintain impartiality, research avoids any conflicts of interest that could influence
findings or interpretations and it ensure that all interactions with the institutions and
participants are conducted professionally and transparently, without bias or favoritism
toward any institution.

Ethical Approval
The study adhered to the ethical guidelines established by the university, as well as any
applicable regulations that govern research within municipalities. Ethical clearance
has been sought from the university to ensure that all necessary considerations are
addressed prior to commencing the study.

Respect for Participants
Participants are treated with respect throughout the research process. Interviews are
conducted at mutually agreed times and locations, minimizing inconvenience to partic-
ipants. The researcher is sensitive to cultural, professional, and organizational norms
when interacting with individuals from the municipalities.

By adhering to these ethical guidelines, the research aims to uphold the highest
standards of integrity while contributing valuable insights to the role and challenges of
CISO in municipalities.

Confidentiality was safeguarded throughout the process. No names, titles, or
identifying information have been disclosed, and all reporting uses anonymized codes
(M1–M8, P1–P14). The study thereby ensures that neither individuals nor municipal-
ities can be traced.

Societal Relevance
Beyond ensuring ethical compliance, this research has important societal value. As
municipalities increasingly rely on digital services to deliver essential public functions,
strengthening cybersecurity governance is critical to protecting citizen data, ensuring
service continuity, and protecting public trust. By highlighting the challenges faced by
cybersecurity professionals and identifying governance gaps, the study contributes to
the development of more resilient, secure, and accountable local government systems.
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The findings are expected to inform municipal leaders, policy makers, and practitioners
in creating more effective cybersecurity structures at the local level.
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4. Results

This chapter presents the findings from 14 semi-structured interviews conducted with
representatives from eight Swedish municipalities. The purpose of the interviews was
to explore the role and challenges of Chief Information Security Officers (CISOs) and
other key stakeholders in cybersecurity governance and policy resilience. Participants
represented both large and small municipalities, with roles ranging from CISOs to IT
managers and policy officers. To ensure confidentiality, each municipality is coded as
M1–M8 and each participant as P1–P14.

A thematic analysis approach was applied to identify common patterns and dif-
ferences across the municipalities. Six main themes emerged from the data:

1. Organizational Governance and Role of the CISO

2. Budgetary Constraints and Resource Allocation

3. Human Factors and Competence Challenges

4. Policy, Compliance, and Legitimacy

5. Collaboration and Threat Intelligence

6. Preparation for NIS2 Directive

These themes provide the foundation for the results presented in this chapter.

4.1. Interview Results
This section presents the results obtained from semi-structured interviews conducted
with 14 individuals from 8 municipalities who are responsible for cybersecurity in their
respective municipalities. Each interview provides unique insights into how cyberse-
curity leadership is exercised, the challenges faced in day-to-day operations, and how
these roles are positioned within broader municipal governance structures.

4.1.1 Theme 1: Governance and Role of the CISO
The study shows that the placement of the CISO within the municipal organization
strongly shapes both their perceived legitimacy and their practical ability to influence
decision-making. Across municipalities, participants described substantial differences
in whether the CISO role is positioned strategically or limited to operational IT.

In some municipalities, CISOs were formally recognized at the management level,
reporting directly to the municipal director or participating in strategic governance
meetings. This positioning gave them visibility and authority in policy discussions:

“V̊ar CISO sitter med i ledningsgruppen och rapporterar direkt till kommundi-
rektören. Det gör att säkerhetsfr̊agorna f̊ar en helt annan tyngd.” (P2, M1) “Our CISO
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is part of the management team and reports directly to the municipal director. This
gives security issues a completely different weight.”

By contrast, in municipalities where the CISO was placed under the IT depart-
ment, their role was described as more reactive and operational, with limited influence
over governance: “Jag upplever att min roll blir tekniskt fokuserad. Jag f̊ar ofta hantera
incidenter, men det är sv̊art att p̊averka de l̊angsiktiga prioriteringarna.” (P7, M3)

“I experience that my role becomes technically focused. I often handle incidents,
but it is difficult to influence the long-term priorities.”

Several participants emphasized the importance of political engagement. In mu-
nicipalities where the municipal board or committees actively discussed cybersecurity,
the CISO role was strengthened and gained legitimacy:

“När kommunstyrelsen själv efterfr̊agar en lägesbild av cybersäkerheten märks
det att fr̊agan tas p̊a allvar.” (P11, M6)

“When the municipal board itself asks for a status report on cybersecurity, it is
clear that the issue is being taken seriously.”

In smaller municipalities, however, the CISO role was often fragmented or even
absent. Instead, responsibilities were distributed among IT managers or external con-
sultants, which led to role ambiguity:

“Vi har egentligen ingen CISO-roll. Säkerhetsansvaret delas mellan IT-chefen och
verksamhetscheferna, vilket gör beslutsvägarna otydliga.” (P5, M2)

“We don’t really have a CISO role. Security responsibility is divided between the
IT manager and department heads, which makes decision-making unclear.”

Participants also highlighted that the definition of the CISO role varied widely.
Some saw themselves as coordinators and policy advocates, while others described their
role as more of an incident responder. As one participant summarized:

“Jag ser min roll som att översätta tekniska risker till n̊agot som ledningen först̊ar
och kan fatta beslut om.” (P9, M4)

“I see my role as translating technical risks into something that management can
understand and make decisions on.”

Overall, the findings suggest that organizational governance is a decisive factor in
shaping the CISO’s role. Municipalities with formalized and strategically placed CISO
functions benefit from clearer responsibilities and stronger policy resilience. In contrast,
municipalities with fragmented or poorly defined roles risk reduced effectiveness in
cybersecurity governance.

Theme 2: Budgetary Constraints as a Central Barrier
Budget emerged as one of the most consistent challenges across all municipalities.
CISOs reported that while awareness of cybersecurity has increased, financial priori-
tization remains limited. This often created tension between strategic ambitions and
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practical realities. Competing Priorities. Many municipalities explained that cyberse-
curity must compete with core welfare services such as education and elderly care. As
one participant described:

“Hos oss är IT-säkerhet alltid n̊agot som kommer efter skola och äldreomsorg. Vi
vet att det är viktigt, men resurserna räcker inte.” (P6, M2)

“In our municipality, IT security always comes after schools and elderly care. We
know it is important, but the resources are not enough.”

This prioritization reflected both political and organizational choices. Several
participants highlighted that cybersecurity is rarely seen as a visible service to citi-
zens, making it harder to justify larger investments compared to social or educational
initiatives.

Limited Dedicated Funding

In several cases, cybersecurity investments were included under the broader IT budget
rather than having a separate allocation. This often meant that incident response or
technical upgrades consumed funds originally intended for long-term development.

“Säkerhetsbudgeten finns inte som egen post. Den försvinner in i IT-budgeten,
och d̊a försvinner ocks̊a fokus p̊a l̊angsiktiga satsningar.” (P10, M4)

“There is no dedicated security budget. It disappears into the IT budget, and
then the focus on long-term investments is lost.”

In municipalities with dedicated cybersecurity funds, participants expressed
greater confidence in planning, training, and preventative work. However, these cases
were exceptions rather than the norm.

Emergency vs. Proactive Spending

A recurring challenge was the tendency to allocate funds only after incidents or external
audits revealed weaknesses. Several CISOs described this as a “firefighting” model
rather than a proactive investment strategy.

“Pengar kommer ofta först när n̊agot har g̊att fel – efter en incident eller en
granskning. D̊a är det redan för sent.” (P3, M1)

“Money often comes only after something has gone wrong – after an incident or
an audit. By then it is already too late.”

This reactive budgeting undermined resilience, as municipalities lacked the ability
to build structures and capabilities before threats materialized.

Procurement Challenges

Budget limitations were also linked to difficulties in procurement. Smaller munici-
palities struggled to negotiate with large vendors and often had to settle for cheaper
solutions with limited functionality. One participant emphasized the risk:
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“Som liten kommun kan vi inte alltid köpa de bästa systemen. Vi f̊ar ta det vi
har r̊ad med, även om det betyder sämre skydd.” (P12, M7)

“As a small municipality, we cannot always buy the best systems. We take what
we can afford, even if it means weaker protection.”

In contrast, larger municipalities with stronger budgets reported being able to
align their procurement with national recommendations and invest in standardized
solutions.

Balancing Security and Usability

Several CISOs described tensions between investing in strong security measures and
maintaining usability for staff. With limited budgets, compromises were often neces-
sary, sometimes resulting in frustration among employees.

“Det blir ofta en balansg̊ang. Om vi har r̊ad att införa multifaktor för alla, d̊a
klagar personalen p̊a att det blir kr̊angligt. Om vi inte gör det, tar vi en risk.” (P8,
M5)

“It’s often a balancing act. If we can afford to implement multi-factor for every-
one, staff complain it’s cumbersome. If we don’t, we take a risk.”

“Det finns ingen öronmärkt budget för informationssäkerhet. Allt ska konkurrera
med annan IT-utveckling, digitalisering och ibland till och med skrivare och licenser.”
(P11, M7)

“There is no earmarked budget for information security. Everything has to com-
pete with other IT development, digitalization, and sometimes even printers and li-
censes.”

Consequences for Resilience

Ultimately, budgetary constraints were seen as a structural barrier to resilience. CISOs
expressed that while their role was to advocate for security, without adequate financial
support, their ability to implement policies and frameworks was severely limited.

“Jag kan skriva hur många policies som helst, men utan pengar för att genomföra
dem blir det bara papper.” (P14, M8)

“I can write as many policies as I want, but without money to implement them,
they remain just paper.”

“Vi har f̊att kompromissa. Vi vet vad som behövs, men vi har inte r̊ad med det
just nu.” (P4, M3)

“We’ve had to compromise. We know what’s needed, but we can’t afford it right
now.”

Across municipalities, budgetary constraints significantly shaped the scope of
CISOs’ work. Municipalities with dedicated funding could make more long-term in-
vestments, while those with limited funding relied on short-term fixes or waited until
incidents occurred before allocating resources.
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4.1.2 Theme 3: Human and Competence Challenges
Beyond financial limitations, CISOs across municipalities consistently identified human
factors and competence gaps as some of the most pressing challenges. These obstacles
spanned from the lack of cybersecurity expertise within municipal IT departments to
difficulties in raising awareness among non-technical staff and management.

Shortage of Skilled Personnel

Several municipalities reported that they had only one or two IT security staff, of-
ten combining cybersecurity responsibilities with general IT operations. This dual
role created vulnerabilities, as specialized tasks such as risk analysis, monitoring, and
compliance were not consistently prioritized.

“Vi är egentligen bara tv̊a personer som delar p̊a allt – drift, support och säkerhet.
Det finns ingen tid för att bygga ett systematiskt säkerhetsarbete.” (P2, M1)

“In reality, we are just two people sharing everything – operations, support, and
security. There is no time to build a systematic security program.”

Smaller municipalities expressed particular concern that they could not com-
pete with private companies for skilled cybersecurity staff. This “brain drain” toward
higher-paying sectors left them dependent on generalist IT staff or external consultants.
Awareness and Culture Among Employees Another recurring issue was the difficulty
of cultivating a security culture among non-IT staff. Participants explained that em-
ployees often saw cybersecurity as an obstacle rather than a shared responsibility.
Phishing emails, weak passwords, and lack of attention to suspicious activity remained
widespread. “Personalen tycker ofta att säkerhet är n̊agot som försv̊arar deras arbete,
inte en del av det. Det är sv̊art att ändra den kulturen.” (P7, M3)

“Staff often think security is something that makes their work harder, not a part
of it. It’s difficult to change that culture.”

This lack of awareness was further compounded by high turnover among munic-
ipal staff, requiring continuous training and communication efforts.

Management Engagement

Many CISOs noted that top management and political leaders did not always grasp the
implications of cyber risks. Without leadership engagement, initiatives to strengthen
security culture struggled to gain traction.

“Ledningen säger att säkerhet är viktigt, men i praktiken f̊ar vi ingen tid p̊a
agendan. Det blir mest tomma ord.” (P9, M4)

“Management says that security is important, but in practice we get no time on
the agenda. It becomes mostly empty words.”

Several participants described situations where training sessions or awareness
campaigns were canceled due to other priorities, signaling to staff that security was
secondary. Reliance on External Consultants Due to internal competence gaps, many
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municipalities relied heavily on external consultants for specialized tasks such as pen-
etration testing, compliance assessments, and incident investigations. While this pro-
vided necessary expertise, it also raised concerns about long-term sustainability. “Vi
hyr in konsulter för nästan allt avancerat. Det fungerar kortsiktigt, men vi bygger inte
upp egen kompetens.” (P11, M6)

“We hire consultants for almost everything advanced. It works in the short term,
but we are not building internal competence.”

This reliance often left municipalities vulnerable when external contracts ended,
as knowledge transfer was limited.

Bureaucratic Decision-Making and Implementation Delays

The participant also expressed concern over the municipality’s slow and multi-
layered decision-making structure, which often stalls even well-motivated proposals.
Most significant actions require approval from several managerial and political levels:

“För att genomföra en enkel åtgärd som att införa tv̊afaktorsautentisering
behövde jag g̊a igenom tre kommittéer och tv̊a ledningsgrupper.”

“To implement a simple measure like introducing two-factor authentication, I had
to go through three committees and two management groups.”

This hierarchical and sometimes risk-averse governance culture limits agility and
delays important measures:

“Ibland känner jag att vi förlorar månader p̊a att utreda n̊agot som borde ha
implementerats direkt.”

“Sometimes I feel that we lose months investigating something that should have
been implemented right away.”

Even when policies are approved, the translation into actionable steps is often
ambiguous or delayed:

“Det finns ingen tydlig linje mellan policybeslut och faktisk implementering. Det
saknas ägarskap.

”There is no clear line between policy decisions and actual implementation. There
is a lack of ownership.”

Training Limitations

Although most municipalities provided some form of staff training, participants stressed
that training was often limited to annual online modules. CISOs questioned whether
such measures were effective in changing behaviors.

“Ett webbaserat test en g̊ang per år gör ingen skillnad i hur folk hanterar mejl
eller lösenord.” (P5, M2)

“A web-based test once a year doesn’t change how people handle emails or pass-
words.”
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Municipalities with more structured and recurring awareness programs reported
better outcomes, but these were exceptions tied to larger budgets and stronger man-
agement commitment.

Emotional Strain and Responsibility

Interestingly, several CISOs mentioned the personal stress of being responsible for
security without sufficient support. The combination of limited staff, unclear mandates,
and high expectations created what one described as a “lonely role.”

“Ibland känns det som att hela kommunens säkerhet hänger p̊a mig personligen.
Det är en orimlig press.” (P13, M8)

“Sometimes it feels like the entire municipality’s security depends on me person-
ally. It’s an unreasonable pressure.”

This highlights how human challenges were not only technical or cultural but
also psychological, shaping how CISOs perceived their ability to carry out their role
effectively. Human and competence challenges were common across municipalities.
Participants described shortages of skilled staff, limited cybersecurity awareness among
employees, low levels of leadership engagement, and reliance on external consultants.
These factors shaped how municipalities approached cybersecurity and influenced the
CISO’s ability to strengthen resilience.

4.1.3 Theme 4: Policy, Compliance, and National Guidelines
Compliance with national frameworks and EU regulations emerged as a central theme
in all municipalities. CISOs described their role as not only technical but also reg-
ulatory, responsible for interpreting and implementing guidelines from the Swedish
Civil Contingencies Agency (MSB), GDPR, and, increasingly, the forthcoming NIS2
directive.

MSB Guidelines and Frameworks

Participants consistently mentioned MSB’s role as the primary source of guidance.
MSB frameworks such as Informationssäkerhet i praktiken (Information Security in
Practice) and Klassa were seen as essential for structuring municipal policies. However,
implementation varied widely between municipalities.

“Vi använder MSB:s Klassa som grund, men vi hinner aldrig göra färdigt klass-
ningen för alla verksamheter.” (P3, M1)

“We use MSB’s Klassa as a foundation, but we never have time to complete the
classification for all operations.”

Some larger municipalities (e.g., M7 and M8) had dedicated teams to opera-
tionalize MSB’s recommendations, while smaller municipalities struggled to adapt the
frameworks to their limited resources.

The participant values the support provided by MSB and SKR but finds that the
available resources require a level of prior expertise to be used effectively:
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“MSB:s material är bra – men det kräver att man redan har viss kunskap för att
kunna använda det rätt.”

“MSB’s material is good — but it requires that you already have some knowledge
to use it properly.”

GDPR and Data Protection

Compliance with GDPR was highlighted as a constant concern, especially around sensi-
tive data such as social services and healthcare records. Several participants mentioned
close collaboration with Data Protection Officers (Dataskyddsombud), but responsi-
bilities were sometimes unclear.

“Det finns en viss förvirring mellan mitt ansvar som CISO och dataskyddsom-
budets ansvar. Vi jobbar parallellt, men det blir ibland otydligt.” (P10, M5)

“There is some confusion between my responsibility as CISO and the Data Pro-
tection Officer’s responsibility. We work in parallel, but it sometimes becomes unclear.”

In smaller municipalities, one individual often held both roles, which participants
felt created risks of conflict of interest and overextension.

Anticipation of NIS2

All participants mentioned the upcoming NIS2 directive as a source of both concern
and opportunity. While NIS2 was seen as strengthening municipalities’ legitimacy to
demand resources, it also raised anxiety about compliance capacity. “NIS2 kommer
att ge oss en starkare röst gentemot ledningen, men jag oroar mig för hur vi ska klara
av alla krav i praktiken.” (P12, M7)

“NIS2 will give us a stronger voice toward management, but I worry about how
we will meet all the requirements in practice.”

Municipalities varied in their preparedness. Larger municipalities had already
initiated gap analyses and action plans, while smaller ones admitted they had only
“begun reading about it.” Local Policies and Implementation Gaps

Although most municipalities had formal information security policies, partici-
pants emphasized a gap between policy and practice. Policies were often described as
“shelf documents” without continuous follow-up.

“Vi har en informationssäkerhetspolicy som är jättefin p̊a papper, men i vardagen
följer folk den inte.” (P8, M4)

“We have an information security policy that looks great on paper, but in daily
practice people don’t follow it.”

The lack of systematic follow-up meant that policies had limited impact on or-
ganizational resilience. Municipalities with regular internal audits (mainly M6–M8)
reported stronger alignment between policies and daily practices.
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Challenges of Translation into Practice

Participants described difficulties in translating national guidelines into practical rou-
tines. For example, while MSB recommends annual risk assessments, many municipal-
ities carried them out irregularly or only after incidents.

“MSB säger att vi ska göra riskanalyser varje år. Vi har inte resurser till det, s̊a
vi gör dem bara när n̊agot g̊ar fel.” (P4, M2)

“MSB says we should do risk assessments every year. We don’t have the resources
for that, so we only do them when something goes wrong.”

This reactive rather than proactive approach reflected broader governance and
resource constraints already noted in previous themes.

Legitimacy and Political Support

Despite challenges, compliance requirements were often used by CISOs as a way to
argue for legitimacy and resources. Regulations such as GDPR fines and NIS2 penalties
were seen as tools to push cybersecurity higher on the political agenda.

“När jag pratar om risk för böter fr̊an Integritetsskyddsmyndigheten lyssnar poli-
tikerna mycket mer än när jag pratar om tekniska risker.” (P14, M8)

“When I talk about the risk of fines from the Data Protection Authority, the
politicians listen much more than when I talk about technical risks.”

Thus, compliance not only created obligations but also provided leverage for
CISOs to establish their role within governance structures.

CISOs in Swedish municipalities reported working within a complex regulatory
landscape, balancing requirements from national frameworks (MSB), EU directives
such as GDPR and NIS2, and local policies. Compliance was often seen as a way to
strengthen organizational legitimacy, but gaps in implementation and limited resources
made systematic resilience difficult to achieve, especially in smaller municipalities.

4.1.4 Theme 5: Collaboration and Threat Intelligence
A recurring theme across the municipalities was the importance of collaboration net-
works—both formal and informal—in managing cybersecurity. Because municipalities
often lack sufficient resources individually, CISOs highlighted the necessity of regional
cooperation, information sharing, and external partnerships to build resilience.

Regional Collaboration and Joint Functions

Several municipalities (M3, M4, M6) reported being part of regional IT collabora-
tions (samverkansorganisationer) where multiple municipalities share an IT or security
function. This model was seen as a pragmatic solution for smaller municipalities that
cannot afford a dedicated CISO or security team.

“Vi delar IT-säkerhetsresurser med tv̊a andra kommuner i länet. Det är enda
sättet för oss att ha en funktion som ens liknar en CISO.” (P5, M3)
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“We share IT security resources with two other municipalities in the county. It’s
the only way for us to have something resembling a CISO function.”

While resource-efficient, shared functions sometimes led to difficulties in prioriti-
zation, as different municipalities had competing needs and risk profiles.

External Networks and MSB Initiatives

All participants mentioned MSB’s information-sharing platforms, particularly SAMFI
(Samverkan för Informationssäkerhet), as important channels for threat intelligence
and best practices. However, participants noted uneven engagement across municipal-
ities.

“MSB:s nätverk är värdefulla, men m̊anga kommuner skickar dit n̊agon fr̊an IT
som inte har mandat. D̊a blir det mer information än samverkan.” (P9, M5)

“MSB’s networks are valuable, but many municipalities send someone from IT
without mandate. Then it becomes more about information than true collaboration.”

This highlighted a broader governance issue—effective collaboration required em-
powered representatives who could both share and act on intelligence. Private Sector
and Vendor Collaboration Several CISOs reported relying heavily on private-sector ven-
dors for both technical solutions and intelligence. Managed Security Service Providers
(MSSPs) were used to monitor logs and provide alerts. While vendors were often seen
as necessary partners, participants also expressed concerns about dependency and lack
of internal competence.

“Vi köper övervakning som tjänst, men det gör oss ocks̊a väldigt beroende av
leverantören.” (P7, M4)

“We purchase monitoring as a service, but it also makes us very dependent on
the provider.”

This reliance raised questions of resilience, particularly if procurement budgets
were cut or if vendor services were disrupted.

Informal Networks and Personal Connections

Beyond formal collaboration, many CISOs described relying on informal peer net-
works—personal contacts with counterparts in neighboring municipalities. These were
often seen as faster and more practical than official channels.

“När n̊agot händer ringer jag en kollega i grannkommunen direkt. Det är mycket
snabbare än att vänta p̊a n̊agon formell process.” (P2, M1)

“When something happens, I call a colleague in a neighboring municipality di-
rectly. It’s much faster than waiting for a formal process.”

These informal ties were considered a strength but also created risks of uneven
coverage—municipalities without well-connected CISOs risked being isolated.
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Challenges in Threat Intelligence Utilization

While access to threat intelligence had improved, many participants felt they lacked
the capacity to analyze and act on the information received. Smaller municipalities in
particular described receiving MSB or CERT-SE alerts but lacking the staff to translate
them into action.

“Vi f̊ar jättemycket information, men vi har inte tid att analysera den. Det blir
nästan överflödigt.” (P11, M6)

“We get a lot of information, but we don’t have time to analyze it. It becomes
almost redundant.”

This created a paradox—while collaboration channels existed, resource con-
straints limited their effectiveness.

Collaboration as a Legitimacy Tool

Interestingly, several CISOs mentioned that participation in external networks was
also used strategically to build internal legitimacy. Being part of MSB-led or regional
initiatives gave weight to their arguments when pushing for resources internally.

“När jag visar att vi är med i MSB:s nätverk och att andra kommuner gör
likadant, d̊a blir det lättare att f̊a gehör hos ledningen.” (P13, M7)

“When I show that we are part of MSB’s network and that other municipalities
do the same, it becomes easier to gain support from management.”

Thus, collaboration was not only operationally useful but also a political tool in
local governance contexts. Collaboration and threat intelligence emerged as crucial for
strengthening municipal cybersecurity. Smaller municipalities often depended on re-
gional cooperation and external vendors, while larger ones could manage more of these
functions internally. Informal networks provided valuable flexibility, but they were not
always systematic. Participants also noted difficulties in turning shared intelligence
into concrete actions, often due to limited staff capacity and competence.

In summary, the findings across the eight municipalities show that the role of
the CISO is shaped by governance structures, resource availability, and collaborative
networks. CISOs contributed by providing strategic direction, ensuring compliance,
and building resilience, but they also faced significant constraints in terms of budgets,
staffing, and organizational support. Differences between municipalities — particularly
between larger and smaller ones — were evident in how responsibilities were structured
and how resilience measures were implemented. Together, these themes provide a
descriptive overview of how CISOs work within the municipal context.
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4.2. Document Analysis

4.2.1 The Swedish Civil Contingencies Agency (Myndigheten
för samhällsskydd och beredskap, MSB)

This section analyzes the role of the Swedish Civil Contingencies Agency (MSB) in
supporting municipal cybersecurity governance, with a specific focus on how MSB
frameworks influence the role and responsibilities of Chief Information Security Offi-
cers (CISOs). Given MSB’s mandate to provide national guidance on risk and crisis
management, its documentation serves as a crucial external reference for local au-
thorities in developing cybersecurity policy resilience and governance structures. The
agency’s guidelines, tools, and strategic recommendations are frequently referenced by
municipalities, and thus provide insight into how national-level cybersecurity gover-
nance intersects with the local implementation led by CISOs.

The Swedish Civil Contingencies Agency (MSB) is a national authority under the
Ministry of Justice, tasked with enhancing societal preparedness, information security,
and cyber resilience. MSB plays a key role in coordinating national cybersecurity efforts
and provides both strategic direction and practical support to Swedish municipalities,
which are considered critical societal actors due to their responsibility for essential
services such as healthcare, education, and infrastructure.

The MSB Guidelines, developed by the Swedish Civil Contingencies Agency
(Myndigheten för samhällsskydd och beredskap, MSB), originate from Sweden’s overar-
ching commitment to improving national security and resilience against cyber threats.
These guidelines are deeply rooted in the agency’s mandate to support municipalities,
government agencies, and private organizations in managing risks associated with infor-
mation security. The purpose of these frameworks is multifaceted: they aim to provide
structured methodologies for risk assessment, incident management, and the imple-
mentation of robust cybersecurity measures tailored to the specific needs of Swedish
municipalities.

The origin of these guidelines can be traced back to Sweden’s recognition of the
increasing complexity and frequency of cyber threats targeting critical infrastructure
and public services. As outlined in, risks associated with an organization’s information
assets necessitate systematic approaches to mitigate vulnerabilities. MSB’s role in
this context is to ensure that municipalities have access to actionable strategies that
align with national objectives for cybersecurity governance. This includes fostering a
culture of accountability and preparedness among municipal actors, as highlighted by,
where access control mechanisms are emphasized as a means to safeguard organizational
assets.

Furthermore, the guidelines are designed to integrate seamlessly with interna-
tional standards such as ISO/IEC 27001, which provides a framework for establishing
an Information Security Management System (ISMS). According to, awareness of such
standards is a prerequisite for their adoption, underscoring MSB’s efforts to educate
municipal stakeholders about global best practices. By aligning its recommendations
with internationally recognized frameworks, MSB ensures that Swedish municipalities
remain competitive and compliant within the broader European cybersecurity land-
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scape.

The purpose of these guidelines extends beyond technical implementation; they
also serve as tools for strategic decision-making. For instance, risk analysis processes
described in enable municipalities to comprehend the nature and magnitude of risks
they face. This analytical approach supports informed decisions regarding risk treat-
ment and acceptance, ensuring that resources are allocated effectively to address vul-
nerabilities. Additionally, MSB emphasizes the importance of continuous improvement
through iterative processes such as those outlined in (ISO/IEC:27001, 2013), where
planning, execution, monitoring, and corrective actions form a cyclical model for en-
hancing cybersecurity resilience.

Another critical aspect of the guidelines’ purpose is their role in fostering collab-
oration between various stakeholders. As noted by Markopoulou et al. (Markopoulou
et al., 2019), directives like NIS2 highlight the need for coordinated efforts among digi-
tal service providers and public entities to manage risks effectively. MSB’s frameworks
echo this sentiment by encouraging municipalities to engage with national and regional
partners, thereby creating a unified front against cyber threats.

Moreover, these guidelines address both internal organizational needs and exter-
nal compliance requirements. Mirtsch (2023) identifies internal motivations such as
improving service quality and reducing operational costs alongside external drivers like
legal compliance and reputation management. MSB’s recommendations cater to these
diverse objectives by offering adaptable solutions that balance operational efficiency
with regulatory adherence.

Application in Municipal Contexts

The application of MSB guidelines and frameworks in municipal contexts is critical
for enhancing cybersecurity governance and policy resilience. These guidelines pro-
vide structured approaches to managing information security, which are essential for
municipalities that handle sensitive data and face diverse cybersecurity threats.

Municipalities often struggle with implementing comprehensive information se-
curity policies due to resource constraints and varying levels of expertise among staff.
The MSB guidelines address these issues by emphasizing the importance of risk man-
agement processes, as outlined in ISO 27001. Risk management involves systematic
activities such as identifying, analyzing, evaluating, and treating risks, which are cru-
cial for municipalities to safeguard their operations against cyber threats. By adopting
these processes, municipalities can establish a proactive approach to mitigating risks
associated with data breaches or system vulnerabilities.

The classification of data within municipal systems is another area where the MSB
guidelines prove beneficial. According to, Swedish municipalities vary significantly in
their methods and levels of development regarding data classification. Larger munic-
ipalities tend to have more advanced systems for categorizing the data they manage,
while smaller ones may lack the necessary tools or expertise. The MSB frameworks
encourage uniformity in these practices by providing clear methodologies for classifying
sensitive information, thereby reducing inconsistencies across different municipalities.
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Furthermore, the integration of MSB guidelines into municipal cybersecurity poli-
cies aligns with broader international standards such as ISO/IEC 27001 and ISO/IEC
27005. These standards emphasize coordinated activities for risk management and the
establishment of robust information security management systems (ISO/IEC:27001,
2013). By incorporating elements from these standards into local practices, Swedish
municipalities can enhance their compliance with global norms while addressing local
challenges effectively.

The role of Chief Information Security Officers (CISOs) is particularly significant
in applying MSB guidelines within municipal contexts. CISOs are tasked with inter-
preting these frameworks and adapting them to the unique operational environments
of their respective municipalities. This requires not only technical expertise but also
an understanding of organizational dynamics and legal requirements such as GDPR
compliance. The IMY Guidelines on GDPR further complement the MSB recommen-
dations by providing detailed instructions on handling personal data securely, which is
a critical aspect of municipal operations.

Challenges remain in ensuring widespread adoption of MSB guidelines across all
municipalities. As noted in Mirtsch (2023) low response rates in studies on information
security practices highlight the difficulty researchers face in obtaining reliable data from
organizations. This reluctance may stem from concerns about exposing vulnerabilities
or a lack of awareness about the benefits of adhering to standardized frameworks.
Addressing these barriers requires targeted efforts to raise awareness among municipal
leaders about the importance of cybersecurity governance and the practical advantages
offered by MSB guidelines (Mirtsch, 2023).

Additionally, municipalities must navigate complex legislative landscapes when
implementing these frameworks. For instance, Säkerhetsskyddslagen imposes stringent
requirements on protecting national security interests, which may intersect with munic-
ipal responsibilities (Lachaud, 2020). CISOs must ensure that their strategies align not
only with MSB recommendations but also with legal mandates that govern sensitive
data handling.

The dynamic nature of cyber threats necessitates continuous updates to both
policies and practices within municipalities. Incident reports from CERT-SE provide
valuable insights into emerging threats and vulnerabilities that can inform revisions
to existing frameworks (Fresk & Petrelius, 2021). By leveraging this real-time infor-
mation alongside MSB guidelines, CISOs can develop adaptive strategies that enhance
resilience against evolving risks.

The MSB Guidelines also stress the importance of strategic planning in achieving
well-grounded governance structures for information security. This involves not only
creating policies but also ensuring their practical implementation through training pro-
grams, regular audits, and incident response mechanisms. For smaller municipalities,
where resources may be limited, these guidelines serve as a critical resource for building
capacity and aligning efforts with national objectives. The presence of an information
security coordinator in such municipalities often becomes central to executing these
strategies.

Furthermore, cybersecurity governance under the MSB Guidelines is closely tied
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to risk management practices. Municipalities are encouraged to identify vulnerabilities
within their systems and develop proactive measures to address them. This includes
conducting risk assessments that consider both technical aspects and human factors
influencing cybersecurity outcomes (Fresk & Petrelius, 2021). By integrating risk man-
agement into governance frameworks, municipalities can prioritize actions based on
potential impact and likelihood of occurrence.

The guidelines also recognize the complexity of municipal responsibilities in Swe-
den, ranging from daily care services to maintaining critical infrastructure (Fresk &
Petrelius, 2021; MSB, 2015). Given this diversity, secure information handling becomes
indispensable across all areas of operation. The MSB Guidelines provide a foundation
for addressing these varied needs while maintaining consistency in policy application.
This ensures that even highly sensitive sectors within municipal operations adhere to
stringent security protocols.

4.3. Analysis of the joint results

Summary of Findings

This chapter presented the findings from both the document analysis and the in-
terviews conducted with CISOs from 14 participants of 8 municipalities. The doc-
ument analysis encompassed key national and EU-level cybersecurity policies, includ-
ing the MSB guidelines, NIS2 Directive, Sweden’s National Cybersecurity Strategy
(2023–2026), IMY guidelines on GDPR, SKR recommendations, CERT-SE incident
reports, municipal cybersecurity policies, and the Swedish Security Protection Act
(SFS 2018:585). These documents collectively outline the evolving responsibilities and
expectations placed upon CISOs within Swedish municipalities. The interviews pro-
vided practical insight into the role and challenges of CISO in municipalities. Both
CISOs highlighted issues such as limited resources, fragmented governance structures,
and the need for continuous adaptation to emerging cyber threats. They also empha-
sized the importance of fostering a security-conscious culture and the difficulties in
aligning municipal practices with national and EU directives.

While most of the municipalities share common challenges such as limited re-
sources, unclear mandates, and difficulty in aligning with national policies, there are
also significant differences in how cybersecurity governance is structured and practiced.
Some operate with more informal, reactive approaches, while others demonstrate a
more formalized and proactive governance model.

Overall, the findings indicate a significant gap between policy expectations and
the operational realities within municipalities. This underscores the need for more
coherent governance structures, adequate resource allocation, and ongoing support to
enhance cybersecurity resilience at the municipal level.
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5. Discussion

This chapter discusses the findings of the study in relation to the research questions
and the theoretical perspectives of Agency Theory and Resilience Theory. The aim is
to interpret how Chief Information Security Officers (CISOs) in Swedish municipalities
contribute to cybersecurity governance and resilience, the challenges they face, and how
governance structures shape their effectiveness. The discussion is structured around
six themes identified in the results: (1) Organizational Governance and Role of the
CISO, (2) Budgetary Constraints and Resource Allocation, (3) Human Factors and
Competence, (4) Policy, Compliance, and Legitimacy, (5) Collaboration and Threat
Intelligence, and (6) NIS2 Preparation. Each theme is interpreted through the lens of
the theoretical frameworks and linked to the research questions.

5.1. Organizational Governance and Role of the
CISO
The findings show that the role of the CISO in municipalities is highly dependent
on governance structures. In larger municipalities, CISOs are often strategically posi-
tioned, with access to top management and influence over policy. In smaller municipal-
ities, by contrast, the role is more operational and fragmented, often combined with IT
manager responsibilities. This variation affects both the CISO’s legitimacy and their
ability to shape long-term resilience strategies.

From the perspective of Agency Theory, this reflects a classic principal–agent
misalignment. CISOs are made responsible for securing systems and ensuring com-
pliance, yet they frequently lack the authority to make binding decisions. One par-
ticipant noted: “Jag har ansvaret men inte mandatet. Det gör det sv̊art att driva
igenom förändringar” (P3, M2) — “I have the responsibility but not the mandate.
That makes it difficult to push through changes.” This dynamic underscores how re-
sponsibility and accountability are not always matched with sufficient control, creating
gaps in governance effectiveness.

At the same time, Resilience Theory highlights that municipalities with more
formalized governance structures are better positioned to institutionalize resilience. In
larger municipalities, CISOs can integrate cybersecurity into broader risk management,
building adaptive capacity over time. Smaller municipalities, lacking this integration,
remain more reactive. Thus, governance design directly influences both the CISO role
and resilience outcomes.

5.2. Budgetary Constraints and Resource Allocation
Budget limitations emerged as one of the most persistent obstacles for CISOs across
municipalities. Participants reported that while awareness of cyber threats has grown
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in recent years, financial resources have not kept pace with the increased demands for
security infrastructure, monitoring tools, and staffing.

For smaller municipalities in particular, this often resulted in reactive rather
than proactive security management. As P9 observed: “Vi har inte resurser för att
jobba förebyggande, vi släcker mest bränder” [“We don’t have the resources to work
proactively; we mostly put out fires”]. This is consistent with previous research noting
that municipalities, compared to private sector organizations, often lack dedicated
funding for long-term cybersecurity investment (Hansson, 2021).

In Agency Theory terms, this illustrates how principals (political and adminis-
trative leaders) control financial resources, while agents (CISOs) bear the responsibility
for outcomes. The misalignment between responsibility and resource control creates
frustration and risk. As one CISO put it: “Vi f̊ar pengar först efter en incident, inte
innan. Det gör oss s̊arbara” (P7, M4) — “We only get money after an incident, not be-
fore. That makes us vulnerable.” This demonstrates how budgetary dependence reflects
a structural agency problem.

Through the lens of Resilience Theory, limited budgets constrain adaptive ca-
pacity by restricting the ability to invest in training, systems, and redundancy. Larger
municipalities that allocate dedicated cybersecurity budgets show stronger capacity
to anticipate and adapt, while smaller municipalities are left dependent on external
support. Thus, financial structures directly shape resilience potential.

Budget constraints also reinforced the vulnerability of municipalities to external
shocks, such as ransomware attacks. Participants noted that while national and EU-
level frameworks (e.g., NIS2) require higher levels of preparedness, municipalities often
struggle to allocate sufficient funding to meet compliance demands. This creates a gap
between policy expectations and local capacity.

Thus, budgetary limitations not only restrict the scope of municipal cybersecurity
activities but also challenge CISOs’ ability to fulfill their governance role effectively.
These insights directly address RQ2, highlighting financial resources as one of the
central barriers to cybersecurity resilience.

5.3. Human Factors and Competence Challenges
In addition to budgetary constraints, a consistent theme across municipalities was the
challenge of human factors, including lack of competence, limited staff, and low aware-
ness among employees. Participants repeatedly noted the dual problem of insufficient
staff awareness and shortages of qualified cybersecurity specialists.

First, employees in schools, social services, and healthcare often lacked the knowl-
edge or training to identify cyber threats. As P3 commented: “Vi kan ha de bästa
systemen, men om personalen klickar p̊a fel länk spelar det ingen roll” [“We can have
the best systems, but if staff click on the wrong link it does not matter”]. This illus-
trates the vulnerability of organizations that rely heavily on non-technical staff in daily
operations.

Second, municipalities—especially smaller ones—faced difficulties in recruiting
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and retaining cybersecurity professionals. Private companies and larger municipalities
often offered more competitive salaries and career development opportunities, leaving
some CISOs reliant on external consultants. While external expertise provided tempo-
rary relief, it sometimes undermined continuity and long-term governance development.

Third, leadership awareness was often limited. Several participants noted that
political leaders and top executives underestimated cyber risks, viewing them as sec-
ondary to other municipal priorities. This disconnect restricted CISOs’ ability to secure
necessary support for initiatives.

Resilience Theory emphasizes that resilience depends not only on technical
systems but also on human and cultural capacity to adapt. Municipalities with strong
training programs and leadership engagement showed better preparedness. In contrast,
where leadership disengagement and staff shortages prevailed, adaptive capacity was
weakened. One participant explained: “Många ser IT-säkerhet som n̊agon annans
ansvar, inte som en del av vardagen” (P10, M6) — “Many see IT security as someone
else’s responsibility, not as part of everyday work.”

Although Agency Theory is less directly applicable here, it helps to explain the
reliance on external consultants as a way to bridge the gap between expected respon-
sibilities and actual internal capacity. This reliance reflects a delegation of responsi-
bility without addressing structural misalignments in staffing and awareness. These
findings reinforce the notion that cybersecurity governance is as much about people
and culture as about technology (Bada & Nurse, 2019). They contribute to RQ2 by
demonstrating that human and cultural dynamics—awareness, training, and leadership
prioritization—are central obstacles to municipal cybersecurity resilience.

5.4. Governance Variations, Collaboration, and Ex-
ternal Frameworks
The study also found that governance structures differed significantly across municipal-
ities, shaping their resilience capacity. Larger municipalities often had institutionalized
governance models, clearer reporting structures, and dedicated units for cybersecurity.
Smaller municipalities, by contrast, frequently relied on shared regional arrangements
or collaborations with neighboring municipalities.

One participant (P11) explained: “Vi delar resurser med grannkommunerna. Det
gör att vi kan ha en viss kompetens som vi annars inte hade haft r̊ad med” [“We share
resources with neighboring municipalities. This allows us to have some competence
that we otherwise could not afford”]. While collaboration helped overcome resource
limitations, it also introduced new challenges of accountability and coordination.

National and EU-level frameworks also shaped governance practices. MSB guide-
lines were widely cited as valuable for structuring work, but participants also described
them as administratively heavy. Similarly, while NIS2 was seen as a driver for improved
resilience, concerns were raised about municipalities’ ability to meet its requirements
without increased funding and competence. As P8 noted: “MSB ger bra riktlinjer, men
vi drunknar ibland i administration när vi ska följa allt till punkt och pricka” [“MSB
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provides good guidelines, but we sometimes drown in administration when we try to
follow everything to the letter”].

These findings directly address RQ3, showing that governance structures are not
uniform but vary according to size, resources, and local strategies. While national
frameworks provide important legitimacy and direction, municipal resilience ultimately
depends on local governance capacity and collaborative arrangements.

From the perspective of Agency Theory, governance variations and external
frameworks highlight the persistent misalignment between accountability and author-
ity. CISOs are held accountable for compliance and resilience but often lack sufficient
control over resources or decision-making. Collaboration and external mandates there-
fore become strategic tools to negotiate this gap.

From the perspective of Resilience Theory, governance variations demonstrate
how resilience is not uniformly distributed but depends on institutional design, re-
sources, and inter-organizational ties. Larger municipalities internalize resilience, while
smaller ones adapt by embedding themselves in broader networks. External frame-
works further shape resilience by providing structure but risk creating inequalities in
implementation capacity.

In summary, governance variations, collaboration, and external frameworks re-
veal that municipal resilience is relational and context-dependent. Stronger governance
structures and strategic integration of CISOs enhance resilience internally, while col-
laboration and reliance on external mandates compensate for local weaknesses.

5.5. Synthesis and Contribution to Research Ques-
tions
Bringing together the five themes, this study provides an integrated understanding of
the role and challenges of CISOs in Swedish municipalities. The synthesis highlights
both how CISOs contribute to cybersecurity governance and resilience, and the orga-
nizational, financial, and cultural barriers that shape their effectiveness. Importantly,
the findings reveal significant differences in how governance structures enable or con-
strain resilience, offering nuanced insights that respond directly to the three research
questions.

RQ1: How do CISOs contribute to cybersecurity governance and policy
resilience in Swedish municipalities?

The findings demonstrate that CISOs play a dual role: they act both as technical
experts and as organizational mediators. When positioned within the higher levels
of governance, CISOs are able to influence strategic decisions, translate technical risk
into organizational language, and ensure that cybersecurity is integrated into broader
municipal objectives. This integration enhances resilience by embedding security into
policy and operational planning rather than leaving it as a siloed IT function.

However, the study also shows that this contribution is highly contingent on legit-
imacy. In municipalities where the CISO role is not clearly formalized, their influence is
limited to operational matters, weakening the link between governance and resilience.
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These findings echo prior research that emphasizes the importance of role clarity and
top management support (Ifinedo, 2012; Fenz et al., 2014). They also highlight a
Swedish-specific dynamic: the reliance on municipal autonomy, which means that the
presence and authority of CISOs vary widely across contexts.

In practice, CISOs strengthen resilience by serving as the bridge between frame-
works and implementation. They ensure compliance with MSB guidance, GDPR, and
NIS2, while also adapting these requirements to local conditions. Their governance con-
tribution is therefore not only procedural but also relational, as they cultivate awareness
among leaders and employees.

From an Agency Theory perspective, CISOs attempt to reduce the misalign-
ment between principals (municipal leadership) and agents (IT/security staff) by co-
ordinating responsibilities and ensuring accountability. From a Resilience Theory
perspective, CISOs strengthen adaptive capacity by embedding security into gover-
nance structures and by leveraging collaboration with national and regional networks.

RQ2: What key challenges do CISOs face in managing cybersecurity,
especially regarding human factors, budgets, and organizational structures?

The study highlights three interrelated categories of challenges: financial con-
straints, human and competence issues, and organizational barriers.

First, budgetary limitations restrict the scope of municipal cybersecurity initia-
tives. Smaller municipalities often adopt reactive strategies, justifying expenditures
after incidents rather than engaging in proactive investments. This aligns with ear-
lier findings that resource scarcity is one of the primary inhibitors of cybersecurity
maturity in the public sector (Huth et al., 2013). In contrast, municipalities with
dedicated budgets demonstrated greater capacity to plan systematically and invest in
resilience-enhancing measures.

Second, human and competence challenges were repeatedly emphasized by partic-
ipants. Shortages of skilled staff, low awareness among employees, and an overreliance
on consultants hinder municipalities’ ability to establish sustainable cybersecurity gov-
ernance. These findings confirm the argument by Bada et al. (2019) that cybersecurity
is not solely a technological challenge but fundamentally a human one.

Third, organizational barriers—such as unclear role definitions, lack of leader-
ship engagement, and fragmented governance structures—limit the authority of CISOs.
Even when frameworks exist, their effective implementation depends on organizational
culture and leadership prioritization. Without support from municipal executives and
elected officials, CISOs remain isolated, unable to anchor security as a collective re-
sponsibility.

From the lens of Agency Theory, these challenges underscore a persistent ac-
countability gap: CISOs are tasked with responsibility for outcomes without the nec-
essary authority or resources. Resilience Theory highlights how these constraints
reduce adaptive capacity, forcing municipalities to depend on external collaboration or
compliance-driven measures rather than building internal strength.

Together, these challenges underscore that cybersecurity in municipalities is less
about technical capacity and more about overcoming structural and cultural obstacles.
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RQ3: How do differences in governance structures influence cyberse-
curity resilience across municipalities?

The study reveals clear differences in resilience outcomes between larger and
smaller municipalities. Larger municipalities benefit from more formalized governance
structures, dedicated budgets, and internal expertise, allowing them to institutionalize
cybersecurity as part of broader governance. Smaller municipalities, in contrast, often
rely on collaborative arrangements, such as regional partnerships and vendor support,
to compensate for resource shortages.

This governance variation has both strengths and weaknesses. On one hand,
collaboration provides smaller municipalities with agility and access to external com-
petence. On the other hand, reliance on external actors risks creating dependency and
limits the development of internal resilience. These findings reflect the broader de-
bate in governance literature about centralization versus decentralization of expertise
(Christensen & Lægreid, 2007).

Furthermore, national frameworks such as MSB’s guidance and EU regulations
create a baseline of expectations, but municipalities vary in their ability to implement
them proportionally. Larger municipalities can absorb these requirements systemati-
cally, while smaller ones often experience them as administrative burdens. This un-
evenness highlights the importance of proportional governance strategies that adapt to
municipal size and capacity.

nterpreted through Resilience Theory, these differences illustrate how resilience
is relational and context-dependent: it is either internalized through strong governance
or adapted through external networks. Agency Theory reinforces this point by show-
ing how governance structures mediate the alignment between responsibility, authority,
and accountability, ultimately shaping resilience outcomes.

Integrated Synthesis
Overall, CISOs in Swedish municipalities occupy a critical but constrained role. They
act as both technical experts and organizational boundary-spanners, mediating be-
tween local governance structures and external policy demands. Their contributions are
shaped — and often limited — by resource shortages, authority gaps, and governance
variations. Applying Agency Theory reveals the structural misalignments that weaken
accountability, while Resilience Theory highlights the adaptive strategies municipalities
employ to sustain resilience under these conditions. Together, these theoretical per-
spectives explain not only the challenges CISOs face, but also the mechanisms through
which municipalities maintain cybersecurity resilience despite structural limitations.

5.6. Comparison with Previous Research
This section contributes to answering Research Question 3, while also reinforcing find-
ings related to RQ1 and RQ2, by comparing the empirical results with previous studies
on cybersecurity governance, organizational challenges, and the evolving role of CISOs
in public sector contexts.
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The findings from this study both reinforce and nuance existing research on the
role and challenges of CISOs in public sector cybersecurity governance. Several themes
identified in the literature—particularly concerning organizational limitations, human
factors, and the importance of governance structures—were echoed in the empirical
data. At the same time, the findings offer more context-specific insights into the
municipal setting in Sweden.

These studies emphasize the importance of aligning security leadership with
broader organizational goals and policies. The findings of the municipality align with
this perspective, where the cybersecurity lead plays a more defined role in strategic
discussions, even if the final decisions remain with top-level management. In contrast,
the situation in municipality A highlights a gap in the literature: in smaller munici-
palities, the role of the CISO (or equivalent) is often informal or merged with other
responsibilities, limiting the ability to act strategically. This adds to academic under-
standing by emphasizing how municipal size and resource availability shape the role in
practice.

Second, challenges related to organizational structure and limited authority were
central in both the literature and the interviews. Von Solms and Van Niekerk (2013)
and Fiedler (1964) discuss how organizational maturity and leadership structure in-
fluence the ability to implement effective security governance. This was strongly sup-
ported by the interview data: both participants described unclear mandates, low pri-
oritization of cybersecurity at the leadership level, and the need to gain approval from
nontechnical decision-makers, confirming the relevance of the principal-agent dynamic
described in Agency Theory.

Third, the literature on cybersecurity culture and human factors by Ashenden &
Sasse (2013) highlights the critical role of employee behavior and internal awareness.
This was particularly visible in both municipalities, where awareness levels varied and
training was either limited or inconsistently applied. The findings confirm that even
when structural policies are in place, cultural resistance or lack of understanding can
undermine resilience.

In addition, this study expands on the existing literature by incorporating a
comparative perspective on governance models. While previous research often focuses
on centralized systems or national agencies, this study shows how variation in municipal
governance structures directly affects cybersecurity resilience.
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6. Conclusion

This study set out to explore the role and challenges of Chief Information Security
Officers (CISOs) in Swedish municipalities, with a particular focus on their contribution
to cybersecurity governance and resilience. Drawing on interviews with 14 participants
from eight municipalities, the findings reveal both the potential and the limitations of
the CISO function within local government.

Firstly, the role of the CISO was found to extend beyond technical expertise into
the governance of municipal cybersecurity. CISOs act as organizational translators,
bridging the gap between technical requirements, policy frameworks, and local politi-
cal realities. Where CISOs are strategically positioned within governance structures,
they are able to influence legitimacy, responsibility, and resilience. Conversely, when
confined to operational IT roles, their ability to shape policy or drive long-term change
is severely constrained.

Secondly, the challenges faced by CISOs were primarily organizational and hu-
man in nature. Limited budgets, staff shortages, and varying levels of awareness among
employees emerged as key obstacles. In smaller municipalities, reliance on external con-
sultants and informal networks created dependencies that hindered systematic develop-
ment. Larger municipalities were able to institutionalize cybersecurity functions more
effectively, but cultural barriers such as lack of leadership engagement and competing
priorities remained persistent challenges.

Thirdly, governance structures significantly influenced resilience. Larger munici-
palities benefited from established processes and clearer chains of responsibility, while
smaller ones were more dependent on inter-municipal collaboration, regional networks,
and support from national agencies. National frameworks provided by the Swedish
Civil Contingencies Agency (MSB) and European Union directives such as GDPR and
the forthcoming NIS2 directive were important sources of legitimacy, yet also placed
administrative burdens on resource-constrained municipalities.

Taken together, these findings highlight that municipal cybersecurity resilience is
shaped less by technology than by governance, resources, and human factors. CISOs are
essential actors in this process, but their effectiveness depends on their organizational
mandate and the resources available to them.

In contrast, in smaller municipalities, the cybersecurity function is often informal,
with responsibilities distributed among general IT staff. This results in fragmented pol-
icy implementation, reactive incident management, and a lack of institutional learning.
These challenges are compounded by limited budgetary influence and low awareness
of cybersecurity among decision makers. The study also confirmed that human fac-
tors, such as staff resistance, limited awareness, and the absence of a cybersecurity
culture, pose significant barriers to effective governance. Furthermore, interviewees
emphasized the ongoing difficulty of maintaining engagement with nontechnical staff
and leadership.
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When analyzed through the lens of Agency Theory, the findings revealed a con-
sistent pattern of misalignment between responsibility and authority. CISOs (agents)
are expected to deliver results without having the strategic influence or control over
resources necessary to fulfill those expectations. Resilience theory further supported
the interpretation of the findings by highlighting the structural differences in munici-
palities’ ability to adapt, learn from incidents, and update their cybersecurity practices
over time.

6.1. Contributions to Research and Practice
This study contributes to the growing body of literature on cybersecurity governance
by: Providing context-specific insights into how cybersecurity leadership functions at
the municipal level in Sweden.

• Highlighting the structural, cultural, and financial barriers that limit the effec-
tiveness of cybersecurity policy implementation.

• Demonstrating how the application of Agency Theory and Resilience Theory can
clarify the governance and leadership dynamics that shape municipal cybersecu-
rity outcomes.

• Practically, the findings underscore the need for municipalities—especially
smaller ones—to formalize cybersecurity responsibilities and roles, improve coor-
dination between IT/security staff and leadership, and invest in awareness build-
ing and long-term policy development.

Theoretically, this study contributes by applying Agency Theory and Resilience
Theory to the municipal context. Through Agency Theory, the findings illustrate the
misalignment between responsibility and authority that constrains CISOs in perform-
ing their role. Through Resilience Theory, the study highlights how adaptive capacity
is built differently across municipalities depending on governance structures, resources,
and collaboration. These insights extend the application of both theories beyond cor-
porate and national settings into local government cybersecurity.

In conclusion, as Swedish municipalities face growing digital risks and increasing
regulatory responsibilities, the role of CISOs - or those who perform that function - has
become more critical than ever. However, as this study shows, responsibility without
authority and policy without capacity undermine the resilience of the entire system.
Strengthening cybersecurity governance requires not only frameworks and strategies,
but also empowered leadership, sustainable structures, and a culture of learning and
adaptation. As highlighted in the next section, future research should build on the
findings of this study to examine a wider range of municipalities. As the landscape
of digital governance continues to grow in complexity, the need for strong, supported
cybersecurity leadership will remain essential.
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6.2. Limitations and Directions for Future Research
This study aimed to explore the role and challenges of Chief Information Security
Officers (CISOs) in Swedish municipalities, with a particular focus on cybersecurity
governance, policy resilience, and the influence of governance structures. While the
findings provide valuable insights, the study is subject to several limitations that should
be acknowledged.

6.2.1 Limitations

Limited sample size and scope

The study is based on two municipalities—A and B—which, while purposefully se-
lected to represent variation in size and governance, cannot capture the full diversity
of municipal cybersecurity governance across Sweden. The findings may not be general-
izable to all municipalities, particularly those with significantly different administrative
structures or cybersecurity maturity levels.

Role ambiguity in smaller municipalities

The study uses the term “CISO” broadly to include individuals responsible for cyber-
security, regardless of formal title. In smaller municipalities where no designated CISO
exists, the responsibilities are often fragmented or absorbed into general IT roles. This
introduces variability in how the “CISO function” is interpreted and may influence the
consistency of comparisons.

Reliance on self-reported data

The data was collected through semi-structured interviews, and while efforts were made
to ensure openness and depth, the insights are based on participants’ own perceptions
and experiences. This introduces a risk of bias, especially in how challenges and orga-
nizational dynamics are portrayed

Document availability and analysis limitations

The document analysis component was constrained by the availability and accessibility
of official municipal cybersecurity policies and strategies. In some cases, policy docu-
ments were not detailed, outdated, or unpublished, limiting the ability to triangulate
certain findings with formal documentation.

6.2.2 Implications
• For practice, municipalities should strengthen the strategic positioning of

CISOs, allocate resources proportionately to their cybersecurity needs, and foster
a stronger culture of awareness among both leaders and employees.

• For policy, the findings suggest that MSB’s current frameworks, while crucial,
require differentiation between municipalities of varying sizes and capacities. A
“one-size-fits-all” approach risks overburdening smaller municipalities. Similarly,
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the implementation of NIS2 at the local level should be adapted to the realities of
municipal governance, ensuring proportionality and providing capacity-building
support rather than simply compliance requirements.

• For governance, inter-municipal collaboration should be more formally rec-
ognized and supported, enabling smaller municipalities to share resources, ex-
pertise, and intelligence in a structured way, reducing dependency on external
consultants.

6.2.3 Directions for Future Research
Further research could expand the scope by including more municipalities or compar-
ing Sweden with other EU member states to explore how governance traditions affect
resilience. Longitudinal studies could also shed light on how the CISO role evolves
as municipalities mature in their cybersecurity governance. Future work could also
examine how the implementation of NIS2 will reshape municipal cybersecurity respon-
sibilities in Sweden, and whether new governance models will emerge to balance local
autonomy with EU-wide regulatory compliance.

6.3. Recommendations
Based on the findings of this study and the challenges identified through interviews
and document analysis, the following recommendations are proposed for improving
cybersecurity governance, supporting CISO roles, and strengthening policy resilience
in Swedish municipalities.

1. Strengthen the governance role of CISOs by positioning them closer to senior
decision-making and ensuring their input is integrated into strategic planning.

2. Adopt proportional cybersecurity frameworks that recognize differences between
large and small municipalities, particularly in the implementation of MSB guide-
lines and EU directives such as NIS2.

3. Invest in human capital and awareness, including continuous training for employ-
ees and leadership engagement, to address the most pressing human and cultural
barriers.

4. Support structured inter-municipal collaboration, enabling resource sharing and
collective threat intelligence, particularly for smaller municipalities that lack in-
ternal capacity.
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7. Final Reflection

Conducting this study has deepened my understanding of the complex and evolving
nature of cybersecurity governance at the municipal level. What initially began as
a technical interest in cybersecurity quickly developed into a broader investigation of
how governance structures, leadership roles, and institutional dynamics interact to
shape real-world security outcomes. Through the interviews and document analysis,
it became evident that cybersecurity is not merely a matter of implementing tools
and frameworks; it is fundamentally about people, organizational cultures, and the
systems of authority and trust that enable—or hinder—effective governance. This
insight reinforced the importance of viewing cybersecurity through both a technical
and a socio-organizational lens.

The application of Agency Theory and Resilience Theory provided powerful tools
for interpreting the findings. Agency Theory helped explain the recurring mismatch
between responsibility and authority, while Resilience Theory emphasized the need for
adaptive governance in the face of rapidly evolving digital threats. These frameworks
not only guided the analysis but also expanded my ability to think critically about
governance, leadership, and systemic change.

At a personal level, this research has strengthened my ability to conduct in-
dependent academic inquiry, manage qualitative data, and engage meaningfully with
theoretical perspectives. It has also made me more aware of the real-world challenges
that public sector professionals face in the field of cybersecurity—challenges that are
often under-discussed but critical to address in policy and practice.

Ultimately, I hope that the findings and insights of this thesis will contribute to
the growing conversation on how to support cybersecurity leadership in local govern-
ment, and that they may inform both future research and practical improvements in
the field.
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A. Appendices

A.1. Informed Consent Form for Research Partici-
pants

English version
Title of the Study: The Role and Challenges of CISOs in Cybersecurity Governance
in Swedish Municipalities

Researcher
Tirhas Belay Mengistu
Master’s Student, University of Skövde
a23tirme@student.his.se

Supervisor
Nikolaos Kourentzes
Email: nikolaos.kourentzes@his.se

1. Purpose of the Study
You are being invited to participate in a research study that aims to explore the role
and challenges faced by Chief Information Security Officers (CISOs) in the governance
of cybersecurity within Swedish municipalities.

2. Procedures
If you agree to participate, you will take part in a semi-structured interview lasting
approximately 30–60 minutes. The interview will focus on your professional role, ex-
periences, and perspectives related to cybersecurity governance in your municipality.
With your permission, the interview will be audio recorded for transcription and anal-
ysis.

3. Voluntary Participation
Your participation in this study is entirely voluntary. You may decline to answer any
question or withdraw from the study at any point without giving a reason and without
any negative consequences.
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4. Confidentiality
All information collected will be kept strictly confidential. Your name and the name
of your municipality will be anonymized in the final report and replaced with codes.
The data will be stored securely on encrypted, password-protected devices. Only the
researcher will have access to the raw data. Data will be deleted after the completion
of the research in accordance with university policy.

5. Risks and Benefits
There are no expected risks associated with your participation. While you will not
receive direct benefits, your input will contribute to a better understanding of cyber-
security governance in the public sector.

6. Contact Information
If you have any questions about this study or your rights as a participant, you may
contact the researcher or supervisor using the contact information provided above.

7. Consent Statement
By signing below, I confirm that

• I have read and understood the information above.

• I have had the opportunity to ask questions and receive answers.

• I voluntarily agree to participate in the study.

• I give permission for the interview to be audio recorded.

Participant Name:
Signature: Date:

Researcher Name: Tirhas Belay Mengistu
Signature: Date:
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A.2. Informed Consent Form for Research Partici-
pants, Swedish language

Informations- och samtyckesformulär för
forskningsdeltagare

Studiens titel: CISO:s roll och utmaningar i cybersäkerhetsstyrning i svenska
kommuner

Forskare: Tirhas Belay Mengistu
Masterstudent, Högskolan i Skövde
E-post: a23tirme@student.his.se

Handledare: Nikolaos Kourentzes
E-post: nikolaos.kourentzes@his.se

1. Syftet med studien
Du inbjuds att delta i en forskningsstudie som syftar till att undersöka informa-
tionssäkerhetschefens (CISO:s) roll och de utmaningar som finns i samband med cy-
bersäkerhetsstyrning inom svenska kommuner.

2. Genomförande
Om du samtycker till att delta kommer du att intervjuas i en semi-strukturerad intervju
som beräknas ta 30–60 minuter. Intervjun kommer att fokusera p̊a din yrkesroll, dina
erfarenheter och dina perspektiv kring cybersäkerhetsstyrning i din kommun. Med
ditt tillst̊and kommer intervjun att ljudinspelas för att möjliggöra transkribering och
analys.

3. Frivilligt deltagande
Ditt deltagande i studien är helt frivilligt. Du kan när som helst välja att avst̊a fr̊an
att besvara en fr̊aga eller avbryta ditt deltagande i studien utan att ange orsak och
utan n̊agra negativa konsekvenser.

4. Konfidentialitet
All information kommer att behandlas strikt konfidentiellt. Ditt namn och din kom-
muns namn kommer att anonymiseras i rapporten och ersättas med kodbeteckningar.
Datan lagras säkert p̊a krypterade och lösenordsskyddade enheter. Endast forskaren
har tillg̊ang till det insamlade materialet. All data kommer att raderas efter att studien
är avslutad, i enlighet med universitetets riktlinjer.
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5. Risker och fördelar
Det finns inga kända risker med att delta i studien. Du f̊ar ingen ekonomisk ersättning,
men din medverkan bidrar till ökad kunskap om cybersäkerhetsstyrning i den offentliga
sektorn.

6. Kontaktinformation
Om du har fr̊agor kring studien eller dina rättigheter som deltagare, vänligen kontakta
forskaren eller handledaren enligt kontaktinformationen ovan.

7. Samtyckesförklaring
Genom att skriva under bekräftar jag att:

• Jag har tagit del av informationen ovan.

• Jag har f̊att möjlighet att ställa fr̊agor och f̊att tydliga svar.

• Jag samtycker frivilligt till att delta i studien.

• Jag godkänner att intervjun ljudinspelas.

Deltagarens namn:
Underskrift: Datum:

Forskarens namn: Tirhas Belay Mengistu
Underskrift: Datum:
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