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Abstract

The rapid rise of the internet and smartphones has profoundly reshaped modern
life, creating what is now referred to as an ”always-on, always-connected” society.
While these technologies offer considerable benefits and convenience, they have also
introduced new opportunities for criminal activity and exploitation. As a result, digital
forensics has emerged and evolved to meet the growing need for investigating digital
crimes. Originally developed to address offenses involving traditional computers, the
field has expanded into specialized areas such as mobile forensics, and more specifically,
mobile application forensics.

Mobile application forensics focuses on the identification, extraction, and analysis
of digital evidence specifically from mobile apps, rather than from mobile devices as a
whole. This study aims to provide a comprehensive understanding of the current state
of mobile application forensics by systematically reviewing existing literature. Through
this process, it identifies key trends and challenges that forensic practitioners face in
the field today.

Despite the increasing relevance of mobile applications in both personal and crim-
inal contexts, there remains a noticeable gap in consolidated research addressing this
area. By synthesizing findings from primary studies, this work contributes a broad,
structured overview of mobile application forensics and highlights areas requiring fur-
ther research and development.

Keywords: Digital forensics, Mobile application forensics, Mobile forensics, Dig-
ital evidence, Systematic literature review
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Abbreviations
The following table describes the significance of various abbreviations and acronyms

used throughout the thesis.

Abbreviation Full Form
ADB Android Debug Bridge
ASP Academic Search Premier
CF Computer Forensics
DB Database
DFRWS Digital Forensic Research Workshop
EC Exclusion Criteria
EXIF Exchangeable Image File Format
IC Inclusion Criteria
IEEE IEEE Xplore
IMAs Instant Messaging Applications
IoT Internet of Things
MAF Mobile Application Forensics
MF Mobile Forensics
MFT Master File Table
NIST National Institute of Standards and Technology
NTFS NT file system
PII Personally Identifiable Information
RAM Random Access Memory
SCO Scopus
SLR Systematic Literature Review
SMS Text Messages
TWRP Team Win Recovery Project
WAL Write-Ahead Logging
WoC Web of Science
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1. Introduction

The rise of the internet and smartphones has profoundly transformed modern
life, making instant communication, real-time information sharing, and digital access
more seamless than ever. Smartphones have evolved into powerful portable tools that
support social connections, remote work, online transactions and entertainment. Tasks
that were once limited to computers, such as email, banking, shopping and multimedia
streaming, can now be effortlessly performed on mobile devices. Their convenience
has led to widespread adoption in both personal and professional settings (Alief et al.,
2020; Li, 2021).

Moreover, as highlighted by Sathe and Dongre (2018), smartphones have evolved
beyond basic communication tools into sophisticated multifunctional devices. They can
store and process vast amounts of data, generate multimedia content, execute complex
tasks, and provide seamless access to extensive online resources. The integration of so-
cial media applications has further revolutionized communication, making interactions
more immediate and efficient than ever before.

Recent studies underscore the rapid increase in smartphone adoption and its
growing significance in daily life. According to Almehmadi and Batarfi (2019), as
of October 2012, nearly one-third of the U.S. population, approximately 121 million
people owned a smartphone. By 2021, this figure had increased substantially, with 97%
of Americans owning a mobile phone and 85% specifically using smartphones. This
marks a significant rise from just 35% in early 2012 (Li, 2021).

This trend is not confined to the United States but reflects a broader global
shift. A study conducted in October 2024 by Kemp (2024) states that nearly 70% of
the world’s population now uses a mobile phone on a daily basis, with smartphones
comprising over 85% of all mobile devices in use (see Figure 1.1). In the past year
alone, the global smartphone user base has expanded by 119 million, representing an
annual growth rate of 2.1%. Furthermore, the number of social media user identities
has reached an estimated 5.22 billion, accounting for 63.8% of the global population.
This figure has grown by over 5% in the past year, with 256 million new user identities
added. These findings emphasize the increasing integration of smartphones and social
media into everyday life, reinforcing their role as fundamental tools in modern society.
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Figure 1.1: Global digital growth based on Datareportal 2024 (Kemp, 2024).

While these technologies brings many benefits, its rapid growth and widespread
use have also introduced serious security risks. As technology advances, new opportu-
nities arise for criminals to exploit these platforms for illegal activities. According to
Almehmadi and Batarfi (2019), smartphones are increasingly involved in criminal ac-
tivities and are frequently found at crime scenes during investigations. They have been
linked to offenses such as email fraud, harassment via text messages (SMS), human
trafficking, child exploitation, and drug-related crimes.

Moreover, Zhang et al. (2018) highlights concerns regarding the rise of Instant
Messaging Applications (IMAs) and their impact on cybercrime and public security.
Encrypted messaging features, for example, can be misused by terrorists for covert
communication. Reports suggest that IMAs have been used to facilitate various crimes,
including planning, coordinating and executing illegal activities. Criminals also exploit
these platforms to communicate with their targets or evade law enforcement (Sihombing
et al., 2018).

Given these concerns, digital evidence from smartphones and mobile applications,
such as IMAs, plays a vital role in criminal investigations and legal proceedings. Foren-
sic examiners consider such data highly valuable, and in some studies, it is referred
to as a “gold mine” of information that can greatly assist law enforcement efforts
(Sihombing et al., 2018; Zhang et al., 2018). In light of this, this thesis aims to sys-
tematically review and synthesize recent research in the field of mobile application
forensics (MAF) to provide a clearer understanding of current trends and the common
challenges faced by investigators and forensic practitioners. This objective is driven by
a noticeable gap in the existing literature, as several studies have highlighted the need
for a more structured and comprehensive review of the area (Salamh et al., 2021).
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The upcoming chapters provide a structured overview of the key components of
this thesis. The background chapter offers a concise yet comprehensive overview of dig-
ital forensics and its subfields, with a particular focus on mobile application forensics,
which represents the primary area of investigation in this study. This is followed by the
problem definition and methodology chapters, which outline the purpose and scope of
the research, explain its significance, and describe the methodological approach used
to conduct the study in a systematic and unbiased manner.

The results chapter presents the main findings derived from the analysis, while
the conclusion and discussion chapter summarizes the overall work and reflects on the
outcomes in relation to the study’s aim, the broader context of the field, and relevant
prior research. The thesis concludes with a future work section, which discusses the
limitations of the current study and suggests areas for further investigation. Collec-
tively, these chapters explore the foundational concepts of digital and mobile applica-
tion forensics while addressing the research gaps identified in the existing literature.
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2. Background

The following chapter provides the background necessary to understand the scope
and focus of this thesis. It begins by introducing the field of digital forensics, outlin-
ing its core principles, common types of digital evidence, and the structured process
followed in forensic investigations. The discussion then narrows to mobile forensics,
highlighting its relevance, distinct challenges, and methodological approaches. The
chapter further explores mobile application forensics, emphasizing its emergence as a
specialized subfield and detailing its investigative process. Finally, it reviews related
work to identify key trends and challenges highlighted in recent studies, which together
help define the research context of this thesis

2.1 Digital Forensics
As mentioned in the previous chapter, digital devices now play a crucial role in

modern society. While these technologies have become an integral part of daily life, the
risk of their misuse for criminal and illicit activities continues to grow exponentially.
Digital forensics, which initially emerged as computer forensics (CF) in the late 1990s
and early 2000s, was developed in response to digital-related crimes and is now widely
utilized in national defense, law enforcement, and computer security. It is applied in
both criminal and private law, as law enforcement agencies increasingly rely on digital
forensics to process digital evidence in criminal investigations, while public and private
organizations employ it to support legal actions in cases involving incidents such as
contract or policy violations (Flaglien et al., 2017).

The term digital forensics refers to the application of forensic science to digital
investigations, employing scientifically derived and validated methods for preserving,
collecting, validating, identifying, analyzing, interpreting, documenting, and presenting
digital evidence obtained from digital sources. The primary objective is to facilitate
or enhance the reconstruction of events related to criminal activities or to anticipate
unauthorized actions that may disrupt planned operations (Flaglien et al., 2017).

2.1.1 Digital Evidence
In digital forensics, it is important to define what qualifies as digital evidence.

According to Flaglien et al. (2017), digital evidence is defined as any digital data that
contains reliable information capable of supporting or refuting a hypothesis about an
incident or crime.

Expanding on this, Kävrestad et al. (2024) highlights that digital evidence can
take various forms, sizes, and types, with its evidentiary value depending on its na-
ture and location. Furthermore, Kävrestad et al. (2024) emphasizes that there are
no universal rules governing how data is structured, how file formats are designed, or
how data behaves when transmitted over a network. These factors are determined by
developers based on their expertise and design choices, resulting in data being stored
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in diverse formats. Consequently, digital evidence in an investigation can vary signifi-
cantly depending on the context and type of data involved.

However, Kävrestad et al. (2024) notes that certain types of digital evidence are
commonly encountered in forensic investigations and can hold significant evidentiary
value. Below is a brief overview of some common types of evidence relevant to the
aim of this thesis, as discussed by Kävrestad et al. (2024), along with their evidentiary
significance in investigations.

File Data

File data is one of the most common forms of digital evidence, consisting of files
and their actual content. Its significance in forensic investigations is determined not
only by the information contained within the files but also by the context in which they
are discovered, including their storage location and manner of use. Kävrestad et al.
(2024) explains that files can be identified through file system analysis or by recovering
deleted files. This process may involve locating intact files or employing data carving,
a more advanced technique that analyzes unallocated disk space to identify file headers
and trailers, enabling file reconstruction.

Another critical factor influencing the evidentiary value of file data is maintain-
ing data integrity during forensic procedures. It is essential to ensure that forensic
techniques do not alter the data, particularly when retrieving deleted files, to preserve
its admissibility in legal proceedings (Kävrestad et al., 2024).

Meta Data

Meta data, or data about data, provides essential context for digital files by de-
scribing data objects (Flaglien et al., 2017; Kävrestad et al., 2024). Found in various
locations, it includes details such as file ownership, timestamps, and system interac-
tions, all of which are critical in forensic investigations for verifying authenticity and
establishing timelines. By analyzing metadata, forensic experts can determine when
and how a file was created, modified, accessed, or transferred, enabling them to recon-
struct digital activities (Kävrestad et al., 2024).

As Kävrestad et al. (2024) explains, metadata structures vary across file systems
and applications. For instance, in the NT file system (NTFS), metadata stored in
the Master File Table (MFT) records file attributes and timestamps. Similarly, Mi-
crosoft Office documents contain embedded metadata that preserves author details and
modification history. In digital images, Exchangeable Image File Format (EXIF) meta-
data captures information such as GPS coordinates, camera settings, and timestamps.
These various forms of metadata play a crucial role in forensic analysis by aiding in
file authentication, detecting signs of tampering, and providing valuable insights into
the context of digital evidence (Kävrestad et al., 2024).

Slack Space

Slack space refers to the unallocated areas of a storage device where traces of
deleted or previously stored data may still persist. It is created when files are deleted
but not immediately overwritten, allowing forensic experts to retrieve valuable digital
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evidence (Kävrestad et al., 2024). Slack space can take different forms, including file
slack, which retains fragments of old files within allocated storage clusters, and volume
slack, which contains residual data from previous partitions or file systems. Even after a
system has been reformatted or repartitioned, data may remain in slack space, making
it a critical focus in forensic investigations (Kävrestad et al., 2024).

By examining this space, practitioners and investigators can recover deleted files,
extract file fragments, and search for specific data, such as credit card numbers or
confidential documents. This type of digital evidence is critical for uncovering hid-
den information that may be essential in criminal investigations and legal proceedings
(Kävrestad et al., 2024).

Log files

A log file is a structured record of events that occur within a computer system,
documenting system activities, errors, user interactions, and security-related incidents.
These files are generated by operating systems, applications, and network devices,
serving as valuable sources of digital evidence in forensic investigations (Kävrestad et
al., 2024).

The evidentiary value of log files depends on their integrity, authenticity, and
relevance to an investigation. They can provide critical insights into system usage,
unauthorized access, data modifications, and security breaches. However, their relia-
bility is influenced by factors such as logging configurations set by developers, potential
tampering, and retention policies. Forensic examiners analyze log files to reconstruct
digital activities, correlate events, and validate other pieces of evidence (Flaglien et al.,
2017). To be admissible in court, log files must be properly preserved and analyzed
following forensic best practices to ensure their integrity and credibility (Flaglien et al.,
2017).

2.1.2 Digital Forensics Process
Having established the types of digital evidence, it is essential to understand the

structured process forensic investigators follow. The digital forensic process ensures
the integrity and admissibility of evidence through a methodical approach. As digi-
tal crimes increase, law enforcement agencies increasingly rely on digital forensics to
process evidence, making strong standards and forensic soundness1 essential.

Standardized procedures are crucial for forensic scientists and practitioners, as
they ensure accurate and reliable answers to legal questions (Flaglien et al., 2017).
While the digital forensic process follows a structured methodology similar to tradi-
tional investigations, the nature of digital evidence introduces unique challenges. Unlike
physical evidence, digital data is volatile, easily altered, and often requires specialized
tools and techniques for proper handling. Therefore, correctly identifying, collecting,
and managing digital evidence is essential to maintaining its integrity and admissibility
in court. This structured approach applies across various domains, including computer,
mobile, and Internet forensics, as well as emerging digital technologies (Flaglien et al.,

1Forensically sound—An investigation is considered forensically sound if it follows established
principles, standards, and procedures of digital forensics (Flaglien et al., 2017).
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2017). The following section briefly outlines the digital forensic process based on es-
tablished principles and common practices in law enforcement and industry.

To ensure the integrity and reliability of digital evidence, the digital forensic
process is typically divided into three to six phases, depending on the practitioner’s
approach and the standardized framework followed. For example, Kävrestad et al.
(2024) outline a three-phase forensic examination process: collection, analysis, and
reporting. In contrast, Flaglien et al. (2017) present a more detailed model that includes
identification, collection, examination, analysis, and presentation, as shown in Figure
2.1. Despite these variations, all forensic scientists and practitioners share a common
objective: addressing legal questions in a forensically sound manner while preserving
evidence integrity and maintaining the chain of custody2 (Flaglien et al., 2017).

Collection Examination Analysis PresentationIdentification

Repetitive

Figure 2.1: The digital forensic process based on the model by Flaglien et al. (2017).
(Author’s own adaptation).

The following forensic process is primarily based on the model presented by
Flaglien et al. (2017), with additional insights from Kävrestad et al. (2024). This
model is utilized because it provides more detailed steps that enhance clarity. No
direct comparison is made between the frameworks, as both share the same forensic
objectives.

1. Identification: The forensic process begins with the identification phase, where
investigators recognize potential sources of digital evidence, such as computers,
mobile devices, and network logs. At this stage, they define the scope of the
investigation and determine the relevant data locations to ensure a structured
approach.

2. Collection: Once the sources of evidence have been identified, the next step is
collection. To preserve the integrity of the data, investigators acquire evidence
in a forensically sound manner. This may involve creating bit-by-bit copies of
storage devices, capturing volatile data, or seizing physical devices while ensuring
a strict chain of custody (Flaglien et al., 2017; Kävrestad et al., 2024).

3. Examination: After collection, the raw data undergoes examination, where
it is processed and structured to facilitate interpretation. This phase includes
recovering deleted files, filtering out irrelevant information, and extracting key

2The chain of custody is the documented process of collecting, handling, analyzing, and preserving
evidence to maintain its integrity and authenticity.
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artifacts such as logs, emails, and timestamps. These steps help refine the dataset
and prepare it for deeper analysis (Flaglien et al., 2017; Kävrestad et al., 2024).

4. Analysis: With the refined dataset in place, investigators proceed to the anal-
ysis phase, where forensic tools and methodologies are applied to correlate and
interpret the extracted data. This step often involves reconstructing timelines,
conducting keyword searches, and identifying patterns that contribute to form-
ing a clear and comprehensive narrative of the incident (Flaglien et al., 2017;
Kävrestad et al., 2024).

5. Presentation: Finally, the findings from the analysis are compiled into a struc-
tured forensic report. This report is designed for use in legal proceedings, corpo-
rate investigations, or law enforcement cases. It must be clear, concise, and de-
fensible in court, ensuring that the evidence and conclusions are well-documented
and professionally presented (Flaglien et al., 2017; Kävrestad et al., 2024).

2.2 Mobile Forensics
As digital investigations expanded beyond traditional computers, the emergence

of mobile forensics (MF) became a necessity. Given the widespread adoption of smart-
phones and other mobile devices, digital evidence is no longer confined to desktop
environments. Mobile forensics, a subfield of Digital Forensics, focuses on extracting,
preserving, and analyzing data from mobile devices to support legal and investiga-
tive processes (Ayers et al., 2014; Barmpatsalou et al., 2018). Mobile devices include
portable digital tools such as smartphones, tablets, GPS units, music players, and other
handheld electronics capable of storing and transmitting data (Kessler, 2015). Consid-
ering that mobile devices store vast amounts of personal and professional information,
including messages, call logs, GPS data, and cloud-synced files, their role in forensic
investigations has become increasingly significant (Al-Dhaqm et al., 2020; Ayers et al.,
2014).

While the fundamental forensic process in MF aligns with traditional digital
forensics procedures and upholds the core principles of forensic soundness and data
integrity, it also introduces distinct challenges compared to CF due to the unique nature
of mobile devices. Unlike computers, mobile devices operate on diverse and proprietary
operating systems, making standard forensic acquisition methods less effective (Ayers
et al., 2014; Kessler, 2015). Additionally, encryption, security features, and cloud
integration often restrict access to crucial data, requiring investigators to adapt their
methodologies (Ayers et al., 2014; Sharma et al., 2022).

The mobile forensic process typically involves several key stages. First, upon
seizure, the device must be isolated from network connections to prevent remote ac-
cess or data alteration. This is often achieved using Faraday bags or other shielding
techniques (Ayers et al., 2014; Sharma et al., 2022). Next, the data acquisition phase
varies depending on the device’s security mechanisms, ranging from physical extrac-
tion (bit-by-bit copying) to logical acquisition (retrieving file system data) (Al-Dhaqm
et al., 2020; Ayers et al., 2014; Barmpatsalou et al., 2018). Increasingly, forensic
investigations also involve cloud forensics, as many mobile applications store critical
evidence externally (Al-Dhaqm et al., 2020; Ayers et al., 2014; Barmpatsalou et al.,
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2018). Once data is retrieved, investigators proceed with examination and analysis,
using specialized forensic tools to reconstruct user activities, recover deleted files, and
uncover hidden or encrypted information. Finally, findings must be documented and
reported, ensuring that the evidence remains admissible in legal proceedings (Ayers
et al., 2014; Goel et al., 2012).

However, MF faces ongoing challenges. The rapid evolution of smartphone tech-
nology, coupled with frequent OS updates, encryption advancements, and anti-forensic
techniques, complicates forensic investigations (Ayers et al., 2014; Barmpatsalou et al.,
2018). Additionally, remote wiping capabilities and cloud-based storage make tradi-
tional forensic methods less effective, necessitating continuous adaptation of forensic
tools and methodologies (Al-Dhaqm et al., 2020; Ayers et al., 2014; Sharma et al.,
2022).

2.3 Mobile Application Forensics
While there are clear definitions and explanations of MF in numerous works,

mobile application forensics (MAF), a subset of MF, lacks a well-defined explanation.
Rather, the definition of MAF appears to be observational across multiple studies
exploring this phenomenon. For instance, in a study conducted by Lee et al. (2023),
the authors aim to overcome the limitations of previous instant messaging forensic
research by utilizing pre-trained machine learning models and algorithms to enhance
the efficiency of mobile forensic investigations. Similarly, a study by Shortall and
Bin Azhar (2015) analyzes WhatsApp data using various forensic tools across different
mobile devices and operating systems to evaluate the effectiveness of these tools in
extracting WhatsApp data across diverse smartphone platforms.

Another study by Bardhan et al. (2024) employs different forensic applications
to analyze and uncover critical artifacts from the banking app Mint, which is used as
a budget tracker and financial planner. Meanwhile, Zehra and Qadir (2022) highlights
the surge in transportation and delivery applications due to COVID-19, emphasizing
that many of these apps lack forensic research. Their study aims to address this gap
by analyzing eight popular mobile applications based on user ratings.

In another study conducted by Adi Wibowo et al. (2024), the authors utilizes dig-
ital forensic methods, tools, and guidelines based on INTERPOL standards to extract
artifacts from an instant messaging application called Twinme, which has reportedly
been used in drug-related crimes. Similarly, Maryam and Hussain (2023) forensically
examines five airline applications using forensic tools and techniques in accordance
with NIST SP 800-101 Rev.1:2014 mobile device forensic guidelines.

While all of these studies adhere to the digital forensic processes and method-
ologies outlined in MF procedures, an observable distinction helps define MAF. MAF
can be understood as a forensic investigation focusing on the extraction, analysis, and
preservation of digital evidence from platforms such as instant messaging, social me-
dia, banking, and cloud storage apps. Traditional MF primarily focuses on extracting
data from an entire device and follows forensic procedures related to mobile hard-
ware and system-wide data. MAF, on the other hand, more specifically examines
data generated, stored, or transmitted by individual applications, as demonstrated in
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the aforementioned studies. This distinction highlights MAF as a potential area of
specialization within MF.

2.3.1 Mobile Application Forensics Process
The forensic investigation of mobile applications follows a structured process sim-

ilar to MF, encompassing preservation, acquisition, examination, analysis, and report-
ing, as illustrated in Figure 2.2. This process aligns with established digital forensic
methodologies, including NIST Special Publication 800-101 Revision 1 (Ayers et al.,
2014) and INTERPOL’s Global Guidelines for Digital Forensics Laboratories ISO/IEC
27037:2012 (Adi Wibowo et al., 2024). As mentioned previously, while MF gener-
ally covers the examination of entire devices, MAF specifically focuses on analyzing
application-related data within those devices. This process begins with the identifi-
cation and preservation of evidence to ensure data integrity before acquisition (Ayers
et al., 2014; Lee et al., 2023). Physical or logical acquisition techniques are then used
to extract data from mobile applications, including databases, logs, and cached files
(Ayers et al., 2014; Lee et al., 2023; Maryam & Hussain, 2023). The forensic acquisition
methods vary depending on the type of mobile application and device, with some appli-
cations employing strong encryption mechanisms, such as SQLCipher, which requires
specialized decryption approaches (Krishnapriya et al., 2021).

AcquisitionPreservation Examination 
& Analysis 

Reporting

Mobile Application Forensic Process

Figure 2.2: The mobile application Forensic process based on NIST Special Publication
800-101 Revision 1 (Ayers et al., 2014) (Author’s own adaptation).

Once data is acquired, forensic tools such as Magnet AXIOM, Cellebrite UFED,
and Autopsy are used for analysis. Investigators focus on retrieving key forensic arti-
facts, including personally identifiable information (PII), communication logs, media
files, and metadata that can provide insight into user activity (Salamh et al., 2021).
Given the diversity of applications, forensic analysis must account for variations in data
structures and security protocols. Applications such as messaging platforms, transport
services, and e-commerce apps store different types of evidence, requiring tailored foren-
sic methodologies (Adi Wibowo et al., 2024; Salamh et al., 2021; Zehra & Qadir, 2022).
Finally, findings are documented in forensic reports, ensuring that digital evidence is
presented in a legally admissible manner (Ayers et al., 2014).
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2.3.2 The Importance of Mobile Application Forensics
As mobile applications become increasingly integrated into daily life, they have

also emerged as prime targets for cybercriminals who exploit them for illicit activities,
including fraud, covert communication, and financial crimes (Adi Wibowo et al., 2024;
Almehmadi & Batarfi, 2019; Salamh et al., 2021; Sihombing et al., 2018; Zhang et
al., 2018). Encrypted messaging platforms, anonymous communication applications,
and financial mobile apps often implement advanced security and privacy measures.
While these features are designed to protect users, they are also frequently misused
to evade law enforcement and forensic investigations. For instance, encrypted instant
messaging applications such as Signal present substantial forensic challenges due to
their robust cryptographic protections (Krishnapriya et al., 2021; Salamh et al., 2021;
Zhang et al., 2018). Similarly, anonymous communication platforms like Twinme have
been exploited for illicit activities, complicating efforts to track unlawful communica-
tions (Adi Wibowo et al., 2024). Financial mobile applications, such as Mint, utilize
encryption mechanisms that can potentially restrict forensic access and hinder digital
investigations (Bardhan et al., 2024).

One of the primary challenges in MAF is the diversity of mobile applications and
their varying data storage methodologies. Applications implement different encryption
mechanisms, database formats, and security features, adding complexity to forensic
acquisition and analysis (Ayers et al., 2014; Barmpatsalou et al., 2018; Salamh et al.,
2021). Many applications store sensitive user data within encrypted partitions or pro-
prietary storage systems, limiting access through conventional forensic methods (Ayers
et al., 2014; Krishnapriya et al., 2021; Levinson et al., 2011). Additionally, cloud-based
storage solutions further complicate digital forensic investigations, necessitating multi-
jurisdictional legal considerations and advanced forensic techniques for remote data
extraction (Barmpatsalou et al., 2018; Salamh et al., 2021).

The forensic analysis of mobile applications plays a crucial role in cybercrime
investigations, particularly concerning instant messaging applications, financial apps,
transport services and more (Adi Wibowo et al., 2024; Zehra & Qadir, 2022). Studies
have demonstrated that applications such as WhatsApp, Telegram, and Signal retain
valuable forensic artifacts, including chat logs, timestamps, metadata, and traces of
deleted messages (Krishnapriya et al., 2021; Shortall & Bin Azhar, 2015; Sihombing
et al., 2018). Similarly, forensic investigations of financial applications like Mint have
uncovered sensitive user information, such as transaction histories, account details,
and financial behaviors, which can be critical for fraud investigations (Bardhan et al.,
2024). Transport and e-commerce applications also provide significant forensic value
by storing location data, payment information, and user activity logs (Zehra & Qadir,
2022).

Despite advancements in mobile and application forensics, investigators continue
to encounter significant challenges due to frequent security updates, OS-level encryp-
tion, and evolving application architectures (Barmpatsalou et al., 2018; Salamh et al.,
2021). The widespread adoption of end-to-end encryption and privacy-focused applica-
tions further underscores the need for continuous refinement of forensic methodologies
to ensure the reliable extraction and analysis of legally admissible digital evidence
(Levinson et al., 2011; Salamh et al., 2021). As mobile technology and applications
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continue to evolve, forensic experts must adapt by integrating advanced forensic tools
and innovative methodologies to address emerging threats in the digital landscape,
thereby making MAF essential for extracting and analyzing digital evidence from ap-
plications (Lee et al., 2023; Levinson et al., 2011; Salamh et al., 2021; Sihombing et al.,
2018; Zehra & Qadir, 2022).

2.4 Related Work
A significant amount of research has examined the use of MAF approaches, some

of which are briefly mentioned in Section 2.3. These studies expand forensic method-
ologies within the framework of MF procedures across various application domains,
including instant messaging, social media, banking, e-commerce, transportation and
more. While they explore forensic techniques across different platforms, each with its
own forensic objectives and scope, most focus on MAF procedures for a single or a
limited number of mobile applications. As a result, there is a lack of a comprehensive
study that consolidates the current trends in MAF and the challenges faced by forensic
investigators and practitioners in the field.

Although some studies have identified challenges and emerging forensic tech-
niques by adopting new trends, refining existing methods, or introducing innovative
approaches, they often focus on individual applications, lacking a broader overview of
current methodologies and challenges in MAF.

For instance, Salamh et al. (2021) conducts a forensic analysis of Android 10 and
iOS 13, utilizing both manual and automated examination methods with forensic tools
such as Magnet AXIOM, Autopsy, and FTK Imager to analyze acquired forensic im-
ages. The study applies data carving techniques, comparative analysis across different
app versions, and encryption assessments to identify forensic artifacts from 27 Android
and 33 iOS applications. Several challenges in mobile forensics are highlighted, includ-
ing the constant evolution of operating systems and application data structures, which
require continuous adaptation of forensic techniques. Encryption in secure messaging
apps complicates artifact recovery, while variations in data storage between differ-
ent platforms and app versions create inconsistencies in forensic analysis. Recovering
deleted data remains a significant challenge, particularly in apps that use Write-Ahead
Logging (WAL) databases. Additionally, tool compatibility issues, such as incompati-
bility between certain forensic tools and proprietary image file formats, hinder analysis.
The study also emphasizes the difficulty of linking recovered artifacts to specific users,
the limitations of automated analysis in detecting unprogrammed artifacts, and the in-
creasing complexity posed by the sheer volume of mobile and cloud-based data. These
challenges underscore the need for ongoing updates to forensic methodologies and tools
to maintain effectiveness in mobile forensic investigations.

Similarly, Adi Wibowo et al. (2024) examines the instant messaging applica-
tion Twinme, which employs end-to-end encryption and has reportedly been used in
drug-related crimes. The study follows INTERPOL guidelines for digital forensics lab-
oratories, utilizing established frameworks and tools to analyze encryption challenges
and assess whether forensic artifacts could be recovered from the application.
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Additionally, Lee et al. (2023) introduces a forensic method for identifying con-
versation related data in instant messaging applications using a predictive classification
model. The study employs a modified Complement Naive Bayes algorithm trained on
open-source datasets and real user data, alongside a matching algorithm designed to
analyze application data schemas without relying on predefined table or column names.
The research addresses key challenges in mobile forensics, including the ever-changing
nature of messaging applications, the inefficiency of manual analysis due to large vol-
umes of irrelevant data, and the difficulty of handling diverse data formats and user
ID structures across different platforms.

In another study, Bardhan et al. (2024) conducts a digital forensic analysis of
the Mint mobile application on both Android and iOS devices to uncover digital evi-
dence relevant to financial fraud investigations. The study utilizes forensic tools such
as Magnet AXIOM, Oxygen Forensics, and GrayKey for data extraction and analy-
sis, alongside manual scrutiny of files, keyword searches, and database examinations.
Challenges encountered include encrypted database files restricting access, forensic tool
limitations, the inability to root or jailbreak test devices, and difficulties in analyzing
database (.realm) files, highlighting both security barriers and privacy concerns in
financial application forensics.

Additionally, Zehra and Qadir (2022) conducts a forensic analysis of eight popular
Android delivery and transport applications to identify relevant digital artifacts. The
study employs a rooted Samsung S7 Edge running Android v8, where each app is
installed, user activities are performed, and a physical image is acquired using the dd
tool. The analysis utilizes Autopsy, DB Browser for SQLite, a JSON parser, and a
UNIX time converter to extract user data, activity logs, and financial records while
ensuring image integrity through hash verification. The study faces challenges such as
encryption barriers, issues with raw image acquisition on newer Android devices, and
constraints due to limited resources and open-source forensic tools.

Similarly, Krishnapriya et al. (2021) introduces a forensic acquisition method
for extracting and analyzing Signal messenger data on Android devices by leveraging
its encrypted backup feature. The approach involves enabling Signal’s built-in backup
function, generating an encrypted backup with a known passphrase, and decrypting the
backup using a command-line tool. The decrypted data, including SQLite databases,
binary files, and shared preferences, is analyzed to extract forensic artifacts such as user
contacts, messages, call logs, and multimedia attachments. This study addresses key
challenges in Signal forensics, particularly the app’s robust encryption, which prevents
traditional forensic tools from accessing stored data. By avoiding the need for physical
acquisition and leveraging a logical extraction method, the study provides a viable
forensic approach regardless of Android version or phone model.

Likewise, Al-Rawashdeh et al. (2020) investigates the forensic analysis of Kik
Messenger on Android using memory forensics techniques to extract and analyze digital
artifacts. The study employs memory dumping to retrieve data from both process
heap memory (RAM) and NAND flash storage, followed by artifact analysis using
forensic tools to identify messaging and contact-related data. The research highlights
key challenges in mobile application forensics, including the volatility of RAM and
errors in NAND flash dumping, which may impact the reliability of forensic findings.
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3. Problem Definition

This chapter introduces the problem definition of the thesis. The following sec-
tions outline the aim of the research, discuss the underlying motivation for undertaking
this study by highlighting its significance and potential contributions to the research
area, and present the identified delimitations that define the scope and boundaries
within which this thesis is conducted.

Based on the information presented in the previous chapters, it is evident that
mobile devices and applications have significantly influenced society, contributing to
what is often referred to as an ”always-on, always-connected” society (Levinson et al.,
2011). However, this technological advancement has also introduced challenges in the
field of digital forensics, particularly within the MF and MAF subsets. As mobile oper-
ating systems and applications continue to evolve, researchers have undertaken various
studies to address emerging forensic challenges and enhance investigative methodolo-
gies (see section 2.4).

Despite numerous studies being available within the domain, comprehensive foren-
sic analyses remain limited. For instance, Salamh et al. (2021) highlights that while
forensic research has expanded due to the increasing use of mobile applications, ris-
ing cyber threats, and the continuous introduction of new operating systems, there
remains a notable lack of comprehensive forensic analyses on newer OS versions and
widely used applications. Additionally, there has been minimal work regarding the
identification of mobile application users’ information, which is an essential factor in
forensic investigations. Further, due to the lack of standardization in app development,
previous studies often focus on a specific application or a limited set of applications,
indicating that tools and methods used for forensic analysis in one app may not be
equally effective for others. This suggests that forensic challenges may vary depending
on the type of application being examined.

A previous study by Salamh et al. (2021) analyzed 27 Android and 33 iOS ap-
plications on Android 10 and iOS 13 as part of a forensic investigation. While the
study contributed to the field, the authors acknowledge that other mobile applications
of forensic interest were not covered, highlighting the limitations of existing research.
As of writing this thesis, the latest available operating systems are Android 15 and
iOS 18 (Statista, 2025), further emphasizing the rapid development of mobile software
and applications. Frequent updates to mobile operating systems can introduce changes
to folder structure mechanisms, potentially impacting the ability of forensic tools to
extract relevant artifacts. Such modifications may result in data being relocated, re-
structured, or stored in locations that are more difficult to access, thereby limiting the
effectiveness of forensic analysis (Salamh et al., 2021). As a result, the gap between
advancements in forensic tools and methodologies and the rapid evolution of mobile
technologies continues to grow, contributing to the lack of comprehensive studies within
the domain.
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3.1 Aim and Purpose
The primary aim of this thesis is to examine the current trends in MAF and the

challenges encountered within the field by systematically reviewing and summarizing
previous research. To achieve this, the study seeks to answer the following research
question:

RQ: What are the current trends and challenges in digital forensic analysis of mobile
applications?

The research question was formulated based on a careful review of recent studies
in the field. As highlighted in Section 2.4, prior research has investigated the extrac-
tion and analysis of digital evidence from various mobile applications and smartphone
platforms, employing a range of methodologies, forensic tools, and techniques. How-
ever, the rapid advancement of mobile technology, including software, hardware, and
applications, has led to a gap between the development of forensic tools and techniques
and the continuous evolution of mobile devices.

Additionally, most existing studies focus on a single application or a limited
set of applications. While these studies provide valuable insights into the forensic
examination of specific applications, they do not offer a broader perspective on forensic
challenges across different platforms. As a result, comprehensive research within the
domains of MF and MAF remains limited, a gap acknowledged in previous studies,
emphasizing the need for a more extensive approach that consolidates forensic findings
across multiple applications.

Accordingly, this thesis seeks to contribute to the field of mobile application
forensics by presenting a systematic literature review of prior research. The study fo-
cuses on identifying current trends, which include state-of-the-art forensic procedures,
as well as challenges faced by investigators, practitioners, and researchers in forensic
analysis. By systematically compiling these findings, this research aims to provide a
more comprehensive and structured overview of the current trends and challenges in
the field, serving as a valuable reference for forensic professionals and researchers inves-
tigating recent advancements and addressing evolving challenges in mobile application
forensics.

3.2 Motivation
As previously mentioned, due to the lack of comprehensive studies within the

domain, this thesis aims to contribute by providing a systematic review of the current
trends and challenges in mobile application forensics. As highlighted in the previous
chapters, numerous studies and research papers have been conducted, many of which
focus on the trends, techniques, and tools used in forensic investigations. For instance,
Salamh et al. (2021) follow the recommended framework by the National Institute of
Standards and Technology (NIST) and employ tools such as Cellebrite UFED 4PC
and Magnet Acquire, followed by detailed artifact analysis and validation using Mag-
net AXIOM, Autopsy, and FTK Imager. Similarly, Bardhan et al. (2024) adhere to
NIST guidelines in their forensic examination, ensuring the quality and validity of their
findings. Their study utilizes Magnet AXIOM for imaging, iTunes backup for iPhone
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acquisitions, Oxygen Forensics for analyzing iTunes backups, and GrayKey for full
system extraction and decryption of iPhones.

Other studies implement different standard forensic guidelines while aiming for
the same objectives. For example, Adi Wibowo et al. (2024) apply INTERPOL Global
Guidelines for Digital Forensics Laboratories and employ live forensic methods using
Magnet AXIOM via ADB. Meanwhile, some research efforts propose enhancements to
existing forensic procedures and methodologies. For instance, Zehra and Qadir (2022)
adopt a hybrid approach, combining the traditional forensic investigation model for
MF with the Next Generation Digital Forensic Investigation Model (NGDFIM), which
includes an on-site triage phase, analysis phase, and presentation phase. Likewise, Lee
et al. (2023) integrate content-based features of database columns with a customized
matching algorithm for instant messaging applications. Their study aims to improve
the NIST-compliant mobile forensic process by automating the identification of relevant
artifacts, reducing investigator workload, and enhancing accuracy and efficiency.

In addition to methodologies, prior research has also identified key challenges
in mobile application forensics. For example, Bardhan et al. (2024), in their investi-
gation of the Twinme instant messaging application, highlight end-to-end encryption
and the app’s ability to function without personal data for registration as significant
challenges, as these features hinder forensic tracking efforts. Additionally, the pres-
ence of manual and disappearing message deletion features further complicates digital
evidence recovery. Similarly, Salamh et al. (2021) state that the increasing use of end-
to-end encryption in messaging applications, such as Signal, poses a major obstacle
to recovering plaintext digital evidence. Further, Krishnapriya et al. (2021), in their
forensic analysis of the Signal messaging application, note that the encryption of the
Signal database prevents straightforward decoding even with physical acquisition of an
Android device. They also emphasize that forensic research efforts have often been
restricted to specific versions of the Signal app and operating systems, making it dif-
ficult to maintain forensic capabilities across different updates. This aligns with the
challenges highlighted by Salamh et al. (2021), stating that frequent updates in both
operating systems and mobile applications present significant obstacles in the field of
MF and MAF.

Although prior studies share similarities due to their focus on MF and MAF
investigations, their scope and objectives vary, with many studies concentrating on
the forensic analysis of a single application or a limited set of applications. Given
the vast amount of available research, a comprehensive review of key aspects, such as
current trends and challenges, presents an opportunity to develop a broader and more
structured understanding of the field.
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3.3 Delimitation
Since this thesis focuses on the current trends and challenges associated with

analysis of digital evidence and artifacts from mobile phone-like devices, such as smart-
phones and tablets, it does not extend to the broader scope of MF, which includes
devices such as laptops, IoT devices, smartwatches, and other connected technologies.
Furthermore, challenges related to forensic investigations of artifacts from cloud-stored
applications fall outside the scope of this study, as they often involve third-party ju-
risdictional complexities and complex chain of custody procedures. Due to the time
constraints of this research, the scope is restricted to MAF for mobile phone-like de-
vices, ensuring a more focused and in depth analysis of forensic methodologies within
this domain.
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4. Methodology

This chapter presents the methodology adopted in this thesis and outlines the
process by which the research was carried out. It explains the chosen methodological
approach and its suitability for the study, identifies the databases used to source rel-
evant literature, and details the search queries applied. Furthermore, it describes the
inclusion and exclusion criteria used to assess the quality of selected studies, provides
an overview of the article selection process, and outlines the data analysis methods
employed.

4.1 Systematic Literature Review
As discussed in Chapter 3, there is a clear lack of comprehensive studies in the

fields of MF and MAF. This thesis seeks to address this gap by examining the current
trends and challenges within MAF through a structured review of existing research. To
achieve this, a Systematic Literature Review (SLR) has been selected as the primary
research method. According to Kitchenham (2004), an SLR is a comprehensive and
rigorous approach for synthesizing existing knowledge on a specific research question,
topic, or area of interest. It is classified as a secondary study that aims to identify,
evaluate, and interpret all available empirical research (primary studies) relevant to
the defined area of inquiry. The fundamental objective of an SLR is to provide a fair
and unbiased evaluation of the research domain by applying a transparent, reliable,
and replicable methodology (Kitchenham, 2004).

While other research methods such as surveys or interviews could have been
considered, the SLR is more suitable for several reasons. First, there is already a
substantial amount of research that discusses forensic trends and challenges, offering
a strong foundation for secondary analysis. Second, much of this literature is peer-
reviewed and published in reputable scientific journals and databases, which supports
its credibility and relevance for this study.

Moreover, as highlighted by Kitchenham (2004), a key advantage of the SLR
approach is its structured and transparent methodology, which helps reduce the risk
of bias throughout the review process. Although this method does not fully eliminate
publication bias within the primary studies being reviewed, such limitations can be
minimized through the careful application of well-defined inclusion and exclusion crite-
ria during the study selection stage. Another advantage of using the SLR approach in
this study is its capacity to gather evidence on how specific phenomena, such as current
trends and challenges in MAF, are reflected across different contexts and methodolog-
ical approaches. When findings from multiple studies align, the SLR can help confirm
the consistency and generalizability of those observations. Conversely, if results vary,
the review process can help identify possible sources of discrepancy and offer direction
for future research.
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However, SLRs also present certain limitations. The most notable is the signif-
icant time and effort required to conduct a systematic review, especially due to the
volume of data that must be carefully analyzed and synthesized (Kitchenham, 2004).

In contrast, surveys and interviews generally yield smaller datasets. As noted
by Dworkin (2012), qualitative interview studies typically involve between five and
fifty participants, depending on the research topic and participant group. Similarly,
surveys often achieve a response rate of around 20%, depending on factors such as
length and complexity (KELLEY et al., 2003). Given the time constraints of this
research, gathering a sufficiently large and diverse sample through these methods would
be difficult.

Additionally, surveys and interviews are susceptible to recall bias, where partic-
ipants’ recollection of past events may be inaccurate or incomplete. As discussed by
Hassan (2005) and Coughlin (1990), this type of bias can lead to misclassification and
weaken the reliability of study findings.

Given these considerations, a systematic literature review presents an appropriate
and effective research strategy for this thesis. As emphasized by Kitchenham (2004),
the strength of the SLR lies in its ability to provide a comprehensive understanding
of the research area by systematically synthesizing relevant literature. The availability
of a substantial body of peer-reviewed scientific studies offers a strong foundation
for conducting a reliable and meaningful analysis. Drawing on these well-established
sources enables a level of depth and insight that would be difficult to achieve through
more limited data collection methods such as surveys or interviews.

4.2 Conducting the Systematic Literature Review
The following section presents the systematic literature review process applied in

this study, following the framework introduced by Kitchenham (2004). This framework
structures the review into three main phases: Planning the Review, Conducting the
Review, and Reporting the Review, each comprising a number of sub-phases, as shown
in Figure 4.1. The remainder of this section explains how each phase was carried out
in the context of this study, in alignment with the principles outlined by Kitchenham
(2004).
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Figure 4.1: Systematic Literature Review process based on the model by Kitchenham
(2004) (Author’s own adaptation).

4.2.1 Phase 1: Planning the Review
According to Kitchenham (2004), it is important to establish the necessity of

a systematic review before undertaking one. The first and foundational stage of the
SLR process is Planning the Review, which ensures that the review is conducted in
a structured and unbiased manner. This phase begins with confirming the need for
the review, typically to consolidate existing knowledge on a specific topic in a reliable
and comprehensive way, often to inform future research or practice. A key step in
this phase is formulating the research question(s), which guide the entire review pro-
cess, including the search strategy, data extraction, and analysis. The planning phase
concludes with the development of a review protocol, which outlines the methodology
to be followed throughout the review. A well-structured protocol generally includes
the background and rationale, research questions, search strategy, inclusion and exclu-
sion criteria, study selection procedures, quality assessment methods, data extraction
process, and synthesis approach. The following section outlines the sub-phases of this
initial stage of the SLR process.
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The Need for a Review
The initial and critical step in the planning phase of a systematic literature review

is to determine whether such a review is necessary. As emphasized by Kitchenham
(2004), this stage plays a key role in ensuring that the review addresses a genuine gap
in knowledge by synthesizing existing information in a thorough and unbiased manner.
The aim may be to draw broader conclusions or to lay the groundwork for future
research. Researchers must begin by critically evaluating existing systematic reviews
on the topic of interest against established criteria to assess whether a new review is
necessary.

This involves conducting a preliminary assessment of the phenomenon of interest
to identify whether a recent and relevant systematic review already exists. Kitchenham
(2004) outlines several important criteria to consider in this process, such as checking
for the existence of recent systematic reviews and determining whether the available
reviews adequately address the current research questions. Furthermore, Kitchenham
(2004) highlights the importance of confirming that a substantial body of primary
research exists, which can serve as a foundation for a new secondary study.

As discussed in Chapters 1 and 2, mobile devices have significantly impacted
modern life and introduced considerable challenges in the field of digital forensics, par-
ticularly as they are increasingly exploited by criminals and illicit actors. Moreover,
the rapid advancement of mobile software and applications, along with frequent op-
erating system updates and the adoption of anti-forensic features such as end-to-end
encryption (see Section 2.4), has further complicated both MF and MAF. Previous
research has acknowledged the lack of comprehensive studies within these domains.
Taken together with the substantial volume of available literature and the justification
provided in Chapter 3, these factors support the need for a systematic review of the
current state of MAF.

Specifying the Research Question
As described by Kitchenham (2004), specifying the research question(s) is the

most critical component of any systematic review, as the research question drives the
entire review methodology. Kitchenham (2004) further emphasizes that the entire
research process is built around the research question(s). The identification of relevant
primary studies must be aligned with the question(s), the data extraction process must
target information necessary to answer them, and the data analysis must synthesize
findings in a way that directly addresses the research objectives. Consequently, well-
defined research questions guide the search strategy, data extraction, and analytical
procedures.

In this context, the research question for this study was formulated as follows:

RQ: What are the current trends and challenges in digital forensic analysis of mobile
applications?

This question was developed after careful consideration and preliminary explo-
ration of the topic, as previously discussed in Section 3.1, and in response to the
identified need for a comprehensive study within the field.
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Developing & Evaluating a Review Protocol
The development and evaluation of a review protocol is another critical element

of any systematic review (Kitchenham, 2004). The importance of a review protocol lies
in its role in specifying the methods that will be used to conduct the systematic review.
A predefined protocol is essential for reducing the risk of researcher bias. For instance,
in the absence of a protocol, the selection of studies or the analytical approach may be
influenced by the researcher’s expectations (Kitchenham, 2004).

The process of developing a review protocol involves identifying all the compo-
nents of the review along with additional planning information. These elements are
summarized and presented in the following subsections.

In terms of protocol evaluation, Kitchenham (2004) recommends that researchers
define and agree upon a procedure for assessing the protocol. Ideally, if appropriate
funding is available, the protocol should be reviewed by a group of independent experts.
While this project does not have the resources to engage external reviewers, the protocol
will be subject to evaluation by the thesis supervisor and examiner, and the overall
work will undergo peer review. These measures help ensure that the review protocol
receives appropriate feedback and review.

Inclusion and Exclusion Criteria

As described by Kitchenham (2004), study selection criteria are designed to iden-
tify primary studies that provide direct evidence relevant to the research question. To
minimize the risk of bias, these criteria should be established during the development of
the review protocol (Kitchenham, 2004). In this study, the inclusion (IC) and exclusion
criteria (EC) outlined in Table 4.1 were used to systematically assess the relevance and
suitability of primary studies for the review. Criteria IC1–IC5, EC2 and EC3 will be
applied during the initial study selection phase, while the remaining exclusion criteria
will be used during the quality assessment, data extraction, and synthesis phases.

Inclusion Criteria Exclusion Criteria
IC1. Peer-reviewed articles EC1. Does not meet the inclusion cri-

teria
IC2. Conference papers, journal arti-
cles, and research papers

EC2. Paid articles or papers

IC3. Written in English EC3. Duplicate papers or articles
IC4. Published between 2019 and 2024 EC4. Not related to the topic of MAF
IC5. Focuses on the main topics: cur-
rent trends and challenges in MAF

EC5. Lacks a clear focus on the main
topic

Table 4.1: Inclusion and Exclusion Criteria.
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Databases

To conduct a comprehensive and systematic search for relevant literature, mul-
tiple academic databases were selected. The following databases were used in this
study:

• Scopus (SCO)

• IEEE Xplore (IEEE)

• Web of Science (WoC)

• Academic Search Premier (ASP)

These databases were chosen based on their broad coverage of peer-reviewed re-
search in the fields of computer science, information security, and digital forensics,
including work related to mobile devices and applications. Using multiple databases
supports the inclusion of a more diverse and representative set of studies, which helps
reduce the risk of bias associated with relying on a limited set of sources. This approach
also mitigates the likelihood of a small sample size, thereby enhancing the generalis-
ability and reliability of the review findings. Although other databases such as the
ACM Digital Library and ScienceDirect were initially considered, they were ultimately
omitted from the final selection. This was primarily due to the high level of overlap
with articles already retrieved from sources like Scopus and IEEE Xplore, which led
to a large number of duplicates. Additionally, the body of primary studies identified
through the selected databases was sufficient to conduct a comprehensive review. Con-
sidering the scope and time constraints of the study, including additional databases
that contributed little unique content would have added unnecessary complexity to the
review process.

Search Term

The following search string was used to retrieve relevant studies across selected
academic databases:

(
“digital forensic” OR “digital forensics”

)
AND

(
app OR apps OR application OR applications

)
AND

(
mobile OR mobility

)
AND

(
analysis OR analyses

)
This query was constructed using a combination of keyword variations and Boolean

operators to ensure broad and relevant coverage of literature related to digital foren-
sic analysis in the context of mobile applications. The inclusion of both “digital
forensic” and “digital forensics” ensures that studies referring to the field in either
singular or plural form are captured. Similarly, the grouping of “app”, “apps”, “ap-
plication”, and “applications” accounts for different terminologies used to describe
mobile software. The terms “mobile” and “mobility” broaden the scope to include
various ways of referring to mobile technologies, while “analysis” and “analyses” en-
sure the inclusion of studies focused on investigative and evaluative processes. Terms
such as “phone(s)” and “smartphone(s)” were included in the initial draft of the
search strategy. However, after a process of trial and error, it became evident that the
most relevant articles, which were closely aligned with the aim and scope of this study,
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typically used keywords such as application, analysis, and digital forensic in their titles
and abstracts, rather than referring explicitly to phones or smartphones. Furthermore,
the term mobile forensics inherently covers a broad range of mobile devices beyond
just smartphones or mobile phones. Therefore, the final query was refined to focus
on terminology that more effectively captured literature related to forensic analysis of
mobile applications.

Data Analysis

The method employed to identify and synthesize data from the literature in the
SLR process is thematic coding. As described by Gibbs (2007), thematic coding is a
core analytical technique in qualitative research, used to determine what the data are
about by identifying and linking segments of text (or other data items) that reflect
a shared thematic or descriptive idea. The process begins with intensive reading of
the data to identify relevant passages and assign initial codes. These early codes
may be descriptive, closely reflecting the original text, or more analytical, capturing
the researcher’s interpretation. Through ongoing review, these codes are refined and,
where appropriate, adjusted to better represent the material (Gibbs, 2007).

As the analysis develops, similar codes are grouped into broader categories and
subthemes, which can then serve as the foundation for higher-level themes that reflect
overarching patterns in the data (Gibbs, 2007). In this study, the coding was structured
around two predefined themes: current trends and challenges. These themes provided
a guiding framework for organizing and interpreting the findings. A codebook was
maintained throughout to ensure consistency in the application of codes and to docu-
ment the analytic process (See Appendices B and C for more details.). This structured
approach enabled the retrieval of all relevant text under each theme, supporting the
identification of patterns and insights across the literature.

4.2.2 Phase 2: Conducting the Review
The second phase of the SLR process is conducting the review, which involves

applying the review protocol established in the previous section (see Section 4.2.1)
to identify and select primary studies from the databases chosen earlier. This phase
consists of three interrelated sub-phases, as illustrated in Figure 4.1, which are applied
iteratively throughout the review process. Figure 4.2 presents the study selection
procedure, conducted in alignment with the protocol outlined during the planning
phase.

As shown in Figure 4.2, the search query developed in the earlier section was
used as the primary search string across the selected databases. Filters based on the
IC and EC defined in the review protocol were applied to narrow down the initial
results. This search yielded a total of 409 records. The subsequent quality assessment
process was conducted in three steps. The first step involved the removal of duplicate
entries, resulting in the elimination of 121 duplicate articles. In the second step, titles
and abstracts of the remaining records were screened using all applicable inclusion and
exclusion criteria (e.g., IC1–IC5, EC2, and EC3), reducing the number of potentially
relevant articles to 72. The final step involved a full-text review of the remaining
articles, applying additional criteria (IC5, EC4, and EC5) to further refine the selection
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and remove any irrelevant studies. This process resulted in a final set of 40 articles,
which were selected as the primary data source for this study. A complete list of these
articles is provided in Appendix A.

The final sub-phase of this stage, data extraction and synthesis, involved system-
atically extracting relevant information from the selected studies and synthesizing the
findings in alignment with the research question and data analysis methodology. The
outcomes of this analysis are presented in Chapter 5.

Query = ( "digital forensic" OR "digital forensics" ) AND ( app OR apps OR application OR applications ) 
AND ( mobile OR mobility ) AND ( analysis OR analyses )

Filter =  Year Range: (2019-2024),  Document Types: (Articles, Journals, Research Articles, Conferences)

Database

SCO WoS ASP

Final Set = 40 Articles 

13

Quantity

Total = 409

Step 1: 
EC2

409-121 = 288

Step 2: 
Title & Abstract, 

IC & EC 
288-216 = 72

Step 3: 
Full text reading,
 IC5, EC4, EC5

72 - 32 = 40  

IEEE

114130 152

Figure 4.2: Summary of literature selection (Author’s own).
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4.2.3 Phase 3: Reporting the Review
The final phase of the systematic review is reporting the review, which involves

organizing, evaluating, and presenting the findings in a clear and structured manner.
As outlined by Kitchenham (2004), this phase includes documenting the results of the
review and ensuring they are presented in a format suitable for academic reporting. In
the context of this work, the findings have been compiled and presented in the form of
this thesis.

4.3 Research Quality and Integrity
Qualitative research is often criticised for its perceived subjectivity, the potential

for researcher bias, and challenges related to generalisability. These concerns are fre-
quently raised within the positivist tradition, largely because concepts such as validity
and reliability are not addressed in the same way in naturalistic research (Shenton,
2004). Systematic literature reviews, which can be situated within the qualitative
paradigm, are designed to mitigate these concerns through a structured, transparent,
and replicable process. As discussed in Section 4.1, other methods such as interviews
and surveys also have limitations, including recall bias and limited sample sizes. In
this context, the SLR approach adopted in this study provides a consistent framework
for identifying, selecting, and analysing relevant literature within the field of MAF,
supporting the study’s objective to explore current trends and challenges.

To ensure the quality and trustworthiness of the research, this study adopts a
framework introduced by Shenton (2004), which builds on the work of Guba and Lin-
coln (Guba, 1981; Lincoln, 1995). The framework outlines four key criteria: credibility,
transferability, dependability, and confirmability. These concepts serve as qualitative
counterparts to traditional concept of validity, reliability, and objectivity.

Credibility: Credibility refers to how accurately the findings represent the sub-
ject being studied (Shenton, 2004). In this research, credibility is supported by a
well-defined review protocol, consistent application of inclusion and exclusion criteria,
and continuous academic oversight. The study was developed under the guidance of
a thesis supervisor, who regularly reviewed the progress, methodology, and interpreta-
tions to ensure alignment with academic standards and to minimise personal bias in
the research process.

Transferability: Transferability addresses whether the results can be applied to
other contexts (Shenton, 2004). While broad generalisation is not the aim of qualitative
research, this study enhances transferability by providing detailed documentation of
the methodology, allowing others to assess the relevance of the findings to their own
settings.

Dependability: Dependability relates to the consistency and clarity of the re-
search process (Shenton, 2004). This is achieved by outlining each stage of the review,
from database selection and search strategies to data extraction and synthesis, ensuring
transparency and repeatability.

Confirmability: Confirmability focuses on ensuring that the findings are shaped
by the data rather than the researcher’s own assumptions (Shenton, 2004). To support
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this, the study maintains a transparent audit trail, uses peer-reviewed sources, and
follows a systematic analysis process. The final work will also be subject to academic
examination and peer review, providing additional assurance of neutrality.

By applying this framework, the study strengthens its methodological integrity
and contributes a reliable and meaningful synthesis to the field of MAF.
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5. Result

This chapter presents the results of the analysis conducted on the selected lit-
erature. A total of 40 articles met the inclusion criteria and were examined using a
thematic coding approach. Based on the research questions, two main themes were
identified: current trends and challenges. The analysis resulted in the identification of
10 subthemes, with three falling under Current Trends and seven under Challenges (re-
fer to Figures 5.1 and 5.5). Within the current trends theme, additional subcategories
were found under the subtheme methods, as illustrated in Figure 5.1, and these are
discussed in detail in the relevant sections. The complete list of articles included in this
review is provided in Appendix A. While the key findings are presented in this chap-
ter, a detailed and structured codebook outlining the results of the thematic coding
is available in the appendix. Appendix B contains the codes associated with current
trends, and Appendix C includes those related to challenges. The following sections
provide a structured presentation of the findings, with each theme and its subthemes
addressed individually.

5.1 Current Trends
This section presents the results of the qualitative analysis from the system-

atic literature review on the theme Current Trends. Three primary subthemes were
identified: Guidelines, Methods, and Tools, as illustrated in Figure 5.1. Within the
Methods subtheme, additional subcategories were identified, including Forensic Imag-
ing, Rooting, File Analysis, Memory Analysis, and Custom Tool Development. These
subcategories play a crucial role in further defining the Methods theme. The following
subsections will explore each subtheme in detail, providing a comprehensive overview
of the findings related to each, as observed across the reviewed studies.

Current Trends

Guidelines

Methods

Tools

Forensic imaging

Rooting

File Analysis 

Memory Analysis 

Custom Tool Development

Figure 5.1: Overview of subthemes within the theme Current Trends. (Author’s own).
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5.1.1 Guidelines
The subtheme Guidelines refers to the use of established standards, best practices,

and procedural frameworks that guide the conduct of digital forensic investigations, as
reported across the studies. These guidelines typically serve to ensure the reliabil-
ity, consistency, and legal defensibility of forensic processes, including tasks such as
evidence handling, data acquisition, analysis, and reporting. A total of 14 articles
referenced one or more formal guidelines. These include A.1, A.3, A.4, A.10, A.11,
A.14, A.18, A.19, A.21, A.22, A.34, and A.40, which cited documents issued by
the National Institute of Standards and Technology (NIST), such as NIST SP 800-101:
Guidelines on Mobile Device Forensics, along with other relevant NIST guidance for
mobile forensic practices. These articles referred to the guidelines in relation to forensic
activities including data preservation, acquisition, examination, analysis, and report-
ing. A.2 applied the INTERPOL Global Guidelines for Digital Forensics Laboratories
in the context of digital evidence acquisition and analysis. A.33 referenced the Digi-
tal Forensic Research Workshop (DFRWS) framework, which outlines core procedural
stages such as identification, collection, examination, analysis, and presentation. Across
these studies, guidelines were cited to describe the procedural structures adhered to
during forensic investigation activities. Figure 5.2 presents the trend in forensic guide-
line adoption as a proportion of the total number of publications for each year among
the reviewed articles.
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1Figure 5.2: Trend in forensic guideline adoption across the reviewed studies. (Author’s
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5.1.2 Methods
The Methods subtheme refers to the different approaches employed in forensic

investigations. These methods are often interconnected and used in combination to
collect, analyze, and interpret digital evidence. Each approach plays a significant role
in the overall investigation, with the methods complementing each other to ensure a
thorough and accurate analysis.

Forensic Imaging

The subtheme Forensic Imaging refers to the process of acquiring digital evidence
through the creation of physical or logical copies of mobile device storage. A total of 31
articles reported employing forensic imaging procedures. These include A.2, A.4–A.8,
A.10–A.22, A.24, A.26–A.31, A.33–A.34, A.36, A.38, and A.40. The imaging
process was used to extract either full copies of device memory or selected portions of
the file system, depending on the scope of the investigation. For instance, A.4 reported
that “we acquired the physical image of our testing device,” and A.13 described that
“the ‘dd’ image was created of the device’s internal memory.” In several studies, logical
imaging methods were also implemented. A.22 stated that “acquiring data by dupli-
cating files using the ’adb pull’ command” reflects a logical approach that focuses on
file-level access. Similarly, A.11 noted that “a logical image was created for the rooted
phone,” while A.21 emphasized the distinction by stating, “logical acquisitions were
performed because they do not modify significant data and are widely supported.” In
A.26, the process involved “a logical (full read),” which was reported to extract data
thoroughly from the file system. A.30 also documented that “the approach starts by
obtaining logical images of the devices.” Across these studies, forensic imaging was a
foundational method for enabling access to application data, user activity, and system
artifacts, forming a reproducible basis for further forensic analysis.

Rooting

The subtheme Rooting refers to procedures implemented to obtain elevated priv-
ileges on devices by bypassing system-level restrictions. A total of 24 articles reported
the use of rooting procedures. These include A.2, A.4, A.5, A.6, A.7, A.8, A.10,
A.11, A.12, A.15, A.16, A.19, A.21, A.23, A.24, A.26, A.27, A.28, A.29, A.33,
A.34, A.36, A.38, and A.40. Rooting was primarily used to enable access to re-
stricted file system areas and application data required for forensic analysis.

Several studies described the procedure in detail. In A.2, the authors stated that
“the Rooting process on the... smartphone begins with resetting the device... followed
by the OEM Unlock step in fast boot mode to unlock the Bootloader, allowing the in-
stallation of TWRP Recovery.” A.4 similarly noted that “we began by rooting our
test device,” and A.16 explained that “we followed the steps... unlock the bootloader...
root the phone.” In A.10, rooting was described as “a process of allowing user to gain
privileged access (superuser) to the operating system.”

In several articles, root access was assumed or pre-established. A.19 stated that
“the smartphone was already rooted before starting the study,” while A.26 confirmed
that “this study uses an already rooted Moto G7 Power.” Likewise, A.33 noted that
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“the perpetrator’s smartphone was in root condition before the case simulation.” Some
studies emphasized rooting as a methodological necessity: A.21 reported that “Android
will require root to be obtained,” and A.36 emphasized that “all devices used... were
rooted” to ensure full access.

In several cases, rooting was integrated as part of the forensic preparation process.
For example, A.27, A.28, and A.29 each noted that “root access was gained... in order
to obtain full file system access.” Similarly, A.34 reported that “both smartphones were
rooted or jailbroken... to ensure superuser-level access to the user data partition,” while
A.40 stated that “both smartphones were rooted/jailbroken to access core functions
related to user applications and data.”

Across the reviewed literature, rooting emerged as a foundational step that en-
abled comprehensive access to protected device data, supporting the forensic acquisi-
tion and analysis of system-level and user-generated artifacts.

File Analysis

The subtheme File Analysis refers to the examination of file-based artifacts re-
trieved from mobile applications or device storage. A total of 33 articles reported
using file analysis methods. These include A.1, A.4–A.8, A.10–A.17, A.19–A.21,
A.23–A.34, A.36, and A.38–A.40.

Studies commonly analyzed application databases, logs, and structured files such
as SQLite databases, XML files, and log files to extract digital evidence. For example,
A.1 examined WhatsApp’s msgstore.db, which “stores detailed information about the
exchanged messages in its different types, text and multimedia,” focusing on message
records and metadata. In A.6, researchers found that “thirteen databases stored in-
formation related to the contact the account owner was interacting with,” including
personal identifiers and timestamps. A.8 retrieved deleted Viber messages from jour-
nal files, noting that “when there were no other commits to the database, the autodeleted
records could still be retrieved.”.

Other studies used file analysis to examine application configurations and user
preferences. A.19 extracted data from XML preference files, including “age range, max
distance, and timestamps” from dating apps. In A.26, deleted Instagram messages
were recovered by analyzing the direct.db-wal, where “vanish artifacts” revealed
application’s privacy feature behaviors. A.14 analyzed a financial app and reported
“valuable details such as the user ID, timezone, network carrier, device, and model,”
along with timestamped metadata reflecting user activity.

Across these studies, file analysis enabled the recovery of diverse forensic artifacts
such as chat messages, deleted records, contact lists, account credentials, timestamps,
application settings, and user interaction metadata. The depth of analysis varied, from
targeted examination of specific files to broader assessments of applications’ stored
data.
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Memory Analysis

The subtheme Memory Analysis refers to procedures aimed at examining volatile
memory, such as RAM or process memory, to extract forensic artifacts not retained in
permanent storage. A total of seven articles (A.5, A.17, A.27, A.29, A.32, A.35,
A.37) reported the use of memory analysis techniques.

Several articles emphasized the role of memory analysis in accessing encrypted
or sensitive runtime data. In A.27, the authors stated that “RAM was captured over
70 times... the 64-byte key was extracted from RAM”, demonstrating how memory in-
spection was used to recover decryption material. Similarly, A.29 noted that “the ap-
plication’s RAM was collected... used to recover the decryption key and access database
contents,” showing that certain data remained accessible only in volatile memory.

Other studies focused on the recovery of application-specific artifacts from mem-
ory. In A.17, it was observed that “more data points were stored in memory than in
SQLite databases,” indicating that the runtime environment provided a richer source
of forensic data. This study also noted that “memory images allow insight into actively
running processes,” reinforcing the value of examining system memory to reconstruct
application behavior and user activity.

In A.5, memory analysis was used in conjunction with device vulnerabilities, as
described in the statement: “The ROM flashing vulnerability has a method of acquiring
read permission and obtaining data in memory by exploiting the vulnerability of software
update.” This reflects the use of system-level weaknesses to access otherwise restricted
memory regions.

The recovery of deleted or ephemeral artifacts from memory was another common
application. Article A.32 stated that “the recovery method... involves using restored
files in a memory dump or unallocated disk space,” illustrating how memory analysis
contributed to reconstructing deleted data structures. Likewise, A.35 reported that
“messages and contact artifacts have been found... as plain texts... in both NAND flash
memory... and... process heap memory,” highlighting the visibility of forensic data in
volatile sources.

Lastly, A.37 introduced a method focused on capturing memory without requir-
ing root access on the target device, explaining that “the dynamic running states of
Android applications... could be reproduced through system-level data migration... and
Memory forensics,” and emphasized that “there is great value in process memory of
applications which contain a great quantity of data accessible.”

Across the reviewed literature, memory analysis procedures were used to enhance
forensic visibility by enabling access to temporary, encrypted, or deleted data. The
results suggest that memory inspection served as a critical supplement to traditional
acquisition methods, particularly where persistent storage was limited, inaccessible, or
intentionally obfuscated.

Custom Tool Development

The subtheme Custom Tool Development refers to the development of customized
tools or scripts by researchers to facilitate specific aspects of the forensic investigation
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process. A total of 11 articles reported the use of custom tool development. These
include A.3, A.6, A.9, A.17, A.27, A.28, A.30–A.32, A.36, and A.39.

Several studies incorporated machine learning techniques as part of their cus-
tom solutions. In A.3, the authors described a method that “utilizes content-based
features combined with a matching algorithm... utilizes a modified Complement Naive
Bayes algorithm... lays a foundation for future forensic tools,” and further noted that
“integrating machine learning algorithms into the forensic process can automate identi-
fying relevant data, improve efficiency, and reduce the time and cost.” Similarly, A.30
presented a machine learning-based triage approach to classify smartphone files, de-
scribing it as “a proof of concept to develop ML based triage tools.” In A.39, a tool was
proposed for detecting video forgery and identifying sources using extracted features
and “various machine learning algorithms and an ensemble voting model.”

Other articles focused on tools designed to extract or parse artifacts from specific
sources. A.6 introduced ASNAAT, a tool developed to process forensic images and ex-
tract application artifacts, stating it “was constructed in a way where relevant artifacts
are extracted from the forensic images via wordlist files for each of the applications.”
In A.9, a mobile application named Message Recovery was built to “detect deleted
messages using notification logging.” A.17 described a tool called TAP that “can
parse forensic artifacts from the Tile application. . . from memory images and SQLite
databases.” A.27 presented the Ajax Systems Log Parser, which was developed to
extract and present log data from an IoT security application.

Automation and scripting also played a key role. In A.31, a Python-based tool
was implemented to “automate the process of data analysis and artifact collection.”
A.36 reported on the development of the ZL autopsy module, which “runs a set of
SQL queries to the SQLite 3 databases and performs analysis of. . . XML files.” A.28
documented the creation of SQLite queries integrated into Python parsers to extract
evidentiary data from multiple databases.

Across the reviewed studies, custom tool development was used not only to ad-
dress limitations of commercial forensic software and adapt analysis to specific appli-
cations, but also to introduce machine learning techniques that enhanced the efficiency
and scalability of forensic investigations.

Trends in Forensic Methods by Year

Figure 5.3 presents the distribution of forensic methods reported across the re-
viewed studies, organized by year of publication. File analysis is one of the most
frequently reported method in all years. Rooting and forensic imaging are also con-
sistently reported from 2020 onwards. Memory analysis appears in a smaller number
of studies and is used intermittently across the years. Reports of custom tool devel-
opment increase in frequency from 2021 onward. The figure displays the number of
studies employing each method per year from 2019 to 2024.
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Figure 5.3: Trend in forensic method usage across the reviewed studies by year. (Au-
thor’s own).
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5.1.3 Tools
The subtheme Tools encompasses a broad range of software utilities, platforms,

and frameworks used throughout the digital forensic process, including general-purpose
forensic suites, device acquisition utilities, and tools for gaining privileged access to
mobile systems. A total of 34 articles namely: A.1–A.4, A.6–A.8, A.10–A.11,
A.13–A.17, A.18–A.21, A.22–A.25, A.26–A.31, A.33–A.36, A.38, A.40, ex-
plicitly referenced tool usage in mobile forensic workflows, excluding entries focused
solely on custom tool development.

Among the most frequently cited were tools for data acquisition, such as ADB
(Android Debug Bridge), described in A.1 as “a command line tool provided by
Android that allows Android users to communicate with Android phones through a
variety of ways.” It was employed for device imaging and data extraction in articles
like A.2, A.4, and A.22. Magnet AXIOM appeared across several studies (e.g., A.2,
A.10, A.14, A.21, A.34, A.40), often praised for its comprehensive acquisition and
analysis features: “Magnet AXIOM is a versatile digital forensics tool... used for the
acquisition and analysis process in this research” (A.2).

Cellebrite UFED, a leading commercial suite for mobile forensics, was notice-
ably used in articles such as A.17, A.20, A.21, A.34, A.40. It enabled both logical
and physical acquisition on Android and iOS devices. For example, A.40 reported:
“The Pixel 3 was forensically acquired using Cellebrite UFED 4PC.” Similarly, A.21
and A.34 described its use alongside other tools like Magnet AXIOM to ensure com-
prehensive evidence extraction.

Autopsy, a popular open-source platform, was used to analyze disk images and
recover deleted artifacts (e.g., A.4, A.10, A.34), where it was described as “used
to analyze traces of the deleted data, traces of the deletion techniques, and related
artifacts” (A.7). Similarly, FTK Imager was employed in A.7 and A.10 for viewing
and exporting forensic images, while BinWalk was used in A.10 to “extract the known
files such as SQLite databases as well as recently shared images.”

Memory and volatile data analysis tools were prominent in several studies. Frida
and fridump3 were utilized in A.27 and A.29 to capture application RAM and de-
crypt encrypted Realm databases: “RAM was captured over 70 times using Frida/
fridump3 to decrypt the encrypted ajax.realm and support.realm databases” (A.27).
These efforts were often followed by decryption using tools like CyberChef : “Uti-
lizing CyberChef, this 64-character long decryption key was converted to its 128-hex
representation” (A.27, A.29). SQLite DB Browser also featured prominently (e.g.,
A.13, A.23, A.24, A.25, A.36) for inspecting app databases at a detailed level.

Rooting and jailbreaking tools formed a critical part of forensic preparation.
Magisk, often paired with TWRP, was cited in A.4, A.11, A.15, A.16, A.27–
A.29, A.38 to gain superuser access before acquisition. A.4 reported: “We began by
rooting our test device using ADB, Magisk, and TWRP recovery image for Moto E4.”
On the iOS side, checkra1n (based on the checkm8 exploit) was used in A.34, while
Palera1n appeared in A.27–A.29. Other tools like Kingo Root (A.23) and ES
File Manager (A.23, A.24) facilitated root access and post-root data collection.

Specialized tools with narrower focus included X-Ways Forensics (A.28, A.29),
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Oxygen Forensics (A.18), and GrayKey (A.14), which was used for iOS device de-
cryption. Multi-function suites like MSAB XRY/XAMN were highlighted in A.19,
A.26, A.30, A.31 for their imaging and data exploration capabilities.

Figure 5.4 presents the proportion of studies referencing forensic tools within the
MAF domain, categorized by publication year and based on the total number of articles
reviewed annually. The data show that tool-related content is consistently represented
from 2019 to 2024, with at least two-thirds of studies each year including references to
specific tools. In 2021 and 2023, all reviewed publications reported tool usage. This
pattern indicates a strong reliance on forensic tools within MAF research, highlighting
their central role in the methodologies employed across the examined literature.

Trends in MAF Tools

Year Tools

2019 0,83

2020 0,67

2021 1
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Figure 5.4: Trends in the forensic tools usage across the reviewed studies from 2019 to
2024 (Author’s own).

5.2 Challenges
This section presents the challenges identified through the qualitative analysis

of the systematic literature review on the theme Challenges. The analysis revealed
several subthemes, including Root Access Dependency, Anti-Forensic Measures, Lack
of Standardization, Rapid Advancement, Privacy Features and Encryption, Limitations
of Forensic Tools and Methodologies, and Complexity, as illustrated in Figure 5.5. Each
of these subthemes represents factors that impact the field. The following subsections
will discuss each subtheme in detail, providing an overview of the findings from the
reviewed studies.
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and Methodologies
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Figure 5.5: Overview of subthemes within the theme Challenges. (Author’s own).

5.2.1 Root Access Dependency
The subtheme Root Access Dependency refers to the need for elevated privileges,

such as rooting or jailbreaking, to enable access to restricted areas of mobile devices
during forensic investigations. A total of 23 articles (A.2, A.5, A.8–A.12, A.14,
A.15, A.17, A.19, A.21, A.23, A.24, A.26–A.29, A.34, A.36–A.38, A.40) ad-
dressed this requirement. Root access was commonly described as necessary for re-
trieving protected or hidden data. For example, A.2 stated that “on devices with root
privileges, researchers have full control over the file system and can access hidden or
protected data,” while A.5 noted that “to access the USERDATA area, in which app
data are stored, we should obtain root privileges rather than normal user privileges.”
A.10 highlighted that comprehensive analysis of WhatsApp data was not possible
without rooting the device, and A.11 found that “the rooted phone image contained
more data overall” compared to its non-rooted counterpart.

In addition to expanded data access, several articles discussed the constraints
and practical challenges associated with obtaining root privileges. A.14 reported that
rooting is often unfeasible due to device restrictions and security mechanisms, and
A.19 emphasized that it alters the device’s state, which may affect forensic soundness.
A.36 pointed out that “acquiring data from non-rooted devices is challenging due to
the security protections put in place by manufacturers.” Despite such constraints, some
studies observed that root access is becoming more commonly employed. A.40 stated
that “although the evidence extracted after applying rooting and jailbreaking techniques
are questioned in the court of law, it is becoming a standard due to the phones’ se-
curity measures that are preventing forensic acquisition in any other way.” Overall,
the findings indicate that root access plays a central role in enabling full file system
acquisition, particularly in the context of Android-based forensic investigations.
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5.2.2 Anti-Forensic Measures
The subtheme Anti-Forensic Measures refers to actions or features that prevent

or interfere with the recovery of digital evidence during forensic investigations. A total
of 14 articles (A.2, A.7–A.10, A.14, A.16, A.17, A.19, A.32–A.34, A.38, A.40)
addressed this topic. A commonly reported method was the deletion of messages or
data to prevent forensic recovery. For instance, A.2 noted that “no digital evidence was
found showing the results of the message deletion,” demonstrating the effectiveness of
deletion in the Twinme app. Similarly, A.9 described a case where a message “instantly
disappeared from both sender’s and receiver’s databases,” leaving “no solid proof of
the cybercrime.” In A.10, features such as WhatsApp’s “delete for everyone” were
identified as complicating investigation processes, where “bad actors take advantage of
new and existing technologies to create mischief.”

Additional forms of anti-forensic activity included automated deletion and manip-
ulation of device data. A.8 reported on the “Timebomb” feature, which enables mes-
sage autodeletion after it is read. A.17 highlighted GPS spoofing through applications
that “falsify the location of a user’s device,” which was used to modify forensic location
data. Articles A.16 and A.32 documented the use of application uninstallation and
database modification, with A.16 stating that “users can simply resort to uninstalling
the app and wiping the relevant remnants beside other advanced techniques.” A.38
described database deletion in Telegram, where no records were recoverable following
user logout or local database clearance, as indicated by discrepancies in file timestamps.

Some articles described broader implications of such practices. A.7 stated that
“wiping applications can completely erase specific data or remove residual data,” which
may lead to “reduced reliability, delays in investigations, and confusion.” In A.34, user-
deleted posts were noted as “through the investigation, might be recoverable,” though
this was not assured. The included studies consistently presented anti-forensic actions
as a factor affecting the ability to acquire or analyze digital evidence during mobile
forensic investigations.

5.2.3 Lack of Standardization
The subtheme Lack of Standardization highlights the inconsistencies and vari-

ability in mobile forensic investigations caused by the absence of uniform frameworks,
data structures, and procedures across platforms and applications. A total of 27 arti-
cles (A.1, A.3, A.5, A.6, A.10–A.12, A.14, A.15, A.17–A.29, A.32–A.34, A.38,
A.40) discussed this issue. One commonly reported challenge was the variation in
how mobile applications store and structure data, which complicates forensic analysis.
For example, A.3 stated that “the emergence of various instant messaging applications
with different characteristics... makes data analysis more challenging due to the lack
of standardized framework regulations.” In addition, A.5 noted that “different IMs use
different encryption schemes, and constantly update their encryption schemes,” which
can affect access to data and its interpretation over time.

Several studies also highlighted differences related to device types and operating
systems. A.11 explained that “the directories for each of these items slightly varied
either due to the difference in image type or due to the difference in phone type,” while
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A.17 observed that “the database format differed between Android and iOS,” resulting
in variations in the availability and quality of extracted data such as coordinates and
timestamps. A.12 emphasized that because each application has its own file structure
and storage method, “the forensic analysis approach of each application may contain
differences,” especially when trying to retrieve deleted content.

Some articles described how data with the same function could be stored dif-
ferently depending on the platform or version. For instance, A.29 noted that “the
’YSDCLogItem.sqlite’ database is the equivalent of Android’s ’ezvizlog.db’... slightly
differently structured but stores the same information.” These structural differences
often required different approaches to analysis, even when the underlying data type
was similar. On a broader level, A.18 pointed out the lack of consistency in investiga-
tive methods, stating that there is a “lack of standardized investigation model,” and
that “each MF process model significantly diverges from others,” leading to confusion
when comparing findings. Differences in how forensic artifacts are labeled were also re-
ported, contributing to a lack of clarity in interpreting results. Lastly, A.40 found that
“although our analysis approach was identical in both Android and iOS, the reported
results seemed different in some apps,” highlighting the impact of platform variability
even under controlled conditions.

5.2.4 Rapid Advancement
The subtheme Rapid Advancement refers to the continual and accelerated changes

in mobile applications, operating systems, and related technologies, which create sub-
stantial challenges for mobile forensic investigations. A total of 18 articles (A.1,
A.3–A.6, A.10, A.12–A.13, A.20, A.24, A.25, A.28, A.30–A.32, A.35, A.36,
A.40) discussed this issue. Frequent updates in applications and operating systems
were repeatedly identified as disruptive to forensic processes. For example, A.4 noted
that “a significant update can lead to changes in data storage and structure... [and]
disrupt the ability of forensic tools to effectively acquire and interpret user data,” while
A.40 similarly reported that “rapid and frequent updates in OS and applications” pose
ongoing challenges. Changes in encryption schemes were also highlighted as a compli-
cating factor, with A.5 stating that “different IMs use different encryption schemes,
and constantly update their encryption schemes.” The deprecation of forensic-relevant
functionalities was noted in A.1, which explained that “the current version of What-
sApp does not allow Android devices to use ADB backup,” prompting reliance on older
versions. Several articles emphasized the impact of application diversity and prolifer-
ation; A.3 described the “rapidly changing and diverse landscape of instant messag-
ing applications,” and A.6 observed that “new applications are being developed more
rapidly in order to fulfil the demand for counter-cultural applications.”

Other studies pointed to forensic tool limitations in keeping pace with this evolu-
tion, such as A.28, which stated that “no publicly available research was found related
to the investigation of Dahua Technology’s applications.” The literature also identified
that older research findings may become outdated quickly, as seen in A.13, which
noted that “android version became nearly obsolete by the time the research work was
shared with the community.” The reviewed studies report that frequent technological
changes affect data acquisition, interpretation, and the applicability of forensic tools.
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5.2.5 Privacy Features and Encryption
The subtheme Privacy Features and Encryption refer to the integration of en-

cryption mechanisms and privacy-oriented features in mobile applications, which have
implications for both user privacy and forensic investigations. A total of 19 articles
(A.2, A.3, A.5, A.8, A.9, A.10, A.14, A.19, A.25, A.26, A.27, A.28, A.29,
A.31, A.33, A.34, A.35, A.38, A.40) reported on this subtheme. Several articles
highlighted the technical means by which privacy is protected, primarily through en-
cryption. For instance, A.5 reported that “both applications encrypt their databases
using an SQLite extension module called SQLCipher,” and noted that “the use of
encryption can effectively protect the user’s data, but poses a significant challenge to
digital forensics.” In A.14, analysis of the Mint application revealed that “these realm
and database files couldn’t be accessed without the correct decryption key,” and that
“the second file failed to open and requested a 128-bit encryption key,” demonstrat-
ing the strength of its encryption scheme. A.29 similarly described “encrypted realm
databases,” one of which “was encrypted with a 64-byte key,” and required specific
formatting for decryption in Realm Studio. A.40 documented that in the case of
Telegram, “the recovery of most contents [was] stored in an encrypted format.”

Some applications were also designed to limit the collection of identifiable user
data. For example, A.2 stated that Twinme “does not access device contacts” and “al-
lows the sharing of content without the need for registration using personal data such
as a phone number or email.” A.35 similarly noted that Kik “is known for preserving
users’ anonymity by allowing users to register without the need for a phone number.”
These features were identified as enhancing user privacy, but also as creating barriers
for forensic access. A.8 reported that “even if the legal system is bypassed and a court
order is executed, as an FBI training document indicates, there is little that could be
done to gain access to the content of encrypted messages from secure messaging ser-
vices.” Additionally, A.33 observed that Signal Messenger’s “new privacy feature...
makes it more challenging to identify a sender,” while A.10 noted that “WhatsApp...
keeps the local database encrypted to protect the privacy of messages, calls and other
related information.” In several cases, encryption and anonymity features were identi-
fied as potentially exploitable. As A.2 stated, “while the feature aims to maintain user
privacy, it also has the potential to be misused to hide criminal activity.” Similarly,
A.26 remarked that vanish mode “aids secure chats... but gives way to cybercriminals
leaving no forensic evidence.”

5.2.6 Limitations of Forensic Tools and Methodologies
The subtheme Limitations of Forensic Tools and Methodologies refers to the re-

curring technical and procedural challenges associated with mobile forensic investiga-
tions, as reported in a total of 32 articles (A.1–A.6, A.8–A.12, A.14–A.21, A.23,
A.26–A.28, A.30, A.32–A.38, A.40). Across these studies, limitations were ob-
served in the capabilities of commercial and open-source forensic tools and methodolo-
gies to address the demands of evolving mobile environments, which led to partial or
failed artifact extraction, unsupported applications, and inconsistencies in data recov-
ery procedures.

A frequently reported limitation involved the restricted support for certain ap-
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plications and data structures. A.3 noted that “most forensic tools support less than
5% of all applications” and explained that challenges arise when tools “cannot parse
and analyze data from an instant messaging application that has yet to be previously
analyzed.” In a related finding, A.12 reported that “mobile forensic technologies such
as XRY, Oxygen Forensics, and Paraben do not identify all data created by instant
messaging services,” specifically referencing Discord. A.14 found that the Mint ap-
plication was unsupported in the evaluated tool, stating that “our examination using
Magnet AXIOM was hindered by version limitations,” and A.4 similarly indicated that
“a significant update can lead to changes in data storage and structure... [that] disrupt
the ability of forensic tools to effectively acquire and interpret user data.”

Data acquisition procedures also presented obstacles. A.5 highlighted that “most
of the devices that follow this recommendation are factory data reset while the custom
recovery is flashing... Therefore, it is not possible to acquire complete application data
that can be used as evidence.” In A.21, limitations were due to OS-level security, as
“Cellebrite’s UFED4PC... did not allow a physical acquisition... [and] did not support
the security level of the operating system.” Format restrictions were documented in
A.6, which reported that “tar images are the only supported format” due to the use
of Magnet Acquire.

Several studies reported that forensic tools failed to detect relevant artifacts or
misidentified files. For example, A.10 stated that “none of the mentioned commercial
tools was able to parse and recover artifacts of interest,” and that “WAL SQLite was
not identified” as valuable digital evidence. A.11 similarly found that Magnet “did not
originally identify [the database] as a database” due to its nonstandard file extension.
Tool-specific limitations were also observed in A.33, which noted that “both forensic
tools lack the ability to read deleted data and recover lost data,” and in A.34, where
“Magnet did not offer the ability to create a Full or Physical forensic image.” A.38
highlighted inconsistencies based on tool version, reporting that “AXIOM 5.7 was
unable to decode either secret or normal media messages, while the AXIOM 6.0 could
decode only the normal ones.”

Issues with volatile memory and restricted device access were also documented.
A.35 explained that “a blind investigation of the RAM adds to the challenge” due to
disordered memory pages, while A.37 emphasized that memory acquisition methods
“are subjecting to severe restrictions in real investigation environment,” and “can only
be applied to pre-prepared devices.” A.36 reported that acquisition from non-rooted
devices often required alternative methods, noting that “this is a time-consuming pro-
cess and may not always be successful, leading to potential limitations in the amount or
type of data that can be acquired.” These studies collectively indicate that both forensic
tools and investigative methodologies are significantly impacted by the rapid evolution
of mobile technologies, affecting the completeness, consistency, and feasibility of digital
evidence extraction and analysis.

5.2.7 Complexity
The subtheme Complexity refers to the technical, procedural, and structural dif-

ficulties involved in MF and MAF investigations, as reported in a total of 31 arti-
cles (A.1, A.3, A.5–A.6, A.8–A.12, A.14–A.18, A.20, A.23, A.26–A.30, A.32–
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A.33, A.35–A.40). These challenges are mainly due to evolving mobile application
architectures, security mechanisms, volatile data behavior, and the need for manual,
expert-led analysis processes.

In several cases, complexity stemmed from device or application restrictions that
required advanced procedures to access data. A.1 noted that “the current version of
WhatsApp does not allow Android devices to use ADB backup,” which forced investiga-
tors to either root the device or downgrade the application. Similarly, A.16 reported
that “we had to unlock the bootloader, restore backed-up data, root the phone, and ex-
tract artifacts with root privileges”, emphasizing the technical expertise required. This
was supported by A.26, which highlighted that “only a rooted device would give us
access to the entire file system.”

Manual analysis was another common complexity. A.3 explained that forensic
examiners must “have a grasp of the database structure... [and] knowledge of SQL
query commands” to correctly interpret data from instant messaging apps. A.10 iden-
tified challenges in working with WhatsApp databases, where “the WAL reverts back
the original content of the database in unencrypted format,” making recovery and in-
terpretation more difficult. In A.38, investigators described how Telegram’s design
was “very challenging for forensic investigation” due to its complex structure and un-
predictable data deletion behavior.

The volatility of data was also a recurring issue. A.8 observed that “even an
insignificant user interaction (e.g., Viber’s notification removal) would modify them
and could potentially erase records,” while A.11 noted that “logs are only retained
for approximately 3 days”, making prompt data acquisition essential. Data volume
further complicated investigations. A.6 reported that “due to the vast number of data
recovered... not all of the artifacts discovered are discussed,” and A.30 highlighted
that from nearly two million extracted files, “only 6% were of interest.”

In other cases, investigators encountered non-standard data structures or un-
recognized formats. A.23 stated that “the data produced by the application are not
recognized by commercial tools... Hence, it is necessary to perform complex multi-
step forensic processes.” Media file handling also posed challenges; A.39 explained
that “IMAs perform re-encoding of the videos,” altering their metadata and structure
during transmission. Memory acquisition introduced additional complexity. A.35 de-
scribed how “a blind investigation of the RAM adds to the challenge” due to disordered
memory pages, reducing the accuracy of evidence recovery.

These findings show that complexity in MF and MAF is caused by a combination
of technical restrictions, evolving data structures, high data volume, and the need for
specialized knowledge.

Trends in Mobile Application Forensics Challenges
Figure 5.6 presents the number of studies reporting specific challenges in MAF

between 2019 and 2024. Limitations of forensic tools and methodologies are
among the most frequently reported challenges, with a consistent increase in mentions
observed from 2019 onward. These limitations typically involve difficulties in data
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acquisition and analysis due to issues such as unsupported applications, encryption, or
evolving data structures.

Complexity is also frequently cited and demonstrates a similar upward trend
across the same period. This challenge includes factors such as the volume, diversity,
and organization of mobile application data, which may complicate analysis and require
greater technical expertise or manual intervention.

In addition, lack of standardization is consistently reported as a major chal-
lenge, with a notable increase in mentions between 2019 and 2021, followed by steady
reporting in subsequent years. This issue includes inconsistencies in how mobile ap-
plications store data, name files, and structure databases. Some studies also identify
variations in forensic procedures, including differences in investigation models, data
labeling practices, and extraction techniques. In certain cases, inconsistencies in ap-
plication behavior across platforms or versions are also noted, which may affect tool
performance and necessitate adjustments in analytical approaches.

The challenge of rapid advancement shows an upward trend between 2019
and 2021, followed by a decline in reporting in the following years. This challenge
is characterized by frequent updates to mobile applications and operating systems,
which can significantly impact the MAF landscape. Rapid advancement often overlaps
with other challenges, including lack of standardization, complexity, and Limitations
of forensic tools and methodologies. The data suggest that spikes in technological
advancement tend to coincide with increases in other reported challenges. Conversely,
the reduction in rapid advancement reports appears to correspond with a moderation
of other challenges, as observed between 2022 and 2024.

Root access dependency exhibits a fluctuating pattern over the years, with a
60% increase in mentions between 2019 and 2020, followed by a 50% decline between
2020 and 2022, and a near doubling of mentions between 2022 and 2023. The recurrence
of this challenge is often linked to other challenges such as anti-forensic measures,
privacy features and encryption, and rapid advancement, which can drive the
need for more intrusive approaches to access and extract data from mobile devices.

Both anti-forensic measures and privacy features and encryption also fol-
low a fluctuating pattern throughout the reviewed period, as shown in Figure 5.6.
Anti-forensic techniques—such as message deletion, application uninstallation, and
GPS spoofing—are often discussed alongside tool limitations, as they hinder the re-
covery of digital evidence. Privacy and encryption challenges typically involve strong
data protection mechanisms, such as encrypted databases or platform-level restrictions
designed to limit data access. In such cases, studies often note that root access is
required to bypass these protections and obtain the necessary evidence.

In summary, the data highlight how these challenges are interconnected and tend
to co-occur. Increases in core challenges such as rapid technological advancement
often correspond with rises in related challenges like tool and methodologies limitations
and lack of standardization. Similarly, decreases in one area appear to influence the
frequency of others. This relationship is particularly evident between 2022 and 2024,
where a decline in rapid advancement is accompanied by a general stabilization of other
challenges. The absence of rapid advancement as a major concern in 2024 appears to

43



coincide with a leveling out of reported issues, suggesting that fluctuations in techno-
logical change play a significant role in shaping the broader challenge landscape within
the MAF field.
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Figure 5.6: Trends in mobile application forensics challenges (2019–2024) (Author’s
own).
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6. Discussion

This chapter discusses the study’s findings in relation to existing research and
considers key ethical and societal implications. Section 6.1 explores observed trends,
methodological variations, and the primary challenges identified within the MAF do-
main. Section 6.2 addresses ethical considerations, including privacy concerns, rooting
practices, and the broader societal impact of forensic technologies. Together, these sec-
tions offer a comprehensive overview of the study’s contributions and their relevance
to the evolving landscape of mobile application forensics.

6.1 Results in Relation to Previous Research
This study conducted a systematic literature review to examine current trends

and challenges in digital forensic analysis within the domain of MAF. The findings
show strong alignment with prior empirical research in the broader fields of digital
and mobile forensics. As observed in studies by (Bardhan et al., 2024; Krishnapriya
et al., 2021; Salamh et al., 2021), several recurring trends were identified, including
increased adherence to recognized guidelines such as those issued by NIST and IN-
TERPOL, widespread use of forensic imaging, the development of specialized tools,
and the application of advanced techniques such as file analysis, memory forensics, and
device rooting. These consistencies reflect a growing degree of methodological struc-
ture within the field (see Figure 5.3). Additionally, Figure 5.4 shows consistent tool
usage across the reviewed period, with full inclusion in 2021 and 2023. This trend un-
derscores MAF’s strong reliance on forensic tools, with investigative approaches closely
shaped by tool availability and capability.

Beyond confirming established findings, this review offers a more expansive and
systematic perspective on the challenges reported in MAF. These include root access
dependency, anti-forensic measures, lack of standardization, privacy and encryption
barriers, limitations of forensic tools and methodologies, and the overall complexity of
forensic investigations. While earlier studies often focused on isolated cases or placed
emphasis on specific applications rather than broader patterns (Shortall & Bin Azhar,
2015; Zehra & Qadir, 2022), this review presents a more comprehensive synthesis that
highlights both commonly reported challenges and more observational, indirectly stated
issues.

Notably, the variation in methods and procedures across the reviewed studies
suggests inconsistencies in the application of forensic standards. Although adherence
to established guidelines—such as those developed by NIST—has increased over time
(see Figure 5.2), their consistent application remains limited. Many studies reported
only partial or intermittent use of such standards. This variability suggests a gap
between available guidelines and their practical implementation, possibly due to factors
such as differences in forensic models, individual practitioner preferences, or region-
specific legal and procedural requirements (Al-Mousa et al., 2022). Moreover, some
studies noted that existing forensic tools and techniques did not fully meet the technical
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requirements outlined in current guidelines (Alissa et al., 2019), reinforcing the notion
that methodological diversity persists within the field.

Another finding involves the widespread but uneven utility of forensic tools.
While tools such as the Magnet AXIOM framework are frequently used by practi-
tioners, they often support fewer than 5% of all mobile applications, as reported by
Lee et al. (2023). This leads to methodological limitations, such as those noted by
Bardhan et al. (2024), who observed that “the current Magnet AXIOM version didn’t
include the Mint application, necessitating an alternative approach.” Similar limitations
are echoed across several studies (see Appendix C). Contributing factors include ver-
sion incompatibilities, the rapid evolution of mobile applications and platforms, and
limited forensic research on less widely used apps (Akbal et al., 2019). While these
issues have been addressed in isolated studies, this review highlights their broader
interconnectedness and persistence across the literature.

This broader interconnectedness, as observed in Figure 5.6, reveals a dynamic and
interdependent ecosystem. Core challenges—such as tool limitations, data complexity,
lack of standardization, and rapid technological advancement—frequently appear to-
gether rather than in isolation. The data suggest a tension-like relationship: increased
pressure in one area often corresponds with elevated strain in others. For instance,
between 2019 and 2021, increases in reports of tool limitations, data complexity, and
standardization issues coincided with a peak in references to rapid technological ad-
vancement. This pattern may indicate that the fast pace of mobile technology devel-
opment contributes to downstream challenges, including gaps in tool capabilities and
inconsistencies in analytical approaches.

After 2021, a decline in rapid advancement references corresponds with a general
stabilization of other challenges, implying potential associations in how these issues
evolve. Root access dependency, anti-forensic techniques, and privacy or encryption
constraints also exhibit fluctuating patterns that often align with shifts in other re-
ported issues. Although no direct causal relationships can be inferred from the data,
the consistent co-occurrence of these challenges suggests a high degree of interrelation.
Developments in one area may influence the visibility or impact of challenges in others,
underscoring the complex and interconnected nature of the MAF forensic environment.

An additional trend observed in the reviewed literature is the increasing explo-
ration of custom forensic solutions and machine learning techniques as responses to
these persistent challenges. Several studies have examined the application of machine
learning to support automated forensic analysis (Lee et al., 2023; Serhal & Le-Khac,
2021; Yang et al., 2024). For example, Barmpatsalou et al. (2018) noted that “ma-
chine learning can be used to classify retrieved elements from memory images accord-
ing to their data types, whether they are user-, application-, or system-generated,”
and suggested that such techniques can aid in the categorization of malicious activ-
ity. Furthermore, Barmpatsalou et al. (2018) stated that “machine learning and soft
computing algorithms or rule- and knowledge-based systems would not only facilitate in-
vestigations but also automate many procedures without the need for continuous expert
supervision.” However, the practical application of such tools in real-world investiga-
tions remains limited, indicating that their integration may represent the beginning of
a new methodological phase in both digital and mobile application forensics.

46



6.2 Ethical and Societal Aspects
This interconnectedness is further evident in the ethical and societal aspects of

MAF. The reliance on rooting or jailbreaking (Adi Wibowo et al. (2024) and Maryam
and Hussain (2023)) undermines device integrity and user privacy by bypassing built-
in security protocols. While often necessary for forensic access, these methods raise
concerns around user trust and the legal admissibility of evidence, particularly when
mishandled (Almehmadi & Batarfi, 2019). Privacy-enhancing features introduced by
mobile platform developers, while beneficial to users, have often complicated forensic
procedures. As a result, more invasive techniques such as rooting have increasingly
become standard practice in MAF workflows (Salamh et al., 2021).

On a societal level, advancements in MAF may enhance law enforcement capa-
bilities in addressing cybercrime, aligning with the UN Sustainable Development Goal
16 (Peace, Justice, and Strong Institutions). However, these tools can also be misused
for surveillance purposes, potentially impacting marginalized communities dispropor-
tionately. Encryption technologies, while essential for safeguarding privacy (G. Kim
et al. (2020) and Vasilaras et al. (2022a)), can simultaneously enable criminal activity,
reflecting the ongoing tension between privacy rights and security needs (Zhang et al.,
2018).

From an ethical standpoint, forensic practitioners must balance thorough inves-
tigative processes with the protection of individual privacy. For instance, recovering
deleted messages (Mirza et al. (2020) and Vasilaras et al. (2022b)) may inadvertently
expose personal information unrelated to the investigation. Additionally, the lack of
standardization and the gap in technological advancement within forensic processes can
lead to inconsistent judicial outcomes, raising concerns about fairness and reliability
in the legal system (Al-Mousa et al., 2022).
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7. Conclusion

This thesis presents a systematic literature review aimed at identifying current
trends and challenges in the field of MAF. The review followed the structured method-
ology proposed by Kitchenham (2004), incorporating thematic coding to extract key
themes related to both current trends and challenges within MAF. Through this pro-
cess, ten sub-themes were identified, with three corresponding to current trends and
seven to challenges. Notably, within the theme of current trends, the sub-theme con-
cerning methodological approaches was further divided into four categories to allow a
more detailed understanding of the phenomena.

The study analyzed a broad range of existing research to determine current trends
and ongoing challenges within MAF practices. By systematically collecting, coding,
and quantifying relevant data, the review identified persistent trends and demonstrated
the interrelated nature of themes and sub-themes. Within the theme of current trends,
file analysis emerged as a core methodological component for extracting forensic arti-
facts from applications and devices. Forensic imaging was frequently employed as a
preliminary step to preserve data integrity and enhance the reliability of subsequent
forensic procedures. However, the application of such methods varied across studies,
with inconsistencies largely attributed to the lack of standardization and the rapid ad-
vancement of mobile applications and platform architectures. These two factors were
closely interconnected, as the fast-paced and fragmented evolution of mobile ecosystems
contributes to the absence of unified forensic procedures and tools. This situation not
only reinforces the challenge sub-theme of lack of standardization but also intensifies
the overall complexity of mobile forensic investigations.

Although adherence to established forensic guidelines, such as those developed by
NIST, has been shown to improve forensic soundness and provide structure to investiga-
tive procedures, their application was reported only intermittently across the reviewed
studies. This inconsistency emerged as a noteworthy underlying finding. While the
exact reasons for the limited implementation of such guidelines remain unclear, the
pattern strongly suggests that the lack of standardization and the rapid advancement
of mobile platforms and applications contribute to a widening gap between forensic
practice and the development or adoption of updated standardized guidelines. Some
studies also reported that many forensic tools and techniques did not fully meet the
requirements set by existing guidelines (Alissa et al., 2019).

Additionally, although relatively uncommon, memory analysis was identified as a
valuable technique in specific scenarios, particularly when conventional forensic meth-
ods were constrained by challenges such as privacy and encryption and anti-forensic
measures. These challenges often stem from user- or application-level protections that
hinder access to critical data. Memory analysis leverages the temporary and active
nature of volatile memory, which may contain evidence that is not persistently stored
and would otherwise be inaccessible through standard extraction techniques. In such
cases, this method played a crucial role in overcoming barriers posed by encrypted or
obfuscated data. However, the volatile and transient characteristics of memory make
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it difficult to capture and interpret. Its use typically requires advanced technical ex-
pertise and specialized tools, which limit its practical adoption across many forensic
contexts and contribute to the overall challenge of complexity.

Rooting procedures also frequently correlated with obstacles encountered by prac-
titioners. These included limitations in existing forensic tools and methodologies, which
often hindered or complicated the investigative process. Security mechanisms imple-
mented by devices or applications frequently restricted access to system-level data,
preventing deep analysis or comprehensive evidence extraction. These barriers are
strongly linked to several challenge sub-themes, such as limitations of forensic tools
and methodologies, complexity, anti-forensic measures, and privacy and encryption.

Ethical and societal implications of mobile forensic practices were also explored.
Techniques such as rooting or jailbreaking, although sometimes necessary to access
data, raise concerns about device integrity and user privacy. A recurring ethical tension
identified in the literature involves balancing investigative needs with the protection
of user rights. Privacy-enhancing features introduced by mobile platform developers,
while beneficial to users, have often complicated forensic procedures. As a result, more
invasive techniques such as rooting have increasingly become standard practice in MAF
workflows (Salamh et al., 2021).

The results also indicated a growing interest in the integration of machine learn-
ing tools aimed at automating aspects of the forensic process. While the practical
application of such tools remains limited, with many still in conceptual or experimen-
tal stages, this trend suggests the emergence of a new pathway and potentially the
beginning of a new era in the evolution of mobile application forensics.

7.1 Limitation and Future work
Several limitations and delimitations must be acknowledged. This review relied

exclusively on published academic literature, which may introduce publication bias
and exclude practical insights from grey literature or industry sources. In terms of
scope, the study was delimited to smartphones and smartphone-like devices, exclud-
ing other mobile or embedded platforms such as laptops, IoT devices, and wearables.
Furthermore, the analysis focused solely on the local extraction and examination of
mobile applications, omitting cloud-based, server-side, or network-related forensic ar-
tifacts and procedures. These boundaries were intentionally defined to maintain focus
and analytical depth; however, they may limit the broader applicability of the findings
across the full spectrum of mobile forensic investigations.

For future work, expanding the scope to include a wider range of device types and
application environments could offer a more comprehensive view of the mobile forensic
landscape. In particular, increased attention should be given to the forensic analysis
of cloud-based artifacts, as many modern applications rely heavily on cloud storage.
Cloud forensics introduces distinct challenges, including legal and jurisdictional com-
plexities, distributed data acquisition, and limited access to proprietary environments.
Addressing these issues is critical to the development of more complete and adapt-
able forensic frameworks. Additionally, while this study focused on general trends and
challenges within the MAF domain, future research could investigate the popularity,
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evolution, and usage patterns of specific forensic tools over time. Such analysis could
help identify tool adoption trends and gaps in tool coverage, further informing both
tool development and practitioner decision-making.

In conclusion, the results of this study align with its overall aim and scope by iden-
tifying active trends and ongoing challenges in the field of mobile application forensics.
The study fulfills its purpose of contributing to the field by providing a comprehensive
and structured overview of current developments and issues faced within the domain.
By synthesizing findings from existing literature, it offers a foundation for future re-
search while highlighting the pathways, challenges, and limitations of current forensic
approaches. Despite the defined delimitations and limitations, such as the focus on
smartphones and local application-level forensics, the study presents relevant insights
that support the continued refinement of mobile forensic practices. As mobile platforms
continue to evolve, ongoing technical and ethical developments will remain essential for
ensuring responsible and effective digital investigations.

50



References

Adi Wibowo, N., Anindya Wijayanti, R., Amiruddin, A., Yulita, T., & Sidabutar,
J. (2024). A digital evidence analysis of the twinme application on android
based on interpol guidelines for digital forensics laboratories. 2024 International
Conference on Information Technology and Computing (ICITCOM), 312–317.
https://doi.org/10.1109/ICITCOM62788.2024.10762406 (cit. on pp. 9–12, 16,
47, I).

Agrawal, A. K., Sharma, A., & Khatri, P. (2019). Digital forensic analysis of facebook
app in virtual environment. 2019 6th International Conference on Computing
for Sustainable Global Development (INDIACom), 660–664 (cit. on p. I).

Akbal, E., Baloglu, I., Tuncer, T., & Dogan, S. (2019). Forensic analysis of bip mes-
senger on android smartphones. Australian Journal of Forensic Sciences, 52 (5),
590–609. https://doi.org/10.1080/00450618.2019.1610064 (cit. on pp. 46, II).

Al-Dhaqm, A., Razak, S. A., Ikuesan, R. A., Kebande, V. R., & Siddique, K. (2020). A
review of mobile forensic investigation process models. IEEE Access, 8, 173359–
173375. https://doi.org/10.1109/ACCESS.2020.3014615 (cit. on pp. 8, 9).

Alief, F., Suryanto, Y., Rosselina, L., & Hermawan, T. (2020). Analysis of autopsy
mobile forensic tools against unsent messages on whatsapp messaging applica-
tion. 2020 7th International Conference on Electrical Engineering, Computer
Sciences and Informatics (EECSI), 26–30. https://doi.org/10.23919/EECSI50
503.2020.9251876 (cit. on p. 1).

Alissa, K., Almubairik, N. A., Alsaleem, L., Alshamrani, A., Alghamdi, R., & Alsham-
mari, N. (2019). A comparative study of whatsapp forensics tools. SN Applied
Sciences, 1, 1320. https://doi.org/10.1007/s42452-019-1312-8 (cit. on pp. 46,
48, I).

Almehmadi, T., & Batarfi, O. (2019). Impact of android phone rooting on user data
integrity in mobile forensics. 2019 2nd International Conference on Computer
Applications & Information Security (ICCAIS), 1–6. https://doi.org/10.1109
/CAIS.2019.8769520 (cit. on pp. 1, 2, 11, 47).

Al-Mousa, M. R., Al-Zaqebah, Q., Saeb Al-Sherideh, A., Al-Ghanim, M., Samara, G.,
Al-Matarneh, S., & Asassfeh, M. (2022). Examining digital forensic evidence
for android applications. 2022 International Arab Conference on Information
Technology (ACIT), 1–8. https://doi.org/10.1109/ACIT57182.2022.9994221
(cit. on pp. 45, 47, II).

Al-Rawashdeh, A. M., Al-Sharif, Z. A., Al-Saleh, M. I., & Shatnawi, A. S. (2020).
A post-mortem forensic approach for the kik messenger on android. 2020 11th
International Conference on Information and Communication Systems (ICICS),
079–084. https://doi.org/10.1109/ICICS49469.2020.239559 (cit. on pp. 13, III).

Ayers, R., Brothers, S., & Jansen, W. (2014, May). Guidelines on mobile device foren-
sics (Technical Report No. SP 800-101 Rev. 1). National Institute of Standards
and Technology. U.S. Department of Commerce. https : / / doi . org / 10 . 6028
/NIST.SP.800-101r1 (cit. on pp. 8–11).

51

https://doi.org/10.1109/ICITCOM62788.2024.10762406
https://doi.org/10.1080/00450618.2019.1610064
https://doi.org/10.1109/ACCESS.2020.3014615
https://doi.org/10.23919/EECSI50503.2020.9251876
https://doi.org/10.23919/EECSI50503.2020.9251876
https://doi.org/10.1007/s42452-019-1312-8
https://doi.org/10.1109/CAIS.2019.8769520
https://doi.org/10.1109/CAIS.2019.8769520
https://doi.org/10.1109/ACIT57182.2022.9994221
https://doi.org/10.1109/ICICS49469.2020.239559
https://doi.org/10.6028/NIST.SP.800-101r1
https://doi.org/10.6028/NIST.SP.800-101r1


Bardhan, R., Garay-Paravisini, R., Dorai, G., & Vanputte, L. (2024). Digital forensics
analysis of a financial mobile application: Uncovering security and privacy impli-
cations. 2024 International Symposium on Networks, Computers and Commu-
nications (ISNCC), 1–8. https://doi.org/10.1109/ISNCC62547.2024.10758975
(cit. on pp. 9, 11, 13, 15, 16, 45, 46, II).

Barmpatsalou, K., Cruz, T., Monteiro, E., & Simoes, P. (2018). Current and future
trends in mobile device forensics: A survey. ACM Comput. Surv., 51 (3). https:
//doi.org/10.1145/3177847 (cit. on pp. 8, 9, 11, 46).

Bays, J., & Karabiyik, U. (2019). Forensic analysis of third party location applications
in android and ios. IEEE INFOCOM 2019 - IEEE Conference on Computer
Communications Workshops (INFOCOM WKSHPS), 1–6. https://doi.org/10
.1109/INFOCOMWKSHPS47286.2019.9093781 (cit. on p. II).

Coughlin, S. S. (1990). Recall bias in epidemiologic studies. Journal of Clinical Epi-
demiology, 43 (1), 87–91. https://doi.org/https://doi.org/10.1016/0895-4356(9
0)90060-3 (cit. on p. 19).

Domingues, P., Francisco, J., & Frade, M. (2023). Post-mortem digital forensics anal-
ysis of the zepp life android application. Forensic Science International: Digital
Investigation, 45, 301555. https://doi.org/https://doi.org/10.1016/j.fsidi.2023
.301555 (cit. on p. III).

Dragonas, E., & Lambrinoudakis, C. (2023). Iot forensics: Analysis of ajax systems’
mobile app for the end user. 2023 IEEE International Conference on Cyber
Security and Resilience (CSR), 446–451. https://doi.org/10.1109/CSR57506.2
023.10224992 (cit. on p. II).

Dragonas, E., Lambrinoudakis, C., & Kotsis, M. (2023a). Iot forensics: Analysis of a
hikvision’s mobile app. Forensic Science International: Digital Investigation, 45,
301560. https://doi.org/https://doi.org/10.1016/j.fsidi.2023.301560 (cit. on
p. II).

Dragonas, E., Lambrinoudakis, C., & Kotsis, M. (2023b). Iot forensics: Investigating
the mobile app of dahua technology. 2023 IEEE International Conference on
Cyber Security and Resilience (CSR), 452–457. https://doi.org/10.1109/CSR5
7506.2023.10224982 (cit. on p. II).

Dworkin, S. L. (2012). Sample size policy for qualitative studies using In-Depth inter-
views. Archives of Sexual Behavior, 41 (6), 1319–1320. https://doi.org/10.1007
/s10508-012-0016-6 (cit. on p. 19).

Femi-Adeyinka, C., Kose, N. A., Akinsowon, T., & Varol, C. (2024). Digital forensics
analysis of youtube, instagram, and tiktok on android devices: A comparative
study. 2024 12th International Symposium on Digital Forensics and Security
(ISDFS), 1–6. https://doi.org/10.1109/ISDFS60797.2024.10527244 (cit. on
p. II).

Feng, P., Li, Q., Zhang, P., & Chen, Z. (2019). Private data acquisition method based
on system-level data migration and volatile memory forensics for android appli-
cations. IEEE Access, 7, 16695–16703. https://doi.org/10.1109/ACCESS.2019
.2894643 (cit. on p. III).

Flaglien, A., Sunde, I. M., Dilijonaite, A., Hamm, J., Sandvik, J. P., Bjelland, P.,
Franke, K., & Axelsson, S. (2017, May). Digital forensics. John Wiley & Sons,
Ltd. https://doi.org/10.1002/9781119262442 (cit. on pp. 4–8).

52

https://doi.org/10.1109/ISNCC62547.2024.10758975
https://doi.org/10.1145/3177847
https://doi.org/10.1145/3177847
https://doi.org/10.1109/INFOCOMWKSHPS47286.2019.9093781
https://doi.org/10.1109/INFOCOMWKSHPS47286.2019.9093781
https://doi.org/https://doi.org/10.1016/0895-4356(90)90060-3
https://doi.org/https://doi.org/10.1016/0895-4356(90)90060-3
https://doi.org/https://doi.org/10.1016/j.fsidi.2023.301555
https://doi.org/https://doi.org/10.1016/j.fsidi.2023.301555
https://doi.org/10.1109/CSR57506.2023.10224992
https://doi.org/10.1109/CSR57506.2023.10224992
https://doi.org/https://doi.org/10.1016/j.fsidi.2023.301560
https://doi.org/10.1109/CSR57506.2023.10224982
https://doi.org/10.1109/CSR57506.2023.10224982
https://doi.org/10.1007/s10508-012-0016-6
https://doi.org/10.1007/s10508-012-0016-6
https://doi.org/10.1109/ISDFS60797.2024.10527244
https://doi.org/10.1109/ACCESS.2019.2894643
https://doi.org/10.1109/ACCESS.2019.2894643
https://doi.org/10.1002/9781119262442


Gibbs, G. (2007). Analyzing qualitative data [Provider: SAGE Publications, Inc. —
Database: Sage Research Methods]. SAGE Publications, Ltd. https://doi.org/1
0.4135/9781849208574 (cit. on p. 24).

Goel, A., Tyagi, A., & Agarwal, A. (2012). Smartphone forensic investigation process
model. International Journal of Computer Science & Security (IJCSS), 6 (5),
322–326. https://www.cscjournals.org/library/manuscriptinfo.php?mc=IJCSS
-719 (cit. on p. 9).

Guba, E. G. (1981). Criteria for assessing the trustworthiness of naturalistic inquiries.
Educational Communication and Technology Journal, 29 (2), 75–91. https://do
i.org/10.1007/BF02766777 (cit. on p. 26).

Hassan, E. (2005, December). Recall Bias can be a Threat to Retrospective and
Prospective Research Designs. https :// ispub .com/IJE/3/2/13060 (cit. on
p. 19).

Hassenfeldt, C., Baig, S., Baggili, I., & Zhang, X. (2019). Map my murder: A digital
forensic study of mobile health and fitness applications. Proceedings of the 14th
International Conference on Availability, Reliability and Security. https://doi.o
rg/10.1145/3339252.3340515 (cit. on p. II).

Hoang Khoa, N., The Duy, P., Do Hoang, H., Thi Thu Hien, D., & Pham, V.-H. (2020).
Forensic analysis of tiktok application to seek digital artifacts on android smart-
phone. 2020 RIVF International Conference on Computing and Communication
Technologies (RIVF), 1–5. https://doi.org/10.1109/RIVF48685.2020.9140739
(cit. on p. II).

Hutchinson, S., Shantaram, N., & Karabiyik, U. (2020). Forensic analysis of dating ap-
plications on android and ios devices. 2020 IEEE 19th International Conference
on Trust, Security and Privacy in Computing and Communications (TrustCom),
836–847. https://doi.org/10.1109/TrustCom50675.2020.00113 (cit. on p. II).

Johnson, H., Volk, K., Serafin, R., Grajeda, C., & Baggili, I. (2022). Alt-tech social
forensics: Forensic analysis of alternative social networking applications [Pro-
ceedings of the Twenty-Second Annual DFRWS USA]. Forensic Science Inter-
national: Digital Investigation, 42, 301406. https://doi.org/https://doi.org/10
.1016/j.fsidi.2022.301406 (cit. on p. I).
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A. Accepted Articles

Table A.1 presents the selected articles that form the foundation of this report, arranged
in alphabetical order for clarity.

ID Authors & Publication Year Title

A.1 (Alissa et al., 2019) A comparative study of WhatsApp
forensics tools

A.2 (Adi Wibowo et al., 2024)

A Digital Evidence Analysis of the
Twinme Application on Android Based on
INTERPOL Guidelines For Digital
Forensics Laboratories

A.3 (Lee et al., 2023)

A Predictive Classification Model for
Identifying Conversation-related Mobile
Forensic Data in Instant Messaging
Applications

A.4 (Maryam & Hussain, 2023)
A Study on the Forensic Analysis of
Airlines Applications on Android
Operating System

A.5 (G. Kim et al., 2020)
A study on the decryption methods of
telegram X and BBM-Enterprise databases
in mobile and PC

A.6 (Johnson et al., 2022)
Alt-tech social forensics: Forensic analysis
of alternative social networking
applications

A.7 (J. Kim et al., 2024)
Analysis of Digital Forensics Artifacts
Based on Deletion Methods in Mobile
Wiping Applications

A.8 (Vasilaras et al., 2022a) Android Device Incident Response: Viber
Analysis

A.9 (Mirza et al., 2020)
An Android Case Study on Technical
Anti-Forensic Challenges of WhatsApp
Application

A.10 (Salamh et al., 2020)
Asynchronous Forensic Investigative
Approach to Recover Deleted Data from
Instant Messaging Applications

A.11 (Rightley & Karabiyik, 2023) Digital Forensic Analysis of AGPTEK
Smartwatch Application on Android OS

A.12 (Kara, 2022)
Digital Forensic Analysis of Discord
Mobile Application on Android Based
Smartphones

A.13 (Agrawal et al., 2019) Digital Forensic Analysis of Facebook App
in Virtual Environment
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and Privacy Implications
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Instagram, and TikTok on Android
Devices: A Comparative Study

A.16 (Sumaila & Bahsi, 2022) Digital forensic analysis of mobile
automotive maintenance applications

A.17 (Pace et al., 2023)
Every step you take, I’ll be tracking you:
Forensic analysis of the tile tracker
application

A.18 (Al-Mousa et al., 2022) Examining Digital Forensic Evidence for
Android Applications

A.19 (Hutchinson et al., 2020) Forensic Analysis of Dating Applications
on Android and iOS Devices

A.20 (Williams et al., 2021) Forensic Analysis of Fitbit Versa: Android
vs iOS

A.21 (Bays & Karabiyik, 2019) Forensic Analysis of Third Party Location
Applications in Android and iOS

A.22 (Millatina et al., 2024) Forensic analysis of whatsapp, instagram,
and telegram on virtual android device.

A.23 (Akbal et al., 2019) Forensic analysis of BiP Messenger on
android smartphones

A.24 (Hoang Khoa et al., 2020)
Forensic analysis of TikTok application to
seek digital artifacts on Android
smartphone

A.25 (Trung et al., 2021)
Forensics analysis of FacePlay application
to seek digital artifacts on data ownership
and privacy

A.26 (Kumar & Karabiyik, 2021) Instagram Forensic Analysis Revisited:
Does anything really vanish?

A.27 (Dragonas & Lambrinoudakis,
2023)

IoT Forensics: Analysis of Ajax Systems’
mobile app for the end user

A.28 (Dragonas et al., 2023b) IoT Forensics: Investigating the Mobile
App of Dahua Technology

A.29 (Dragonas et al., 2023a) IoT forensics: Analysis of a HIKVISION’s
mobile app

A.30 (Serhal & Le-Khac, 2021)
Machine learning based approach to
analyze file meta data for smart phone file
triage

A.31 (Hassenfeldt et al., 2019) Map My Murder: A Digital Forensic Study
of Mobile Health and Fitness Applications

A.32 (S. Kim et al., 2022)
Methods for recovering deleted data from
the Realm database: Case study on
Minitalk and Xabber
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A.33 (Riadi et al., 2022)

Mobile forensic analysis of Signal
Messenger application on Android using
Digital Forensic Research Workshop
(DFRWS) framework

A.34 (Mirza et al., 2023) No Filters: A Deep Dive into Photo
Sharing Apps on Android and iOS

A.35 (Al-Rawashdeh et al., 2020) A Post-Mortem Forensic Approach for the
Kik Messenger on Android

A.36 (Domingues et al., 2023) Post-mortem digital forensics analysis of
the Zepp Life android application

A.37 (Feng et al., 2019)

Private Data Acquisition Method Based on
System-Level Data Migration and Volatile
Memory Forensics for Android
Applications

A.38 (Vasilaras et al., 2022b) Retrieving deleted records from Telegram

A.39 (Yang et al., 2024)
Video source identification using machine
learning: A case study of 16 instant
messaging applications

A.40 (Salamh et al., 2021)
What’s on the Horizon? An In-Depth
Forensic Analysis of Android and iOS
Applications

Table A.1: Final set of articles selected for inclusion in this study, following the sys-
tematic review process.
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B. Result – Current Trends

ID Subtheme(s) Code

A.1 Guidelines–NIST
“This paper aims to compare between existing WhatsApp
forensics tools and asses its capabilities against NIST Test
Assertions and researchers’ defined criteria.”

A.1 Guidelines–NIST

“To prove the reliability of WhatsApp application forensics
tools, the researchers examined several well-known
standards and test plans to select the most relevant one. It
was found that NIST Mobile Device Tool Test Assertions
and Test Plan is the most relevant test plan to WhatsApp
forensics tools.”

A.1 Methods–File
Analysis

“WhatsApp client stores multiple artifacts with high
evidentiary values to be seized for investigation purposes,
such as log files and databases. Such artifacts are stored in
various files and databases at different locations.”.

A.1 Methods–File
Analysis

“... the first database, msgstore.db, which is known as the
chat database.... it stores detailed information about the
exchanged messages in its different types, text and
multimedia... Messages table it is the most detailed table, it
keeps a record for each exchanged message, whether it is
sent or received.”

A.1 Tools–ADB

“ADB is a command line tool provided by Android that
allows Android users to communicate with Android phone
through variety of ways, such as, transferring files,
installing apps, debugging and restoring files.”

A.2 Guidelines–
INTERPOL

“The digital forensics process on Twinme from each
scenario will be analyzed according to INTERPOL
guidelines.”

A.2 Guidelines–
INTERPOL

“This experimental method implements these scenarios to
acquire digital evidence using the INTERPOL Global
Guidelines for Digital Forensics Laboratories.”

A.2 Guidelines–
INTERPOL

“Following the INTERPOL Global Guidelines for Digital
Forensic Laboratories ensures systematic and reliable
handling of digital evidence. These guidelines outline key
stages: Acquisition, Examination, Analysis, and
Presentation. By adhering to these guidelines, our research
on Twinme effectively identified and analyzed digital
artifacts, maintaining the integrity and validity of our
findings”

Continued on next page
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A.2 Methods–Forensic
imaging, Tools-ADB

“The acquisition method using Android Debug Bridge
(ADB) begins with connecting the smartphone to a laptop
via a USB cable... ADB will automatically detect the device
in Axiom Process.”

A.2 Methods–Rooting “Twinme installed on a... Android smartphone... in a
rooted condition.”

A.2 Methods–Rooting,
Tools–TWRP

“The Rooting process on the... smartphone begins with
resetting the device to factory settings... The next step
involves the activation of USB Debugging... followed by the
OEM Unlock step in fast boot mode to unlock the
Bootloader, allowing the installation of TWRP Recovery...
This package includes software that allows Root access,
giving the user full control to install applications that
require Root privileges, while still maintaining the possibility
of a system backup...”

A.2 Tools–Magnet
AXIOM

“Magnet AXIOM is a versatile digital forensics tool used for
analysis on various digital devices... can perform data
acquisition, data recovery, data analysis, and present digital
evidence... used for the acquisition and analysis process in
this research.”

A.2 Methods–Forensic
imaging, Tools

“The tool used for this acquisition is Axiom Process...
capable of performing imaging acquisition and extracting
data... including messages, activity logs, and media files.”

A.3 Guidelines–NIST

“By automating the identification process... improving the
NIST-compliant procedure by reducing investigator time and
training requirements while increasing accuracy and
efficiency... According to NIST-SP800-101, the forensic
investigation process involves preserving, acquiring,
examining/analyzing, and reporting digital evidence.”

A.3 Methods–Custom
Tool Development

“existing practices and research in mobile forensics often
rely on experts to write reverse engineering scripts based on
their experience and background knowledge... ”

A.3 Methods–Custom
Tool Development

“Our method utilizes content-based features combined with a
matching algorithm specially developed for the data schema
of instant messaging applications... identify
conversation-related data without relying on table and
column names... utilizes a modified Complement Naive
Bayes algorithm... filtering rate of at least 88%... lays a
foundation for future forensic tools.”

A.3 Methods–Custom
Tool Development

“Integrating machine learning algorithms into the forensic
process can automate identifying relevant data, improve
efficiency, and reduce the time and cost... use available or
open-source datasets... preprocess imbalanced training data
using the Synthetic Minority Oversampling Technique
method.”

Continued on next page
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A.3 Tools

“For Complement Naive Bayes model training, we used
open-source data such as DailyDialogm, which contains
around 13,000 dialogue data, and U.S. births in 2021
names, which includes approximately 158,000 name data.”

A.4 Guidelines–NIST

“We utilized NIST SP 800-101 Rev. 1:2014 as a model,
which provides crucial direction, guidance, and techniques
for conducting a mobile device forensic analysis using
forensic tools... outlines four primary stages of the mobile
device forensic process: preservation, acquisition,
examination and analysis, and reporting.”

A.4 Methods–Forensic
Imaging, Tools

“We acquired the physical image of our testing device using
ADB, Netcat, and Busybox.”

A.4 Methods–File
Analysis

“During our analysis, we identified several artifacts related
to account creation and registration, including logs of
account creation activity, successful login information with a
timestamp, and the membership number... We were able to
acquire sensitive data such as name, flight booking details,
and transaction details by performing the activities in Table
I.”

A.4 Methods–Rooting,
Tools

“We began by rooting our test device using ADB, Magisk,
and TWRP recovery image for Motoe4.”

A.4 Tools–Autopsy “the physical disk image was examined and analyzed using
the Autopsy tool.”

A.5 Methods–Forensic
Imaging

“We extract app data using Android backup, if available, as
the most common approach... Android backup can extract
an app package which includes the database and xml files
only for apps with a backup setting of True... ”

A.5 Methods–Rooting
“In order to access the USERDATA area, in which app data
are stored, we should obtain root privileges rather than
normal user privileges.”

A.5 Methods–File
Analysis

“Once the application data are extracted, we need to select
core data... They include .xml files and setting values;
encrypted data or files; ciphertext; user login credentials;
private information...
com.blackberry.bbm.PREFERENCES.xml: the xml file that
stores the encrypted Passphrase... cache.usr: the XML file
that stores the application GUID needed to make decryption
key.”

A.5 Methods–Memory
Analysis

“We can use a device that can physically dump a ROM
flashing vulnerability... The ROM flashing vulnerability has
a method of acquiring read permission and obtaining data in
memory by exploiting the vulnerability of software update.”

A.6 Methods–Forensic
Imaging

“data acquisition from mobile devices through device
imaging was performed on the Android and iOS devices.”

Continued on next page
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A.6 Methods–Rooting

“The mobile devices were factory reset and rooted or
jail-broken prior to use... The tests were conducted using
accounts with fictitious credentials on a rooted Android and
jail-broken iPhone.”

A.6 Methods–File
Analysis

“Twelve databases contained the username of the
device/account owner... ten saved the user ID, full name,
email or phone number, and timestamps... Thirteen
databases stored information related to the contact the
account owner was interacting with... XML files recorded
user information such as username, full name, email
address... Two files contained user ID and authentication
session tokens... Clouthub.xml contained the unsalted MD5
hashed password... Three of the nine applications contained
cache databases populated with other cache data.”

A.6 Methods–Custom
Tool Development

“The ASNAAT tool was developed to take in a tar archived
forensic image of either an Apple or Android smartphone...
The purpose of Alternative Social Networking Applications
Analysis Tool (ASNAAT) is to automatically aggregate the
forensically relevant data from the researched alt-tech social
applications... the tool was constructed in a way where
relevant artifacts are extracted from the forensic images via
wordlist files for each of the applications... ASNAAT targets
artifact types such as SQLite databases, XML files, and files
found within caches identified as important.”

A.6 Tools “Magnet Acquire was used to acquire physical images of both
devices after testing each application.”

A.7 Methods–Rooting,
Tools “First, the experimental device was rooted...”

A.7 Methods–File
Analysis

“The raw file analysis revealed that images were also stored
in locations other than their original paths... XML files in
the /shared prefs directory within the app package path of
each application were examined...”

A.7 Methods–File
Analysis

“the XML file revealed artifacts such as the timestamp of
when the images were deleted, the version information of
the application and the device, the number of overwrite
passes performed, the name of the deletion technique used,
and the names of the deleted files... ”

A.7 Methods–File
Analysis

“Artifacts related to the use of deletion techniques persisted
within the XML files located in the /shared prefs directory
of each application’s app package path... Artifacts related to
the deletion techniques used on deleted images were present
in all three wiping applications... These artifacts can be
valuable in forensic investigations by providing clues about
the frequency of data deletion activities and the methods
used.”

Continued on next page
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A.7 Methods–Forensic
Imaging, Tools–ADB

“USB debugging mode was enabled, and data imaging was
performed using Android Debug Bridge (ADB).”

A.7 Tools–HxD

“To verify whether the data was completely deleted, the raw
files were analyzed using HxD... The raw data from the
extracted images were analyzed using HxD Editor to
determine the effectiveness of the data deletion techniques.”

A.7 Tools–Autopsy, FTK
Imager

“FTK Imager and Autopsy were used to analyze traces of
the deleted data, traces of the deletion techniques, and
related artifacts... ”

A.8 Methods–Forensic
Imaging

“we acquired several forensic images... included the image
acquisition of the device or the database of interest.”

A.8 Methods–Rooting “we gained root access on both devices.”

A.8 Methods–File
Analysis

“Viber utilizes SQLite databases for storing its data... The
viber messages.db was composed by 24 tables... the two most
forensically interesting tables were: 1) messages and 2)
participants info (contains information about the
participants such as the phone number and the contact’s
name referred as number and display.name accordingly).”

A.8 Methods–File
Analysis

“It was observed that when there were no other commits to
the database the autodeleted records could be still retrieved
since the journal file is the invalid previous version of the
database.”

A.8 Methods–File
Analysis

“Artifacts related to deleted media files that were exchanged
via Viber application were found in numerous files and
database.”

A.8 Methods–File
Analysis

“The timestamps of the file’s deletion by the user and its
removal from the trash bin, were retrieved from the contents
of the trashcan.db and its WAL file.”

A.8 Tools–Magisk,
TWRP

“we gained root access on both devices. This was achieved
by unlocking the bootloader, and installing a custom
recovery menu (Team Win Recovery Project-TWRP) and a
Magisk solution”

A.8 Tools
“For the extraction and analysis of the devices’ and Viber
application’s data a vast number of commercial and
nonforensic tools and software were utilized (TABLE IV).”

A.9 Methods–Custom
Tool Development

“It is important to develop a technical proof-of-concept
solution to the problem by developing a mobile application
that can detect deleted messages even in ‘block status’...
This proof-of-concept mobile application will be called
‘Message Recovery’... Message Recovery detects deleted
messages using notification logging.”

A.10 Guidelines–NIST
“we referred to the Guidelines on Mobile Device Forensic
provided by the National Institute of Standards and
Technology (NIST).”

Continued on next page
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A.10 Methods–Forensic
Imaging

“the process began with acquiring physical and logical copies
of a rooted Android device to make sure that we have access
to most of the files associated with WhatsApp.”

A.10
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“We conducted the forensic analysis on a Android device by
acquiring both physical and logical images using Magnet
ACQUIRE.”

A.10 Methods–Rooting

“Rooting is a process of allowing user to gain privileged
access (superuser) to the Android operating system by
simply using some rooting application or booting the device
on a custom operating system.”

A.10 Methods–File
Analysis

“We specifically conducted carving techniques on the WAL
SQLite database... The WAL file also contains SQLite
database queries... Carving the file by selecting the header
and footer is a technique that we used to analyze each file
separately... The manual carving and analysis of the WAL
file has led to the recovery of deleted messages after they
have been deleted by WhatsApp user, and, most importantly,
the contact number that the message was sent or received
from.”

A.10
Methods–File
Analysis,
Tools–BinWalk

“We consolidated manual carving techniques using
penetrating testing tool to capture plaintext data...
extraction of deleted records (e.g., recently shared media
files) using BinWalk tool which is rarely used in these types
of investigation.”

A.10 Tools–Autopsy,
WinHex, HxD

“We selected data carving and extracting tools such as HxD,
WinHex, and Autopsy. These forensic tools provide
extraction, carving, and searching techniques on the digital
evidence.”

A.10 Tools–BinWalk
“Using the ‘BinWalk’ penetration testing tool... we extracted
the known files such as SQLite databases as well as recently
shared images.”

A.11 Guidelines–NIST

“In accordance with the National Institute of Standards and
Technology (NIST) Mobile Data Population guide, three
different call types were generated... Also in accordance with
the NIST document, six different types of SMS messages
were both sent and received... ”

A.11
Methods–Rooting,
Tools–Magisk,
TWRP

“The Motorola phone was rooted using Magisk and TWRP,
a common rooting method for this device.”

A.11
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“For data acquisition, an image of each smartphone was
created using the tool Magnet AXIOM Process upon the
conclusion of the data population phase. A quick image was
created for the non-rooted phone, and a logical image was
created for the rooted phone.”

Continued on next page

IX



ID Subtheme(s) Code

A.11 Methods–File
Analysis

“Log files and a database containing user information were
available on both images... Telegram data present in
Telegram logs but not in FitCloudPro logs is not reported as
recovered... Logs were found at \adb-data.ta
apps\com.topstep.fitcloudpro\ef\Log, containing
approximately 60 hours of data... The only recoverable
message was an incoming group Telegram message; physical
addresses were also found throughout the logs... Various
user data were recoverable in the logs and database...
Timestamps in log documents and metadata corresponded
with syncing of the watch and phone.”

A.11 Methods–File
Analysis

“Another aspect of note is the ”last modify time” column
that is present in some of the tables. This column could
potentially identify if a user has attempted to manually
alter data in the database.”

A.11 Tools–Magnet Axiom “Magnet AXIOM was selected for analysis because it is a
popular, court-approved forensic tool.”

A.12 Methods–Forensic
Imaging

“The downloaded Discord application was extracted using
the ES File Explorer file manager program... Database files
were obtained from the application files extracted with the
ES File Explorer program.”

A.12 Methods–Rooting
“root process was applied to the smartphone... Rooting the
Android operating system allows the user to access and
modify system files.”

A.12 Methods–File
Analysis

“The data obtained from the Discord application were
analyzed... the file structure of the Discord application was
analyzed, and it was seen that deleted messages could be
accessed by defining the messaging protocol.”

A.12 Methods–File
Analysis

“Forensic specialists’ capacity to access and correctly
analyze the file structures of mobile applications is critical
for achieving speedier outcomes in legal procedures.”

A.13 Methods–Forensic
Imaging

“The ”dd” image was created of the device’s internal
memory.”

A.13 Methods–File
Analysis

“Facebook also stores the list of friends of the user in a
SQlite database file... the credentials of the user gets stored
in the application’s internal memory in a file... This file
contains the Username in plain text and Password as an
encrypted hash.”

A.13 Tools–FTK Imager,
WxHexEditor

“This work exploits the manual method of data extraction
using free tools like FTK Imager, WxHexEditor... ”

A.13 Tools–SQlite DB
browser

“This db file when opened SQlite DB browser revealed the
list of... ”

A.14 Guidelines–NIST

“The test and examination procedures followed the
guidelines of the National Institute of Standards and
Technology (NIST) to ensure the quality and validity of the
result.”
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A.14
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“we created forensics images for both lab devices using
Magnet AXIOM.”

A.14 Methods–File
Analysis

“This folder contained various realm and database files, all
securely encrypted... we identified a DB file named...
comprising five tables... within the “Library” folder, we
encountered the... folder, which housed numerous files
containing timestamped event information... the... file
revealed valuable details such as the user ID, timezone,
network carrier, device, and model... the... file offered
further information, including the user ID... the... database
provided information about websites visited via the Mint
application...”

A.14 Methods–File
Analysis

“When analyzing application files, it’s prudent to approach
them in segments, starting with user-centric information...
The file contains direct information about which features are
activated for the user... The property file contained whether
the application was in the background and the timestamp
associated with that event... Further analysis uncovered files
with the extension “.realm,” commonly associated with
MongoDB databases... In our analysis of the Mint
application, we encountered several realm and db files.”

A.14 Methods–File
Analysis

“Finally, we uncovered two crucial pieces of metadata from
the “com.mint.internal.plist” file: the iPhone’s name... and
its model... along with the associated email address...
Additionally, we uncovered additional timestamp-related
metadata concerning the user’s data refresh, ABBT
updates, and budget recommendations... ”

A.14 Tools

“We employed Magnet AXIOM, Oxygen Forensics, and
GrayKey to extract, analyze, and interpret these artifacts...
utilizing advanced tools such as Magnet AXIOM, Oxygen
Forensics, and GrayKey to extract and analyze digital
artifacts... We conducted all our data acquisition and
analysis using iTunes, Magnet AXIOM, Oxygen Forensics,
and GrayKey... We chose these tools because Magnet
AXIOM can work across multiple platforms and excels at
extracting artifacts from specific applications like Mint...
Additionally, Oxygen Forensics and GrayKey are tailored
specifically for mobile forensic analysis, offering detailed
insights into how user data is stored and processed within
mobile applications.”
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A.14
Tools–SQlite DB
browser, Xcode,
Realm Studio

“We opted for open and commercially available tools to
ensure accessibility and reliability... DB Browser for
SQLite, Xcode, and Realm Studio were used to extract the
data from the database files... We utilized iTunes to perform
iTunes backup for the iPhone... employed the Oxygen
Forensics tool to extract data from the iTunes backup...
employed the GrayKey tool for full system extraction...
GrayKey also helped by decrypting the encrypted data stored
on the iPhone.”

A.15
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“This critical step involved creating forensic images of both
Android devices... Magnet AXIOM... the primary tool, was
used extensively for data extraction, analysis, and
reporting.”

A.15 Methods–Rooting,
Tools–Magisk

“These devices were rooted using Magisk app, which was
crucial for gaining the necessary privileges to access and
monitor system-level interactions... ”

A.15 Methods–File
Analysis

“Files from both devices revealed more extensive
information... investigation of IndexedDB files, local
storage, and session storage revealed particulars of user
engagement... the deep dive into the .log files from the
Chrome files proved to be informative... these logs offered a
detailed view of the user’s online activities... Extraction and
examination of the log files from the apps led to detailed
information, mirroring the browser analysis... browser data
such as .ldb files, IndexedDB, local and session storage were
uniformly obtainable across all platforms... Device ID and
timestamps were consistently extracted... a significant
portion of this data can be found in .xml and .db files,
commonly used to store configuration data and databases.”

A.15
Tools–SQlite DB
browser, Xcode,
Realm Studio

“This was complemented by the DB Browser for SQLite,
which provided detailed examination capabilities for SQLite
databases containing user activity logs and browser history.”

A.15 Tools–ADB

“Additionally, the Android Debug Bridge (ADB) played a
crucial role, offering a command-line interface for direct
communication with the devices... we employed Android
ADB tools (Android Debug Bridge) to delve into the browser
history databases of both Android devices, uncovering
valuable insights into their web-based interactions.”

A.16 Methods–Forensic
Imaging, Tools–ADB

“ADB Backup is considered the main approach at this stage
the files and the forensic artifacts identified at this logical
extraction stage of all applications are given in... We
extracted the image of the file system from the rooted
Xiaomi Redmi 9 smartphone.”
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A.16
Methods–Rooting,
Tools–Magisk,
TWRP

“we followed the steps outlined in... to perform the
rooting... We had to unlock the bootloader, restore the
backed-up data, root the phone... We downloaded.. the ADB
& Fastboot driver and the Magisk Manager... and proceeded
to download TWRP... Next... we install Magisk application
to root the phone.”

A.16 Methods–File
Analysis

“The log file extracted from the ZUS application contained
location data, start and final GPS points, and OBD-II
pairing details with the Android smartphone... The ZUS
application also saves the vehicle VIN, used to identify the
car... Veepeak saved trip start date, time, and detailed
functionalities such as adaptive headlights, navigation
system, rain light sensor, parking brake, keyless ignition,
and emergency response unit... The GoFar application
stored the date and time of OBD-II connection for trips,
and the REALM file found in its folder contained rich
forensic content.”

A.17

Methods–Forensic
Imaging,
Tools–Cellebrite
UFED, iTunes,
Backup Extractor

“Artifacts from the Android device were captured using a
Cellebrite Universal Forensics Extraction Device (UFED)...
For retrieving iPhone artifacts, the iPhone was backed up to
the iMac workstation. Files were extracted from the backup
using iPhone Backup Extractor.”

A.17 Methods–File
Analysis

“Both devices contained detailed log files showing a history
of Bluetooth payloads... Numerous SQLite database files
were found in the iTunes backup... The Android tablet
backup included cache, XML, and SQLite database files...
TAP searches through logical extraction images from a
companion device or a VMEM file.”

A.17 Methods–Memory
Analysis

“We incorporated memory forensics as a tool to identify
Tile artifacts stored in volatile memory... Memory images
allow insight into actively running processes... Open-source
tools allow extraction of forensic artifacts from volatile
memory... Investigators use memory forensics techniques to
identify valuable artifacts... more data points were stored in
memory than in SQLite databases.”

A.17 Methods–Custom
Tool Development

“We created an open-source Python 3 tool called Tile
Artifact Parser (TAP) that can parse forensic artifacts from
the Tile application on iOS and Android... TAP is a
command-line forensics tool that parses artifacts from
memory images and SQLite databases... The tool searches
directories to locate memory dumps or SQL files... For
memory dumps, TAP linearly searches a VMEM file for a
signature to identify data.”

Continued on next page
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A.18 Guidelines–NIST

“The National Institute of Standards and Technology
(NIST) is the agency responsible for developing standards
for information security in the field of digital forensic
medicine, as it relies in its method on investigations from a
scheme consisting of 4 stages...”

A.18 Methods–Forensic
Imaging

“It is the .... phase where data is backed up, and images are
formatted.”

A.18 Tools–Oxygen
Forensic

“Among the most important technologies developed for the
examination and search for evidence is Oxygen Forensic... ”

A.19 Guidelines–NIST

“Our investigation follows the guidelines for mobile device
population and acquisition put forth by NIST... Abiding by
the NIST guidelines, the data was entered into the devices
accordingly.”

A.19

Methods–Forensic
Imaging,
Tools–MSAB XRY,
Cellebrite UFED

“We forensically acquired both devices using forensic
software tools... MSAB XRY was used for the Galaxy S7,
and Cellebrite UFED 4PC for the iPhone 7... XRY and
UFED are widely used in law enforcement investigations
and accepted in courts of law... A full acquisition of both
devices was performed.”

A.19 Methods–Rooting

“The smartphone was already rooted before starting the
study, giving full access to the filesystem and stored data...
We used a rooted Galaxy S7 and an iPhone 7 capable of
being jailbroken during acquisition... When a device is
jailbroken or rooted, full access to the filesystem,
particularly the user data partition, is possible.”

A.19 Methods–File
Analysis

“User data and search criteria were recovered from HER’s
preferences XML file, including age range, max distance,
and timestamps... DeviceID, session info, and GPS location
were found in Appboy and HER preference XMLs... Tables
from Hinge’s db.db database were recovered... User profiles
(ID, photos, age, location, join time) came from OKC’s
ok-main.db... Message contents, sender IDs, timestamps,
and read receipts were found in the same database... Chat
info was extracted from Hily’s cached JSON data.”

A.19 Tools–MSAB,
Magnet Axiom

“Examined both images using MSAB XAMN (Version 5.0.1,
Build 49442) (Galaxy S7) and Magnet Axiom Examine
(Version 4.3.1) (iPhone 7)... files were automatically carved
by Magnet Axiom... This information must be parsed from
the ... file and viewed in Magnet Axiom’s Artifacts view.”

A.20
Methods–Forensic
Imaging,
Tools–MSAB XRY

“We will compare the data acquired from both iOS and
Android devices using logical and physical extraction
methods... shows this extraction and reveals one of the main
areas of interest to forensic investigators... A logical
extraction performed on an iPhone 7 Plus using MSAB
XRY... made a copy of the physical image of the phone.”

Continued on next page

XIV



ID Subtheme(s) Code

A.20 Methods–File
Analysis

“The ‘ZCONVERSATION’ table in fitbit.sqlite shows
messages sent and later deleted... ‘ZLASTCHANGED’
provides date and time of deletion... Fitbit data derives
from the ‘fitbit.sqlite’ database... Investigators can see if a
message was opened and who the sender was via
‘ZLASTREADMESSAGE’ and ‘ZSENDER’ columns...
‘ZCOVERPHOTO’ table recovers user’s cover picture and
unique identifier... Important user activities found in
‘ZFBACTIVITYLOG’... /shared prefs folder contains
XMLs showing permissions and tracker preferences...
‘profile lite.prefs.xml’ displays user’s avatar, display name,
and Fitbit ID.”

A.20
Tools–Cellebrite
UFED and MSAB
XRY

“We present our analysis of Fitbit Versa using Cellebrite
UFED and MSAB XRY... use proprietary tools Cellebrite
and XRY on both Android and iOS devices... The first
extraction was completed using UFED by Cellebrite...
Cellebrite offers a mapping technique compiling GPS
results... ”

A.20 Tools–SQLite DB
Browser

“To analyze these results, we exported the fitbit.sqlite file
from Cellebrite and analyzed the contents using DB
Browser.”

A.21 Guidelines–NIST
“In accordance with National Institute of Standards and
Technology (NIST) standards... each phone was populated
with sample data.”

A.21

Methods–Forensic
Imaging,
Tools–Magnet
Axiom, Cellebrite
UFED

“The most complete method for obtaining an acquisition on
iOS or Android is a physical acquisition if possible, and
logical if not... Logical acquisitions were performed because
they do not modify significant data and are widely
supported... These acquisitions were taken using both
Cellebrite UFED4PC and Magnet AXIOM.”

A.21 Methods–Rooting “The iOS device will need to be jailbroken... Android will
require root to be obtained.”

A.21 Methods–File
Analysis

“Contact lists on Life360 found in L360Model.sqlite
(ZL360Member) include name, email, phone, last seen
coordinates... On iSharing, Person table in iSharing.db lists
GPS accuracy and battery level... iSharing-Lite.plist stores
username, password (plaintext), home address, and phone
number... messaging.db contained user interaction
components... User email found in
ISHARING PREFS.xml... Files were found on the device’s
normal filesystem.”

A.22 Guidelines–NIST

“The research methodology focuses on exploring artifacts
produced by Android-based applications with forensic
procedures by (National Institute of Standards and
Technology) NIST.”

Continued on next page
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A.22 Methods–Forensic
Imaging, Tools–ADB

“There are two main methods to extract data from Android
devices: logical focuses on file access, physical extracts
complete data including deleted data but may damage the
device... Acquiring data by duplicating files using the ’adb
pull’ command... ”

A.23
Methods–Rooting,
Tools–ES file
manager

“Firstly, the BM installed android device is rooted and the
files are extracted using ES file manager... To root the
mobile device, The Kingo Root program is used... ”

A.23 Methods–File
Analysis

“The BM is stored in ‘data/data/com.turkcell.BiP’,
‘sdcard/turkcell/BiP’... communication and activities are in
‘tims.db’ under ‘data/data/com.turkcell.BiP/databases’...
delivery date and time in ‘delivery status’ table... deleted
messages are saved in the messages table of tims.db...
location data in ‘recent locations’ and ‘location’ tables... log
records in storage/BiP/.LocalLogs/BiPAndoidAppLogs.txt.”

A.23 Tools–SQLite DB
Browser

“The obtained files are copied to a computer. In the
computer, databases of the BM are examined using SQLite
browser.”

A.24 Methods–Forensic
Imaging, Tools–ADB “In order to extract data from the device, we use ADB tool.”

A.24
Methods–Rooting,
Tools–ES file
manager

“...installed on a rooted Nox Player with Android version...
”

A.24 Methods–File
Analysis

“data/data/com.ss.android.ugc.trill/databases contains user
data... shared prefs contains information related to the host
device... aweme user.xml stores account owner info such as
name, nickname... applog stats.xml provides device ID,
MAC address, and last SSID timestamp... around 103 XML
files contain user behavior clues... more than 20 files are
complete databases with specific information... message and
signs of friend adding action found in tips label... contact
list stored in another database... each created video saved
into 3 different files.”

A.24 Tools–SQLite DB
Browser “SQLite Database Browser supports reading database files.”

A.25 Methods–File
Analysis

“ Most of the useful data for investigation is stored at
databases and shared prefs folders... The shared prefs
directory contains some potential information in form of
XML files, as follows: The installation time of the
application... shows the first opening time, installation time
of the application, and some information such as
advertising ID... ”

A.25 Tools–SQLite DB
Browser “SQLite Database Browser supports reading database files.”
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A.26
Methods–Forensic
Imaging,
Tools–MSAB XRY

“The acquisition is... analyzed using MSAB XRY (version
9.3.0)... a logical (full read) was selected... the logical (full
read) on XRY seemed to have extracted data thoroughly
from the file system... similar to a physical imaging.”

A.26 Methods–Rooting

“This study uses an already rooted Moto G7 Power... A
root checker is installed to confirm the phone has been
rooted... only a rooted device would give us access to the
entire file system.”

A.26 Methods–File
Analysis

“direct.db contains all messages, including those in vanish
mode... viewing the BLOB reveals message content, type,
timestamp, and user ID... direct.db-wal treats vanished
messages as deleted; WAL keeps a list of all transactions...
searched keywords on explore and shopping tab found in
USER PREFERENCES.xml... vanish artifacts in
direct.db-wal can help identify conversations related to
harassment or exploitation.”

A.26 Tools–MSAB
“The research aims to do so by using MSAB XRY and
XAMN to acquire and analyze... Analysis was performed
using MSAB XAMN... ”

A.27
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“At the end of the experiments an FFS image was acquired
from both devices using Magnet Acquire... ”

A.27 Methods–Rooting “Root access was gained for both devices in order to obtain
full file system access.”

A.27 Methods–File
Analysis

“The support.realm database reveals historical logins, app
settings, last used login email, and PIN (in AXLock)...
ajax.realm contains extensive user and IoT system data...
API communication logs between the app and Ajax Cloud
are stored under /files/logs by date.”

A.27
Methods–Memory
Analysis,
Tools–Frida

“RAM was captured over 70 times using Frida/fridump3 to
decrypt the encrypted ajax.realm and support.realm
databases; the 64-byte key was extracted from RAM. RAM
analysis also revealed hidden artifacts like credentials.
Fridump3’s string dump aided in locating the decryption
key.”

A.27 Methods–Custom
Tool Development

“Exploiting the results of this study, the authors created a
free and open-source Python tool called Ajax Systems Log
Parser. This utility parses the application’s API
communication logs to recover useful information related to
the IoT security system. It supports logs from both Android
and iOS (except password-protected archives) and presents
findings in easy-to-read HTML reports.”

A.27 Tools–Magisk,
Palera1n

“The LG device was rooted with Magisk... whereas the
iPhone was jailbreaked using palera1n”

A.27 Tools–ADB “ADB was used for the majority of data exchange with the
Android phone.”
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A.27 Tools–SQLite DB
Browser

“Additionally, as the application partially stored data in
SQLite and realm database formats, DB Browser for
SQLite... were used for viewing this information.”

A.27 Tools–CyberChef “Utilizing CyberChef this 64-characters long decryption key
was converted to its 128-hex representation.”

A.28 Tools–X-Ways
Forensics

“For the examination of application’s data, X-Ways
Forensics was utilized”

A.28
Methods–Forensic
Imaging,
Tools–Magnet Axiom

“At the end of the experiments a full file system (FFS)
image was acquired from all three devices using Magnet
Acquire and libimobiledevice for the Android and iOS
respectively... ”

A.28 Methods–Rooting “Root access was gained for all devices so as to obtain full
file system access.”

A.28 Methods–File
Analysis

“The application partially stored data in SQLite databases...
“dss password.xml” held the app access password if set...
region settings were stored in two related files...
“dh data.xml” tracked the latest DMSS platform login email
and a unique alphanumeric string for each account... the
“databases” folder was a goldmine of artifacts for the
investigator... the “devices” table in “devicechannel.db”
showed user-defined CCTV system names... one bplist file
encoded in Base64 revealed the app’s password in plaintext
when decoded... another key artifact was the
“Devices.sqlite3” database.”

A.28 Methods–Custom
Tool Development

“authors developed SQLite queries for recovering evidentiary
data from “devicechannel.db”, “.db”, “userName.db”,
“Devices.sqlite3” and “DMSSCloud.sqlite”. . . these queries
were integrated into Python parsers to extend tool
capabilities. . . both queries and parsers are available in
ALEAPP and iLEAPP repositories.”

A.28 Tools–Magisk,
Palera1n

“The Xiaomi and the LG were rooted with Magisk... The
iPhone was jailbreaked using palera1n.”

A.28 Tools–SQLite DB
Browser

“DB Browser for SQLite was used for viewing this
information.”

A.28 Tools–CyberChef,
Mushy

“CyberChef and Mushy were also deployed to interpret the
contents of certain binary property list (bplist) and property
list (plist) files encoded with Base64 encoding scheme.”

A.28 Tools–X-Ways
Forensics

“For the examination of application’s data, X-Ways
Forensics was utilized”

A.29 Methods–Forensic
Imaging

“an FFS image was acquired from both mobile devices in
pursuit of any residual artifacts outside the application’s
space.”

A.29 Methods–Rooting “Root access was gained for both mobile devices in order to
obtain full file system access.”
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A.29 Methods–File
Analysis

“By examining the “ezvizlog.db” database, investigators can
retrieve key app-related information... details on active
CCTV system channels and their user-defined names are
stored in the “channelinfo” table of “database.hik”... all
user-created media files are saved under
“/media/0/Pictures/Hik-Connect Album,” and related
intelligence—like originating camera—can be retrieved from
the “images” table in “image.db”.”

A.29
Methods–Memory
Analysis,
Tools–Frida

“Exploiting RAM to decrypt realm databases... the
application’s RAM was collected using Frida and fridump3
during experiments... used to recover the decryption key and
access database contents... RAM was essential to decrypt
the database and retrieve forensic artifacts.”

A.29 Tools–Magisk,
Palera1n

“The LG device was rooted with Magisk (Magisk Manager)
whereas the iPhone was jailbreaked using palera1n
(palera1n).”

A.29 Tools–SQLite DB
Browser

“Additionally, as the application partially stored data in
SQLite and realm database formats, DB Browser for
SQLite... were used for viewing this information.”

A.29 Tools–CyberChef “Utilizing CyberChef the 64character long decryption key
was converted to its 128-hex representation”

A.29 Tools–X-Ways
Forensics

“For the examination of application’s data, X-Ways
Forensics was utilized”

A.30
Methods–Forensic
Imaging,
Tools–MSAB XRY

“The approach starts by obtaining logical images of the
devices made available for this experiment... XRY...and
XRY Reader... from MSAB... are used for imaging and
extracting files from the target phones.”

A.30 Methods–File
Analysis

“To label the data, extracted files are manually examined by
forensic experts and then assigned to one of the following
two classes ‘Interesting’ or ‘Not Interesting’ ”

A.30 Methods–Custom
Tool Development

“Several digital forensic triage methodologies based on
classical automation techniques such as block hash and
regular expression matching have been proposed... This
research effort presents a robust approach to triage files
extracted from a smart phone and can be considered a proof
of concept to develop ML based triage tools for files
extracted from smart phones.”

A.31

Methods–Forensic
Imaging,
Tools–MSAB XRY,
ADB

“we completed the data acquisition process using two
approaches. We utilized XRY toolkit for physical acquisition
and the Android Debug Bridge (ADB) for logical
acquisition.”
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A.31 Methods–File
Analysis

“The data is searched through according to file type...
image, XML, and SQLite database files... much of this
personal data is found in database and XML files... the
Fitness Tracker application calls for an excessive amount of
personal information... stored in a log file with the
timestamp... SQLite database files stored data such as
longitude, latitude, and elevation... the password is stored in
a database file in clear text... ”

A.31 Methods–Custom
Tool Development

“We constructed the theorized approach as a Python tool to
automate the process of data analysis and artifact
collection... implemented a Python tool that (1) extracts
data from the Android device, and (2) searches through the
extracted files while locating forensic artifacts.”

A.31 Tools–MSAB XRY “XRY backed up everything on the device and saved the
extracted data to the workstation.”

A.32 Methods–File
Analysis

“Log-based recovery methods use a write-ahead log (WAL)...
enables all the original information of transactions for
recovering to be retained... When apps use the Realm DB,
the Realm DB files are able to accompany with other files or
directory.”

A.32 Methods–Memory
Analysis

“The recovery method based on file systems involves using
restored files in a memory dump or unallocated disk space;
here, “files” refers to database or journal files.”

A.32 Methods–Custom
Tool Development

“We implemented the proof of concept (PoC) code to verify
the proposed methodology and estimate an average recovery
rate.”

A.33 Guidelines–DFRWS

“The forensic process that was carried out in this research
adopted the DFRWS framework... This research uses the
DFRWS framework to organize the research steps in order
to obtain digital evidence from the signal messenger
application... The DFRWS framework consists of six stages
and begins with the identification stage.... The last stage is
presentation, a process related to documentation, testimony
from experts, etc.”

A.33

Methods–Forensic
Imaging,
Tools–Belkasoft
Evidence Center,
Magnet AXIOM, and
MOBILedit

“The process of data acquisition and extraction of physical
evidence (the perpetrator’s smartphone) was carried out
using Belkasoft Evidence Center, Magnet AXIOM, and
MOBILedit Forensic tools.”

A.33 Methods–Rooting

“The perpetrator’s smartphone was in root condition before
the case simulation... The process of ”rooting” enables users
of Android-powered smartphones, tablets, and other devices
to take more control (sometimes referred to as ”root
access”) over some Android subsystems.”
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A.33 Methods–File
Analysis

“This application will create a database backup with a key
that the researcher can use to open the backup file... This
backup file can be an alternative... if the data from the
Signal Messenger application database is not readable...
image artifact provides information about the file name,
width, height, and file size... video artifacts provide
information... can be used as evidence in court.”

A.33

Tools–Magnet
AXIOM, Belkasoft
Evidence, Mobile
edit Forensic Express

“The extraction process... was carried out using... Belkasoft
Evidence, Magnet AXIOM, and MOBILedit Forensic
Express... Belkasoft Evidence Center is... for acquiring,
examining, analyzing, and displaying digital evidence...
Magnet AXIOM is... used... to search for evidence that
other forensic applications cannot find... MOBILedit
Forensic is exceptional for advanced application analyzers,
live updates, [and] deleted data recovery...”

A.34 Guidelines–NIST
“This study follows the guidelines recommended by the
National Institute of Standards and Technology (NIST)
regarding the data population and the examination.”

A.34

Methods–Forensic
Imaging,
Tools–Cellebrite
UFED, Magnet
AXIOM

“Once all data were populated on the Android and iOS
devices, we... made the forensic images using Magnet
AXIOM Process (for the Pixel 5a) and Cellebrite UFED
4PC (for the iPhone X).”

A.34 Methods–Rooting

“Both smartphones were rooted or jailbroken... to ensure
root (superuser) level access to the user data partition...
which allows us to recover the relevant third-party,
user-populated application data... the iOS device was
jailbroken using the checkm8 exploit (Checkra1n beta 0.9.6)
that is built into the acquisition process for Cellebrite.”

A.34 Methods–File
Analysis

“...onboarding.xml holds sign-up details like birthdate, phone
number, and username... memories cache contains BeReal
posts by the user... primary.webp and secondary.webp relate
to the last BeReal post... prefs.xml records when the app was
first opened and last paused... Locket app allows recovery of
deleted posts and received messages... user and friend profile
info can be recovered as BLOB data and from DATA.xml...
firebase.xml stores all notifications with timestamp, sender
ID, type, message content, and thumbnail URL.”

A.34 Tools–Autopsy,
Magnet Axiom

“Both images were investigated using two digital forensic
tools, Autopsy, an open-source tool widely used by
researchers and practitioners, and Magnet AXIOM, a
proprietary software used by many law enforcement agencies
and practitioners around the world.”
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A.35 Methods–Memory
Analysis

“This paper presents...memory dumps for both NAND flash
memory as well as the heap memory...results...show
promising existences for the sent and received messages and
contacts...in both types of memory dumps...investigates both
the NAND memory as well as the RAM memory for
potential digital artifacts...both NAND flash memory and
process heap memory are dumped...volatile memory (RAM)
maintains extremely valuable information...digital
artifacts...have more visibility in RAM
than...elsewhere...messages and contact artifacts have been
found...as plain texts...in both NAND flash
memory...and...process heap memory.”

A.35 Tools–Java JDK
(Jhat), GREP

“Both images were investigated using two digital forensic
tools, Autopsy, an open-source tool widely used by
researchers and practitioners, and Magnet AXIOM, a
proprietary software used by many law enforcement agencies
and practitioners around the world.”

A.36 Methods–Forensic
Imaging, Tools–ADB

“To collect data and execute commands on the smartphone,
we enabled Android debug mode and resorted to Android
Debug Bridge (ADB) command lines. We collected data
through ADB,3 focusing on analyzing SQLite3 databases
and XML files, as we shall see later. ”

A.36 Methods–Rooting
“To ensure complete access to the data of the Android
devices, all devices used in the data collection process were
rooted.”

A.36 Methods–File
Analysis

“We analyze the data repositories, namely its databases and
XML files... origin db ID database holds the most
meaningful digital forensic data... MANUAL DATA table
holds information regarding data manually edited by the
user... HEART RATE table collects Mi Band’s heart rate
measurements... USER INFOS table holds the user’s
personal information... weather data is persisted in the
XML file loc weather.xml... includes the GPS coordinates,
the town, and... even the street name.”

A.36 Methods–Custom
Tool Development

“We developed the ZL autopsy module in Jython.
ZL autopsy relies on the autonomous script ZL std for
collecting the needed data from a Zepp Life data dump...
ZL std software is a Python 3 script... requires a path to a
data dump... runs a set of SQL queries to the SQLite 3
databases and performs analysis of... XML files... large set
of data are persisted in XML files and SQLite 3 databases...
accessed for post-mortem analysis to extract digital forensic
artifacts.”

A.36 Tools–DB Browser
for SQLite “we used DBBrowserforSQLite4... and Other tools... ”
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A.37 Methods–Memory
Analysis

“There is great value in process memory of applications
which contain a great quantity of data accessible...
passwords, emails, browsing history, chat messages, call
logs, and more... We have proposed an Android application
Private data Acquisition method, called PASM, which takes
advantage of System-level data migration... and an
intermediate device with a custom kernel providing the
function of Memory forensics... many Android applications
are able to keep the login state even if the device after
rebooted... dynamically decrypt these private data and load
them into memory in clear text when they start... Based on
these findings, we infer that, the dynamic running states of
Android applications (including the login states, the process
states, the network states, and the private data loading
states), could be reproduced through system-level data
migration... Therefore, we propose a Private data
Acquisition method based on Systemlevel data migration and
Memory forensics for Android applications, called PASM...
in our proposed PASM, we do not need the root privilege of
the target device but that of the intermediate device... there
is no loss of evidence during this process...”

A.38

Methods–Forensic
Imaging,
Tools–Cellebrite
UFED, Magnet
Axiom, MSAB XRY

“In order to examine as many potential occasions an
examiner may face, as possible, several forensic images were
acquired... ”

A.38
Methods–Rooting,
Tools–Magisk,
TWRP

“Since the access to the paths presented in Table 1 is
normally prohibited, root access was gained on both
devices... This was achieved by unlocking the bootloader and
installing a custom recovery menu (Team Win Recovery
ProjectTWRP) and a Magisk solution.”
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A.38 Methods–File
Analysis

“The examination of the WAL file provides information
about the most recent state of the database... recently
deleted data... might be located in the WAL file... The same
message resides in the WAL file several times in different
states... The autodelete feature did not affect the ability to
recover this kind of messages... cache4.db did not have the
Auto Vacuum feature enabled... creates freelist pages in
which potentially deleted messages could be retrieved... It
was impossible to recover deleted records from database’s
freelist pages... both the cache4.db and its corresponding
WAL file were susceptible to certain device status changes
but did not seem to alter the data inside the messages
table... WAL journaling mode without Auto Vacuum and
Secure Delete features... makes it feasible to retrieve a large
number of deleted records... There are possibilities to
retrieve deleted records... from the main database file
(cache4.db)... and the WAL file... under different and
volatile conditions... ”

A.39 Methods–File
Analysis

“TIMAs leave traces in the internal metadata that can be
used to identify the source when videos are transmitted,
making it necessary to extract this data.”

A.39 Methods–Custom
Tool Development

“we developed a proof-of-concept tool based on the proposed
method, which extracts the suggested features from videos
and queries a pre-trained model... we capture videos using
the native camera application and then create a dataset by
applying all editing options and transmission settings of
each IMA... Features are extracted... and preprocessed into
a format suitable for machine learning models... various
machine learning algorithms and an ensemble voting model
are employed... we developed an automated tool... useful for
detecting forgery and tampering of video files, as well as
identifying their sources...”

A.40 Guidelines–NIST
“This study follows the guidelines recommended by the
National Institute of Standards and Technology (NIST)
regarding data population and examination.”

A.40

Methods–Forensic
Imaging,
Tools–Cellebrite
UFED, Magnet
Axiom

“The Pixel 3 was forensically acquired using Cellebrite
UFED 4PC... The iPhone SE was forensically acquired
using Magnet Acquire.”

A.40
Methods–Rooting,
Tools–Magisk,
checkra1n

“Both smartphones were rooted/jailbroken to access core
functions related to user applications and data... The
iPhone SE was jailbroken with checkra1n... Pixel 3 was
rooted with Magisk, a rooting application.”

A.40 Methods–File
Analysis

“The messages table contains sent and received messages,
sender information, sent and received images...”

Continued on next page
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A.40 Methods–File
Analysis

“a log file that stores all network requests (e.g., GET and
POST requests) leads to important events related to the user
activity on the Discord app.”

A.40
Tools–AXIOM,
Autopsy, FTK,
Cellebrite

“We conducted our data analysis using Magnet AXIOM
Process, Magnet AXIOM Examine, Basis Technology’s
Autopsy, and AccessData’s FTK Imager tools.”

Table B.1: Codebook related to the theme Current Trends arranged by Article ID,
Subtheme(s), and Code(s).
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C. Result – Challenges

IDr Subtheme(s) Code

A.1 Lack of
standardization

“These reasons justify the need of developing a
comprehensive tool that meets all the needed features, and
satisfies the applicable NIST assertions.”

A.1 Rapid Advancement,
Complexity

“Some of the available WhatsApp forensics acquisition tools
discussed in the following section extract WhatsApp files by
downgrading... The reason behind downgrading WhatsApp...
lies solely on the fact that... is the last version that supports
Android Debugging Bridge (ADB) backup, meaning, the
current version of WhatsApp does not allow Android
devices to use ADB backup.”

A.1
Limitations of
Forensic Tools and
Methodologies

“the investigators downgrade WhatsApp in order to use
ADB to extract WhatsApp files and databases, unencrypted,
along with the cipher key.”

A.1
Limitations of
Forensic Tools and
Methodologies

“Although WhatsApp DB/key has worthy features, it has
some notable limitations that show its fail of critical NIST
Assertions which affects its usability. ”

A.1
Limitations of
Forensic Tools and
Methodologies

“MDT-CA-01 and MDT-CA-02 are not applicable to all of
the studied WhatsApp forensics tools... only one tool,
Guasap, satisfies MDT-CA-09... Additionally, all the tools
failed to satisfy MDT-CA-10.”

A.1 Complexity

“Since WhatsApp’s files are stored in the internal memory
of the sender’s and receiver’s devices, the investigator has to
reach carefully. Thus, they commonly apply one of the two
methods, rooting Android device or downgrading WhatsApp
application.”

A.2 Root Access
Dependency

“On devices with root privileges, researchers have full
control over the file system and can access hidden or
protected data.”

A.2 Root Access
Dependency

“If the device is rooted, Axiom Process will display
’privileged access,’... enabling more comprehensive data
extraction, including areas normally protected by the
operating system.”

A.2 Anti-Forensic
Measures

“The second scenario is that the application is run normally
with the manual deletion of messages emphasized... no
digital evidence was found showing the results of the
message deletion... This inability to recover deleted
messages... demonstrates that deletion in the Twinme app
is effective in removing digital traces of deleted messages.”

Continued on next page
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A.2 Privacy Features and
Encryption

“Twinme uses end-to-end encryption to offer
communication security... allows the sharing of content
without the need for registration using personal data such as
a phone number or email and does not access device
contacts... While the feature aims to maintain user privacy,
it also has the potential to be misused to hide criminal
activity.”

A.2
Limitations of
Forensic Tools and
Methodologies

“In the first scenario, the success rate for finding messages
was 37.2%... In the second scenario, no messages were
found, suggesting that the application may not store
messages under certain conditions... In the third scenario,
the success rate was 27.9%, showing that some messages
could still be recovered, though at a lower rate than in the
first scenario.”

A.3

Lack of
standardization,
Privacy Features and
Encryption

“The emergence of various instant messaging applications
with different characteristics, including privacy and security
features and diverse chat content, makes data analysis more
challenging due to the lack of standardized framework
regulations.”

A.3 Rapid Advancement
“The rapidly changing and diverse landscape of instant
messaging applications has significantly impacted the field of
mobile forensics”

A.3 Rapid Advancement “this approach is often insufficient due to the rapidly
changing nature of these applications.”

A.3
Limitations of
Forensic Tools and
Methodologies

“Most forensic tools support less than 5% of all
applications... current research on forensic analysis mainly
focuses on reverse engineering a single application, but
more generic analysis modules are needed... inability to
keep up with version updates or new instant messaging
applications... Challenges arise when forensic tools cannot
parse and analyze data from an instant messaging
application that has yet to be previously analyzed.”

A.3 Complexity

“existing practices and research in mobile forensics often
rely on experts to write reverse engineering scripts based on
their experience and background knowledge to handle the
various database architectures of... ”

A.3 Complexity

“Forensic examiners need to determine which data is related
to chat records and have a grasp of the database structure to
perform manual analysis... requires knowledge of SQL query
commands, including data table and column names,
relationships between columns and tables, and data
transformations.”

Continued on next page
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A.4

Rapid Advancement,
Limitations of
Forensic Tools and
Methodologies

“The continuous and frequent updates in operating systems
(OS) and applications pose a notable challenge for forensic
software and tools... a significant update can lead to changes
in data storage and structure... disrupt the ability of
forensic tools to effectively acquire and interpret user data.”

A.5 Root Access
Dependency

“In order to access the USERDATA area, in which app data
are stored, we should obtain root privileges rather than
normal user privileges.”

A.5 Lack of
standardization

“Different IMs use different encryption schemes, and
constantly update their encryption schemes.”

A.5 Rapid Advancement

“Different IMs use different encryption schemes, and
constantly update their encryption schemes... The
encryption schemes for IMs presented in this paper are not
the same as those analyzed in previous studies, but it is
common that the encryptions are used to protect sensitive
data.”

A.5 Privacy Features and
Encryption

“Some IMs encrypt their data for protection against
external threats... The use of encryption can effectively
protect the user’s data, but poses a significant challenge to
digital forensics, in which data should be decrypted to be
used as evidence... Both applications encrypt their databases
using an SQLite extension module called SQLCipher...
Extracting IM data from a smartphone or a PC is not yet
accepted as sufficient direct evidence, because they are
generally encrypted... Some messengers conceal and encrypt
data in order to protect the privacy of their users.”

A.5
Limitations of
Forensic Tools and
Methodologies

“If not available, we need to take another approach... most
of the devices that follow this recommendation are factory
data reset while the custom recovery is flashing, a process
which damages the data in the USERDATA area...
Therefore, it is not possible to acquire complete application
data that can be used as evidence.”

A.5 Complexity
“The Android is recommended to unlock the bootloader in
order to flashing the ROM data, and at this point factory
data reset occurs to prevent unauthorized data access.”

A.6 Lack of
standardization

“Not all of the information listed was discovered for all
applications, and the findings depended on the functionality
provided by the applications... Not all applications had
much relevant data stored.”

A.6 Rapid Advancement

“Little to no data was recovered from the newer version of
the application... This demonstrates how versions can have
drastic differences in the potential evidence that can be
uncovered, and the impact this can have on forensic
investigations... Moreover, new applications are being
developed more rapidly in order to fulfil the demand for
counter-cultural applications.”

Continued on next page
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A.6
Limitations of
Forensic Tools and
Methodologies

“As of this paper, tar images are the only supported
format... In future enhancements of this tool, other types
will be added... The reason for this limited capability is due
to our preference of using open source tools, such as Magnet
Acquire to image devices... Magnet Acquire only outputs
iPhone images in a tar archive.”

A.6 Complexity
“Due to the vast number of data recovered from these
applications, not all of the artifacts discovered are discussed
in this paper.”

A.7 Anti-Forensic
Measures

“Personal information is a valuable resource... there is
increasing interest among users in the complete deletion of
data... complete data deletion may be perceived as an
anti-forensic measure... Wiping applications can completely
erase specific data or remove residual data... These
activities can compromise the integrity of digital evidence,
leading to reduced reliability, delays in investigations, and
confusion... ”

A.8 Root Access
Dependency

“Since the access to the paths presented in TABLE I is
normally prohibited, we gained root access on both devices.”

A.8

Anti-Forensic
Measures, Privacy
Features and
Encryption

“Timebomb is a message autodeletion setting. The user
predefines an autodeletion timer countdown which is
activated after a message has been read by the receiver.
After that the exchanged message is deleted from the chat
thread.”

A.8 Privacy Features and
Encryption

“To be more specific Viber servers’ store message history
(timestamps, source/destination number), information
about the account (e.g., IP), but no message content.”

A.8 Privacy Features and
Encryption

“Even if the legal system is bypassed and a court order is
executed, as an FBI training document indicates, there is
little that could be done to gain access to the content of
encrypted messages from secure messaging services.”

A.8
Limitations of
Forensic Tools and
Methodologies

“There is no known forensic tool able to decrypt and
examine all chat messaging application databases...
decoding/parsing of the volatile database files is not always
up to date or not even supported by forensic tools... It is
more than necessary to have updated digital forensic tools
and simplify the IR-related legislation.”

A.8 Complexity

“As proved the data residing in the viber messages.db were
extremely volatile and even an insignificant user interaction
(e.g., Viber’s notification removal) would modify them and
could potentially erase records (deleted messages) of
interest... This occurs because when a record changes its
state, its previous version is moved to the journal file... ”

A.9 Root Access
Dependency

“Note that Android device must be rooted to be able to
investigate further details of the communication as a
privileged user”

Continued on next page
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A.9 Anti-Forensic
Measures

“One of their recently added features is the deletion of sent
messages, which introduces anti-forensic challenges... As
illustrated, the online predator was able to delete the sent
message and the message instantly disappeared from both
sender’s and receiver’s databases... if such an incident
occurs and a digital forensic investigation is conducted,
there might not be any solid proof of the cybercrime.”

A.9 Privacy Features and
Encryption

“Enabling someone to erase their messages from both
parties even after being blocked is an issue related to user’s
privacy.”

A.9

Limitations of
Forensic Tools and
Methodologies,
Complexity

“From a digital forensics prospective, there are quite limited
ways to retrieve deleted content from most of the mobile
applications unless by running a volatile data analysis,
which usually does not guarantee full data recovery due to
RAM memory performance and capacity.”

A.9 Complexity

“A recent research confirms that it is almost impossible to
recover deleted messages except using RAM acquisition
considering the system status or using the SQLite bug
discovered... ”

A.10 Root Access
Dependency

“the process began with acquiring... of a rooted Android
device to make sure that we have access to most of the files
associated with WhatsApp, as we could not access to the
files of interest to produce a comprehensive forensic analysis
on unrooted Android device.”

A.10 Anti-Forensic
Measures

“Some newly added features on WhatsApp, such as ‘delete
for everyone’, giving the users the ability to delete messages
from both ends (sender and receiver), have resulted in
complicating the cybercrime investigation process...
Outweighing the benefits, bad actors take advantage of new
and existing technologies to create mischief.”

A.10 Lack of
Standardization

“Open source tools perform better in cases that involve data
parsing techniques, because of the different types of file
storage, files structure, and configuration of these
technologies. Therefore, automated data classification of
commercial digital forensic tools do not always provide a
comprehensive analysis report”

A.10 Rapid Advancement

“Proliferation of digital platforms specifically Instant
Messaging Applications (IMAs), have introduced new
challenges to digital forensic investigations. With the
rapidly increased use of WhatsApp application, it is
plausible to speculate that WhatsApp became a potential
source of threat and/or cybercrime.”

Continued on next page
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A.10

Privacy Features and
Encryption,
Anti-Forensic
Measures

“In criminal cases, one of the most common anti-forensic
techniques is deleting messages... This is especially
becoming a significant problem when instant messaging
applications (IMAs) which utilize peer-to-peer encryption
are used... WhatsApp is one of those applications which
keep the local database encrypted to protect the privacy of
messages, calls and other related information.”

A.10

Limitations of
Forensic Tools and
Methodologies,
Complexity

“When we conducted our forensic analysis using commercial
tools our analysis failed, because none of the mentioned
commercial tools was able to parse and recover artifacts of
interest... open source tools were also not able to identify
the WAL SQLite of WhatsApp as valuable digital evidence...
WAL SQLite was not identified, providing proof that it can
easily be missed by an investigator... we emphasize the
importance of how necessary it is to have updated digital
forensic tools to cope with both complex technology and
sophisticated cybercrimes when IMAs are used.”

A.10 Complexity

“This was simply because the WAL reverts back the original
content of the database in unencrypted format... This
creates a challenge to the mobile forensic field, where
reverted content has a possibility of being tampered with.”

A.11 Root Access
Dependency

“Both the non-rooted and rooted phone images contained
sensitive data, but the rooted phone image contained more
data than the non-rooted phone image... The rooted phone
image contained more data overall, so a phone should be
rooted prior to acquisition if possible to maximize potential
data collection from the application.”

A.11 Lack of
Standardization

“The directories for each of these items slightly varied
either due to the difference in image type or due to the
difference in phone type... ”

A.11

Limitations of
Forensic Tools and
Methodologies, Lack
of Standardization

“The appDatabase was the other major source of data, and
there are some noteworthy aspects of this database. First, it
does not end in a .db extension, so Magnet did not
originally identify it as a database.”

A.11 Complexity

“Since the imaging process requires the phone to be powered
on, the logs ended at the point when the image was taken...
if the investigator turns the phone on to image it several
days after it was obtained, all log data will be likely
unusable... The imaging process should also be completed as
quickly as possible after receiving the device in an attempt
to retain the user’s data in the application logs... logs are
only retained for approximately 3 days. This requires the
phone imaging process to be conducted in a timely manner
for any relevant data to be recoverable.”
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A.12 Root Access
Dependency

“In order to copy the files of the extracted Discord
application to the inspection computer, root process was
applied to the smartphone.”

A.12 Root Access
Dependency

“In order to examine the file structure of the Discord
instant messaging application, it is necessary to perform
root operation on phones with Android operating system.”

A.12 Lack of
Standardization

“Since these applications, which are widely used today,
contain their own special file structure, the forensic analysis
approach of each application may contain differences. In
addition, due to the storage methods and access limits of the
user’s messaging content of some applications, especially
accessing and analyzing deleted data is insufficient.”

A.12 Rapid Advancement

“While evolving, technology drives the development of
numerous apps, particularly in the field of mobile
communication. The fact that these programs have their
own file formats complicates forensic investigations.”

A.12
Limitations of
Forensic Tools and
Methodologies

“Mobile forensic technologies such as XRY, Oxygen
Forensics, and Paraben do not identify all data created by
instant messaging services....This is also true for the
Discord application. In forensic investigations, this
condition is viewed as a problem... Because it is more
difficult to trace the users than other programs, Discord
application is extensively used for instant chat among
criminals.”

A.12 Complexity
“instant messaging services are more difficult to identify
actual users than traditional communication tools, they are
also commonly employed by cybercriminals.”

A.13 Rapid Advancement

“While extraction of data from facebook app has been
attempted by a number of researchers in the past, one
drawback was that android version became nearly obsolete by
the time the research work was shared with the community.”

A.14 Root Access
Dependency

“We anticipated that forensic investigators might not have
access to the rooted or jailbroken device... Rooting an
Android device or jailbreaking an iPhone involves bypassing
the device’s built-in security features, which most users
avoid due to the risks involved... Consequently, forensic
investigators often deal with standard, non-rooted, or
non-jailbroken devices... We were unable to root the
Samsung device or jailbreak the iPhone, which could have
provided access to additional artifacts and data.”

A.14 Lack of
Standardization

“Opening a few .realm files in the tool did not guarantee
compatibility with all such files... It remained uncertain
whether the files were genuinely encrypted or if it was a
limitation of the application version in revealing the
information... indicating the presence of encrypted data.”

Continued on next page
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A.14

Privacy Features and
Encryption,
Anti-Forensic
Measures

“These realm and database files couldn’t be accessed without
the correct decryption key, demonstrating the strong
encryption measures used by the Mint application to protect
its data... the second file failed to open and requested a
128-bit encryption key... This encryption underscores the
robust security measures implemented by Mint to safeguard
user information, enhancing its security and privacy
features... our analysis of the Mint app’s database reveals a
strong commitment to data security through robust
encryption measures.”

A.14
Limitations of
Forensic Tools and
Methodologies

“Initially, we explored Magnet AXIOM to determine if it
included the Mint application... however, the current
Magnet AXIOM version didn’t include the Mint application,
necessitating an alternative approach... Though Magnet
AXIOM provided some results, we encountered limitations
in finding metadata due to constraints within the version...
while the tool worked for some files, it encountered
limitations with others... our examination using Magnet
AXIOM was hindered by version limitations, limiting our
ability to retrieve significant artifacts... our inability to test
the Samsung device with Oxygen Forensics and GrayKey
further restricted our analysis.”

A.14 Complexity
“These tables were found to be empty, containing no data...
while we uncovered timestamp-related metadata, we did not
find detailed transaction information.”

A.15 Root Access
Dependency

“Our comprehensive analysis of social media interactions on
YouTube, Instagram, and TikTok, conducted via rooted
Android devices, yielded significant findings... The use of
rooted Android phones was pivotal in providing deep access
to system-level data, which would otherwise be inaccessible.”

A.15 Lack of
Standardization

“Some platforms did not provide data in areas such as
viewing history, notifications, and comments, with some not
providing data through either the app or the browser... the
study provides substantial insights, but the use of specific
device types and software versions may not comprehensively
represent all Android devices and versions in use.”

A.15
Limitations of
Forensic Tools and
Methodologies

“Despite the initial limitations encountered with ADB... ”
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A.15 Complexity, Lack of
Standardization

“The process of recovering important data from Android
smartphones has grown more complex due to changing
operating systems, stronger security controls, and a wide
range of apps... acquisition is a highly sensitive and
important stage in digital forensics... Finding the most
suitable tools and techniques to obtain the digital evidence
comes after identifying the useful electronic components...
there is a chance that digital evidence will be lost or altered
during the acquisition process, requiring careful planning
and execution.”

A.16 Anti-Forensic
Measures

“Anti-forensics techniques that can be applied by the app
user would also constitute an obstacle in our case. Users
can simply resort to uninstalling the app and wiping the
relevant remnants beside other advanced techniques ”

A.16
Limitations of
Forensic Tools and
Methodologies

“After analyzing the image files, we were not able to find
additional artifacts... The logical and physical extraction
methods requiring rooting the device did not provide
additional artifacts in this study.”

A.16 Complexity

“We had to unlock the bootloader, restore backed-up data,
root the phone, and extract artifacts with root privileges...
physical extraction is recommended when data recovery is
needed... it is almost impossible to identify these cases at
the triage step without tool support... Depending on case
criticality and technical ability, investigators may escalate
analysis to forensic labs... ”

A.17 Root Access
Dependency

“We did not root our devices since the goal of this research
was to aid investigators with a practical way to recover
valuable information... Rooting Android or iOS phones is a
tedious process, and rooted devices are unlikely to be
commonly found.”

A.17 Anti-Forensic
Measures

“Spoofing applications are used to falsify the location of a
user’s device... The location of the Samsung phone was
modified using a GPS spoofing application... On iPhones,
spoofing can only occur while the phone is physically
connected to a computer with the application installed, as
such apps are barred from the App Store... Spoofing can be
used as an anti-forensics technique to hide location.”

A.17 Lack of
Standardization

“The database format differed between Android and iOS...
Data acquired from SQLite databases was more limited in
statistical significance compared to iOS findings... Android
devices yielded disappointing artifacts—few coordinates, and
they lacked timestamps.”
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A.17
Limitations of
Forensic Tools and
Methodologies

“TAP is limited in its spoofing detection to extreme
spoofing... If a location is only slightly spoofed or slowly
changed, TAP will not detect it... TAP is also limited by its
in-text signature-based memory parsing, making it
vulnerable to anti-forensics techniques that inject false data
due to lack of origin process checking.”

A.17 Complexity

“The data acquired from the SQLite databases was more
limited in statistical significance compared to our iOS
findings... Acquiring data in a timely and reliable fashion is
crucial to the success of an investigation... It is important
that investigators can acquire this data efficiently and from
any applicable devices they find.”

A.18 Lack of
Standardization

“Lack of standardized investigation model... each MF
process model significantly diverges from others... The
variable infrastructure of mobile devices is one of the key
challenges, with distinct physical and logical architectures...
Distinct forensic artifacts with identical meanings are
labeled differently, leading to confusion and lack of common
format.”

A.18
Limitations of
Forensic Tools and
Methodologies

“One of the main challenges in digital forensic evidence is
the speed and accuracy of examination in determining
targets and reaching them.”

A.18 Complexity

“Divergent viewpoints can lead to the selection of an
improper approach when deciding which method or concept
to use... An investigator may simply select at random or
based on the sequence of events.”

A.19 Root Access
Dependency

“jailbreaking or rooting a device also changes the device’s
state, so digital forensic investigators should only use these
methods when necessary.”

A.19
Lack of
Standardization,
Complexity

“However, these pictures can only be viewed in the Magnet
Axiom Artifacts view... These pictures must be viewed with
Magnet Axiom’s Artifacts view.”

A.19

Privacy Features and
Encryption,
Anti-Forensic
Measures

“...illustrate the severity or lack of privacy measures... We
could recover the device owner’s entered profile information,
matching criteria, app usage statistics, varying degrees of
their message contents, and even information about other
users.”

A.19
Limitations of
Forensic Tools and
Methodologies

“Although copies of messages the user sent/received were
not recovered, copies of the pictures sent/received in the
chat were recovered from the \cache\image manager disk
cache folder.”

A.20 Lack of
Standardization

“...with the rapid increase in use of these devices and the
lack of standardization, there needs to be further scrutiny
and analysis of the capabilities... and the reliability of the
data within.”
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A.20 Rapid Advancement

“Digital forensics is becoming more challenging due to the
tremendous increase in computing devices... providing new
challenges to the distributed processing of digital data and
adding to the investigative complexity.”

A.20
Limitations of
Forensic Tools and
Methodologies

“Although the keyword search helped locate Fitbit artefacts,
the fitbit.sqlite database was not found... The Fitbit app is
not supported by logical extraction on Android devices using
Cellebrite or XRY... this data would only be retrievable with
a full physical extraction... Some extractions contained data
not recovered by other methods.”

A.20 Complexity
“Analysis of those waypoints using a DB browser would take
an extremely long time... The data required to access the
Fitbit information is stored in a protected data folder.”

A.21 Root Access
Dependency

“These methods give access to lower level system functions,
allowing more complete acquisitions... Upon jailbreaking the
iOS 10 device, a large amount of additional information,
including the user’s password in plaintext, was found in the
iSharing application folder... Upon rooting the Android
device, more location and messaging data was found from
Life360’s data folder... Additional artifacts of significant
forensic interest were found... While jailbreaking and
rooting yield more artifacts, they also permanently change
data on the device.”

A.21 Lack of
Standardization

“Methods of obtaining root vary greatly by device for
Android... Other devices, or other root methods, may be
able to be acquired successfully in Cellebrite UFED4PC.”

A.21
Limitations of
Forensic Tools and
Methodologies

“The iPhone failed physical acquisition in both tools... h3lix
jailbreak does not include OpenSSH, which is required for
Magnet AXIOM... Cellebrite’s UFED4PC also refused to
obtain the acquisition... recognized the device as rooted but
did not allow a physical acquisition... Cellebrite did not
support the security level of the operating system... it is
recommended to use a tool which can decode and visually
display databases.”

A.22 Lack of
Standardization

“To extract data from Android, a physical device is required,
but the challenge is the variety of different Android
versions.”

A.23 Root Access
Dependency

“In order to access the chat logs of BM, it is necessary to
root the device.”

A.23

Limitations of
Forensic Tools and
Methodologies, Lack
of Standardization

“The data produced by the application are not recognized by
commercial tools, for instance, XRY, Oxygen, Paraben...
Similarly, open source software cannot analyse all data of
the BM... commonly used mobile forensics software for
instance Oxygen Forensic, XRY, Paraben don’t support the
BM.”
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A.23 Complexity
“The data produced by the application are not recognized by
commercial tools... Hence, it is necessary to perform
complex multi-step forensic processes.”

A.24 Root Access
Dependency

“the data collected from a device through ADB tool can have
many differences based on its rooted or nonrooted status of
the device.”

A.24 Lack of
Standardization

“It is important to note that the deploy environment of
TikTok is not limited to Android but various other platforms
(e.g. iOS), further work needs to be done due to the possible
difference in storing format or location of platforms.”

A.24 Rapid Advancement

“The rapid development in the popularity of TikTok
application makes it become a potential and useful data
source for digital forensics... While the above popular social
networking applications have been discussed in many works,
there is a lack of investigation on TikTok in the same
manner.”

A.25 Lack of
Standardization

“While social network applications have been discussed in
many works, there is a lack of thorough investigation on
FacePlay in the same approach.”

A.25 Rapid Advancement

“As mentioned before, hundreds of different social
networking sites gradually become familiar with people’s
daily lives. Many discussions about these applications have
been getting more popular to help users better understand
all aspects of the application.”

A.25 Privacy Features and
Encryption

“Therefore, it is necessary to carry out forensic
investigations of applications to detect access violations and
theft of user privacy.”

A.26
Root Access
Dependency,
Complexity

“Only a rooted device would give us access to the entire file
system... since the phone was already rooted, it was not
possible to update the software... unrooting and re-rooting
risks loss of populated data.”

A.26 Lack of
Standardization

“Two major challenges: inconsistencies in the databases...
discrepancies in direct.db and direct.db-wal files from the
first data population.”

A.26 Privacy Features and
Encryption

“‘Vanish mode’ enables messages to disappear, aiding secure
chats... poses a challenge to investigators to track messages
and obtain digital evidence... believed to help privacy but
gives way to cybercriminals leaving no forensic evidence.”

A.26
Limitations of
Forensic Tools and
Methodologies

“Missing artifacts can change how the results of an
investigation are perceived... it was not possible to test the
shopping feature to find artifacts related to transactions and
user PII.”

A.27
Root Access
Dependency,
Complexity

“Root access was gained for both devices in order to obtain
full file system access.”
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A.27
Lack of
Standardization,
Complexity

“The iOS app did not make use of any kind of encrypted
artifacts. This suggests that iOS App’s RAM was not
necessary for the analysis of the app. Therefore, RAM was
not examined further.”

A.27 Privacy Features and
Encryption

“Both “ajax.realm” and “support.realm” realm databases
that reside within “/files” directory were encrypted with the
same 64-byte key.”

A.27

Limitations of
Forensic Tools and
Methodologies,
Complexity

“Unfortunately, only the latest logfile is available for
immediate examination as all previous logfiles are stored in
password-protected archives (.zip extension) within their
corresponding folder. The password for these archives could
not be uncovered.”

A.28
Root Access
Dependency,
Complexity

“Root access was gained for all devices so as to obtain full
file system access.”

A.28
Lack of
Standardization,
Complexity

“This file was the equivalent of Android’s
“devicechannel.db”... slightly differently structured but
recorded the same information... nonetheless, applications
like these have not been forensically analyzed before, leaving
many potential investigative questions unanswered.”

A.28

Rapid Advancement,
Limitations of
Forensic Tools and
Methodologies

“This source of evidence is still unexplored by both
commercial and open-source forensic tools... furthermore,
no publicly available research was found related to the
investigation of Dahua Technology’s applications.”

A.28 Privacy Features and
Encryption

“Unfortunately, the password was not saved in plain text but
in a 32-characters long alphanumerical string which could
not be deciphered.”

A.28 Complexity
“To start with, many files resided under “/shared prefs”
directory but only a few of them could be useful to a real
case investigation.”

A.29
Root Access
Dependency,
Complexity

“Root access was gained for both mobile devices in order to
obtain full file system access.”

A.29
Lack of
Standardization,
Complexity

“The ‘YSDCLogItem.sqlite’ database is the equivalent of
Android’s ‘ezvizlog.db’... slightly differently structured but
stores the same information... The iOS app’s realm
database was unencrypted contrary to the Android app’s
encrypted ones... If a user logs out... files related to that
account will not be deleted... encrypted realm databases can
no longer be decrypted... many entries from the ‘event’
table... and the ‘YSDCLogItem’ table... are getting deleted...
entries are left unaffected though if no account is used.”

A.29 Privacy Features and
Encryption

“Many of these files were encrypted realm databases... the
first one was encrypted with a 64-byte key... this was the
required format for Realm Studio to decrypt and view...
contents.”

Continued on next page

XXXVIII



ID Subtheme(s) Code

A.30 Rapid Advancement

“With the rapid increase in mobile phone storage capacity
and penetration, digital forensic investigators face a
significant challenge in quickly identifying relevant
examinable files within a plethora of uninteresting OS and
application files extracted by forensic tools... This challenge
can have serious adverse effects in time critical cases, and
can also result in increasing case backlog. ”

A.30
Limitations of
Forensic Tools and
Methodologies

“However, such techniques suffer from the significant
limitation of requiring users to know and hardcode data
templates and relations of interest... Existing extraction and
examination tools... present examiners with a large number
of files most of which have no added value for the
investigation... Several digital forensic triage
methodologies... suffer from the same limitation.”

A.30 Complexity

“Coupled with the increasing storage capacity of mobile
phones... investigators face a significant challenge in
quickly identifying relevant examinable files... from
1,998,950 files extracted from 12 devices, only 6% were of
interest... one of the most challenging tasks is to identify
the optimal set of metadata features.”

A.31
Rapid Advancement,
Privacy Features and
Encryption

“the widespread use of mobile fitness/health technologies is
just another catalyst for user data aggregation The large
amount of sensitive personally identifiable data stored by
mobile health and fitness applications poses an extensive
threat to our privacy.”

A.32 Anti-Forensic
Measures

“Users can arbitrarily delete data from the database; such
capability acts as an anti-forensic method.”

A.32
Lack of
Standardization,
Complexity

“In the context of the recovery of deleted data, the most
commonly used database, SQLite DB, has been actively
studied, whereas Realm DB has not been investigated in
detail”

A.32 Rapid Advancement “Given the increasing usage of Realm DB, its application to
deleted data recovery should be comprehensively studied.”

A.32

Limitations of
Forensic Tools and
Methodologies,
Complexity

“The longer the data, and the earlier the column order, the
lower the recovery rate was... it was lower when the
insertion occurred than when only the deletion action
occurred repeatedly... the field unit recovery method uses
data types... when the length of the data stored in the field
are long... recovery may be difficult... whether elements
exist should be studied to identify data, except for methods
that use regular expressions.”

A.33 Anti-Forensic
Measures

“Perpetrators usually delete messages after committing
cybercrime to erase all traces of their activity... shows
evidence of deleted chat data.”
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A.33

Lack of
Standardization,
Limitations of
Forensic Tools and
Methodologies,
Complexity

“This research’s limitation is the lack of forensic tool
capabilities in conducting forensic analysis... both forensic
tools lack the ability to read deleted data and recover lost
data... Belkasoft could not find any information regarding
the data of documents, audio, voice calls, and video calls...
only some data can be found, such as chat data, images,
videos, and stickers... Magnet AXIOM could only get six
images and nine videos... MOBILedit can only find Signal
application information and contact information...
Belkasoft obtained a higher accuracy of 78.69%... Magnet
AXIOM 26.23%... MOBILedit 9.84%.”

A.33 Privacy Features and
Encryption

“With concerns about users’ personal data privacy, many
developers are competing to... incorporate end-to-end
encryption... Signal Messenger is one of the most popular...
and is well-known for its privacy features... A new privacy
feature... makes it more challenging to identify a sender...
This reason also allows cybercriminals to use this
application because it is more secure... Personal data
security is an essential factor... especially for social media
applications used as instant messaging.”

A.34 Root Access
Dependency

“The devices used in the study were jailbreakable and
rootable, which may not be the case on all devices.”

A.34 Anti-Forensic
Measures

“Both applications investigated in the study enabled the user
to delete his/her posts, which, through the investigation,
might be recoverable... ”

A.34

Lack of
Standardization,
Limitations of
Forensic Tools and
Methodologies,
Complexity

“...highlight the inability of commercial tools to uncover
pertinent evidence... reinforce the need for investigators to
use multiple tools... Magnet did not offer the ability to
create a Full or Physical forensic image... Logical Image...
not the deleted data that can be recovered... Autopsy was
unable to ingest the .dar Cellebrite image... currently does
not support the .dar file format... ID, birthdate... cannot be
found in a viewable format on Autopsy... location data...
not present in AXIOM... was unable to be decoded by
AXIOM, while Autopsy was able to... findings were
consistent... but specific location data for posts could be
found in Autopsy... not in Magnet AXIOM.”

A.34 Privacy Features and
Encryption

“Our findings illustrate the lack of privacy and security
measures in place for these applications’ users, which are
location-specific artifacts that can be easily recovered along
with plaintext chat messages”

A.35 Privacy Features and
Encryption

“Kik is known for preserving users’ anonymity by allowing
users to register without the need for a phone number. It is
famous for its “No phone numbers, just pick a username”.”

Continued on next page
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A.35

Limitations of
Forensic Tools and
Methodologies,
Complexity

“Investigating data in RAM is challenging due to its
dynamic and volatile nature... NAND flash memory has
many files and directories... many errors may appear
during the process of pulling out files and directories... A
memory dump is a bit-by-bit copy of the physical memory...
pages belong to the current or even recent working processes
or open files... A blind investigation of the RAM adds to
the challenge... pages of the same process are not
necessarily to be sequentially ordered... this may reduce the
number of correctly identified and located evidence in the
memory dump.”

A.35 Rapid Advancement
“Digital investigation has evolved over the years. It needs to
accommodate the constant and rapid innovations in
technology and the use of various application”

A.36 Root Access
Dependency

“The need for root access to the companion smartphone
might not always be possible nor appropriate in a digital
forensic scenario. Acquiring data from non-rooted devices is
challenging due to the security protections put in place by
manufacturers, which restrict access to data”

A.36 Rapid Advancement

“The increased popularity of the Zepp Life application more
than 100 million downloads in the Google Play store at the
time of this writing reinforces the potential and value for a
digital forensic usage of the data.”

A.36

Complexity,
Limitations of
Forensic Tools and
Methodologies

“As a result, forensic tools and investigators often need to
use exploits or other techniques to access the data stored on
non-rooted devices. This is a time-consuming process and
may not always be successful, leading to potential limitations
in the amount or type of data that can be acquired or, in the
worst case, data loss. Due to the complexity and
device-specific nature of this process, acquiring data from
non-rooted devices falls outside the scope of this work.”

A.37
Root Access
Dependency,
Complexity

“Although... a root privilege is still required to access the
entire memory of Android devices... unlocking Bootloader
and flashing... requires the device be reset... deletes all
persistent user data... reboot to fastboot mode, leaving no
memory evidences... exploiting the vulnerability... may not
require a reboot... vulnerability that provides a root privilege
access without rebooting... is very rare...”

Continued on next page
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A.37

Complexity,
Limitations of
Forensic Tools and
Methodologies

“Over the past decade... volatile memory acquisition
methods... made valuable contributions. However, most...
are subjecting to severe restrictions in real investigation
environment... only can be applied to pre-prepared devices...
are impractical... Traditional mobile forensics methods are
primarily focused on private data stored in non-volatile
memory... non-volatile memory forensics is a kind of ’dead’
analysis... hindered by encryption technologies... existing
memory acquisition methods... are subjecting to severe
restrictions... transferring them to unprepared devices... is
rarely possible... Android memory acquisition methods are
sadly lacking in practicability... from a unmodified, locked
and unrooted Android device, is very difficult... ”

A.37
Limitations of
Forensic Tools and
Methodologies

“PASM... does not have the ability to bypass the screen
lock... needs the assistance of other bypass methods... ”

A.38
Root Access
Dependency,
Complexity

“Since the access to the paths presented in Table 1 is
normally prohibited, root access was gained on both devices.”

A.38 Anti-Forensic
Measures

“In Telegram there were two occasions where no records of
the database were recoverable... (i) user logged out...
triggering a complete database’s wipe and (ii) clearing the
local database from the settings menu... the difference
between the timestamp of cache4.db and the Android’s OS
usage history... might be a strong indicator that one of the
above occasions have occurred...”

A.38 Privacy Features and
Encryption

“E2E encryption is supported only if the secret chat feature
is chosen... In a secret chat the participants name could not
be directly decoded, and a special process had to be done.”

A.38

Lack of
standardization,
Limitations of
Forensic Tools and
Methodologies

“One other aspect is the versioning of the software and
tools... AXIOM 5.7 was unable to decode either secret or
normal media messages, while the AXIOM 6.0 could decode
only the normal ones... Oxygen Forensics 14.1 could
properly decode the undeleted secret media messages but not
the normal ones...”

Continued on next page
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A.38 Complexity

“Due to its structure complexity, it is very challenging for
forensic tools and software to properly decode its data...
especially... when it comes to deleted records retrieval...
Telegram’s structure is complex and very challenging for
forensics investigation... A crucial factor is the timing of
the in-question messages deletion... purely random and
cannot be controlled... immediately after the deletion, most
of the messages were recoverable, but after committing some
new ones... all the messages... were erased... recovery of
deleted media files... depended solely on the chat thread
type... the only way to retrieve deleted messages and media
files is by examining the device where the application is
installed...”

A.39 Complexity

“Some IMAs additionally provide features for video editing
and options to select the video quality during transmission...
When videos are sent using these features, IMAs perform
re-encoding of the videos. During this process, the structure
of the video, its metadata, and encoding parameters are
altered according to the specific settings of each application.
”

A.40 Root Access
Dependency

“Although the evidence extracted after applying rooting and
jailbreaking techniques are questioned in the court of law, it
is becoming a standard due to the phones’ security measures
that are preventing forensic acquisition in any other way.”

A.40 Anti-Forensic
Measures

“We could not determine whether these messages will be
deleted or cleared after some set time frame.”

A.40 Lack of
standardization

“Although our analysis approach was identical in both
Android and iOS, the reported results seemed different in
some apps.”

A.40 Lack of
standardization

“These differences may be due to... different app versions
and software architectures...”

A.40 Rapid Advancement
“One of the many challenges that forensic software and
tools face is the rapid and frequent updates in OS and
applications.”

A.40 Rapid Advancement “Data storage and structure may change when a significant
update is installed in mobile devices...”

A.40 Privacy Features and
Encryption

“Telegram app examination... the recovery of most contents
stored in an encrypted format...”

A.40
Limitations of
Forensic Tools and
Methodologies

“Magnet AXIOM... could potentially miss artifacts not
preprogrammed to be recognized by the tool... Autopsy
currently does not support .UFD extracted files.”

A.40 Complexity “These differences may be due to many factors, such as
using different app versions and software architectures...”

A.40 Complexity “User messages... are not accompanied by timestamps...
making timeline reconstruction more challenging.”

Continued on next page
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A.40 Complexity
“Snapshots... are not a dependable source of information
because they require the user to leave the application
running in a specific state.”

Table C.1: Codebook related to the theme Challenges arranged by Article ID, Sub-
theme(s), and Code(s).
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