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Sammanfattning 

Med strikta dataskyddslagar som GDPR och den nya EU-lagen om artificiell intelligens 

blir det allt svårare för organisationer att hålla jämna steg med de ständigt växande kraven 

på cybersäkerhet och integritet. Det blir allt mer komplicerat i takt med att de hanterar 

större mängder data, särskilt med framväxten av AI-teknik. För att ta itu med dessa frågor 

presenterar denna avhandling C-FORPIA, en innovativ, ontologidriven metod som sam-

manför tre viktiga och för närvarande isolerade områden: Cyber Threat Intelligence 

(CTI), Digital Forensics Readiness (DFR) och Data Protection Impact Assessment 

(DPIA). Med hjälp av en designvetenskaplig forskningsmetod har vi genomfört en sys-

tematisk litteraturgenomgång, utvecklat C-FORPIA-ontologin i OWL med hjälp av 

Linked Open Terms (LOT)-metoden och verktyget Protégé, och sedan validerat den ge-

nom kompetensfrågor, en simulerad och verklig fallstudie av GDPR-överträdelser från 

Meta och Sergic. Resultaten visar att C-FORPIA effektivt modellerar 

beroendeförhållandena mellan juridiska, operativa och säkerhetsmässiga begrepp, vilket 

möjliggör förbättrad spårbarhet i riskanalyser och automatisering av efterlevnadsproces-

ser. 

Våra resultat tyder på att en enhetlig ontologi som C-FORPIA, i kombination med vårt 

föreslagna fyrstegsförfarande, kan överbrygga befintliga silos och ge ett betydande stöd 

för genomförandet av DPIA, genom att erbjuda kontextmedveten intelligens och foren-

siska funktioner. Detta bidrar i slutändan till utvecklingen av mer motståndskraftiga och 

efterlevnadsinriktade digitala ekosystem. 

Nyckelord: CYBER THREAT INTELLIGENCE · DATA PROTECTION IMPACT 

ASSESSMENT · DESIGN RESEARCH · DIGITAL FORENSICS RESPONSE · ONTOLOGY · 

SYSTEMATIC LITERATURE REVIEW 

  



 
Abstract 

 
With strict data protection laws such as the GDPR and the new EU AI Act, are making it 

increasingly difficult for organisations to keep up with the ever-growing cybersecurity 

and privacy requirements. Things are getting more complicated as they handle larger 

amounts of data, especially with the rise of AI technologies. To address these issues, this 

thesis presents C-FORPIA, an innovative, ontology driven approach that brings together 

three important and currently siloed domains: Cyber Threat Intelligence (CTI), Digital 

Forensics Readiness (DFR), and Data Protection Impact Assessment (DPIA). Adopting 

a design science research approach, we conducted a systematic literature review, 

developed the C-FORPIA ontology in OWL using the Linked Open Terms (LOT) 

methodology and the Protégé tool, and then validated it through competency questions, 

a simulated and real-world GDPR breach case studies from Meta and Sergic. The results 

demonstrate that C-FORPIA effectively models the interdependencies between legal, 

operational and security concepts, enabling improved traceability in risk analysis and the 

automation of compliance processes.  

 

Our findings suggest that a unified ontology such as C-FORPIA, when combined with our 

proposed four-stage procedure, can bridge existing silos and provide substantial support 

for DPIA execution, offering context-aware intelligence and forensic capabilities. This 

ultimately contributes to the development of more resilient and compliant digital 

ecosystems. 

 
Keywords: CYBER THREAT INTELLIGENCE · DATA PROTECTION IMPACT 

ASSESSMENT · DESIGN RESEARCH · DIGITAL FORENSICS RESPONSE · ONTOLOGY · 

SYSTEMATIC LITERATURE REVIEW 
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1  Introduction 
 

In today’s digital world, defending against cybersecurity threats is among the 

most critical objectives for many organisations. Cyber threats are becoming 

increasingly complex and sophisticated, requiring digital assets to be protected 

comprehensively and proactively (CISCO, 2024). Cyber Threat Intelligence (CTI) 

serves as the first line of defence, providing organisations with crucial insights 

into both potential and existing threats. It enables the implementation of pre-

emptive measures, tailoring defences to specific risks and improving overall 

security (Lundgren & Padyab, 2023). In contrast, Digital Forensic Readiness 

(DFR) supports organisations in responding effectively after a cyber incident, 

ensuring that digital evidence is correctly preserved and analysed (Elyas et al., 

2015; Sachowski, 2019). Simultaneously, the Data Protection Impact Assessment 

(DPIA) plays a vital role in assessing and mitigating risks to personal data—an 

increasingly important task given stringent regulations such as the General Data 

Protection Regulation (GDPR) (EU, 2016). The combination of these three 

domains1 each with a distinct area of focus within the broader context of data 

security and data protection compliance, is essential for establishing a holistic 

workflow that ensures both information security and privacy. This integrated 

approach is particularly important for conducting comprehensive DPIAs and 

preventing risks associated with the legitimate and ethical handling of data. 

Within the scope of this thesis, a distinction is drawn between legitimate and 

ethical data handling. The former refers to data practices that comply with data 

protection laws, while the latter goes beyond legal compliance to encompass 

moral principles and standards, including respect for the privacy of individuals 

whose data are being processed.  

1.1 Problem Description 
 

Despite their individual significance, studies examining the integration of CTI, 

DFR, and DPIA remain limited. This lack of integration often results in 

fragmented security strategies that fail to realise the full benefits of a unified 

framework. One major consequence is inconsistent risk management, as risk 

evaluations frequently neglect the need for alignment across technical, 

operational, and legal dimensions (Theiia.org, 2024). Such disjointed processes 

can lead to compliance blind spots and missed opportunities to develop truly 

comprehensive DPIAs (Henriksen-Bulmer et al., 2020).  

Integrating DFR with CTI has already been proposed as a strategy for increasing 

the maturity and effectiveness of forensic preparedness. This enhances an 

organisation’s overall cyber resilience by strengthening its defensive posture in 

the face of an evolving threat landscape (Kotsias et al., 2023; Serketzis et al., 

2019a). In this context, the European Data Protection Supervisor (EDPS) has 

 
1 Considering the different procedures and specialised roles related to cybersecurity and data protection. 
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stressed the inseparability of cybersecurity and data protection, highlighting their 

collective role in safeguarding personal data, privacy, and EU values 

(Wiewiórowski, 2023). The European Union Agency for Cybersecurity (ENISA) 

also underscores this imperative with the recent introduction of the NIS2 

Directive (EU, 2022), which provides a tangible evidence that this integration 

must be materialised and strengthen within the current legislative and digital 

landscape (Markopoulou et al., 2019). 

This integration is particularly critical in AI-based data processing operations 

(Singh, 2023), which may require additional forms of assessment—such as the 

Fundamental Rights Impact Assessment (FRIA) and Conformity Assessment 

(CA). These assessments often rely on DPIA outcomes, despite having broader 

scopes (Bauer et al., 2022). Both FRIA and CA are essential components of the 

recently adopted EU AI Act (AIA) (EU, 2024). A FRIA is a systematic examination 

of the potential risks an AI system may pose to fundamental human rights, while 

the CA involves verifying or demonstrating that a high-risk AI system complies 

with the requirements outlined in Title III, Chapter 2 of the Act—particularly in 

key areas such as risk management, data governance, human oversight, accuracy, 

robustness, and cybersecurity (EU, 2024; Pandit & Rintamäki, 2024). 

Given these developments, there is a growing need for seamless cooperation 

between those responsible for data protection and IT security. Effective 

collaboration requires a structured approach that incorporates data protection 

into cybersecurity strategies, particularly as personal data breaches are 

frequently linked to information security incidents such as cyberattacks, hacking, 

or system failures (EDPS, 2018; WP29, 2018). As , Grant Thornton (2019) notes, 

in a data-driven world, cybersecurity and data privacy must not be treated as 

separate concerns but as part of a broader digital risk function. This integrated 

perspective is also reflected in the GDPR, which mandates ‘data protection by 

design and by default’—signalling that data protection must be embedded in 

business practices from the outset. Managing these areas in isolation is no longer 

sufficient; a proactive, unified approach is now necessary. By combining data 

protection and cybersecurity techniques—particularly those embodied in CTI and 

DFR—organisations can gain greater control over the entire data lifecycle, 

facilitating compliance with both the GDPR and the AIA. However, a paradox 

arises: the use of CTI and DFR alone may introduce new risks. The extensive 

handling of sensitive personal, financial, and business data by IT security teams 

can raise significant data protection concerns (Albakri et al., 2019; Aminnezhad 

& Dehghantanha, 2014; Nweke & Wolthusen, 2020). Any accidental disclosure or 

mismanagement of such data can result in severe consequences, including 

financial loss, reputational damage, and legal liability. Under Article 32 of the 

GDPR, there is a legal obligation to implement appropriate technical and 

organisational measures to ensure a level of security appropriate to the risk. This 

highlights the need for careful governance of CTI and DFR processes, especially 

as data protection risks become increasingly complex in the context of Big Data 

and cloud computing. 
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1.2 Research Aim and Research Question 
 

This research aims to investigate the necessary interconnections between CTI, 

DFR, and DPIA, and how their integration can collectively enhance 

organisational IT security and compliance. To guide this enquiry, we address the 

following research question: What are the perceived benefits and 

challenges in integrating CTI, DFR, and DPIA, and how can their 

unification enhance organisational cybersecurity and compliance 

postures?  

 

Answering this research question would be highly beneficial for the field of cyber-

security and data protection for several important reasons.  

 

• First, although the three domains are significant in their own right, adopt-

ing a more integrated approach could improve the risk management of 

many organisations.  

 

• Second, understanding the benefits and challenges of such integration 

could lead to more holistic and resilient organisational security strategies.  

With the increasing complexity of cyber threats and the tightening of data 

protection regulations such as the GDPR and the EU AI Act, are finding it 

increasingly difficult to manage their cybersecurity and privacy require-

ments (Grigaliūnas et al., 2024). This question therefore explores the pos-

sibility of defining a unified framework that promises to enhance an or-

ganisation's ability to proactively defend against threats (through CTI), re-

spond effectively to incidents (through DFR) and mitigate systematically 

risks to personal data (through DPIA). Ultimately, such a framework 

strengthens organisation's overall 'compliance posture', which refers to 

the measures and strategies required to meet regulatory and legal stand-

ards related to cybersecurity and data protection (Wright, 2016).  

 

The central objective is to propose a holistic integration of CTI, DFR, and DPIA 

through a unified ontological model that not only strengthens defence against 

cyber threats but also ensures adherence to data protection laws—such as the 

GDPR—thus helping to maintain public trust (Bauer et al., 2022). To explore this 

proposition, this thesis first presents a comprehensive overview of each domain 

by examining their individual roles. It then considers their potential integration 

both procedurally and through an ontology that leverages the strengths of each. 

From a procedural perspective, this thesis first proposes a structured approach 

for integrating CTI and DFR into the DPIA lifecycle, mapped against standard 

project management phases before developing the ontology to support this 

integrated view. By unifying these three domains and incorporating input from 

two popular LLM tools , this study seeks to make a meaningful contribution to 

the evolving field of cybersecurity.  
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In doing so, it addresses a significant gap in current cybersecurity and data 

protection practices and offers a forward-looking strategy for managing future IT 

security and compliance challenges. 

 

The remainder of this paper is structured as follows. Chapter 2 provides 

fundamental background information on the key objectives and challenges of 

each of the three domains under study. Chapter 3 outlines the research 

methodology by detailing the specific research questions that guide the gathering 

and review of related works. Chapter 4 introduces a novel ontology developed 

based on insights gained from the Systematic Literature Review (SLR). Chapter 

5 demonstrates how the three domains under study can interact in the context of 

a simulated scenario that is loosely based on a real-word incident. Chapter 6 

validates the resulting ontology against two real-life business cases from Meta 

and Sergic. Chapter 7 discusses the limitations in our study and addresses 

important ethical considerations concerning the study itself and the use of the 

developed ontology. Finally, chapter 8 concludes the paper by presenting our 

reflections on this academic endeavour and setting out our broader vision for 

future research. 
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2 Background – Literature Review 
 

This section explores the purpose and role of the CTI, DFR, and DPIA domains, 

establishing a foundation for understanding their individual contributions. 

Grasping the current landscape of organisational cybersecurity and compliance 

is essential, as these domains serve as the basis for the proposed unified 

framework.  

 

2.1 Purpose and Role of Each of the Three Domains 
 

2.1.1 Cyber Threat Intelligence 
 

CTI has become a fundamental component in the cybersecurity strategies of 

modern organisations (Shin & Lowry, 2020). Although no single universally 

accepted definition exists, CTI is commonly understood as the collection and 

analysis of information concerning both current and potential cyber threats that 

could compromise an organisation’s digital infrastructure (Abu et al., 2018). To 

reduce ambiguity, Abu et al (2018) define CTI as evidence-based knowledge 

about an existing or emerging threat that can be used to guide decisions on 

responses to that threat, including its context, mechanisms, indicators, 

implications, and actionable recommendations.  

 

According to CISCO (2021), CTI is a critical element of modern security 

architectures, in which large volumes of historical (raw) data are analysed to 

generate actionable insights that help prevent future malicious attacks. As a 

process, CTI relies on the analysis of past, current, and—on occasion—projected 

cyber tactics, techniques, and procedures. This enables organisations to 

anticipate, identify, and respond effectively to cyber threats (Lundgren & Padyab, 

2023). 

 

Warier (2025) identifies four main types of CTI, each designed to serve different 

stakeholder needs: 

 

1) Strategic: directed at senior management, providing high-level insights 

into the evolving risk landscape. 

2) Tactical: aimed at security teams, offering intelligence on threat actor 

methodologies, tools, tactics, and procedures. 

3) Operational: intended for incident response teams, focusing on infor-

mation about specific, imminent attacks. 

4) Technical: targeted at cybersecurity teams, detailing the technical attrib-

utes and indicators of threats. 

The growing prominence of CTI in contemporary cybersecurity can be attributed 

to the increasing complexity and sophistication of cyberattacks. These often 

exploit innovative techniques to uncover vulnerabilities (Brooks, 2023; Shin & 
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Lowry, 2020). In an era characterised by AI-driven threats, the dynamic nature 

of cyber risks demands a flexible and adaptive threat intelligence approach 

(Cinar, 2023). This transition from reactive to proactive cybersecurity enables 

organisations not only to detect but also to predict and prevent threats—making 

CTI indispensable in modern cyber defence strategies  (Conti et al., 2018; Tounsi 

& Rais, 2018; Wiem Tounsi, 2019). By anticipating potential attacks and gaining 

a deeper understanding of the constantly evolving threat landscape, organisations 

can strengthen their overall defence posture. This proactive stance is particularly 

valuable in the context of conducting DPIAs, where the identification and mitigation of 

risks are paramount. 

 

In terms of process, CTI consists of several key stages in its lifecycle, each building 

upon the previous one and aimed at fulfilling distinct objectives (see Table 1). 

 
Table 1: CTI Lifecycle Phases 

Phase Key Objectives Sources 
Planning & Direction Define objectives and requirements 

for CTI activities by establishing goals, 

scope, and stakeholder needs. 

(Arikan et al., 2024) 

Collection The gathering of (raw) data from vari-

ous sources relevant to the defined re-

quirements. 

(Borges Amaro et al., 2022) 

Processing The transformation of the collected 

raw data through cleaning, normalisa-

tion, and enrichment to a format suit-

able for analysis. 

(Borges Amaro et al., 2022) 

Analysis The extraction of valuable insights 

from the data being analysed, ideally 

using relevant AI techniques, to iden-

tify patterns and threats, to produce 

actionable intelligence. 

(Irfan et al., 2022) 

Dissemination & Inte-
gration 

The timely dissemination or delivery 

of discovered intelligence through re-

ports and dashboards for easy visuali-

sation to the right target stakeholders 

in an understandable format. 

(Saeed et al., 2023) 

Feedback & Refine-
ment 

The improvement or refinement of the 

entire CTI process based on stake-

holder feedback. 

(Lin et al., 2023) 

 
Beyond these core phases, several considerations are crucial for a successful CTI 

implementation. These include the need for specialised tools to manage threat 

data, the presence of a diverse skill set, collaboration with various stakeholders, 

and strict adherence to ethical and legal standards such as the GDPR governing 

data collection (Sun et al., 2023).  
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2.1.2 Digital Forensics Readiness 
 

Digital forensics is an interdisciplinary field integrating principles from law, 

computer science, and engineering. Its primary aim is to identify, collect, analyze, 

and report data from computer systems, networks, and storage devices in a 

manner that ensures its admissibility as evidence in legal proceedings (Kebande 

et al., 2021). In a rapidly changing environment marked by continuous progress 

in consumer technology, the necessity for proactive digital forensics and 

investigations have become increasingly vital. As a result, many researchers 

emphasize the importance of being prepared for forensic challenges by 

incorporating forensic principles into system design from the initial stages. 

Hence, analogous to ‘privacy-by-design’ concept within the data protection, there 

is a growing call for a ‘forensics-by-design’ approach into the design of systems 

(Mohay, 2005).  

 

DFR which as concept was firstly introduced by Tan (2001), refers to an 

organisation’s capacity to effectively utilise digital evidence in the event of a cyber 

incident, while also ensuring compliance with legal, contractual and operational 

obligations. It encompasses a set of practices and processes designed to identify, 

collect, preserve, and analyse reliable digital evidence, ensuring its admissibility 

and usefulness in legal proceedings or internal investigations. As a proactive 

procedural approach, DFR enhances an organisation’s preparedness to address 

cybercrimes and protect sensitive data (Karie & Karume, 2017).  

 

Although closely related to Digital Forensics and Incident Response (DFIR), DFR 

is conceptually and functionally distinct. Whereas DFIR typically begins after an 

incident has been detected, DFR focuses on the pre-incident phase—ensuring 

that relevant data sources are identified, preserved, and readily accessible in the 

event that an investigation becomes necessary. In essence, DFR prepares 

organisations for security incidents that are considered inevitable in today’s 

digital landscape (Mouhtaropoulos, 2021).  

 

Mouhtaropoulos (2021) and Kebande et al (2020), both strong advocates of pre-

incident preparedness, highlight its potential to reduce costs and maximise the 

utility of digital evidence. Kebande et al., in particular, explored its benefits in 

supporting timely breach notifications. Based on their work, a set of core compo-

nents and activities has been proposed to constitute an effective DFR strategy (see 

Table 2). 
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Table 2: DFR Activities 

# Activity Purpose 
1 Define Business Scenarios To identify potential incidents or disputes requir-

ing digital evidence 

2 Identify Evidence Sources To map potential sources such as logs, email ar-

chives, device data and network traffic 

3 Implement Logging and Monitoring To configure systems to effectively capture perti-

nent event data with the appropriate level of detail  

4 Data Preservation and Storage To establish a secure storage of potential evidence 

while protecting data integrity and maintaining 

chain of custody 

5 Evidence Handing Procedures To establish clear processes for the collection, 

preservation, transfer (where appropriate) and fo-

rensic examination of evidence. 

6 Development of Policies and Training To develop suitable DFR policies in line with the le-

gal and regulatory requirements and the training of 

staff on their function and responsibilities. 

 
DFR extends beyond incident response by bridging information security and 

digital forensics, thereby emphasising the importance of organisational readiness 

to minimise potential damage and reduce the costs associated with 

investigations. In the context of data protection compliance, DFR plays a 

proactive role through monitoring and logging mechanisms, which facilitate the 

identification of threats and ensure the integrity of evidential data (Elyas et al., 

2015; Sachowski, 2019).  

 
Serketzis et al. (2019b) have proposed the integration of DFR with CTI as a means 

of enhancing the maturity and overall effectiveness of DFR. This combined 

approach can help organisations streamline their incident response and 

investigative processes, reducing both the time and financial burden associated 

with such activities. Moreover, it bolsters an organisation’s cyber resilience by 

reinforcing its defensive capabilities in the face of an increasingly sophisticated 

threat landscape (Kotsias et al., 2023; Serketzis et al., 2019a).  

 

While the existing literature underscores the value of CTI in enhancing DFR, 

further research is required to establish the most effective strategies for 

integrating their respective capabilities. Doing so would maximise their potential 

for improved cyber defence. For example, Serketzis et al. (2019b) proposed a 

model designed to accurately identify the root causes of security incidents while 

also reducing the volume of data requiring examination. This is particularly 

beneficial in organisational contexts where data protection is a strategic priority 

as Article 5(1)(c) of the GDPR emphasises the principle of data mininisation, 

which requires that (personal) data to be adequate, relevant and limited to what 

is necessary for its intended purpose. 
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2.1.3 Data Protection Impact Assessment 
 

The DPIA is a structured assessment framework designed to systematically 

evaluate how a specific process, product, or service may affect individuals' rights 

and freedoms (CNIL, 2018). Within the context of the GDPR, the DPIA holds 

significant importance and is mandatory for processing operations that present a 

high risk to these rights and freedoms, as outlined in Article 35 of the GDPR (EU, 

2016).  

 

This requirement underlines the DPIA’s crucial role in achieving and 

demonstrating data protection compliance (Zarrabi et al., 2023). 

As a process, the DPIA is essential for identifying, understanding, and mitigating 

risks associated with the processing of personal data. It enables organisations not 

only to meet legal obligations but also to implement data protection by design 

and by default (Cavoukian, 2009). This proactive stance involves assessing 

potential risks at the outset of any project or process involving personal data, 

thereby ensuring that appropriate data protection measures are embedded in the 

development of new products and services. 

 

While the DPIA is sometimes viewed as equivalent to a Privacy Impact 

Assessment (PIA), there are important distinctions between the two. The PIA is 

a broader concept used across various sectors to assess privacy-related risks and 

is typically regarded as a ‘management tool’ (Georgiadis & Poels, 2022, p. 4). It 

has been discussed in academic and professional circles since 1995 (Clarke, 2009; 

Tancock et al., 2010). In contrast, the DPIA became a formal legal obligation 

under the GDPR on 25 May 2018 (WP29, 2017), although it had already begun to 

gain traction among practitioners and scholars several years prior. While this 

research primarily focuses on DPIAs, its findings may also be relevant to PIAs in 

broader contexts. 

 

Conducting a DPIA is particularly important when new technologies are involved 

or when processing activities entail large volumes of sensitive data and thus pose 

high risks to individuals' rights and freedoms. This is especially pertinent in 

contemporary data operations such as profiling, surveillance, and AI/Big Data 

processing (Georgiadis & Poels, 2021), or any activity with significant impacts on 

individuals. A DPIA involves assessing the necessity and proportionality of data 

processing in relation to its purpose. Depending on the circumstances, it may also 

require consultation with relevant stakeholders, including Data Protection 

Authorities (DPAs) and affected individuals, to evaluate the wider societal and 

ethical implications. 

 

It is crucial to recognise that the DPIA is not a one-off compliance exercise but an 

ongoing process embedded in an organisation’s broader data governance 

strategy. Regular reviews and updates are necessary, particularly in response to 

emerging risks or significant changes in data processing practices. This highlights 
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the DPIA’s role not only as a compliance mechanism but also as a strategic tool 

for safeguarding personal data from unlawful use or breaches. Its dynamic nature 

allows organisations to remain responsive and agile in the face of evolving privacy 

challenges and regulatory requirements (Georgiadis & Poels, 2021, 2021; Gülte-

kin Várkonyi & Gradisek, 2020; Kloza et al., 2018; WP29, 2017). 

According to the process outlined by the Article 29 Working Party (WP29, 2017) 

and further refined by the Information Commissioner’s Office (ICO, 2021), the 

DPIA comprises seven key steps. Each step is designed to ensure that personal 

data is handled in compliance with regulatory obligations and safeguarded 

throughout its lifecycle.  

Table 3: DPIA Process Steps (ICO, 2021) 

# Step Description Purpose 
1 Identify the Need for a DPIA To determine if the DPIA is required based on 

the potential risks to the rights and freedoms of 

individuals  

2 Describe the Processing To outline the purpose, nature, scope and con-

text of the data processing activities 

3 Consider Consultation To engage with various stakeholders relevant to 

the intended data processing to gather insights 

and address concerns.  

4 Assess Necessity and Proportionality To ensure that data processing is justified and 

adheres to data protection principles 

5 Identify and Assess Risks To analyse potential risks to individuals arising 

from the intended data processing  

6 Identify Measures to Mitigate the Risks To propose appropriate safeguards and security 

measures to mitigate identified risks 

7 Sign off and Record Outcomes To document the findings in the DPIA process 

and obtain the necessary approvals from the 

stakeholders 

For the sake of completeness, Figure 1 illustrates the full set of steps and decision 

flows involved in a typical DPIA process. 
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Figure 1: Flows in the DPIA Process, adapted from (Pandit, 2022) 

These steps are considered essential for organisations seeking to evaluate and 

address potential privacy risks. To illustrate the synergy between DPIA, CTI, and 

DFR, we outline below a procedure comprising four key stages for conducting a 

DPIA within a project. This procedure results from mapping the DPIA steps onto 

the five project phases, initiation, planning, execution, monitoring and control, 

and closure, as proposed by PMI. In brief, the initiation phase involves defining 

the project’s purpose, feasibility, and scope. During the planning phase, the key 

aspects of how, what, and when of the project are determined. The execution 

phase entails carrying out planned actions by applying appropriate controls, such 

as encryption, anonymisation, and access restrictions, particularly when 

engaging in data processing operations. This phase also requires active 

stakeholder engagement to ensure alignment with project objectives. Finally, the 

monitoring & control and closure phases serve to ensure that the project achieves 

its intended goals, while also capturing lessons learned and best practices 

through project documentation for future reference. 

As shown in Table 3, a single DPIA stage may encompass multiple DPIA steps 

and span several project phases2. This is due not only to the nature of DPIAs 

 
2 The dotted lines between the stages of the DPIA project signify that the margins between them are not 
perfectly demarcated. 
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within the project context but also reflects findings by Bieker et al. (2016) and 

Christofi et al. (2022) who note that DPIAs are rarely linear. They often encounter 

challenges such as limited expertise or representation and must be revisited 

periodically to ensure they continue to reflect operational realities  (EDPS, 2018). 

Table 4: Mapping of Project Management Phases to DPIA Project Stages 

DPIA Steps Project Management 
Phases 

DPIA Project Stages 

Identify the Need for a 

DPIA 

Initiation  

Project Goals Definition with Data Uti-

lisation Scope Describe the Processing  

 

Planning 

Assess Necessity and 

Proportionality 

 

 

Assessment of Risks for Individuals Identify and Assess Risks 

Identify Measures to 

Mitigate the Risks  

 

Execution 

Consider Consultation Engagement of Stakeholders and Spe-

cialists 

 

Monitoring, Control and Reporting 

 

 

Sign off and Record Out-
comes 

Monitoring & Control and 
Closure 

This procedure where the output of each layer serves as input to the next, 
highlights the active contributions of CTI and DFR throughout the process, 
thereby laying a foundation for in-depth research towards the development of a 
unified ontological framework.  

STAGE #1: Project Goals Definition with Data Utilisation Scope: This 
stage involves the formulation of project objectives and the delineation of its 
intended scope. It entails identifying a specific issue or opportunity that the 
project aims to address. Key aspects include predicting expected outcomes, 
identifying and managing data sources (including data collection, storage, and 
access), describing data handling processes such as transformations, outlining 
plans for data sharing, and establishing a timeline for retaining both raw data and 
processed results. At this stage, CTI may contribute by providing insights into 
potential cyber threats and vulnerabilities associated with the identified data 
sources and processing activities. Known risks or trends in data storage and 
transmission could be used to explore more secure alternatives. DFR, in turn, 
may be employed to examine similar past cases that resulted in data breaches, 
thereby enabling the identification of relevant mitigation strategies. 

 
STAGE #2: Assessment of Risks for Individuals: Once the relevant data is 
identified, the next step is to evaluate potential privacy risks to individuals. This 
assessment considers the type and sensitivity of the data, along with the context 
and expectations of the data subjects (i.e., individuals). It involves analysing the 
likelihood and impact of potential risks, accounting for variables that may either 
amplify or mitigate these risks, and identifying appropriate protective measures 
or controls. CTI can contribute to this stage by enhancing the accuracy of risk 
analysis, particularly regarding the probability and severity of threats. The risk 
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mitigation strategy can be further refined using DFR, which may provide 
reference to similar use cases, successful strategies, and best practices.  

 
STAGE #3: Engagement of Stakeholders and Specialists: This stage 
involves engagement with relevant parties and domain specialists. Stakeholder 
feedback, including input from data subjects or their representatives, is collected. 
It is essential to ensure clarity around responsibilities under the GDPR, 
particularly concerning the roles of data controllers and processors.  
 
Consultations with privacy experts, data analysts, and IT security engineers are 
critical to addressing legal and technical considerations, ensuring both the 
feasibility of the project and the integrity of data processing. CTI specialists, with 
their understanding of the evolving cyber threat landscape, can provide valuable 
input to the broader stakeholder group by highlighting current and emerging 
risks. DFR can support this engagement by offering real-world case examples and 
their consequences, thereby helping to develop stronger data protection 
strategies.  

 
STAGE #4: Monitoring, Control and Reporting: The DPIA should be 
updated continuously based on insights from various assessments and reports. 
The accompanying documentation includes a summary of the project, its purpose 
and scope, and detailed descriptions of data processing activities. It also presents 
an overview of identified risks, along with an analysis of their likelihood, severity, 
and impact on individual rights and freedoms. This stage requires the inclusion 
of a clear record of mitigation measures, a statement on the acceptability of 
residual risks, and the rationale for related decisions. Additionally, it must outline 
a strategy for ongoing monitoring and review of data processing activities and 
associated risks. Here, CTI and DFR can support documentation efforts, 
particularly in detailing mitigation actions related to the evolving cybersecurity 
risk landscape. Their input can be reinforced with specific examples of past 
incidents and their implications for both compliance and IT security. 
 
In conclusion, the integration of CTI and DFR into the DPIA process can play a 
critical role in shaping proactive and resilient data protection strategies by 
enhancing threat awareness, risk evaluation, stakeholder engagement, and 
continuous monitoring.  
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3 Research Method 
 

3.1 Research Strategy 

Our research strategy involves a multi-step process based on the Design Science 

Research (DSR) approach (Hevner et al., 2004). This approach was selected 

because it emphasises the development and (partially in the context of this thesis) 

evaluation of an innovative artefact that addresses a real-world problem: the 

Unified Ontological Framework, which we have named C-FORPIA, short for 

Cyber-FORensicPrivacyImpactAssessment. As a research paradigm, DSR has 

gained widespread attention for to its focus on creating innovative solutions to 

real-world problems. Its approach is particularly valued for bridging the gap 

between theoretical knowledge and practical applications (Delport et al., 2024). 

In the first phase, we conduct a Systematic Literature Review (SLR) to analyse 

recent and publicly available academic papers from reputable journals and 

conferences. We also intend to broaden this collection by including articles 

retrieved from the websites of cybersecurity and data protection organisations or 

associations, such as Data Protection Authorities3 (DPAs) and the Information 

Security Audit and Control Association (ISACA), to ensure broader coverage, as 

the areas under study are constantly evolving. The objectives of this 

comprehensive literature review are twofold: first, to identify and review existing 

proposals, case studies, or empirical evidence that incorporate the three central 

domains of our study; and second, to gather and synthesise sufficient substantive 

information to support the construction of a coherent and well-informed 

ontology. 

 

In the second phase, we adopt a two-part approach. First, we validate the 

developed ontology against a well-defined set of competency questions (CQs) to 

assess whether the core concepts and their relationships can support the retrieval 

of meaningful answers. This stage involves populating the ontology with mock 

individuals and formulating the appropriate SPARQL queries within the Protégé 

environment (Ren et al., 2014). The second and final part involves validating the 

ontology using real-world cases of GDPR non-compliance. This practical 

application is intended to identify and address any conceptual gaps in the 

ontology, thereby reinforcing its robustness and demonstrating its practical 

utility as a design science artefact (Hevner et al., 2004). 

 

3.2 Research Questions 
 

To address the main research question (RQ1) outlined in Table 1, it is first 

necessary to break it down into a set of more specific but interconnected sub-

 
3 In the literature, DPAs are often referred to as supervisory authorities, as they fulfil a special role for data 
protection in Europe under the GDPR. The two terms are therefore frequently used interchangeably.  
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questions. These sub-questions are designed to systematically explore the 

benefits, complexities, and challenges associated with integrating CTI and DFR 

into the DPIA framework. Accordingly, the list of (sub)questions provided in Ta-

ble 5, together with their respective justifications, forms the foundation of our 

research. 
 

Table 5: Research Questions and Their Motivation 

ID Research Question Motivation 

RQ 

What are the perceived benefits and 

challenges in integrating CTI, DFR, 

and DPIA, and how can their 

unification enhance organisational 

cybersecurity and compliance 

postures? 

The main research question 

explores the synergies among three 

critical domains in information 

security and compliance. It seeks to 

uncover both the benefits and the 

obstacles organisations may 

encounter when combining CTI, 

DFR, and DPIA into a unified 

framework. 

SRQ1 

What is the role of each domain (CTI, 

DFR, DPIA) in strengthening an 

organisation’s overall cybersecurity 

position and ensuring compliance 

with data protection laws? 

This sub-question aims to describe 

the distinct yet complementary 

functions of CTI, DFR, and DPIA in 

reinforcing cybersecurity and 

supporting compliance with data 

protection regulations such as the 

GDPR. Understanding their 

individual and combined impact is 

essential for developing a coherent 

ontology.  

SRQ2 

How can the core concepts and 

semantic structures of CTI, DFR, and 

DPIA be conceptually integrated into 

a unified ontological framework? 

This sub-question addresses the 

central contribution of our 

research: the development of a 

unified ontology. It explores how 

the foundational structures of the 

three domains can be brought 

together to reflect the symbiotic 

relationship between proactive 

security strategies (CTI and DFR) 

and the privacy-focused orientation 

of the DPIA. 

SRQ3 

Based on a two-phase validation 

approach, to what extent is the 

proposed ontology applicable to real-

world cases involving the integration 

of CTI and DFR in a DPIA? 

This sub-question evaluates the 

practical applicability of the 

ontology by testing it against 

GDPR-related real-world cases 

involving CTI, DFR, and DPIA. 

While initial validation supports its 

conceptual soundness, this phase 

investigates whether it can support 

compliance-oriented reasoning in 

operational settings. 

List of Abbreviations: ID = Identification; RQ = Research Question; SRQ = Sub-Research 
Question; CTI = Cyber Threat Intelligence; DFR = Digital Forensic Readiness; DPIA = Data 
Protection Impact Assessment 
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3.3 Systematic Literature Review Process 
 

An SLR involves a series of methodical steps to ensure a thorough and structured 

approach to reviewing existing research on a specific topic. Our literature review 

will be conducted systematically, following the guidelines set out by Kitchenham 

(2004) and Tranfield et al. (2003), further refined by Turner et al (2010). Our 

overall approach closely adheres to the four core stages of searching, screening, 

extraction, and synthesis, but is tailored to accommodate the specific demands of 

our research, taking into account time constraints, the defined scope of the study, 

and the relevance of the findings (i.e. fitness for purpose). This customised 

approach incorporates concept-centric strategies from scholars such as Watson 

and Webster (2020), who also advocate for the use of graphical representations 

to illustrate the core knowledge extracted from reviewed sources. Their technique 

enhances the clarity of data synthesis and supports the identification of thematic 

patterns across the literature. To ensure comprehensive coverage, we also apply 

a complementary citation-based method known as ‘snowballing’ (Jalali & 

Wohlin, 2012), which involves identifying additional relevant articles by 

examining the reference lists of selected studies. 

 

Our review process consists of three distinct phases: planning, conducting, and 

reporting, as illustrated in  

Figure 2. The planning phase involves defining the research objectives and 

questions, and developing a review protocol. This protocol includes the list of data 

sources, the search strategy (with specific search terms derived from the research 

questions), the time period covered by the selected studies, and the inclusion and 

exclusion criteria used during the screening process. In the conducting phase, we 

apply the defined search strings to online databases in accordance with the review 

protocol. The resulting records are carefully reviewed and filtered using the 

inclusion and exclusion criteria defined earlier, to ensure the relevance and 

quality of selected studies. Finally, the reporting phase involves synthesising the 

findings from the reviewed papers into a coherent and comprehensive analysis. 

The results are presented in a way that directly addresses the overarching 

research question as well as the supporting sub-questions 
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Figure 2: SLR 
Process Based on Kitchenham (2007), Tranfield et al. (2003b), and Turner et al. (2010b). 

3.4 Review Protocol and Conducting the Literature Search 
 

Our research spans multiple scientific disciplines, including cybersecurity, 

information and computer science, forensic science, law, and regulation. Due to 

its interdisciplinary nature, the literature search is a critical component and 

covers databases containing scholarly work across these fields. We have selected 

repositories known for their comprehensive collections of academic papers: the 

Association for Computing Machinery (ACM) 4  Digital Library, ScienceDirect 

(Elsevier),5 IEEE Xplore,6 Web of Science (Clarivate),7 Scopus8, SpringerLink,9 

and the Association for Information Systems (AIS),10 with a particular focus on 

conference proceedings. Google Scholar will be used primarily to retrieve 

additional articles found during backward searching that may not appear in the 

aforementioned databases.  

 

We acknowledge the potential overlap in findings, as databases such as Web of 

Science and Scopus may index publications that are also included in domain-

specific repositories like IEEE Xplore. Nevertheless, our decision to include these 

 
4 dl.acm.org 
5 www.sciencedirect.com 
6 ieeexplore.ieee.org 
7 apps.webofknowledge.com 
8 www.scopus.com 
9 link.springer.com/ 
10 aisel.aisnet.org 

http://www.scopus.com/
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databases is driven by the objective of conducting a comprehensive review to 

establish a solid foundation for our research. This decision is further justified by 

the unique scope of our study, which brings together the three domains of CTI, 

DFR, and DPIA in a novel integration. To our knowledge, no prior work has 

addressed this integration. Therefore, an extensive literature review across a 

broad range of databases is essential to ensure the inclusion of all relevant studies 

and to support the generation of original contributions to the field. 

 

Following the formulation of our research questions, we developed a set of search 

keywords and strings to optimise retrieval from the selected databases. These 

included terms such as ‘Cyber Threat Intelligence’, ‘Digital Forensic Readiness’, 

‘Data Protection Impact Assessment’, ‘Cybersecurity’, along with keywords such 

as ‘Compliance’, ‘Organisational Security’, ‘Integration’, ‘Benefits’, ‘Challenges’, 

‘General Data Protection Regulation’, ‘Conceptual Model’, ‘Ontology’, and their 

abbreviations. These terms were combined using Boolean operators (AND, OR) 

and adapted to meet the specific syntax requirements of each database: 

 

(("CYBER THREAT INTELLIGENCE" OR CTI) OR  ("DIGITAL 

FORENSIC READINESS" OR DFR)) AND ("DATA PROTECTION 

IMPACT ASSESSMENT" OR DPIA) 

The main goal of this search string is to locate publications that address the three 

domains under investigation, ideally highlighting the benefits and challenges 

associated with their integration in organisational settings. Additional search 

terms are used to narrow the results to studies that propose ontologies, 

conceptual models, or semantic alignment methods that link these domains. If 

the initial search yields insufficient or irrelevant results, the strategy will be 

refined by exploring alternative keyword combinations and domain pairings, 

such as searching for studies focused solely on CTI and DFR, or either of the two 

in combination with DPIA.  

 

Table 6 outlines the inclusion and exclusion criteria that guide our literature 

review process. Although we are proficient in multiple languages, we have chosen 

to include only contributions written in English. This decision ensures 

consistency in the interpretation of technical terminology and improves the 

accuracy of synthesis. Moreover, since the intended readership of this research is 

expected to be English-speaking, focusing on English-language literature ensures 

broader accessibility and relevance.  
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Table 6: Inclusion and Exclusion Criteria 

Type Description Reason 
Inclusion Criteria Peer-reviewed publications or 

documents available on 

trusted websites active in 

these disciplines, such as the 

DPAs, IAPP and ISACA 

including European 

institutions and agencies such 

as the ENISA. 

We primarily target journal 

papers and conference 

proceedings, considering 

publications and 

authoritative documents 

accessible through reputable 

sources.  

Contributions published after 

January 2016. 

This timeframe aligns with 

the global surge in public 

interest in the terms 

‘cybersecurity’ and ‘GDPR’, 

based on Google Trends 

statistics.  

Contributions with a focus on 

the GDPR and cybersecurity. 

We specifically examine 

articles relevant to our main 

areas of interest. 

Exclusion Criteria Paper not written in English. English is the most widely 

used language in 

cybersecurity and data 

protection-related papers. 

Focus is mainly on 

technologies and tools. 

Our interest lies in studying 

approaches or frameworks 

rather than technical 

solutions. 

Duplicated contributions. We aim to identify and 

eliminate all papers with the 

same title or content. In the 

event that a paper is 

published in a journal and 

presented at a conference, we 

will review the former. 

Papers with no full-text 

version. 

SLR requires the complete 

content of a publication for 

thorough review. 

List of Abbreviations: DPAs = Data Protection Authorities; IAPP = International Association of 
Privacy Professionals; ISACA = Information Security Audit and Control Association; NIST = 
National Institute of Standards and Technology; ENISA = European Union Agency for 
Cybersecurity; SLR = Systematic Literature Review; GDPR = General Data Protection 
Regulation. 

 

3.5 Method for the Validation of the Unified Ontology 
 

This study combines theoretical analysis with a innovative approach of seeking 

insights drawn from a small-scale qualitative study based on two real-world 

business cases with the use of AI large language model (LLM) tools such as 

ChatGPT and Google Gemini to assist in the ontology validation process and 

complement (i.e., not replace) human expert feedback.  
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With the advent of LLMs, new opportunities have emerged to revolutionise the 

validation and refinement process of ontologies. Recently published works 

collectively demonstrate a shift in these processes by strategically employing 

LLMs to automate philosophically complex meta-property assignments such as 

assigning OntoClean meta-properties like Identity, Unity, Rigidity and 

Dependency (Shang et al., 2024; Zhao et al., 2024),  conduct traceable, evidence-

backed verifications of knowledge graph statements to verify Resource 

Description Framework (RDF) triples (Adam & Kliegr, 2025)  and intelligently 

infer crucial structural axioms like class disjointness by addressing the issue of 

missing disjointness axioms in ontologies (Crum et al., 2024), thereby 

transforming these traditionally labour-intensive and expertise-driven processes 

into more scalable and robust methodologies. 
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4 Review and Analysis of SLR Findings 
 

In this section, we present and discuss the findings from our literature analysis, 

which was conducted by reviewing articles retrieved from the databases described 

in Section 3.  

 

The purpose of this section is also to address SRQ1–SRQ3. With respect to SRQ3, 

particular emphasis is placed on the methodological foundations for developing 

a unified ontological framework. Specifically, we examine the applicability of the 

Linked Open Terms (LOT) methodology (Poveda-Villalón et al., 2022), which we 

intend to adopt for the ontology’s development. The LOT methodology offers a 

structured and iterative approach for reusing, aligning, and extending existing 

ontologies, such as AIRO (Golpayegani et al., 2022), which models AI risks in line 

with the EU AI Act and ISO risk management standards. This makes LOT espe-

cially well-suited to the integration of heterogeneous yet interrelated domains 

such as CTI, DFR, and DPIA. Drawing on the work of Rintamäki and Pandit 

(2024), and as an initial step in applying LOT, we use one of the recommended 

templates to outline the rationale for constructing the ontology and to identify 

the high-level requirements it must fulfil. These are presented in Table 7. 
 

Table 7: C-FORPIA Ontology Specifications 

1. Purpose 

The purpose of this ontology is to model the integration of CTI, DFR and DPIA as a unified ontol-

ogy framework to enhance cybersecurity, incident preparedness and privacy compliance. 

2. Scope 

The scope of this ontology is limited to modelling the core entities and relationships between CTI, 

DFR, and DPIA activities within organisations managing personal data and cybersecurity risks. 

3. Implementation Language 

W3C semantic web standards - OWL 

4. Intended End-Users 

Organisations conducting DPIAs, cybersecurity teams utilising CTI and DFR including compli-

ance officers and regulatory authorities overseeing data protection and security practices. 

5. Intended Uses 

Use 1. To document and analyse cybersecurity and forensic readiness capabilities in relation to 

data privacy risk assessments. 

Use 2. To support the DPIA process with real-world threat intelligence and forensic prepared-

ness data. 

Use 3. To enable semantic interoperability between the three domains under consideration 

6. Ontology Requirements 

a. Non-Functional Requirements 

NFR 1. Interoperability: the ontology should align with existing cybersecurity (e.g., MITRE 

ATT&CK) and data privacy regulatory (e.g., GDPR) frameworks. 

NFR 2. Usability: the ontology should support both technical (security) and non-technical (pri-

vacy, legal) stakeholders. 

NFR 3. Modularity: ideally, it could support separation into cybersecurity and privacy compli-

ance modules for easier management and reusability 

b. Functional Requirements: Groups of Competency Questions 

CQG1. Related to Privacy Compliance CQG2. Related to Cybersecurity & Forensics 
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CQ1. Which processing activities involve the 

processing of high-risk personal data? 

CQ2. What are the privacy risks identified in a 

DPIA? 

CQ3. What legal basis justifies the data collec-

tion in DFR activities? 

 

CQ4. Which DFR process might affect a data 

principle? 

CQ5. Which threat actors are affecting (i.e., 

threatening) data processing activities? 

CQ6. Which Cyber Threat Intelligence in-

stances are related to which Tactics, Tech-

niques, and Procedures (TTPs)? 

 

During the paper screening process, the title and abstract of each article were 

carefully assessed against the inclusion and exclusion criteria (see  Table 6). A key 

aspect of this assessment was verifying that each article was accompanied by its 

corresponding PDF document. This step is crucial, as the subsequent in-depth 

content analysis relies primarily on these full-text documents. The Zotero refer-

ence management application was used to efficiently organise all downloaded ref-

erences and their associated PDFs.  

Table 8: Databases and Number of Papers Retrieved. 

Database # Initially Found 
(Including 

Duplicates) 

# After 
Screening 

Based on Title 
and Abstract 

# After 
Eligibility 

Check Based on 
Full Paper 

ACM 7 3 3 
ScienceDirect 10 3 3 
IEEE Xplore 5 4 4 
Web of Science 0 0 0 
Scopus 13 10 9 
Springerlink 5 3 3 
AIS 0 0 0 
 40 23 22 

 

4.1 Answers to Research Questions 
 

The answers to the research questions posed in Subsection 3.2 are presented in 

this section. Each question is addressed individually, drawing on the evidence 

obtained through the SLR process. Where appropriate, links are made to existing 

literature, situating the findings within broader scholarly discourse. This method-

ical approach ensures that the study’s contributions are clearly articulated and 

critically evaluated. 

 

4.1.1 SRQ1  
 

The role and purpose of each of the three domains—CTI, DFR, and DPIA—are 

discussed in detail in section 2.1. In summary, CTI provides evidence-based 

knowledge of the threat landscape, enabling organisations to shift from reactive 

defence to proactive anticipation of attacks. Specifically, CTI sheds light on the 

cyber threats that an organisation may face and the vulnerabilities that could be 

exploited by relevant threat actors. This intelligence supports assessments of the 

likelihood and potential impact of different cyber threats on personal data, which 
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is particularly valuable for conducting informed risk assessments during the 

DPIA process. It also informs the implementation of appropriate security 

measures and incident response capabilities, as required under Article 32 of the 

GDPR, which mandates the adoption of technical and organisational measures 

appropriate to the risks involved. 

 

These contributions are fundamental to fulfilling the GDPR’s requirements for 

breach prevention, response, and accountability (EDPS, 2018; WP29, 2018). 

Within this context, CTI can offer valuable input into DPIA risk assessments and 

guide the prioritisation of evidence collection in DFR. For instance, in the event 

of a data breach, CTI can support investigations to meet the 72-hour notification 

window and assess the risk to individuals, in accordance with Article 33 of the 

GDPR, which defines the obligations of data controllers regarding the notification 

of a personal data breach to the corresponding supervisory authority. Likewise, 

DFR can reduce the time and costs involved by supplying the evidentiary basis to 

validate CTI insights and investigate risks identified through DPIA. The 

combined contributions of CTI, DFR, and DPIA offer a synergistic approach, 

yielding comprehensive, documented evidence of compliance with GDPR 

principles. These include accountability, security in data processing, and 

ensuring data protection by design, along with timely and effective breach 

notification. 

 

DPIA also plays a reciprocal role by informing both CTI and DFR. It helps identify 

privacy risks and vulnerabilities associated with data processing activities, 

particularly when high-risk AI systems are involved (Saheb & Saheb, 2024).  

 

4.1.2 SRQ2  
 

Having developed a clearer understanding of the purpose and core activities of 

each domain, we are now in a position to construct an integrated ontology – C-

FORPIA – centred on the DPIA, while incorporating essential concepts from CTI 

and DFR. The aim is to develop a unified semantic framework for data protection 

that aligns with the legal obligations of the GDPR and addresses the complexity 

and semantic ambiguity frequently encountered when bridging siloed domains.  

 

The rationale behind the ontology lies in the need for a common, shared 

vocabulary to reduce terminological inconsistencies among teams with diverse 

expertise and responsibilities (Noy & McGuinness, 2001). By semantically 

representing the interdependencies between key concepts—such as threats, 

vulnerabilities, forensic artefacts, personal data, processing activities, and 

mitigation controls—within a coherent model, we follow the precedent set by 

Akbar et al. (2023), who created an ontology to help navigate the fragmented 

cybersecurity landscape. Moreover, embedding the ontology into tools capable of 

semantic reasoning (e.g. HermiT and Pellet) enables complex query support, 
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compliance validation, and even partial automation of DPIA and incident 

response tasks. 

 

Therefore, the development of C-FORPIA is directly motivated by the need for a 

semantic framework to support the integrated DPIA process described in Section 

2.1.3 and outlined in Table 4. The proposed four-stage process details how CTI 

and DFR can provide crucial inputs at each DPIA stage, from 'Project Goals 

Definition' through to 'Monitoring, Control and Reporting'. 

 

4.1.2.1 Reuse and Extension of Existing Ontologies 
 

To ensure alignment with established efforts, we reused and extended two pub-

lished taxonomies. A key foundation was the Data Privacy Vocabulary (DPV), in-

itially developed by Pandit (2022) and later extended in DPV v2.1 (Pandit et al., 

2024) (see Figure 3 ) The DPV is one of the most comprehensive semantic speci-

fications available for modelling GDPR-related activities, entities, risks, and legal 

bases. It offers a rich structure of high-level concepts such as , 

, , and , alongside properties 

such as , , and .  

 

Notably, Pandit’s DPIA specification introduces modular components, 

, , and , which we adopted 

into our model to reflect the iterative and decision-oriented nature of DPIA pro-

cesses. The DPV risk taxonomy, based on ISO 31000 and ISO 31073, was partic-

ularly valuable for modelling structured risk attributes such as , 

, , and , enabling both quantitative and qualita-

tive risk assessment in a harmonised manner. 

 

4.1.2.2 CTI and DFR Conceptual Additions 
 

Unlike the mature and well-structured ontological landscape surrounding DPIA, 

our review identified a lack of comprehensive ontologies for CTI and DFR. The 

most notable contributions, based on our literature findings, are attributed to the 

work of Mari Grønberg (2019), who defined a high-level CTI ontology using data 

from the Common Attack Pattern Enumeration and Classification (CAPEC)11.  

 

CAPEC provides a structured framework for understanding the tactics and 

techniques employed by threat actors, which is critical for proactive security 

measures. The Adversarial Tactics, Techniques, and Common Knowledge 

(ATT&CK) 12 , framework, meanwhile, serves as a knowledge base for 

documenting the tactics and techniques used by adversaries during cyberattacks.  

 
11 A catalogue developed to document and categorise different types of attack patterns in cybersecurity. 
12 A comprehensive framework developed by MITRE. 
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Grønberg also highlighted key challenges associated with CTI data, including the 

prevalence of unstructured data and the need to model trust and confidence in 

the reliability of information sources. The CTI taxonomy developed by Irfan et al. 

(2022) further contributes to this effort by proposing three main CTI framework 

components:  

 

1) CTI data collector, responsible for gathering intelligence data from various 

sources. 

2) Analysis medium, which uses technologies to analyse collected data and 

provide automated alerts and insights. 

3) Information platform, which serves as an interface for sharing CTI data. 

The authors also emphasised that no single CTI framework is universally 

applicable, illustrating due to the variety of their structures, objectives and threat 

environments showcasing the diversity in implementation and design of CTI 

solutions across different organisations depending on their specific context. 

While standardised models provide valuable guidance, their effective 

implementation requires substantial effort for their customisation to align with 

an organisation's unique needs and capabilities (Rafati, 2024; Schlette et al., 

2021).  

 

The selection of concepts (i.e, entities along with their relationships) for C-

FORPIA was informed by the findings of the literature review, which revealed a 

lack of comprehensive ontologies for CTI and DFR. The key selection criteria were 

that the new concepts should be central to representing the interdependencies 

between the three domains, and necessary for supporting the intended uses of the 

ontology, namely conducting comprehensive DPIAs and answering the defined 

competency questions. By taking this approach, we ensured that the initial model 

would focus on the essential elements needed to maintain clarity and allow for 

future extensibility, with the assumption that subsequent validation phases 

would inform further refinements. 

 

Consequently, the C-FORPIA ontology proposed in this study draws on concepts 

defined in Pandit (2022) while incorporating additional key concepts from CTI 

and DFR discovered during the literature review. As illustrated in Table 9, C-

FORPIA comprises a set of core concepts and their associated key relationships. 

To avoid producing an excessively long table containing all concept definitions 

from the DPIA ontology developed by Pandit (2022), which would compromise 

the readability of this paper, readers are invited to consult the Data Privacy 

Vocabulary (DPV) website at https://w3c.github.io/dpv/2.1/dpv/. There, a 

consortium of six researchers has published an extensive and arguably the most 

comprehensive ontology to date, including AI (AI) and technology (TECH) 

related concepts, fully encompassing the scope of GDPR compliance, as well as 

recently adopted legislation such as the Data Governance Act and the AI Act, and 

including coverage of legal concepts from various European and non-European 
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jurisdictions. As an illustration, Figure 4 provides a high-level representation of 

the fundamental concepts, organised in separate ontologies, inherent to the DPV. 

Each concept is expanded into taxonomies, reflecting its application across 

different use cases. 

 

 
Figure 3: Overview of DPIA Specification, adapted from Pandit  (2022) 

 



27 

 
Figure 4: DPV v2.1 Key Concepts, adapted from Pandit et al (2024) 

In cases where further depth was required, additional subclasses, instances, and 

relationships or object properties were incorporated to demonstrate the practical 

applicability of C-FORPIA in selected real-world use cases, a topic addressed in 

the following sections. 

 

Table 19 in the Appedices presents additional concepts and relationships deemed 

relevant to the development of a unified ontology combining elements from 

DPIA, CTI, and DFR, as discussed in previous sections of this document. As the 

objective is to bridge these domains, particular attention was paid to selecting 

and modelling the most critical concepts and relationships necessary to illustrate 

the feasibility and added value of such an integrated approach. The focus was 

deliberately placed on essential elements to ensure clarity and to provide a basis 

for further extension of the unified ontology, as we intend to make the final 

version of the developed C-FORPIA publicly available via one of the commonly 

used open repositories, such as GitHub or the LOV portal.13 

 

Moreover, the concepts were chosen based on their necessity in representing the 

entities and relationships involved in each of the four DPIA project stages (see 

Table 4), as well as the CTI/DFR inputs at these stages. For example, concepts 

such as  and  are crucial for modelling the 

inputs outlined in 'STAGE #1: Project Goals Definition with Data Utilisation 

Scope' and 'STAGE #2: Assessment of Risks for Individuals' detailed in Section 

2.1.3. 

 
13 https://lov.linkeddata.es/dataset/lov/ 
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Figure 5:  Entity View of the C-FORPIA Ontology 
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Figure 5 is a visual representation of the C-FORPIA ontology showing how key 

concepts from DPIA, CTI and DFR interrelate. We have intentionally omitted 

inverse relationships to avoid creating an overwhelmingly complex or visually 

cluttered diagram.   

 

Figure 11 in the Appendices, is a radial representation of the DPIA integration 

with CTI and DFR. It illustrates the central role of the DPIA process and its 

semantic connections to internal components (e.g. legal basis, risk, processing 

activity) and external intelligence sources from CTI and DFR domains, reflecting 

their mutual influence in assessing and mitigating data protection risks. In this 

scheme, DPIA relies on CTI to identify external risks, adversaries, and threat 

actors while CTI feeds real-time data into DPIA to improve the accuracy of risk 

identification and impact analysis. On the other hand, DPIAs could anticipate 

scenarios where forensics and incident response may be triggered and thus 

propose safeguards. However, lessons learned from forensic investigations may 

validate or adjust assumptions made in the DPIA. In this context, the CTI helps 

the DFR to understand adversary tactics (e.g. MITRE ATT&CK), and DFR feeds 

back forensic evidence to refine the CTI.  

 

Finally, Figure 12 in the Appendices shows the component architecture of C-

FORPIA, which consists of custom-built entities (and their relationships) from 

DPIA, CTI, and DFR, tailored to the specific needs of this thesis. For modularity 

and reusability purposes, the ontology also incorporates 

vocabularies/taxonomies such as the DPV: Legal and DPV: Risk along with sets 

of individuals, which were used mainly for demonstrating the defined SPARQL 

queries. 

 

4.1.2.3 Initial Ontology Validation Against Competency Questions 

The development of a robust and internally consistent ontology—particularly one 

such as C-FORPIA, which spans complex domains including CTI, risk 

assessment, DPIA, and DFR—requires a rigorous validation approach. As a first 

step, an initial validation was conducted to assess the structural soundness and 

logical coherence of the core ontological model before proceeding to more 

extensive evaluation, which may prompt further refinement of the ontology’s 

structure. Ensuring this robustness is especially important given the ontology’s 

goal of integrating knowledge across distinct yet interrelated domains; 

undetected inconsistencies or representational flaws introduced at an early stage 

could significantly compromise future development and practical application.  

This approach is aligned with established practices in ontology engineering, 

commonly referred to as informal or lightweight validation. Such validation acts 

as a critical early checkpoint to confirm the ontology’s basic capacity to represent 

domain knowledge and respond to intended queries, even if not yet exhaustively 
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(Noy & McGuinness, 2001; Ren et al., 2014). This deliberate, incremental strategy 

facilitates iterative refinement by identifying foundational structural issues early 

in the development lifecycle, thereby mitigating risks before committing further 

resources to full-scale validation. 

For each competency question listed in Table 9, we present below its full 

specification,  along with the corresponding SPARQL queries executed within the 

Protégé environment, which was used for both the development and validation of 

the C-FORPIA ontology.   The  screenshots with the outcome of each SPARQL 

query in the protégé is  shown in Table 20 in the Appendices.  The query results 

were consistent with the expected answers, thereby confirming the ontology's 

ability to address the intended knowledge retrieval tasks.
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Table 9: Competency Questions with SPARQL Query 

Competency 
Question 

Explanation SPARQL Query 

CQ1: What 
processing 
activities 
involve the 
processing of 
high-risk 
personal 
data? 

This query identifies processing 

activities (as defined in DPV) that 

handle data classified in the 

ontology as HighRiskPerson-

alData, a concept from the C-

FORPIA ontology. 

CQ2: What 
privacy risks 
are associated 
with a DPIA? 

This query retrieves DPIA 

instances and the risks that have 

been identified using the 

dpv:hasRisk to relate DPIAs to 

risk concepts 

 
CQ3: What 
legal basis is 
required for 
each DFR 
process? 

This query links DFR processes 

with the specific legal basis they 

depend on for lawful operation. 

http://www.w3.org/ns/dpv
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Competency 
Question 

Explanation SPARQL Query 

 
CQ4: Which 
data 
protection 
principles are 
affected by 
each DFR 
process? 

This query shows whether digital 

forensic procedures have any 

implications for data protection 

principles. 

 
CQ5: Which 
threat actors 
affect 
(threaten) 
which 
processing 
activities? 

This query identifies the threat 

actors and the specific processing 

activities they influence or 

impact via the cf:affects relation. 

 
CQ6: Which 
CTI instances 
are related to 
which TTPs? 

This query looks for actionable 

threat intelligence to specific 

adversarial behaviours. 
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While manual inspection may suffice for checking entities and their relationships in an 

emerging ontology, using SPARQL queries to validate competency questions is a thoughtful 

choice for several reasons. First, it is an integral part of the LOT development methodology 

we adhere to since it enables us to verify whether the ontology meets its desired specifica-

tions (see Table 7). Second, SPARQL provides a scalable and feasible for computer auto-

mation method of querying the ontology. This becomes essential when the ontology ex-

pands in size and complexity, incorporating more classes, individuals and intricate rela-

tionships. Manual inspection under such conditions would be time-consuming and error-

prone (Corcho et al., 2009). Finally, SPARQL queries offer a reproducible and objective 

means of testing the ontology's capabilities, ensuring that the validation process is system-

atic and transparent (Benhocine et al., 2022). This firmly aligns with the methodological 

approach of the DSR that we have embraced. 

 

4.2 Quantitative Overview of the C-FORPIA Ontology 

 

In terms of size, C-FORPIA ontology explicitly defines the following: 

 

• 34 unique classes within its own namespace (http://www.semanticweb.org/ggeor-

giadis/ontologies/2025/C-FORPIA#). These include core concepts for CTI such as 

,  and , DFR such as 

,  and DPIA/GDPR such as 

, , , as well as utility classes such as 

. 

• It directly references and structures at least 15 key classes from external namespaces 

within its axioms such as 

and  

• C-FORPIA namespace also defines 55 unique object properties and 15 data proper-

ties resulting in a total of 70 defined relations. 

• There are 66 named individuals such as (CTI) and

(DFRProcess).  

• C-FORPIA also has at least 15 object properties act as cross-domain relations or link-

ages. For example:  

o (Links to 

o (Used in to link to

and )

o Links to 

)
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o (Links to

)

o (Links to

) via , where C-FOR-

PIA:DFRProcess is defined as a subclass of.

• Combined with the three namespace imports and C-FORPIA’s own classes, the in-

heritance depth of the ontology is four. 

• Finally, through  statements and modules (GDPR, Risk), a signifi-

cantly larger number of classes from the DPV 2.1 vocabulary/taxonomy suite are in-

corporated into the overall ontology leading to 624 classes altogether (see Table 10) 

 
 

Table 10: C-FORPIA Ontology Metrics (Protégé) 

Metric Count 
Axiom 8,139 
Logical axiom count 2,499 
Declaration axioms count 907 
Class count 635 
Object property count 106 
Data property count 16 
Individual count 621 
Annotation Property count 52 
SubClassOf 667 
EquivalentClasses 7 
Inheritance Depth 4 

 

 

 

  



 

 
 
 
 

35 

 

5 Application of C-FORPIA on a Simulated Case Study 

To demonstrate the practical applicability of C-FORPIA, we present a simulated scenario 

involving a ransomware attack on a healthcare provider—an incident that necessitates a 

range of compliance and remediation actions, including the completion or, where applica-

ble, the updating of a DPIA.  

5.1 GDPR Analysis 

A DPIA is required under Article 35(1) of the GDPR, as an attack of this nature, involving a 

healthcare organisation, entails the processing of special category data, such as health data, 

under Article 9 of the GDPR. The nature of such processing is likely to pose a high risk to 

the rights and freedoms of individuals, thereby necessitating a structured assessment of the 

impact and the implementation of appropriate mitigation measures. In the event of a per-

sonal data breach, Article 34 of the GDPR further requires the data controller to assess the 

impact on affected data subjects and describe the measures taken to mitigate potential 

harm. These are elements that would typically be documented within the DPIA. In such 

cases, data protection authorities may also request access to the updated DPIA as part of 

their supervisory or investigative activities. 

Although the scenario presented is simulated, it is loosely based on a real-world case: the 

ransomware attack on the Irish Health Service Executive (HSE) in 2021. This incident is 

considered one of the most significant cyberattacks on a national health service, leading to 

the widespread shutdown of IT systems, the exposure of sensitive patient data, and signif-

icant operational disruption across Ireland (Corera, 2021). 

When responding to this simulated ransomware attack, the healthcare provider (HSE in 

this case) would need to conduct or update its DPIA. Ideally, this process would follow the 

integrated stages outlined in Table 4 by incorporating CTI to understand the Conti ransom-

ware and the Wizard Spider APT group (relevant to STAGES 1 and 2) and DFR to manage 

the incident response (relevant to all stages, particularly STAGE 4). 

5.2 Ontology Demonstration 

A significant benefit of formally representing C-FORPIA in OWL is the ability to leverage 

automated reasoning services. These services can infer implicit knowledge and relation-

ships that are not explicitly asserted in the ontology itself. For example, reasoners can au-

tomatically classify instances, check for inconsistencies and derive new subclass relation-

ships based on the defined axioms and property restrictions. This capability for automated 

inference is crucial for enhancing the ontology's analytical power and knowledge retrieval 

is demonstrated in this scenario where we introduced a new DPIA subclass, 

, to illustrate the synergistic integration of all three domains, supported by the on-

tology’s inference capabilities. To complement this, we created a set of illustrative individ-

uals bearing the suffix HSE for ease of identification (see  Table 11). 
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Table 11: Individuals and Container Classes 

Individual Container Class Description 
IntegratedDPIA Comprehensive DPIA conducted by the HSE af-

ter the incident. 

CyberThreatIntelligence CTI report profiling Conti ransomware and Wiz-

ard Spider APT group. 

DFRProcess Digital forensic response including system and 

log analysis. 

ThreatActor APT group behind the Conti ransomware attack. 

RiskContent Risks identified related to patient data confiden-

tiality including service disruption. 

TechnicalMeasure Mitigations including network isolation and sys-

tem hardening. 

LegalMeasure Legal actions like breach notification and patient 

alerts. 

ForensicArtifact Encrypted patient files collected during foren-

sics. 

ForensicArtifact Logs reviewed during the investigation. 

Next, we introduced object properties and their corresponding relationships for each of 

the individuals, as shown in Table 12. 

Table 12: Object Properties and Relationships 

Subject Property Object Explanation 
documents DPIA includes CTI analysis. 

documents DPIA includes results from digi-

tal forensic investigation. 

documents DPIA outlines identified data 

risks. 

contains Encrypted files added as part of 

the evidence. 

contains Log files included in the DPIA 

documentation. 

relates-
ToActor 

CTI linked to a specific threat ac-

tor. 

mitigates Technical response to reduce fu-

ture risks. 

mitigates Legal response to address the 

data breach. 

  

To reflect the notion that the semantic structure of a DPIA is not solely regulatory in nature 

but can also be informed by intelligence and digital forensics, through the incorporation of 

forensic evidence, references to threat actors, and the mitigation of risks via technical and 

legal controls, the class  was defined with a specific class restriction, as 

illustrated in Figure 6. 
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Figure 6: Class Definition of IntegratedDPIA in the Protégé Environment 

 
After reasoning,  is inferred to be a subclass of  and 

 because it satisfies the logical criteria used to define those classes. 

For instance, it makes use of properties such as contains or mitigates, whose domains are 

defined as those superclasses. In OWL, any class that employs such properties becomes 

logically associated with their defined domain or equivalent class expression, thereby es-

tablishing subclass relationships through semantic inference. 

The inference that  is a subclass of DPIA was a noteworthy outcome. Alt-

hough this classification by the reasoner was logically sound based on the ontology's axi-

oms, it effectively highlighted the multifaceted nature of a comprehensively documented 

DPIA that integrates forensic and CTI elements. This reinforces the core thesis of unifying 

these domains and thereby  highlighting the added value of the ontological approach be-

yond simple data modelling. 
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Figure 7: Inference Results from Executing the Ontology Reasoner 

 
As a more illustrative example, we repeat the process using test data. In this case, the ob-

jective is to observe how the reasoner dynamically classifies a newly defined subclass of 

DPIA, namely . 

 

Table 13: Test Data to Demonstrate Inference at C-FORPIA 

Individual Container Class Description 

DPIA A candidate DPIA to be dynamically classified  

CyberThreatIntelli-

gence 

Represents a CTI report  

DFRProcess Represents the digital forensic investigation 

RiskContent Captures risks from data exposure 

ForensicArtifact Files as digital evidence 

TechnicalMeasure Technical measures applied after an incident 

LegalMeasure Legal obligations and breach notifications 

 

After asserting the relevant object property relationships for , the HermiT reasoner 

was executed in Protégé. As shown in Figure 8, the reasoner correctly inferred that  

is an instance of , based on the shared characteristics defined within C-FORPIA. 

This outcome supports the validity of the semantic model and demonstrates its capability to auto-

matically classify instances according to defined logical constraints. 
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Figure 8: Ontology Inference Results Applied to the DPIA_Test Instance 

 

Similarly, the description window for  correctly confirms that  

is an inferred instance of this class (see Figure 9). 

 

 

Figure 9: Dynamic Classification of DPIA_TestCase 

 

This scenario demonstrates how all three domains can be utilised in the context of a DPIA. We have 

also shown how a DPIA subclass can inherit characteristics from multiple high-level classes such as 

 and , enabling rich and meaningful infer-

ences.   
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6 Ontology Validation Against Real-World Cases  

This section derives specific modelling requirements for the C-FORPIA ontology by analys-

ing two real-world cases identified during a review of GDPR non-compliance incidents in-

volving one American and one European company. These cases highlight violations of key 

GDPR provisions, namely Articles 5(1)(f), 25, and 32, which relate to integrity and confi-

dentiality, data protection by design and by default, and the security of processing, respec-

tively.  

This validation process identifies conceptual gaps in C-FORPIA that need to be addressed 

to improve its practical application across the three integrated domains. Therefore, apply-

ing C-FORPIA to the two cases of Meta and Sergic involves more than just instantiation but 

also a thorough assessment of the ontology's practical utility and resilience. This entails 

identifying situations where it is unclear to which ontology concept a real-world entity or 

event corresponds, potentially signifying ambiguity or inadequate granularity in the ontol-

ogy's definitions. Additionally, the insights obtained from these situations can provide 

more precise modelling requirements to direct future iterations and improvements of C-

FORPIA, especially with legal intricacies and the technological aspects of security incidents. 

Therefore, identifying unnecessary concepts was not our primary objective. Nevertheless, 

if specific concepts repeatedly demonstrate ineffectiveness across several case applications, 

this may indicate duplication in further phases of research where additional and more com-

plex cases are to be examined. This section therefore responds to SRQ3. 

6.1 Case Study Analysis 
 

6.1.1 Meta (Facebook/Instagram Passwords) 
 

• Case description: Meta was fined for storing user passwords internally in 

plaintext, leading to a €91 million fine from the Irish Data Protection Commission 

(Martin, 2024). 

• Legal analysis: The incident represents a breach of several fundamental GDPR 

provisions. It violates Article 5(1)(f), which requires personal data to be processed 

in a manner that ensures appropriate security, including protection against unau-

thorised access and accidental loss, through measures that uphold integrity and con-

fidentiality. The lack of basic technical protections such as encryption or hashing 

further constitutes non-compliance with Article 32(1), which mandates the imple-

mentation of appropriate technical and organisational measures to ensure a level of 

security appropriate to the risk. Additionally, the storage of passwords in plaintext 

demonstrates a serious failure to uphold the principle of data protection by design, 

as specified in Article 25.  

• Technical analysis: This case spans all three domains under study. A DPIA is re-

quired, given the scale and nature of the personal data involved (i.e. user passwords). 

CTI is relevant because unencrypted passwords significantly increase vulnerability 
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to credential theft by advanced persistent threats (APT)—a class of cyber threats of-

ten associated with highly skilled, well-funded adversaries, including state-spon-

sored and organised cybercriminal groups. Such threats exploit known TTPs (tac-

tics, techniques, and procedures). DFR is also crucial in this context; once the issue 

was discovered, Meta would have been expected to investigate access logs and ana-

lyse internal systems to identify any unauthorised processing or use of leaked cre-

dentials.   

6.1.2 Sergic and Active Assurances 
 

• Case description:  he Sergic Group was fined €400,000 by the Commission na-

tionale de l'informatique et des libertés (CNIL) for allowing users to access other 

users’ personal data simply by modifying URL parameters. A basic online test con-

ducted by the CNIL resulted in the download of hundreds of documents, including 

copies of identity cards, health insurance cards, tax returns, death certificates, mar-

riage certificates, social security certificates, divorce decrees, and bank account de-

tails. This highlighted the presence of an Insecure Direct Object Reference (IDOR) 

vulnerability (Grant Thornton, 2019). 

• Legal analysis: This incident violates Article 32 of the GDPR due to the lack of 

adequate security measures, particularly flawed access controls. It also breaches Ar-

ticle 25, as the system lacked secure authorisation mechanisms, revealing a failure 

to apply data protection by design and by default, resulting in unauthorised access 

to large volumes of sensitive personal data. 

• Technical analysis: This case also implicates all three domains. A DPIA is neces-

sary, as the vulnerability posed a major data breach risk through unauthorised ac-

cess. CTI is directly relevant, given that IDOR is a well-documented and common 

web application vulnerability. It ranks among the OWASP Top 10 (OWAP, 2025), 

highlighting its critical exploitability in systems that lack robust access control. DFR 

is equally important here; CNIL or the company involved should have undertaken 

investigative actions, such as examining access logs and analysing patterns to assess 

the scale and impact of the breach. 

 

6.2 C-FORPIA Applicability to the Two Cases  

Following the initial analysis of each case, we next critically reevaluate the C-FORPIA on-

tology to determine whether it adequately represents all the classes required to model an 

integrated DPIA in the identified incidents. To ensure comprehensive coverage of both 

breach scenarios, we began by identifying and analysing any missing classes (concepts) 

necessary to represent the core concepts involved. To support this task, we consulted the 

free version of ChatGPT, to which we provided both a summary of our analysis and a copy 

of the current C-FORPIA ontology file. The prompt used to guide this consultation is re-

produced below in Table 14  for reference.  
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Table 14: LLM Prompt Template 

You are an ontology expert. Your task is to evaluate an ontology named C-FORPIA, 

which is designed to integrate and represent concepts from three domains: DPIA, Cyber 

Threat Intelligence (CTI), and Digital Forensics Response (DFR). Please do the follow-

ing: 1) assess C-FORPIA completeness in terms of whether it adequately covers the re-

quirements of the following two use cases. For each use case, identify gaps, if any, in 

the ontology’s classes, object properties (relationships) and axioms (or class re-

strictions) that might limit its ability to accurately support the scenarios. 

 

Ontology format: OWL 

 

Evaluation goal: Assess conceptual coverage and suitability for representing real-

world entities, relationships, and constraints in both use cases. 

Please structure your answer as follows: 

1. Summary of ontology’s purpose and scope (based on the use cases) 

2. Evaluation of coverage for Use Case 1 

3. Evaluation of coverage for Use Case 2 

4. Identified gaps or limitations 

5. Suggestions for improvement (you may also include suggestions for external 

vocabularies) 

[CASE 1: <Text taken from 6.1.1>]  

[CASE 2: <Text taken from 6.1.2>] 

Table 15 provides a summary of coverage, assessing the adequacy of C-FORPIA in the legal, 

intelligence (CTI), and forensics (DFR) domains for each of the two use cases whereas Table 

16 identifies gaps in the ontology, outlining conceptual and structural deficiencies observed 

through analysis of the selected cases. 
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Table 15: C-FORPIA's Coverage Based on ChatGPT 

Domain Use Case Coverage Level Justification 
DPIA Meta (UC1) 

Sergic (UC2) 

Partial  and 

 classes exist. However, Art. 

5(1)(f), 25, and 32(1) are not explicitly 

modelled in the ontology as instances. 

CTI (Technical Vul-
nerability) 

Meta (UC1) 

Sergic (UC2) 

Adequate Vulnerability class is defined; CWE-based 

instantiation possible, but CWE-256 

(plaintext password) is missing. OWASP 

Top 10 context indirectly supported. 

CTI (Threats & 
TTPs) 

Meta (UC1) 

Sergic (UC2) 

Good TTPs like  and 

 classes are present. It can 

represent APTs generically. It also lacks a 

short of   to link 

TTPs to vulnerabilities. 

DFR  Meta (UC1) 

Sergic (UC2) 

Strong , , 

 modelled; logs and 

evidence collection well supported. 

CTI (Threats & 
TTPs) 

Sergic (UC2) Adequate It can link threats and TTPs to vulnerabil-

ities; lacks  

property. 

 

Table 16: Ontology Gaps Based on ChatGPT 

Gap Area Description Justification 
GDPR Article Specificity No explicit representation of 

Art. 5(1)(f), 25, or 32. 

Legal obligations abstracted via 

. However, it reduces query preci-

sion and traceability. 

Vulnerability Catalogue CWE-256 (plaintext pass-

word) and other relevant 

flaws not pre-modelled. 

 class supports extension, 

but it requires manual entry of common 

flaws. 

Incident Modelling No explicit Incident or 

BreachEvent class. 

The lack of central event node complicates 

linking actors, effects, and responses. 

ThreatActor–Vulnerability 
Link 

No direct exploits property 

between ThreatActor and 

Vulnerability. 

It requires workaround using asset as in-

termediary but it adds modelling complex-

ity. 

External Vocabulary Align-
ment 

No integration with GDPR-

tEXT, MITRE ATT&CK, or 

DIALOG. 

This can hinders semantic richness, reuse, 

and interoperability with domain-specific 

standards. 

These findings suggest that C-FORPIA provides a solid foundation for the integration of 

the three domains under study within a unified semantic framework. Its current structure, 

along with its alignment with established vocabularies, such as the DPV for DPIA and risk 

assessment, and the inclusion of additional classes specifically introduced for CTI and DFR, 

complete with defined relationships and semantic declarations, enables the representation 

of high-level requirements. This has been demonstrated through the conceptual coverage 

of the model in both the Meta and Sergic use cases. However, certain limitations remain. 

In particular, the ontology currently lacks an extended library of vulnerabilities and does 
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not incorporate external standards such as GDPRtEXT14, which includes extensive taxon-

omies for personal data, processing purposes, regulatory terms, and GDPR Articles, MITRE 

ATT&CK containing tactics, techniques, and procedures and other vocabularies related to 

digital forensic artefacts. Integrating these resources into future iterations could signifi-

cantly enhance C-FORPIA’s ability to support more complex, real-world GDPR breach sce-

narios and thus a more elaborated DPIA reporting. 

To complement the existing findings with input from another mainstream LLM, we also 

consulted Google’s Gemini. Our intention was not to compare which of the two LLMs pro-

vides better input, as such a comparison could be the subject of a research on its own right. 

Gemini was therefore asked to provide its feedback on the same prompt and the results are 

summarised in Table 17 and Table 18. 

 
Table 17: C-FORPIA's Coverage Based on Google’s Gemini 

Domain Use Case Coverage Level Justification 
DPIA Meta (UC1) 

Sergic (UC2) 

Good Core DPIA concepts such as

are 

present. However, it lacks direct represen-

tation of specific GDPR articles and fines. 

CTI  Meta (UC1) 

Sergic (UC2) 

Adequate Core CTI entities such as 

 exist. It can repre-

sent APTs and link to general threat info 

(e.g., OWASP). 

DFR  Meta (UC1) 

Sergic (UC2) 

Adequate Fundamental DFR concepts such as 

 are available but it 

can represent basic log analysis. It also 

lacks granularity in DFR process types 

and specific artifact-to-threat links. 

 
 

Table 18: Ontology Gaps Based on Google’s Gemini 

Gap Area Description Justification 

Legal Concepts 
Granularity 

Missing explicit classes or individuals 

for specific GDPR Articles (e.g., Art. 

5(1)(f), Art. 25, Art. 32), the concept of 

a LegalSanction (like a Fine with an 

amount) and a comprehensive Non-

ComplianceEvent or DataBreachInci-

dent class to link these elements. 

Both use cases highlight clear violations of 

GDPR articles, specifically Articles 5, 25, 

and 32. Because of these breaches, Meta 

and Sergic are faced with hefty fines. The 

ontology does not break down these legal 

issues and their consequences in detail. 

 
14 https://www.w3.org/community/dpvcg/wiki/GDPRtEXT 
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Gap Area Description Justification 

Data Protection 
Principles Detail 

The set of individuals for the DataPro-

tectionPrinciple class is incomplete. 

Key principles directly cited in the use 

cases, such as 'Integrity and Confidenti-

ality' (related to GDPR Art. 5(1)(f)) and 

'Data Protection by Design and by De-

fault' (related to GDPR Art. 25), are not 

present as distinct individuals. 

The Meta case shows issues with privacy 

and data protection rules, while the Sergic 

case also points to data protection con-

cerns. However, without specific individ-

uals responsible for these issues, it is hard 

to clearly identify which main principles 

were violated. 

Technical Measures 
Specificity 

Lack of specific predefined individuals 

or subclasses under Technical_Meas-

ure for essential security controls. For 

example, EncryptionMeasure, Hash-

ingMeasure (critical for UC1 - Meta) or 

, 

 (critical 

for UC2 - Sergic). 

The issue with Meta happened because 

they saved passwords in plain text with-

out encryption. In the Sergic case, the 

problem was weak access controls, mainly 

due to an IDOR vulnerability. Right now, 

the ontology can not accurately reflect 

these specific technical failures. 

CTI Detail & Attack 
Vector Representa-
tion 

There is limited capability to model spe-

cific attack vectors or the detailed me-

chanics of how a TTP exploits a Vulner-

ability. For example, representing cre-

dential theft (Meta) or unauthorised 

data access via URL parameter manip-

ulation (Sergic IDOR) in a structured 

way. 

For Meta, the concern surrounding CTI 

primarily involves the risk of APTs ex-

ploiting credential theft from unen-

crypted passwords. Conversely, for Ser-

gic, Insecure IDOR represent a significant 

CTI issue. Thus, the ontology must more 

effectively delineate the manner in which 

these vulnerabilities manifest as exploita-

ble attack vectors pertinent to CTI. 

Asset Characterisa-
tion 

The Asset class is generic. More specific 

types of assets, such as 

, , 

or , are not 

defined, making it harder to contextual-

ise vulnerabilities and their impacts. 

In the Meta case, they are dealing with a 

system that stores user passwords. Mean-

while, the Sergic case involves a web ap-

plication that grants access to various per-

sonal information. By clearly defining 

these types of assets, we can understand 

better what was impacted and the extent 

of the issues. 

Semantic Relation-
ship Deficiencies 

Some key semantic relationships (ob-

ject properties) are missing. For exam-

ple, properties to explicitly link a 

 to vio-

latesGDPRArticle and resultedInSanc-

tion; a property like 

 for an  or 

; or a property isEx-

ploitationMethodFor linking a specific 

technique to a . 

To fully represent the narratives of both 

use cases the ontology needs richer rela-

tionships.  

 
The new findings from Google’s Gemini align with those from ChatGPT in confirming that 

C-FORPIA adequately covers the high-level requirements of the use cases. Both analyses 

also agree that C-FORPIA's capabilities can be significantly enhanced by extending its con-

ceptual depth—for instance, by incorporating more specific details regarding GDPR arti-
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cles, fines, distinct data protection principles, granular technical measures and DFR pro-

cess details—potentially by leveraging additional specialised vocabularies or libraries from 

external sources like predefined taxonomies and standards (e.g. GDPRtEXT and MITRE)  

Notably, Gemini has identified an absence of specific relationships (object properties) 

among entities (classes) indicating that addressing this shortcoming could significantly en-

hance the ontology's reasoning capabilities. 

 

6.3 Technical Considerations from the Use of the Two LLMs 
 

The feedback from ChatGPT and Google Gemini included a useful set of potential gaps and 

areas for improvement. However, these suggestions were not accepted uncritically as each 

proposed gap such as GDPR Article specificity such as GDPR Art. 5(1)(f)) and Art 25 and 

incident modelling due to the potential lack of semantic relationships such as the 

 were manually cross-verified against the existing C-FORPIA OWL file 

and the detailed descriptions in Table 19. For example, while both LLMs correctly identified 

the lack of explicit classes for individual GDPR articles, C-FORPIA does include a 

 class, which can be instantiated with additional Articles - there are currently 

only four. Thus, the LLM feedback highlighted the need for greater granularity or direct 

modelling rather than a complete absence. Similarly, suggestions for external vocabulary 

alignment (e.g. with MITRE ATT&CK) were considered valuable and are in line with future 

work directions. In some instances, however, the LLMs may have overlooked broader ex-

isting concepts or proposed relationships that would require significant refactoring, indi-

cating the need for human oversight to ensure ontological coherence. This critical filtering 

process is essential in discerning actionable improvements from more general or less ap-

plicable feedback as it acknowledges that, despite their capabilities, LLMs do not yet pos-

sess genuine understanding or domain expertise. 

 

6.4 Implications for Practice and Organisational Use 

While the development of C-FORPIA has been guided by academic methodology, its impli-

cations can extend beyond the theoretical landscape. From a practitioner's perspective, the 

integration of CTI, DFR and DPIA into a unified ontology and emabrace that ina solid pro-

cess (i.e. our proposed four-stage process) has tangible potential for key organisational and 

decision-making processes. 

Firstly, the ontology provides a common semantic foundation for breaking down silos 

through the use of more consistent and collaborative risk assessments, where threat intel-

ligence and forensic preparedness are systematically linked to data protection by design 

efforts. Over time, the use of such a model could foster more aligned and traceable incident 

response and compliance documentation, which are key considerations in regulated sectors 

such as large organisations and the public sector. 

Secondly, as an ontology, C-FORPIA can support automation and interoperability. By em-

bedding it in tools that support semantic reasoning, organisations may ultimately be able 
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to automate parts of the DPIA process by streamlining audit trails and improving regula-

tory reporting. This is particularly relevant as regulatory expectations increasingly demand 

not just compliance but demonstrable accountability. In this respect, the ontology's modu-

lar design15 and alignment with regulatory frameworks positions it as a potential building 

block for future tools and processes. Although indirect at this stage, the impact on practice 

is towards better informed, more integrated, agile privacy and security management sys-

tems. 

Our proposed ontological framework, which integrates the C-FORPIA ontology with the 

support of the four-stage project management process detailed in Table 4, offers several 

significant benefits to the organisation. As illustrated in Figure 10, CTI informs DPIA's risk 

identification while simultaneously being refined by DPIA outcomes. Concurrently, CTI 

provides threat intelligence to DFR and receives evidence in return, which aids in refining 

CTI intelligence models. Meanwhile, DFR supplies evidence to DPIA and receives valuable 

information for forensic purposes. Ultimately, DPIA establishes mitigation needs and data 

protection principles, both of which guide the data collection efforts of CTI and DFR. 

 

Figure 10: C-FORPIA Unification Synergy 

  

 
15 Limited at this stage but can be further improved following our proposal in the limitations section. 
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7 Limitations and Ethical Considerations 

While this research represents a promising step towards integrating three otherwise dis-

parate domains, CTI, DFR, and DPIA, through a unified ontology, several limitations 

should be acknowledged. 

From a methodological perspective, the scope of the study was constrained by the nature 

and expectations of a master’s level thesis. Consequently, the ontology was validated using 

a relatively small number of test cases and simulated data, rather than through deployment 

in live operational settings. Although the Meta and Sergic incident cases provided rich 

learning opportunities, the lack of broader empirical validation limits the generalisability 

of the findings. Additional empirical methods, such as structured user evaluations in con-

trolled environments like focus groups, would help to assess the practical impact, overall 

completeness, consistency, and real-world applicability of the ontology. A similar need was 

addressed in Bergner & Chen (2023), who studied the use of focus groups to evaluate on-

tologies for student assessment. 

From a development perspective, the C-FORPIA ontology remains incomplete in certain 

areas. In particular, it does not yet incorporate domain-specific taxonomies such as MITRE 

ATT&CK, CWE, or GDPRtEXT, which would evidently enhance threat modelling, vulnera-

bility mapping and legal traceability. Furthermore, the lack of multilingual and jurisdic-

tional support, something that could be addressed through integration with additional vo-

cabularies  from the DPV repository, limits the ontology’s adaptability in cross-border com-

pliance contexts. Another limitation concerns the definition of more granular subclasses, 

relationships between additional classes and the declaration of more advanced class re-

strictions. In this study, we demonstrate the integration of the three domains, but in real-

world contexts, one would expect a fully fledged DPIA ontology with comprehensive sub-

class hierarchies and constraint modelling. 

Another developmental consideration is aligning C-FORPIA with a top-level or founda-

tional ontology, such as the Basic Formal Ontology (BFO) or, its extension, the Common 

Core Ontologies (CCO) suite. CCO as mid-level extension of BFO consisting of multiple on-

tologies (around twelve) is more pertinent to the aims of C-FORPIA as it provides an inter-

mediate layer of a more specialised, yet still broadly applicable, concepts that bridge the 

gap with BFO, which is highly abstract  (Jensen et al., 2024; Otte et al., 2021). For example, 

after a quick investigation and with the help of ontology works with similar needs such as 

Smart et al. (2023), it was pretty straightfward to map C-FORPIA’s  with 

CCO’s .  Doing the same in BFO, the possible mapping would have been with 

, which is subclass of which is relatively less intui-

tive and thus requires careful thinking. According to Arp et al. (2015), the latter represent 

entities that persist or continue to exist through time and which do not depend on other 

entities for their existence. 
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Compared to its notable alternative or ‘rival’, the Unified Foundational Ontology (UFO), 

BFO has been designated as an ISO standard (ISO/IEC 21838-2) and is considered smaller 

and more minimalistic that provides a common framework of generic categories of entities 

(e.g., CONTINUANT, OCCURRENT, INDEPENDENT CONTINUANT, DEPENDENT 

CONTINUANT) and their relationships, promoting interoperability and ontological rigour 

(Guizzardi et al., 2022).  

In our view, mapping C-FORPIA to BFO/CCO could offer significant benefits, as it would 

enhance semantic clarity by grounding C-FORPIA concepts in well-defined, philosophi-

cally robust categories. This would facilitate interoperability with other BFO-conformant 

ontologies, potentially across diverse domains such as legal, enterprise and cyber ontolo-

gies. Two representative candidates are the Common Core Cyber Ontology and Secure On-

tologies for the Internet of Things, which are also based on BFO/CCO (Donohue et al., 

2018; Smart et al., 2023). Doing so, it would improve C-FORPIA’s maintenance as legal 

and technical terms evolve alongside new regulations and standards, by providing a stable, 

abstract framework and promoting a principled approach to updates. 

From an ethical standpoint, the use of LLMs to support the conceptual evaluation of C-

FORPIA warrants critical reflection. Although the model was used solely to assist in iden-

tifying modelling gaps and proposing improvements, particularly due to time constraints 

and the difficulty of accessing domain experts with expertise across all three areas, it is 

important to acknowledge its limitations. Both LLMs, despite their advanced language pro-

cessing capabilities, do not possess formal domain expertise as they are based on machine 

learning (statistical patterns in data) while ontologies are symbolic representations of for-

mal, structured knowledge. Hence, their ‘understanding’ is based on patterns learned from 

vast amounts of text and not on formal reasoning or a deep semantic grasp in the way on-

tologies are designed for. Furthermore, the opacity of their training data and reasoning 

processes raises legitimate concerns about reproducibility and epistemic trustworthiness, 

and it cannot replace human expert validation. 

Finally, the ethical implications of the intended application of the ontology must be consid-

ered. C-FORPIA is designed to support sensitive processes involving the analysis of per-

sonal data, cyber threat intelligence, and digital evidence. This inherently increases the risk 

of processing sensitive or behavioural data in ways that may raise privacy concerns. In prac-

tice, the integration of these domains requires strong safeguards to prevent unintended 

consequences such as the misuse of secondary data, unjustified profiling, or mission creep. 

Any future deployment of the ontology should therefore be accompanied by strict data gov-

ernance measures, clearly defined procedures, and ongoing ethical oversight to ensure 

compliance with fundamental data protection principles. 
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8 Conclusion and Future Work 

This thesis has introduced and evaluated C-FORPIA, a unified ontology developed to inte-

grate CTI, DFR, and DPIA domain concepts into a coherent semantic model.  

By grounding the ontology in both regulatory mandates and operational practices, C-FOR-

PIA demonstrates the potential of semantic technologies to harmonise fragmented cyber-

security and compliance processes.  

Our systematic literature review confirmed the siloed treatment of these three domains in 

academic and industrial contexts. In contrast, the design and validation of C-FORPIA re-

vealed that their integration can support risk-informed decision-making while enhancing 

traceability, accountability and vigilance. Whereas the systematic literature review identi-

fied a lack of integrated frameworks and ontological approaches that cut across CTI, DFR, 

and DPIA, C-FORPIA addresses this gap by offering an ontology-based solution tailored to 

real-world compliance and security challenges. As such, C-FORPIA does not conflict with 

existing works but rather bridges their conceptual foundations to demonstrate a practical 

implementation of the integration they imply or recommend. 

In addition, C-FORPIA’s semantic model supports a more integrated and proactive ap-

proach to DPIA, as exemplified by our defined four-stage procedural framework that sys-

tematically incorporates CTI and DFR into its process cycle.  

The subsumption analysis performed during the simulated case study (i.e. the HSE case) 

proved to be particularly insightful. A key finding was the automated inference by the rea-

soner that the  class, designed to unify the three domains, was also a sub-

class of  and . While these inferred rela-

tionships were not entirely unexpected given the defined axioms of the ontology, they 

clearly demonstrated the semantic richness that can be achieved and the non-obvious con-

nections that can be revealed through formal ontological modelling, thereby reinforcing the 

argument for an integrated approach. 

The application of C-FORPIA to real-world GDPR data breach scenarios, such as those in-

volving Meta and Sergic, further confirmed its conceptual soundness and practical rele-

vance. However, while promising, the resulting ontology remains an early-stage artefact 

with several conceptual limitations. These include the absence of formal mappings to ex-

ternal standards and vocabularies such as MITRE ATT&CK and GDPRtEXT, as well as the 

need for more granular subclass definitions and class restrictions to improve semantic clar-

ity, inferencing accuracy and query precision. All these indicate critical areas for refinement 

in future research. 

Overall, C-FORPIA lays the groundwork for a new approach to comprenesive DPIA—one 

that integrates key cybersecurity dimensions such as threat intelligence and forensic read-

iness. The research outcome from this study confirms the potential of such an integrated 
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ontology within our proposed four-stage procedural model, another contribution of this 

study, to enhance risk-informed decision-making, traceability and automation in cyberse-

curity and compliance. However, the limitations identified clearly outline the necessary fu-

ture work required to develop C-FORPIA into a more comprehensive and robust tool for 

real-world application.  
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Appendices 
 

C-FORPIA Key Concepts and Relationships 
 

Table 19: C-FORPIA Ontology Concepts & Relationships 

Concept/Class Name Domain Definition 

CTI Information about current/potential 

cyber threats, actors, Indicators of 

Compromise (IOC), and Tactics, 

Techniques and Procedures (TTPs) 

used for proactive defence. 

CTI Individual or group posing a cyber 

threat. These can be activists, crime 

syndicates, spies, and national states. 

CTI A weakness or flaw in an asset or con-

trol that can be exploited by a threat. 

It is possible that such weakness, if left 

untreated, could publicly disclose se-

curity flaws or vulnerabilities in soft-

ware or hardware (CVE) or a catego-

rised list of common software weak-

nesses with the potential to result in 

vulnerabilities (CWE). 

CTI, DPIA Application, network, data repository, 

or device involved in processing or 

targeted by threats.4 

DPIA Operation(s) performed on personal 

data such as data collection, storage, 

usage, transfer, destruction and dis-

closure. 

DPIA Information relating to an identified 

or identifiable natural person includ-

ing special categories such as sensitive 

data (e.g., racial/ethnic origin, sexual 

orientation, biometric/genetic data, 

etc.) and data relating to criminal con-

victions and offences. 

DPIA The individual whose personal data is 

being processed. 
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Concept/Class Name Domain Definition 

DFR Origin of potential digital evidence 

such as logs, network traffic, system 

images and (non)-volatile storage de-

vices 

DFR Specific pieces of digital evidence such 

as recovered files, deleted files, file 

metadata, windows event logs and 

shell history 

 

DFR Proactive forensic readiness activities 

to ensure that relevant processes and 

tools are in place and that personnel 

involved in the DF investigation pro-

cess are adequately trained and 

equipped with the skills and 

knowledge to handle cybersecurity in-

cidents, while minimising cost and 

time, disruption to business processes 

and maintaining or improving current 

levels of information security. 

DPIA  A compliance framework that com-

bines a comprehensive methodology 

with appropriate tools (such as tem-

plates) and stakeholder involvement 

to assess and document the privacy 

risks of a processing activity. Depend-

ing on the outcome, certain corrective 

actions are required to mitigate the 

risks detected in the data processing. 

DPIA Potential negative impact of the pro-

cessing on the rights and freedoms of 

data subjects, assessed in terms of 

likelihood, severity and impact. This 

includes, but is not limited to, risks re-

lated to data breaches, unauthorised 

access and misuse. 
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Concept/Class Name Domain Definition 

DPIA,  DFR Technical and organisational risk mit-

igation measures include the imple-

mentation of security controls, inter-

nal policies and a DFR. A DFR process 

improves incident detection and evi-

dence preservation, supports timely 

investigation and breach reporting, 

and ensures the integrity and admissi-

bility of digital evidence for compli-

ance and legal purposes.  

DPIA Lawful grounds for data processing 

under the GDPR, such as consent, le-

gitimate interest, legal obligation, 

public interest, legitimate interest, vi-

tal interest, legal obligation, and con-

tract (these entries have been added 

by us as subclasses). 

CTI, DPIA, 

DFR 

Specific obligations from laws or 

standards such as the different articles 

in the GDPR itself and ISO/IEC 

27001:2022 (standard for establish-

ing, implementing, maintaining, and 

continually improving an Information 

Security Management System) and 

ISO/IEC 27043:2015 (standard for in-

cident investigation processes across 

various incident investigation scenar-

ios involving digital evidence). 

CTI Describe the behaviour of threat ac-

tors during cyberattacks where tactics 

represent their high-level goals, tech-

niques explain how they achieve these 

goals and procedures, detailing the 

specific steps and tools used. 
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Concept/Class Name Domain Definition 

DPIA A fundamental normative concept 

that underpins the lawful and ethical 

processing of personal data, as set out 

in data protection frameworks such as 

the GDPR. Each principle articulates 

core requirements that must be ad-

hered to throughout the data lifecycle, 

guiding data controllers and proces-

sors in their compliance responsibili-

ties. 

 

 

 

 

 

 
Figure 11:  Integration Overview of DPIA with CTI and DFR in C-FORPIA 

 

 



 

 
 
 
 

64 

 

 
Figure 12: C-FORPIA Component Architecture 
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Competency Questions Execution and Results 
 

Table 20: Competency Questions with SPARQL Query Results 

Competency 
Question 

Protégé Screenshot 

CQ1: What 
processing 
activities 
involve the 
processing of 
high-risk 
personal data? 

 
CQ2: What 
privacy risks 
are associated 
with a DPIA? 
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CQ3: What 
legal basis is 
required for 
each DFR 
process? 

 
CQ4: Which 
data protection 
principles are 
affected by each 
DFR process? 
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CQ5: Which 
threat actors 
affect (threaten) 
which 
processing 
activities? 

 
CQ6: Which 
CTI instances 
are related to 
which TTPs? 
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C-FORPIA Ontology RDF/XML Code  
 

An electronic copy of the complete RDF code of the ontology is also available via our publicly 

available GitHub at https://github.com/georggr/cforpia/tree/main 

 

https://github.com/georggr/cforpia/tree/main
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