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PREFACE 
 
This thesis, titled Evaluating Privacy Risks and User-Centric Solutions for Gig 
Economy Workers: A Systematic Literature Review investigates the growing 
privacy challenges faced by Gig workers and explores strategies to safeguard their 
data rights. 
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ABSTRACT 

Context: The Gig economy, powered by digital platforms offering short-term 
work, has reshaped labor markets but also introduced critical privacy concerns. 
While prior research has largely focused on Gig work’s economic and labor 
aspects, fewer studies have systematically analyzed privacy risks and user- centric 
protection solutions. 

Objective: This study seeks to fill that gap by addressing two key questions: 
(1) What are the main privacy risks Gig workers encounter, and how do they affect 
them? What strategies can effectively mitigate these risks from a user perspective? 
 
Method: Through a systematic literature review using Webster and Watson’s 
methodology, multidisciplinary research from academic sources and gray 
literature was synthesized. The study highlights privacy vulnerabilities such as 
excessive data collection, opaque algorithmic management, and manipulative 
consent mechanisms known as privacy “dark patterns.” These risks contribute to 
identity theft, unfair treatment, and psychological distress. However, promising 
solutions, including block chain-based anonymity tools, adaptive risk 
assessments, and regulatory actions, could enhance worker privacy. 
 
Conclusion: By connecting privacy concerns to broader labor unfairness, the 
study advocates for platform accountability, regulatory consistency across 
jurisdictions, and worker education on digital rights. Its findings support ethical 
Gig work by offering practical solutions for policymakers, platforms, and labor 
advocates. Finally, protecting Gig workers’ data is not just a technical issue but a 
crucial socioeconomic challenge that demands urgent attention. 

Keywords: Gig economy, Privacy risks, Algorithmic surveillance, User-centric 
solutions, Data protection, Digital labor platforms, Worker privacy, Dark patterns 
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1. Introduction 
The term “gig” has held various meanings throughout history, including, by the 
late nineteenth century, a connection to a spear-fishing tool (Cloonan & 
Williamson, 2023). Within the music industry, however, the term has been used 
as musicians' slang for a “date or engagement” for over a century (Nunberg, 
2016), becoming common currency among musicians in the United States during 
the 1920s and 1930s, and appearing in use within the British Musicians' Union 
(MU) by the early 1940s (Williamson & Cloonan, 2016). However, “Gig” has 
recently taken on a broader meaning, becoming associated with the “Gig 
economy.” Thus, a term once rooted in music culture is currently connected to 
unstable, unfair work conditions and exploitative employment practices 
(Williamson & Cloonan, 2017). This association highlights how employment 
patterns typical in the music industry have come to represent insecure jobs more 
broadly. 
 

The meaning of “Gig” was further extended in the 1950s by “hipsters and the 
Beats,” with figures like Jack Kerouac using the term to describe non-musical 
jobs, i.e., his work as a brakeman in 1952 (Nunberg, 2016). Although now widely 
used for any musical engagement, Gig's primary use remained in live music, 
where musicians performed and audiences attended, therefore, “getting, and 
playing, the Gig” was, and still is, the central part of musicians' working lives 
(Cloonan & Williamson, 2023). 
 

According to Tan et al. (2021), who explored the root of the word “Gig”, the word 
initially came from the music industry but later came to describe short- term, 
task-based jobs. The authors noted that these jobs became more common after 
the 2008 financial crisis, as businesses sought ways to cut expenses. The rise of 
digital platforms further boosted Gig work by making it more flexible and 
widespread, leading to the categorization of Gig work into two forms, i.e. 
delocalized (remote crowd-work) and localized (on-demand services), thus 
showing how app-based platforms made it easier for workers and customers to 
connect while transforming labor markets across different regions.  
 

The “Gig economy” concept has caused confusion and is poorly understood 
(Donovan et al., 2016), and as a result, currently, there is no single agreed-upon 
definition (Brinkley, 2016). Various definitions have been suggested, including, by 
Hook (2015), who defined it as the freelance economy, in which workers support 
themselves with a variety of part-time jobs that do not provide traditional benefits 
such as healthcare. 
 

Taylor (2017) on the other hand, defined it as business models enabled by new 
technology that are “based around matching sellers and buyers of goods and 
services” distinguishing it from other non-traditional work types, though overlaps 
exist, with Donovan et al. (2016) defining it as the collection of markets that 
match providers to consumers on a Gig (or job) basis in support of on-demand 
commerce. 

The Gig economy, therefore, is an employment model primarily based on self- 
employment or short-term contractual work, where individuals take on 
temporary jobs, often coordinated through digital platforms, with this structure 
offering flexibility, while leading to unstable working conditions, including the 
risk of sudden job loss and the absence of benefits such as paid leave. Companies 
frequently categorize Gig workers as independent contractors rather than 
employees, reducing their financial obligations related to social security and 
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limiting workers' ability to organize through unions, and as a result, insecure 
employment has become increasingly normalized across multiple industries 
(Alberti et al., 2018). 
 

1.1 Problem Description 
The Gig economy's flexibility comes with notable privacy risks, often 
overshadowed by concerns about low wages and job insecurity (Sannon et al., 
2022). Gig workers' use of personal devices blurs the boundary between personal 
and professional activities, increasing monitoring risks and exposing them to 
privacy threats from both companies and customers (Sannon et al., 2022). This 
imbalance in information control heightens the risk of cyber vulnerabilities due to 
increased online sharing of personal information (Bäumer et al., 2024). 
 

Privacy risks are compounded by the Gig sector's reliance on digital tools and 
uneven regulatory frameworks and weak protection measures, where inadequate 
security systems leave workers vulnerable to breaches (Carlsten et al., 2021). Data 
misuse is prevalent, with platforms often lacking transparency in managing 
worker data, raising concerns about security breaches, with inadequate data 
protection measures further exposing workers to identity theft and unethical data 
usage (Janssen et al., 2020). 
 

Regulatory inconsistencies across countries, e.g. the conflicts between GDPR and 
U.S. data privacy laws, worsen these risks, with the global reach of Gig platforms 
complicating data protection efforts (Sannon et al., 2022). Despite the growing 
concerns, gaps remain in the literature regarding platform design, off-platform 
risks, and practical strategies to mitigate privacy invasions (Pradeep et al., 2025). 
Enhanced security protocols and stronger regulatory enforcement are, therefore, 
needed to protect Gig workers from evolving privacy threats (Pradeep et al., 
2025). 
 

The Gig economy's rapid expansion has introduced ethical concerns surrounding 
work organization, roles, and worker status (Tan et al., 2021), and to mitigate 
privacy risks, researchers emphasize the need for user-centric privacy protection 
strategies that prioritize usability, transparency, and education to accommodate 
workers' diverse backgrounds (Collen et al., 2022). Enhanced risk assessment 
strategies such as Dynamic Risk Assessment (DRA) can support Gig workers in 
identifying and managing privacy threats (Collen et al., 2022). 
 

Inadequate user-centric privacy protection strategies further expose workers to 
identity theft and unethical data usage (Janssen et al., 2020). Efforts to improve 
user-centric privacy protection strategies include initiatives like GigLab in 
Sweden, which seeks to enhance working conditions and digital infrastructure for 
Gig workers (European Commission, 2021), and the introduction of tax reforms 
to help Gig workers comply with regulations (VitalLaw, 2025). Organizations like 
the Appjobs Institute also gathering workforce data to guide future privacy 
strategies (Appjobs Institute, 2020). 
 

1.2 Research Aims and Questions 
This research study, therefore, aims to provide recommendations to improve 
privacy, compliance, trust, and ethical practices for Gig platforms. It focuses on 
addressing the following two research questions: 
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RQ1: Which are the key privacy risks associated with Gig work, and their 
impact on Gig workers? 
 
RQ2: Which are the user-centric privacy protection strategies for Gig economy 
workers? 
 

This study looks at privacy risks and protection strategies for Gig workers using 
insights from the scientific community and data protection experts. Further, the 
study aims to close the gap between academic research and industry practices by 
suggesting ways to better protect Gig workers' privacy by highlighting key privacy 
risks, comparing user-centric protection strategies from research with those used 
in practice, and finding gaps in privacy measures. 
 

1.3 Thesis Structure 
This study looks closely at privacy risks in the Gig economy and highlights the 
importance of creating a privacy conscious environment. Further, it focuses on 
user-centered ways to reduce these risks and suggests practical steps to help 
protect the independence of Gig workers. The rest of this thesis is organised as 
follows: 

Chapter 2: Background traces the historical evolution of Gig work, synthesizes 
prior research on privacy risks like data misuse and dark patterns, and 
emphasizes the interconnectedness of privacy and labor rights. 

Chapter 3: Research Methodology details the systematic literature review (SLR) 
approach, including database selection, keyword criteria, and the rationale for 
qualitative synthesis over quantitative methods. 

Chapter 4: Results organizes findings into two main themes: (1) Privacy risks such 
as excessive data collection and algorithmic discrimination, and (2) User- Centric 
solutions, including block chain-based anonymity and dynamic risk assessments. 

Chapter 5: Discussion interprets results, evaluates methodological choices, and 
discusses ethical dilemmas related to surveillance capitalism and worker agency 
in privacy trade-offs. 

Chapter 6: Conclusion and Future work summarizes contributions, including a 
framework linking privacy risks to labor inequities and recommendations for 
platforms, policymakers, and workers. It acknowledges limitations and suggests 
future research directions. 
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2. Background 
The Gig economy, as described by Tan et al. (2021), involves short-term, task- 
based jobs facilitated by digital platforms like Uber and Fiverr. These platforms 
provide flexible work opportunities and are reshaping modern economies. The 
term “Gig worker” is similar to terms like “freelancer”, “self-employed”, and 
“independent worker”, allowing the Gig economy to be different because it 
involves digital technologies, offering more flexibility, while including short- term 
jobs (Tan et al., 2021). 

While Sannon et al. (2022) described the Gig economy as a way of offering 
freedom and easy access to work through on-demand platforms, allowing workers 
to set their own hours and do jobs like driving, delivering food, or freelancing, in 
contrast, Newlands (2022) described it as platform-mediated Gig work, and as a 
way for new migrants to enter the labor market with localized, on-demand tasks, 
like food delivery and ride-hailing, thereby stressing the importance of studying 
how Gig work affects migrants' sense of employability, as it often involves 
unstable job opportunities. 
 

Anagnostakis et al. (2023), contrary to previous researchers, observed that the 
Gig economy emerged as a significant trend following the 2009 economic crisis, 
shifting work dynamics toward flexible arrangements, with lasting financial 
consequences for low-skilled workers, with Srihita et al. (2025) arguing that Gig 
work had historical roots dating back to the industrial age, with technological 
advancements and economic uncertainty driving its modern evolution, noting 
that digital platforms currently played a pivotal role in facilitating flexible, 
independent employment. DeFranco et al. (2024), on the other hand, associated 
the Gig economy with crowdsourcing, emphasizing its ties to the sharing 
economy, where individuals trade skills and time for financial rewards, noting 
that by 2020, roughly 60 million U.S. workers engaged in this sector, and 
projected that the global crowdsourcing market was to reach $154.84 billion by 
2027, with Technologies like Amazon Mechanical Turk, Prolific, TaskRabbit, and 
Stack Overflow having played a key role in this expansion. 
 

The literature review in this study mostly used terms like “Gig Economy,” “Gig 
Work,” and “Gig Platforms” when searching for sources. Although “Gig economy” 
is a common and popular phrase, it doesn’t have one clear meaning everyone 
agrees on as noted earlier. As a result, other studies use a mix of terms to 
describe the same ideas. These include “freelance economy,” “on- demand 
commerce,” “crowdsourcing,” “crowd work,” and “independent contractors” or 
“self-employed.” 
 

While the review method (including techniques like snowballing) may have 
picked up some studies using these other terms, starting with a broader set of 
search terms such as “on-demand work” or “crowd work” could have helped 
uncover more points of view. Using only “gig” in searches may have led to missing 
critical studies since the topic includes many related ideas and terms. Different 
academic fields often use other labels like “online platform worker,” “on-demand 
workers,” “sharing economy,” or broader ones like “temporary work” or 
“precarious work.” To make the review more complete, it would have helped to 
include these extra terms connected with Boolean operators like “OR,” thus 
allowing the study find helpful studies that may not use “gig” but still deal with 
the same issues. For instance, Glynn (2011) studied “enterprise disaggregation” 
and employment law, which explains the break-up of work into smaller tasks, 
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something very relevant to gig work, even though he didn’t use the word “Gig”, 
thus an example showing how using different terms can lead to discovering 
important but otherwise missed research. 
 

2.1 Previous studies 
Kandappu et al. (2013) explicitly focused on exposing and mitigating privacy loss 
in crowdsourced survey platforms, thus addressing privacy loss and data 
asymmetry within crowdsourcing Gig work platforms, demonstrating existing 
research on privacy vulnerabilities in the Gig economy context, specifically 
analyzing data asymmetries on platforms such as Amazon Mechanical Turk. 
Toombs et al.'s (2018) also conducted a study laying emphasis on a psycho- 
linguistic analysis of 'appropriated or inauthentic care' on Uber and Lyft. The 
study was relevant as it represented a methodology involving direct observation of 
Gig work interactions, contributing to the technical background for empirically 
studying these platforms. However, the authors were limited to focusing on only 
one or two platforms at a time. 
 

In an investigation on privacy risks for Gig workers and customers, (Sergison, 
2018) paid special attention to data collection practices on platforms like Uber, 
noting that these companies constantly monitored workers through GPS tracking, 
performance ratings, and automated systems, with this surveillance reducing 
workers' independence and sometimes led to unfair treatment. The study also 
revealed that customers' privacy was at risk because these platforms collected and 
shared large amounts of personal data.  
 

Sannon et al. (2022) studied privacy and power issues in Gig work by reviewing 
Reddit conversations about ridesharing, delivery services, crowd work, and 
freelancing. Their research uncovered workers' worries about privacy violations 
from both platforms and customers, further examining how platform structures 
and unequal power dynamics affected workers' experiences, with the findings 
offering important insights into the everyday struggles and privacy dangers Gig 
workers face. 
 

2.2 Privacy risks from Algorithmic Management and Data Usage 
Wood et al. (2019) in their study drawing on Work, Employment, and Society, 
discussed algorithmic control in the global Gig economy by highlighting that 
while algorithmic management offered workers flexibility, autonomy, task variety, 
and complexity, these control systems could also lead to meager wages, social 
seclusion, irregular schedules, excessive workload, sleep deprivation, and fatigue. 
The authors argued that understanding the interplay between autonomy and 
algorithmic control was crucial for evaluating the worker experience, with 
its relevance lying in identifying algorithmic control as a key mechanism that 
impacts working conditions and potentially involves surveillance or data 
collection practices, thus linking to privacy risks and the need for user-centric 
solutions to mitigate negative impacts. 
 

Mendonça and Kougiannou (2022) also did investigate the effects of algorithmic 
changes within platforms on workers, showing how these algorithms influenced 
labor processes and hindered collective organization. Their study was significant 
in revealing that the evolving nature of platform algorithms  directly  shaped  
work  experiences  and  collective action,  indicating  that  algorithmic  
control  mechanisms  were  not fixed and had important consequences for 
workers' power, data, and privacy. 
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2.3 User-Centric Solutions based on Frameworks and Policies  
Graham et al. (2020) conducted a comprehensive analysis of the Fairwork 
Foundation's transnational initiatives to enhance labor standards in platform 
work, grounded in principles of decent work. Their research documented the 
organization's advocacy for equitable employment practices, protection of worker 
welfare, and mitigation of exploitative conditions, offering actionable policy 
recommendations for improving Gig workers' circumstances. 
 

Building on this foundation, Heeks et al. (2021) developed and implemented the 
Fairwork evaluation framework, establishing five measurable principles (fair 
compensation, working conditions, contractual terms, managerial practices, and 
collective representation) to assess platform compliance with decent work 
standards. Their systematic approach addressed critical issues including 
algorithmic governance and data rights, providing both a transparent assessment 
tool and mechanisms for reducing precarity in digital labor markets. 
 

2.4 Importance of examining the study concepts together 

2.4.1 Gig economy, Work, and Platforms 
As already noted, the Gig economy signified a transformative shift in labor 
markets, leveraging digital platforms to connect workers with short-term, task- 
based opportunities (Tan et al., 2021), and while the offers flexibility and 
economic advantages for businesses through scalability and cost efficiency, it also 
raises concerns such as income instability, job insecurity, wage suppression, and 
the erosion of worker rights (Alauddin et al., 2025). Workers face precarious 
conditions characterized by a lack of social protections, intrusive surveillance, 
and algorithmic management that can lead to opaque decision-making and unfair 
performance evaluations (Woodcock & Graham, 2019). 

Historically rooted in informal labor systems, the Gig economy has evolved into a 
digitally mediated framework encompassing diverse tasks, from crowd- sourced 
micro-work to on-demand services like ride-sharing, each with distinct challenges 
(Tan et al., 2021). Marginalized groups are disproportionately affected by the lack 
of job security and benefits (Kasliwal, 2020). Platforms such as Uber and Fiverr 
rely heavily on algorithms to manage pricing, task allocation, and worker 
performance monitoring, often undermining autonomy and intensifying privacy 
concerns through the extensive collection of personal data (Rosenblat & Stark, 
2016). 
 

Privacy risks associated with Gig Platforms are further worsened by “privacy dark 
patterns” in app designs, which compel workers to share more personal 
information than intended, increasing the likelihood of data sharing with third 
parties (Carlsten et al., 2021). Addressing these issues necessitates regulatory 
interventions, including algorithmic audits, transparency in data practices, and 
robust privacy strategies to ensure worker rights and minimize exploitation (Raji 
et al., 2020).  A comprehensive approach to analyzing Sweden’s Gig economy 
landscape highlights the interplay between the local Gig economy dynamics, Gig 
platform- specific policies, and Gig work, i.e. task-specific, data practices, with 
this joint analysis being critical in understanding the interconnected challenges of 
privacy risks, power imbalances between workers and platforms, and the need for 
user-centric solutions tailored to mitigate exploitation while preserving worker 
autonomy (Carlsten et al., 2021). 



14  

2.4.2 Privacy risks and User-centric protection strategies  
Al Salek (2024) in his study emphasizes that online behaviors and the adoption of 
security measures significantly influence the likelihood of falling victim to 
cybercrime. The study highlighted how user traits, like computer skills, correlate 
with vulnerability to specific cybercrimes, such as defamation, thus underscoring 
the importance of understanding privacy risks to foster protective behaviors. 
Furthermore, the study revealed a negative correlation between user protection 
measures and cybercrime victimization, advocating for user-centric practices that 
empower individuals with the knowledge and tools to safeguard their online 
security. 
 

Similarly, Pradeep et al. (2025) identified critical privacy risks arising from Gig 
work platforms, which extensively collect and share Personally Identifiable 
Information (PII) with third parties. The study exposed privacy dark patterns in 
platform interfaces that manipulate users into compromising their data, while 
highlighting the inherent vulnerability of Gig workers, who are often compelled to 
provide sensitive information, reflecting a power imbalance. The authors argue 
for user-centric privacy protections, granting Gig workers greater autonomy and 
control over their information to address these vulnerabilities. Together, the 
above studies demonstrate the necessity of integrating user empowerment and 
platform-level privacy protections.  
 

Al Salek (2024), therefore, focuses on users’ capacity to take protective measures, 
while Pradeep et al. (2025), on the other hand, highlights the risks embedded in 
platform design. This holistic approach, combining user awareness with improved 
transparency and control over data, can address privacy risks effectively while 
enhancing online safety. 
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3. Research Methodology 
This research study uses a qualitative method approach employing a systematic 
literature review (SLR) based on Webster and Watson’s (2002) 
methodology, opting to reject alternative methods like quantitative meta-analysis 
and descriptive reviews. Since, the aim of the research is to provide 
recommendations to improve privacy, compliance, trust, and ethical practices for 
Gig platforms, RQ1 and RQ2 focus on identifying privacy risks and user-centric 
solutions, which require an in-depth exploration of contextual and subjective 
factors (Baas et al., 2014). Qualitative methods excel at capturing such meanings, 
whereas quantitative approaches might oversimplify them (Sandelowski & 
Barroso, 2006). 

Webster and Watson (2002) advocated for concept-centric synthesis, which helps 
organize themes, in this case, e.g., “Gig Economy”, “Gig Work”, “Gig platforms”, 
“Privacy risks”, and “User-centric privacy protection strategies”, rather than 
merely summarizing individual studies, thus this approach ensures theoretical 
contributions by identifying gaps and future directions. Systematic Literature 
Reviews follow a structured, reproducible protocol, e.g., search, selection, and 
analysis, to minimize bias (Bandara et al., 2015), which is critical for Gig-economy 
privacy research, where diverse sources, like academic and/or industry, must be 
synthesized. The concept-centric framework (Webster & Watson, 2002) enables 
thematic clustering, e.g., Privacy risks vs. User- Centric privacy protection 
strategies, directly addressing RQ1 and RQ2. 

An approach involving Quantitative meta-analysis (Lipsey & Wilson, 2001) 
aggregates statistical results but is unsuitable in this research due to the lack of 
standardized metrics in Gig economy privacy research. An Author-centric review 
fails to integrate cross-disciplinary insights, e.g., Cybersecurity and labor studies, 
whereas Webster and Watson’s (2002) method ensures synthesis across fields. 
Further Webster and Watson (2002) underscored literature reviews role in 
contributing to the growth of Information Systems (IS) research by improving 
understanding, sharpening theories, and revealing areas needing further study, 
with the authors pointing out that early IS research was limited by insufficient 
reviews, slowing theoretical advancements. Therefore, to enhance review quality, 
they suggested including a concise introduction that specifies the subject, main 
ideas, and goals, along with defined limits, e.g., timeframes and analytical scope, 
to keep the review targeted. 
 

3.1 Search criteria, keywords and databases 
The chosen keywords for the study search were “Gig Economy”, “Gig Work”, “Gig 
platforms”, “Privacy risks”, and “User-centric privacy protection strategies”, with 
these keywords selected by examining most frequently cited papers in the Scopus, 
ACM, and IEEE Xplore. Google scholar was also utilised in the search for relevant 
journals. 
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Table 1: Search query 
Database Search queries 

IEEE Xplore (“Compliance” OR “Gig work”) AND (“Gig economy” OR “platform 
work”) AND (“cybersecurity standards’ OR “privacy risks’) 

Scopus (TITLE-ABS-KEY (“Gig economy” ) AND TITLE-ABS- 

KEY (“privacy risks”) AND TITLE-ABS-KEY (“Gig platforms”)) 

OR (TITLE-ABS-KEY(“digital labor platforms”) AND TITLE-ABS-

KEY (“impact on Gig workers” ) ) 

ACM (“Compliance” OR “data protection”) AND (“Gig economy” OR “platform 
work”) AND (“cybersecurity standards” OR “privacy risks”) 

 
From above search queries using the search strings listed below generated an 
initial total of 95 papers distributed as per the table below: 

 
Table 2: Search process 
Database Initial 

output 

Upon 

Screening 

Filtering Snow 

balling 

Final 

results 
IEEE 10 Combined 

total was 
95. 

After 
getting rid 
of 
duplicates & 
some non- 
peer 
reviewed, 
remained 
with 55 

After filtering 
based on 
eligibility, 
remained with 
(53) 

Involved 
backward 
(08), and 
forward 
selection (45) 

Final 
number 
included 
in the 
research 
study (53) 

Xplore  

Scopus 5 

ACM 15 

Sage 45 

Journal  

JSTOR 20 

See Appendix A and B, for the final detailed analysis. 

 
3.2 Inclusion and exclusion criteria 
Duplicate removal lead to the reduction of papers to 55 papers in the pool, with 
the process of selection going through publication titles, abstracts, and analysis of 
the paper. The inclusion criteria, on the other hand, included papers that dealt 
with either “Gig platforms”, “Privacy risks”, and “User-centric privacy protection 
strategies” through contributions, or validation of existing concepts related to the 
study concepts. 

The exclusion criteria disqualified papers not meeting the following three 
requirements: 
i. Relevant Content: Papers that do not directly address the research 

questions and objectives of this study will be excluded. 
ii. Language: Any papers not published in English will be excluded. 

iii. Standard of Quality: Our review will exclude any papers that are not peer-
reviewed. 

 

As a result of the above processes, tables 3 and 4 below were created from the 
Systematic Literature Review (SLR), which involved a search strategy that 
included reviewing journals, involving backward and forward reference searching. 
The review was structured by concepts, not individual studies, using a concept 
matrix to connect ideas. This approach emphasized strong theories, minimized 
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excessive criticism, and included visuals for clarity. The concept-based structure, 
supported by Units of Analysis, summarized key references, as shown in Tables 3 
and 4 below (for sampled articles). 

Table 3: Gig Economy, Work and Platforms 
Articles/References Concepts 

 Gig Economy Gig Work Gig Platforms 

Un it of Analysis G C CL GW GW CL GW GC CL GW 

Alauddin et al. (2025) *      *   

Kaminski & Malgieri 
(2021) 

        * 

Kasliwal (2020)      *    

Pradeep et al. (2025)   *       

Raji et al. (2020)         * 

Rosenblat & Stark 
(2016) 

      *   

Sannon et al. (2022) * *        

Sun (2023)  * *       

Woodcock & Graham 
(2019) 

     *    

Wood et al. (2019)   *    * * * 

Zrenner (2015)        * * 

Legend: GC = Gig Company, CL = Clients/Groups, GW = Individuals/Gig Workers 

 

Table 4: Privacy risks and User-centric protection strategies 
Articles/References Concepts 

 Privacy risks and 
their impact on Gig 
workers 

User-centric protection 

strategies for Gig 

economy workers 

Unit of Analysis GC CL GW GW CL GW 

Alauddin et al. (2025) *   *  * 

Anagnostakis et al. (2023) 
* 

 
* 

   

Bäumer et al. (2024) *  *    

DeFranco et al. (2024)   *    

Hu et al. (2020)   * *  * 

Pradeep et al. (2025)    *  * 

Sannon et al. (2022)       

Srihita et al. (2025)    * * * 

Sannon et al. (2022) * * *    

Tan et al. (2021) *  * *  * 

Legend: GC = Gig Company/Platforms, CL = Clients/Groups, GW = Individuals/Gig Workers 
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3.3 Validity and Reliability 
This study used a qualitative systematic literature review that focused on key 
ideas and followed a clear process to carefully analyze past research. This was 
done to ensure the results were trustworthy and directly answered the research 
questions. Several methods were chosen to improve the study’s accuracy and 
trustworthiness. However, a closer look shows that some risks to the study’s 
reliability weren’t fully explored. While the qualitative method helped understand 
gig workers' situations and ethical concerns, it limited the ability to generalize 
results or measure how common privacy risks are, especially affecting how well 
the study addressed the first research question (RQ1). 

While the study's structured, concept-focused approach shows good planning, it 
introduces bias by relying only on peer-reviewed, English-language sources. This 
excludes diverse perspectives, especially from non-academic or non- English 
work. The focus on wealthy countries and specific platforms limits how well the 
findings apply to the broader gig economy, particularly in low-income regions 
with different privacy norms and technology access. Additionally, since the review 
only includes research up to 2025, its relevance may quickly decline in the rapidly 
evolving gig economy. 
 

Although the study talks about “user-centered” solutions, it ignores deeper power 
issues, like how gig workers might feel forced to accept surveillance due to money 
pressures. The idea that users have real control is questionable, and a more 
honest discussion of this problem can improve the analysis of the second research 
question (RQ2). A candid engagement about these limits, e.g. narrow sources, 
limited global relevance, time sensitivity, and oversimplified views, would have 
made the study stronger and more trustworthy. 
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4. Results 
The study, using a systematic literature review and concept-centric synthesis, 
identified two key themes: privacy risks, e.g. over-collection of data and 
algorithmic bias, and user-focused solutions, e.g. block chain-enabled anonymity 
and adaptive risk assessments. Further, it revealed gaps between scholarly 
research and real-world practices. 
 

4.1 Gig Economy, Work and Platforms 

4.1.1 Gig Economy 
Todolí́-Signes (2017) discussed Gig economy’s impact on employment 
classification, noting that online platforms reduced the difference between self- 
employment and traditional employment, noting that while platforms offered 
flexibility, they imposed control through digital monitoring and evaluation 
systems, creating legal uncertainty about worker rights. The author concluded 
that existing labor laws were inadequate for Gig work and proposed a special 
regulation to balance flexibility with essential protections, such as minimum 
wage, liability rules, and working hours limits. 

Wright et al., (2017), on the other hand, argued that the Gig economy, enabled by 
digital platforms, had reshaped employment by offering flexible work but raised 
concerns over labor protections and worker classification, noting that platforms 
often categorized workers as independent contractors, limiting benefits like paid 
leave and workplace protections, observing that legal challenges, particularly in 
the US, were pushing for stronger labor regulations, even though technological 
advancements drove Gig work, national regulations influenced its impact. The 
authors noted that Privacy risks were rising from extensive worker data collection, 
emphasizing the need for better protections and transparency. 
 

Kaine and Josserand (2019) analyzed the Gig economy, focusing on worker 
conditions, societal impact, and the role of information and technology. Their 
systematic review highlighted how Gig work was structured through digital 
platforms, leading to income instability and privacy concerns due to extensive 
data collection. They noted that Algorithmic management influenced worker 
autonomy, raising issues of fairness and transparency. The authors identified 
future research areas, including platform governance, block chain, and User- 
Centric solutions to mitigate privacy risks. Wu et al. (2019) analyzed how digital 
platform businesses, particularly in China, have driven the expansion of Gig work, 
with these platforms noted to minimize transaction costs by instantly matching 
supply and demand, attracting global investment and reshaping labor markets, 
noting that by 2018, approximately 75 million people in China engaged in 
platform-based work. 
 

During the COVID-19 pandemic, Isin & Ruppert (2020) noted that Sensory 
power, a newly emerging form of governance, was made visible through tracking 
technologies, with the concept functioning through using sensors to collect and 
analyze real-time behavioral data, influencing decisions instantly. The authors 
noted that the Gig economy was a key example where platforms were 
monitoring workers’ activities through digital surveillance, raising Privacy 
concerns due to data opacity, i.e., while Gig workers were required to be 
transparent, platforms obscured how they processed and used collected data, with 
resistance to sensory power noted to involve strategies of opacity, such as digital 
cloaking and anonymization techniques. 
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The Gig economy represents a paradigm shift in labor markets, driven by digital 
platforms that facilitate short-term, task-based work (Tan et al., 2021). Platforms 
like Uber, Fiverr, and Amazon Mechanical Turk connect Gig workers with 
businesses and individuals, reshaping work dynamics on a global scale (Alauddin 
et al., 2025). This model's growth is evident, with 16% of Americans participating 
in Gig work in 2021, spanning industries such as ride-sharing, food delivery, 
freelancing, and online marketplaces (Tan et al., 2021). 

While the Gig economy stimulates economic growth by efficiently linking workers 
with opportunities, it also presents challenges like income instability, job 
insecurity, and downward wage pressure (Alauddin et al., 2025). For businesses, 
it offers workforce flexibility, cost efficiency, and scalability but raises concerns 
about worker rights, data handling, and algorithmic management (Tan et al., 
2021). Gig workers benefit from low barriers to entry, flexible schedules, and 
improved work-life balance, though they also face disadvantages, including the 
absence of social protections, exploitative conditions, and intrusive algorithmic 
control that undermines their autonomy and security (Wood et al., 2019). Intense 
competition, misclassification issues, and power imbalances further impact their 
safety, job satisfaction, and well-being (Sannon et al., 2022). 
 

However, Privacy and surveillance concerns necessitate robust strategies, 
including greater transparency in data practices, enhanced worker control over 
personal information, and strict privacy policies to minimize unnecessary data 
collection (Pradeep et al., 2025). Additional measures involve limiting algorithmic 
surveillance, separating worker and consumer data practices, supporting self-
protective privacy efforts, and enforcing regulatory oversight to address power 
disparities (Alauddin et al., 2025). A framework proposed by Sannon et al. 
(2022), emphasizing transparency, necessity, accuracy, accountability, and 
autonomy, offers guidance for developing effective privacy strategies. 

Zhang (2022), noted that the Gig economy, powered by digital platforms like 
Uber, disrupted traditional labor markets by offering flexible, technology- driven 
work opportunities, enabling market entry and autonomy, while raising concerns 
over labor protections, privacy risks, and regulatory challenges, noting that 
platforms applied significant control through algorithms, shaping work 
conditions while classifying workers as independent contractors, avoiding 
traditional employment obligations, resulting in Legal frameworks worldwide 
struggling to define Gig work, with some jurisdictions granting labor protections 
based on economic dependence rather than rigid employment tests. The author 
argued for evolving regulations that balance innovation with fair labor standards, 
advocating for greater worker protections and transparent data practices. 

4.1.2 Gig Work 
Flanagan (2019) noted that digital Gig platforms had transformed home-based 
service work by shifting control from individual employers to market-driven 
algorithms, promising flexibility, even though they enforced worker discipline 
through ratings, data tracking, and surveillance, creating insecure conditions. The 
author noted that compared to historical domestic service, Gig workers today 
lacked protection and faced reputational risks that impacted job security, thus 
calling for stronger regulations and labor rights to counter platform-driven 
exploitation. 
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Goods et al., (2019) examined job quality in Australia’s food-delivery Gig 
economy, assessing economic security, autonomy, and enjoyment from objective 
and worker perspectives. They argued that platform-based work did not neatly fit 
historical labor frameworks but represented a new capitalist work structure 
shaped by digital technology, noting that while Gig work offered perceived 
flexibility, algorithmic management and continuous surveillance limited 
autonomy, with ratings and metrics influencing earnings and job stability. Their 
study highlighted privacy concerns stemming from worker data collection, 
tracking, and opaque algorithmic decision-making, thus calling for more robust 
labor protections and scrutiny of platform-based employment structures. 

Kaine and Josserand (2019) examined how digital platforms shaped Gig work, 
emphasizing worker surveillance, algorithmic management, and data-driven 
control. They highlighted how Gig workers face fragmented employment, lack of 
transparency in data usage, and experience unsafe working conditions, thus 
calling for regulation and worker protections to address these privacy risks and 
structural power imbalances. On the other hand, Jiang and Wagner (2024) 
examined how crowdworkers perceived microtask payments, noting that while 
these tasks provided flexibility, they often offered low wages. Workers justified 
participation by framing microwork as both labor and leisure, finding value in 
even small monetary rewards compared to alternative activities. The study 
suggested that psychological factors, such as prospect theory, play a role in 
decision-making, with potential losses from non-productive time making low-
paid work appealing. While the authors did not directly address privacy risks, 
understanding worker motivations and the unsafe nature of microwork is 
essential for designing effective user-centric privacy solutions. 

Andersen and Spanger (2024) analyzed how platform-based Gig work intersected 
with migration, showing that migrants often took up Gig jobs like food delivery as 
a temporary employment option, and even though Gig work offered flexibility, 
migrants faced bureaucratic hurdles, economic pressure, and prolonged working 
hours. The authors highlighted how Gig platforms were now a part of the broader 
migration infrastructure, including regulatory, technological, commercial, and 
social dimensions; thus, rather than providing seamless integration, Gig work 
often involved frictions and challenges. The study findings, therefore, helped 
contextualize potential vulnerabilities for migrant Gig workers relying on digital 
platforms. 

However, the modern Gig work distinguished by its reliance on digital platforms 
that directly connect service providers with customers, transforming it into what 
is often termed the “on-demand economy”, “sharing economy”, or “platform 
economy” (Tan et al., 2021). These platforms offer workers flexibility in 
scheduling and location, making Gig work appealing for those balancing multiple 
responsibilities, yet this flexibility often comes at the cost of job security and 
traditional employment benefits, such as health insurance and paid leave, leaving 
Gig workers in precarious positions (Woodcock & Graham, 2019). Tan et al., 
(2021) noted that Gig work can be broadly categorized into two types: crowd-
sourced micro-work platforms and work-on-demand platforms. Crowd- sourced 
platforms, such as Upwork and Amazon Mechanical Turk, offer low- skilled, 
online-only tasks like data tagging and transcribing, which can be performed 
globally, while contrast, work-on-demand platforms like Uber, Lyft, and 
TaskRabbit facilitate physical tasks such as ride-sharing, house-cleaning, and 
food delivery, often exerting greater control over workers compared to crowd-
sourced platforms. 



22  

Additionally, Gig work encompasses freelancing and creative services, e.g., 
graphic design, writing, and caregiving, e.g., pet sitting, childcare, each requiring 
specific skills and facing unique challenges (Woodcock & Graham, 2019), and 
despite its flexibility and diverse skill requirements, ranging from low-skill tasks 
to specialized roles like software development, Gig work is fraught with challenges 
with workers often facing job insecurity due to task availability and algorithmic 
control, which can lead to unfair ratings and discriminatory practices (Kasliwal, 
2020). 
 

The lack of transparency in platform algorithms worsens these issues, leaving 
workers with little recourse. Furthermore, the Gig economy perpetuates gender 
and racial inequalities, with women and minority workers frequently experiencing 
lower wages and fewer opportunities (Kasliwal, 2020), with these systemic issues, 
thus, highlight the need for greater regulation and support to address the 
vulnerabilities faced by Gig workers. 

4.1.3 Gig Platforms 
The Gig economy, facilitated by digital platforms, has reshaped traditional labor 
markets by connecting workers with clients across various industries. 
Koutsimpogiorgos et al. (2023) examined how Gig platforms classified workers as 
independent contractors to bypass labor protections while using digital 
surveillance and algorithmic management to maintain control. They highlighted 
differences in regulatory responses across Europe, where stricter labor laws force 
adaptations, while weaker regulations allow more platform control. These 
governance strategies ere noted to contribute to privacy risks through extensive 
worker data collection, reinforcing insecure conditions. 

Ma et al. (2024) investigated platform designers’ role in addressing Gig worker 
concerns, emphasizing the barriers they faced in advocating for worker- centered 
improvements, and despite conducting user research, designers struggled to 
influence policies on wages, algorithmic control, and worker protections due to 
business-driven priorities. The authors, further, noted that designers could 
enhance worker well-being but are limited by organizational constraints, calling 
for better tools and support systems to strengthen their ability to advocate for 
social justice within Gig platforms. Early platforms like Uber and Fiverr pioneered 
business models centered around two-sided marketplaces, offering workers 
flexibility and autonomy in choosing tasks and schedules, and thus, over time, 
advancements in technologies such as block chain, AI, and smart contracts have 
enhanced platform efficiency, task allocation, and payment processing (Alauddin 
et al., 2025). 

Uber and Fiverr were noted to algorithmic systems to manage their operations, 
with Uber employing dynamic pricing, such as surge pricing, which adjusted fares 
based on demand, with the model facing criticism for exploiting drivers, who 
earned below minimum wage after expenses. Fiverr's reputation-based system, on 
the other hand, similarly raised concerns, as customer ratings heavily influenced 
job opportunities, often benefiting highly-rated workers and creating inequality 
(Wood et al., 2019). 
 
The use of algorithms to monitor performance, adjust pricing, and allocate tasks 
raises concerns about transparency and worker autonomy, with constant 
surveillance, including tracking workers’ locations and metrics, leading to a loss of 
privacy and autonomy (Alauddin et al., 2025). Privacy concerns are also 
significant, as Gig platforms collected substantial amounts of personal data for 
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surveillance and performance monitoring, often without workers’ explicit consent, 
with these data sometimes used for targeted pricing strategies, raising fears of 
misuse and privacy violations (Rosenblat & Stark, 2016). Fortunately, regulators 
have now been calling for stricter data protection standards to safeguard Gig 
workers’ privacy (Sun, 2023). 
 

Platforms should be transparent about data collection practices, informing 
workers of what data is collected and how it will be used, with an option to opt out 
of non-essential collection (Kaminski & Malgieri, 2021). Algorithmic audits could 
also ensure fairness in task allocation and payment systems (Raji et al., 2020), 
and policymakers should enforce stronger data protection regulations, requiring 
platforms to obtain explicit consent before collecting or sharing personal data 
(Zrenner, 2015). 
 

4.2 Privacy risks and User-centric protection strategies 

4.2.1 RQ 1: Privacy risks and their impacts on Gig workers  
Gig workers face privacy and security risks due to excessive data collection, 
surveillance, and opaque algorithms. To address these issues, Hu et al. (2020) 
proposed a block chain-based Mobile crowdsensing (MCS) framework that 
anonymizes worker identities and ensures transparent reward distribution, 
similar to Gig work. In contrast, Tan et al. (2021) highlighted how algorithmic 
control systems in Gig platforms create unfair outcomes by manipulating job 
access and earnings without transparency, disproportionately harming women 
and minorities. Workers often share excessive personal data to secure jobs, 
fearing penalties or lost opportunities (Tan et al., 2021). 

Privacy concerns also arise from intrusive surveillance, where platforms and 
customers demand unnecessary personal information, leading to stress and unfair 
evaluations (Sannon et al., 2022). Workers respond by avoiding risky tasks, 
hiding personal data, or using tools like dashcams to limit monitoring. 
Meanwhile, Anagnostakis et al. (2023) suggested a hybrid Work and Reward 
(WaR) contract framework, using block chain smart contracts to balance 
transparency and privacy while complying with regulations. 

Data privacy remains a major challenge, as decentralized data collection risks 
exposing workers’ identities and violating their rights (DeFranco et al., 2024). 
Similarly, Bäumer et al. (2024) identified risks like profiling and identity theft, 
proposing Digital Twins (DTs) and pseudonymization to model and reduce 
privacy threats using the Obtain, Scrum, Explore, Model, and iNterpret the data 
(OSEMN) framework for safer data handling. This synthesis shows how Gig 
workers struggle with privacy risks while researchers explore block chain, smart 
contracts, and data protection methods to improve security and fairness. 

4.2.2 RQ 2: User-centric protection strategies Gig workers  
Srihita et al. (2025) observed that low, and middle-income countries are 
embracing Gig employment as a driver of financial growth, due t0 its flexible 
work and payment models, with concerns persisting about poor work standards, 
with digital platforms bypassing employment regulations and relying on 
algorithms that exacerbate inequalities related to region, ethnicity, and gender. 
Workers face challenges like excessive workloads, job insecurity, irregular 
schedules, and fatigue, alongside low wages and social isolation from algorithmic 
management. 
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Hu et al. (2020) proposed a Mobile Crowdsensing (MCS) framework utilizing 
block chain technology to enhance privacy and security in data collection and 
reward distribution for Gig work. The framework addresses privacy risks such as 
the exposure of sensitive data like location during participation, as well as 
challenges like identity forgery, reputation falsification, and lack of guaranteed 
rewards from task initiators. It also highlights risks of private information theft 
during communications. Tan et al. (2021) examined how digital platforms had 
enabled the fragmentation of large projects into smaller tasks, allowing workers 
to balance multiple Gigs simultaneously, thereby mimicking full-time 
employment or supplementing regular incomes, observing that despite the Gig 
economy's rapid growth and diverse participants, its exact scope was difficult to 
quantify due to varying definitions and measurement methods. 

Alauddin et al. (2025) highlighted the exploitation of Gig workers via extensive 
personal data collection for monitoring. Algorithm manipulation is often 
perceived as unethical, contributing to financial insecurity and mental health 
issues for workers who lack full understanding of such systems. As contractors or 
self-employed individuals, they miss out on traditional employment benefits. 
Competition to maintain high ratings further worsens their vulnerabilities, while 
platform control limits workers' flexibility. 

Pradeep et al. (2025) noted heightened privacy risks for Gig workers, stemming 
from required transparency and unwanted solicitations from platforms. Workers 
often must provide sensitive data, which platforms might repurpose using 
technologies like GPS and unique identifiers. Privacy concerns extend to 
differences in data-sharing practices between websites and mobile apps, with 
third-party trackers such as Facebook and TikTok collecting Gig platform data in 
exchange for rewards, leading to issues like identity theft, data theft, and 
unreliable task initiators. 

 
4.3 Mapped Privacy Risks and User-Centric Solutions 
The study identified two main themes: privacy risks, such as excessive data 
collection and algorithmic discrimination, and their impact on workers' well- 
being, alongside user-centric solutions like block chain-based anonymity and 
dynamic risk assessments. Tables 5, 6 and 7, serve as tools to summarize key 
findings, offering a structured comparison between theoretical perspectives and 
real-world practices, further emphasizing critical gaps in existing research 
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Table 5: Privacy Risks in Gig Work: 
(Summarizing key risks and their real-world implications) 

Privacy Risk 
Academic 

Findings 

Real-World 

Practices 
Gaps 

 
Excessive Data 
Collection 

Platforms collect 
location, biometrics, 
and behavioral data 

(Sannon et al., 

2022). 

Workers often 
unaware of full data 
scope; consent is 
buried in lengthy 
T&Cs. 

Lack of transparency; 
no opt-out for non- 
essential data. 

 
Algorithmic 
Discrimination 

Biases in task 
allocation/wages 
(Wood  et  al., 

2019; Tan et al., 

2021). 

Platforms deny 
algorithmic bias; 
workers lack 
recourse for unfair 
ratings. 

No auditing 
requirements or 
appeal mechanisms. 

 
Dark Patterns 

Manipulative UI 

designs force data 

sharing (Pradeep et 

al., 2025). 

Platforms   use 
"nudges" (e.g., "Boost 
earnings by sharing 
contacts"). 

Regulatory loopholes 
allow deceptive 
designs. 

 
Third-Party Data 
Sharing 

78% of apps share 
data with 
advertisers 
(Pradeep et al., 
2025). 

Workers’ data sold 
for profiling; no 
granular control. 

GDPR/CCPA 
exemption for 
"business purposes." 

 

Key Gap: 
Academic research critiques surveillance market economy, but platforms 
prioritize profit over privacy, exploiting regulatory ambiguities. 

 

Table 6: User-Centric Solutions 
(Mapping proposed solutions vs. adoption barriers) 

Solution Academic Support Industry Adoption Challenges 

Block chain 
Anonymity 

Hu et al. (2020): 
Encrypted IDs for task 
allocation. 

Rarely implemented; 
platforms resist 
decentralizing 
control. 

Scalability issues; 
worker tech literacy. 

Dynamic Risk 
Assessments 

Collen et al., (2022): 
Real-time privacy risk 
alerts. 

Absent in major 
platforms (e.g., Uber, 
Fiverr). 

Cost-prohibitive for 
SMEs; lacks 
standardization. 

Algorithmic Audits Raji et al. (2020): 
Independent audits 
for fairness. 

Only adopted post-
scandal (e.g., Uber’s 
2024 wage lawsuit). 

No legal mandates; 
platforms self- report. 

Worker Education Al Salek (2024): 
Training reduces 
cybercrime 
vulnerability. 

Limited to optional 
webinars (e.g., 
AppJobs Institute). 

No funding for 
grassroots programs. 

 
Key Gap: 
Solutions like block chain and audits are theoretically validated but face 
resistance due to cost, scalability, and platform incentives. 
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Table 7: Regulatory vs. Practical Implementation 
(Comparing academic recommendations to real-world policies) 
Regulatory Tool Academic Proposal Current 

Implementation 
Discrepancy 

GDPR 
Compliance 

Explicit consent for data 
use (Kaminski & 
Malgieri, 2021). 

Platforms use blanket 
consent; workers 
cannot opt out without 
penalty. 

Enforcement focused 
on EU users; global 
workers unprotected. 

Transparency 
Mandates 

Disclose algorithmic 
logic (Raji et al., 2020). 

Platforms claim "trade 
secrets" to withhold 
details (e.g., Uber’s 
surge pricing). 

No penalties for 
opaqueness. 

 
Key Gap: 
Regulations exist in theory but are undermined by loopholes and lax 
enforcement. 
 

4.4 Visualization of Gaps 

4.4.1 Research-Practice Divide 
While academic research promotes worker-centric solutions such as block chain 
technology to enhance privacy, digital platforms continue to prioritize profit- 
driven surveillance practices. Similarly, research consistently identifies 
algorithmic bias as a critical issue in Gig platforms; however, these platforms 
often resist implementing independent audits that could address such biases. 

This disconnect underscores a tension between scholarly recommendations for 
fairness and transparency, and industry practices focused on operational 
efficiency and revenue generation. 

4.4.2 Regulatory Shortfalls 
Policies like GDPR are diluted in practice (e.g., “legitimate interest” loopholes), 
with Global Gig workers lacking uniform protections due to jurisdictional 
conflicts. 
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5. Discussion 
This section critically analyzes the research study's findings in relation to previous 
research, methodology, alternative interpretations, generalizability, comparative 
analysis, practical implications, and ethical and societal impacts. The discussion 
aims to synthesize the results, highlight their significance, and identify avenues 
for future research. 
 

5.1 Previous Research 
This study confirmed and expanded upon existing research on privacy and data 
asymmetry in the Gig economy. It aligned with Kandappu et al. (2013) in 
identifying privacy vulnerabilities but extended their findings to a broader range 
of platforms. Compared to Toombs et al. (2018), who studied a limited number of 
platforms through observation, this study provided broader, cross- platform 
insights using mixed methods. It built on Sergison’s (2018) article on surveillance 
by demonstrating how such practices affected worker autonomy and emotional 
well-being. It also deepened Sannon et al.’s (2022) analysis of privacy concerns by 
drawing on primary data rather than public discourse. Differences in 
methodology across these studies explained some variations in findings, with the 
current research offering a more generalizable and multidimensional perspective. 
Ultimately, it confirmed earlier concerns, extended their scope, and reframed the 
debate around systemic platform structures, laying the groundwork for 
discussions on implications, generalizability, and future research. 
 

Furthermore, the study reinforced and extended prior work on privacy and 
algorithmic control in the Gig economy, particularly echoing concerns raised by 
Sannon et al. (2022) and Wood et al. (2019) regarding surveillance and data 
misuse. It contributed new dimensions by identifying concrete privacy-related 
“dark patterns” (Pradeep et al., 2025) and proposing block chain-based 
frameworks as potential mitigations (Hu et al., 2020). In contrast to earlier 
research, which focused on economic precarity, this study emphasized the 
intersection between privacy risks and worker autonomy. While Tan et al. (2021) 
characterized Gig’s work as suspense between flexibility and exploitation, the 
present research advanced that discussion by situating privacy violations within a 
broader systemic power imbalance. This angle had been underexplored in prior 
scholarship. By integrating cross- platform data and highlighting structural 
implications, the study offered a more comprehensive and generalizable 
understanding of privacy challenges in platform labor. 
 

5.2 Implementation & Methodology 
The systematic literature review (SLR) approach, guided by Webster and Watson 
(2002), ensured rigorous synthesis of multidisciplinary sources but may have 
introduced selection bias. For example, excluding non-peer-reviewed studies 
(e.g., industry reports not in Scopus/IEEE Xplore) could overlook regional 
privacy practices or emerging trends. 
 
The concept-centric analysis effectively organized themes like “Privacy risks” and 
“User-centric solutions”, however, relying on qualitative methods limited 
quantitative validation of risk prevalence (e.g., how often workers experience data 
breaches). 
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5.3 Alternative Interpretations 
The framing of privacy risks as primarily platform-driven could be re-examined. 
For instance, workers' voluntary data sharing for competitive advantage, e.g., high 
ratings, might reflect adaptive strategies rather than pure exploitation (Alauddin 
et al., 2025). Similarly, block chain solutions, while promising, may face adoption 
barriers due to Gig workers' technical literacy or platform resistance. 
 

An alternative approach could view privacy trade-offs as inherent to the Gig 
model's flexibility, where workers accept some surveillance for access to jobs, a 
perspective less explored in the current study. 
 

5.4 Generalizability 
The findings most apply to high-income countries with robust digital 
infrastructure, e.g., Sweden, the U.S., China, and Australia, where GDPR-like 
regulations exist. In low-income regions (Srinita et al., 2025), privacy concerns 
may be secondary to income instability, limiting the direct transferability of user-
centric solutions. 
 

While the study reviewed literature primarily related to platforms and sectors like 
Food delivery, ride-sharing, and freelancing, e.g. Uber and Fiverr, it did not cover 
specific privacy risks unique to other sectors within the Gig economy, such as 
caregiving or creative Gig work. Thus, any application of the study's findings to 
these other sectors requires adaptations based on their specific contexts. 
 

5.5 Comparative Analysis 
Compared to “Graham et al. (2020)'s” Fairwork framework, which prioritized 
labor rights, this study uniquely integrates privacy into the “decent work” agenda. 
However, it lacks empirical testing of its proposed strategies (e.g., algorithmic 
audits), whereas Heeks et al. (2021) validated their framework through platform 
assessments. The privacy-centric approach complements but does not contradict 
prior studies, filling a gap in the “worker-data sovereignty” discussion (Janssen et 
al., 2020). 
 

5.6 Practical Implications 
To translate these recommendations into actionable steps, stakeholders must 
prioritize distinct yet complementary measures. For digital platforms, 
implementing transparent data governance, such as requiring explicit opt-in 
consent and submitting to independent audits, would help eliminate deceptive 
design practices that exploit user data. 
 

Policymakers play a crucial role in bridging regulatory gaps by adapting 
frameworks like the GDPR to address the unique challenges of Gig work, 
particularly in transnational contexts where inconsistent data protection 
standards leave workers vulnerable. 
 

Empowering Gig workers through digital literacy programs, covering tools like 
VPNs and data pseudonymization, along with fostering collective advocacy efforts 
would enable them to assert their rights and hold platforms accountable. 
Together, these strategies form a multi-layered approach to creating a more 
equitable and privacy-conscious Gig economy. Although scalability remains 
untested, the block chain-based Mobile Crowdsensing (MCS) framework (Hu et 
al., 2020) offers an actionable model for secure task allocation. 
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6. Conclusion and Future Work 
 

6.1 Conclusion 
This research study systematically evaluated the growing privacy challenges gig 
workers face, explored strategies to safeguard their data rights, and provided 
recommendations to improve privacy, compliance, trust, and ethical practices for 
gig platforms. The study set out to answer two central research questions: (1) What 
are the main privacy risks Gig workers encounter, and how do they affect them? 
and (2) What strategies can effectively mitigate these risks from a user perspective? 
 

The study successfully addressed these questions by employing a systematic 
literature review (SLR) based on Webster and Watson's concept-centric 
methodology. Regarding RQ1, the research identified key privacy risks 
encountered by Gig workers, including excessive data collection, opaque 
algorithmic management, and manipulative consent mechanisms often termed 
“privacy dark patterns”. The analysis revealed that these risks lead to significant 
negative impacts on workers, such as identity theft, unfair treatment, and 
psychological distress. The sources explicitly confirm that these findings answer 
the first research question. 

For RQ2, the study synthesized existing research on user-centric privacy 
protection strategies. Promising solutions include block chain-based anonymity 
tools, adaptive risk assessments, and regulatory actions to enhance worker 
privacy. (Raji et al., 2020), also highlighted the need for algorithmic audits and 
worker education programs were also highlighted. These findings demonstrate 
that various strategies exist, in theory or practice, to address the identified privacy 
risks from a user perspective. 
 

While the study effectively answered its research questions by identifying the 
risks and potential solutions, it also revealed critical gaps between academic 
proposals and real-world implementation. The discrepancy between theoretically 
good solutions, like block chain anonymity or algorithmic audits, and their 
infrequent adoption by major platforms highlights a significant research-practice 
divide. Furthermore, regulatory frameworks like GDPR are often undermined by 
loopholes and inconsistent global enforcement, demonstrating regulatory 
shortfalls. These findings, while perhaps illustrating an “inconclusive” state of 
effective implementation of solutions, are highly valuable. They underscore the 
complexity of the Gig economy's privacy landscape and reveal that simply 
identifying risks and technical solutions is insufficient; addressing the systemic, 
practical, and regulatory barriers to implementation is crucial. 
 

Reframing the study's main points, this research positions the privacy concerns of 
Gig workers not just as isolated technical problems but as a crucial socioeconomic 
challenge within the broader issues of labor unfairness and power imbalances 
between platforms and workers. By linking privacy risks directly to labor 
inequities, the study advocates for systemic changes, including increased platform 
accountability, the necessity of regulatory consistency across different 
jurisdictions, and empowering workers through education on their digital rights. 
This analysis provides a structured understanding of Gig economy privacy by 
synthesizing existing knowledge and identifying the hurdles to achieving 
equitable and privacy-conscious digital labor. 
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6.2 Future Work 
From the findings of this systematic literature review, several opportunities for 
future research exist. The limitations inform these directions of the current study 
and the significant gaps identified in the existing literature and industry practices. 

The study identified several promising user-centric solutions, such as block chain-
based frameworks and Dynamic Risk Assessment (DRA) systems. However, many 
of these solutions are currently theoretical proposals. Future research should 
focus on empirical validation of these solutions in real-world Gig economy 
settings, thus involving designing and implementing pilot studies or field 
experiments to test the effectiveness, usability, and scalability of specific privacy-
enhancing technologies or frameworks with actual Gig workers and platforms. 
Such research would provide concrete evidence of their practical applicability and 
impact on worker privacy and autonomy. 
 

The study noted that its findings most directly apply to high-income countries 
with established digital infrastructure and data protection regulations like GDPR. 
Privacy risks, their perceived severity, and the effectiveness of regulatory 
frameworks can vary significantly across different socioeconomic and legal 
contexts. Future work should undertake a comparative analysis of privacy laws 
and their enforcement in diverse regions, including Europe, Asia, Africa, and 
North America, thus revealing how different regulatory approaches impact Gig 
worker privacy protections and identify effective strategies that might be 
transferable or need adaptation across various global contexts. 
 

While the study, briefly, touched upon issues like gender and racial inequalities, it 
did not analyze how privacy risks might disproportionately affect specific 
vulnerable populations within the Gig economy. Future research should 
investigate intersectional vulnerabilities by examining how factors such as gender, 
migration status, age, disability, or socioeconomic background interact to shape 
the unique privacy challenges different groups of Gig workers face. 
Understanding these specific experiences is crucial for developing tailored, 
equitable, and effective privacy solutions that address the diverse needs of 
marginalized communities in the Gig economy. 
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