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Abstract

This structured literature review (SLR) was conducted with the intention of investigating thepractical challenges and opportunities associated with enhancing network security with the helpof artificial intelligence (AI). The purpose of the study was to assess how AI-based approachesare being integrated today (2025) in enterprise networks, not only in theoretical models or incontrolled laboratory environments, but in actual network environments with real-world con-ditions. Systematic searches were conducted in five different academic databases, for whicha total of 983 articles were collected. These articles went through a screening process usingpredefined inclusion and exclusion criteria to objectively include or exclude the articles. Afterthe screening process, 45 articles remained in which the key insights identified proceeded to becategorized into one of three main themes: key challenges for integration of AI into networksecurity, the benefits AI can offer to network security, and real-world implementation cases.The results revealed that, while AI has the potential to significantly improve areas such as de-tection accuracy, response times, and efficiency in terms of operational performance. AdoptingAI-based solutions tend to be hindered by issues related to explainability, data quality, scal-ability, and existing vulnerabilities to adversarial attacks. However, it was also revealed thatAI-based models, especially those models using deep learning, reinforcement learning, and ex-plainable AI techniques, are already being deployed today and show promising results in theircurrent state. This study concludes that AI can be deployed today in a variety of different con-texts, allowing for improvements in many areas of network security. However, for integrationsto be successful, they must be done with careful planning, building trust in these systems, andby deploying these futuristic solutions gradually while not rushing the process.
Keywords: Network Security, Artifical Intelligence (AI), Challenges, Opportunites, Real-worldImplementations
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1 Introduction

During recent years, there has been a rapid evolution of cyber threats to which traditional secu-rity measures have had a tremendously hard time keeping up. To combat this, AI, or artificialintelligence, has emerged as a new potential tool to keep up with all different types of attacksand cyber threats (Thakkar & Lohiya, 2022). Some of the biggest solutions and frameworks forsecurity solutions when it comes to AI are machine learning (ML), deep learning (DL), and ex-plainable AI (XAI). These frameworks have been used more regularly to detect and prevent aswell as to respond to different threats in the cyber world in a more efficient way than could everbe possible with traditional rule-based security systems (Thakkar & Lohiya, 2022). The reasonthese different AI models are so effective is due to the amount of manual handling and super-vision of the systems that are greatly reduced. Real-time anomaly detection, adaptive threatmitigation, and automating different security operations are what make it possible (Yu et al.,2024).
However, although all these different types of advantages that implementing AI in cybersecuritysystems bring to the table, there also exist downsides, challenges, and limitations that simplycannot be ignored. Some of these issues include the explainability of AI decisions, the risk of ad-versarial attacks, and constraints in scalability for adopting these frameworks across enterpriseenvironments (He et al., 2022).
Another angle that creates difficulties in the legal and ethical perspective is regulatory frame-works such as GDPR and NIS2, which create another layer of factors and variables that must bedealt with before AI-based solutions can be implemented and utilized (Ye et al., 2024).
What this Structured Literature Review (SLR) will try to answer and accomplish is to explorethe potential opportunities and the challenges that exist when it comes to enhancing networksecurity with AI. It will be accomplished by analyzing recent and already existing research onthe topic that has been published in the last 5 years (2020-2025).
The remainder of this study is structured as follows. Chapter 2 will provide a background forthe study. Chapter 3 outlines the limitations of the study in relation to the scope. Chapter 4specifies the research question and the additional subquestions that will guide the study. Chap-ter 5 describes the methodology of the study, including the criteria for selecting articles andan explanation of the thematic process, as well as providing an overview of how the literaturesearch process was conducted, including the article selection process. Chapter 6 presents theresults and interpretations that were discovered throughout the review. Chapter 7 highlights theconclusions based on the results of this study. Chapter 8 continues to present suggestions forareas and aspects that would greatly benefit from more additional research on the topic. Chap-ter 9 contains a discussion section that reflects on the results in a more broad way. And finally,Chapter 10 presents the author’s reflections on the learning process, challenges that were facedthroughout the review, and the author’s personal thoughts related to the topic. Appendix A pro-vides the complete thematic coding table that has been used throughout the analysis to keeptrack of the key insights extracted from each article, including each article’s assigned themesand categories.
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2 Background

This chapter provides background information that is important to know for understanding thefull context of this study. It starts by explaining what network security is, what kinds of cyberthreats various enterprises typically face today (2025), and how these threats continue to evolve.The chapter also introduces the key concept of artificial intelligence (AI) and explains how AIcan be used to improve the security of modern enterprise networks.
2.1 Network Security

This section introduces the concept of network security and explains how it has traditionallybeen handled in enterprise environments. It also discusses how the growing complexity of mod-ern networks has made intrusion detection systems (IDSs) increasingly necessary for detectingthreats inside the network.
2.1.1 Defining Network Security

Network security refers to the protection of computer systems and data that are transferredwithin a network, as well as data being sent to other external ones. In simpler terms, networksecurity is the way enterprises and organizations ensure that their internal information and dig-ital assets cannot be accessed, changed, or disrupted by any individual who is not authorized todo this and should not be able to. This includes everything from stopping hackers from poten-tially breaking through an organization’s digital defenses to ensuring that employees who workin an organization do not accidentally share sensitive data to people who should not have accessto it.
For a long time, network security has relied heavily on tools such as firewalls and antivirus soft-ware which have been utilized with the main focus of keeping threats out and not getting throughthe outer perimeter. But since networks have become quite more complex and have started toconsist of things such as cloud systems, mobile devices, and remote access for its employees tobe able to work from home, for example, this kind of approach is not enough on its own Aljabriet al. (2022). According to Ghanem et al. (2023), even networks that are quite large and verywell defended might have vulnerabilities that can be exploited. These vulnerabilities that mightarise even in the most secure networks can be due to misconfigurations or human errors, whichattackers can take advantage of and do a significant amount of damage by exploiting.
When it comes to enterprise environments in the modern age, it is no longer only critical tostop digital attacks when they reach "the gate". But organizations also need to implement asystem with the ability to detect when something out of the ordinary might occur inside thenetwork, as well. This might be the scenario where strange patterns of traffic are identified orwhen certain user behaviors are conducted in a strange way. This is when something calledintrusion detection systems (IDSs) comes in that can monitor network activity and by the bestof its abilities flag anything being interpreted as suspicious (Agrafiotis et al., 2022).
The basis of a good network security setup today is the combination of these types of tools thathave been presented. This includes firewalls that try to stop attacks from happening in the firstplace by blocking suspicious traffic, as well as by having implemented an intrusion detectionsystem that can warn the security staff overseeing a network when strange behavior is being
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spotted across the network, implying an attack might be underway. The goal with network se-curity is not only to exclusively block attacks, but also to be able to catch them early to minimizethe amount of potential damage that can be made to an organization which is becoming moreand more important as threats evolve and become more advanced than they have been in thepast (Salem et al., (2024).
2.2 Network security and cyber threats

There exist many different types of cyber threats that currently and have for a long time beenposing significant threats to enterprises and organizations in a variety of ways. Some of thesecyber threats included in this regard are ransomware, phishing attacks, and advanced persis-tent threats (APT) (Aljabri et al. 2022). Ransomware is a form of attack for which hackers orattackers might lock down files and systems and will not be released until, as the name of thetype of attack implies, a ransom is paid. On the other hand, phishing attacks is a type of socialengineering attack for which the basis of it is about trying to trick individuals into giving awaysensitive data such as passwords or login credentials. This is often accomplished by a perpetra-tor who poses as someone else that fits into the story which the attacker tries to tell. In this way,the chance increases for the victim to actually believe the story, which could lead the victim togiving up or sharing what is requested more willingly.
However, APTs are quite more complex and are a type of cyberattack that relates to an attackergaining unauthorized access to a network and staying inside it for a long time, often collectingdata unnoticed or waiting to perform the real strike. As was described in an article by Salem etal. (2024), this kind of attack can be especially damaging in enterprise environments for whichthe large scale and complexity of these networks can create many opportunities for hackers toexplore, find weak points and proceed to exploit.
The most dangerous aspect of all these cyber threats that have been presented, among manyother kinds, is in how fast they are continuously evolving as time goes on. New attack types ap-pear regularly that can be used by attackers to cause damage and gain unauthorized access, and alarge portion of them are developed to bypass traditional security-based systems and measures(Setiawan et al. 2024). Signature-based tools are one example of a security measure greatlyaffected by this factor. This is due to its reliance on known threat patterns, as well as the factthat it can be fooled easily by zero-day attacks or attacks types that have been slightly modified.Even well-maintained intrusion detection systems might struggle with this and have a hard timekeeping up with all new kinds of attacks that are constantly being created and evolved. At leastwith those models that are not provided additional support or those models continuously beingupdated. (Agrafiotis et al., 2022).
Another concern that poses significant threats to companies is the human factor. The way inwhich many successful attacks begin is by a human making an unintentional but potentiallydamaging mistake. This can be, for instance, when an individual working in an organizationaccidentally clicks on a malicious link, reuses passwords that are easy to crack, or by misconfig-uring a system. As was emphasized in a study by Otoom et al. 2023, the openings that attackersneed often arise from the mistakes humans sometimes make.
For the reasons presented in this subsection, it is critical that enterprises not only focus onpreventing attacks but also be able to detect and respond quickly when something out of theordinary might occur. This can be accomplished by, for instance, examining the events takingplace in the network, as well as by scanning for activity such as potential attempts at unautho-rized access and strange behavior from certain user accounts which might be an indicator thata potential attack might be happening, from the outside, or from the inside.
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2.3 Artificial Intelligence (AI)

This section introduces the concept of artificial intelligence (AI) and explains how it works at abasic level. It also describes how AI can be applied in the area of cybersecurity, including howit can be used to help detect threats, as well as to respond to unusual activity that might appearin enterprise networks.
2.3.1 Defining AI

Artificial intelligence, or AI for short, is about making machines and computer systems ableto perform tasks automatically that normally require human action, intelligence, and decisionmaking. The core concept of AI and the way it works is that it can learn from experience, rec-ognize patterns, and adapt to new information or data that it may read. Instead of having tobe programmed step by step, AI systems can learn to operate and interpret information or databased on the examples presented to them. The more data an AI model can collect and learnfrom, the better its abilities will be in regards to handling different types of situation which mayarise (Setiawan et al. 2024).
When it comes to AI in a cyber security context, AI-based systems can be trained in terms oflearning what the baseline of an environment looks like, for example, in a network environ-ment. And when something out of the ordinary happens, such as anomalies arising in patternsof network data, it is easier for an AI system to know when an alert needs to be raised and whenthat particular anomaly should be flagged as a potential threat. The longer AI-based systemscan learn over time, the more capable they become in regard to detecting threats or automatingother tasks that normally require human action and decision-making (Salem et al. 2024).
There are two most important concepts which the readers of this article need to know the mean-ing of before continuing the read and going into the results chapter of this study. The first im-portant concept to have knowledge of is something called Machine Learning (ML), a type of AIfor which systems are able to be trained and make predictions or decisions based on the datathat have been collected and analyzed, all without the need of explicit instructions of being toldexactly how to do it. According to Aswal et al. (2021), ML has been shown as an AI type to be es-pecially effective in detecting cyber threats in real-world environments. However, deep learning(DL) is a more advanced form of ML that utilizes neural networks to recognize complex patternsthat could reside in large amounts of data. Neural networks consist of many layers and are de-signed with the core principle of mimicking how the human brain is able to process information(Ye et al., 2024).
In summary, AI helps to build and train systems with the possibilities of learning from the past,improving the ability of these systems to make better decisions in the future. There are twotypes of AI that are the main building blocks of most AI-based solutions that exist today, ML(machine learning) and DL (deep learning). The reason AI is so useful in cyber security is dueto the significant amount and variety of threats that exist, which are constantly evolving andchanging, making it hard for traditional rule-based systems to keep up. (Salem et al. 2024).
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2.4 AI and Network Security

During recent years, AI (Artificial Intelligence) has become more and more important as a toolto be utilized in network security to protect digital assets and resources which enterprises andorganizations do not want to fall into the wrong hands. Traditional-based systems and secu-rity measures such as firewalls and rule-based detection are no longer enough to keep away alltypes of cyber threats that exist today. One reason for this is that cyber attacks have becomefaster, more complex, and harder to detect now than ever before. As explained in Section 2.2.1
Defining AI, AI-based systems are able to process significant amounts of data, learning whatthe standard patterns and behavior of a network are and then notifying when something doesnot match the normal behavior of the network. This can be quite advantageous in comparisonto a system strictly following fixed rules that need to be updated every time a notable changeoccurs. Examples of this are AI-based systems that can detect network intrusions as well asphishing attacks with higher accuracy than is normally possible with older, more traditional-based systems (Setiawan et al., 2024; Otoom et al., 2023).
Another thing to note about AI as well within network security is that AI-enforced systems areable to detect and react to threats much faster than humans are normally capable of. This wasdemonstrated in a study by Mirza et al. (2023) for which an AI system was able to classify net-work traffic and respond to threats in real time within a simulated network environment. Thisis an example of how AI can show its potential in its capabilities in terms of making fast andautomated decisions in environments with conditions similar to that of an enterprise network.Normally, when traditional network operations are taking place and handled by humans with-out the addition of AI based systems, false positives are a type of occurrence which might arisequite frequently. False positives are basically events or something that happens in a networknoted as a threat, but in reality nothing harmful. This has a high probability of leading to the fo-cus of attention being misplaced and the utilization of resources being unoptimized. In a studyconducted by Kim et al. (2020), it was found that by implementing an AI-based intrusion de-tection system in a real-world enterprise network, the alert speed when detecting threats wasimproved, as well as a reduction in the number of false positives appearing compared to whenusing traditional security systems exclusively.
Also, what makes AI such a valuable tool in regards to enhancing network security is the fact thatsecurity systems infused with AI are able to respond to threats automatically, without the needfor one or several humans to intervene and take the necessary actions. This was emphasizedby Ye et al. (2024), and it leads to letting the security team and the IT staff focus on the moredifficult tasks that cannot be handled by AI.
Compared to traditional security measures, for example, intrusion detection systems that arenot AI-based, AI systems are not exclusively able to react and know how to mitigate threatswhen they know what to look for. But they are also able to learn over time and adjust whennecessary accordingly to the environment in which this kind of system has been implemented.One study demonstrates this, which was conducted by Agrafiotis et al. (2022) by training an AImodel to detect unusual types of network traffic which the authors achieved by converting trafficdata into an image-like format, which lead to certain threats being detected that older types oftraditional security system might miss.
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3 Research Question

The purpose of this structured literature review (SLR) is to analyze and research the opportuni-ties and challenges associated with enhancing the security of enterprise networks with AI-basedsolutions. The aim is to enable organizations to make better decisions on whether to adopt AI-based security techniques or not.
The primary research question of this SLR is
RQ: What are the challenges and opportunities of AI-driven approaches to enhance networksecurity?
To comprehensively address this, the study will focus on three different subquestions which areas follows:

1. What benefits does AI bring to keeping networks secure?
2. What obstacles may organizations face when implementing AI in network security
3. How is AI implemented and used in network security?

By answering these questions, this review will provide an analysis of the practicality of AI-basedsolutions in the real world when it comes to improving network security. It will highlight howorganizations can implement AI to increase the resilience of their networks and keep their digitalresources secure. It will also present an analysis of the challenges that come with it and in whatdirection the future is heading towards strengthening cybersecurity with the help of AI.
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4 Limitations

Cybersecurity is a very broad scope to cover when it comes to collecting research on how toimplement AI-based solutions in network security systems. For conducting this structured lit-erature review (SLR), the main focus that will be strictly focused on is the application of AI incorporate, on-premises, and enterprise-level IT networks. It will not cover AI security appli-cations in areas such as cloud-based infrastructures, wireless networks (e.g., Wi-Fi, 5G, LTE),personal/home networks, or software security. The only exception for these applications to becovered is when certain research is directly tied to enterprise network protection. To ensurerelevance for collecting research and conducting this review, research and articles will only becollected that have been published within the last five years (2020-2025). It will ensure that themethods, frameworks, and different types of AI-based solutions that this SLR will cover are allrelevant today (2025).
This study does not focus on any specific company or industry. The reason for this is that thegoal was to identify the challenges and opportunities that exist across a wide variety of enterprisenetworks, regardless of the sector of which an enterprise might be part of. Although having asmaller scope would allow deeper insight to be identified and extracted within a specific area,it would also limit how the results, based on the findings in this review, could be applied tocompanies in different sectors. By keeping the scope broad, but still focusing on enterprise-level environments, the results of this study will be able to be applied in a larger variety of usecases.
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5 Methodology

This chapter covers and explains the methodological approach that was used to conduct thisStructured Literature Review (SLR), with the purpose of exploring the challenges and oppor-tunities of enhancing enterprise network security with the help of AI-driven approaches. Thechapter begins by justifying the choice of an SLR as a methodology and why no other approachwas chosen, such as a traditional review, for instance. The methodology chapter continues withan explanation of the six-step process that guided the study and proceeds with a descriptionof how the search query was formed, the thought process behind the selection of academicdatabases, and how the inclusion and exclusion criteria were defined and applied for filteringacademic articles. The next section of the chapter describes the screening process of how arti-cles were filtered in multiple stages, as well as an explanation of the highly effective thematicmethod used to extract key insights from the final set of articles to identify potential patternsand gaps within the research. To ensure that transparency and consistency were maintainedthroughout the process, each section of the methodology chapter builds on the sections prior tothe study and allows it to replicate with minimum resistance. The final sections of the method-ology chapter include an explanation of how ethical considerations were upheld throughout thestudy, what actions were taken to ensure a high level of academic integrity and transparency,and how sources were handled responsibly. Last but not least, the chapter describes the im-portant steps that were taken throughout the review to ensure that a high level of validity andreliability was consistently maintained.
5.1 Justification for Structured Literature Review (SLR)

As artificial intelligence (AI) has been developing at a rapid rate in the last few years, it hasbeen taking on an increasingly important role in securing traditional enterprise networks frombreaches and various types of cyber threats. Because of this, the need to understand both thereal-world practical aspect and the theoretical aspect has grown magnificently for AI-driven-based solutions in network security.
The vast amount of research that exists today in various academic databases is quite varied; itranges from purely theoretical models to different types of highly technical applications withinlaboratory environments. However, because most studies focus mainly on theoretical and simu-lation aspects, it provides difficulties in gaining an understanding of how AI can be implementedin real-world enterprise environments and what speaks against implementing it in terms of itschallenges and limitations.
To address this, a structured literature review (SLR) was chosen as the most appropriate method-ology for this study and will be used to perform a structured analysis of existing research. Thereason why an SLR was chosen instead of a traditional literature review to be conducted, forinstance, is because of an increased level of transparency and replicability that comes with con-ducting an SLR (Naeem et al., 2023). An SLR follows a clearly defined process that allows one toidentify and extract key insights from studies and analyzing the most relevant studies that havebeen filtered using specifically defined inclusion and exclusion criteria (Kitchenham & Charters,2007).
This is in contrast to a traditional literature review that follows an approach that tends to bemore subjective and follows a narrative. Using the SLR methodology ensures that the findingsto be presented in the results are both transparent and based on empirical evidence with lessbias compared to if a traditional review had been performed instead (Naeem et al., 2023).
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Another major advantage of using the SLR methodology is the possibility of grouping the find-ings into themes and categories such as challenges, benefits, and different types of practical usecases in the real world. This type of approach is called thematic coding and allows researchers toidentify patterns and certain gaps that may exist within the literature (Braun & Clarke, 2006).This thematic coding process will be explained in more detail in the chapter 5.7 Thematic
coding approach.
In summary, this methodology was chosen because of its high academic standard and the ex-isting need to utilize an approach that is transparent, evidence-based, and replicable. It alsoallows the author and potential readers of this study to more easily gain an understanding ofhow AI-based techniques can be implemented in traditional enterprise networks, which makesit important that the findings are presented empirically with minimal bias.
5.2 Research Process Overview

For conducting this structured literature review (SLR), a qualitative research approach wasadopted, including following a six-step process. This allowed for the analysis of several differentAI-driven security solutions and frameworks that can be applied in enterprise networks. Usingthis systematic process, it is ensured that the analysis and interpretation process of existingresearch remains transparent throughout the review. (Lau & Kuziemsky, 2016).
To structure and analyze the collected data in a practical and transparent way, thematic codingwas applied. It allows for identifying various patterns among the collected articles. For eacharticle that was to be included in the final set of articles, a theme, a category, and one or morecodes were assigned to each of them. It helped extract the most vital insights from each arti-cle on AI-driven security applications in enterprise networks, their benefits, and the potentialchallenges that come with them (Braun & Clarke, 2006). This thematic process is explained inmore detail in Chapter 5.7.
The research process used consists of the following steps, as shown in Figure 1. (Lau & Kuziem-sky, 2016):

Figure 1: Research Process (Authors Own)

9



Following the six-step process, it is ensured that the review remains comprehensive, replicable,and will allow key insights to be identified across articles to be analyzed with regards to the roleof AI within enhancing network security.
5.3 Defining Search Query

After the research question and subquestions were defined, the literature searches were per-formed in five different databases. Before searches could take place, a search query consistingof keywords and operators needed to be specified. There were complications in setting this upto obtain a reasonable result in all different databases since it must remain consistent across alldatabases and cannot be manipulated just to get a desirable result. However, it was managedand the following search query was defined (see Figure 2):

Figure 2: Search Query (Redrawn from Ingemarsson, 2024)
5.4 Database Selection

The next crucial step was selecting the databases on which the literature searches would beconducted. The academic research databases that were chosen for this study are the following.
• ACM Digital Library
• IEEE Xplore
• SpringerLink
• Web of Science
• Wiley Online Library

These databases were selected because of their immense coverage of information technology, se-curity, and IT-related research. According to Papertile (2025), the ACM Digital Library, IEEEXplore, and SpringerLink databases are some of the leading databases in computer science,which include network security and artificial intelligence. This makes the choice of these databaseswell suited for gathering research on the topic of AI-driven network security.
According to Penn State University Libraries (2025), two additional databases that are suitablechoices for gathering research in the area of computer science are Web of Science and WileyOnline Library. Therefore, these two databases were also included in the literature search toensure a result of articles that are both diverse and comprehensive.
This results in a total of five different databases that will provide a broad and diverse result ofarticles to be reviewed and systematically analyzed. This will allow for the reveal of opportunitiesand challenges for enhancing network security with the help of AI-based solutions.
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5.5 Defining Inclusion and Exclusion Criteria

After defining the search query and selecting the databases to perform the literature searches,it was necessary to define the inclusion and exclusion criteria. It would ensure that during thefuture selection of articles, only the most relevant and high-quality articles are selected. Thesecriteria will serve as a filter and will allow the review to mainly focus on research that provideskey insights about AI and its potential to enhance the security aspect within enterprise networks.
5.5.1 Inclusion Criteria

The inclusion criteria that have been defined are presented in Table 1. Throughout the screeningprocess, for an article to be included and applied with the inclusion code ’IC1’, it must meet andsatisfy all subcodes that exist under the umbrella code ’IC1’. Each subcode represents specificconditions and criteria, all which an article must meet to qualify for inclusion and be assignedthe inclusion code “IC1”. Using this approach ensures that the screening process remains trans-parent and can be replicated by another researcher.
Table 1: Inclusion Criteria (IC1) for Article Selection

IC Code Sub-Code Criteria

IC1 1 The article must focus on AI-driven security in traditionalor enterprise-relevant IT networks (e.g., enterprise, on-premises, or in corporate network environments).
2 The study must be empirical (e.g. experiments, case studies,technical evaluations, or systematic reviews).
3 The article must provide a clear discussion of challenges,risks or opportunities related to applying AI in network se-curity.
4 The article must be peer-reviewed, published between2020-2025 and written in English.
5 The article must be accessible (open access or through uni-versity library access) and not be behind a paywall.

These inclusion criteria that were defined and presented in Table 1 were chosen with the inten-tion of ensuring that the articles included in the final set clearly focus on the topic of this studyand that their content could be used to help answer the main and sub-research questions. Thegoal was to find studies that discuss AI-driven security, not only in theory but also in practice,and that would allow insights to be extracted of how AI can actually be implemented in the realworld and the potential "obstacles" that make implementations difficult. To ensure that the re-view would be trustworthy and relevant, inclusion criteria were defined to include only articlesand studies that are recent (2020-2025), that have not been retracted and that have been peerreviewed.
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5.5.2 Exclusion Criteria

The exclusion criteria that have been defined are presented in Table 2 and were used to excludecertain articles during the screening process of this review. Each defined code correlates to a cer-tain reason for why an article might have been excluded. By using this approach and method forboth structuring and specifying the exclusion criteria, it ensures a higher level of transparencyand reproducibility throughout the screening process.
Table 2: Exclusion Criteria (EC) for Article Screening

Code Criteria
EC1 The article was not peer-reviewed, retracted or inaccessible (e.g. behindpaywall).
EC2 The study was not focused on AI in relevant network security contexts, andinstead solely on areas such as IoT, cloud-based, mobile/5G or blockchainsecurity without a connection to traditional or enterprise networks.
EC3 The article lacked depth or relevance (for example, briefly mentions AI withno real application, analysis of risks or practical insights)
EC4 The article was published before 2020, unless its content was clearly stillrelevant.
EC5 The article was a duplicate or has been replaced by a newer version fromthe same authors.

These exclusion criteria presented in Table 2 were defined in order to filter out articles that donot fit the purpose of this study. Examples of this are that some articles discovered in variousacademic databases focused on areas such as cloud, IoT (Internet of Things) or blockchain secu-rity, without actually having any clear connection to traditional IT or enterprise networks, andwere therefore excluded. Other articles and studies were excluded because their content was toogeneral, lacking depth, or did not actually provide valuable information on how AI can improvenetwork security. The goal was to ensure that articles are only kept and included in the final setthat were relevant and valuable for answering the main and sub-research questions.
5.6 Screening Process

After the search query was defined, the databases were selected, and the filtering criteria speci-fied. The literature searches were performed for which the results from each database are pre-sented in Figure 3 (Redrawn from Ingemarsson, 2024).
The results of each database using the specified search query were the following (see Figure 3):(Redrawn from Ingemarsson, 2024):
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Figure 3: Overall Screening Process (Redrawn from Ingemarsson, 2024)

5.6.1 Duplicates, paywalls and retracted articles

After gathering a total of 983 articles from the results of the five databases as presented in Figure3. The process of reducing the number of articles from 983 to 45 was carried out in the follow-ing manner: After removing a total of 48 duplicates (983-48), 935 articles remained. Then, itproceeded to remove all articles that were behind paywalls in each database (935-235); this lefta remaining 700 articles. The next step was to remove articles that had been published but thenretracted for various reasons (700-16), leaving the remaining 684 articles.
5.6.2 Title and abstract screening

These 684 articles were now to be reviewed by analyzing the titles and abstracts of each article,applying the inclusion and exclusion criteria, and ensuring that only the most relevant articleswere included for the later stage of the full analysis. A total of 66 articles were left remainingafter this step (684-618) and will be fully analyzed by reading through the entire articles indetail.
5.6.3 Full analysis and thematic coding applied

For the final step that will be performed before determining the final set of articles for the review,the remaining 66 articles were read from top to bottom, fully analyzed and applied with the mostaccurate themes, categories and codes possible. The thematic coding process is explained in thenext sub-chapter,5.7 Thematic Coding Approach in detail for a complete overview of thethematic coding process and the thought process behind it. 21 articles were excluded (66-21) inthis step, resulting in a final set of 45 articles.
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5.7 Thematic Coding Approach

Like mentioned above in the chapter “5.6.3 Full analysis and thematic coding applied’,during the full analysis of the articles, the articles were systematically analyzed and thematicallyapplied for which this type of thematic analysis is a qualitative method used to identify certainpatterns within data (Braun & Clarke, 2006; Naeem et al., 2023). Using this method, it is en-sured that the most vital key insights can be extracted, structured, categorized, and interpretedin an optimal way (Naeem et al., 2023). In the context of this review, the objective is to highlightthe opportunities, challenges, and different types of practical applications of AI within networksecurity, which makes this method an optimal choice as a qualitative method to compare thefindings of the 45 collected sources.
The articles were analyzed with the thematic coding approach in the following way:
Each article was read thoroughly to gain an understanding of the key contributions and find-ings of each article. The next step was to identify the important concepts, challenges, and so-lutions that were covered in the studies and to apply descriptive codes to them (Naeem et al.,2023). Some examples of these descriptive codes were, for example, “Automated threat re-
sponse with predefined rules” and “Synthetic malicious traffic generation supports
AI model training without privacy risks”.
The following quotations are from the articles “Exploring Automated Defense Technology of
Artificial Intelligence” and “Lightweight Diffusion Model for Synthesizing Malicious Network
Traffic”, and will serve as examples of how codes were extracted from the reviewed literatureand grounded in real evidence.

“The automated security event response system can automatically respond to and
dispose of security events based on pre-defined rules and policies.”(Ye et al., 2024)
“Synthetic data offers a viable solution to this problem by providing a means to
generate large volumes of realistic and varied data without compromising security
or privacy.”(Li et al., 2024)

Similar codes that were assigned to different concepts were grouped together in broader cat-egories such as “Automation of Security Operations” and “Penetration Testing and
Vulnerability Discovery” (Braun & Clarke, 2006). These categories were then mapped tohigher-level themes such as “Opportunities of AI in Network Security”, as presented inthe Results chapter.
Each article and study included in the final set of articles that have been collected was assigneda theme, a category, and a descriptive code. A structured table was created and presented inTable 4, located in Appendix A, which maps each article to its corresponding theme, category,and codes to provide an overview of the findings while maintaining transparency by includinga reference to each line of data (Naeem et al., 2023).
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5.8 Ethical Considerations

This study follows ethical guidelines for systematic reviews, which was achieved by ensuringtransparency in relation to data collection, clear citation practices, and adherence to copyrightstandards (British Educational Research Association [BERA], 2024). Since no human partici-pants were involved in this study, there was no need to gather informed consent from variousindividuals, keep them anonymous, or receive ethical approval from a review board.
However, it was still necessary to ensure that ethical guidelines were followed throughout thestudy in terms of maintaining transparency, academic integrity, and handling sources. Thisincludes performing literature searches that are unbiased and have not been manipulated, usinginclusion and exclusion criteria that are clear and consistent, and last but not least, making surethat all sources for which content has been used are properly cited and referenced according tothe academic standard of APA (BERA, 2024).
All articles that were included for conducting this Structured Literature Review (SLR) wereavailable through various academic databases. Each collected article has been peer reviewed,greatly reducing the risk of accidentally including articles in the review whose material mightbe unethical or that have not been verified correctly. Copyright regulations were respectedthroughout the study by exclusively accessing and collecting material that was freely availableor accessed by the institution (Högskolan i Skövde), which the author was attending during theduration of this study (BERA, 2024).
In general, throughout the period for which this study was conducted, the principles of ethicaland academic scholarship have been followed. This was accomplished by performing the reviewin an honest way, maintaining transparency, and respecting the work of various researchers bygiving credit when it is due and not taking credit for other’s work (BERA, 2024).
In addition to the academic ethics and practices that have just been presented, it is also im-portant to reflect on the broader ethical questions related to the use of artificial intelligence innetwork security. One example of this type of question is if an AI-based system were to makea mistake, for instance, cause a security breach or misclassify network traffic that might lead toharm for the organization, who really is responsible? Are the developers of the system to blame,the organization that deployed the AI system, or someone else? There is also the risk of poten-tial hacking or manipulation of AI-based systems, because they are computer systems after alland can be hacked or targeted just like other types of computer systems. Another concern iswhat happens if AI systems act in ways and make decisions that are not really transparent oracceptable from an ethical perspective. These are just some of the many questions that highlighta great need for clear accountability, strong oversight after deployment, and that the designs ofAI models are secure and robust when using AI for enhancing network security. These ques-tions are all especially important in enterprise networks for which the impact of a failure can bequite significant to an organization.
5.9 Validation and Reliability

To ensure that the results to be presented in this structured literature review (SLR) are trust-worthy and consistent, several important steps were taken throughout the review. Validity isa crucial component that reviews and studies in general should always strive to achieve. Thismeans including the right type of studies for review and covering the topic in question in a man-ner that is fair and accurate without manipulation (Kitchenham & Charters, 2007). The meaningof reliability is that the methods to be used in the study are clear and consistent throughout the
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entire process, ensuring that another individual can simply follow along with each step takenand achieve an identical or similar result (Naeem et al., 2023).
To maintain a high level of validity throughout the study, a carefully planned search strategywas used. This included selecting several academic databases that are well known for contain-ing a wide range of studies related to the topic of this study, which is, in this case, computerscience and more specifically artificial intelligence (AI) and network security. Thereafter, spe-cific search terms were defined to be applied and used in the selected databases to receive aresult consisting of articles that are as relevant as possible in relation to the research questionthat would be answered (What are the challenges and opportunities of AI-driven approachesto enhance network security?). Combining the search terms with the selected databases. Up tothis stage, a high level of relevance was maintained, ensuring that the most important studieswere not missed in the collection of articles (Kitchenham & Charters, 2007).
To make the review more reliable, a structured six-step process was followed, which includeddefining clear inclusion and exclusion criteria to be applied the same way to every article. Thisgreatly reduces the risk of accidental bias in selecting which articles and studies to include inthe final set (Kitchenham & Charters, 2007). Initially, the articles were reviewed exclusivelybased on their title and abstract, and after filtering out a vast amount of articles not related tothe research question, they were analyzed again by reading the entire content of the articles toensure that they matched the scope of the study.
To ensure that the process remained transparent and replicable throughout the study, whichmeans that other researchers could replicate the review with minimal difficulties, every step ofthe process was documented in detail (Lau & Kuziemsky, 2016). The exact same method wasused to analyze and extract key findings from each article which ensured that consistency wasmaintained and that little to no bias was involved throughout the process by basing the processon a certain set of rules (Naeem et al., 2023).
In summary, by combining a well-planned literature search with consistent selection criteriaand by documenting the process in a detailed way, it was ensured that the study remained validand reliable throughout the review.
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6 Results

This chapter of results will present the results of this Structured Literature Review (SLR), basedon the key insights and information collected from the 45 articles included in the final set afterthe screening process. As mentioned in previous chapters, the findings were analyzed using athematic coding approach and organized according to the main themes that emerged through-out the review. These themes are directly aligned with the sub-goals defined and presented in
4 Research Question

• Challenges of AI in Network Security
• Opportunities and Benefits of AI in Network Security
• Real World Implementations of AI in Network Security

Each of these sections will present the key insights that were identified from the gathered litera-ture and will each be supported with references and citations according to the relevant studies.
6.1 Challenges of AI in Network Security

When looking at potential ways to improve network security, AI holds great promise with asignificant amount of potential. However, according to the literature analyzed in this review,there exist several critical challenges in improving network security with the help of AI. Thesechallenges do not only concern the technical aspect but also the organizational side and raiseconcerns related to trust, transparency, and reliability. Based on the thematic coding and keyinsights that were gathered from the final set of 45 articles, three major areas of concern wererevealed. They are as follows: the lack of explainability in AI models (Elfandi et al., 2024; Islamet al., 2023), vulnerabilities to adversarial attacks (Thakkar & Lohiya, 2022; Ye et al., 2024) andthe high demand for resources to deploy and maintain AI-based security systems in enterprisenetworks (JothiShri et al., 2024; Kim et al., 2020).
Figure 4 below visually presents the structure of the results section "Challenges of AI in Network
Security" which is one of the three main themes that was identified throughout the thematiccoding process and article analysis. Each subsection within this theme corresponds to a specificcategory of challenges, such as issues with explainability, data quality, scalability, and adversar-ial vulnerabilities. In each category, several individual codes have been listed which representthe more detailed insights and patterns that emerged in the articles that were reviewed. Withthis hierarchical diagram and visualization, it is clarified how the broader challenges were iden-tified and how they have been broken down into the more concrete issues discussed throughoutthe literature.
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Figure 4: Challenges of AI in Network Security
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6.1.1 Explainability and the Black-Box problem

Multiple studies explained that when AI techniques such as deep learning and neural networkswere utilized, it was revealed that they perform well for intrusion detection. However, althoughthese techniques allow for the effective detection of threats and intrusions, it is revealed thatsecurity analysts have a hard time understanding the decision-making process when the AImodel detects these threats. This is due to the black-box nature of AI and the intransparentdecision-making process, which leads to difficulties understanding why certain network eventsare flagged as threats, while other events may not. (Arreche et al., 2024; Lee et al., 2024).
Several studies also revealed that this lack of explainability, which is called, makes it harderto build trust in AI-based systems and the decisions that they make, and is especially the casewhen these systems are utilized to monitor network activity in real time (Elfandi et al., 2024).A study conducted by (Nascita et al., 2024) also discussed that it can be difficult to balance theperformance of these AI systems with explainability, meaning that improving one aspect mightrisk negatively affecting the other.
6.1.2 Limitations in data quality

Another challenge relates to the availability and quality of the data sets that are used to trainAI models. According to several articles that were analyzed, these datasets have a tendency tobe outdated and imbalanced and are not actually representative of the enterprise environmentsin the real world. This creates some major challenges when these trained AI models are to bedeployed in real-life networks because the environment for which an AI model has been trainedis vastly different in comparison to the real enterprise network it is to be deployed into. Thisoften results in a reduced level of detection accuracy as well as an increased number of falsepositives (Fu et al., 2023).
In addition to this, when utilizing generative methods, such as GANs (generative adversarialnetworks). Some AI-based systems might struggle with this learning method due to the lack ofrealistic training data that actually reflect real cyber attacks and intrusions, which could greatlyaffect the learning capabilities of AI-based intrusion detection systems (Park et al., 2023).
6.1.3 Scalability issues in enterprise environments

Another challenge that appeared to be recurring and highlighted among the articles is that ofscalability. When AI systems are operating in controlled environments and have been set to han-dle specific volumes of data, the functionality works well with minimal complications. However,when these AI systems are to be used in real-life enterprise networks, this may not be the case.Enterprise networks tend to contain a much higher level of complexity and throughput levelsin comparison to a controlled environment. This makes it so that when the deployment is totake place in an enterprise network, the effectiveness of the AI model might differentiate sig-nificantly compared to when tested in a controlled environment. This issue might become evenmore concerning when AI systems need to operate in real time, which is usually the case withintrusion detection and prevention (Sewak et al., 2023; Muhati & Ravat, 2025).
Scalability concerns can arise to an even greater degree in those instances where AI systemsmust adapt to complex and diverse threat patterns that exist in real-world enterprises (Bizzarri
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et al., 2024). In addition, some deep learning-based AI models, such as CNNs, are being con-sidered to offer very high accuracy to detect anomalies, but they still might face challenges afterthese models have been trained and implemented in enterprises with real-world data. (Pani-grahi et al., 2024).
6.1.4 Vulnerabilities to adversarial attacks

According to security professionals in the area of cybersecurity, another concern is the risk ofadversarial attacks, for which attackers try to manipulate input data with the intention of tryingto fool AI-based security models. Due to this critical vulnerability, the current level of robustnessregarding various AI designs is frequently questioned. A study performed by Thakkar & Lohiya,(2022) provides examples of how various adversarial attacking techniques can be utilized totrick different machine learning models by altering the data slightly and making the AI systemdo incorrect classifications. Other research emphasizes that AI models trained using syntheticdata generated through methods such as GAN may be more vulnerable to attacks, includingadversarial ones. This is because the attack patterns and training data that AI models have beenexposed to during training with GANs do not reflect the realistic attack patterns and data inreal-world attacks and intrusions (Park et al., 2023). This is a major issue and highlights a greatneed for further development of AI designs with more robust qualities.
6.2 Opportunities and Benefits of AI in Network Security

Although implementing AI-based solutions into existing enterprise networks comes with sev-eral critical challenges, it also introduces several capabilities that allow significantly enhancingthe effectiveness and adaptability of security systems. Based on the structured thematic analy-sis that was performed in the literature, five different benefits were identified and recurring inthe articles and are the following: detection accuracy, penetration and vulnerability discovery,automation and cost-efficiency.
Figure 5, similarly to Figure 4, visually presents the hierarchical structure and the relationsbetween the theme "Opportunities of AI in Network Security", the categories and the codesthat were extracted throughout the review of the literature that were grouped under this theme.
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Figure 5: Benefits of AI in Network Security
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6.2.1 Automation of security operations

In traditional security systems of enterprise networks, a great deal of human observation, anal-ysis, and intervention is required to operate networks effectively. However, by introducing AI-based automation, a large amount of these tasks can be handled without the need for humanintervention. According to Ye et al. (2024), AI models can be designed to automatically respondto a variety of security threats based on predefined rules, allowing for a security system that fora large part takes care of itself. Furthermore, Li et al. (2023) describes how it is possible withdeep reinforcement learning (DRL) to explore existing vulnerabilities with penetration testing,reducing the need to try to identify weaknesses in the system manually and can instead be doneby the AI system based on learned experience.
Another benefit in the topic of automation is the ability to support real-time decisions, mean-ing that AI based systems can make decisions instantaneously when a certain situation occurs.Nugraha et al. (2024) emphasizes that Explainable AI (XAI) based intrusion decection systemshave the ability to make decisions that are both accurate and descriptive. This allows companiesto take rapid actions when necessary without needing to make long manual analyses of decisionsmade by the AI system. Furthermore, Machmeier et al. (2023) discuss the use of session-baseddeep learning models and their potential to automatically perform classifications of malicioustraffic. This allows for an even further reduction in the need for organizations to perform trafficanalysis by the human hand, which usually takes a lot of time and effort.
Lastly, an article by Xu et al. (2024) emphasizes that it is actually possible to combine and inte-grate several kinds of explanation tool together into a single framework. This allows AI-basedsystems to automatically detect, explain, and act on network threats that arise in the most appro-priate manner. Together, the combined studies that have been covered in this section demon-strate that automation, when combining AI and explainability, can lead to security operationsthat are faster, more accurate, and with a significant reduction in the necessary amount of man-ual labor required to ensure the network remains secure.
6.2.2 Enhanced detection accuracy

According to several studies in the analyzed literature, AI techniques such as machine learn-ing (ML) and deep learning (DL) were revealed to outperform traditional security systems fordetecting network intrusions and malicious activities. The way AI systems are trained is bycollecting and processing large amounts of data from the so-called datasets. Throughout thisprocess, certain patterns are learned, which allows a system to more accurately distinguish be-tween a network’s normal activities and the potential anomalies and harmful events that mightoccur. These systems and the training through which they are put through allow for a reductionin the number of false positives that might arise, which have a tendency to overload traditionalsystems managed by imperfect human analysts (Fu et al., 2024; Setiawan et al.,2024).
For example, Setiawan et al. (2024) demonstrated in a study how convolutional neural networks(CNNs) can be used to detect various types of anomalies with high precision when analyzingnetwork traffic. Similarly to this, Otoom et al. (2023) emphasized that using ensamble-basedapproaches such as bagging, which means combining different AI-models together, significantlyimproves the detection rates by reducing deviation and increasing an AI-system’s level of robust-ness. Qiang et al. (2021) further supports this by proposing a model in a study that combinesmultiple CNN variants together, allowing for an improvement in terms of accuracy capabilitiesfor classification of network data even further.
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Another study by Mutalib et al. (2024) focused on advanced persistent threats (APTs) and in-vestigated possible solutions to deal with their typical stealthy characteristics. The research inthe article demonstrates the possibilities of detecting these types of threats with explainable AI(XAI) by increasing transparency and precision. This allows security analysists to trust moreand to better understand the decisions and predictions that an AI-system with XAI might bemaking or predicting. Furthermore, Kumar et al. (2024) highlights how different kinds of ma-chine learning algorithms can be utilized and implemented in AI systems, which allows the de-tection of a variety of different types of attack. These machine learning algorithms make AIsystems more able to adapt to different kinds of enterprise network environments and the widespectrum of constantly evolving threats to enterprise networks.
These studies combined not only highlight the significant increase in accuracy capabilities, butalso make it easier for the staff overseeing and managing the network, to respond to threatsmuch faster and more efficiently, even in those network environments that are large-scaled andcomplex thanks to the adaptability of these AI models and methods.
6.2.3 Penetration and vulnerability discovery

Enhancing network security with artificial intelligence comes with many opportunities and ad-vantages, such as automation of security operations and an enhanced level of detection accu-racy, which have been covered in previous subsections. Another area that shows great promiseand potential is in penetration testing and the discovery of vulnerabilities. Traditional penetra-tion testing methods have a tendency to be time-consuming, require a lot of manual work, andcan face severe complications when these penetration testing methods need to be conducted inlarge-scale and complex network environments.
According to several articles that have been analyzed in this SLR, it is highlighted that AI meth-ods and models such as reinforcement learning (RL) and generative models are able to supportpenetration testing and discovering potential weaknesses that might exist in enterprise net-works. It was even revealed that this is also the case with large-scale dynamic networks and notexclusively in controlled testing environments.
An example of this is a reinforcement-learning-based attacker model that Mohamed Ahmed etal. (2024) presented in a study. This model has the ability to explore a network and discoverpotential weaknesses that might be found without the need for human handling or guidance.The model basically simulates how a real attacker might navigate through a network trying tolook for a weak point, a way in. This allows testing the security aspect of a network before anactual attack might take place. This is what is called proactive security testing, for which incomparison to traditional penetration testing methods that rely on known attack patterns, doesnot need a defined set of steps or predefined attacks rules to follow. Artificial intelligence is ableto gain an understanding on its own and adapt.
Ghanem et al. (2023) also highlights the strengths of reinforcement learning by presenting ahierarchical model, a model that operates by breaking tasks into smaller steps. According tothe authors and the testing done in the study, the model performed much better than what tra-ditional penetration methods are usually capable of, whether it is done entirely by humans orby utilizing semi-automatic tools. The improvement in efficiency was revealed to be especiallynoticable in large enterprise networks, for which the results of the study demonstrate how AIsystems within penetration testing can carefully explore networks and find potential hiddenweaknesses in a more efficient and structured way than what is possible with traditional pene-tration methods.
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Another type of AI model, known as generative models, also has the ability to aid in the dis-covery of vulnerabilities in networks. Li et al. (2024) managed to develop a lightweight diffu-sion model which is capable of creating fake, but realistic, malicious traffic. Thanks to thesedata, AI systems can be trained to recognize threats without having to use real attack data. Thisis quite advantageous, because organizations that have been affected by attacks, usually don’twant to share their private data and vulnerabilities that might exist. This bypasses this need bysimply creating similar realistic data to real attacks and leads to less dependence of organiza-tions having to share data between each other to uphold good security standards. Furthermore,the author Shi (2021) utilized another generative model called generative adversarial networks(GANs), which allowed for the creation of new artificial types of cyberattacks. This allows intru-sion detection systems (IDS) to practice and prepare for a wide variety of attack types that anenterprise network might be targeted by, even those that have not necessarily happened yet.
These studies combined demonstrate how AI can improve cybersecurity for enterprises andorganizations by automatically scanning for vulnerabilities and potential weak spots that mightexist across enterprise networks. And, as mentioned previously, it is all possible by simulatinga variety of complex and diverse attacks for which traditional penetration testing tools wouldhave been too much work to handle.
6.2.4 Improved cost efficiency

Although it requires a large amount of computational resources to utilize AI-based security sys-tems, it still has a tendency to lower overall operational costs in the long run. Fu et al. (2024)conducted a study by comparing the monthly costs of security management. The result pre-sented that AI-based approaches averaged $147.300, which is compared to traditional-basedsystems with a monthly cost of $232.100. The factors behind this monthly cost gap stem frommore efficient threat mitigation, as well as a significant reduction in the amount of human la-bor required to operate the networks securely. These factors allow resources to be freed up andinstead invested in other types of security improvements.
6.3 Real World Implementations of AI in Network Security

Figure 6 presents the same hierarchical structure utilized in Figures 4 and 5 and the relationsbetween the theme, categories, and codes identified from the reviewed literature.
As the author and conductor of this study, it is important to inform potential readers that notall the studies included in the final set actually implemented AI models in live enterprise envi-ronments. However, a large part of these studies involved testing AI models in environmentswith realistic conditions and data that actually reflect the conditions of real-world enterprises.
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Figure 6: Real World Implementations of AI in Network Security
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6.3.1 Deployment in enterprise networks

When deploying AI-based security systems in real-world enterprise environments, there existboth very notable opportunities as well as practical challenges that have been covered in pre-vious sections in this "Results" chapter. Several studies analyzed in this structured literaturereview (SLR) highlight how different kinds of AI-based approaches have been tested and im-plemented beyond controlled laboratory settings. This allowed for a demonstration of the ca-pabilities that AI-based security systems, models, and methods have in regards to being ableto handle real-world traffic and various attack scenarios that might arise in enterprise networkenvironments.
For example, Kim et al. (2020) implemented a real-time intrusion detection system, a secu-rity system that makes decisions and can label activities as threats or normal network activitydirectly when certain situations arise. The results of utilizing this system were that the staffoverlooking the security aspect of the network were alerted quicker and also resulted in a re-duction of false positives, meaning that fewer wrongful alarms would be raised compared to ifexclusively traditional systems were utilized.
Furthermore, Ye et al. (2024) evaluated an AI-based system that uses something called SupportVector Machines (SVM), a machine learning algorithm that was implemented in a simulationof a real attack environment. This resulted in responses from the security system that appearedto be quicker and more accurate than what is normally achievable with traditional and manualmethods when it comes to detecting anomalies and potential attacks.
Moving on, Liu et al. (2021) looked at the potential of utilizing deep learning techniques andits possibilities. The authors combined convolutional neural networks (CNNs) with a certaininstrument called the convolutional block attention module (CBAM). The strengths of CNNs arethat they are especially good at identifying patterns when analyzing large amounts of intricatedata. To make an AI system more effective that integrates this method, CBAM complements andhelps the system to strictly focus on the most relevant parts of the input, and by combining thetwo parts, it allows the AI model to adapt to dynamic real-world network scenarios, performingwell in the aspect of detecting intrusions.
Not every enterprise today has a significant or nearly infinite amount of financial or compu-tational resources. Therefore, resource efficiency is a very important factor when it comes toimplementing AI-based solutions and improving network security for enterprises. This is a fac-tor that the authors of Li et al. (2025) took into account when proposing a lightweight AI modelthat uses something called auto-encoders. Autoencoders are a type of neural network that canlearn to compress and reconstruct data while combining explainable AI methods (XAI), whichhave been covered in previous sections of this chapter. The word "lightweight" means that anAI model requires less computing power to operate effectively, making it suitable for companiesor organizations that have limited resources.
However, despite all the technical advances that have been made in improving network securitywith AI, it also very often involves high costs that need to be paid upfront to actually make theimplementations and integrations necessary. According to Ali et al. (2024), this includes therequirement of highly skilled machine learning experts, powerful computing hardware to runthe operations, and to continuously pay for the ongoing maintenance of AI-based systems thatare running. Together, these factors can be quite resource intensive from a financial point ofview.
However, the long-term benefits are quite promising. A study by Chaowen (2024) presented anAI-powered warning system based on repetitive neural networks (RNNs). These kind of deep
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learning model are especially effective when it comes to analyzing data over time and remem-bering previous inputs that have been made. This system saw noticeable improvements in termsof detection capabilities and the reduction of false alarms. This is all thanks to the system beingable to analyze network traffic and activity over time, by remembering and evaluating patternsinstead of just simply focusing on individual and isolated events.
Another important aspect to take into account when discussing real-world deployment is ex-plainability. In a study by Jain et al. (2024), eight different machine learning models were testedon a military-style dataset. A tool was used called LIME (Local Interpretable Model-agnosticExplanations), which allowed the AI model’s decisions that were made, easier to understand.When different types of AI-based systems and models are to be deployed in sensitive enterpriseenvironments, it is essential, if not crucial, that a certain level of transparency is reached andmaintained. When a security operations team can gain an understanding of why an AI-basedsystem makes the decisions the way it does, it is easier for the team overseaing and managingthe system to build trust in the actions that are taken.
Finally, in a study conducted by K et al. (2024), it was demonstrated how it is possible to in-tegrate AI models with real-time monitoring tools. Some of these tools that were presented inthe study were NGINX (a web server), Prometheus (a monitoring system), and Grafana, a dash-board tool used to visualize data in a polished and easy-to-understand manner. Thanks to thesetypes of integrations, it is possible for security teams to monitor and manage AI systems thatare in operation more effectively in live enterprise environments.
All these examples of AI-based systems, models and methods show that while deploying or inte-grating AI into enterprise networks can be quite technically complex, resource heavy, and costly.It is still very much achievable and can bring about major improvements in terms of speed, ac-curacy, explainability, and scalability. However, it is critical that if an enterprise is to considermaking these kinds of implementation, it must be done with care and taken into account allfactors that might affect the outcome of how it will operate.
6.3.2 Case studies of AI implementation

Imagine a security system part of an enterprise network consisting of multiple devices spreadacross different locations. What if these devices could learn from each other without actuallysharing the data they hold? This is what federated learning does and was explained in a study bySuresh et al. (2024). This AI-based approach allows for an improvement in the ability to detectpotential threats by learning from several devices across different locations, all while keepingthe data private and secure since the data itself are not shared across devices.
Other case studies analyzed in this review demonstrate a variety of ways in which AI can beapplied in network security and improve the robustness of enterprise defenses. For example,Mirza et al. (2023) performed tests examining the potential of AI to classify network traffic andrespond to threats in real time, right when they occur. This was done in a testbed environmentand included the detection of DDOS attacks and automating the behavior of the system. Theresults in this study highlight the possibilities of AI to support fast and autonomous decisionsthat can be made in constantly changing live network environments.
Agrafiotis et al. (2022) introduced an interesting and creative method with the intention of try-ing to identify threats more accurately. The core concept of this method is to transform networkdata into image-like presentations in a similar way as to turn numbers into pictures. The posi-bilities of this method are that it lets AI models be able to spot malicious data by looking for
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visual patterns, which can be compared to how facial recognition software can identify certainfeatures of one’s face in a photograph. The study showed that by using this method to detectthreats in network traffic and data, it can greatly improve the accuracy of the way threats can beidentified.
Moving on, in another study by Aswal et al. (2021), an AI-based firewall was developed that wasable to detect SQL injection attacks, a type of attack for which hackers try to sneak and injectharmful code into websites. What makes this firewall truly stand out is the ability to update itsown rules automatically when a new type of threat is discovered. This is a major advance in thefuture because there is no need for humans to continuously add new protection rules every timea new type of threat might be revealed. The system can learn and adapt on its own based on theenvironment and what it sees.
A study by Maci et al. (2024) focused on the detection of phishing attacks, for which the generalconcept of these attacks is trying to trick users into clicking on malicious links. The authors useda combination of reinforcement learning and feature selection to improve the detection rate ofthese attacks. The basis of reinforcement learning is that AI learns by performing different typesof action and by improving over time. This can be compared to how a person might learn a skillor improve in a field through trial and error. Feature selection works in the way that the systempicks out and selects the most vital pieces of information to focus on. This helps the system tobecome faster at detecting phishing attacks and to be more accurate by focusing on the mostimportant pieces of information.
Islam et al. (2023) compared several machine learning and deep learning models with the pur-pose of examining their capabilities with respect to the detection of intrusions. They also usedand explored explainability tools such as SHAP and LIME, which are used to gain a better un-derstanding of why certain decisions are being made as they are. This kind of explainability thatthese tools bring to the table is that it helps system administrations to build trust in the system,not needing to be critical and examining manually each action taken, and not treating it like ablack-box.
Together, these implementation cases that have been presented demonstrate that AI can beapplied in many practical ways in the topic of enhancing network security. All the way fromfirewalls that can learn on its own, to systems able to detect phishing attacks, as well as modelsthat have the capabilities of explaining the actions taken and the decisions being made. Whetherthese tests are conducted in test environments or in real-world enterprise networks, it is demon-strated by these implementations that AI is not just applicable from a theoretical standpoint,but is actively shaping into reliable tools with such potential that can change how organizationsprotect their digital resources and assets.
6.3.3 Integration challenges and solutions

Integrating AI based solutions into existing enterprise networks can be a difficult task that comeswith several challenges. This is especially the case when enterprises want to upgrade their net-work infrastructure and systems without needing a complete redesign in its entirety. One majorconcern highlighted by Salem et al. (2024) is that AI-based systems have a tendency to strug-gle with issues such as false positives, unclear decision making, and general trust from systemadministrators. When operators, supervising, and managing networks have a hard time under-standing why an AI model flags something as a threat, it can be quite difficult for teams to actwith full confidence on the alerts that arise and created by the system.
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To combat these trust issues, Elfandi et al. (2024) propose a hybrid explainability approach,which means that two different ways of making AI decisions easier to understand are combined.They began by utilizing decision trees to enable a breakdown of decisions into simpler rule-basedsteps that can be compared to following a flow chart. Then it was added to local explanationtools that explain why the AI made a specific prediction or classification in a particular scenario.This greatly improves the level of simplicity for following along with the thinking process of thesystem. In cybersecurity, this is essential for which it matters to know why a type of networkactivity is marked or flagged as a threat.
Another problem that arises when AI is to be integrated into real-world enterprise environmentsis the quality of the data that AI models learn from during training. Halisdemir et al. (2022)pointed out in a study that many intrusion detection models tend to be trained on old as wellas unrealistic data sets, meaning that the data don’t actually reflect the realistic types of attacksthat truly happen in the real world. To solve this problem, the authors suggest that networktraffic data should be used to train these models that have been actually gathered from securityoperations in real enterprises and networks. This helps AI learn from more relevant examplesand will make the system more reliable once the implementation or integration is about to takeplace place in a real enterprise environment.
These studies show that even though the integration of AI into existing enterprise networks isnot easy and comes with notable challenges, there are clear steps that can be taken to make itwork. By improving the comprehension of AI decisions being made, as well as giving AI-systemsmore relevant and realistic data to learn from. These are two key ways that can greatly improvethe chances that AI is successfully integrated into the defenses of companies and that companiesmaintain a strong level of cybersecurity in a safe and practical way.
6.3.4 Impact on network security operations

When AI is introduced into network security operations, the improvements can be quite notica-ble in regards to how threats are being handled, especially in environments with large amountsof network traffic and complex activity. JothiShri et al. (2024) performed a study for which theauthors performed a performance evaluation of AI models under real traffic conditions. Thethree main aspects that were focussed on were detection accuracy, system response time, andthe amount of processing load that was placed on the network.
The results of the study show that AI models are capable of detecting threats with a high level ofaccuracy while at the same time keeping response times low, which means that the time it takesfor the system to identify and react to suspicious activities is very short. At the same time, it isimportant when utilizing and implementing AI models that not too much strain is put on thenetwork and the system’s resources, which is why models are designed with a focus on beingable to be run efficiently while not taking up too much computational resources. This balancebetween speed, accuracy, and a manageable system load makes AI a strong candidate to improveand reduce the need for manual handling of security operations in enterprise networks.
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7 Conclusions

This structured literature review (SLR) was conducted with the purpose of exploring the chal-lenges and opportunities that exist when implementing AI-driven approaches to enhance net-work security in enterprise network environments. A total of 45 different articles were analyzedin a structured approach called thematic coding, for which all articles included in the final setwere peer reviewed and published in trustworthy academic databases between 2020 and 2025.It ensured that the studies that were to be analyzed exclusively cover AI approaches and solu-tions that are still relevant to this day. After using the thematic coding approach, several keyinsights emerged from the structured analysis.
The following conclusions are based on the analysis of the main research question and subques-tions that were presented in Chapter 4 Research Question.
To begin with, it was revealed after conducting the review that AI-based security systems offersignificant improvements compared to those offered exclusively utilizing rule-based approaches.Some of the most distinct advantages that were revealed throughout the process are improveddetection accuracy, real-time responsiveness, and automated threat mitigation. Furthermore,according to several studies in the review, AI techniques such as deep learning, federated learn-ing, and reinforcement learning were found to allow for a decision-making process performedby AI models that is both rapid and intelligent. Having a system based on artificial intelligencethat makes its own decisions allows the security team to direct their attention exclusively toonly the most urgent threats and not become overwhelmed by instances of false positives orgain fatigue from constant alerts.
However, the process of adopting AI in enterprise networks is far from a straightforward pro-cess. There exist several challenges and concerns that simply cannot be ignored, both beforeand after a deployment or integration has taken place. Some of these challenges identified inthe studies are related to explainability (the black box problem), data quality, and the complica-tions that arise when an organization integrates AI systems into their already existing enterprisenetwork and security system without the network needing a complete redesign. Furthermore, itwas revealed that there exist issues in regard to the robustness of AI models, especially the vul-nerability to adversarial attacks. It suggests that while security systems today offer significantpotential and possibilities, it is essential that new AI models, as well as existing ones, continueon their course of development to ensure that AI-based security systems become and remainresilient in the long term. Furthermore, deploying various AI models into enterprise networksis also further limited by other issues such as constraints with scalability and the stereotypicalhigh computational demands that deployments of AI solutions tend to require.
In terms of the implementation of AI models and solutions in real-world enterprise networks.Several studies have shown that AI implementations and integrations go further than just AIin theory. Several different case studies covering AI techniques and solutions such as federatedlearning, lightweight AI models, and automated response systems were reviewed. It was proventhat by using these frameworks and techniques, deployment can actually take place effectivelyin operational enterprise environments. However, it is critical that these types of deploymenthappen and are done carefully, otherwise, unforeseen challenges might arise.
In conclusion, while AI holds a promising future path in terms of fortifying the digital defensesof enterprise networks to protect their resources. It is essential, if not crucial, that when differenttypes of AI-based solutions are to be deployed and utilized in security and network systems, theymust occur with a strategic mindset while being aware of the significant limitations and limitsthat exist when implementing AI frameworks.
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However, the potential strengths and possibilities that exist are significant when ignoring thepotential risks associated with it, underperformance, or the introduction of new risks and com-plications could be inevitable. For organizations or enterprises that are looking to improve theirnetwork security with AI-driven approaches, it is essential that a balance between innovationand being cautious should be a goal. It can be achieved by initiating deployment or integrationon a small scale, carefully validating when gradual steps have been taken, and continuing toiteratively scale the enhanced security system based on real-world feedback.
The intended audience for this thesis includes IT security professionals, system administrators,and decision makers in organizations that manage enterprise networks. The results presentedin this study will allow people who have these roles to get a clearer picture and understandingof both the potential benefits and challenges that exist when using and implementing AI in en-terprise networks. The insights that were extracted, interpreted and presented in this study willalso provide assistance for organizations and help guide their decisions on whether, when, andhow AI based and driven tools can actually be implemented or integrated and what to be cau-tious of before it takes place. This study may also be useful for other researchers that might beexploring this topic and investigating the potential real-world issues that exist and are relevanttoday.
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8 Future Work

Based on the findings of this review, there exist several areas within the improvement of networksecurity with AI that would greatly benefit from further research and exploration. One of theseareas is the need for a better understanding in the future of how AI-based security systemsperform after they have been deployed in real-life enterprise networks. Many of the studiesthat were reviewed presented quite promising results with respect to the possibilities with AI.However, a large part of these studies were conducted in strictly controlled, laboratory, andexperimental environments that do not entirely reflect the dynamic and volatile conditions ofreal enterprise networks. Therefore, more research is needed to better assess how these systemsthat have been integrated with AI function over time in dynamic and large-scale networks.
Another clear gap identified throughout this review is related to the quality and level of realismof the training data normally used to train AI models. Several studies analyzed in this reviewrelied on outdated training data as well as synthetic malicious data that do not fully reflect therealistic conditions and attack patterns to which enterprise networks in the real world are nor-mal exposed. Therefore, future studies should focus on training AI models with real-world traf-fic data from enterprise networks, which would allow for better evaluation of how data qualityimpacts detection performance and security operation automations.
When it comes to integrating AI-based solutions into existing network infrastructure and se-curity system without disrupting all network operations, the research analyzed throughout thisreview did not cover this area nearly enough. Therefore, future research should take a look atthe potential steps that can be taken to ensure smooth integrations without causing significantdisturbances.
Finally, explainability is something that has been covered many times throughout the articles inthis review. However, more future work and research is needed to understand how well the dif-ferent AI explanation methods actually work in real world network settings and not exclusivelyin experimental environments as has been the case with many of the articles in this review. Fur-thermore, it needs to be studied further regarding how different kinds of explanation methodsbased on AI might impact the trust security staff might have for the system, and so that thoseindividuals can act quickly without the need to second guess the decisions made by the AI-basedsystem every time.
A valuable addition to this study for future research would be to potentially complement theinsights gathered throughout this review by conducting a qualitative study based on expert in-terviews. By speaking with IT professionals, security specialists, and decision makers who haveexperience in the field and who are currently working with AI in enterprise network environ-ments, researchers would be able to gain a deeper understanding of how AI works and howAI-driven tools are really being implemented in practice. Another type of insight that might berevealed is regarding the obstacles professionals in the field might encounter, as well as poten-tial factors that would contribute to successful integrations of AI-based systems. Conducting aqualitative study of this kind that has just been described would not only help validate the find-ings of this structured literature review (SLR), but also highlight necessary practical knowledgethat is not yet available in current published academic sources.
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9 Discussion

The analysis of the articles in the final set revealed several key challenges when using artifi-cial intelligence to improve network security. The most critical concerns identified include ex-plainability (the black-box problem), challenges with data quality and integration, scalabilityconstraints, and the potential threat of adversarial attacks. These limitations show that, whileAI can be powerful and has a significant amount of potential, adopting AI-based solutions intoreal-world enterprise networks requires an organization to deal with several challenges, bothbefore and after an AI model has been integrated into an enterprise network system. It requirescareful planning before the integration or deployment of an AI model can take place, that theintegration occurs gradually, and that the development of AI-based solutions is continued inrelation to increasing resilience and interpretability of different types of AI models.
Despite the challenges that arise when enterprises want to enhance network security with AI-based solutions, it was also revealed that the implementation of AI-based solutions in enterprisenetworks also provides significant advantages. Some of these advantages that were highlightedthroughout the review included improvements in terms of detection accuracy, responsiveness,and automation, as well as cost efficiency. AI systems also have the potential to adapt to ex-tensive enterprise environments while simultaneously reducing the amount of human supervi-sion necessary to keep the network secure. As a result of these possibilities, the integration ofAI models into enterprise networks is an excellent addition to complement traditional securitymethods or to replace them in their entirety. This is especially the case in fast-paced large-scaleenterprise environments that have high performance levels and usually require rapid responseto threats and adaptability.
Finally, after reviewing several cases of real-world implementations of AI in enterprise networksin the analyzed literature, it was revealed how AI can actively enhance and fortify the defense oforganizations by practically transforming their network security strategies. Technologies suchas federated learning, lightweight models, deep learning, and AI-enhanced automation havebeen demonstrated to be excellent alternatives in enterprise environments. However, there arehurdles when organizations try to integrate these types of solutions and frameworks into theirnetworks. Still, there do exist several techniques and methods that can be utilized to combatthis. Gradual deployment strategies, such as modular rollout and step-by-step integration, areconsidered to be some viable practical deployment strategies, which can help bridge or reducethe gap between AI only in theory and actually implementing AI in the real world and in enter-prise networks.

10 Reflections

As the author of this study, before I began collecting and analyzing the articles that would beincluded in the final set, I had a basic understanding of what the concept of Artificial Intelli-gence (AI) is. Going into the analysis, I was expecting to cover a topic that as of this year (2025)would mostly be covered in theory and would highlight the potential of what AI might be able toaccomplish in the future in regards to enhancing network security. Never would I have thoughtthat developers and security specialists would have come so far that AI can actually be inte-grated into and be practically implemented in so many applications already as long as it is donewith precision and with careful planning. This is especially the scenario in areas such as auto-mated threat detection and explainable AI, for which a large variety of tasks can automaticallybe performed by a security system infused with AI, while at the same time, having the system
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be able to explain the thought process behind the decisions being made allows the security staffto build a certain level of trust in the system’s actions. This contrast between the potential of AIfor enhancing network security and the reality of what is actually practically possible with it asof today, was one of the most significant aspects that severely peaked my attention and mademe want to explore this area further.
When I made the decision to conduct a structured literature review (SLR), I was not expectingthe need to do this tremendous amount of work necessary and to put in so many hours that Iinvested in conducting this review. The toughest aspect of this was the need to always main-tain such a high level of transparency throughout the process to ensure that the study could bereplicated by any other researcher. It really challenged me in terms of staying consistent. Oneexample of this was with the inclusion and exclusion criteria, trying to ensure that articles wouldstrictly be chosen to be included or excluded based on the criteria, and not having any sort ofsubjective bias interfering with the process. At times throughout this academic process, I reallyfelt quite overwhelmed by the sheer amount of material that I had to read through, but at thesame time I felt that this project has taught me to develop a greater level of academic thinking,to always be transparent and consistent with everything I do, just like everything else in life.
The most impressive thing that i found out about AI in relation to enhancing network securityare the capabilities of these types of system and models being able to learn as they go on, withoutactually needing security experts needing to continuously train them and provide them withmore data. That they can detect threats and actually improve this ability by adapting to complexnetwork environments that are constantly changing.
If I were ever to work with a similar project again, I would have done this tremendously largetask a lot differently. Specifically in regards to the thematic coding process, for which I had todo all over again because I had assigned themes, categories, and codes that did not correspondat all to the results chapter that I had written. I cant believe how I could have missed this in thefirst place. But well, conducting an SLR is a so-called iterative process, and one can only learn bydoing mistakes, and mistakes I have done. However, after I finished redoing the thematic codingprocess and improving a large portion of the results corresponding to it. I felt great pride andsatisfaction and I do not regret it at all.
Overall, this thesis project has provided me with a significant amount of knowledge in bothcybersecurity and artificial intelligence. In my personal opinion, I believe that AI will be the corecomponent of almost all enterprise networks in the future within 5-10 years. However, this willonly be possible if the development of AI-based solutions is continued and if the challenges thatcurrently exist related to scalability, trust, and transparency are scaled down. A lot of technicaladvancements have already been made in these areas, but have far from reached the necessaryand optimal level for seamless automatic AI based security operations.
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Table 3: Thematic Coding of Included Articles
Theme Category Code Article Title Ref.

Challenges ofAI in NetworkSecurity
Explainability and theBlack-Box Problem

AI models aredifficult tounderstand forsecurity analysts

E-XAI: EvaluatingBlack-BoxExplainable AIFrameworks forNetwork IntrusionDetection
Arreche et al. (2024)

Hard to balanceexplainability andmodel performance

A Survey onExplainable ArtificialIntelligence forInternet TrafficClassification andIntrusion Detection
Nascita et al. (2024)

Explanations are tooslow or unclear forreal-time decisions

EnhancingDecision-Making ofNetwork IntrusionAnalysis Assisted byExplainable AI forReal-Time SecurityMonitoring
Lee et al. (2024)

Hybrid explainabilityenhances trust inML-based networksystems by clarifyingspecific decisionsmade by AI

Bootstrapping Trustin ML4NetsSolutions withHybridExplainability
Elfandi et al. (2024)

Limitations in DataQuality
Training data is toooutdated orunrealistic

Detection andAnalysis of NetworkSystem SecurityBased on MachineLearning
Fu et al. (2023)
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Theme Category Code Article Title Ref.

AI applications innetwork forensicsare limited by lack ofattack data andprivacy concerns

Application ofArtificial Intelligenceto NetworkForensics: Survey,Challenges andFuture Directions
Rizvi et al. (2022)

Scalability issues inenterprise environments
AI systems face newchallenges whenimplemented beyondlab conditions

Deep ReinforcementLearning in theAdvancedCybersecurity ThreatDetection andProtection
Sewak et al. (2023)

AI security systemsstruggle withlarge-scale and highthroughput networks
ArtificialIntelligence-BasedNetwork SecuritySystem

Chen & Huang (2024)

AI-based NIDSstruggle withreal-time traffic andresource demands

AsynchronousAdvantageActor-Critic (A3C)Learning forCognitive NetworkSecurity
Muhati & Ravat (2025)

NSAI NIDS systemsface scalabilitychallenges withcomplex threats andenvironments

A Neuro-SymbolicArtificial IntelligenceNetwork IntrusionDetection System
Bizzarri et al. (2024)

CNN-based modelsoffer high accuracy(96%), andadaptability acrossvaried datasets

Advancements inIntrusion DetectionSystems: AComparativeAnalysis of MachineLearning and AIMethodologies
Panigrahi et al. (2024)
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Vulnerabilities toadversarial attacks
Overview of howAI-based securitysystems can betricked byadversarial attacks

Adversarial attackson machine learningcyber securitysystems: A survey
Thakkar & Lohiya (2022)

AI models trainedwith GANs can bemore vulnerable toadversarial attacksdue to training withunrealisitc attackdata

An EnhancedAI-Based NetworkIntrusion DetectionSystem UsingGenerativeAdversarialNetworks
Park et al. (2023)

Opportunitiesof AI inNetworkSecurity
Automation of securityoperations

AI systemsautomatically detectand respond tothreats based onpredefined rules

ExploringAutomated DefenseTechnology ofArtificial Intelligencein Network Security
Ye et al. (2024)

DRL-basedpenetration testingreduces humaneffort and allows forintelligent decisionmaking

INNES: AnIntelligent NetworkPenetration TestingModel Based onDeep ReinforcementLearning
Li et al. (2023)

XAI-based IDSsupports explainableand high accuracyreal-timedecision-making

An EfficientExplainable ArtificialIntelligence(XAI)-BasedFramework for aRobust andExplainable IDS
Nugraha et al. (2024)
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Session-based deeplearning enablesautomaticidentification ofmalware packets

Explainable ArtificialIntelligence forImproving aSession-BasedMalware TrafficClassification withDeep Learning
Machmeier et al. (2023)

EI-XIDS enhancesdetection andgenerates clearexplanations bycombiningexplanation tools

EI-XIDS: AnExplainableIntrusion DetectionSystem Based onIntegrationFramework
Xu et al. (2024)

Enhanced detectionaccuracy
Ensemble modelsimproves accuracyand detection ability

Ensemble Model forNetwork IntrusionDetection SystemBased on BaggingUsing J48
Otoom et al. (2023)

XAI improvesdetection of APTs byenhancingtransparency andinterpretability

Explainable DeepLearning Approachfor AdvancedPersistent Threats(APTs)
Mutalib et al.

1D-CNNs improvedetection of severalkinds of networkanomalies with highaccuracy

Network IntrusionDetection Using 1DConvolutionalNeural Networks
Setiawan et al. (2024)

Ensemble modelimprovesclassificationaccuracy bycombining strengthsof CNN variants

Ensemble MethodFor Net TrafficClassification BasedOn Deep Learning
Qiang et al. (2021)
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Theme Category Code Article Title Ref.Attack-specificfeatures improvedetection ofTCP-based threats
Attack-SpecificFeature Constructionto Detect MaliciousTCP Flows

Vedula et al. (2024)
ML algorithms inNIDS enhancesdetection capabilities(efficiency andaccuracy) acrossmultiple attack types

Network IntrusionDetection Systemusing MachineLearning Algorithms
Kumar et al. (2024)

Penetration testing andvulnerability discovery
Reinforcementlearning enablesdiscovery of networkvulnerabilities

Reinforcementlearning-basedautonomous attackerto uncover computernetworkvulnerabilities
Mohamed Ahmed et al. (2024)

HierarchicalRL-based PT systemoutperforms manual(human) andsemi-automatedtesting in largenetworks

HierarchicalReinforcementLearning forEfficient andEffective AutomatedPenetration Testingof Large Networks
Ghanem et al. (2023)

Synthetic malicioustraffic generationsupports AI modeltraining withoutprivacy risks

LightweightDiffusion Model forSynthesizingMalicious NetworkTraffic
Li et al. (2024)

GANs supportdetection of newcyber intrusions bygenerating syntheticattack data

Cyber AttacksDetection Based onGenerativeAdversarialNetworks
Shi (2021)
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Improved Cost Efficiency
AI systems reducemanual labor andsecurity operationscost in enterpriseenvironments

Detection andAnalysis of NetworkSystem SecurityBased on MachineLearning
Fu et al. (2024)

Real World Im-plementationsof AI inNetworkSecurity
Deployment in EnterpriseNetworks

Requires significantinvestment inresources (machinelearning experts,computationalinfrastructure,ongoingmaintenance)

Unveiling MachineLearning Strategiesand Considerationsin IntrusionDetection Systems:A ComprehensiveSurvey
Ali et al. (2024)

AI-powered warningsystem using RNNsand time-seriesanalysis (boostsdetection andreduced falsealarms)

Research onComputer NetworkSecurity SituationAwareness WarningMechanism Based onArtificial Intelligence
Chaowen (2024)

Compared 8 MLmodels onmilitary-style dataset- used LIME toimproveexplainability andkey identity features

An OptimizedIntrusion DetectionModel Using ML andExplainable AI
Jain et al. (2024)

Integration of IDSmodel with real-timeweb tools such asNGINX, Prometheusand Grafana

Unraveling NetworkAttacks withMachine Learningand Explainable AI
K et al. (2024)
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Theme Category Code Article Title Ref.Deployed real-timeintrusion detectionsystem in realnetwork to reducefalse positives andimproving alertspeed

AI-IDS: Applicationof Deep Learning toReal-Time WebIntrusion Detection
Kim et al. (2020)

Application of deeplearning in realisticintrusion scenarios
A Network IntrusionDetection MethodBased on CNN andCBAM

Liu et al. (2021)

Application oflightweight AImodels in realenterpriseenvironments

Attack stagedetection methodbased on vectorreconstruction errorautoencoder andexplainable artificialintelligence
Li et al. (2025)

Case studies of AIImplentation
Federated learningsystem tested inreal-time trafficscenarios forhost-based intrusiondetection

An EvolutionaryComputation-BasedFederated Learningfor Host IntrusionDetection inReal-Time TrafficAnalysis
Suresh et al. (2024)

Using AI to detectDDoS attacks,classify traffic andautomate networkbehavior in real testenvironments

A Review Study ofAI-EnabledComputer Network Mirza et al. (2023)
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Converting networktraffic to images andclassifying themusing AI for malwaredetection

Image-based NeuralNetwork Models forMalware TrafficClassification usingPCAP to PictureConversion
Agrafiotis et al. (2022)

AI-enhanced firewallimplementation thatdetects SQLinjections and canupdate its rule setautomatically

Kavach: A MachineLearning BasedApproach forEnhancing theAttack DetectionCapability ofFirewalls
Aswal et al. (2021)

Using deepreinforcementlearning and featureselection to makephishing detectionfaster and moreaccurate

Deep ReinforcementLearning-basedMalicious URLDetection withFeature Selection
Maci et al. (2024)

Comparing ML andDL models forintrusion detectionusing explainable AItools like SHAP andLIME

Exploring thePotential: ML vs. DLin Network Securitywith Explainable AI(XAI) Insights
Islam et al. (2023)

Integration Challenges andSolutions
Hybrid explainabilitymodel combiningdecision tress withlocal tools toimprove trust inML4Nets

Bootstrapping Trustin ML4NetsSolutions withHybridExplainability
Elfandi et al. (2024)
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Theme Category Code Article Title Ref.Highlightsdeploymentchallenges for AI inreal networks (falsepositives,explainability andtrust issues)

AdvancingCybersecurity: AComprehensiveReview of AI-DrivenDetectionTechniques
Salem et al. (2024)

Addressing dataquality issues inAI-based IDS byusing real networktraffic from cyberdefence practices tobuild betterintrusion detectiondatasets

Data QualityProblem in AI-BasedNetwork IntrusionDetection SystemsStudies and aSolution Proposal
Halisdemir et al. (2022)

Impact on networksecurity operations
AI modelsbenchmarked fordetection accuracy,response time andload on system underreal traffic conditions

AI Cyber Security:Enhancing NetworkSecurity with DeepLearning forReal-Time ThreatDetection andPerformanceEvaluation

JothiShri et al. (2024)
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