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ABSTRACT

As cybersecurity threats become increasingly sophisticated, human behaviour
plays a critical role in protecting digital assets. Traditional cybersecurity strate-
gies focus on technological defences, but cognitive science offers new insights
into improving security behaviours. This study investigates the impact of short-
term cognitive interventions, specifically focused breathing exercises, on pass-
word creation and risk evaluation. Using an experimental design with 100 par-
ticipants, the research examines whether brief cognitive exercises enhance atten-
tion control and security decision making. Findings suggest that cognitive inter-
ventions lead to stronger password practices and improved detection of phishing
risks, demonstrating the potential for integrating psychological strategies into
cybersecurity training. By bridging cognitive science with cybersecurity aware-
ness, this study contributes to human-centered security approaches that support
better decision making in digital environments.

Keywords: Cybersecurity behaviour, cognitive interventions, password secu-
rity, risk evaluation, mindfulness, attention control, human-centered security,
phishing detection.
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1 Introduction

As digital systems and online platforms become increasingly central to daily life,
the role of human behaviour in maintaining cybersecurity has become more ap-
parent. While traditional cybersecurity strategies have focused heavily on tech-
nological defences such as firewalls, encryption, and access controls, it is now
widely recognized that the actions, decisions, and awareness of individual users
play a significant role in determining how secure a system truly is. That means
security is all about people. Individuals often exhibit cognitive biases, decision
fatigue, and inattentiveness, leading to poor security practices (Khadka & Ullah,
2025). Cybercriminals exploit these psychological weaknesses through deceptive
techniques such as social engineering, misleading users into divulging sensitive
information or clicking on malicious links (Maalem et al., 2020).

As per Liginlal, Sim, and Khansa (2009), many security breaches such as phish-
ing attacks, data leaks, and account compromises can often be traced back to
human error. Even when users are aware of certain security risks, they may still
disregard best practices if the security measures are seen as obstructive to
productivity or too difficult to understand. As noted by the authors, addressing
the human factor in security requires not just technical solutions, but also be-
havioural strategies that align with users’ cognitive and motivational limits.

Although the rise of newer methods like biometrics and security tokens, pass-
words are still the most common type of authentication (Nielsen et al., 2014;
Woods and Siponen, 2018).

Every day, millions of users make small decisions that have big consequences:
choosing a password, clicking a link, or opening an email. Unfortunately, many
of these decisions are not made with security in mind. Despite years of aware-
ness campaigns and training programs, users still fall for phishing scams, reuse
weak passwords, and ignore security warnings.

Many users do not actively prioritize security in their daily routines, often rely-
ing on mental shortcuts, overlooking details, or making instinctive decisions es-
pecially under pressure. These behaviours, while entirely human, create vul-
nerabilities that cyber attacker’s exploit.

This research addresses the discrepancy between recommended cybersecurity
practices and actual user behavior. Rather than attributing security failures
solely to user negligence or relying on extensive training programs, this study
explores the potential of cognitive science based interventions to enhance secu-
rity decision-making. By applying structured cognitive techniques, such as at-
tention control and behavioral nudges, individuals may be guided toward more
secure choices at critical moments, thereby improving overall cybersecurity re-
silience (Veksler et al., 2018).



Seigfried-Spellar, Rogers, and Thorpe (2017) argue that improving security be-
haviour requires a deeper understanding of the psychological and cognitive fac-
tors that influence human decision-making. According to the authors, designing
security systems that account for the cognitive constraints can help reduce errors
and improve compliance.

Mindfulness is a widely studied cognitive technique, defined as the practice of
deliberate attention and awareness in the present moment without judgment.
Charoensukmongkol (2014) highlights the significant role of mindfulness in en-
hancing emotional intelligence, particularly by improving self-awareness, emo-
tional regulation, and cognitive clarity. These attributes are especially relevant
in high-pressure security environments, where users are often put in situations
that demand quick decisions. Mindfulness has been shown to improve cognitive
control, reduce stress induced decision-making errors, and enhance rational re-
sponses to security threats (Roghanizad et al., 2021).

According to (Jarjoui, 2023), traditional cybersecurity awareness programs of-
ten fail to yield sustainable results because they focus on compliance rather than
behavioral transformation. As argued by the author, mindfulness serves as the
foundation for cybersecurity resilience, shifting the responsibility of security
from IT teams to individual users. By cultivating mindfulness, individuals devel-
op a human firewall, a proactive defense mechanism that enables them to make
conscious security decisions in digital environments.

Studies, such as those by Tolga et al. (2023), have emphasized that emotional
intelligence and mindfulness are closely linked, and that this connection can play
a pivotal role in improving security behaviour. Emotional intelligence helps in-
dividuals recognize and manage their emotions, which, when combined with
mindfulness, enhances a person’s ability to stay calm, focused, and clear headed,
even in stressful or potentially risky situations.

According to Anderson et al. (2015), most people tend to ignore security warn-
ings online, not because they donot understand them, but because they have be-
come so used to seeing them that they simply tune them out. Repeated exposure
to security warnings leads to habituation, a psychological process in which indi-
viduals gradually become less responsive to a stimulus over time. Habituation
occurs when a stimulus is presented repeatedly, causing a decline in attention
and response, as the brain perceives it as non-threatening or irrelevant (Schmid
et al., 2014). In cybersecurity, this phenomenon results in users ignoring security
alerts, not due to a lack of understanding, but because they have encountered
them so frequently that they no longer perceive them as urgent threats (Su,
2024).

Integrating cognitive science into cybersecurity frameworks such as real-time
decision-support systems and emotional intelligence training has been shown to
enhance security compliance and threat detection (Familoni, 2024). By bridging
theoretical insights with practical applications, researchers aim to develop more
effective security awareness programs that align with human psychological
tendencies and decision-making processes.



By investigating the intersection of cognitive science and cybersecurity, this re-
search aims to contribute practical insights for designing more effective security
awareness programs ones that go beyond traditional knowledge delivery and ac-
tively equip users with cognitive tools to enhance their focus, decision-making,
and threat detection abilities. Ultimately, the findings could help organizations
cultivate a more mindful, attentive, and security conscious workforce, strength-
ening the human element in information security and reducing vulnerabilities to
cyber threats. The idea is not to replace training or technical solutions but to
complement them by supporting users when they need it most. While such in-
terventions have been studied in fields like health behaviour and consumer de-
cision-making, they are still relatively underexplored in the cybersecurity do-
main.

1.1 Problem Description

As the digital world continues to change at a fast pace, cybersecurity has become
a major concern for everyone from individuals to large organizations and even
governments. The rise of cyberattacks, data breaches, and privacy violations has
made it clear that no one is immune to the risks of the online environment. These
threats are no longer limited to large financial institutions or multinational cor-
porations but are increasingly impacting ordinary users as well. Personal data,
once considered private, is now vulnerable to unauthorized access and exploita-
tion. Cybercriminals continuously evolve their tactics, making it difficult for tra-
ditional security measures to keep up. This widespread vulnerability underscores
the importance of adopting proactive security measures, not just on an organi-
zational level, but for individuals as well, to protect against the growing array of
cyber threats that permeate every aspect of our digital lives (Wang, Li, & Zhang,
2023).

The tendency of users to engage in insecure behaviours even when they are aware
of basic security principles, underscores a significant gap in current security
awareness approaches, which often prioritize knowledge transfer over address-
ing the cognitive and psychological factors that influence behavior.

Taylor and Furnell (2020) emphasize the crucial role psychology plays in under-
standing user behaviour, decision-making, and risk perception within the con-
text of cybersecurity. By examining how cognitive biases, social engineering tac-
tics, and human factors influence security decisions, they argue that it is possible
to design more effective security measures. For example, individuals often make
security related decisions based on convenience or habit, which may lead them
to disregard warnings or adopt weak passwords. Social engineering tactics, such
as phishing, exploit psychological vulnerabilities by manipulating emotions like
fear or urgency, making individuals more likely to fall for these attacks. Taylor
and Furnell suggest that by applying insights from psychology, cybersecurity so-
lutions can be tailored to account for these common human behaviours. This ap-
proach not only improves the effectiveness of security systems but also enhances
user engagement by making security measures more intuitive and less intrusive.
In essence, understanding the behavioural aspects of cybersecurity allows for the
development of strategies that are both technically sound and aligned with hu-
man nature.



However, there is a lack of research directly exploring the relationship between
cognitive interventions and security behaviour especially in practical scenarios
like password creation and evaluating suspicious emails. Most existing studies
focus either on technical training or general security awareness campaigns, leav-
ing a knowledge gap in understanding how targeted cognitive exercises could di-
rectly improve realtime security decisions (Anderson & Dill, 2000). This re-
search aims to fill that gap by examining whether short-term cognitive interven-
tions can enhance individual’s ability to create stronger passwords and make
more accurate risk assessments. By addressing this intersection of cognitive sci-
ence and information security, the study has the potential to inform the design
of more effective, human-centered security training programs.

1.2 Research Aim and Research Question

Research Aim refers to the primary goal of the study, outlining what the re-
search seeks to achieve. In the context of this study, the aim is to investigate how
short-term cognitive interventions, such as focused breathing exercises, influ-
ence cybersecurity behavior. Specifically, the study examines whether these in-
terventions improve users’ ability to create secure passwords, accurately iden-
tify cybersecurity threats, and enhance overall risk evaluation in digital environ-
ments. The broader aim is to explore practical ways to integrate cognitive science
into cybersecurity awareness programs for more effective security practices.

Research Questions define the specific focus areas of the study, helping to struc-
ture the methodology and guide data collection.

1.2.1 Research Aim

The goal of this research is to examine how short-term cognitive practices, like
mindfulness meditation and focused breathing exercises, can impact and poten-
tially improve user behaviour in cybersecurity tasks. More specifically, the study
aims to explore whether these simple, brief techniques can help users create
stronger passwords, assess security risks more accurately, and make more in-
formed decisions when faced with potential online threats.

Cognitive processes are fundamental to how we engage with cybersecurity at
every stage, from detecting potential threats to making decisions that impact our
digital safety. According to Kannelgnning and Katsikas (2023), understanding
these cognitive processes is vital for designing security systems that not only pro-
tect against risks but also align with how users think and behave. For example,
detecting a security threat like a phishing email often requires recognizing subtle
cues, such as unfamiliar email addresses or suspicious links. However, this pro-
cess is influenced by cognitive biases like the tendency to trust information that
seems familiar or urgent which can lead users to overlook potential risks. Simi-
larly, when it comes to making security related decisions, such as creating strong
passwords or responding to system alerts, cognitive factors like mental fatigue,
decision fatigue, and time pressure can result in poor choices that compromise
security.

Kannelgnning and Katsikas emphasize that developing effective security aware-

ness programs, user training, and system designs requires a deeper understand-
ing of these cognitive mechanisms. For example, training programs that incor-
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porate strategies to mitigate cognitive biases, such as reminding users to care-
fully evaluate unfamiliar messages or offering simple, clear guidelines for secure
behaviour, can greatly enhance security practices. Additionally, security systems
can be designed with these cognitive factors in mind, creating interfaces that are
intuitive and reduce the mental load on users. By bridging the gap between cog-
nitive science and cybersecurity, we can develop more user-friendly and effective
solutions that not only help prevent cyberattacks but also empower users to
make safer decisions online.

1.2.2 Research Question
To focus this study, the following research questions have been developed:

o  How effective are short-term cognitive interventions in improving user
security behaviour, particularly in password creation and risk evalua-
tion?

To break down this research aim, the study will also address key sub-questions,
including:

1. How does undergoing brief cognitive interventions such as focused
breathing exercises impact individuals' ability to create stronger pass-
words compared to those who do not?

2. How do brief cognitive interventions such as focused breathing exercis-
es influence user’s behaviour and awareness when assessing potentially
risky situations, like phishing emails or suspicious prompts?

These research questions aim to examine the immediate impact of cognitive in-
terventions and determine whether simple, low-cost techniques could play a
meaningful role in enhancing user’s real-time security awareness and decision-
making capabilities.

This thesis will first explore the background and theories that connect cognitive
science with cybersecurity. Then, it will describe an experiment designed to test
short-term interventions in two common user tasks: password creation and
phishing detection. Results will be analysed to understand what works, what
does not, and why.

By the end of this work, the goal is to provide insights into how we can make
cybersecurity more human-centered.

Instead of merely providing users with technical knowledge and instructions,
these programs could incorporate cognitive strategies to improve attention,
stress management, and decision-making skills which is the key elements in pre-
venting security lapses.



2 Background

In today’s digital age, where so much of our personal and professional lives are
conducted online, cybersecurity has become an urgent and unavoidable con-
cern. Every day, individuals and organizations alike face the ever present risk of
cyberattacks, data breaches, and identity theft. Among the most basic yet criti-
cal ways to safe guard sensitive information are practices like creating strong
passwords and evaluating risks effectively when interacting with digital plat-
forms. Strong passwords, which combine complexity and unpredictability, serve
as the first line of defence against unauthorized access to personal accounts and
sensitive data. Similarly, the ability to assess security risks whether it is recog-
nizing a phishing attempt, understanding the importance of software updates, or
avoiding suspicious links is essential in mitigating the threats posed by cyber-
criminals.

According to Forbes Advisor (2024), cybersecurity threats continue to escalate,
making strong security practices essential for individuals and organizations. In
2023 alone, there were 2,365 cyberattacks, affecting over 343 million victims
worldwide. Data breaches have surged by 72% since 2021, surpassing previous
records. Additionally, identity theft remains a significant concern, with com-
promised business emails accounting for over $2.9 billion in losses in 2023.

Strong passwords play a crucial role in mitigating these risks. Studies show that
stolen credentials were responsible for four of the five largest data breaches in
2024. Similarly, phishing attacks remain one of the most common cyber threats,
with email being the primary vector for malware 35% of malware was delivered
via email in 2023 (Forbes Advisor, 2024).

These statistics underscore the urgent need for proactive cybersecurity practic-
es in today’s digital landscape.

However, despite the widespread awareness of these cybersecurity best practic-
es, many individuals still struggle to implement them consistently. One of the
key reasons for this disconnect is the challenge of balancing security with con-
venience. Strong, unique passwords can be difficult to remember, and the con-
stant flow of security-related alerts can lead to security fatigue, where users ig-
nore or dismiss important warnings. Security fatigue refers to the mental ex-
haustion or apathy that individuals experience due to the constant demands and
complexities of managing cybersecurity Stanton et al. (2016).

Moreover, cognitive biases, such as the tendency to trust familiar sources or the
desire for immediate convenience, often influence decision-making in ways that
compromise security. The gap between knowledge and action is why there is a
growing need for innovative approaches that not only raise awareness but also
help individuals integrate secure behaviours into their everyday digital lives.



Confirmation bias leads individuals to trust familiar sources, even when those
sources may not be secure. For example, users may ignore security warnings
from unfamiliar websites while readily accepting information from frequently
visited platforms, assuming they are safe. Similarly, availability heuristic causes
individuals to rely on easily accessible information rather than critically evaluat-
ing security risks. If a user has never personally experienced a cyberattack, they
may underestimate the likelihood of a security breach, leading to complacency
in adopting protective measures (Greavu-Serban et al., 2025).

The desire for immediate convenience is closely linked to optimism bias, where
individuals believe they are less likely to be targeted by cyber threats compared
to others. This bias often results in poor security practices, such as reusing pass-
words or bypassing multi-factor authentication for ease of access. Additionally,
over-confidence bias leads users to assume they can recognize phishing attempts
or security risks without formal training, making them more susceptible to social
engineering attacks (Greavu-Serban et al., 2025).

These biases contribute to the gap between cybersecurity awareness and actual
implementation of secure behaviors. Research suggests that policy driven ap-
proaches and behavioral interventions can help mitigate the effects of cognitive
biases by encouraging systematic security decision-making rather than relying
on instinctive responses (Cuny, 2024). By integrating cognitive science into cy-
bersecurity frameworks, organizations can develop more effective security
awareness programs that address the psychological factors influencing user be-
havior.

Previous studies, such as the work by McCrohan et al. (2010), have explored the
impact of training and awareness programs in improving cybersecurity practic-
es. These programs typically focus on educating users about the risks of cyber
threats and encouraging the adoption of safer online behaviours, such as creat-
ing strong passwords and recognizing phishing attempts. While these programs
have shown some success, they often fall short in addressing the underlying psy-
chological factors that influence user behaviour. This highlights the need for ap-
proaches that go beyond traditional awareness campaigns and delve into the cog-
nitive and emotional processes that shape security related decision-making.

Despite the effectiveness of training programs, there has been limited research
on how short-term cognitive interventions such as mindfulness exercises can
further enhance security behaviours. Mindfulness, which involves being present
and fully engaged in the moment without judgment, has been shown to improve
attention, reduce stress, and increase self-awareness. This area of research is still
in its early stages, but the potential to bridge cognitive science with cybersecurity
practices is an exciting avenue for improving user security behaviours in a more
holistic and effective manner.

2.1 Overview of Fundamental Concepts

To fully understand the scope and relevance of this research, it is important to
first explore some of the key concepts that underpin the study. At the heart of the
research lies cybersecurity, which refers to the practices and measures used to
protect sensitive information and systems from digital threats. Cybersecurity is
a complex field that encompasses a variety of strategies, from securing networks
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and software to protecting individual user actions. One of the most basic yet crit-
ical aspects of cybersecurity is digital literacy the ability to navigate the digital
world safely and responsibly. A digitally literate person is not only aware of the
risks but knows how to mitigate them, such as by recognizing phishing attempts
or understanding the importance of keeping software updated.

Central to this study is password creation, a key behaviour that directly impacts
an individual's security. Despite common advice, many users still opt for weak,
easily guessable passwords, like using the same password across multiple sites
or choosing simple, memorable combinations. The process of creating strong
passwords involves understanding the balance between security and usability,
which often challenges users. Alongside passwords, risk evaluation is another
critical concept. In the digital realm, users regularly encounter potential threats
whether it is a suspicious email, a popup advertisement, or a request for per-
sonal information. Being able to effectively evaluate these situations and assess
the associated risks is key to making informed decisions that can protect sensi-
tive data.

Cognitive interventions such as mindfulness exercises and other short-term
techniques, in influencing decision-making processes related to cybersecurity
aim to improve the mental frameworks that guide decision-making by enhanc-
ing attention, focus, and emotional regulation. In the context of cybersecurity,
these interventions could help users make more deliberate and secure choices
when faced with security related tasks. By exploring these fundamental con-
cepts, this section lays the groundwork for the research questions at the core of
the study. It establishes how user behaviour, driven by both cognitive processes
and environmental factors, plays a significant role in cybersecurity. Understand-
ing these concepts is vital to grasping the significance of the study and its poten-
tial contribution to improving security behaviors in a world where digital threats
are increasingly prevalent.

2.1.1 Cognitive Science and Human Behaviour in Cybersecurity
As Mylrea and Gourisetti (2017) emphasize, the effectiveness of any security in-
frastructure is heavily dependent on how individuals perceive and respond to
potential threats. Cyberattacks such as phishing scams, social engineering ploys,
and credential theft do not typically bypass technical barriers; instead, they ex-
ploit human psychology our habits, assumptions, cognitive shortcuts, and emo-
tional responses. These attacks are designed to prey on trust, urgency, curiosity,
or fear, leading people to fall into security risks. As the paper points out, the in-
terplay between humans and technology creates a vulnerable interface one that
attackers are increasingly targeting. Therefore, moving forward, cybersecurity
must not only address software vulnerabilities but also consider cognitive and
behavioural vulnerabilities as fundamental components of risk.

As Moustafa (2022) points out, many of the most common security lapses are
not necessarily due to a lack of technical knowledge, but rather how the brain
naturally processes information. In fast paced digital environments, users are
frequently overwhelmed with decisions and cognitive stimuli, leading them to
rely on mental shortcuts or heuristics that can compromise their judgment. By
understanding how cognitive biases, fatigue, and decision-making frameworks
influence security behaviour, we can begin to design systems and interventions
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that align with natural human tendencies rather than working against them.
Moustafa’s work reinforces the idea that to truly strengthen cybersecurity, we
must complement technical defences with psychologically informed strategies
that support users in making better, safer choices.

Cognitive processes like attention, working memory, and decision making are at
the very heart of how people perceive and respond to cybersecurity threats. Every
time a user encounters a security warning, evaluates a suspicious message, or
decides whether to trust a link or email, their mental faculties are actively at
work. As Andrade and Yoo (2019) described, these processes are not static; they
can be sharpened and supported through targeted cognitive interventions. For
instance, by improving attention control, users may become more alert to subtle
red flags in phishing emails. Enhancing working memory could help individuals
hold onto important security guidelines while performing tasks online. Likewise,
training decision-making through short-term exercises like mindfulness or sce-
nario based reflection may help users pause, reflect, and choose safer options
even under pressure. In our current digital environment, where threats evolve
rapidly and often bypass traditional defences by manipulating human behaviour,
these cognitive capacities form a critical line of defence. Andrade and Yoo’s work
suggest that bolstering users' cognitive strengths through simple, low cost inter-
ventions may not only improve how they process risk but also help build a more
resilient and security conscious digital population.

2.1.2 Mindfulness and Cognitive Interventions

Mindfulness exercises such as meditation, focused breathing, and short reflec-
tive practices are increasingly recognized not just for their wellness benefits, but
also for their potential to positively influence how individuals think and respond
under pressure. These simple, accessible techniques can help quiet mental dis-
tractions, reduce stress, and improve one's ability to concentrate on the task at
hand. As Seki et al. (2023) emphasize, in professional and high stakes environ-
ments, the impact of mindfulness goes even further: it enhances risk perception,
strengthens impulse control, and supports better emotional regulation.

Modern users typically manage multiple accounts, each requiring a password,
and best practices recommend using unique passwords for each one of the ac-
counts(Ur et al., 2015). While this advice is intended to limit the impact of po-
tential password breaches, many users struggle to follow it. As a result, they often
resort to creating weak variations of the same password or reuse passwords en-
tirely (Stobert & Biddle, 2014; Ur et al., 2015). Although alternative authentica-
tion methods like biometrics and password managers are available, they have yet
to achieve widespread adoption, making passwords the default choice for most
users (Ruoti et al., 2016).

As Lahza and Alsamani (2024) also point outs that the usage of simple, easily
guessed passwords or recycling the same password across multiple platforms is
not necessarily due to ignorance, but rather due to the mental load and incon-
venience involved in generating and remembering complex credentials. For
many, the cognitive burden of memorizing a string of random characters out-
weighs the perceived benefits, especially when no immediate consequences are
visible. Moreover, in a fast-paced digital environment filled with logins, pop-ups,
and distractions, password creation becomes a task to get through rather than a
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conscious act of securing one’s identity. Some users write passwords down, save
them in plain text, or use predictable patterns behaviours that expose them to
significant risk. What makes this issue even more critical is that passwords often
serve as the first line of defence against unauthorized access, meaning weak pass-
word habits can unravel even the most secure systems. Lahza and Alsamani
(2024) emphasize that without addressing the psychological and cognitive di-
mensions of password behaviour such as memory limitations, attention span,
and decision fatigue technical solutions alone will fall short. Therefore, improv-
ing user behaviour through thoughtful cognitive interventions, education, or de-
sign changes is key to strengthening this foundational layer of cybersecurity.

In a world where users are constantly juggling multiple accounts and the pres-
sure to create numerous passwords, the cognitive load can be overwhelming. By
fostering a mindset of awareness and deliberate thought, users may be more in-
clined to create stronger, more complex passwords and resist the ease of opting
for something simple or repeated across accounts. These brief exercises help in-
dividuals pause and reflect before making potentially risky cybersecurity deci-
sions, ultimately reducing the likelihood of security breaches caused by poor
password habits.

Similarly, risk evaluation in online environments, such as identifying phishing
emails, relies heavily on user’s attention and ability to spot attacks. Research has
suggested that stress reduction techniques improve rational processing and sit-
uational awareness, both critical for accurate risk evaluation (Sanchez-Garcia et
al., 2022).

2.2 Existing Research

This section provides a comprehensive review of existing literature relevant to
the study. Cybersecurity threats continue to evolve, requiring innovative ap-
proaches that integrate cognitive science to enhance security behaviors. Tradi-
tional security awareness programs often focus on compliance rather than be-
havioral transformation, leading to gaps in user engagement and decisionmak-
ing (Andrade et al., 2022). This review examines recent research on cognitive
science applications in cybersecurity, highlighting key findings, methodologies,
and future directions.

Previous studies have explored various cognitive and psychological factors influ-
encing cybersecurity behavior, such as cognitive overload, stress, and memory
limitations. While some research highlights the negative impact of these factors,
few have tested practical interventions. A smaller subset, including work by Seki
et al. (2023), suggests mindfulness may enhance decision-making, though
largely through correlative analysis. Overall, while the literature provides strong
theoretical grounding, there is a clear gap in empirical studies evaluating cogni-
tive interventions precisely the focus of this thesis.

The following section presents a classified overview of the existing literature, or-
ganized according to key thematic categories relevant to this study.

10



2.2.1 Cognitive Science in Cybersecurity Behavior

Several papers emphasize the role of cognitive science in shaping cybersecurity-
related decision-making. Andrade and Yoo (2022) offer a broad perspective on
cognitive security, integrating principles from cognitive science into cybersecu-
rity frameworks. While their study lays an important theoretical foundation, it
does not directly test cognitive interventions in practical security contexts. Simi-
larly, Moustafa (2023) expands this discussion by providing a comprehensive
review of cognitive science applications in cybersecurity, reinforcing the idea that
user cognition plays a key role in security effectiveness.

Cognitive science explores how individuals process information, make decisions,
and regulate emotions critical factors in cybersecurity behavior. Studies suggest
that cognitive interventions, such as mindfulness training and attention control
techniques, can improve users' ability to recognize security threats and respond
effectively (Kéavrestad & Naqvi, 2024). Research also indicates that cognitive bi-
ases, such as optimism bias and overconfidence, contribute to poor security prac-
tices, making users more susceptible to cyberattacks (Greavu-Serban et al.,
2025).

2.2.2 Password Security and Cognitive Barriers

A subset of studies focuses on password security, exploring behavioural influ-
ences and cognitive challenges in adopting secure practices. Lahza and Alsamani
(2024) analyse persuasive strategies that enhance password security, noting that
cognitive biases often prevent users from adopting stronger passwords. How-
ever, their research does not address mindfulness based interventions that might
mitigate these cognitive barriers which is an area that remains underexplored.
Rooney (2023) builds on this by assessing password workarounds and the re-
sulting cybersecurity risks, highlighting user tendencies to bypass security pro-
tocols due to cognitive overload and convenience driven decision-making.

2.2.3 User Awareness and Cybersecurity Training

User awareness and training play a crucial role in cybersecurity behavior mod-
ification. McCrohan et al. (2018) examine the influence of cybersecurity training
and awareness initiatives, finding that users with prior exposure to security ed-
ucation demonstrate improved risk evaluation and threat detection. However,
training strategies in existing literature often focus on procedural knowledge ra-
ther than cognitive interventions like attention training or stress reduction tech-
niques. Rawat et al. (2021) extend this discussion by evaluating how big data can
be leveraged to personalize security awareness programs, potentially creating
more effective, user-adaptive training solutions.

2.2.4 Risk Perception and Cognitive Overload

The issue of cognitive overload affecting risk perception is also explored in sev-
eral papers. Sanchez-Garcia et al. (2022) demonstrate that cognitive fatigue im-
pairs phishing threat detection, emphasizing the need for strategies to mitigate
overload. However, their study does not implement an experimental approach to
test such interventions. Liginlal et al. (2009) assess human error in cybersecu-
rity, particularly privacy breaches, arguing that cognitive frameworks should be
better integrated into security policies. Their findings are directly relevant to this
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study, as they highlight the need for tailored cognitive strategies to improve se-
curity decision-making.

2.2.5 Mindfulness and Emotional Regulation in Cybersecurity
The influence of mindfulness and emotional intelligence on cybersecurity be-
haviours is a promising avenue explored by a few studies. Seki et al. (2023) in-
vestigate mindfulness as a tool to improve cybersecurity decision-making, show-
ing positive effects on impulse control and risk perception. While their findings
suggest that mindfulness can enhance security awareness, they do not directly
explore its influence on password security. Sanchez-Garcia et al. (2022) also
touch upon cognitive influences on risk assessment, though without applying ex-
perimental methods to validate mindfulness based approaches.

2.2.6 Human-Centered Cybersecurity Approaches

Recent literature emphasizes the importance of human-centered cybersecurity,
which integrates cognitive science principles to enhance user engagement. A sys-
tematic review by Andrade et al. (2022) demonstrated the role of cognitive load
management in reducing security fatigue and improving compliance with secu-
rity protocols. Similarly, Naqvi et al. (2023) examine how cognitive disabilities
impact cybersecurity behavior, advocating for adaptive security frameworks that
accommodate diverse cognitive abilities.

Several studies propose cognitive interventions to enhance cybersecurity aware-
ness and decision-making. Research suggests that focused breathing exercises
and real-time behavioral nudges can improve users' ability to detect phishing at-
tempts and assess security risks (Kévrestad & Naqvi, 2024). Additionally, gami-
fication techniques have been shown to increase engagement in security training
programs, reinforcing cognitive resilience against cyber threats (An-drade et al.,
2022).

2.3 Expected Result

This study expects that short-term cognitive interventions such as mindfulness
or attention exercises will lead to improved security behaviour among users. Spe-
cifically, it is anticipated that participants who engage in these brief mental tasks
will be more likely to create stronger, more secure passwords and make more
careful decisions when faced with security risks, such as phishing attempts. By
reducing mental fatigue and enhancing focus, these interventions may help users
become more aware of their actions and less likely to fall into risky habits like
password reuse or ignoring warnings. These findings could offer a practical and
time-efficient addition to existing security awareness training, making it not only
more engaging but also more effective.

2.4 Addressing Gaps and Future Directions

While existing research highlights the intersection of cognitive science and cy-
bersecurity, there remains a gap in integrating cognitive interventions particu-
larly attention training, mindfulness, and emotional regulation into cybersecuri-
ty strategies. Several studies provide foundational knowledge but stop short of
applying cognitive techniques in a structured, experimental setting. By building
on their findings, this study aims to bridge this gap by empirically investigating
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how mindfulness and attention training techniques can enhance cybersecurity
behaviours such as password creation and risk assessment.

While cognitive science offers promising solutions for cybersecurity, challenges
remain in implementation and scalability. Future research should explore Al-
driven cognitive security models that personalize security training based on in-
dividual cognitive profiles (Greavu-Serban et al., 2025). Additionally, interdis-
ciplinary collaborations between cognitive scientists and cybersecurity experts
can enhance the effectiveness of security awareness programs.
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3 Research Method

Qualitative research can draw on a variety of data collection methods, including
document analysis, surveys, interviews, and observations (Creswell & Poth,
2018). In this study, two methods are used together: a systematic literature re-
view and a survey. The goal of combining these approaches is to gather insights
from different sources, allowing the findings to be cross verified for greater reli-
ability (Arksey & Knight, 1999). Both methods are explained below.

As described by Kitchenham (2004), "a systematic literature review is a means
of identifying, evaluating and interpreting all available research relevant to a par-
ticular research question, or topic area, or phenomenon of interest". Therefore,
a well conducted systematic literature review is considered to meet the key crite-
ria necessary for producing valid and reliable research outcomes. According to
Kitchenham (2004), systematic literature reviews are often carried out to assess
whether existing evidence can support current hypotheses or contribute to the
development of new ones. Additionally, these reviews are commonly used to es-
tablish a solid foundation for future research projects.

Kitchenham (2004) emphasizes that systematic literature reviews demand sig-
nificantly more effort than traditional reviews, yet they offer considerable ad-
vantages due to their structured and transparent methodology. Unlike conven-
tional reviews, which may lack consistency and scientific rigor, systematic re-
views enable readers to assess the completeness and neutrality of the search pro-
cess, thereby enhancing the objectivity of the findings. Furthermore, the system-
atic reviews can offer insights into the effects of specific phenomena across di-
verse contexts and research methods. This feature is particularly valuable for the
present study, which draws on a variety of individual studies conducted in dif-
ferent settings making the systematic approach especially relevant.

3.1 Systematic Literature Review
As demonstrated by Kitchenham (2004), a structured literature review typically
involves three key phases such as

1. Planning the review
2. Conducting the review and
3. Reporting the review.

Jesson, Matheson and Lacey (2011) also described about the systematic litera-
ture review as "a review with clear stated purpose, a question, a defined search
approach, stating inclusion and exclusion criteria, producing a qualitative ap-
praisal of articles". This process includes the definition of a proper research ques-
tion, designing an execution plan, searching for relevant literature, applying in-
clusion and exclusion criteria, assessing the quality of the chosen articles, and
finally synthesizing the results.
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3.1.1 Databases

Brereton, Kitchenham, Budgen, Turner, and Khalil (2007) emphasize the im-
portance of searching multiple electronic databases when conducting research.
This is because no single database contains all the relevant articles, so looking in
several places increases the chances of finding all the important studies. By using
different sources, researchers can gather a more complete and accurate set of
information for their review.

Brereton et al. (2007) highlight IEEE Xplore and ScienceDirect as valuable elec-
tronic databases for software engineering research. Similarly, Kitchenham and
Charters (2007) suggest using Scopus, as it offers a wide collection of abstracts
and citations across various fields. Fink (2019) also points out that Web of Sci-
ence is a useful multidisciplinary database, as it includes a broad range of jour-
nals from different subject areas.

To identify relevant studies for this theis, a systematic search was conducted us-
ing academic databases such as Google Scholar, IEEE Xplore, Scopus, and
SpringerLink which is demonstrated in Table 1. The search terms were carefully
selected to align with the research focus on short-term cognitive interventions
and cybersecurity behavior.

Table 1 Nominated Databases

Source URL
Google Scholar https://scholar.google.com
IEEE Xplore https://ieeexplore.ieee.org
Scopus https://www.scopus.com
SpringerLink https://link.springer.com
Web of Science https://www.webofscience.com

3.1.2 Search Terms

Jesson et al. (2011) emphasize that the careful selection of appropriate search
terms is essential for conducting a successful and thorough systematic literature
review. Since the results of a database search largely depend on the keywords
used, the overall quality and completeness of the review are also influenced by
them. The use of irrelevant or poorly chosen terms can lead to the exclusion of
important studies.

Jesson et al. (2011) also argued that one way to enhance the search process is by
using Boolean operators like AND and OR. These operators help combine or nar-
row down search terms to make the search more effective. Similarly, Kitchenham
(2004) notes that including Boolean operators allows for the creation of more
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precise and structured search strings, which can lead to more relevant and fo-
cused search results.

Therefore, having a solid understanding of topic related keywords is crucial for
compiling a comprehensive and reliable bibliography.

The selected keywords cover core concepts such as cognitive interventions, cy-
bersecurity behaviour, password creation, and risk evaluation. Related terms
and synonyms were included to broaden the search scope, ensuring that studies
using different terminology were also considered. For example, searches like
"mindfulness AND cybersecurity AND password security” and "risk evaluation
AND cybersecurity AND phishing” helped locate studies focusing on cognitive
training's impact on cybersecurity decision-making.

3.1.3 Article Selection Criteria

Wohlin et al. (2012) state that the selection of primary studies should be guided
by clearly defined inclusion and exclusion criteria. These criteria need to be es-
tablished in advance to ensure objectivity and reduce the risk of bias during the
selection process.

Table 2 Inclusion and Exclusion Criteria

Peer-reviewed journal articles and
conference papers to ensure quality
and credibility.

Recent studies to reflect current de-
velopments.

Inclusion Criteria - — :
Research directly examining cogni-

tive factors, mindfulness techniques,
and cybersecurity behaviours.

Studies focused on human factors
such as password creation, phishing
detection, and risk evaluation.

Studies focused solely on technical
defences.

Opinion pieces, editorials, and non-

Exclusion Criteria peer-reviewed sources

Articles unrelated to human cogni-
tive processes, psychological factors,
or behaviour in cybersecurity con-
texts.
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The inclusion and exclusion criteria is demonstrated in Table 2. A total of 48
articles were initially retrieved through the systematic literature review search
process. After applying the predefined selection criteria, 29 articles remained for
further evaluation. Following a thorough assessment and refinement process, 15
articles were ultimately included in the final review. These articles were selected
based on their relevance to the research questions and alignment with the study's
focus on cognitive interventions, cybersecurity behaviours, password creation,
and risk evaluation. The articles were selected based on specific search criteria,
including cognitive science applications in cybersecurity, user behavior, and de-
cision-making processes.

The articles are diverse in their approach, incorporating different aspects of cog-
nitive science (e.g., mindfulness, decision-making, emotional intelligence) into
cybersecurity contexts. Several articles explore human behaviour in cybersecu-
rity, emphasizing areas like password security, risk perception, and the influence
of awareness and training. Mindfulness and cognitive training are explored in
multiple articles as interventions to improve security behaviour. The focus is not
only on theoretical aspects but also on empirical studies, as seen in doctoral dis-
sertations and systematic literature reviews that assess existing research on cy-
bersecurity related behaviour.

3.2 Survey

This study employed an offline, paper-based experimental design to investigate
the effects of short-term cognitive interventions specifically focused breathing
exercises on cybersecurity behaviour, namely password creation and risk evalu-
ation. A total of 100 participants were recruited through convenience sampling
and included a diverse group of individuals such as students, professionals, and
homemakers, none of whom had specialized training in cybersecurity. Partici-
pants were randomly assigned to either an intervention group or a control group.
The intervention group engaged in a brief guided breathing exercise intended to
enhance cognitive control and focus, while the control group proceeded directly
to the tasks. All tasks, including password generation and scenario based risk
assessments, were completed using printed materials to simulate an everyday
setting without the influence of digital tools. This approach was chosen to assess
real world decision-making in a simple, accessible environment, reflecting how
individuals from varied backgrounds might naturally approach cybersecurity be-
haviours.

3.2.1 Design

This study adopts a comparative research design to investigate how a specific
short-term cognitive intervention such as focused breathing exercises which in-
fluences user behaviour in cybersecurity tasks. Focused breathing was selected
as the intervention technique due to its well documented benefits in enhancing
attention control, emotional regulation, and impulse management. All of which
are essential cognitive factors when making security related decisions. By nar-
rowing the intervention to a single, clearly defined practice, the study ensures
consistency in application and avoids the confounding effects that might arise
from combining multiple interventions with potentially different cognitive out-
comes.
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In the comparative component of the design, participants are divided into two
groups: one group performs a brief focused breathing exercise prior to engaging
in cybersecurity tasks, while the control group completes the same tasks without
any prior intervention. This setup allows for direct comparison of behavioural
outcomes between the two groups, helping to assess whether even a short cogni-
tive reset through focused breathing can lead to more secure decision-making.

Hence, the study aims to offer a holistic understanding of how focused breath-
ing as a simple and scalable cognitive intervention which might be integrated
into broader cybersecurity training or awareness programs to support better user
decision-making and security behaviour. This design is particularly well suited
to studying non expert populations, such as students, professionals, and home-
makers, who reflect the broader public most susceptible to cyber threats. By us-
ing a paper based format, the study simulates practical, low-tech environments
and emphasizes cognitive processes over digital interaction. This structure al-
lows for observing the potential of basic cognitive strategies to enhance security
behaviour, independent of technical tools or expert knowledge.

3.2.2 Participant Recruitment and Sampling

To ensure a diverse and representative sample, this study recruited 100 partici-
pants from various backgrounds, including university students, working profes-
sionals, homemakers, and other members of the public. The recruitment pro-
cess was conducted through a mixed approach of online and offline methods
such as word-of-mouth, local community outreach and social media platforms.
All participants were briefed about the study's purpose simply and informed con-
sent was obtained. No prior cybersecurity expertise was required, as the study
aimed to explore real world behaviours and decision-making among everyday
users who typically face online security challenges. Participants were randomly
assigned to either the intervention or control group, allowing for a fair compari-
son of outcomes. This inclusive approach not only adds ecological validity to the
findings but also reflects the reality that cybersecurity is a universal concern af-
fecting individuals regardless of their technical knowledge or occupation.

Inclusion Criteria - Adults from diverse backgrounds, including students, work-
ing professionals, homemakers, and general public. Individuals with no prior ex-
pertise in cybersecurity. Willingness to participate in the survey. Availability to
take part in the experiment as scheduled. Basic ability to understand instructions
and complete the study tasks.

Exclusion Criteria - Individuals with formal education or professional experience
in cybersecurity. Participants unwilling to take part in the study.

Then the selected participants were divided into two primary groups to facilitate
a comparative analysis:

« Intervention Group (n = 50): This group consisted of participants who engaged
in a short cognitive exercise such as a focused breathing session prior to com-
pleting the cybersecurity tasks. The aim was to enhance their cognitive readiness,
focus, and emotional regulation before evaluating their performance on security-
related decisions.
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« Control Group (n = 50): Participants in this group performed the same cyber-
security tasks without any preceding cognitive intervention. This allowed for a
baseline comparison to assess whether the cognitive exercises had any measura-
ble effect on their behaviour and decision-making during the tasks.

To ensure the reliability and integrity, this study was conducted through super-
vised, offline sessions. While an online format could have enabled broader reach
and flexibility, it raised concerns regarding participant compliance and the au-
thenticity of engagement particularly for the cognitive interventions. Without su-
pervision, there would be no guarantee that participants completed the mind-
fulness or breathing exercises as instructed, or that they followed the task se-
quence without distractions. By conducting the experiment offline, in a con-
trolled and supervised environment, the researcher was able to closely monitor
participant behaviour, ensure consistent delivery of interventions, and maintain
a standardised setting for all tasks. This approach enhances the credibility of the
findings by minimizing external variables and ensuring that observed effects can
be attributed more confidently to the intervention itself.

3.2.3 Data Collection

Participants gathered in a large hall, where the experiment was conducted over
the course of five consecutive days. Each day, 20 participants completed the
study in a structured session, ensuring an organized and controlled environ-
ment. The setup included individual workstations, allowing participants to focus
on their assigned tasks without external digital distractions.

The experiment was conducted in a part of the researcher's apartment, specifi-
cally in a spacious hall designed to accommodate approximately 25—30 people
at a time. The hall is equipped with individual tables and chairs arranged to pro-
vide each participant with a dedicated workstation, promoting focus and mini-
mizing distractions. The environment is calm and quiet, which helped maintain
participants’ concentration throughout the study sessions. This setting allowed
for a controlled and organized atmosphere, essential for the integrity of the ex-
perimental procedure.

A basic demographic analysis was conducted to examine the potential influence
of age, gender, and background on the study outcomes. The participants ranged
in age from 18 to 60. They were grouped into categories such as 18—-25, 26—35,
36+ to investigate any variations in password strength and cybersecurity be-
haviours across different age groups. The sample comprised 40 males and 60
females, allowing for the assessment of gender differences in security related
behaviours. Additionally, participants’ educational and professional back-
grounds, particularly their experience with technology and cybersecurity, were
considered.

Before the actual task, participants were given a brief trial session to familiarize
themselves with the format and task requirements.

The inclusion of a practice session ensured that all participants clearly under-
stood the expectations before the formal evaluation, reducing confusion and im-
proving the validity of the results. The five day structure allowed for efficient data
collection while maintaining a standardized environment for all participants.
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By conducting the study in a structured physical setting with an opportunity for
trial practice, the research ensured consistent conditions for all participants, en-
abling valid comparisons between groups. For details regarding the content of
the survey questionnaire, refer to Appendix — Survey.

No electronic devices were used for task completion to keep the study accessible
and reduce technical complexity. Instead, task sheets were designed to be intui-
tive, with instructions clearly printed on the page.

Cognitive Intervention: Focused Breathing (Experimental Group
Only)

Before beginning the main tasks, participants in the experimental group were
guided through a 5-minute focused breathing exercise. This was delivered in-
person by the researcher, reading from a standardised script. The exercise in-
volved:

“Please close your eyes and sit comfortably. Take a slow, deep breath in for 4
seconds... hold for 2 seconds... and slowly exhale for 6 seconds. Focus only on
your breathing. If your mind wanders, that is okay. Just gently return your at-
tention to the breath.”

This technique was chosen to reduce mental clutter and improve attentional con-
trol before engaging in security relevant decision-making.

For the experimental group, a brief cybersecurity awareness session was con-
ducted prior to the main tasks, equipping participants with essential knowledge
on threats such as phishing attacks and malicious links. This included an over-
view of current digital threats, such as phishing emails, deceptive pop-ups, and
misleading login pages, accompanied by visual examples to help participants
better recognize suspicious content. The session aimed to build a foundational
understanding of real-world security risks and enhance threat perception. Im-
mediately following this, participants were guided through a 5-minute focused
breathing exercise designed to improve cognitive control, reduce stress, and in-
crease attentional focus. Once prepared, they proceeded to complete two cyber-
security related tasks: a password creation task and a risk evaluation task involv-
ing identification of potentially fraudulent or suspicious online elements.

In contrast, the control group completed the same tasks independently in their
everyday environments, without supervision, cybersecurity briefings, or cogni-
tive exercises. This design allows for a comparative analysis of how structured
awareness and cognitive preparation impact secure behaviour and threat detec-
tion.

Cybersecurity Tasks (Paper-Based)
All participants completed two primary tasks designed to measure cybersecuri-

ty relevant behaviour. The paper format was intentionally low tech to make the
experiment accessible and reflective of common cognitive processes.
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Password Creation Task

Participants were asked to write down passwords for three different hypothet-
ical accounts such as a banking account, a school portal and a social networking
site.

They were not told how their responses would be evaluated. The sheet simply
asked them to “create a password you would realistically use for each account.”
Passwords were later evaluated for strength based on length, use of sym-
bols/numbers/capital letters, and uniqueness across the three entries.

Risk Evaluation Task

Participants were given five short, printed scenarios, each describing a common
cybersecurity situation. Examples included: Receiving a suspicious email from a

bank, Seeing a pop-up asking to update browser security, being asked to enter a
password on an unfamiliar page

For each scenario, they answered two questions:
« Do you believe this is a security risk? (Yes/No)
« What would you do? (Open-ended response)
Post-Task Feedback Survey

After completing the tasks, participants filled out a short paper-based feedback
form, including:

« A 1—10 scale rating of how focused they felt during the task
« Self-reported stress or distraction levels

« For the experimental group: whether they felt the breathing exercise helped
their focus

« Open-ended reflection on how they made password and risk decisions

This provided additional context to the quantitative task data.

3.2.4 Validity Threats

It’s important to think about the accuracy and trustworthiness of a study right
from the start and throughout every stage of the research process. Wohlin et al.
(2012) describe different types of validity and explain that validity is about how
reliable the results are and whether they truly reflect what’s being studied with-
out bias. This study carefully considered several kinds of validity and took specif-
ic steps to address each one.
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1. Construct validity refers to how accurately a study captures what it aims to
investigate. In this case, whether the selected literature truly helps answer the
research questions. One of the main risks to construct validity in this study is the
possibility of including irrelevant or low quality primary studies. To reduce this
risk, the most reputable and widely used bibliographic databases were chosen as
the main sources of literature.

2. According to internal validity, there is a causal relationship between the ex-
periment's treatment and its outcome. In this survey, a possible issue is that par-
ticipants were chosen through convenience sampling, which might not perfectly
represent the wider population. However, by including people from different
backgrounds and randomly assigning them to groups, the study aims to reduce
bias and make the findings more reliable.

3. External validity refers to how well the results of a study can be applied or
generalized to other situations or groups. In a systematic literature review, fac-
tors like the review process, types of publications included, and the dates of those
studies affect external validity. To reduce these risks, this study carefully set in-
clusion and exclusion criteria. For the survey part, external validity is about
whether the findings can apply beyond the group studied. Since the survey was
conducted only in Sweden, its ability to be generalized to other countries or pop-
ulations is limited.

4. Conclusion validity is all about the reproducibility of the review process based
on a documented search process, extraction, coding, and analysis (Paré &
Kitsiou, 2017). For the systematic literature review, this was ensured by carefully
documenting every step and in case of survey, reliability depends on having a
sample that represents the group well, so the results are trustworthy.

3.2.5 Ethical considerations

Ethical integrity was a central focus in the design and execution of this study,
ensuring that all research procedures complied with recognized ethical stand-
ards and protected the rights and welfare of participants (Israel & Hay, 2006).

Prior to participation, all individuals were provided with a clear and detailed In-
formed Consent Form outlining the purpose of the study, the nature of the tasks
involved, their right to withdraw at any point without penalty, and assurance that
no personally identifiable information would be collected. Only those who vol-
untarily agreed and signed the form were included in the study.

Participation in the study was entirely voluntary. Participants were explicitly in-
formed that they were free to decline or discontinue their participation at any
stage of the study, without needing to provide a reason and without facing any
negative consequences.

To ensure the anonymity of all participants, each individual was assigned a
unique Participant ID, and no names or personal identifiers were recorded. All
responses were handled confidentially and stored securely. The paper-based
data was kept in a locked location accessible only to the researcher, and no iden-
tifying data was digitized.
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The tasks included in the study password creation and risk evaluation posed no
physical or psychological risk to participants. The experimental intervention, a
focused breathing exercise, is a non-invasive, commonly used cognitive tech-
nique with minimal risk. Participants were not exposed to distressing content,
and the materials were designed to be simple, relatable, and suitable for a gen-
eral audience.

Following the completion of the tasks, participants were given a brief explana-
tion of the study’s aims and were thanked for their time. Any questions or con-
cerns raised by participants were addressed immediately. Participants were also
provided with contact details should they wish to discuss any aspect of the study
further.
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4 Results

This study combined insights from a systematic literature review (SLR) with pri-
mary data collected through a survey-based cognitive intervention to explore the
impact of short-term cognitive exercises on cybersecurity behavior.

4.1 Effectiveness of Short-Term Cognitive Interventions

The SLR highlighted that while many studies (e.g., Sdnchez-Garcia et al., 2022;
Lahza & Alsamani, 2024; Rooney, 2023) identified cognitive factors like cogni-
tive load, stress, and attention as major influences on cybersecurity behaviours,
few empirically tested practical interventions. Mindfulness and cognitive exer-
cises were suggested as promising but lacked experimental validation, especially
in tasks like password creation and phishing detection.

The survey experiment in this study provides that missing experimental evi-
dence. Participants who completed brief cognitive interventions (focused breath-
ing exercises) performed significantly better in both password creation and risk
evaluation tasks than those who did not. This shows that short-term cognitive
interventions can concretely enhance cybersecurity behaviours by improving
cognitive control, attention, and emotional regulation.

Therefore the results of the study confirmed the hypothesis that participants who
underwent a short cognitive intervention such as focused breathing exercises
and a cybersecurity awareness session showed significantly improved cybersecu-
rity behaviour compared to the control group. In the password creation task, par-
ticipants in the experimental group demonstrated a higher level of adherence to
recommended cybersecurity practices. Specifically, they created more complex
passwords, with greater variability in character types, length, and complexity.
This group avoided common patterns and personal information in their pass-
words more effectively than those in the control group, who tended to generate
simpler, more predictable passwords.

In the risk evaluation task, the experimental group outperformed the control
group in identifying suspicious links, fraudulent emails, and other deceptive el-
ements within simulated digital content. Participants in the experimental group
exhibited heightened awareness of phishing attempts and were more likely to
flag suspicious emails and URLs correctly. Their improved decision-making was
likely attributed to the cognitive intervention, which primed them for better at-
tention and emotional regulation. In contrast, the control group struggled more
frequently with identifying these threats, often missing key indicators of fraud or
clicking on potentially harmful links.

The results were statistically significant, with the experimental group consist-
ently outperforming the control group across both tasks. This suggests that short
cognitive interventions can be a powerful tool in enhancing users cybersecurity
behaviours, especially in areas like password security and risk evaluation.

24



The findings highlight the potential for integrating brief cognitive exercises, such
as mindfulness or focused breathing, into cybersecurity training programs to im-
prove user security behaviours in a practical and scalable way.

4.2 Impact on Password Creation

The SLR revealed cognitive barriers like forgetfulness, cognitive inertia, and de-
faulting to weak passwords (Lahza & Alsamani, 2024; Rooney, 2023), but did
not evaluate interventions addressing these directly.

The survey results show that participants who received cognitive interventions
created longer, more complex, and more unique passwords than those who did
not. For example, 84% of passwords from the intervention group included a mix
of symbols, numbers, and uppercase letters, compared to 57% in the control
group.

This confirms that cognitive exercises improve executive functioning in pass-

word creation, overcoming cognitive biases and barriers noted in the SLR litera-
ture.

4.2.1Evaluation of Password Strength

Passwords created by participants were evaluated using a structured scoring sys-
tem based on the following four key criteria:

Length - Short passwords (<8 characters) were rated as weak. Medium-length
passwords (8—12 characters) were rated as moderate. Long passwords (>12 char-
acters) were rated as strong.

Complexity - (Use of Special Characters, Numbers, and Capital Letters).
Passwords containing only lowercase letters received a low complexity score.

Passwords with numbers or capital letters received a moderate complexity score.

Passwords incorporating symbols (e.g., @, #, ! , $) along with letters and num-
bers were rated as high complexity.

Uniqueness Across the Three Entries - If a participant reused the same password
across multiple accounts, their password set was rated as low security.

If passwords shared similarities (e.g., variations of the same word), they were
rated as moderate security.

If all three passwords were distinct and unpredictable, they were rated as high
security.

Realism and Predictability - passwords using common words, personal names,
or dictionary phrases were marked as predictable and weak.

25



Passwords using random character sequences or generated pass-phrases were
rated as strong and difficult to guess. Below Table 3 illustrates the evaluation

process.

Table 3 Evaluation Criteria for Password Strength

(Based on use of special
characters, numbers,

Criterion Description Example

Short (<8 chars): weak | Weak: pass7
Length Medium (8-12 chars): | Moderate: Pass1234

moderate
Long (>12 chars): | Strong: MyPass-
strong. word123!
Lowercase only: low | Low: password
complexity

Complexity

Numbers/caps: moder-
ate.

Moderate: Password1

Uniqueness Across En-
tries

across accounts: low se-
curity.

capital letters.) Symbols + letters + | High: P@ssword!
numbers: high com-
plexity
Reused passwords | Low: passwordi23 used

multiple times

Similar passwords (var-
iations): moderate se-
curity.

Moderate:pass-
word123, passwordi24

Distinct, unpredictable
passwords: high secu-
rity.

High:p@ssWordi!,
Myp@ss2#, Secr3t!

Realism and Predicta-
bility

Common words, names,
dictionary phrases: pre-
dictable and weak.

Weak:John1234

Random sequences or
generated passphrases:

Strong: 'voX@8qRtZ
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strong and difficult to
guess.

The average strength score for the intervention group was compared against the
control group to determine if cognitive interventions (breathing exercises) had
an impact on password security behavior.

Summary Statistics

The password creation task revealed significant differences in security behaviors
between the experimental and control groups. Participants in the experimental
group, who underwent cognitive interventions, demonstrated a higher level of
password security compared to the control group. On average, passwords creat-
ed by the experimental group were 13.2 characters long, whereas the control
group's passwords averaged 8.9 characters, indicating a preference for longer
and stronger passwords among those who received the intervention. Additional-
ly, 84% of passwords generated by the experimental group contained a combi-
nation of symbols, numbers, and capital letters, compared to only 57% in the
control group, suggesting improved adherence to cybersecurity best practices.
Moreover, 92% of participants in the experimental group created unique pass-
words for all three accounts, whereas only 68% of control group participants did
so, highlighting the positive effect of cognitive interventions on password
uniqueness and security awareness. These findings support the hypothesis that
short-term cognitive exercises enhance users' ability to implement stronger cy-
bersecurity measures in everyday digital interactions.

4.3 Influence on Risk Evaluation

The SLR (Sanchez-Garcia et al., 2022; Seki et al., 2023) established that high
cognitive load and emotional dysregulation reduce users' ability to detect phish-
ing attacks. Mindfulness was identified as potentially beneficial, but prior studies
mostly showed correlational results without intervention testing.

The survey experiment demonstrated that participants in the intervention group
detected phishing emails and suspicious links with significantly higher accuracy
(89% and 85% respectively) than the control group (64% and 61%).

These findings provide experimental support for mindfulness based or focused-
attention interventions improving risk perception and decision-making in cy-
bersecurity contexts.

The risk evaluation task demonstrated a clear difference in cybersecurity aware-
ness between the experimental and control groups, further supporting the im-
pact of cognitive interventions on user behavior. Participants who underwent
cognitive exercises successfully flagged phishing emails with an accuracy rate of
89%, compared to only 64% in the control group, indicating a heightened ability
to recognize deceptive email content. Similarly, the experimental group correct-
ly identified suspicious URLs in 85% of cases, while the control group achieved
a lower accuracy of 61%, suggesting that cognitive interventions helped partici-
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pants detect fraudulent web links more effectively. Overall, the average response
accuracy across all risk scenarios was notably higher in the experimental group
(87%) than in the control group (63%), reinforcing the hypothesis that brief cog-
nitive exercises improve users' focus, decision-making, and ability to recognize
security threats in digital environments. These findings highlight the potential of
integrating cognitive interventions into cybersecurity training to enhance user
vigilance and protection against cyber threats.

By combining the theoretical insights and identified gaps from the SLR with the
empirical evidence from the survey, this study confirms:

« Cognitive interventions can effectively reduce cognitive overload and enhance
attention, leading to stronger password practices.

« These interventions also improve users’ situational awareness and threat de-
tection capabilities during risk evaluation.

« The synergy between existing knowledge and new experimental results
strengthens the case for incorporating cognitive exercises in cybersecurity train-
ing programs.

Thus, the study answers the main research question by demonstrating that

short-term cognitive interventions are a practical and effective tool to improve
user security behaviour across multiple critical domains.
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5 Discussion

The results of this study provide compelling evidence supporting the role of
short-term cognitive interventions, particularly focused breathing exercises and
a brief cybersecurity awareness session, in improving user behaviour related to
password creation and risk evaluation tasks. These findings contribute to the
growing body of research exploring how cognitive science can inform cybersecu-
rity practices, especially in addressing the human element of security.

5.1 Interpretation of Results

The significant improvement observed in the experimental group is consistent
with previous research that links cognitive interventions to enhanced decision-
making and emotional regulation (Seki et al., 2023; Andrade & Yoo, 2019). By
focusing on simple, quick mindfulness exercises such as focused breathing, par-
ticipants were able to reduce cognitive overload, enhance their focus, and make
more informed decisions when it came to identifying suspicious links or creating
strong passwords.

One of the most noteworthy outcomes of the study was the password creation
task, where the experimental group showed a marked improvement in creating
more complex passwords compared to the control group. This result under-
scores the importance of cognitive control in cybersecurity practices. Cognitive
barriers, such as forgetfulness and cognitive inertia, often lead to weak password
creation (Lahza & Alsamani, 2024). The focused breathing exercise appears to
help participants overcome these barriers by improving their ability to concen-
trate and engage in more thoughtful decision-making, even in mundane tasks
like password generation.

The risk evaluation task also demonstrated clear benefits for the experimental
group. Participants who underwent the cognitive intervention displayed height-
ened sensitivity to phishing attempts and were more accurate in flagging suspi-
cious emails and URLs. This suggests that even brief cognitive interventions can
improve users' ability to identify common cybersecurity threats, which are often
exploitative of human vulnerabilities rather than technical gaps. This aligns with
findings from Moustafa (2022) and McCrohan et al. (2010), who emphasized the
importance of attention and cognitive processes in cybersecurity decision-mak-
ing.

5.2 Practical Implications

The practical implications of this study are significant for the design of future
cybersecurity training programs. The findings suggest that integrating short,
easily implementable cognitive exercises, such as focused breathing, can be a
cost effective and scalable way to improve user security behaviours. As most cy-
bersecurity breaches are due to human error, enhancing individual decision-
making could substantially reduce vulnerabilities in digital systems.

Organizations and educational institutions could incorporate these exercises

into their cybersecurity awareness programs to better prepare individuals to
handle cybersecurity threats. Given the simplicity and low resource requirement
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of cognitive interventions, these could be easily adopted in both online and of-
fline training environments.

5.3 Limitations

Despite these promising results, several limitations must be acknowledged. First,
the study was conducted in a controlled offline setting, which may not fully rep-
licate the distractions and pressures of the real world digital environment. Fu-
ture research could explore the efficacy of these interventions in more natural-
istic settings, such as online training modules or as part of everyday digital inter-
actions.

Additionally, the study focused on cognitive intervention such as focused breath-
ing only. While these interventions were chosen based on existing research that
suggests they improve focus and emotional regulation, other techniques, such as
cognitive-behavioural approaches or attention training, could also be explored
in future studies. Comparing the effectiveness of different interventions would
provide a more comprehensive understanding of how cognitive strategies can be
integrated into cybersecurity practices.

The study also relied on self reported data for the risk evaluation task, which may
have introduced some bias in the participants assessments of phishing emails or
suspicious links. Future studies could consider incorporating objective
measures, such as time-to-detection or eye-tracking, to more accurately assess
participants decision-making processes.
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6 Conclusion

This study aimed to explore the effectiveness of short-term cognitive interven-
tions specifically focused breathing exercises and brief cybersecurity awareness
training in improving participants cybersecurity behaviours, particularly in the
areas of password creation and risk evaluation. The results of the study provide
valuable insights into how cognitive science can inform cybersecurity practices
and contribute to reducing human errors, which are the leading cause of security
breaches in today’s digital world.

The study successfully addressed all the research questions posed. It demon-
strated that short-term cognitive interventions, such as focused breathing exer-
cises, significantly improve users’ ability to create stronger passwords and en-
hance their awareness and behaviour when assessing cybersecurity risks like
phishing attacks. These results highlight the effectiveness of cognitive techniques
in promoting safer security practices and confirm their potential as practical
tools for improving user cybersecurity behaviour.

Participants who engaged in the brief focused breathing exercise showed a
marked increase in the strength and complexity of their passwords. This result
aligns with prior research by Lahza and Alsamani (2024), which highlighted how
cognitive inertia, forgetfulness, and mental fatigue often lead users to create
weak or reused passwords. By enhancing participants’ ability to concentrate and
engage in more thoughtful decision-making, the focused breathing intervention
effectively mitigated these conitive barriers, leading to more secure password
creation.

The risk evaluation task, which involved identifying suspicious emails and phish-
ing attempts, also revealed significant improvements in the expermental group.
This is consistent with findings from Seki et al. (2023), who established that
mindfulness could enhance emotional regulation and decision-making. The re-
sults suggest that even brief cognitive interventions can improve users ability to
detect common cybersecurity threats, which are often based on psychological
manipulation rather than technical vulnerabilities.

These findings have important practical implications for cybersecurity training
programs. Since human error remains a critical factor in most cyberattacks, in-
tegrating cognitive interventions such as focused breathing exercises into train-
ing programs could significantly enhance user behaviour. The simplicity and
brevity of such exercises make them highly adaptable to a wide range of settings,
from corporate training to educational programs. Given that cybersecurity
threats, such as phishing and password vulnerabilities, rely heavily on human
factors, improving cognitive control and decision-making processes in users can
help mitigate these risks.

Moreover, this study adds to the growing body of literature on the intersection
of cognitive science and cybersecurity. This research, therefore, fills a critical gap
by providing experimental evidence that short cognitive interventions can have
a tangible impact on improving user security behaviours.
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In conclusion, the results highlight the potential of cognitive interventions to re-
duce the cognitive barriers that often lead to poor cybersecurity practices. By in-
corporating such interventions into cybersecurity training programs, organiza-
tions and individuals can enhance their ability to make more secure decisions,
ultimately reducing the risk of cyberattacks. These findings represent an im-
portant step forward in integrating cognitive science into cybersecurity practices
and underscore the need for future research to explore and refine these interven-
tions further.

6.1 Ethical, Societal, and Scientific Impacts

This study carries several important implications across ethical, societal, and sci-
entific domains. Ethically, the research promotes user empowerment by focusing
on cognitive interventions that help individuals make better informed security
decisions, rather than relying solely on restrictive or punitive security policies. It
respects user autonomy and mental well being by offering supportive techniques
like mindfulness and focused breathing, which are non-invasive and accessible.
Societally, enhancing cybersecurity behaviour through simple cognitive exer-
cises has the potential to reduce the frequency of data breaches caused by human
error, thereby protecting individuals' privacy and reducing financial and emo-
tional harm associated with cybercrime. This is especially relevant in an increas-
ingly digital world where users of all ages interact with online systems daily. Sci-
entifically, the study bridges the gap between cognitive science and cybersecurity
by empirically testing how mental interventions influence digital behaviour. It
contributes to the growing field of human-centered cybersecurity by offering ev-
idence-based strategies that can be further explored and refined. The integration
of survey data and systematic literature insights ensures both practical relevance
and a strong theoretical foundation, supporting the advancement of interdisci-
plinary research.

6.2 Future work

Future research should explore the long term effects of cognitive interventions
on cybersecurity behaviour, as this study focused only on short term improve-
ments. Building on findings from both the survey and the systematic literature
review, future work can examine how different types of cognitive techniques such
as mindfulness, attention control, and emotional regulation compare in effec-
tiveness across varied cybersecurity tasks. Additionally, expanding the research
to diverse populations and digital contexts will help test the generalizability of
these findings. Personalization of interventions based on user traits, as suggested
in the literature, presents another promising direction. Integrating these cogni-
tive strategies into real world security training programs, possibly in combina-
tion with gamification or behavioural nudges, could enhance user engagement
and long term retention of secure practices.
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Appendix — Survey

Cybersecurity Behavior Study —
Participant Form

SECTION A: Infoermed Consent Form
Title of Study: The Impact of Short-Term Cognitive Interventions on Cybersecurity Behavior

Reszearcher:

Institution:

Purpose:
This study explores whether a short breathing exercise can improve decision-making in
cybersecurity tasks (like password creation or spotting phishing risks).

What You'll Do:

- Create sample passwords.

- Evaluate 5 cybersecurity scenarios.

- Optionally perform a short breathing exercise.
- Fill out a brief feedback form.

Rights:

- Participation is voluntary.

- You may withdraw at any time.

- No personal data will be collected.
- All responses are anonymous.

Consent:

[11have read and understood the study information.
[11 veluntarily agree to participate.

[11understand I may stop at any time.

11 understand my data will remain anonymous.

Participant ID:

Participant Signature:




SECTION B: Main Task Sheet
Participant 1D:

Group: [1 Control [1 Experimental

Part 1: Password Creation Task
Please write a password you'd realistically use for the following accounts:

1. Online Banking Account
Password:

2. University/School Portal
Password:

3. Social Networking Site
Password:

Part 2: Risk Evaluation Scenarios
Instructions: Read each scenario. Then answer:

- Q1: Is this a security risk? [Yes/No)

- Q2: What would you do?

*  Scenario 1 - Email from your bank saying: 'Urgent: Verify your account immediately!'
[1Yes [1No

What would you do?

*  Scenario 2 — Pop-up says: "Your browser is out of date. Click here to update.’
[0 Yes [1No

What would you do?

*  Scenario 3 - Login screen appears similar to your university site but with a slightly
different URL.

[ Yes [ No



What would you do?

* Scenario 4 - Social media message: "Check out this video I made of you!" (with a link]

Yes [ No

What would you do?

* Scenario 5 - Online store offers 70% off if you provide full personal details immediately.
[l Yes [0 No

What would you do?

SECTION C: Post-Task Feedback Survey
1. How focused did you feel during the task? (1 = Not at all, 10 = Extremely)
010203040506 07080901 10

2. How stressed/distracted were you during the task?
0102030405060 70809010

3. (Experimental group enly): Did the breathing exercise help your focus?
1 Yes [1No [1 Not sure

4. If yes, how did it help?

5. How did you decide on your passwords?

6. What helped you assess the risk scenarios?

End of Form - Please return this to the researcher. Thank you!



