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Abstract

The increasing number of products with digital elements(PDE) has introduced several challenges
in both industry and consumers as well as highlighted the importance of cybersecurity, The EU “s
answer to this challenge is introducing new legislation namely the upcoming Cyber Resilience
Act (CRA). The nature of this horizontal cybersecurity regulation poses challenges for manu-
facturers to navigate these legislative requirements into actionable steps. The goal of this thesis
is to address this gap by developing a structured implementation guide for the CRA utilizing
Design Science Research (DSR). The steps taken during the DSR included iterative develop-
ment and validation of the implementation guide, incorporating feedback from stakeholders, and
conducting evaluations in cooperation with industry partners. The resulting structured guide
presents manufacturers with activities and tools to perform them covering different aspects of
the CRA including five major areas: applicability and categorization of PDE, risk assessment,
implementation of secure by design and by default PDEs, vulnerability management, conformity
and maintenance during the PDE’s lifecycle. The designed guide incorporates established stan-
dards such as ETST EN 303 645 and ISA /TEC 62443 4-1 to ensure alignment with internationally
recognized standards and best practices. The results align and complement existing literature
that emphasizes the necessity of practical tools and frameworks to bridge the gap between reg-
ulatory requirements and implementation. This study contributes to the field by providing a
validated tool that can be used by practitioners for following CRA. The practical aspects of the
implementation guide aim to address a gap in the field by providing insights into the CRA and
upcoming trends in cybersecurity, thus the findings contribute to both academia and industry
by presenting a resource for navigating the CRA.

keywords: Cyber Resilience Act, CRA, EU Cybersecurity Legislation, Design Science Research,
Cybersecurity Standards, Implementation Guide, Products with Digital Elements, IoT Security,
Risk Assessment, Digital Product Security, EU Regulations, Vulnerability Management, Secure
Software Development
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1 | Introduction

In recent years, the digital transformation of both society and industry has brought major ad-
vances as well as convenience for both manufacturers and homeowners, however, this trans-
formation has brought complex security challenges. The use of digital devices has become an
integral part of day-to-day life as well as industrial processes, therefore assuring their security is
paramount. Acknowledging this vital importance of cybersecurity The European Union(EU) is
introducing the Cyber Resilience Act(CRA) in order to establish a framework for cybersecurity
requirements of digital devices. The act aims to address the inherent vulnerabilities in digital
products and protect both consumers and businesses from escalating cyber-attacks and threats.
The CRA aims to harmonize the cybersecurity standards across the EU and set a precedent for
global cybersecurity practices as well as reinforcing the EU’s leadership in this domain (Mueck
et al., |2023; Rosager Ludvigsen & Nagaraja, [2022)).

1.1 Background to the Topic

The digital era has led to a rapid increase in devices with digital elements, leading to a rise in
cybersecurity attacks in both digital homes and industries. The Internet of Things (IoT), along
with Industrial IoT’s importance for our day-to-day work and life highlights the need for cyberse-
curity standards and regulations in order to mitigate the threats of cyber attacks. In addition to
that, cyber-attacks are becoming more sophisticated, targeting vulnerable consumer and indus-
trial digital products. Notable cyber attacks in recent years have affected various sectors, such
as healthcare, finance, and even critical infrastructure, which have led to both economic losses
and disruptions in the operational lines. One example of that is the Log4Shell vulnerability in
the Apache Logd4j library which in 2022 exposed numerous systems to exploitation, showcasing
the critical need for robust cybersecurity measures to protect our digital lives (European Union
Agency for Cybersecurity (ENISA), 2023).

In response to this increasing threat landscape, the EU launched the CRA proposal, aimed
to increase cyber resilience across the member states. The CRA’s goal is to establish a compre-
hensive framework for cybersecurity requirements for products with digital elements in order to
ensure they meet a robust set of security standards (Chiara, |2022b). This way by harmonizing
cybersecurity standards across the EU, the CRA will increase the cooperation between EU coun-
tries, allowing for more effective risk assessments, vulnerability handling, and security controls
implementation in products (Chiara, 2022a)).

The proposed CRA will have a broad scope that covers a wide range of digital products from
consumer electronics to critical infrastructure. In addition to that, it will require manufacturers
and developers to follow a set of essential cybersecurity requirements, as well as perform risk
assessments, and provide security support during the product lifecycle. Some of these security
controls will include secure software development, regular security updates and vulnerability



handling/management processes, as well as providing end-users with detailed information about
the cybersecurity features and posture of the devices they are buying. In addition to that, the
act will introduce a framework for market surveillance and will impose penalties and fines for
non-compliance (Rosager Ludvigsen & Nagaraja, 2022).

1.1.1 Research Problem and Description

The upcoming CRA is a major advancement in cybersecurity legislation, whose implementation
will present quite a few challenges for companies developing digital products. One of the main
challenges lies with translating the legislative language that the act is presenting as well as the
number of broad requirements in the CRA into a set of specific, actionable practices that can be
integrated and used into the product development and maintenance processes by developers and
manufactures. Both manufacturers and developers must deal with the complexities of time-to-
market pressures, and competition, and continue to introduce innovation while also complying
with these comprehensive cybersecurity requirements. This points to a vital gap in understanding
how to effectively implement these requirements without compromising operational efficiency or
reducing innovation (A. Eckhardt & Kotovskaia, [2023). For example, small and medium-sized
enterprises (SMEs) often struggle with the resources and knowledge of compliance that may
expose them to penalties and fines (Brodin, 2019). The lack of harmonized standards further
complicates the implementation process since the CRA harmonized standards are currently being
developed. The lack of harmonized standards creates uncertainty and inconsistency across the
industry. In addition to that, it is estimated that 90% of the digital products that fall within
the act and are not in the critical or important categories, will not be required to follow the
harmonized standards directly in order to achieve compliance and will require only self-assessment
(Digital SME Alliance, [2024)). This makes it crucial for manufacturers to have a comprehensive
guide on how to follow and comply with the CRA. Such a guide will ensure that manufacturers
and developers of products understand the necessary steps needed to align with the CRA. If
addressed this gap, will assist not only in complying with the act but also in increasing the
security posture of digital products placed on the EU market. Therefore the need for a structured
and clear approach to guide manufacturers in meeting the CRA is vital.

1.1.2 Research Aim and Research Questions

This study’s goal is to develop a structured implementation guide that aligns with the require-
ments outlined by the CRA. This will provide manufacturers with a practical approach to follow
the act and ensure their products meet the requirements outlined in it. This guide can serve as a
tool to facilitate compliance, ensuring that products with digital elements are not only secure but
also follow cybersecurity standards established by the EU under the CRA. The study involves
examining the outlined guidelines in the regulation and interpreting them within the context
of product development and management. Additionally, this research focuses on designing a
structured guide that translates these requirements into practical steps and processes, empha-
sizing feasibility and efficiency. In addition to that, the need for tolls to support this practice is
recognised to increase efficiency and assist practitioners therefore some essential tools, standards,
frameworks, processes and best practices that can support manufacturers in the process will be
identified and recommended. To ensure the quality of the guide, it will be evaluated using em-
pirical research to ensure its applicability and effectiveness. The research questions guiding this
study are:



RQ1: How can a structured implementation guide be developed under the EU’s
Cyber Resilience Act to enable manufacturers to efficiently and feasibly ensure that
devices with digital elements meet the required cybersecurity standards?

RQ2: What are the essential tools, resources, and processes needed to guide man-
ufacturers in aligning devices with digital elements to the Cyber Resilience Act’s
standards practically and effectively?

This research aims to contribute to academic knowledge by offering a novel interpretation
and practical application of the new EU regulation and by addressing a current gap in the
literature on regulatory compliance in the digital and IoT domains when it comes to the CRA.
For the industry, this research will provide a vital guide for navigating the act, helping businesses
maintain market competitiveness and innovation while ensuring cybersecurity resilience.

1.1.3 Outline of the Thesis

The Introduction chapter provides the initial background and defines the research problem, aims,
and research questions. This chapter is followed by the Background - Literature Review where
the the existing literature is reviewed and the preliminary knowledge needed for the thesis is
presented. The text continues with defining and presenting an overview of the research method
used with the data collection and analysis techniques in Chapter 3 Research Method. The fol-
lowing chapter Implementation and Iterations outlines the design science research iterations and
presents the initial version of the artefact, demonstration and evaluations with the corresponding
data. The Results Chapter then goes into presenting the results of the research and the final
artefact and answers to the research questions. The results and their significance are then dis-
cussed in the Discussion chapter. Finally, the Conclusion summarizes the findings and presents
ideas for future research.



2 | Background - Literature Review

The Background and Literature Review chapter provides an in-depth overview of the necessary
concepts, regulations, and existing research relevant to understanding the EU’s CRA and its
implications for manufacturers of devices with digital elements. This chapter is structured to
give a comprehensive understanding of the cybersecurity landscape, the evolution of related
regulations, and the current state of research, forming the basis for developing a structured
implementation guide for the CRA.

2.1 Preliminaries

This section provides essential information and main concepts necessary to understand the con-
text of the study, including key concepts, regulatory frameworks, and standards.

2.1.1 Cybersecurity and Digital Elements

The digital era has brought a surge in devices with digital elements, leading to an increase in cy-
bersecurity risks. Digital elements refer to both hardware and software components that enable
devices to function and connect, often through the internet or a network. These devices range
from consumer electronics to critical infrastructure components, highlighting the widespread dig-
ital elements in modern life (like IoT devices, tablets, mobile devices and IToT devices) (Ammar
et al., 2018).

In analysing this wide area of devices cybersecurity emerges as a crucial component that
encompasses the measures and protocols designed to protect these devices from cyber attacks.
This importance of cybersecurity is highlighted even more by reflecting on the consequences of
cyber attacks, which can include data breaches, financial loss, and disruption of services. In this
context cyber resilience is the ability to prepare for, respond to, and recover from cyber-attacks,
ensuring that devices remain secure throughout the entire lifecycle (Linkov & Kott, [2019)).

The widespread use of devices with digital elements has transformed our lives but also ex-
panded the attack surfaces exposing us, our businesses and even governments to cyber threats.
From smart home products and wearables to industrial control systems and autonomous vehicles
where devices with digital elements are present and interconnected via networks, particularly the
internet, increases our vulnerability to cyber-attacks. Therefore security strategies must address
both the hardware and software components, in order to ensure that they are resilient against
the diverse set of threats like unauthorized access, data breaches, and malicious software (Lone
et al., 2023).



2.1.2 Evolution of Cyber Threats and Risks

The landscape of cyber threats has evolved significantly in recent years, thus becoming more so-
phisticated and diverse therefore an understanding of these threats is needed in order to develop
robust cybersecurity measures, as required by the CRA .

Key Trends in Cyber Threats: In the early years of digitization cyber threats involved basic
hacking and viruses that caused limited damage (Ammar et al., 2018). However as the internet
grew, financially motivated attacks such as online fraud emerged, targeting financial gain (Eu-
ropol, 2024)), in addition to that state-sponsored Advanced Persistent Threats (APTs) started
to emerge and utilize sophisticated techniques in order to steal sensitive information or disrupt
operations (Alshamrani et al., [2019). Moreover, ransomware attacks, like WannaCry, encrypt
data and demand ransom, causing significant disruption are becoming more and more common
(Europol, [2024). Furthermore, with complex systems supply chain attacks are becoming more
and more of an issue compromising products before they reach end users, affecting numerous
organizations (European Union Agency for Cybersecurity (ENISA), 2023).

Notable Incidents WannaCry (2017) was an incident that exploited a Windows vulnerability
to spread rapidly, affecting hundreds of thousands of computers globally (Mahmoud, 2023]). Not-
Petya (2017), was a destructive malware targeting Ukrainian infrastructure and caused billions
in damages (Fayi, |2018). The SolarWinds (2020) supply chain attack embedded malicious code
in an IT management tool, compromising several targets (Alkhadra et al., [2021)).

The number and complexity of attacks have increased in recent years, with advanced techniques
bypassing traditional security measures that have been used for years. In addition to that the
attack surface has expanded due to more connected devices and cloud services. Even more con-
cerning is the fact that cybercriminals have become more resourceful, well-funded, and organized
(Ferdous et al., 2023)).

2.1.3 Digital Elements, Technical Aspects and Security

When looking into devices we need to be able to define digital elements. When looking into
the CRA digital elements are defined by both hardware and software components that interact
together to provide functionality and connectivity.

Hardware Components

When looking into hardware components they are the physical parts of a device that are essential
for its operation. Key hardware elements include:

Microprocessors and Microcontrollers: These components execute instructions and manage
data processing therefore are vital for the functionality. Vulnerabilities in this area such as side-
channel attacks (e.g., Spectre and Meltdown) are significant concerns (Kocher et al., |2020; Lipp
et al., 2020). Secure Access Module (SAM) chips can be used to store cryptographic keys and
perform secure operations and must be protected against physical tampering and side-channel
attacks (Bai et al., [2022).

Memory: Volatile (RAM) and non-volatile memory (ROM, flash storage) are critical for data
storage and processing. Security measures like memory encryption and secure access controls
are essential to prevent unauthorized data access (Chang et al., 2022).

Communication Interfaces: Interfaces such as USB, Bluetooth, Wi-Fi, and Ethernet enable
device connectivity and must be secured to prevent unauthorized access and data interception
(Gupta & Singh, 2021)).

Sensors and Actuators: Sensors collect data from the environment, while actuators perform
physical actions and are common in IoT and IloT devices and protecting the integrity and



authenticity of their data is vital in order to prevent malicious manipulation (Ammar et al.,
2018|).

Software Components

In contrast the the hardware the software is the logical part and software components include
the operating system, applications, firmware, and various protocols that use and manage the
hardware to provide user functionality. Some key components are:

Operating Systems (OS): The OS is essential to managing hardware resources and provides
a platform for the applications running on the devices. As OS is en vital component securing
the access control and regular patching are of high priority for protecting against vulnerabilities
(Oorschot, [2020]).

Firmware: Firmware controls hardware components and is historically been less frequently
updated, therefore secure firmware updates and integrity checks are crucial for securing IoT
devices (Marchand et al., [2023)).

Applications: They normally contain the main functionality and features and are susceptible
to attacks like SQL injection and cross-site scripting (XSS). For this application secure coding
practices and regular security testing are necessary to mitigate these risks (Anis et al., 2018]).
Communication Protocols: Protocols like HTTP and MQTT, HTTPs manage data exchange
between devices over networks. To protect this communication layer secure protocols are needed
including encryption, authentication, and integrity checks to prevent eavesdropping and data
tampering (Ahmed & Akhtar, 2021]).

Common Vulnerabilities in Digital Elements

Buffer Overflows: Occurs when more data is written to a buffer than it can hold, which can
lead to arbitrary code execution or other unexpected behaviour.

Injection Attacks: Such as SQL injection, this can happen when untrusted data is sent to an
interpreter as part of a command or query, allowing attackers to execute arbitrary commands or
get access to data (Tirronen, 2018).

Cross-Site Scripting (XSS): This is when malicious scripts are injected into web pages by
attackers (Anis et al., [2018).

Man-in-the-Middle (MitM) Attacks: Involves intercepting, reading and sometimes altering
communication data between two parties without their knowledge (Pingle et al., |2018]).

Security Measures

Knowledge of effective security measures is important in order to be able to protect against the
aforementioned vulnerabilities and protect components of devices with digital elements.
Secure Boot: Ensures that a device boots using only trusted software by verifying digital
signatures (Marchand et al., [2023]).

Encryption: Protects data at rest and in transit using cryptographic algorithms, ensuring
confidentiality and integrity (Kiramat, 2019).

Access Control: Limits access to resources based on the principles like least privilege, role-
based access control (RBAC) and mandatory access control (MAC) (Leander et al., 2021]).
Regular Updates and Patching: Keeping software and firmware up to date is crucial for
mitigating known vulnerabilities. (Marchand et al., [2023)).

Intrusion Detection and Prevention Systems (IDS/IPS): Monitor network traffic and
system activities for malicious behaviour, detecting and blocking potential threats in real-time
(Anis et al., |[2018]).



Security Testing: Regular security testing, including penetration testing and vulnerability
assessments, helps identify and mitigate potential security issues before they can be exploited
(Teerakanok et al., [2022)).

2.1.4 Cybersecurity Standards and Best Practices

This section outlines some of the cybersecurity standards and best practices:

ISO/IEC 27001: One of the most well-known and established standards for establishing infor-
mation security management systems (ISMS) in organisations. It provides a systematic approach
to managing sensitive information. ISO/TEC 27001 highlights the importance of risk manage-
ment, continuous improvement, and alignment with business objectives to protect information
assets (International Organization for Standardization, [2022)).

NIST Cybersecurity Framework 2.0: Developed by the National Institute of Standards and
Technology (NIST), this framework provides guidance for managing and reducing security risks
based on existing standards and best practices. The framework contains five core functions:
Identify, Protect, Detect, Respond, and Recover, as well as overhaul governance which provides
a strategic approach to managing cybersecurity risks (National Institute of Standards and Tech-
nology, [2022).

ETSI EN 303 645: A standard developed by the European Telecommunications Standards
Institute (ETSI) for cybersecurity in consumer Internet of Things (IoT) devices. The standard
establishes requirements and best practices for IoT for mitigating cybersecurity risks. Some prac-
tices include secure storage of sensitive data, secure communication, regular software updates
and others (European Telecommunications Standards Institute, [2020)).

ISA/IEC 62443: A series of standards for industrial automation and control systems (IACS)
security, This family of standards provides a framework to address and mitigate current and
future security risks and vulnerabilities in TACS. ISA/TEC 62443 series covers aspects such as
security requirements on the system level(62443 3-3), secure development process(62443 4-1),
security risk assessment (62443 3-2) and component security requirements(62443 4-2) that can be
used by a manufacturer to safeguard their digital products (International Society of Automation,
2022) .

ISO/IEC 29147:2018: This standard provides guidelines for managing and reporting vulner-
abilities in products and services. It highlights the importance of establishing a vulnerability
disclosure process and encourages collaboration between vendors and external parties such as
security researchers (International Organization for Standardization, [2018a)).

OWASP: The Open Web Application Security Project (OWASP) provides guidelines, tools,
and methodologies to improve the security of software. OWASP’s top ten list of web application
security risks is widely used as a benchmark for web security practices. OWASP project pro-
vides information and various support for secure coding practices, security testing, and threat
modelling and security frameworks to secure products (Lala et al., [2021]).

Secure Software Development Lifecycle (SDLC): Following a secure SDLC ensures that
security is integrated into every phase of software development, from planning and design to
implementation, testing, and maintenance. Some key practices in SDLC are threat modelling,
secure coding standards, static and dynamic code analysis, and regular security testing (Mi-
crosoft, 2024). Tools like SonarQube and Veracode can be utilized for static code analysis.
While secure coding guidelines (e.g., OWASP Top Ten, CERT Secure Coding) can improve
system quality while some IDE’s plugins for security (e.g., Snyk, Checkmarx), can assist with
discovering security vulnerabilities during the SDLC (Lala et al., [2021)). Security risk assessment
is a vital part of securing software with tools like OCTAVE Allegro, FAIR, and ISO/TEC 27005
standard assisting that process (Caralli et al., 2010]).



Regular Security Training and Awareness Programs: Promoting a secure culture in an or-
ganisation and providing training and awareness programmes allow employees to be more aware
and prepared to address security issues. Training normally covers topics like phishing, social
engineering, secure password practices, secure development, incident response and recognizing
security threats (Hu et al., [2021]).

Network Segmentation and Access Control: Network segmentation and strict access con-
trol can be vital for limiting the spread of malware and reducing the impact of security breaches.
(Leander et al., |2021)).

Regular Vulnerability Assessments and Penetration Testing: Performing regular vul-
nerability assessments and penetration tests can help with the identification of security issues
before they can be exploited by attackers. (Teerakanok et al., 2022).

Patch Management and Regular Updates: Keeping all software and hardware components
up-to-date with the latest security patches is vital for protecting against known vulnerabilities.
A good practice is to establish a secure automated patch management process (Marchand et al.,
2023)).

Data Encryption and Protection: Data protection is vital for any device and encrypting
sensitive data at rest and in transit can help against unauthorized access, data breaches and
tampering. A good way to do that is by using strong encryption algorithms and key manage-
ment best practices to ensure the confidentiality and integrity of data (Kiramat, 2019).
Multi-Factor Authentication (MFA): By implementation, MFA developers can add an extra
layer of security by requiring users to provide two or more verification factors to gain access to
a system or application protecting against unauthorized access (Jain et al., [2020)).

Security Information and Event Management (SIEM): SIEM systems help organizations
collect, analyze, and respond to security events in real-time. This type of solution can help
centralise the visibility of activities and can help detect and mitigate potential threats and solu-
tions such as Splunk, ArcSight, and LogRhythm should be used and utilized. (Miloslavskaya &
Tolstoy, 2019).

Endpoint Detection and Response (EDR): Implementing EDR solutions enhances the abil-
ity to detect, investigate, and respond to advanced threats with some tools providing continuous
monitoring and analysis of endpoint activities and behaviour detection (Arfeen et al., 2021)).

2.1.5 European Union Cybersecurity Landscape

In recent years the EU has been proactive when addressing both privacy and security by intro-
ducing various regulations and directives in order to protect consumers and businesses.
General Data Protection Regulation (GDPR): Enacted in 2018, GDPR introduced vari-
ous requirements for data protection and privacy and handling of personal data (Union, 2016b).
When introduced it required organizations to implement data protection measures and mecha-
nisms in their organisations and products, including introducing security controls such as data
encryption, access controls, and incident response plans. The introduction of these security con-
trols assured the safeguarding of personal data and also proved to be a milestone regulation for
privacy that is now recognised and followed by organisations worldwide (Brodin, |2019).
Digital Operational Resilience Act (DORA): This regulation will ensure that the finan-
cial sector can withstand, respond, and recover from information and communication technol-
ogy(ICT) threats. The act aims to achieve that by setting several requirements for network and
information systems security in companies that are operating in the financial sectors. In addition
to that it aims to set requirements for the critical third parties that provide ICT services for the
financial sector (Union, 2022¢)).

Network and Information Systems Directive (NIS Directive): The original directive was



introduced in 2016 (Union, [2016al) and was recently updated to NIS2 in 2022 (Union, 2022b),
this directive aims to enhance the security of the critical infrastructure sector by having various
measures for achieving a high common level of security of network and information systems.
The new directive that comes into effect at the beginning of 2025 will expand the scope of the
original directive, and it will introduce a more strict set of cybersecurity requirements and add
more sectors the the scope of the original act.

Radio Equipment Directive (RED): The 2014 directive (Union, [2014)), was expanded with
the 2022 Delegated Regulation (Union, |2022a), the expansion introduces three cybersecurity re-
quirements for radio equipment. The three requirements aim to secure devices under the RED
directive making sure that they do not harm the network or misuse resources, and protect pri-
vacy data as well as financial transactions. Radio equipment under RED will have to include
safeguards in order to protect from unauthorized access and data breaches and come into effect
in August 2025 with harmonized standards expected to be published in August 2024.

2.1.6 Regulatory and Compliance Landscape in Other Regions

The CRA is the first regulation that will affect all countries in the EU block, however, other
countries have also cybersecurity regulations on their own. The following regulations highlight
the global nature of cybersecurity challenges and the need for harmonized security standards
(Chiara, [2022a)).

United States: The Cybersecurity Information Sharing Act (CISA) and the California Con-
sumer Privacy Act (CCPA) are key regulations that cover cybersecurity and data protection.
CISA promotes the sharing of cybersecurity threat information between the government and
private sector, while CCPA grants California residents enhanced privacy rights and protections
(California Legislature, |2018} Department of Homeland Security, [2015]).

China: The Cybersecurity Law of the People’s Republic of China (CSL) applies requirements
on network operators regarding data localization and cybersecurity practices. It mandates that
critical data must be stored within China and requires the companies’ network, products and
services to undergo security reviews (National People’s Congress, [2017)).

Australia: The Security of Critical Infrastructure Act (SOCI) requires owners and operators
of critical infrastructure to follow specific cybersecurity measures. SOCI goal is to strengthen
the security and resilience of Australia’s critical infrastructure against cyber threats (Australian
Government, 2018]).

United Kingdom: The Product Security and Telecommunications Infrastructure (PSTI) Act
2022 presents a set of security measures for consumer smart products to protect against cyber
threats. The PSTI Act requires manufacturers to implement baseline security requirements,
such as unique default passwords and vulnerability disclosure policies, to improve the security of
connected devices (UK Government, 2022)).

2.1.7 The Cyber Resilience Act

The CRA (Parliament, |2024) is a comprehensive legislative proposal by the European Union de-
signed to enhance cybersecurity across products with digital elements. It represents a significant
move towards harmonizing cybersecurity requirements across member states.

Scope and Objectives

The act’s optimal goal is to establish a high level of cybersecurity resilience for products with
digital elements(PDE) when placed on the market and during their lifecycle. Once placed on
the market each PDE will contain a CE mark showing that they meet the minimum level of



cybersecurity set by the CRA. The act will cover both hardware and software products, as well
as remote data processing solutions that are essential for the PDE function. Some of the main
objectives can be summarised as follows:

Cybersecurity Requirements: Set of essential cybersecurity requirements for PDEs design,
development, production, and post-market maintenance.

Risk Assessment: Mandatory risk assessment is required to assess PDEs and choose appropri-
ate security controls and security levels.

Vulnerability Handling: Vulnerability management is required including a process for vulner-
ability handling, disclosure, reporting, patching and security updates.

Consumer Information: Manufacturers are required to provide clear information about the
cybersecurity features of their products, including technical information and risks.

Market Surveillance and Compliance: Introduces a framework for market surveillance to
monitor the compliance of companies and impose penalties.

The EU recognises the need for innovation and the role of open-source in it, therefore the act
exempts non-monetized free and open-source software from certain regulatory requirements, in
the cases when it is not part of a commercial activity. However, it is important to note that in
cases when open-source components are used and integrated into commercial products(PDE’s),
manufacturers need to ensure that they comply with the act. A new form of attestation will be
developed to assess the security handling of an open source project and a new role of an open
source stewart is defined. The act clarifies that supporting open-source projects, and activities
such as hosting and managing development platforms for open-source, does not apply the same
obligations on open-source software stewards as for manufacturers, providing a safeguard for the
open-source community by not adding burdens.

In addition to open-source distinction, the CRA presents categorizations of PDEs by grouping
them into four classes based on the risk. The CRA tried to align its categorization with NIS2 in
order to synchronize the legislation.

e Default Class: The first so-called default class will cover the majority of PDEs (esti-
mated at approximately 90%) (Digital SME Alliance, 2024). These products have basic
cybersecurity requirements to ensure their cybersecurity level meets the risks and are re-
quired to undergo only self-assessment(Internal Control (Module A)) to ensure they meet
the essential security requirements and have the proper technical documentation.

e Critical Products with Digital Elements: This category of products is synchronised
with NIS2 and covers systematically important products like hardware security modules,
and smart cards. They require mandatory EU certification(Full Quality Assurance (Module
H) requires manufacturers to operate an approved quality system for design, development,
and vulnerability handling, with ongoing surveillance to ensure compliance).

e Important Products with Digital Elements - Class I: The products in this category
have security-related functionalities or perform functions that present a significant risk, ex-
amples are smart home products(like smart locks), VPNs, and endpoint security solutions.
The products here are required to comply with standards(Type (Module C) to ensure that
production matches the approved type and meets the essential requirements by following
harmonized standards) or to undergo third-party assessment in order to comply with the
CRA( EU-Type Examination (Module B) involves evaluation of the product’s technical
design and vulnerability handling processes by third-party).

e Important Products with Digital Elements - Class II: These products present a
higher cybersecurity risk compared to Class I examples are firewalls, IDS and they have to
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undergo stricter conformity assessment procedures by third parties( EU-Type Examination
(Module B) involves evaluation of the product’s technical design and vulnerability handling
processes by third-party) to meet this third party assessment harmonized standards should
be followed.

It is worth noting that some devices will fall out of the scope of the CRA. Such devices are
PDEs that fall within sectors that are already regulated by other regulations. PDEs classified
as aviation, in-vitro equipment, automotive, marine and device for the defence sectors will be
excluded as well as medical devices. Out of scope is also purely software as a service(SaaS)
products.

Detailed Requirements and Guidelines

This section looks into the requirements of the CRA by grouping them into several categories.

Design and Production: One of the main requirements of the CRA is that PDEs must be
designed, developed, and produced to meet the appropriate level of cybersecurity depending on
the risks. This is done by implementing risk-based design principles that can help ensure PDEs
are without any known exploitable vulnerabilities before they are placed on the EU market.
Additionally, PDEs must come with secure by default configurations, as well as the possibility to
change those by end-users if necessary or required. An important part of the design is the need
to integrate functionality for security updates thus addressing vulnerabilities in a timely manner
once on the market. Where possible the updates should be automatic and automated with an
opt-out option for the end user. In addition to that security controls addressing unauthorized
access and access control systems need to be present. The essential requirements address also the
classical part of confidentiality and integrity of data suggesting the use of encryption following
best practices in addition to other technical means. Finally, the intended purpose of the product
should be considered and data minimization applied as well resilience and availability with PDEs
must maintain essential functions even after a security incident whenever possible. The design of
the PDEs should consider and limit the attack surface and mitigate the impact of exploitation.
Furthermore, end-users should be able to permanently remove all data and settings from the
products in a secure way.

Vulnerability Handling and Disclosure: When placing a PDE on the market manu-
facturers are required to identify and document vulnerabilities in their products, by creating a
detailed software bill of materials (SBOM) that helps in tracking and managing potential se-
curity issues. In addition to that vulnerabilities when found need to be addressed in a timely
manner and security updates are provided ideally separately from functional updates, with se-
curity updates being distributed in a secure manner. The security updates should be free except
if not agreed otherwise. Manufacturers are also required to provide information when they fix
and vulnerability including the fix information, impact, description and remediation details to
users. In addition to that regular security testing is vital for continuously assessing the secu-
rity postures of PDEs and manufacturers are required to carrier out this assessment. Finally,
a coordinated vulnerability disclosure policy is required to establish a process for reporting and
managing vulnerabilities. This policy should establish a process for the sharing of information
about potential vulnerabilities and provide a contact address for reporting issues.

User Information and Instructions: Each PDE placed on the market must be provided
with a number of documents including the manufacturer’s contact details and a single point
of contact for reporting vulnerabilities, as well as the product’s intended purpose and security
environment expected to run in. In addition to that user manuals(for use, installing updates,
decommissioning etc.) and technical documentation need to be provided. This ensures that users
have a clear and direct way to communicate security issues.
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Technical Documentation and Declarations: There are several documents that need to
be present as defined by Annex VII, including general description, intended purpose and SBOM.
In addition to that information about the design, development and production process needs to
be presented as well as the vulnerability handling process. This documentation must also provide
the cybersecurity risks assessment and demonstrate how the product complies with the essen-
tial requirements. Additionally, a list of applied harmonized standards and test reports should
be included, along with the EU Declaration of Conformity, outlined in Annex V. This declara-
tion must include detailed information such as product identification, manufacturer details, and
statements of compliance with relevant standards. There is also a provision for a Simplified EU
Declaration of Conformity (Annex VI), which provides a format for a reduced declaration with
a reference to the full-scale declaration which should be available online.

Implementation Timeline

The CRA sets a transitional phase and two phases for implementation timelines in order to
give manufacturers adequate time to comply with the new regulations. The Act will come into
full effect 36 months after its publication, with the first set of requirements for vulnerability
management becoming applicable 21 months after publication. The rest of the requirements will
come into effect 15 after the vulnerability management. The goal is to allow manufacturers to
adjust their processes and ensure compliance with little disruption. The CRA is expected to be
approved in the final stage fall of 2024.

Importance and Impact

The act is a pivotal regulation for the EU. It is setting uniform standards and requirements
that will enhance the overall cybersecurity posture of products placed on the EU market. The
regulation will affect all businesses that are involved in the development, manufacturing and dis-
tribution of PDEs and placing them on the EU market thus it will have a global impact on the
way PDEs are designed. The Act not only protects consumers and businesses but will increase
the in digital products, allowing for continued growth of the digital economy. With cyberse-
curity being integrated into the product lifecycle with detailed requirements for vulnerability
handling and consumer information, this law represents a comprehensive approach to addressing
the complex cybersecurity challenges of today’s interconnected world (Chiara, [2022b]).

2.2 Research Background

The CRA is an upcoming legislative act, and still a proposal being currently in the final stages
of adoption. Due to this, the amount of published academic research specifically focused on
the CRA is limited. However, insights can be drawn from related works on other cybersecurity
and privacy legislation including implementation challenges, tools, and other types of empirical
studies on compliance strategies in similar fields. This section presents the relevant literature to
provide an understanding of the existing research landscape for CRA. One of the main documents
highlighting the importance of existing standards and frameworks is the report by ENISA for
requirement mapping between the CRA and different standards such as the ETSI EN 303 645
and TEC 62443 4-1 and 4-2 and others (of Cyber Security, [2024)).
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2.2.1 Related Work on Cybersecurity Legislation Implementation

Translating regulatory compliance to actionable steps can be challenging and complex for com-
panies in addition the EU has started to transition from sector-specific security regulations to
horizontal comprehensive frameworks such as the CRA (Chiara, 2022a)). This highlights also
the growing recognition of the need for a more holistic approach to cybersecurity that can en-
compass a wider range of devices and sectors. In their work (Rosager Ludvigsen & Nagaraja,
2022) argue for the vital need for more clear, enforceable legal rules in cybersecurity that can be
comprehensive legislation covering all devices with digital elements highlighting the need for the
CRA. In addition to that they advocate for addressing cybersecurity the same way as physical
infrastructure, by pointing out the inherent risks of digital threats. In the work of (P. Eckhardt
& Kotovskaia, [2023), they explore the interplay between the CRA and other EU cybersecurity
regulations, such as the NIS2 Directive as well as manufacturers’ need to follow multiple regu-
lations and perform a complex due diligence in order to comply with overlapping regulations.
This interplay between the CRA and NIS2 emphasizes the need for harmonized standards and
compliance strategies that can assist manufacturers.

The are multiple standards that can be used and applied for securing digital products and
services. In the study of (Taherdoost, [2022)) they present a review of various standards such
as the ISO/IEC 27000 series, ISF Standard of Good Practice for Information Security, and
the TEC 62443 family of standards for industrial automation and control systems. With their
work, valuable insights are provided into different standards applications in different fields, as
well as helping organizations select the most fitting cybersecurity frameworks for their specific
requirements. However, it is also evident that there are challenges in implementing a universal
security standard (Taherdoost, 2022). However, conformity with regulations is essential and
conformity assessment is vital for ensuring compliance with regulations. This is highlighted by
(Mueck et al., [2023)) as well as the need for harmonized standards and a more robust certification
framework to address these interconnections within the regulations. A way to approach this is
using the template for an EU cybersecurity certification scheme for IoT proposed in the work
of (Khurshid et al., [2022). Their approach is to use a risk-based strategy for certification in an
effort to address the challenges of certifying IoT devices under the EU Cybersecurity Act. In
their work, they also point out the importance of harmonizing cybersecurity certification across
different IoT scenarios and jurisdictions.

An important aspect to consider is data privacy and the need for compliance with GDPR
and securing data. (Brodin, 2019) presents a framework for GDPR compliance which highlights
an approach to achieving compliance with GDPR. In addition to that, a cybersecurity maturity
assessment framework designed to help organizations evaluate their compliance with the NIS
Directive is presented by (Drivas et al.,|2020). Their framework provides a structured approach
to assessing cybersecurity maturity and identifying areas for improvement. Such a framework can
be adapted for CRA compliance, offering a systematic method for manufacturers to assess and
improve their cybersecurity posture and both these studies offer valuable insights for developing
similar tools for CRA compliance.

2.2.2 Challenges in Implementing the CRA

Implementing the CRA poses significant challenges for manufacturers as highlighted by (Schoo.,
2024)), primarily due to its broad scope and the requirement to integrate cybersecurity measures
at all stages of the product lifecycle. In addition to that companies need to balance compli-
ance with innovation, time to market, and competitive pressures. Another challenge identified
by (Mueck et al., [2023) is the critical role of conformity assessments and certification schemes.
They emphasize that developing robust certification frameworks and harmonizing standards are
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essential to facilitate compliance. These frameworks need to ensure that manufacturers can
demonstrate that they follow the CRA’s requirements effectively, which is crucial for market
acceptance and regulatory compliance. The evolving nature of cyber threats adds another layer
of complexity. Manufacturers must not only comply with current regulations but also anticipate
future threats and ensure their products can withstand evolving cyber risks. This requires a
proactive approach to cybersecurity, integrating advanced threat detection and response mech-
anisms into the product design and development processes. The lack of clarity in some areas
of the CRA presents additional implementation challenges. Manufacturers often struggle with
interpreting and applying broad legislative directives to their specific contexts. This ambigu-
ity necessitates the development of detailed guidelines and best practices to help manufacturers
understand and implement the CRA’s requirements effectively (Chiara, [2022b)). Furthermore,
the implementation of the CRA poses significant challenges for SMEs due to the comprehensive
nature of the act, the overhead that it will introduce, and the associated compliance costs. SMEs
often lack the resources and specialized knowledge required to meet the extensive cybersecurity
requirements this to a higher risk of non-compliance, which may result in financial penalties and
damage to reputation that SMEs cannot afford. The introduction of harmonized standards for
the CRA, can be beneficial for larger corporations, but can disproportionately affect SMEs by
creating a regulatory environment that is difficult to navigate (Schoo.,[2024)).

2.2.3 Empirical Studies on Compliance Strategies

A comprehensive framework for GDPR compliance developed using design science methodology.
is presented by (Brodin, 2019). The empirical evaluation of the framework in various orga-
nizational contexts demonstrates its effectiveness in achieving compliance, offering a valuable
reference for similar studies on CRA. The framework addresses SMEs and provides guidance
for implementing GDPR including activities such as GAP analysis and data inventory and risk
analysis, security measures and more.

In their work (Rizvi et al., 2020) highlight the necessity for new compliance standards specif-
ically tailored to IoT devices. Their empirical analysis highlights the shortcomings of traditional
IT compliance laws for the unique challenges posed by IoT security. They point out the need for
specialized compliance strategies that can address the distinct security requirements of IoT de-
vices by suggesting that a tailored approach to compliance can significantly enhance the security
and resilience of IoT ecosystems.

The study by (Markopoulou et al., |2019)) provides insights into the practical challenges of
implementing cybersecurity regulations in exploring the implications of the NIS Directive for
cybersecurity practices and presents the effectiveness of various compliance strategies by high-
lighting the importance of a comprehensive approach that addresses both regulatory requirements
and practical implementation challenges.

(Meagher & Dhirani, [2023) discusses the CYBER INTEL framework is designed to assist
manufacturers in aligning with cybersecurity regulations and improving cyber-resilience. Their
framework based on cybersecurity standards, regulatory compliance frameworks, and cyber-laws
and regulations aims to improve security posture, assist manufacturers and provide actionable
insights into the practical application of regulatory requirements. The study demonstrates the
effectiveness of structured implementation guides in helping manufacturers navigate complex
regulatory landscapes by addressing NIS2, NIST standards, GDPR and others.

In their paper, Schmitz-Berndt and Cole discuss the fragmented nature of existing EU cyber-
security regulations and propose a harmonized approach through the NIS 2.0 Directive and the
CRA. The paper highlights the internal market rationale for harmonization and the importance
of reducing complexity and aligning various sector-specific regulatory approaches to enhance
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overall cyber resilience in the Union (Schmitz-Berndt & Cole, 2022).

2.3 Gaps and Contribution to Research

The CRA represents a significant milestone in the EU’s legislative efforts to enhance cybersecurity
across the union. This section outlines the importance of this research, identifies gaps in current
knowledge, and articulates the motivation for conducting this study, including its anticipated
contributions to both academia and industry.

2.3.1 Gaps in Current Research

The CRA is a new regulation that is yet to be adopted this fall. With the first draft of the proposal
being published in September 2022, there are still no significant number of research articles
addressing the act itself therefore there are significant gaps in the current research regarding its
implementation. With the compliance clock starting to tick this fall when the text is adopted one
major gap seen is the lack of practical guidance on how manufacturers can translate the CRA’s
legislative requirements into actionable steps. In its text, the legislation sets out a broad set of
cybersecurity requirements on a high level but does not provide detailed instructions on how to
achieve them in practice. This gap can make it challenging for manufacturers to develop and
maintain secure products that meet the CRA’s standards (Schoo., [2024). In addition to that,
(Schmitz-Berndt & Cole, [2022)) highlights the fragmented nature of existing EU cybersecurity
regulations and proposes a harmonized approach through the NIS 2.0 Directive and the CRA.
However, his work does not address the practical aspects and leaves manufacturers without clear
guidance, which this study aims to address. Furthermore, there is limited empirical research on
the effectiveness of different compliance strategies. While there are various theoretical frameworks
and best practices for cybersecurity, there are no studies that examine these approaches in the
context of the CRA and its requirements. This lack of empirical evidence makes it difficult to
identify effective tools and processes for working with the CRA (Taherdoost, [2022]).

2.3.2 Contribution to Academia and Industry

This research aims to provide contributions to academia, by providing a novel interpretation of
the practical application of the CRA with a structured guide and with it addressing a critical gap
in the literature in the CRA area as well as in the area of regulatory compliance in the digital
and IoT domains. This is achieved by offering empirical validation of an implementation guide,
and with this, the research will provide knowledge and enhance the understanding of effective
strategies for following and compiling regulations and contribute to the broader areas of cyber-
security legislation. For the industry, this research will provide a needed resource for navigating
the CRA and its requirements. The structured implementation guide and recommended tools
will help manufacturers develop secure PDEs that meet the CRA’s standards allowing them to
be market-competitive and maintain innovation capabilities.
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3 | Research Methodology

This study uses a Design Science Research (DSR) methodology, which is a systematic approach
aiming at creating an artefact to solve an identified problem. The DSR methodology was chosen
for this study since the study seeks to bridge the gap between the legislative requirements of
the CRA and the need for a practical implementation guide by manufacturers of PDEs. By
adopting the DSR, this study aims to develop a practical implementation guide that can be
used by manufacturers to comply with the CRA. The DSR methodology not only supports
the creation of the guide but also ensures its continuous improvement through iterative testing
and evaluation phases, in that way aligning with both the research questions and the broader
objectives of enhancing cybersecurity resilience.

3.1 Research Design

DSR is an appropriate methodology for developing practical solutions to complex problems, as it
emphasizes the creation and evaluation of artefacts, such as models, methods, and frameworks,
to address specific issues. This study’s focus on developing a structured implementation guide
under the CRA therefore aligns well with the goals of DSR (Peffers et al., |2007)).

3.1.1 Justification for Using DSR

e Innovative Solution Development: DSR is particularly suited for developing innova-
tive, problem-solving artefacts. In this study, the artefact is the structured implementation
guide, aiming to be designed to be both theoretically sound and practically viable.

e ITterative Nature: The iterative nature of DSR allows for continuous refinement and
improvement of the guide based on feedback and evaluation, ensuring that it remains
relevant and effective in addressing the identified problems.

e Real-world Application: DSR emphasizes the application of research outcomes to real-
world problems, which is crucial for this study’s aim of providing a practical solution for
manufacturers to comply with the CRA.

3.1.2 DSR Process Overview
The DSR process includes the following stages as outlined by (Peffers et al., 2007)):

1. Problem Identification and Motivation: Aims to clearly identify the specific challenges
and complexities in implementing the CRA.
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2. Define Objectives for a Solution: This phase is establishing clear a measurable objec-
tives for the guide that aligns with the CRA’s requirements.

3. Design and Development: In this stage the development of the implementation guide
takes place through an iterative process, integrating theoretical models, legislative analysis,
and industry best practices.

4. Demonstration: Validating the guide’s applicability and effectiveness in a real-world
setting by demonstrating it and its functionality during the demonstration phase.

5. Evaluation: In this phase, the guide is assessed for effectiveness, efficiency, and applica-
bility using qualitative and quantitative methods.

6. Communication: Finally, the guide is effectively communicated as well as the research
findings, to both academic and industry partners.

This structured approach outlined above ensures that the developed CRA guide is tested and
refined, enhancing its relevance and effectiveness in meeting the research objectives. Each stage
feeds into the next providing clear structure and artefacts. In addition to that, the process has
an iterative nature allowing for continuous refinement and improvement of the artefact. The
iterative process allows also for the integration of empirical data as well as direct feedback by
practitioners ensuring that the guide remains both practically usable as well as theoretically
sound. Continuous improvement cycles of DSR help in ensuring continuous improvement and
relevance of the guide, directly addressing the research questions. In this research, the iterations
took place between the evaluation and development phases.

The DSR research flow of this study followed the model presented in Figure [3:1} This thesis
conducted two iteration cycles in total allowing for artefact refinement.

Problem Identification Research Problem

-

Define Objectives |— Research Aims
for the Solution

‘‘‘‘‘‘‘‘‘

Design and Evaluation

Development Feedback from Discussion
- Initial Artefact ~{Demon=tiation Observations, > Data Analysis(Thematic
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Figure 3.1: Design Science Research (DSR) Process Author’s own.

The Problem identification and Motivation phase of the research involves identifying the
specific challenges and complexities in implementing the CRA. As discussed in the introduction
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and research problem the primary challenge lies in translating the legislative language and broad
requirements of the CRA into specific, actionable practices that can be integrated into the
product development and maintenance processes. This phase is not part of the iterative cycles
and was covered during the thesis proposal and defining the research problem. The second phase
of the DSR Define Objectives for a Solution aims to establish a clear, research aims section of
the thesis it represents the set goals of the research and expected achievable objectives, therefore
this section is also not a part of the iterations.

The design and development phase starts the first iteration with activities such as document
analysis and structured literature review in order to gather data for the artefact. The process
integrates legislative analysis, and data from literature, standards industry best practices to
create the first version of the prototype artefact. The result of this phase is the first version of
the artefact. The next stage is the demonstration of the artefact which is aimed at validating
the guide’s applicability and effectiveness in a real-world setting. This was done by applying
the guide to a device with digital elements in collaboration with an IoT consultancy company
in a workshop including several practitioners. The goal was to demonstrate the guide in a real-
world setting and gather data in order to be able to evaluate the artefact. The outcome of this
phase was a conducted workshop and gathered feedback and evaluation data that can be used in
the next phase. The evaluation phase involves assessing the guide’s effectiveness, efficiency, and
applicability based on the gathered data during the demonstration. This involved analyzing both
qualitative and quantitative data from the workshop and questionnaire in order to evaluate the
artefact against the set evaluation criteria. The outcome of this phase is key findings and ideas
of areas for improvement. This phase concluded the first iteration cycle. The second iteration
cycle started from the design and development phase where the key findings were used to refine
the artefact. The second design and development phase concluded with a refined artefact. After
that a second demonstration phase started with a workshop in a similar manner as the first
demonstration workshop, in this phase the refined artefact was demonstrated and feedback data
was collected. The second evaluation phase included the evaluation of the artefact by analysing
the data of the workshop. Key findings were summarised and final refinement was conducted
finalising the second iteration. The final phase is the Communication of results which involves
communicating the research findings, the developed artifact and results to both academic and
industry stakeholders. This includes preparing academic reports(this thesis), presentations(with
industry partners), and making the artefact available online.

3.2 Data Collection

Data collection is a critical component of any research, it involves gathering both qualitative and
quantitative data to support the development, demonstration, and evaluation of the artefact in
the DSR.

3.2.1 Literature Review and Legislative Analysis

One of the main sources is the legislative text of the CRA as well as standards and reports.
Therefore this study used a selective literature review approach to gather data. This allowed
me to gather data sources in the form of CRA legislative texts, industry reports, and existing
compliance guidelines and standards. In addition to that, a structured literature review was
conducted in order to identify relevant academic publications, frameworks and guidelines that
can be used for the CRA(RQ2). This allowed us to gather data in order to construct the
artefact(RQ1) and then expand and refine it based on the feedback gathered. A document
review template was used for the data gathering (see Appendix .
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3.2.2 Observations via Workshops with Stakeholders

Workshops were conducted with stakeholders, including cybersecurity experts, developers and
project owners(PO). These workshops were crucial for gathering diverse perspectives and val-
idating the artefact as well as gathering feedback. The method here followed semi-structured
workshops to gather qualitative data from stakeholders by conducting observations, having dis-
cussions and conducting a questionnaire with each participant at the end of each workshop.
Each workshop followed an agenda (see Appendix [A.2.1]) with a discussion guide (see Appendix
and a questionnaire at the end (see Appen. An observation template was used
for noting observations during the workshop (see Appendix The questionnaire was a way
to collect individual feedback and address any group bias during the discussion and evaluation
of the workshop.

The workshops also included practical tasks on IoT devices. This was done by collaborating
with industry partners. The company is QRTECH AB situated in Mélndal Sweden. The com-
pany works as a consultancy and product development for customers. With projects from power
electronics to frontend and mobile development. This vast experience and their direct involve-
ment with multiple projects and a diverse set of customers from IoT and IIoT to automotive
makes them perfect for this study and gathering feedback from the expertise of their employees.
A collaborative project undertaken for the workshop consisted of an IoT product solution under
development which was used for the practical tasks of the workshop where participants had to
use the guide on PDE. The IoT device consisted of a hardware platform with embedded software,
communicating with a gateway which was a Raspberry Pi. The gateway function is to gather
data from several IoT devices and send it to the backend service. The end user communicates
only with the device via a Mobile App which also gathers data from backend services. This is
a common [oT solution architecture and was chosen with the industry partner to be able to see
the artefact capabilities on a common IoT solution that the engineers work with which is also
representative of multiple PDEs on the market.

3.3 Data Analysis

Data analysis involves interpreting and making sense of the collected data during the demon-
stration, in order to be able to evaluation of the guide.

3.3.1 Qualitative Analysis

Qualitative data from document analysis, workshops, and collaboration with the industry partner
were analyzed using thematic analysis. This approach allowed for the identification of patterns
and themes that informed the development and refinement of the guide. Data was coded using
a predefined coding scheme to identify recurring themes and patterns (see Appendix for the
Coding Scheme). The thematic analysis involved multiple rounds of coding and categorization to
ensure comprehensive coverage of the data (Braun & Clarke, |2006]) with the process broken down
in the appendix (see Appendix . This process included tasks such as familiarization with
the data, generating codes, searching for and reviewing themes related to the CRA’s context,
practical challenges, and user experiences (RQ1l and RQ2). The findings from the thematic
analysis were then used to refine the guide and address identified issues.
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3.3.2 Rationale for Thematic Analysis and Coding Scheme

The selection of predefined themes— Challenges, Solutions, Support Needed, Improvements, Us-
ability, and Effectiveness—was guided by established frameworks, practices, and recommenda-
tions in DSR and thematic analysis. These themes were central to evaluating the structured
implementation guide developed in this study, particularly in the context of the CRA.

Challenges This theme captures the difficulties encountered by practitioners when engaging
with the guide, a crucial aspect in iterative refinement processes emphasized by Peffers’s article
that this thesis uses for structuring the DSR process (Peffers et al., 2007). By identifying
challenges I allow for targeted improvements, ensuring that the guide evolves to better meet
user needs.

Solutions The Solutions theme documents strategies and actions taken to address the chal-
lenges identified. This aligns with Peffers’s study, which highlights the importance of problem-
solving in the development and refinement of DSR artefacts, ensuring that solutions are practical
and effective (Peffers et al., [2007)).

Support Needed This theme is essential for identifying gaps where additional resources or
guidance are necessary. It reflects the need for ensuring users have sufficient support to effectively
apply the artifact in real-world scenarios, a principle that can also be tied to the evaluation phase
in DSR (Peffers et al., |2007).

Improvements Continuous refinement is a key principle in DSR, making the Improvements
theme vital for capturing user feedback on how the guide can be enhanced. This theme directly
supports the iterative cycles of design and evaluation inherent in DSR, as discussed also by
(Peffers et al., |2007).

Usability Usability is critical for assessing how easily the guide can be understood and applied
by its users. Braun and Clarke’s (2006) thematic analysis framework supports the focus on
usability to ensure that the guide is practical and accessible to a wide audience (Braun & Clarke,
2006)).

Effectiveness Finally, the Effectiveness theme measures how well the guide fulfils its intended
purpose—enabling manufacturers to meet the CRA’s requirements. This theme is central to
evaluating the success of the artefact, as highlighted by Peffers’s work on DSR (Peffers et al.,
2007)).

The use of these themes allows the conduct of qualitative analysis on the data gathered
during workshops and enables a deeper understanding of the guide’s strengths and weaknesses
but also supports its iterative improvement, by allowing for the identification of key findings and
promoting improvement.

3.3.3 Quantitative Analysis

Descriptive statistics were used to analyze quantitative data collected from the questionnaire
responses of workshop participants. This analysis provided empirical evidence for the guide’s
effectiveness and identified areas for improvement. The main source for this was the questionnaire
responses. Questionnaire responses were summarised with descriptive statistics and the results
were compared against predefined evaluation criteria into a dataset (see Appendix for the
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Expected Evaluation Criteria), in order to see improvements and identify areas that need to be
refined. The predefined criteria for success presented in the Appendix were used as a benchmark
to evaluate the results of the questionnaire and evaluate the artefact by setting a clear set of
expectations from the start of the research. Expectation criteria are set for an average of 4 or
above(on a 1-5 scale with 1 being "Very Poor") in order to ensure that the artefact meets a high
standard of effectiveness and quality, aligning with the goal of achieving high results in both the
workshop outcomes and the implementation guide’s performance.

3.3.4 Rationale for Evaluation Criteria and Questionnaire Design

The evaluation criteria and questionnaire design are based on established principles in DSR and
best practices and are specifically tailored to the objectives of the thesis. By focusing on key
performance indicators such as clarity, usefulness, ease of use, and effectiveness, the evaluation
ensures that feedback directly contributes to the iterative improvement of the implementation
guide as well as complimenting and verifing the data gathered during workshops.

Questionnaire Design

The questionnaire was designed to gather structured and actionable feedback, focusing on both
general impressions and specific aspects of the implementation guide. It features clear and
concise questions to minimize misinterpretation and enhance the accuracy of the responses,
allowing for the collection of data that is directly relevant to the research objectives and allowing
for the evaluation of the artefact. The use of a Likert scale format is particularly effective in
capturing user attitudes and perceptions, offering an understanding of their experiences with
the guide (Likert, [1932)). By targeting key quality attributes and performance metrics such as
clarity, usefulness, and effectiveness, the questionnaire aligns with the study’s core goals, ensuring
that the feedback is both comprehensive and focused. This also allows for data triangulation
and verification of the data gathered during workshops, with individual questionnaires aiming
to offset bias from group thinking. This design, combined with a mix of general and specific
questions, ensures that the data collected is reliable and valid, providing a solid foundation for
the iterative refinement of the guide (Peffers et al., [2007).

Evaluation Criteria

The evaluation criteria were designed to measure the guide’s effectiveness and usability, focusing
on aspects that directly impact its real-world applicability. Each criterion aligns with DSR prin-
ciples, emphasizing iterative refinement through empirical evidence and stakeholder feedback.
Clarity of information is essential for ensuring that the guide is easily understood and action-
able, thereby facilitating effective communication with practitioners (Peffers et al., 2007). The
usefulness of the guide is another critical aspect of its adoption, measuring whether it meets user
needs for navigating the CRA and reflects its practical utility.

Ease of use is vital for the successful implementation and long-term sustainability of the
guide, as a user-friendly artefact is more likely to be integrated into regular practices (Peffers
et al., 2007)). In addition to that, the guide’s effectiveness in identifying and addressing compli-
ance issues is at most importance, as it evaluates whether the guide fulfils its primary purpose
(Peffers et al., [2007). The effectiveness of the artefact further evaluates whether the guide offers
practical, applicable advice in real-world scenarios. Overall satisfaction and the likelihood of
recommending the guide serve as indicators of its perceived value and impact, which are crucial
for broader dissemination and adoption (Peffers et al., [2007). Finally, detailed ratings of spe-
cific quality attributes such as clarity, usability, relevance, practicality, and comprehensiveness
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provide a way to assess the guide’s quality across vital quality dimensions, ensuring its overall
success. These quality attributes are vital as they directly determine the guide’s effectiveness
in real-world applications, ensuring it can be easily understood, applied, and adapted across
diverse organizational contexts. High ratings in these areas are crucial for achieving both im-
mediate impact and long-term utility, solidifying the guide as a valuable tool for sustained CRA
compliance.

3.4 Validity, Reliability and Ethics

One important concept of any research is ensuring the validity and reliability of the study is
crucial for establishing the credibility and rigour of the research. This section outlines the
measures taken to maintain high standards of validity and reliability throughout the research
process.

3.4.1 Validity

Validity refers to the extent to which the research accurately measures what it intends to measure.
This study follows Peffers’s methodology for DSR however in his study the notion of validity is
not defined and the need for a framework approach is highlighted Peffers et al., 2007, Due to the
lack of a defined validity framework in the original methodology article, this study follows the
proposed framework by Larsen (Larsen et al., 2020). In his research, Larsen proposes a three-
phase DSR framework that includes design antecedent validity, development and use context
validity, and design outcome validity. Fach phase aims to address different parts of the study’s
validity starting from the input to the design process in the first phase, internal design validity
in the second phase and the third phase addressing the utility of the artefact.

Design Antecedent Validity

Theoretical Congruence Theoretical congruence ensures that the research problem, objec-
tives, and proposed solutions are aligned with established theories and frameworks within the
domain of cybersecurity and regulatory compliance. In this thesis, the research problem was
identified based on a broad literature review that highlighted the gaps in current methodologies
for implementing the CRA. In addition to that the gap in the literature was highlighted by the
fact that the CRA is a new regulation not researched in detail. The design objectives for the CRA
implementation guide were formulated to directly address these gaps, ensuring that the guide is
theoretically sound and aligned with current academic, best practices, and industry standards.

Requirements Validity Requirements validity involves validating that the requirements iden-
tified for the design artefact accurately reflect the needs of stakeholders and are comprehensive.
In this research, the requirements for the CRA implementation guide were derived from an in-
depth analysis of the CRA’s legislative text, and existing cybersecurity standards, while the
refining requirements were gathered with feedback from industry stakeholders gathered during
workshops. This approach ensured that all relevant requirements were identified, making the
guide robust and practical for real-world application.

Development and Use Context Validity

Data Input Validity Data input validity ensures that the data used in the development of
the design artefact is accurate, relevant, and obtained from credible sources. For this thesis, data
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inputs were collected from reputable sources, including legislative texts, industry standards (such
as ISO/IEC 27001, IEC 62443 4-1 and 4-2, and ETSI EN 303 645), best practices (OWASP), and
empirical studies. Additionally, insights from industry professionals were gathered through work-
shops to validate the relevance and applicability of the data. This data collection process ensured
that the inputs used in the guide’s development were of high quality and directly applicable to
the problem at hand.

Internal Validity Internal design validity assesses whether the design of the artefact logically
and systematically addresses the identified problem and meets the established requirements. In
this research, the design process of the CRA implementation guide was carefully structured to
ensure that each component of the guide logically contributes to solving the identified problem
and addresses the CRA’s main areas when it comes to manufacturers’ needs. The iterative design
process allowed for continuous refinement based on feedback from demonstrations, ensuring that
the guide remains internally coherent and effective. Representational validity ensures that the
artefact accurately represents the theoretical concepts and practical requirements it is designed
to address. The CRA implementation guide was crafted to reflect the theoretical principles of
cybersecurity and regulatory compliance while addressing the practical requirements of manu-
facturers by using practices established in the literature and feedback from practitioners. The
guide’s content and structure were aligned with these principles, ensuring that it accurately
represents the intended solutions.

Design Outcome Validity

Criterion Validity Criterion validity examines whether the design artefact achieves its in-
tended outcomes and effectively addresses the research problem. The effectiveness of the CRA
implementation guide was evaluated against predefined success criteria, including its ability to
help manufacturers comply with CRA requirements and its usability in practical settings. The
guide’s performance was assessed through workshops and feedback from industry practitioners,
confirming that it meets the intended objectives and addresses the challenges and problems
identified.

Relative Improvement Validity Relative improvement validity measures the degree to which
the design artefact advances upon existing solutions or contributes new insights. In this thesis,
the CRA implementation guide was evaluated not by comparison to previous tools, but by its
novel approach to synthesizing legislative requirements with practical implementation strategies.
This guide provides a structured pathway for manufacturers to align with CRA requirements,
addressing a critical gap in the current regulatory landscape. The emphasis was placed on the
integration of feedback from industry practitioners and the iterative refinement process, which
improved the guide’s relevance and applicability. Thus, the guide represents a significant con-
tribution to the field by offering a tailored, actionable resource for navigating the CRA, filling a
void where existing frameworks and guidelines may fall short.

3.4.2 Reliability

Reliability refers to the consistency and dependability of the research findings as well as the
ability of the study to be replicated under similar conditions.

e Replication: Detailed documentation of the research process, including data collection
methods, analysis procedures, and the development of artefacts, was maintained to ensure
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replication. This documentation is provided in the appendices in the form of templates so
that future researchers can replicate the study under similar conditions.

e Data Collection Consistency: Standardized templates were used during data collection
to ensure consistency across different stages of the research when it comes to data collec-
tion. These templates helped in systematically capturing and recording data, reducing the
likelihood of errors and variability.

3.4.3 Ethical Considerations, Limitations and Mitigation Strategies

While rigorous measures were taken to ensure validity and reliability, certain ethical aspects and
limitations need to be acknowledged.

Ethical Consideration: During this research run ethical protocols were followed to ensure
confidentiality, data protection, and objectivity. Informed consent was obtained from all partic-
ipants before the workshops, and the data was anonymized to protect identities. In addition to
that, any proprietary secrets were not recorded and removed on request. Secure data storage
methods were used with no sensitive data leaving the industry partner infrastructure. Non-
disclosure agreements (NDAs) with the industry partner ensured the protection of proprietary
information, including the scope and handling of data.

Sample Size: The study’s findings(artefact maturity) are based on a single case study with
an industry partner, which may limit the generalizability of the results. However, the workshop
participants have experience with multiple projects with different customers and the company
partners’ consultancy.

Biases: Potential biases from the researcher and participants need to be taken into account,
one mitigation here was the questionnaire data after the workshop and using standardized pro-
cedures for data collection and analysis.

Temporal Limitations: The dynamic nature of cybersecurity standards and regulations
means that the findings may need periodic updates. In addition to that the CRA is still not
published in the final text, this research was conducted with the version of the CRA from March
2024 voted in the EU parliament. However, there is still time for the text to change.

By taking into account the aforementioned ethical considerations during the project scoping,
methodology design and implementation of this study, a clear set of goals is set for aligning with
broader global initiatives like the United Nations Sustainable Development Goals, particularly
those related to innovation, infrastructure, and justice (United Nations, |2015)).
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4 | Implementation and Iterations

This chapter will present the implementation and iterative development phases of the artefact as
part of the DSR methodology outlined in the previous chapter. It will outline the steps taken to
develop, demonstrate and evaluate the artefact from its initial implementation to its final form,
thus highlighting the importance of constant feedback and continuous improvement as a critical
component for ensuring that a theoretical framework and guidelines are practical, effective, and
applicable in real-world scenarios. As mentioned in the previous chapter 'Problem Identification
& Motivation’ and ’Objectives of a Solution’ phases are vital parts of any DSR for shaping the
overall direction of the research. However, they are not included in the iteration cycles discussed
in this chapter, since they were foundational phases of the research and are already covered in
the earlier chapters.

4.1 Iteration One: Development and Application of the Struc-
tured Implementation Guide

The first iteration of developing the structured implementation guide for the CRA is focused on
creating a framework that aligns with the act’s requirements. This iteration covers the initial
design phase that incorporates theoretical models, legislative analysis, as well as the first round
of feedback from industry partners. The goal was to develop, present and evaluate the initial
version of the artefact that could be iteratively improved based on practical insights and feedback
gathered. This iteration included the key phases of design and development, demonstration, and
evaluation presented in the following sections.

4.1.1 Design and Development Phase

In the first design phase, several activities were performed in order to construct the initial artefact
as shown below:

Literature Review and Legislative Analysis: The first step started with a Literature Review
and analysis of the CRA legislation. The goal of the literature review was to identify existing
cybersecurity standards, practices, and guidelines that are relevant to the CRA as well as relevant
academic research that can be used for designing and refining the artefact. The legislative analysis
was performed to gather knowledge and understanding as well as interpret the specifics of the
CRA. This analysis included a detailed examination of the CRA’s text and annexes.

Guide Creation: In the second step the structured guide framework was created using the
insights from the literature review and legislative analysis. The goal was for the framework to
outline the basis of the guide and encapsulate the main steps and processes manufacturers need
to follow the CRA using theoretical models and best practices identified in the literature. The
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framework was designed using a mind-mapping tool, this allowed for a clear visual representation
of the guide’s structure.

Literature Review

The literature review for this thesis is conducted using a selective, rapid review methodology
to systematically assess existing research within a constrained timeframe. The literature review
goal was to identify key factors, practices, tools and strategies that are related to the CRA.
The literature review supports the research questions and objectives by providing the needed
knowledge for developing a practical, structured implementation guide for manufacturers that
will follow state-of-the-art practices established by academia and standard organisations.
Databases and Search Terms: The sources for the literature review were extracted from
five search engines: Google Scholar, IEEE Xplore, ScienceDirect, ACM Digital Library, and
SpringerLink. The key search terms used in these searches performed were: "Cyber Resilience
Act," "cybersecurity compliance," and "cybersecurity standards," combined with "secure soft-
ware development" and "vulnerability management."

e Inclusion Criteria: The factors determining the inclusion of the findings(academic arti-
cles) were for the results to be peer-reviewed papers published in the last ten years, written
in English, and directly addressing cybersecurity awareness, CRA compliance, or imple-
mentation guides for digital and IoT devices. In addition to that for technical reports and
standards the criteria were for them to be related to IoT or IIoT and be published by an
established body. Finally, the standards, technical reports and articles need to be free and
available or accessible via the university library, standards owned by the industry partner
were acceptable.

e Exclusion Criteria: Non-peer-reviewed articles, papers without empirical data, and those
too broad in scope as well as papers, reports and standards that address sectors that the
CRA does not apply to such as automotive, medical and defence. Articles written in
other languages than English were also excluded. Articles, standards and reports behind
a paywall were also excluded.

Data Extraction and Synthesis: Data was extracted from selected papers, reports and stan-
dards to identify key themes and findings related to cybersecurity awareness, CRA compliance
challenges, and effective strategies and tools that can be used by manufacturers to apply on PDE
in order to meet the CRA requirements.

Results from the Literature Review: The results of the literature review can be seen in
Table E1]
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Table 4.1: Summary of Document Review and Relevance to CRA

Document Title

Source/Author

Key Points/Findings

Relevance to CRA

GDPR compliance frame-
work: A design science
methodology

The Cyber Resilience Act:
the EU Commission’s pro-
posal for a horizontal regu-
lation on cybersecurity for
products with digital ele-
ments

The IoT and the new
EU cybersecurity regula-
tory landscape

European Parliament
legislative resolution on
horizontal  cybersecurity
requirements for products
with digital elements
(CRA)

Compliance challenges for
manufacturers under the
Cyber Resilience Act

The opportunity to regu-
late cybersecurity in the
EU (and the world): rec-
ommendations for the Cy-
bersecurity Resilience Act
Towards an Efficient and
Coherent Regulatory
Framework on Cyberse-
curity in the EU: The
Proposals for a NIS 2.0

Directive and a Cyber
Resilience Act
Cyber-resilience,  princi-

ples, and practices

A comprehensive study on
cybersecurity  challenges
and opportunities in the
IoT world

Upcoming European Reg-
ulations on Artificial In-
telligence and Cyber Re-
silience

OWASP Guidelines

The NIST Cybersecurity
Framework (CSF) 2.0

ETSI EN 303 645 V2.1.1
(2020-06) Cyber Security
for Consumer Internet of
Things: Baseline Require-
ments

ISA/IEC 62443 - Indus-
trial Automation and Con-
trol Systems Security

Cyber  Resilience  Act
Requirements: Standards
Mapping

(Brodin, 2019}

(Chiara,

(Chiara,

(Parliament, 2024

(A.  Eckhardt & Ko-

tovskaia,

(Rosager Ludvigsen & Na-
garaja, |2022

Schmitz-Berndt & Cole,
2022

(Meagher & Dhirani, 2023}
(Lone et al.,

(Mueck et al., |2023
OWASP Foundation and

(Lala et al.,

Institute  of
and Technol-

(National
Standards
(European Telecommuni-
cations Standards Insti-

tute,

(International Society of

Automation, )

(of Cyber Security, 2024

A framework for GDPR
compliance using design
science methodology.

This article provides an
analysis of the EU Com-
mission’s proposal for a
CRA.

Analyses the impact of
new EU cybersecurity reg-
ulations on IoT including
the CRA.

The CRA regulation itself
outlining the regulation re-
quirements

Presents the challenges
faced by manufacturers in
complying with the CRA.
Outlines several recom-
mendations for the CRA.

The authors present a pro-
posal for a coherent EU
regulatory framework on
cybersecurity.

Presents principles and
practices of cyber-
resilience with a frame-

work for compliance.

This study presents cyber-
security challenges and op-
portunities and tools for
the IoT.

Provides an overview of
upcoming European regu-
lations on Al and cyber re-
silience.

Best practices for secure
software development
and application security
including tools.

A comprehensive frame-
work for improving cyber-
security risk management.
Baseline security require-
ments for consumer IoT
devices.

A family of security
standards for industrial
automation and control
systems providing infor-
mation about components
and system security and
development.

Mapping of CRA require-

ments to existing stan-
dards such as ISO/IEC
27001 and 29147, and

ISO/IEC 27005, EN 303

97645 and ISA/EC 62443.

Provides a methodologi-
cal approach that can be
adapted for CRA com-
pliance. The framework
also addresses privacy con-
cerns.

Directly addresses the
CRA proposal and its
implications.

Discusses the broader reg-
ulatory landscape but in-
cludes CRA and highlights
important factors of inter-
play.

The CRA.

Identifies practical compli-
ance challenges under the
CRA.
Offers strategic recommen-
dations relevant to the
CRA.

Supports the creation of a
coherent regulatory frame-
work including CRA.

Provides foundational
principles applicable to
IoT compliance and can
be used by the CRA.
Highlights IoT-specific cy-
bersecurity issues relevant
to CRA.

Covers the regulatory en-
vironment impacting CRA
and its interplay with Al

Offers practical guidelines
for enhancing security in
line with CRA require-
ments.

Provides a structured ap-
proach to align with CRA
compliance efforts.

Sets foundational security
standards applicable under
CRA.

Provides specific guide-
lines for securing indus-
trial systems and can be
used to outline compliance
with CRA.

Offers a comprehensive
mapping that helps in un-
derstanding how existing
standards align with CRA
requirements.




The literature review underscores the importance of using existing theoretical concepts and
work in the area of IoT and security as well as existing standards on the market. Key challenges
include the complexity of requirements, resource constraints, and the evolving threat landscape in
addition there is a lack of detailed analysis targeting the CRA. The inclusion of security standards
like EN 303 645 and IEC 62443 4-1 and 4-2 in ENISA’s mapping report further shows the
reliability of well-established standards in achieving compliance as we proceed in implementing
and understanding the CRA and its requirements. The insights gathered here form the basis
for developing a structured implementation guide and allow for shaping it towards the needs of
manufacturers of PDEs.

Legislative Analysis

The legislative analysis involved a detailed examination of the CRA document and its require-
ments, focusing on understanding the outlined need for secure software development practices,
risk management procedures, and compliance obligations as well as vulnerability management.
The outlined requirements by the CRA include conducting thorough risk assessments, imple-
menting secure development practices, and ensuring transparency in vulnerability handling and
disclosure, mapping these requirements areas to existing standards is vital for understanding the
state-of-the-art tools and theoretical frameworks that can be used for the design of the artefact.
A mapping of the identified key areas and standards can be seen in Table [£.2]
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Table 4.2: Legislative Requirements and Relevant Standards

Legislative
ment

Require-

Relevant Standards

Summary

Secure Software Develop-
ment

Risk Analysis

Vulnerability
and Disclosure

Handling

Compliance Obligations

Standards Mapping

IEC 62443-4-1, IEC 62443-4-2,
EN 303 645

NIST CSF 2.0, ISO/IEC 27001,

ISO/IEC 27005

ISO/IEC 29147, EN 303 645

GDPR, NIS2 Directive, RED, Al
Act, CRA

ENISA Report on CRA Require-
ments

Ensures that cybersecurity is in-
tegrated into the software devel-
opment lifecycle and can support
the secure by design requirement
area of the CRA.

These standards and frameworks
provide a way for managing cy-
bersecurity risks in an organiza-
tion and products covering the
CRA risk assessment require-
ment.

Outlines processes for handling
and disclosing vulnerabilities in
products meeting the vulnerabil-
ity management requirements of
the CRA.

Mandates compliance of PDEs
with cybersecurity and data pro-
tection regulations and under-
scores the complexity of the leg-
islative landscape as also out-
lined by the CRA.

Aligns CRA  requirements
with existing standards like TEC
62443 and EN 303 645, providing
a straightforward streamlined
pathway to follow the act.

The CRA requirements are aligned with several key standards as pointed out by ENISA

mapping analysis report. This is vital to understand the act and create a pathway forward.
The TEC 62443-4-1 and 4-2 standards focus on secure product development and lifecycle and
component security TACS. They specify the process and technical requirements for the secure
development of products used in TACS, which can be extended and applied to most PDEs. On
the other hand, EN 303 645 provides baseline security requirements for consumer IoT devices,
emphasizing the need for secure software updates, vulnerability management, and data protec-
tion with some key provisions like no universal default passwords, software updates and secure
communication protocols. The NIST CSF 2.0 framework provides a structured way and security
guidance for organizations to assess and improve their ability to prevent, detect, and respond to
cyber-attacks which can be vital for securing PDEs. Other standards like ISO 27001 and ISO
27005 provide vital information for information security and security risk management which can
in managing the security of assets and it’s a vital step in the CRA. In addition to these standards
being state of the art and best practice ENISA recommends them and points to them as a way
to be compliant with a large part of the CRA until the release of the harmonized standards.
The legislative analysis done here underscores the importance of integrating established stan-
dards into the artefact. This integration will help the structured guide to cover the CRA and its
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verticals bringing value for manufacturers and providing valuable insights.

Guide Creation

Building on the knowledge gathered from the literature review and legislative analysis, the initial
framework guide for the implementation guide was created. This framework outlined the essen-
tial steps and processes manufacturers take into account and follow to comply with the CRA
requirements. The framework was designed using XMin(ﬂ, a mind-mapping tool, which allowed
for a clear visual representation of the guide’s structure.

The initial framework consists of four key areas that need to be considered. Starting from
Risk assessment to evaluate the risk level of PDEs, followed by secure development addressing
the security by design and by default and the vulnerability handling and disclosure vertical.
Finally, the compliance policies and documentation needed are addressed.

The risk assessment incorporates guidelines from ISO/IEC 27005 (International Organization
for Standardization, 2018b)) and NIST CSF to systematically identify, evaluate, and mitigate cy-
bersecurity risks. It outlines the need for Threat Modelling to identify potential threats for
the PDEs, risk identification and impact-consequence analysis. In addition to that, a step for
the mitigation strategy identification is outlined. Furthermore, the importance of maintaining
comprehensive documentation of the risk assessment process and outcomes is highlighted, with
the use of compliance management software like LogicGate or Risk Assessment tools to manage
this process effectively. Finally, tools like Microsoft Threat Modelling tools and the STRIDE
framework for threat modelling are recommended as well as RiskWatch and FAIR for risk man-
agement.

The Secure Development Practices section is based on parts of ISO 27001, IEC 62443-4-1 and
EN 303 645, these practices ensure that security is integrated into each phase of the software
development lifecycle. Practices like secure coding using OWASP guides, secure development
tools with build security features and code analysis with tools like SonarQube and Coverity.
In addition to that regular security testing is vital for the success of any development process.
Secure by default configurations need to be in place with protection mechanisms addressing the
integrity, availability and confidentiality using encryption authentication and authorization and
access controls. In addition to that measures for resilience and denial-of-service protection need
to be considered. Developers must ensure that all components including third-party and open-
source software align with the CRA as well as consider data privacy and data minimization.
Finally, a secure decommissioning process and data removal need to be in place. These are quite
comprehensive requirements and need to be addressed by each member of the team in order
to achieve that it is recommended to have training and awareness for the product development
team. This while not a strict CRA requirement can improve the process for manufacturers and
therefore is included in the guide.

The next step is the implementation of vulnerability management, here it is recommended
to follow ISO/IEC 29147 and EN 303 645 standards and their procedures for vulnerability man-
agement. This involves identifying and documenting vulnerabilities through tools like OWASP
CycloneDX for designing SBOM and managing it. Addressing and fixing vulnerabilities is another
important concept with patch management systems and tools and platforms such as Tenable,
Qualys, or Rapid7 for detailed assessment and remediation can be vital for improving this pro-
cess. Additionally, it is recommended to use automated testing tools for security testing and
review. Each product should have a detailed procedure for coordinated vulnerability disclosure
and ensure public disclosure of fixed vulnerabilities, including their descriptions and severity.

Thttps://xmind.app/
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Finally, the implementation of secure update mechanisms for distribution updates with options
for automatic updates to ensure timely application is a CRA requirement.

The final part of the initial artefact covers compliance to assure compliance with the regula-
tion. This can involve employing compliance management software, such as LogicGate or Met-
ricStream, to manage checklists and audit processes. Another step is to maintain transparency
in vulnerability handling with clear communication and provide regular security updates and
patches. In addition to that it is required to offer users detailed guides and training on maintain-
ing security, as well as perform regular audits and reviews. Furthermore, manufacturers need to
provide detailed documentation including manufacturer details, technical documentation, contact
points for vulnerability reporting, and the end date of security support. Proper documentation
practices are essential to achieve that and can be supported by document management systems
for maintaining and managing compliance records. Regularly updating, auditing, and reviewing
documentation is an essential step and reflects PDE’s current compliance status, ensuring a well-
structured documentation guide to track efforts and collect evidence of compliance activities.
Continued evidence collection during development is essential for proving compliance.

The initial framework serves as a structured guide for manufacturers to follow, ensuring they
can meet the rigorous requirements of the CRA. Integration of relevant theoretical models and
best practices from cybersecurity research further ensures that the guide is not only compliant
with legislative requirements but also grounded in proven cybersecurity principles. The frame-
work can be seen in Figure [{.1.1]

T
1. Risk Assessment
™
3. Vulnerability Handling and
Disclosure
Security Updates

Cyber Resilience Act

4. Compliance, Policy and /
Documentation
2.Secure Development(by default |

and by design)

Secure e supply chan aganst

Figure 4.1: Initial Framework for CRA Implementation Guide

4.1.2 Demonstration Phases

The demonstration phase goal is to test the applicability and effectiveness of the initial version of
the implementation guide in a real-world setting. This involved a collaboration with QRTECH, a
consultancy company located in Mélndal Sweden, and focused on carrying out a workshop with
practitioners from the company applying the guide to an IoT solution with digital elements.
The workshop was conducted with key stakeholders using the agenda defined in Appendix
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participants from QRTECH the team chosen was working on the implementation of the IoT
solution used in the practical hands-on session of the workshop. This workshop was essential
for gathering feedback on the guide’s initial framework and identifying practical issues that
needed addressing. The workshop involved a diverse group of 9 participants, including embedded
engineers, project managers, researchers, data scientists, project owners, backend engineers,
security engineers, and hardware engineers. A breakdown of the participants can be seen in

Table {3l

Table 4.3: Workshop Participants

Role Responsibilities Number of Participants

Embedded Engineers Development of embedded 2
systems

Project Manager Project  coordination and 1
management

Researcher/Data Scientist Data analysis and research 1

Project Owner Overall project ownership and 1
direction

Backend Engineer Backend system development 1

Security Engineers Implementation of security 2
measures and standards

Hardware Engineer Design and development of 1

hardware components

The workshop began with a brief introduction, covering the objectives and agenda where I
provided an overview of the CRA, the research project, and the goals of the implementation
guide. After that the initial version of the implementation guide was presented, highlighting
its key components - risk assessment procedures, secure development practices, and compliance
checklists and vulnerability handling. A short live demonstration showcased how the guide could
be applied to the IoT solution(a mock IoT example was used). The workshop continued with
participants engaging in a hands-on session where they applied the implementation guide to the
IoT solution they were working on. I stayed as observant and monitored the process taking
notes on any issues or challenges. A discussion session was included after the hands-on where
participants discussed the effectiveness of the proposed solutions. Feedback was collected on the
usability and completeness of the implementation guide. Participants also provided suggestions
for improvements and shared their opinions on using the guide in other projects. At the end
of the workshop, participants completed a short questionnaire to provide additional feedback
on their experience and the implementation guide’s effectiveness. The questionnaire provided
quantitative data on the guide’s usability, comprehensiveness, and effectiveness.

4.1.3 Evaluation Phase

The evaluation phase aims to assess the guide’s effectiveness and gather data for further refine-
ment. In this phase, the data gathered in the demonstration phase is analysed and key takeaways
are defined.

The main data source for the analysis is the Observation and Feedback Notes that were taken
during the workshop hands-on session and discussion sections using the templates. Another data
source was the questionnaire each participant in the workshop had to fill in at the end of each
workshop evaluating the artefact.

32



The data analysis followed a structured approach as presented in the methodology section,
integrating thematic analysis and descriptive statistical methods. Qualitative data from obser-
vation templates and feedback sessions were analyzed using thematic analysis based on Braun
and Clarke’s framework (2006) (Braun & Clarke, |2006]). Key themes were identified, coded, and
categorized to uncover common patterns and insights. The thematic analysis process involved
several steps to ensure a systematic and rigorous examination of the qualitative data. The cod-
ing process is presented in Appendix [A-4] as well as the predefined coding scheme Table
in Appendix used on the collected data during the workshops. Quantitative data from
the questionnaires were analyzed using descriptive statistical methods to measure the guide’s
effectiveness, participant satisfaction, and areas requiring improvement as well as assuring data
triangulation.

Key Findings
The key findings of the first workshop are presented here grouped based on the data sources.

Observation Insights The Observation Template facilitated a detailed recording of partici-
pant interactions with the artefact as well as issues faced during the hands-on application of the
guide. Key observations were categorized into six main themes:

e Challenges: Participants faced several challenges, primarily related to securing devel-
opment practices into existing workflows and understanding the terminology used. An
embedded engineer remarked, “It’s challenging to adapt our current development processes
to meet these new requirements effectively.” when discussing vulnerability handling and
tools for risk analysis. There was also difficulty aligning existing practices with the CRA
concerning compliance with standards such as IEC 62443-4-1 and EN 303 645. Addition-
ally, participants emphasized the need for a more detailed breakdown with subsections to
better understand and implement the guide’s requirements “This is very high level I don’t
know where to start” - was remarked by the Backend Engineer when referring to protection
mechanisms.

e Solutions: To address these challenges, various solutions were proposed /mentioned. These
included developing a more detailed checklist for compliance steps and creating a step-by-
step approach to determine if the CRA applies to a specific device - the project owner
asking “Does this even apply for us?”. One embedded engineer noted, “Using a checklist
ensured we didn’t overlook anything, can we use the standards?” Participants suggested
incorporating more detailed guidance and structured breakdowns within the guide to fa-
cilitate understanding and implementation.

e Support Needed: A couple of participants highlighted the need for additional support
and resources, particularly more detailed guidelines from regulatory bodies. A project man-
ager commented, “We will probably require more concrete examples and clearer guidelines
from authorities to be able to navigate it.” This may include a more detailed breakdown
of subsections and the tools needed for each step, emphasizing the necessity for compre-
hensive support to ensure compliance. Participants also called for a more clear overview of
the compliance documentation, which could aid in tracking compliance efforts and demon-
strating adherence to regulatory requirements. “What type of technical documentation will
you need?”” - was asked by the PM.

e Improvements: Several suggestions for improving the guide were proposed, including
the incorporation of more information of vulnerability requirements. Participants also
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requested clearer instructions on documenting compliance and managing vulnerabilities,
aligning closely with standards such as ISO/TEC 29147 and EN 303 645. An embedded
engineer emphasized, “A step-by-step approach to determining if the CRA applies to a
specific device would save considerable time and reduce confusion.”

e Usability: Feedback on the guide’s usability was generally positive, with participants
finding it easy to follow. However, some sections could benefit from additional clarity. A
research engineer stated, “The guide could use more practical examples to have a better un-
derstanding.” Participants appreciated the structured layout but suggested that interactive
elements, such as flowcharts or decision trees, could further enhance usability. Additionally,
participants requested a clear overview of the tools needed and artefacts that need to be
produced, including specific software tools, templates, and documentation practices that
align with standards like ISO/IEC 27005 and EN 303 645.

e Effectiveness: The guide was found to be effective in helping participants address the
CRA quickly. A security engineer noted, “This guide significantly streamlined our compli-
ance efforts and a good start for discussions.” However, participants felt that the guide’s
high-level nature might require additional detailed breakdowns and step-by-step instruc-
tions to be fully effective in practical applications.

e Compliance with Standards: There was a discussion on whether compliance with ISO
27001 and IEC 62443-4-1 alone would be sufficient to meet the CRA requirements. Partic-
ipants agreed that while these standards provide a solid foundation for security practices,
additional steps specific to CRA compliance might be necessary. As one security engi-
neer pointed out, “While ISO 27001 and TEC 62443-4-1 cover many essential aspects, CRA
has unique requirements that need to be addressed explicitly.” This highlights the need
for a comprehensive approach that goes beyond existing standards to fully achieve CRA
compliance.

Questionnaire Results The results of the questionnaire from the workshop participants (9
in total) are presented below. The responses are categorized into two tables: one for questions
1-8 - Table and another for question 9 - Table

The average ratings for the questionnaire questions ranged between "Neutral" and "Very
Clear/Very Useful," indicating a generally positive reception but with some areas needing im-
provement. The clarity of information (Question 1) received an average rating close to "Clear,"
suggesting that while the information was generally well-received, some participants found it less
clear than expected. The usefulness of the guide (Question 2) and the likelihood of using the
guide (Question 3) both received ratings around "Useful" and "Likely," showing that participants
found the guide beneficial and were inclined to implement it in their organizations. However, the
ease of use (Question 4) showed a split between "Easy" and "Neutral," highlighting that while
the guide is user-friendly for some, others found it challenging to use. The effectiveness matrix
is in identifying and addressing compliance issues (Question 5) as well as the effectiveness of
proposed solutions (Question 6) and it received mixed feedback, indicating that while the guide
was helpful, it might need further refinement to address specific compliance issues effectively.
Overall satisfaction (Question 7) and likelihood of recommending the guide (Question 8) also
reflected general satisfaction but suggested room for improvement.

The specific aspects of the guide, including clarity, usability, relevance, practicality, and
comprehensiveness, were rated positively but not without critique. Clarity and relevance received
the highest ratings, indicating that participants found the guide well-structured and pertinent to
their needs. Usability and practicality were rated slightly lower, suggesting that while the guide
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Table 4.4: Questionnaire Results (Questions 1-8)

Question

Very Clear

Clear

Neutral

Unclear

Very Unclear

1. How clear was the
information presented
during the workshop?
2. How useful do you
find the proposed im-
plementation guide for
complying with the
CRA?

3. How likely are you
to use the guide in your
organization?

4. How would you rate
the ease of use of the im-
plementation guide?

5. How well did the
guide help you identify
and address compliance
issues with the IoT de-
vice?

6. How effective were
the proposed solutions
in addressing the chal-
lenges you faced?

7. How satisfied are you
with the overall process
of using the guide?

8. How likely are you to
recommend the guide to
other organizations?

3

4

1

1

0

Table 4.5: Questionnaire Results (Question 9)

Aspect

Excellent

Good Neutral

Poor

Very Poor

Clarity

Usability

Relevance
Practicality
Comprehensiveness

3
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4

4
4
4
4

1
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is generally applicable, there are practical challenges in its implementation. Comprehensiveness
received mixed ratings, with some participants feeling that the guide covers all necessary aspects,
while others suggested it could be more detailed.

The questionnaire results from the workshop participants indicated a generally positive re-
ception of the guide but also highlighted critical areas for improvement. The responses suggested
that while the guide was clear and useful, there were specific aspects such as usability and prac-
tical application that required enhancement. Detailed ratings and feedback were analyzed to
inform the refinement of the guide.

4.1.4 Summary of Iteration One

The evaluation of the implementation guide revealed overall positive feedback, with participants
acknowledging its usefulness, clarity, and relevance. However, the data also indicated areas for
improvement, particularly in making the guide more user-friendly and practical. Key areas for
refinement include a detailed breakdown of requirements, clear applicability steps, comprehen-
sive compliance documentation, and a transparent overview of necessary tools and artefacts.
These insights will be crucial for enhancing the guide’s effectiveness and ensuring it meets the
comprehensive needs of its users.

4.2 Tteration Two: Refinement and Enhancement

The goal of the second iteration is to refine and enhance the initial implementation guide based
on feedback gathered from the first iteration.

4.2.1 Refinement Stage

The design and development of the DSR focused on refining the structured guide based on the
feedback from the first iteration and aligning it more closely with the CRA requirements, ENISA
guidelines, and relevant standards such as IEC 62443-4-1, IEC 62443-4-2, and EN 303 645 as well
as addressing the issues discovered during the demonstration and evaluation phase of iteration
one. Therefore the primary goal in this stage is to address identified gaps and refine the guide.

Key Findings from Iteration One

e Need for Detailed Breakdown: A more detailed breakdown is needed to address some
high-level concepts and increase understanding including an enhancement of vulnerability
management.

e Applicability of CRA: A step is needed to identify if a PDE is covered by the CRA or
not thus defining applicability.

e Compliance Documentation: More details about the needed compliance documentation
are needed.

e Tools and Artifacts: A more detailed list of tools is needed as well as artefacts and
frameworks.
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Key Refinements

1. Detailed Breakdown of Sections:

Detailed Breakdown: Each section of the guide was expanded to include detailed
subsections, providing clearer instructions and more granular steps for compliance.

Risk Assessment Procedures: Now includes specific steps for threat modelling
and risk analysis, incorporating tools such as OWASP Threat Dragon and various
frameworks.

Determine Applicability of CRA: A step was added to assist practitioners in
identifying if a PDE is covered by the CRA or not and defining applicability. In
addition to that to address compliance notes a breakdown of the compliance approach
for each type of device was added.

Secure Development Practices: Emphasizes secure communication protocols, se-
cure coding standards, and supply chain security, supported by tools like OWASP
Guidelines.

Vulnerability Management: Added a standalone section to address vulnerability
handling, coordinated disclosure, and public reporting, using ISO/TEC 29147 Guide-
lines and EN 303 645 Procedures.

Conformity, Assessment, Documentation and Certification: This section was
restructured from the compliance section to include a better flow and usability of the
structure but also to address the compliance notes from the previous section. The
documentation for compliance was also expanded and added to the implementation
phase to ensure evidence collection in a timely manner with concrete examples.

2. Incorporation of Standards and Tools:

Aligned the guide more closely with IEC 62443-4-1, IEC 62443-4-2, and EN 303 645
standards, ensuring that all key areas of cybersecurity requirements are addressed.

Introduced tools such as CycloneDX for creating SBOM, and NIST’s Cybersecurity
Framework for risk management.

This refined guide goal is to assure a more comprehensive approach to CRA compliance,
addressing the feedback from the first iteration and integrating essential standards and tools to
facilitate effective implementation. The refined guide can be seen in Figure [£.2]

4.2.2 Demonstration Phase

The demonstration phase for iteration two followed the same structure as the first iteration
utilizing a workshop with the same team from QRTECH and the same IoT solution used for the
hands-on session. The workshop followed the same agenda and flow however in this iteration,
the PO and one embedded engineer did not participate in the workshop, reducing the number
of participants to seven. The list of participants can be seen in Table [4.6]
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Table 4.6: Workshop Participants

Role Responsibilities Number of Participants
Embedded Engineers Development of embedded 1
systems
Project Manager Project coordination and 1
management
Researcher/Data Scientist Data analysis and research 1
Backend Engineer Backend system development 1
Security Engineers Implementation of security 2
measures and standards
Hardware Engineer Design and development of 1

hardware components

As mentioned above the workshop followed the same structure as the first iteration a brief
introduction, covering the objectives and agenda followed by presentation of the refined imple-
mentation guide highlighting its key components and changes. A live demonstration showcased
how the guide could be applied to the IoT-mock up in the same way as the first iteration. Partic-
ipants then engaged in a hands-on session where they applied the refined implementation guide
to their project while I was monitoring the process, noting any issues or challenges. This ses-
sion was followed by a discussion and getting feedback. Finally, the participants were asked to
complete a short questionnaire.

4.2.3 Evaluation Phase

The evaluation phase for this iteration aimed to assess the refined implementation guide’s effec-
tiveness and gather data for further refinement. This phase involved collecting qualitative and
quantitative data through questionnaires, observation templates, and feedback sessions with the
participants. The evaluation methodology used was the same as the previous iteration and the
one outlined in the methodology section.

The main data source for the analysis is the Observation and Feedback Notes from the
workshop. The other data source was the questionnaire each participant in the workshop had
to fill out at the end of the workshop. The data analysis followed the same approach as the
previous section with thematic analysis for the qualitative data and descriptive statistics for the
questionnaire data.

Key Findings

Observation Template Insights The Observation Template facilitated detailed recording of
participant interactions and issues faced during the hands-on application of the refined guide.
Key observations were categorized into six main themes:

e Challenges: Participants faced challenges related to the need for more technical details
and practical examples within the guide. One participant noted, “The guide is useful, but
it would be more effective with specific technical details and practical how-tos.” Backend
Engineer.

e Solutions: Participants suggested the inclusion of detailed technical sections and step-by-
step how-to comply with the standards such as the EN 303 645. The embedded engineer
asked, "What exactly is in the EN 303 6457".
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Support Needed: Participants highlighted the need for additional support in the form
of detailed examples, templates and case studies with the project manager commenting,
“Including case studies or links to products that show applications would be incredibly
beneficial....... I’ll probably need an excel with checklist”.

e Improvements: Suggestions for improving the guide included adding more technical as-
pects and how-to sections to help users implement the guide more effectively. An embedded
engineer emphasized, “Technical details would make it much better.”

e Usability: Feedback on the guide’s usability was positive, with participants finding it
generally easy to follow. However, the need for more detailed instructions and technical
examples was noted as a critical area for improvement.

e Effectiveness: The guide was found to be effective in helping participants address issues
quickly. A security engineer noted, “The guide is very effective for showing what needs to
be done but it requires much work and maybe needs more templates for each section.”

Results The results of the questionnaire from the workshop participants (7 in total) are
presented below. The responses are categorized into two tables: one for questions 1-8 and
another for question 9. The results can be seen in Table [£.7] for questions 1 to 8 and in Table
for question 9.

The average ratings for the questionnaire, questions ranged between "Neutral" and "Very
Clear/Very Useful," indicating a generally positive reception but with some areas needing im-
provement. The clarity of information (Question 1) received an average rating close to "Clear,"
suggesting that while the information was generally well-received, some participants found it less
clear than expected. The usefulness of the guide (Question 2) and the likelihood of using the
guide (Question 3) both received ratings around "Useful" and "Likely," showing that participants
found the guide beneficial and were inclined to implement it in their organizations. However,
the ease of use (Question 4) showed a split between "Easy" and "Neutral," highlighting that
while the guide is user-friendly for some, others found it challenging to use. The effectiveness
in identifying and addressing compliance issues (Question 5) and the effectiveness of proposed
solutions (Question 6) received mixed feedback, indicating that while the guide was helpful, it
might need further refinement to address specific compliance issues effectively. Overall satisfac-
tion (Question 7) and likelihood of recommending the guide (Question 8) also reflected general
satisfaction but suggested room for improvement.

The specific aspects of the guide, including clarity, usability, relevance, practicality, and
comprehensiveness, were rated positively but not without critique. Clarity and relevance received
the highest ratings, indicating that participants found the guide well-structured and pertinent
to their needs. Usability and practicality were rated slightly lower, suggesting that while the
guide is generally applicable, there are practical challenges in its implementation when it comes
to usefulness. Comprehensiveness received mixed ratings, with some participants feeling that the
guide covers all necessary aspects, while others suggested it could be more detailed.

The evaluation of the refined implementation guide revealed overall positive feedback, with
participants acknowledging its usefulness, clarity, and relevance. However, the data also indi-
cated areas for improvement, particularly in making the guide more user-friendly and practical
with templates and probably Excel sheets and flow charts. The need for more technical de-
tails, practical how-tos, and detailed instructions were highlighted as critical areas for further
refinement.
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Table 4.7: Questionnaire Results (Questions 1-8) - Second Iteration

Question

Very Clear

Clear

Neutral

Unclear

Very Unclear

1. How clear was the
information presented
during the workshop?
2. How useful do you
find the proposed im-
plementation guide for
complying with the
CRA?

3. How likely are you
to use the guide in your
organization?

4. How would you rate
the ease of use of the im-
plementation guide?

5. How well did the
guide help you identify
and address compliance
issues with the IoT de-
vice?

6. How effective were
the proposed solutions
in addressing the chal-
lenges you faced?

7. How satisfied are you
with the overall process
of using the guide?

8. How likely are you to
recommend the guide to
other organizations?

2

3

2

0

0

Table 4.8: Questionnaire Results (Question 9) - Second Iteration

Aspect

Excellent

Good Neutral

Poor

Very Poor

Clarity

Usability

Relevance
Practicality
Comprehensiveness
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4.2.4 Final Refinement

The final refinement phase focused on incorporating the feedback and insights gained from Iter-
ation Two to enhance the implementation guide further. This phase aimed to address some of
the main areas noted in the evaluation. Since the second iteration is the final stage this focused
on refining and applying small changes and not going through and entire design phase.

Key Findings from Iteration Two
The evaluation phase of Iteration Two highlighted several key areas for improvement:
e Need for more technical details and practical how-tos to aid in the implementation.
e Suggestions for adding detailed examples and step-by-step instructions to enhance usability.

e More details are needed on the structure of the integrated standards.

Key Refinements

Based on the feedback from Iteration Two, the following refinements were made to the imple-
mentation guide:

1. Enhanced Technical Details and Practical How-Tos:

e Added specific technical sections providing detailed instructions and tools for each
phase of the guide.

e Added breakdown of EN 303 645 standard as technical steps to address the how-tos.
2. Refinement of Existing Sections:

e Secure Development Practices: Added detailed guidance on secure communica-
tion protocols, secure coding standards, and supply chain security measures.

e Vulnerability Management: Refined to provide clearer procedures for vulnerability
handling, coordinated disclosure, and public reporting.

e Compliance Enhancement: Enhanced the artefact with more specific details for
the CRA requirements, ensuring thorough coverage of all mandatory aspects with the
goal of acting as a semi-checklist.

3. Incorporation of Additional Tools:

e Provided a clearer overview of the tools needed for each step, facilitating easier im-
plementation.

The final refinement phase has resulted in a more comprehensive, detailed, and practical guide
that addresses the requirements of the CRA. The guide now includes enhanced technical details,
how-tos, and instructions, making it more user-friendly and applicable in real-world scenarios.
The incorporation of additional tools and alignment with relevant standards further ensures that
the guide meets the current state-of-the-art standards of cybersecurity. The final version of the
guide is detailed in the Results section, where the final artefact is communicated and the research
questions are answered.
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5 | Results

This chapter presents the findings from DSR iterations and aims to answer the research questions
and present the developed structured guide.

5.1 Summary of Iterations

This section provides a brief recap of the iterations, summarizing the key changes and refinements
made to the artefact.

First Iteration

In the first iteration, the initial version of the guide was developed based on preliminary research
including document analysis and literature reviews. This iteration also included the artefact
demonstration and evaluation. The first prototype version included:

e Risk assessment phase used to identify and mitigate cybersecurity risks.
e Secure development phase addressing the secure by design and by default requirements.

e Vulnerability handling and disclosure phase for the vulnerability management parts of the

CRA.
e Compliance and Documentation phase outlining the essential compliance needs of the CRA.
Feedback from workshops and initial evaluation highlighted several areas for improvement:
e The risk assessment framework needed more detailed steps and clearer instructions.
e Users requested more detailed breakdowns to assist with compliance tasks.

e The need for a way to determine if the CRA is applicable to a product.

Second Iteration

The second iteration incorporated the feedback received from the first iteration, leading to sig-
nificant refinements:

e The risk assessment framework was expanded to include detailed steps and additional tools
and resources for conducting assessments.

e The applicability phase was added as a first step to determine if the Act applies or not.
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e A more detailed breakdown of each phase was done including more tools and documentation
information with examples.

e Vulnerability management was refined and improved.

e The compliance phase/section was updated to include conformity and standards as well as
maintenance with documentation being moved to the implementation part.

e Changes in naming and subsection structure to improve usability and understanding.

The refined guide was tested again, and further feedback was collected to ensure its practicality
and effectiveness. The final improvement of the artefact was done by introducing more tools and
further breakdown of the technical parts enhancing the link between standards and artefact and
assisting developers in understanding the main areas that need attention.

5.2 Final Evaluation Metrics, Criteria, and Results

This section presents the final metrics and criteria used to evaluate the implementation guide and
presents the findings from these evaluations. The metrics were derived from the data collection
and analysis presented in previous chapters.

5.2.1 Thematic Summary of Qualitative Data

This section presents a summary of the qualitative analysis of both iterations, a more detailed
overview is available in the previous chapter:

e Challenges: In both iterations, participants faced challenges in integrating secure devel-
opment practices into existing workflows and understanding the regulatory and standards
languages. Iteration Two addressed these challenges by adding more detailed subsections
and technical details and changing the names of certain sections.

e Solutions: Solutions proposed in Iteration One included developing detailed checklists and
step-by-step approaches. In Iteration Two, the sections of the artefact and its solutions
were refined with more specific technical instructions and examples. The effectiveness of
these solutions improved, but further practical guidance was requested.

e Support Needed: Participants in both iterations highlighted the need for additional
support and resources, including more detailed guidelines and templates. Iteration Two
incorporated clearer compliance documentation sections with examples of data and outlined
necessary tools, but the need for more tools remains an issue including Excel templates
and flow charts.

e Improvements: Iteration One feedback suggested incorporating more details of how to
implement the CRA as well as practical examples. In Iteration Two, the guide was enhanced
with more procedures and practical how-tos. While this improved the guide’s usability,
participants still recommended more detailed technical aspects.

e Usability: The guide’s usability improved from Iteration One to Iteration Two with the
help of the addition of structured breakdowns, practical examples, and user-friendly tools
contributed to this improvement. However, some participants noted that certain sections
could benefit from even more clarity. Highlighting this as an area for further improvement.
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e Effectiveness: The guide’s effectiveness in helping participants address the CRA require-
ments improved from Iteration One to Iteration Two. The refinements made the guide
more comprehensive and applicable.

5.2.2 Questionnaire Data

The quantitative data from the questionnaires provided insights into the participants’ ratings
on various quality attributes of the guide. Figures [5.1] and [5.2] show the average ratings for
questionnaire responses from both Iteration One and Iteration Two.

lteration 1 and lteration 2 Questionnaire Results (Questions 1 to 8) - Averages

B lteration 1 [l lteration 2

Clarity of Usefulness of  Likelihood of Easze of Use  Effectiveness in Effectivenass of Overall Likelihood of
Information the Guide Using the Identifying Proposed Satisfaction  Recommending
Guide Compliance Solutions the Guide

Issues

Quality Attribute Evaluation( Very Clear(5) - Very Unclear{1)

Figure 5.1: Results from questionnaire Questions 1-8 Iterations 1 and 2 (Average).

The quantitative data from the questionnaires provided insights into the participants’ ratings
on various quality attributes of the guide. The figures illustrate the average ratings for each
quality attribute across the two iterations.

Clarity of Information: The average rating remained consistent at 4.0 for both itera-
tions, meeting the expected outcome. This indicates that participants found the guide clear and
comprehensible throughout the iterations.

The usefulness of the Guide: The average rating improved from 3.89 in Iteration One
to 4.29 in Iteration Two, surpassing the expected outcome. This reflects the enhanced relevance
and applicability of the guide following the refinements meeting the expected results.

Likelihood of Using the Guide: The average rating increased from 3.67 in Iteration One
to 4.14 in Iteration Two, surpassing the expected outcome. This suggests that the refinements
made in Iteration Two improved the guide’s appeal and usability for practical implementation.

Ease of Use: The average rating showed improvement from 3.44 in Iteration One to 3.86
in Iteration Two, approaching the expected outcome. This indicates that the refinements made
the guide easier to navigate and apply. However, this is below the expected outcome which may
indicate the need for further refinement.

Effectiveness in Identifying Compliance Issues: The average rating increased from 3.78
in Iteration One to 4.0 in Iteration Two, meeting the expected outcome. This suggests that the
refinements enhanced the guide’s ability to help users identify and address compliance issues
effectively.
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Iteration 1 and Iteration 2 Questionnaire (Question 9) - Averages

B lteration 1 |l lteration 2

Clarity Usability Relevance Pr. Comp

Quality Attribute Evaluation { Excelient(5) - Very Poor(1))

Figure 5.2: Results from questionnaire Questions 9 Iterations 1 and 2 (Average)..

Effectiveness of Proposed Solutions: The average rating improved from 3.67 in Iteration
One to 4.14 in Iteration Two, surpassing the expected outcome. This indicates that the solutions
proposed in the guide were considered effective by the participants.

Overall Satisfaction: The average rating increased from 3.78 in Iteration One to 4.14 in
Iteration Two, exceeding the expected outcome. This reflects overall positive feedback on the
guide’s improvements and effectiveness.

Likelihood of Recommending the Guide: The average rating increased from 3.44 in
Tteration One to 4.29 in Iteration Two, surpassing the expected outcome. This indicates an
increased likelihood of participants recommending the guide to others.

Ratings of Specific Aspects:

e Clarity: Consistent at 4.0, meeting the expected outcome.

e Usability: Improved from 3.78 in Iteration One to 3.86 in Iteration Two, approaching the
expected outcome.

e Relevance: Increased from 4.0 in Iteration One to 4.29 in Iteration Two, exceeding the
expected outcome.

e Practicality: Improved from 3.78 in Iteration One to 4.14 in Iteration Two, surpassing
the expected outcome.

e Comprehensiveness: Increased from 3.78 in Iteration One to 4.0 in Iteration Two, meet-
ing the expected outcome.

The positive trend in the ratings indicates that the refinements made in Iteration Two were
effective in enhancing the guide’s clarity, usefulness, and overall satisfaction. An exception is
usability which is an aspect that needs to be further refined with both usability measures being
slightly below expectations.
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5.3 Final Artefact

The final implementation guide incorporates detailed sections on risk assessment procedures,
secure development practices, vulnerability management, and compliance checklists. Each section
includes specific tools, examples, and step-by-step instructions to facilitate easier implementation.
The artefact can be seen in Figure[5.3

The artefact is also available online for ease of access and continuous updates. You can access
the full guide at the following link [CRA Guidel

5.3.1 Overview of the Final Implementation Guide

This section provides a structured framework based on the CRA that guides manufacturers in
ensuring that products with digital elements meet the required cybersecurity standards.

1. Determine Applicability and Product Classification

e Review for Definitions and Scope to identify regulated products

— Scope of the CRA: The Cyber Resilience Act (CRA) applies to products with
digital elements made available on the market, including those that have a direct or
indirect logical or physical connection to a device or network.

— Key Definitions:

* Product with digital elements: A software or hardware product, including
remote data processing solutions, which are integral to its functionality.

*+ Hardware Products and components placed on the market separately, such as
laptops, smart appliances, mobile phones, network equipment, or CPUs.

* Software Products and components placed on the market separately, such as
operating systems, games, word processing, or applications (mobile, web, desk-
top).

x+ Remote data processing solutions that are vital for the functionality of PDEs
are in scope.

e Product Classification

— Default Category: Covers lower-risk digital products. These products typically
require a less stringent conformity assessment procedure and undergo self-assessment.

— Important Class I Products: Includes products critical to cybersecurity, such as
identity management systems, VPNs, and endpoint security solutions, Smart home
products with security functionalities. These products require compliance with a
standard or third-party assessment.

— Important Class IT Products: Encompasses high-risk products like firewalls and
intrusion detection systems, which pose significant risks due to their functionality.
These products require third-party assessment.

— Critical Products: Mandatory EU certification. Refers to systemically important
products listed in Annex IV, such as smart cards, hardware security modules, and
similar critical infrastructure elements (NIS 2).

— Appropriate Conformity Assessment: Determine the appropriate conformity as-
sessment procedure (self-assessment, third-party) based on product classification.
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e Check for Exceptions

— Excluded Products: Specific products like medical devices, motor vehicles, aviation,
in-vitro products and products designed for national defence are excluded from CRA
coverage.

— Explicit Address: Clearly outline and document the exclusions in product classifi-
cation procedures.
e Document Classification
— Maintain comprehensive records of product classification, including the rationale for
classification decisions.
— Establish a process for reassessing product classifications as new regulations or updates
emerge to ensure ongoing compliance.
e Special Cases
— Open Source Software (OSS): Understand the specific instances where OSS falls
under CRA regulation.

— Electronic Health Record (EHR) Systems: Ensure compliance with the Euro-
pean Health Data Space (EHDS) guidelines.

— High-Risk AI Systems: Follow the Al Act requirements for products classified as
high-risk AI systems.

2. Conduct Comprehensive Cybersecurity Risk Management
Risk Assessment based on intended purpose and reasonably foreseeable use.

e Threat Modeling

— Integration: Include threat modelling as a core part of the risk assessment process
to systematically identify, categorize, and analyze potential threats.

— Methodologies: Methodologies: Use methodologies like OCTAVE Allegro, STRIDE,
FAIR, or PASTA for evaluating threats.

— Tools: Utilize tools like Microsoft Threat Modeling Tool or OWASP Threat Dragon
to support the threat modelling process.

e Elements to Include

— Key Aspects: Cover intended purpose, conditions of use, expected lifespan.

— Impact Analysis: Emphasize the need for impact analysis to determine the potential
consequences and risk appetite for identified risks.

— Documentation: Maintain comprehensive documentation of the risk assessment pro-
cess and outcomes using compliance management tools like LogicGate or RiskWatch.

e Mitigation Strategies

— Tailor Strategies: Develop strategies for each phase of the product lifecycle.

— Security Controls and use of security requirements as defined in CRA Annex 1.

e Continuous Risk Monitoring
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— Establish process for risk assessment

— Ongoing Monitoring: Regularly update risk assessments.
e Risk Assessment Tools

— General Tools: Use FAIR, RiskWatch, and other risk management tools to facilitate
the identification, analysis, and management of cybersecurity risks.

— Lifecycle Consideration: Evaluate risks across the entire product lifecycle, from
design to decommissioning.

— Impact on Services: Assess the potential negative impact on the availability of
services provided by other devices or networks.

— Standards: EN 303 645 and ISO 27005.

3. Implement Secure Development and Compliance Practices

e Secure Software Development Adhere to secure practices as outlined in OWASP, and
standards such as ISO/IEC 27001, IEC 62443-4-1, IEC 62443-4-2, and EN 303 645.

— Security by Design
x Fmbed security from the design phase through end-of-life, following IEC 62443-
4-1 and EN 303 645 standards.

* Secure Development Lifecycle IEC 62443 4-1
- Security Management (Planning and Training)
- Security Requirements Specification
- Secure Design
- Secure Implementation
- Security Verification and Validation
- Security Management During Maintenance
- Security Documentation
- Audits and Compliance

x Secure Coding Standards: IEC 62443-4-1, EN 303 645, OWASP Secure Cod-
ing Practices, CERT Secure Coding Standards.

*x Secure Development Tools: Utilize IDEs with built-in security features, code
analysis tools like SonarQube, and static code analysis tools like Coverity.

— Secure Integration
x Standards: IEC 62443-4-1 and 4-2, EN 303 645.
* Tools: Secure development environments, code review tools.

* Ensure all components, including third-party and open-source software, meet se-
curity standards.

— Security Testing

*x Standards: IEC 62443-4-1.

x Tools: Static code analysis tools, penetration testing tools (Metasploit, Burp
Suite, Nessus, Wireshark, etc.).

* Implement continuous security testing throughout the development process.

— Supply Chain Security
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x Use Black Duck or Snyk for third-party and OSS component analysis and man-
agement.
x JTEC 62443-4-2: Ensure all components meet security standards.

x* OWASP Dependency-Check: Use this tool to scan and manage third-party
dependencies, ensuring that all components meet security requirements and do
not introduce vulnerabilities to the product.

— Training and Awareness Programs: Incorporate best practices for continuous
cybersecurity education among developers.

— Data Minimization
* Continually assess and minimize the data used or processed by the product to
ensure compliance with data minimization requirements.
*x Standards: GDPR.
x Tools: Data protection impact assessments.

— Resilience and Mitigation
* Include resilience and mitigation measures against denial-of-service attacks.
* Include reliable logging and monitoring.

— Attack Surface Reduction: Ensure products limit attack surfaces, including ex-
ternal interfaces based on risk and threat models.

— Exploitation Mitigation: Implement exploitation mitigation mechanisms and tech-
niques to reduce the impact of incidents based on risk.

— Secure by Default Configuration

* Guidelines for ensuring products are delivered with secure default settings.

*x Protection Mechanisms based on risk with the use of EN 303 645 security
requirements.

- No Universal Default Passwords.
- Keep Software Updated.
- Securely Store Sensitive Security Parameters.
- Communicate Securely.
- Minimize Exposed Attack Surfaces.
- Ensure Software Integrity.
- Ensure that Personal Data is Protected.
- Make Systems Resilient to Outages.
- Examine System Telemetry Data.
- Make it Easy for Users to Delete User Data.
- Make Installation and Maintenance of Devices Easy.
- Validate Input Data.
- Access Control
* Tools: Configuration management tools and security standards as per IEC 62443-
4-2 and EN 303 645.
— Update Management

x Include a clear and easy-to-use opt-out mechanism for automatic security updates,
as well as options to temporarily postpone them.
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x Where possible, security updates should be separated from functional updates.

Secure Decommissioning: Provide mechanisms and instructions for users to se-
curely and easily remove all data and settings permanently

e Compliance Management

Establish compliance management processes with templates and checklists. Define the
needed documentation structure and artefacts such as risk assessment, test reports,
technical documentation, etc.

Audit, Update, and Review: Regularly audit and review compliance processes
and documentation.

Document Management

* Implement Systems: Utilize document management systems to maintain and
manage compliance documentation effectively. These systems should support
version control, secure storage, and easy retrieval of documentation.

+x Examples: Systems like Microsoft SharePoint, Confluence, or specialized com-
pliance management tools like LogicGate or MetricStream.

Evidence Collection

x Collect and Maintain Evidence: Systematically collect and maintain evidence
of compliance activities. This includes records of conformity assessments, test
results, audits, and vulnerability management activities.

x Examples: Evidence might include test reports, audit findings, incident logs,
and documented risk assessments.

Technical Documentation: Include Key Documents

x Cybersecurity Risk Assessments: Document the cybersecurity risk assess-
ment process, including identified threats, vulnerabilities, and mitigation strate-
gies.

* Software Bill of Materials (SBOMs): Maintain a comprehensive SBOM that
lists all software components, including open-source and third-party libraries used
in the product. This should include versioning and patch status.

* Security-Related Activity Records: Record internal security-related activ-
ities, such as access and modifications to data, services, or functions, ensuring
transparency and traceability.

x General Description of the Product: Detailed description of the product, its
intended use, and how it operates in relation to cybersecurity.

*x Design and Development Documentation: Information on how cybersecu-
rity requirements were integrated during design and development.

x Test Reports: Detailed reports from security testing, including penetration
tests, vulnerability scans, and regular security reviews.

EU Declaration of Conformity: Prepare the EU Declaration of Conformity to
confirm that the product meets the essential requirements of the CRA. This document
must be kept up-to-date with any changes or updates to the product.

4. Ensure Effective Vulnerability Management and Incident Response

e Vulnerability Management
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Identification: SBOM Creation: Use tools like OWASP CycloneDX for full-stack
SBOM creation and management

Addressing Vulnerabilities

x Address and remedy found exploitable vulnerabilities.

x Utilize platforms like Tenable, Qualys, or Rapid7 for identifying, assessing, and
managing vulnerabilities.

* Tools: Patch management systems.

Testing and Review: Employ automated testing tools specifically for vulnerability
management.

Coordinated Vulnerability Disclosure (CVD)

* HEstablish and enforce a comprehensive CVD policy, and set up a Vulnerability
Disclosure Program (VDP) for reporting.
* Tools: Public vulnerability databases - identify and use.

Public Disclosure: Publicly disclose fixed vulnerabilities, including descriptions,
impacts, severity, and remediation information unless delayed for security reasons.

ISO/IEC 29147: Follow vulnerability handling and disclosure practices.

e Bug Bounty Programs if applicable: Integration: Implement bug bounty programs as
part of the CVD for proactive security testing.

Integration: Implement bug bounty programs as part of the CVD for proactive
security testing.

Integrate platforms like HackerOne or Bugcrowd for proactive security testing.

e Incident Response

Severe Incident Reporting: Report incidents to ENISA and the relevant CSIRT
within the required timeframes.

User Notification: Provide timely and effective user notifications about incidents
and vulnerabilities, handling the delicate timing to avoid potential exploitation.

Provide security updates and patches for products.

Tools: Splunk, IBM QRadar, and Palo Alto Networks Cortex XSOAR: These tools
should be integrated into the incident response plan, providing robust capabilities for
detecting, analyzing, and responding to cybersecurity incidents.

5. Conformity, Maintain Continuous Security Assurance and Certification

e Cybersecurity Certification

European Certification Schemes: Obtain EUCC certification to demonstrate
CRA compliance, particularly for critical products.

Continuous Surveillance: Maintain continuous surveillance by a notified body for
critical products to ensure ongoing compliance with cybersecurity certification.

Follow, where applicable, harmonized standards.

ETSI EN 303 645 Cyber Security for Consumer Internet of Things: Baseline
Requirements.
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e User Information

— Offer detailed information including information about: user guides, instruc-
tions, and training on maintaining security.
+ Installation of Security Updates
* Initial Commissioning and Secure Use
* Secure Decommissioning
* Integration Information

*

User guides, instructions, and training on maintaining security

— Provide the user with information about the manufacturer, the product’s intended
purpose, and the security environment.

— Provide a single point of contact for vulnerability reporting.

— Impact of Changes on Security should be provided to the users.
e Ongoing Compliance and Improvement

— Security Updates: Ensure automatic, timely, and secure distribution of updates.

— Support Period Documentation: Document and manage support periods, ensur-
ing compliance with CRA timelines.

— Tools: MetricStream, RSA Archer, and LogicGate: Use these CMS tools to manage
the compliance process, track adherence to CRA requirements, and generate reports
for audits and regulatory review.

e Conformity Assessment
— CE Marking: Affix the CE marking to each individual product with digital elements
that satisfy the CRA requirements.
— Up-to-date declaration of conformity.

— Apply the appropriate conformity assessment procedure (self-assessment, third-party)
based on product classification.

— Include the compliance documentation and assess it for any gaps.
— Evaluate the conformity on each product update.: New features can change
the risk and even the category of a product.
e Regular Security Testing
— Offensive Security Approach: Include bug bounty programs as part of the testing
strategy.

— Security Testing Methods: Integrate continuous security testing (e.g., pen tests,
OffSec testing) and regularly update testing strategies across the product lifecycle.

— Regular Reviews: Apply effective and regular tests and reviews of the product’s
security.

e Monitoring security events: With tools like Splunk, ArcSight, and LogRhythm or
integrate SIEM solutions into the compliance framework to monitor security events in real-
time, helping to ensure continuous compliance with the CRA and other relevant regulations.
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5.4 Answering the Research Questions

This section directly addresses the research questions based on the results presented. It discusses
how the findings support these answers and provides a conclusive summary.

5.4.1 Research Question 1

RQ1: How can a structured implementation guide be developed under the EU’s
Cyber Resilience Act to enable manufacturers to efficiently and feasibly ensure that
devices with digital elements meet the required cybersecurity standards?

The development and refinement of the implementation guide provide a comprehensive approach
for manufacturers to effectively follow the CRA requirements. The guide includes detailed sec-
tions on applicability and product classification, risk assessment procedures, secure development
practices, vulnerability management, and conformity, maintenance compliance and certification.
The first step of the guide allows for determining if the guide applies to a PDE or not by outlining
the key terminology, device types and categories, exceptions and compliance approaches for each
category of devices. The second step of the guide provides information on the main steps for
conducting risk assessment and threat modelling of a PDE. The third step outlines secure devel-
opment and the documentation needed for evidence collection while step four focuses on effective
vulnerability management and incident response. The final step of the guide aims to further
present and outline the final steps needed for conformity and certification as well as addressing
continuous maintenance and support. Each section is further equipped with detailed subcate-
gories outlining concrete actions and activities as well as specific tools, examples, instructions,
and standards that can assist with easier implementation.
Key findings from the evaluations indicate that:

e The guide’s clarity and structure were positively received, making it easier for manufactur-
ers to understand and apply the CRA requirements.

e The inclusion of detailed technical aspects and how-tos addressed the need for more granular
guidance.

e The alignment of the guide with key standards such as IEC 62443-4-1, IEC 62443-4-2, and
EN 303 645 ensures that manufacturers are following best practices in cybersecurity.

e The step to determine the applicability of the CRA to specific devices helps manufacturers
understand their specific obligations, ensuring focused and relevant compliance efforts.

5.4.2 Research Question 2

RQ2: What are the essential tools, resources, and processes needed to guide man-
ufacturers in aligning devices with digital elements to the Cyber Resilience Act’s
standards practically and effectively?

The key components(tools, processes, frameworks) identified through the iterative development
process, literature analysis and feedback from industry workshops include:

e Risk Assessment Procedures: Including threat modelling, risk identification, impact
analysis, mitigation strategies, and comprehensive documentation. Tools such as Microsoft
Threat Modelling Tool, OWASP Threat Dragon and compliance management software like
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LogicGate are essential for these procedures. In addition to that STRIDE, FAIR and
Octave Alegro can be used to straighten this process. Standards such as ISO 27005 can be
helpful for defining the risk assessment process.

e Secure Development Practices: From secure development lifecycle to integration of se-
cure coding standards, protection mechanisms, regular security testing, secure integration,
data minimization, secure by default configuration, and secure decommissioning, can be
used to support this stage achieving the secure by design and secure by default requirements
of the CRA. Tools such as SonarQube, Coverity, and secure development environments are
crucial for implementing these practices as well as SDLC and standards such as IEC 62443
4-1 and 4-2 and EN 303 645.

e Vulnerability Handling and Disclosure: Detailed procedures for identifying, address-
ing, and disclosing vulnerabilities, along with coordinated vulnerability disclosure and in-
formation sharing. Tools such as CycloneDX for SBOM and public vulnerability databases
support these activities in addition to that standards such as ISO 29147 can assist in
vulnerability disclosure.

e Compliance, Policy, and Documentation: Maintaining transparency in vulnerability
handling, providing regular updates, offering user guidance, and conducting regular audits
and reviews. Document management systems and audit management software facilitate
these processes.

The feedback from the workshops highlighted the importance of these components in creating
a practical and user-friendly guide.
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6 | Discussion

This chapter discusses the results presented prior by directly looking into the research questions’
results in their implications and then reflecting and exploring their relationship with existing
literature.

6.1 Main Results and Their Implications

6.1.1 Research Question 1: Development of a Structured Implemen-
tation Guide

The primary outcome of this study is the development and validation of a structured implemen-
tation guide for manufacturers that need to follow the CRA. The guide was found to be effective
in translating legislative requirements into practical, actionable steps for manufacturers. This
effectiveness was demonstrated through empirical evaluation, which highlighted improvements
in the act and its sections providing practitioners with valuable tools to determine applicability,
perform risk assessment processes, secure software development practices, and regular vulnerabil-
ity management. In addition to that the guide addressed the complexities of CRA requirements
by providing clear and practical instructions grouped in five main categories. During the evalu-
ation, practitioners highlighted that the guide’s structured approach is helpful in facilitating the
integration of diverse cybersecurity measures needed for product development and maintenance
by providing categorization and breakdown of key concepts. This finding aligns with existing
literature that points out the need for practical tools and frameworks to bridge the gap between
legislative requirements and implementation (Chiara, [2022a} Rosager Ludvigsen & Nagaraja,
2022). Furthermore, feedback indicated that the guide is applicable across diverse manufactur-
ing contexts with practitioners pointing out that they can use it in different projects. However,
the usability score remains lower than anticipated with more time and further refinements needed
in that area. This usability is crucial for any tool use and adoption in projects in the real world
with studies highlighting the importance of user-centric design in compliance tools (Mueck et al.,
2023).

6.1.2 Research Question 2: Essential Tools, Resources, and Processes

The study identified several essential tools, frameworks and processes that were incorporated
into the guide and can assist manufacturers in the development process of PDEs. On a high
level, these included incorporating detailed risk assessment procedures, secure software develop-
ment practices, and regular vulnerability management activities. One of the main findings is
the guide’s impact on introducing defined risk assessment and management practices including
threat modelling as well as various practical tools and frameworks that can assist in the risk

57



assessment process. During the evaluation, it was reported that the guide provided a structured
and defined approach to identifying and mitigating cybersecurity risks and working with risk
assessment, which is an essential step in the CRA’s requirements given the risk-driven nature
of the regulation. This aligns with prior research that underscores the importance of structured
risk management frameworks in achieving cybersecurity compliance (Caralli et al., 2010)). The
results also indicate that the implementation guides dependence on integrated secure software
development practices and standards during the implementation and vulnerability management
phases. By providing clear instructions and best practices for secure coding, testing, and main-
tenance based on existing state-of-the-art solutions(such as NIST CSF 2.0, OWASP‘ and IEC
62443 4-2), the guide provides a way to ensure products are secure from the design phase through
to deployment and maintenance, this is also consistent with literature emphasizing the critical
role of secure software development in cybersecurity frameworks (Lala et al., 2021)). Finally, sev-
eral standards and frameworks were suggested as a way to ensure that the guidelines and tools
are meeting the high level of security needed and required by both the act and the industry.
With frameworks such as NIST CSF 2.0, and standards like ISO 27005 and EN 303 645 as part
of the guide it follows a similar approach as (Meagher & Dhirani, 2023|) work when designing
their CYBER INTEL framework.

Unlike some previous studies that are mainly focused on theoretical frameworks or high-level
guidelines, this research offers a tangible, validated tool for practitioners to use in their projects.
The practical aspects of the implementation guide address a critical gap in the literature of
the CRA, providing with a concrete example of how legislative requirements can be translated
into specific, actionable practices. A similar approach was also taken by research in the field of
GDPR where their study (Brodin, 2019) highlighted the effectiveness of structured approaches
to compliance with regulations.

6.2 Comparison with Existing Literature

6.2.1 Alignment with Prior Research

Several of the findings of this thesis align with existing research, particularly on the challenges
of implementing cybersecurity legislation. Studies by (Chiara, [2022a; Rosager Ludvigsen & Na-
garaja, [2022)) highlight the need in the industry for clear guidelines that effectively interpret
legislative requirements to manufacture usable steps that can be taken action on. This is high-
lighted in the thesis by the generally positive response and feedback that was received for the
structured implementation guide when presented during workshops. In addition to that the im-
portance of having practical tools to aid in compliance is a recurring theme in the literature,
which is something this study tries to address with the creation of the artefact.

The importance of standards and harmonized standards with regulation is important when
it comes to designing robust frameworks and structured guides as seen in this research where the
guide benefits largely on the existing security standards and practices. This is something that
is also highlighted by (Mueck et al., [2023) where they point out the significance of harmonized
standards when it comes to robust frameworks. With one major vertical of the guide covering
risk assessment and threat modelling, it highlights the importance of these activities in the area
of security risk assessment and product development as also highlighted by (Caralli et al., |2010]).
The need for a comprehensive approach that covers all stages of the product lifecycle is vital for
securing PDE this is also highlighted by (Lala et al., 2021) the structured guide in this research
points out this necessity by addressing all stages of development as well as post-deployment and
maintenance.
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6.2.2 Standards and Frameworks

This study’s findings reinforce the importance of established standards and frameworks for se-
curing PDEs and following best practices with the structured guide relies heavily on standards
for following the CRA as pointed out by the mapping done by ENISA (of Cyber Security, |2024]).
The ISO/IEC 27001 standard, provides a systematic approach to managing sensitive company
information, which is crucial for ensuring cybersecurity resilience (International Organization
for Standardization, 2022)). The NIST Cybersecurity Framework 2.0 also plays an important
role in defining the artefact by offering guidance and best practices for managing and reducing
cybersecurity risk (National Institute of Standards and Technology, 2022)). The ETSI EN 303
645 standard focuses on consumer IoT devices and outlines essential security requirements that
are also represented as essential requirements in the CRA, in addition to that this standard
provides the highest level of coverage in the mapping done by ENISA and therefore is the core
for the secure implementation part of the guide (European Telecommunications Standards In-
stitute, 2020). Furthermore, this standard emphasizes secure storage of sensitive data, secure
communication, regular software updates and no default passwords as core aspects alliging with
other standards and best practices and therefore also present and addressed in the guide. Fi-
nally, the ISA /TEC 62443 family standards for TACS provide a framework to address security
vulnerabilities in TACS, aligning with the guide’s focus on risk assessment and secure develop-
ment, furthermore, the 4-2 and 4-1 standards in this family are important industry established
standards vital for securing IACS components (International Society of Automation, |2022), with
the guide integrating key concepts from both standards into its components, particularly the 4-1
standard for the SDLC.

6.2.3 Tools, Resources and Secure Development

The study highlights the importance of using tools, frameworks and processes to achieve high level
of security and follow the CRA. Tools like OCTAVE Allegro and FAIR provide methodologies for
conducting comprehensive risk assessment, which is a major part of the CRA and therefore also
incorporated into the guide as one of the main verticals (Caralli et al.,[2010). Furthermore, secure
software development tools, such as static and dynamic code analysis tools (e.g., SonarQube,
Veracode), are essential for identifying and mitigating security vulnerabilities during the lifecycle
of PDEs (Lala et al., 2021) which is why they are on the forefront of the guide implementation
vertical as best practices as part of ensuring secure development processes.

Secure software development is a well-documented and discussed topic in literature and in-
dustry. Having an SDLC in place can ensure that security is integrated into every phase of
software development, from planning and design to implementation, testing, and maintenance
(Microsoft, 2024). This study’s implementation guide includes detailed instructions and best
practices for secure software development, reflecting on the fundamental principles of the SDLC
defined in ISA/TEC 62443 4-1 standard.

While strictly not a requirement in the CRA security training and awareness programs are
often highlighted in the literature as vital tools for high-security culture within organizations (Hu
et al.,2021)). In this spirit, the presented guide also recommends ongoing training and awareness
programs to be considered in order to ensure that employees understand and follow cybersecurity
best practices.
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6.3 Ethical and societal aspects

The results of this study have the potential for both ethical and societal implications, particularly
when considering the possibility of a broader adoption of the implementation guide for cyber-
security in PDE development. Implementing the guide on a wide scale could lead to enhanced
cybersecurity across various sectors and industries with the possibility of reducing vulnerabilities,
protecting sensitive data, and increasing the cybersecurity postures of PDEs. However, this also
raises ethical concerns regarding the potential misuse of these enhanced security measures. For
instance, organizations may implement these tools in ways that monitor, gather data or control
users, leading to privacy violations and a decline in trust. Furthermore, the widespread adoption
of such a guide could deepen existing inequalities in the market, as organizations with sufficient
resources and established cybersecurity departments might be able to fully implement these rec-
ommendations, leaving smaller or less-resourced companies like SMEs vulnerable and unable to
compete or place products on the market.

In addition, the alignment of the thesis work and results with the United Nations’ Sustainable
Development Goals (SDGs), particularly Goal 9 (Industry, Innovation, and Infrastructure) and
Goal 16 (Peace, Justice, and Strong Institutions), highlights the potential for positive societal im-
pact (United Nations, [2015]). By integrating and promoting robust cybersecurity practices in the
guide, the results introduce support for the development of resilient infrastructure and promote
trust in digital systems and PDEs, which are essential for achieving sustainable economic growth
and peace. However, it is important to ensure that these advancements(enhanced cybersecurity
measures proposed in the implementation guide) are accessible to all and do not inadvertently
contribute to the digital divide, and the guide was made available online as a mind-map tool.
Therefore, the ethical responsibility lies in ensuring that these tools and practices are inclusive
and that their implementation does not lead to unintended negative consequences.
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7 | Conclusion

7.1 Summary of Findings

This study developed a structured implementation guide to help manufacturers follow with the
EU’s Cyber Resilience Act. Using Design Science Research methodology, the guide was iteratively
developed and refined over two iterations, resulting in a practical tool that translates legislative
requirements into actionable steps. The structured guide addresses the CRA requirements and
key aspects by providing practitioners with a five-step guide that will allow them to determine
the applicability categorize the products with digital elements and find the compliance approach
needed for them. It will allow them to find the methodology, tools, frameworks and activities
needed to perform a risk assessment on the PDEs which is a vital step before determining the
security requirements applicability and security level needed for the product. The guide also
represents a detailed approach for secure implementation and development addressing the secure
by design and secure by default requirements of the act. In addition to that, a vulnerability
management step is presented guiding with the needed activities, actions and standards for
addressing the legislation requirements. Finally, a conformity section presents needed actions
for maintaining and achieving conformity with the needed tools and standards. The guide is
presented with a mind mapping tool and each section is enhanced with details about the activities
as well as standards and tools that can assist.

7.2 Contributions

7.2.1 Practical Implications

The implementation guide offers manufacturers a clear pathway to follow the CRA regulation,
ensuring that PDEs meet the necessary cybersecurity level. Manufacturers can for example use
the guide to streamline their risk assessment processes and implement robust security measures
throughout the product lifecycle using the implementation phase. The provided artefact can be
used by practitioners to point them to needed standards and processes to implement in their
development. This will not only help in navigating regulatory compliance but will also enhance
the overall cybersecurity posture of their products.

7.2.2 Theoretical Implications

The study contributes to the field of Design Science Research and academia by showcasing how
laws, regulations and the legislative requirements in them can be translated into practical tools.
The interactive development applied and the evaluation can provide an approach for similar
studies of regulations. This adds to the theoretical understanding of how design science can
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bridge the gap between theory and practice in the field of cybersecurity. In addition, the study
provides insights into the Cyber Resilience Act, its requirements and relevant standards that is
vital for understanding and providing and first look at upcoming changes in cybersecurity and
product development.

7.3 Future Research

One possible future research can focus on further refining and testing the implementation guide
across diverse manufacturing contexts to enhance its robustness, usability and applicability.
Possible long-term studies can include action research in applying the structured guide or other
framework in organisations studying the CRA. Another are of further research is the CRA
itself, with a literature review conducted in this study showcasing a lack of detailed analysis
and breakdown of the act. Moreover, further research is needed for the CRA implications for
hardware components and open-source hardware. Finally, another area for future research is the
use of Al state-of-the-art techniques for the CRA and the introduction Al driven tools that can
provide support for practical implementation.
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A | Appendix

A.1 Document Review Template

Table A.1: Template for a systematic review of legislative texts, reports, and articles.

Document Title  Source/Author Key Points/Findings Relevance to CRA

A.2 Workshop Agenda and Discussion Guide

A.2.1 'Workshop Agenda

1. Introduction (10 minutes)

¢ Welcome and Objectives: Brief overview of the workshop’s goals.

e Agenda Overview: Outline the structure and key activities.
2. Presentation of the Artifact (30 minutes)

e Artifact Description: Explain the artifact developed during the research.
e Demonstration: Walkthrough of the artifact in action.

e Short Q&A Session: Address questions and feedback from participants.
3. Break (5 minutes)
4. Using the Artifact on an IoT Device - Hands-On (60 minutes)

e Hands-on Application:

Participants apply the implementation guide to the IoT device.
— Observer is monitoring the process, noting any issues or challenges.
— Discuss common issues faced during the hands-on session.

— Share solutions and best practices.

e Short Q&A: Address additional questions and provide further clarifications.



5. Break (5 minutes)
6. Dissuasion and Feedback (30 minutes)

e Evaluation and Interactive Feedback Session:

— Discuss the artefact in the context of the task.

— Collect feedback from participants on the artefact and the implementation pro-
cess.

— Participants share their experiences and suggestions for improvement.
7. Closing Session (10 minutes)

e Summary of Key Takeaways: Recap and take short Q&A.

e Questionnaire: Short evaluation questionnaire for each participant.

A.2.2 Discussion Guide

1. Introduction

e Explain the purpose of the discussion session of the workshop

e Provide an overview of the CRA, the research project, and the implementation guide(if
needed).

2. Using the Artifact

e How easy was it to apply the guide to the IoT device?

e What specific challenges did you encounter during the application?
3. Identifying Challenges and Discussing Solutions

e What were the main challenges faced during the application of the guide?
e Can you suggest any potential solutions to these challenges?

e Which solutions do you think are most feasible and effective?
4. Evaluating Solutions and Getting Feedback

e How effective were the proposed solutions in addressing the challenges?
e What improvements or changes would you suggest for the implementation guide?

e How likely are you to use the guide in your projects?
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A.3 Observation Template

Table A.2: Template for documenting observations and feedback during workshops.

Date Activity Observed Notes/Findings

A.4 Coding Process and Themes

The coding scheme used in this study follows established academic practices for qualitative data
analysis, ensuring consistency and rigor in identifying and categorizing themes. The thematic
analysis approach is based on the work of Braun and Clarke, which provides a clear framework
for systematically coding qualitative data (Braun & Clarke, 2006]).

A.4.1 Coding Process

1.

Familiarization: Reading and re-reading the data to become intimately familiar with its
content.

Generating Initial Codes: Systematically coding interesting features of the data across
the entire dataset.

Searching for Themes: Collating codes into potential themes, gathering all data relevant
to each potential theme.

Reviewing Themes: Checking if the themes work in relation to the coded extracts and
the entire dataset.

Defining and Naming Themes: Ongoing analysis to refine the specifics of each theme
and generate clear definitions and names for each theme.

Producing the Report: The final opportunity for analysis. Selection of vivid, com-
pelling extract examples, final analysis of selected extracts, relating back of the analysis
and reporting.

A.4.2 Predefined Coding Scheme

The following table outlines the predefined codes used for categorizing the data collected during
the workshops and discussions:
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Table A.3: Predefined themes for analyzing qualitative data from workshops and discussions.
Themes Description/Examples

Challenges Specific challenges faced in using the guide. Example: "Difficulty in un-
derstanding structure."
Solutions Solutions considered or implemented to overcome challenges. Example:

"Developed a checklist for compliance steps."
Support Needed Additional support or resources required. Example: "Need for more de-
tailed guidelines for implementing this."

Improvements Suggested improvements to the implementation guide. Example: "Include
more tools in the guide."

Usability Comments on the ease of use of the guide. Example: "The guide is easy
to follow and implement."

Effectiveness Effectiveness of the guide in implementing and addressing CRA require-
ments. Example: "The guide helped us address documentation issues
quickly."

A.5 Expected Evaluation Criteria

The evaluation criteria are intended to be used on the responses to the workshop questionnaire
and as performance metrics observed for the implementation guide. Each criterion is rated on a
scale from 1 to 5, where 1 indicates "Very Poor" or "Very Ineffective," and 5 indicates "Excellent"
or "Very Effective.".

e Clarity of Information

— Rating: 1 (Very unclear) to 5 (Very clear)

— Expected Outcome: Average rating of 4 or above

Usefulness of the Guide

— Rating: 1 (Not useful at all) to 5 (Very useful)

— Expected Outcome: Average rating of 4 or above

Likelihood of Using the Guide
— Rating: 1 (Very unlikely) to 5 (Very likely)

— Expected Outcome: Average rating of 4 or above

Ease of Use

— Rating: 1 (Very difficult) to 5 (Very easy)

— Expected Outcome: Average rating of 4 or above

Effectiveness in Identifying and Addressing Compliance Issues

— Rating: 1 (Very poorly) to 5 (Very well)

— Expected Outcome: Average rating of 4 or above

Effectiveness of Proposed Solutions
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— Rating: 1 (Very ineffective) to 5 (Very effective)

— Expected Outcome: Average rating of 4 or above
e Overall Satisfaction

— Rating: 1 (Very unsatisfied) to 5 (Very satisfied)

— Expected Outcome: Average rating of 4 or above
e Likelihood of Recommending the Guide
— Rating: 1 (Very unlikely) to 5 (Very likely)

— Expected Outcome: Average rating of 4 or above

¢ Ratings of Specific Aspects

Clarity

x Rating: 1 (Very Poor) to 5 (Excellent)
x Expected Outcome: Average rating of 4 or above

— Usability

x Rating: 1 (Very Poor) to 5 (Excellent)

x Expected Outcome: Average rating of 4 or above
— Relevance

x Rating: 1 (Very Poor) to 5 (Excellent)
*x Expected Outcome: Average rating of 4 or above

Practicality

* Rating: 1 (Very Poor) to 5 (Excellent)
x Expected Outcome: Average rating of 4 or above

— Comprehensiveness

* Rating: 1 (Very Poor) to 5 (Excellent)
x FExpected Outcome: Average rating of 4 or above

A.6 Workshop Questionnaire

1. How clear was the information presented during the workshop?

e Very clear
e Clear

e Neutral

e Unclear

e Very unclear
2. How useful do you find the proposed implementation guide for complying with the CRA?

e Very useful
e Useful



e Neutral
e Not useful

e Not useful at all

3. How likely are you to use the guide in your organization?

Very likely

o Likely
Neutral
Unlikely
Very unlikely

4. How would you rate the ease of use of the implementation guide?

e Very easy

e Easy
Neutral
Difficult
Very difficult

5. How well did the guide help you identify and address compliance issues with the IoT device?

Very well
o Well
Neutral

Poorly

Very poorly

6. How effective were the proposed solutions in addressing the challenges you faced?

Very effective
Effective
Neutral

Ineffective

Very ineffective

7. How satisfied are you with the overall process of using the guide?

Very satisfied
Satisfied

e Neutral

e Unsatisfied

e Very unsatisfied

8. How likely are you to recommend the guide to other organizations?

e Very likely
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o Likely

e Neutral

e Unlikely

e Very unlikely

9. Please rate the following aspects of the guide:

e Clarity
— Excellent
— Good
Neutral
— Poor

— Very Poor
Usability

Excellent

— Good
Neutral
— Poor

— Very Poor

Relevance

— Excellent
— Good

— Neutral
— Poor

— Very Poor

Practicality
— Excellent
— Good
— Neutral
— Poor
— Very Poor

Comprehensiveness

— Excellent
— Good
Neutral
— Poor

Very Poor
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