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ABSTRACT 

Email communication has become an indispensable aspect of modern life, enabling rapid and 

efficient information exchange for individuals and organizations worldwide. However, the rise of 

phishing attacks poses a significant threat to the security and privacy of email users, with attackers 

continuously refining their techniques to exploit unsuspecting victims. This systematic literature 

review (SLR) aims to examine the challenges faced in email phishing detection for both private and 

organizational users, highlighting the unique obstacles and requirements for each user group. By 

analyzing relevant and current research from the past three years, this study seeks to identify the key 

challenges in email phishing detection, including the evolving tactics used by attackers, the 

limitations of current detection methods, and the hurdles in user education and awareness. 

Furthermore, it investigates the differential impact of these challenges on private and organizational 

users, with a focus on the potential differences. The comparative analysis offers valuable insights into 

the distinct challenges private and organizational users face in their efforts to defend against email 

phishing attacks. Understanding these differences is crucial for developing targeted, effective 

solutions that can enhance the overall resilience and security of email communication systems. 

Ultimately, this SLR serves as a foundation for future research and development in the field of 

phishing detection, fostering a safer online environment for all users. 

Keywords: Phishing, Detection, Challenge, Comparison, Email 
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1 Introduction 

Phishing attacks have remained a persistent threat in the realm of email security, despite 

advancements in email security technologies and the propagation of user education initiatives, the 

occurrence of phishing attacks remains unrelieved. The dynamic nature of these attacks, combined 

with the rapid evolution of the digital landscape, has imposed a continuous re-evaluation of the 

strategies and techniques employed in the battle against phishing. This SLR aims to provide a 

comprehensive and in-depth analysis of the current state of research and practice in the field of email 

phishing detection by using a thematic approach, focusing on the various challenges that have 

emerged for organizational users and private users respectively. Phishing is a problem of importance 

when it comes to network and system administrators due to the probability of being forced to handle 

such occurrences as a daily routine. In this context, our SLR seeks to delve deeper into the 

complexities of phishing detection, particularly focusing on the unique challenges faced by two 

distinct user groups: organizational users and private users. The comparative nature of this study will 

provide a broader perspective on the phishing landscape, highlighting the specific vulnerabilities and 

defense mechanisms inherent to each group. 

Organizational users, typically network and system administrators, often find themselves at the 

forefront of this battle against phishing. They are tasked with the responsibility of safeguarding the 

digital assets of their organizations, a role that requires constant vigilance and adaptability given the 

evolving nature of phishing attacks. On the other hand, private users, while not as exposed, are still 

significantly impacted by phishing attacks. Their personal data and privacy are at stake, making it 

important to understand their unique challenges in phishing detection. By comparing the experiences 

and challenges of private and organizational users, we hope to uncover valuable insights that could 

inform future research and practice in phishing detection. Identifying commonalities and differences 

between these two user groups could lead to the development of more targeted and effective 

strategies for combating phishing.  
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2 Background 

This chapter begins with an explanatory introduction to phishing and the different types of attacks. 

The chapter continues with an overview of recently gathered statistics of phishing attacks to see the 

extent of these attacks. Following this, is a brief explanation of the most common detection 

techniques when it comes to phishing detection. The last section of this chapter will show examples 

of the research background from which inspiration for this study was gathered.  

2.1 Phishing 
Phishing is a type of cyber-attack that involves the use of fraudulent emails, text messages, or 

websites to steal sensitive information, such as login credentials and financial information (Das et al., 

2020). The increasing number of phishing attacks in recent years has made it imperative for 

organizations and individuals to develop effective methods for detecting and mitigating these threats. 

APWG (2022) mentions that the term phishing was first used in 1996 in a social engineering attack 

against AOL (America On-line) accounts by scammers online. The history behind the name phishing 

origins from one of the earliest forms of hacking against telephone networks, called “Phone 

Phreaking”. This resulted in “ph” becoming a common hacking character replacement for “f” (Khonji 

et al., 2013). Another term that can be associated with phishing is spoofing, such as domain spoofing, 

website spoofing, and email spoofing. As explained by Jalda et al. (2022), spoofing is when a 

perpetrator forges an email to mimic a legitimate email address. Since the email looks to come from a 

reliable source, it is often opened by the victim. 

In Figure 1, a representation of the attack process of a common phishing attack is visualized. 

Abroshan et al. (2021) explain that the attack begins with the attacker sending an email with either a 

phishing link or a phishing attachment, some of these emails will be stopped by technical phishing 

prevention systems before it arrives in the user’s inbox. If the prevention systems fail, the user 

receives and then there is a chance that the user opens the attachment or clicks on the phishing link 

which is the first and second step in Figure 1. The attachment generally contains built-in malware 

(e.g. ransomware) or a non-legitimate document asking the victim to take urgent action (e.g. fake 

invoice). The third step in this process is when the victim gets tricked to submit sensitive 

information, or when the malware is not detected nor prevented by an endpoint security system (e.g. 

antivirus software). 

 

Figure 1. Attack process of a common phishing attack (Abroshan et al., 2021) 

Dou et al. (2017) suggest that the phishing process can be divided into five steps: reconnaissance, 

weaponization, distribution, exploitation, and exfiltration.  

In the reconnaissance phase, phishers look for famous web service brands with a broad customer 

base. They then design the phishing website and use social engineering on email spam in the 

weaponization phase. Phishers deliver emails to the victims in the distribution phase to exploit the 



 

3 
 

weakness of humans to make them think the fraudulent websites are legitimate in the exploitation 

phase. Finally, in the exfiltration phase, phishers collect sensitive data from the phishing databases 

that they created (Dou et al., 2017). 

Despite the availability of various anti-phishing tools and techniques, phishing remains one of the 

most successful and prevalent forms of cybercrime. The success of phishing attacks is largely due to 

their ability to mimic the appearance and behavior of legitimate sources, making them difficult to 

detect. This has led to a growing need for advanced phishing detection methods that can accurately 

identify and prevent these attacks in real-time. According to APWG (2022), the third quarter of 2022 

saw a record-breaking 1,270,883 phishing attacks, making it the most severe quarter for phishing 

that the APWG has ever recorded. This is a consistent trend over recent years. Every quarterly report 

is a new record-breaker when it comes to the number of recorded phishing attacks according to 

APWG (2022). More statistics can be found in section 2.3. 

Das et al. (2020) showed that there has been a significant increase in phishing research in the last 

decade. Continued, Das et al. (2020) show a wide range of techniques for detecting phishing, 

including machine learning (ML), deep learning (DL), computer vision, natural language processing 

(NLP), blacklisting/whitelisting, and behavioral analysis. However, most of these techniques suffer 

from limitations such as high false positive rates, low accuracy, and poor scalability according to the 

authors.  

Phishing attacks usually seem credible and look sophisticated. Some common characteristics of 

phishing attacks can be examined to identify such attacks. The most common features of phishing 

attacks according to Madleňák & Kampová (2022) are discussed in the following list below. 

• Indirect Greeting: Most legitimate organizations use a more personal approach with 

customers regarding communication and generally include the customers’ names in some 

way, attackers usually use a more generic way of greeting their victims, without mentioning 

their names. These signs do not guarantee that it is a phishing attack since not all 

organizations use personal greetings when communicating with customers but are typical 

characteristics of a phishing attack. 

• Text Wording: Attackers usually make grammatical errors and/or misspelled words in the 

text. This can usually be linked with a mistranslation because the message is translated from 

another language using publicly available translators. 

• Requesting Personal Information: Phishing attackers usually act as a legitimate 

organization, for example, a bank, and the goal is to get the victim’s sensitive information. 

Legitimate organizations never ask their customers to provide their sensitive information 

like login details or card numbers. 

• Urgency: Another sign of phishing attacks can be the level of urgency shown by the attacker 

towards the victim. The attacker usually demands urgent actions from the victim, these 

actions must be performed immediately. Personal information is often the target, and 

account security or another security threat is often used to make the victim fall for this. 

• Irresistible Offers: Attackers often make very lucrative offers that seem too good to be 

true. The offer might claim that the victim has won a price, funding, or other suspiciously 

lucrative offers. 

• Suspicious Domains. Attackers are trying to act credible, to make this possible, the 

attacker usually uses a domain that is very similar to a legitimate organization. The attacker 

may use completely different domains or foreign domains, a more common example is to 

swap letters or symbols in a domain. 

• Suspicious Links and Attachments. Attackers usually try to redirect the victims to 

websites that are not legitimate, or in other words, unsafe to make the victim enter personal 

details or make the victim download malware. Different forms of attachments, hyperlinks, 

and links to websites are used to achieve this. Knowing the characteristics of phishing 

attacks is crucial for stopping them and minimizing their success. 

The typical phishing life cycle involves six distinct actors, as explained by Das et al. (2020) below: 

• Phishers: These are individuals or organizations who carry out phishing attacks to obtain 

specific benefits, such as financial gain, fame, or identity hiding. 
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• Web service providers: These companies provide various services, such as email, social 

media, online shopping, and e-banking, via websites on the Internet. 

• Web service subscribers: These are customers who subscribe to the web services 

provided by the web service providers. They are the primary targets of traditional phishing 

attacks. 

• Web hosting providers: These companies offer website hosting services to web service 

providers. 

• Anti-phishing organizations: These organizations support individuals and organizations 

in combating phishing attacks. They provide advice on anti-phishing controls, collect and 

analyze phishing data, and offer up-to-date phishing website blacklists, among other things. 

• Spear phishing targets: These are specific individuals or companies targeted by phishers. 

According to Das et al. (2020), each actor in the phishing process takes different actions and has 

varying reactions. Phishers employ sophisticated techniques to evade phishing detection approaches, 

while web service providers usually announce blacklists of phishing websites and recommend users 

to use strong authentication schemes. On the other hand, web service subscribers rely heavily on 

browser filters and third-party anti-phishing toolbars to detect and block phishing attempts.  

The role of web hosting providers in the phishing process is rather ambiguous. Reputable providers 

usually enforce strict “Terms of Use” and avail certain anti-phishing solutions. However, free-to-use 

web hosting providers may not be able to afford to deploy good anti-phishing security measures, 

which leaves their customers vulnerable and attractive targets for phishing. Anti-phishing 

organizations such as APWG collect and analyze phishing data from various sources, such as users’ 

reports via anti-phishing toolbars. They provide anti-phishing suggestions and solutions and may 

also cooperate with government agencies such as public security and law enforcement to detect and 

prevent cyber-attacks (Das et al., 2020). 

2.2 Different Types of Phishing Attacks 
The European Union Agency for Cybersecurity (ENISA) defines the term ransomware as “a type of 

attack where threat actors take control of a target’s assets and demand a ransom in exchange for 

the return of the asset’s availability and confidentiality” (ENISA, 2022). Ransomware has been one 

of the most common forms of cybercrime in recent years according to Agari (2023). The recent 

pandemic saw an increase in the number of ransomware attacks, and the number of ransomware 

victims has since declined as can be seen in Figure 2 based on data provided by APWG (2022). 

The most common delivery method for ransomware attacks is phishing by email. Government 

institutions and companies that have been exposed to ransomware attacks are often reluctant to 

discuss how it happened, but many of them admit that successful attacks have been the result of 

employees falling for phishing emails (Agari, 2023). The latest report provided by ENISA (2022) 

mentions that phishing attacks are generally targeting a broad audience and thus used in a high 

amount of targets. This is different from other social engineering attacks that are customized to target 

specific employees. Social engineering is used to gain a technical foothold in the network to carry out 

further attacks using the employee’s access inside an organization. 
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Figure 2. Companies victimized by ransomware, data from APWG (2022) (author’s own) 

Chiew et al. (2018) write about phishing techniques and suggest that they consist of three different 

components which are listed below: 

1. The mediums of phishing: Three commonly used bases are voice, short messaging 

service (SMS), and the internet. 

2. The vectors of phishing which are used to conduct the attack: Attackers use 

different vectors to launch phishing attacks, Email, and social networks are two examples of 

vectors that are available to the attackers via the internet. 

3. Technical approaches: Different technical approaches are implemented by the attacker to 

improve the effectiveness of phishing. Spear phishing and whaling are two examples of 

technical approaches. 

Heartfield & Loukas (2015) present a taxonomy of cyber-attacks, where they classify attacks based on 

several criteria, including the method of attack, the target of the attack, and the persistence of the 

attack. For instance, under the method of attack, they discuss various techniques such as email 

phishing, spear phishing, whaling, website phishing, vishing, and smishing. Each of these methods is 

explained in the next sections, highlighting their unique characteristics. Continued, they categorize 

the targets of attacks into individual users, organizations, and systems, emphasizing the varying 

strategies and implications for each target group. The persistence of attacks is also examined, 

distinguishing between one-off and ongoing attacks. 

2.2.1 Spear Phishing 

Spear phishing is a targeted phishing attack where attackers send fraudulent emails or texts to a 

specific individual or group. The term “spear phishing” is used to describe how attackers use personal 

information to tailor their attacks to a specific target. Unlike traditional phishing, which uses a more 

generalized approach, spear phishing is more personalized and can therefore be more difficult to 

detect (Karim et al., 2019). 

2.2.2 Whaling 

Aimed phishing attacks come in many forms, and one particularly sinister variation is called 

“whaling” or “CEO fraud”. These attacks are specifically targeted at high-level officials within a 

company and are designed to appear as serious executive-level communications. Typically, the 

content of these attacks is crafted with a specific upper manager or senior executive in mind and may 

relate to an urgent executive issue that affects the entire company, or a customer complaint. These 

attacks are often accompanied by fake email addresses, designed to look like they come from a 

legitimate business establishment, or even from the CEO of the host company (Karim et al., 2019). 

The risks and dangers associated with whaling attacks are similar to those of other forms of phishing 

and spoofing. It is important for individuals and organizations to remain vigilant and aware of the 

risks associated with these attacks, and to take appropriate steps to protect sensitive information and 
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prevent data breaches. Implementing strong email security measures, such as two-factor 

authentication and email filtering, can help to mitigate the risks of phishing attacks and safeguard 

against the potentially devastating consequences of successful whaling attacks (Karim et al., 2019). 

2.2.3 Smishing 

Smishing, SMS phishing is a type of social engineering attack that targets individuals through their 

mobile devices, such as smartphones and tablets by sending text messages (Mishra & Soni, 2019). 

Smishing attacks are designed to trick individuals into giving away their personal and sensitive 

information by disguising themselves as trustworthy entities, such as banks or government 

organizations. The information collected through these attacks can be used for illegal activities such 

as identity theft and financial fraud.  

Smishing attacks can be divided into three categories: Uniform Resource Locator (URL)-based, 

email-based, and phone number-based (Mishra & Soni, 2019). In URL-based smishing, the victim is 

directed to a malicious website by clicking on a link included in a message. This website will then 

prompt the victim to enter personal or financial information, often by offering incentives such as 

reward points or gifts. In some cases, this website may even result in downloading a harmful APK 

(Android Package Kit) file to the victim’s device. In email and phone number-based smishing, the 

victim is encouraged to contact the attacker through the email address or phone number provided in 

the message. The attacker then tricks the victim into giving personal or financial information by 

posing as a trustworthy entity. 

To avoid falling victim to smishing attacks, it is important to be vigilant when receiving unsolicited 

messages, especially those that ask for sensitive information or prompt a call or email. It is also 

recommended to verify the source of a message before responding, and never to provide personal 

information unless you have initiated the contact (Mishra & Soni, 2019). 

2.2.4 Vishing 

Vishing, voice phishing is a form of social engineering attack that combines the use of voice 

technology and human interaction to deceive targets into divulging sensitive information such as 

bank account numbers or social security numbers. The term “vishing” is derived from “voice” and 

“phishing”, which is a similar type of attack that uses emails instead of phone calls (Griffin & Rackley, 

2008).  

Continued, the authors highlight the various techniques used in vishing attacks and the devastating 

consequences for targeted individuals and organizations. The study reveals that vishing attacks are 

becoming increasingly sophisticated, with attackers using advanced social engineering techniques to 

gain the trust of their targets and extract sensitive information. 

Lastly, the authors mention that attackers often impersonate legitimate organizations such as banks, 

healthcare providers, or government agencies to gain the trust of their targets. They use voice 

technology to make the call appear to be coming from a trusted source and may use personal 

information obtained from previous data breaches or social media profiles to further deceive their 

targets. 

2.2.5 Phishing Websites 

Phishing attacks that target websites are a prevalent threat that is increasingly difficult to detect and 

mitigate. These attacks involve fraudulent websites that mimic legitimate ones, to trick users into 

disclosing sensitive information or performing malicious actions. To prevent website phishing 

attacks, various software-based detection techniques have been developed. These techniques typically 

involve analyzing website features such as URLs, content, and user interactions to identify suspicious 

behavior. ML-based approaches have also been used to improve the accuracy of these techniques. 

Despite the development of these detection techniques, website phishing attacks continue to be a 

significant threat, and attackers are continually developing new tactics to evade detection. According 

to Dou et al. (2017), researchers and security experts must remain alert and continue to develop new 

and improved techniques for detecting and mitigating website-based phishing attacks.  

Clone phishing is a type of website phishing and refers to an attacker creating a replicate of a 

legitimate website, using a similar name. Whereas in regular website phishing, a fake website is 

created. Clone phishing is more of a targeted form of phishing since it targets users who usually visit 
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legitimate websites, tricking the victims into that they are visiting a legitimate website. This might 

lead to the victims submitting personal information and login credentials as they believe they are on 

their usually safe website. It can also be a fake page residing on the official website, containing a link 

to fake resources, tricking the victim into that the link comes from a legit and trusted domain 

(Andryukhin, 2019).  

2.2.6 Email Attacks 

Phishing emails are usually sent in bulk and contain links to fraudulent websites or attachments that, 

when opened, install malware on the recipient’s device (Abroshan et al., 2021). According to the 

latest report by APWG (2022), the number of phishing websites detected globally increased by 6% 

from 2018 to 2019, with a total of 342,000 unique phishing websites detected in 2019. The report 

provided by APWG (2022) also noted that phishing emails accounted for more than 90% of all 

phishing attacks, making it the most common method used by attackers. 

One of the reasons for the increasing prevalence of phishing in emails is the ease with which attackers 

can automate the process of sending phishing emails. Additionally, attackers often use social 

engineering tactics, such as urgency and fear, to convince the recipient to click on a link or provide 

their information. For instance, the attacker may claim that the recipient’s account has been 

compromised and that they need to take immediate action to secure it. 

2.3 Statistical Overview 
APWG is an organization that works with mapping out the phishing problem on a global scale. This 

work is done by reports from affected people and organizations (APWG, 2022). Figure 3 shows 

statistics about phishing attacks from the latest report posted by APWG. A total of 1,270,883 

phishing attacks were observed in the third quarter of 2022, a new record and the worst quarter for 

phishing attacks that APWG has ever observed (APWG, 2022).  

 

Figure 3. Phishing Attacks, data from APWG (2022) (author’s own) 

APWG (2022) also report statistics about targeted industries. Figure 4 shows a pie chart of the most 

targeted industries based on the APWG (2022) report. Phishing attacks against the financial sector 

remained the largest set of attacks. A huge increase in mobile phone-based fraud is being tracked, 

and vishing detection volumes have gone up more than three times than the reported results from the 

latest report from APWG (2022). 
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Figure 4. Most Targeted Industries, data from APWG (2022) (author’s own) 

The amount of phishing attacks in the world is more than ever and projections show that this trend 

will continue according to APWG (2022). This trend also results in an increase in research within this 

area so that phishing attacks can be understood better and mitigated in a better way. In Figure 5, a 

graph of the total number of hits of the search term “Phishing” is shown from the database IEEE, the 

number of hits is for each year respectively showing that as the phenomenon of phishing increases, so 

does the research. 

 

Figure 5. Phishing Articles IEEExplore (author’s own) 

According to SCB (2023), 2,960,700 individuals in Sweden were impacted by phishing attacks in 

2019, representing 37% of the population aged 16-85. 

2.4 Detection Techniques 
To mitigate the risk of falling victim to phishing attacks, individuals and organizations must take 

steps to identify and avoid these emails. For instance, individuals should be cautious of emails that 
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example hover over the links in an email when this is possible, to view the destination URL before 

clicking on it (Waziri, 2015). This chapter presents and briefly describes different detection methods 

used to detect phishing attempts. 

Phishing detection methods can be classified into two main approaches when it comes to 

organizations, as suggested by Bikov et al. (2019): 

1. User-dependent approach - To raise and keep the awareness of employees, there are 

three main approaches that if properly and regularly executed are to decrease the potential 

risks of compromising an organization: 

• Regular communication with users regarding potential phishing threats, including their 

symptoms, methods, and appearance. 

• Regular user training, to provide the users with a user experience. 

• Exercising mandatory phishing tests to evaluate the users’ awareness. 

2. Automated approach - Mechanisms that if implemented are to increase security and 

decrease potential risks: 

• Blocklist/blacklist will block a specified type of data. 

• Heuristics analysis is used to analyze and evaluate data, based on multiple criteria. 

• Threat Intelligence is where information from various sources about current threat 

actors is collected, analyzed, and refined. 

• ML and AI technologies can for example detect phishing data, based on certain 

algorithms. 

2.4.1 Machine Learning 

ML has emerged as a defense mechanism against email spoofing, the AI mechanism is providing a 

different solution other than previously existing preventive measures. By leveraging learned 

experiences, ML algorithms can accurately detect spoofing attacks. As a type of AI, ML involves the 

use of pre-programmed algorithmic procedures to analyze input data and generate outputs. With the 

continuous input of new data, these algorithms can learn, analyze, and improve their performance 

over time. There are various types of ML algorithms, including supervised, semi-supervised, 

unsupervised, and reinforcement algorithms. With ML-based email protection, every email that 

arrives in a user’s mailbox is subjected to thorough security checks based on constantly evolving 

analysis and feedback from users and administrators (Jalda et al., 2022). Subasi & Kremic (2020) 

evaluate the performance of ML methods by using different measures such as classification accuracy, 

F-measure, and area under the receiver operating characteristic (ROC) curves (AUC). These 

measures are used to assess the accuracy and effectiveness of the models. 

2.4.2 Deep Learning 

DL is a form of ML that relies on data-driven learning techniques. DL concentrates on 

comprehending the structure of data and creating models that can not only be utilized but also 

grasped by the general public. DL differs from traditional computational approaches. Instead of 

computers solving problems using unambiguous programmed instructions, DL enables the statistical 

analysis of input data to generate output within a specific range (Assefa & Katarya, 2022). 

2.4.3 User Training 

For the individual user, awareness, and training is important. After all, it does not matter how 

advanced and well-configured the detection systems are, users have to be aware of the different types 

of attacks that exist. ML methods do not always achieve perfect accuracy, which means that the user 

is still a vital component in detecting phishing attacks. According to Patil & Arra (2022), humans are 

accountable for 95% of security attacks. Due to humans being considered the weakest link, the 

importance of user awareness is of utter importance since the weakest link is what an attacker wants 

to try to penetrate. Based on the analysis of 49 studies, Das et al. (2019) highlight several key 

findings, including: 

1. Users are often unable to distinguish between legitimate and fake websites, particularly 

when they are presented with realistic-looking phishing emails or websites. 

2. People tend to rely on visual cues and superficial characteristics to identify phishing attacks, 

rather than carefully examining the content of the message or website. 
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3. User education and awareness programs can be effective in reducing the risk of phishing 

attacks, but they are often insufficient on their own. 

4. Personal and situational factors, such as age, experience, and task complexity, can 

significantly impact how users respond to phishing attacks. 

According to Baki & Verma (2022), background knowledge was found to be a marginal predictor of 

users' susceptibility to phishing, and training on websites was found to be more effective than 

training on emails. The study also found that warning techniques significantly improved users' 

performance. 

Higashino et al. (2019) present an anti-phishing training system designed to increase users’ 

awareness. The system involves a simulation game where users train and try to identify phishing 

emails and the users are then provided with feedback on their performance. The authors conducted a 

study to evaluate the system’s effectiveness and found that it successfully improved users’ ability to 

detect phishing emails. 

2.5 Research Background 
The research on phishing has increased over recent years according to Das et al. (2020), Patil & Arra 

(2022), and Salloum et al. (2022). In a literature study by Das et al. (2020), 300 articles between 

2010 and 2017 were discussed, with a focus on phishing and spear phishing. Das et al. (2020) 

identified a lot of gaps in current research, such as under exploitation of deep learning techniques, 

lack of information about feature importance or selection in numerous studies, inadequate datasets 

and metrics for evaluation, and lack of diversity in user studies and long-term experiments. 

Salloum et al. (2022) did a literature review with articles spanning from 2006 to 2022, covering a 

comprehensive analysis of phishing email detection. The study reviews 100 publications and 

elaborates on various phishing email detection methods such as misspelled domain names, poorly 

written emails, suspicious attachments or links, and phishing warning messages. Key observations 

include a lack of discussions on NLP techniques, and the availability of resources, especially those 

publicly accessible, and that while research has advanced in common languages like English, it has 

not generalized to other cultures or environments, especially non-English-speaking nations. 

Khonji et al. (2013) discuss the complexities and challenges involved in phishing detection, 

mentioning that despite the common perception that educating end-users is a potential solution, 

such an approach is often insufficient. To address these challenges, the article proposes two potential 

solutions: improving user interfaces with active warnings and enhancing system behavior to 

automatically detect harmful messages. Finally, the article surveys various anti-phishing software 

techniques, including blacklists, rule-based heuristics, visual similarity, and ML-based classifiers. 

The authors conclude that ML-based detection techniques appear to be the most promising, as they 

have led to the most effective phishing classifiers to date. 

When it comes to private users, Howe et al. (2012) did a study with a focus on the security of home 

computer users. The study does not only focus on phishing but contributes information about how 

and why the home user should be studied.  

Tekeni & Botha (2022) did a more recent study with a focus on the home user, mentioning that many 

research studies use students as a data collection sample, which may not accurately represent the 

entire home user population. Additionally, the authors note that while some studies focus on 

organizational users, there are distinct differences between organizational and home users, such as 

the level of required network security knowledge. Thus, tailored security awareness campaigns for 

different age groups of home users are necessary to ensure the effectiveness of efforts in enhancing 

home security. 

Görling (2006) discusses user education, and whether should users be interested in education when 

it is the IT security department’s job for taking care of security. Görling (2006) mentions that if the 

systems are protected by user education, the question of security is in the hands of the user. The more 

relevant question is whether the users can act as educated users, user education is no general solution 

to security problems in information technology is not an argument not to inform and educate users. 

Most research is focused on organizations, and the economic aspect is a major reason for this. 
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Görling (2006) mentions that security is not a thing for the sake of security, mentioning that 

investing money in computer security relies on the investor’s understanding that it affects the bottom 

line positively. Organizations can provide funds for this type of research to help them mitigate 

phishing attacks in the future.  
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3 Problem  

This chapter means to provide a detailed explanation, insight, and motivation for the problem areas 

on which this study is focused. The chapter will start with presenting the goals for this research, 

followed by the motivation for choosing those goals. Onwards, the chapter will explain and present 

the limitations that apply to this research. Lastly, this chapter provides insight into the expected 

results of the research. The main motivation for this study is the gap when it comes to comparing the 

current challenges for home users versus organizational users. With the COVID-19 outbreak, a lot of 

employees adopted working from home, and by doing so gave up the potential comfort of sitting at 

the office protected behind several security mechanisms. The pandemic raises interesting questions 

and concerns relevant to this study. It makes the questions raised in this research current; regular 

home users could be even more bombarded with phishing attempts now than before the outbreak. 

This study aims to find out what the major challenges are when it comes to phishing detection for 

organizational users and regular home users. One aim is to then compare these challenges. The 

resulting question that this research will try to answer is as follows: 

• What are the challenges in phishing detection in emails for organizations and private users, 

respectively, and what are the major differences between them? 

3.1 Research Goal 
The first two goals are to investigate organizational users and private home users separately to 

compile current challenges when it comes to phishing detection. The two first goals will then be 

analyzed and compared to each other to reach the final goal. The final goal aims towards comparing 

the first two goals to find out how much it differs, and if it differs between private home users and 

organizational users. 

3.2 Motivation 
There are a lot of studies regarding phishing detection, most studies are aimed at organizations, with 

some that are aimed towards home users. There are however very few of these research papers that 

compare the regular home user and organizational users regarding phishing detection. However, the 

primary motivation for doing this study comes from the mutual interest in information technology, 

and while doing various activities over the internet, whether it is for work or fun, everyone would 

prefer to stay safe. By conducting a study on the subject, preferably helping both organizations and 

private users stay safe from phishing attacks on an everyday basis, this study can hopefully contribute 

to current and future research regarding phishing detection. Our research differs from previously 

mentioned research since the aim of this study is to compare challenges regarding phishing in email 

between organizations and private users.  

3.3 Limitations 
This study focuses mainly on phishing detection in emails since phishing emails are the biggest 

contributor to phishing attempts. The focus will to a certain extent also include studies related to 

URLs, since a phishing email often contains a link to a malicious website. This study will exclude 

studies related to phishing that focuses on SMS, voice, and social media. 

3.4 Expected Result 
When it comes to the expectations for this study, the expected result is a contribution to researchers 

wanting to do similar work and a contribution to users; home users, and organizational users. For 

researchers, the result will be a starting point for future, in-depth research on the topic. It is expected 

that this study can help users and researchers to see the difference between phishing detection in the 

work setting and their private life.   
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4 Method 

This chapter will present a detailed explanation of the selected method, explaining why it was chosen, 

and other methods that were considered. This study aims to identify phishing detection challenges in 

emails, where the authors of this study will focus on two different approaches and later compare and 

discuss the findings, this is explained more in detail in section 3.1. When discussing different 

methodologies for this study, doing an SLR seemed a reasonable and safe approach. First, it was 

deemed as a reasonable method since there is existing research on the subject, which led to 

confidence in finding sufficient material. Second, both authors of this study felt that an SLR was the 

safest option due to inexperience, lack of social networks, and lack of social skills overall. Other 

research methods were considered, especially using a survey method but due to previously 

mentioned weaknesses and the time constraints of this study other methods were disregarded. 

4.1 SLR 
The method that best applies to this type of research is an SLR since this method can be used to see 

patterns in a specific area of research. Kitchenham (2004) explains that the meaning of a systematic 

literature review is identifying, evaluating, and interpreting all available research that is relevant to a 

particular research aim, or research question. 

Kitchenham (2004) summarizes the different stages in a systematic review in three phases: 

1. Planning the review 

2. Conducting the review 

3. Reporting the review 

Continued, Kitchenham (2004) gives a detailed explanation of the stages in the mentioned phases 

and describes these phases. Figure 6 is based on the author’s explanation and represents an overview 

of the phases and stages. 

 

Figure 6. Phases and Stages, based on Kitchenham (2004) (author’s own) 

Kitchenham (2004) mentions that a clear search strategy is important to correctly execute a 

systematic literature review. Readers need to be allowed to judge whether the applied strategy is 

complete and unbiased. To avoid biased article selection and to let the reader understand the 

conducted steps, it is important to let the search process be both transparent and replicable, in other 

words, the work must be documented sufficiently. Further, Kitchenham (2004) recommends using 

the following elements to achieve a valid level of documentation: 

• Resources used (i.e., databases) 

• Search terms used 

• Inclusion and exclusion criteria 

• Date of each search 

• Total number of items for each search 
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Xiao & Watson (2019) mention that research questions drive the entire literature review process and 

Cronin et al. (2008) mention that a common mistake when doing this type of research is selecting too 

broad of a research question, it is better to narrow down and focus on the selected topic, and if 

necessary, broaden the scope of the review as the work progresses. The research question has a 

central role since it is difficult to produce reasonable search terms and article selection criteria when 

the research question or aim has not been defined. Since the article selection criteria are based on the 

research question it helps to limit the number of included studies because it establishes the used 

search terms and what type of data is searched for, hence limiting the amount of found matches. 

When the research question, databases, search terms, and selection criteria have been defined, the 

next action is to initiate the article selection process. Meline (2006) illustrates a general framework 

for the article selection process with several steps which have been simplified for this report in Table 

1 below. 

Step Explanation 

1 Apply selection criteria to titles and abstracts 

2 Eliminate studies that meet any exclusion criteria (i.e., one or more) 

3 Retrieve the full text of the remaining studies after the previous step is completed 

4 Assess remaining studies with the selection criteria 

5 Include studies that meet all the inclusion criteria and none of the exclusion criteria. 

6 Exclusion of studies within reason (i.e., incomplete, or ambiguous results) 

7 The selection process ends at this stage, accepting studies for systematic review 

Table 1. Article Selection Process, based on Meline (2006) (author’s own) 

4.1.1 Databases 

Brereton et al. (2007) suggest that to find all relevant articles, it is necessary to conduct searches in 

multiple electronic resources, as no single database is likely to have everything. For this research, 

three databases have been chosen to increase the chances of finding relevant studies and to not miss 

out on critical data. Access to these databases has been granted via the university’s web-based library 

service to ensure their applicability. Since most databases charge for access to stored articles, free 

access is essential for this project. The university provides free access to 81 databases in different 

fields of science, as of 2023. Based on the recommendations of Brereton et al. (2007), IEEE Xplore, 

ACM Digital Library, and ScienceDirect are considered relevant indexing services for software 

engineering and are included in this project. To further expand the potential of finding relevant 

studies, a fourth database was added to the list, Springer Link. This database was used by Salloum et 

al. (2022) in their study, a similar study to this, where a lot of inspiration was taken from. To 

summarize, the following databases have been selected for this study:  

• IEEExplore 

• ACM Digital Library 

• ScienceDirect 

• Springer Link 

4.1.2 Search Terms 

According to Xiao & Watson (2019), one of the most important aspects of conducting a successful 

and comprehensive SLR is the careful selection of suitable search terms. The outcome of a database 

query is strongly influenced by the choice of keywords that are being used. Further, the selection 

directly affects the review’s thoroughness and quality. Failing to integrate relevant search terms can 

lead to procuring irrelevant articles, which highlights the significance of understanding and utilizing 

keywords specific to the topic to build a good collection of publications. 

To further improve search terms, the correct usage of Boolean operators such as “AND” and “OR” can 

be used. By including Boolean operators, a search string will give a refined result of hits (Xiao & 
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Watson, 2019). Xiao & Watson (2019) highlight the importance of careful consideration when using 

Booleans since it will not only refine the search string but also a Boolean such as “OR” will yield a 

higher number of irrelevant hits. Boolean “OR” can be used to find more relevant publications and 

foremost used to find synonyms. However, as earlier mentioned, using synonyms comes with a 

compromise and should be considered before being implemented (Xiao & Watson, 2019). Getting too 

many irrelevant publications might lead to more work than originally needed. 

When it comes to the chosen search strings used in this study, different keywords and search strings 

were tested to try and find usable search strings for all the databases. After conducting testing the 

following search string yielded the most promising result and was used: 

• phishing AND detection AND (mail OR email OR e-mail) 

The search string was used for covering both private- and organizational users, the difference in 

accepting articles between the authors’ different approaches instead differed in the selection criteria, 

which are discussed in 4.1.3.  

4.1.3 Selection Criteria 

Wohlin et al. (2012) suggest that it is important to establish clear inclusion and exclusion criteria 

before selecting primary studies to minimize bias. These criteria should be developed in advance but 

may need to be revised during the selection process to account for factors that were not initially 

considered. The selection criteria chosen for this study can be seen in Table 2 and are explained 

below.  

Inclusion criteria IC1. Peer reviewed 

IC2. Written in English 

IC3. Published in journals or conference papers 

IC4. Published between 2020 and 2023 

IC5. Relevance to the subject 

Exclusion criteria EC1. Fails to meet inclusion criteria 

EC2. Behind paywall or login-requirement 

EC3. Identical to another chosen article 

EC4. Very specific study preventing 

reproduction 

EC5. The methodology, implementation, or 

results have complex technical content 

Table 2. Selection criteria (author’s own) 

To ensure that the quality of this study is sufficient, IC1 was added to the inclusion criteria, meaning 

that every accepted article needs to be peer-reviewed. As explained by Spyns & Vidal (2015), peer 

reviewing is used for a quality assurance process. IC2 was added because most articles in information 

technology are written in English, and to exclude the potential of miss-translating a language other 

than English, only articles written in English are accepted. IC3 was added for further assurance of 

sufficient quality, studies must have been published in journals or conference papers. Articles in 

journals and conference papers need to have been peer-reviewed before being published. IC4 

represents the span of years that this paper will focus on. Lastly, IC5 represents that the article is 

relevant to the chosen subject. Regarding IC5, the relevance depends on whether the article is used 

for organizations or private users. 

Wohlin et al. (2012) mention that an SLR must not only have clear criteria for inclusion, but clear 

exclusion criteria to add further quality assurance to the study. EC1 was added so that if an article 

does not meet the inclusion criteria it is not accepted. Due to this being a student thesis without 

financial backing, EC2 was added so that articles behind paywalls are excluded. Additionally, this 

study excludes articles that require login credentials outside of the accessible databases provided by 
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the university. EC3 was added to make sure articles that are identical or very similar to an already 

accepted article are excluded. EC4 excludes studies that are too specific or unique to be able to 

reproduce the result, a research paper exclusively aimed towards a small and specific population is an 

example that gets excluded because of the difficulties to replicate the study. Finally, EC5 is used to 

disqualify papers that are hard to understand or have an obscure description of the methodology, 

implementation, or results.  

4.1.4 Reverse Snowballing 

According to Kitchenham (2004), it is common for system literature reviews to rely on database 

searches that are executed with the help of prominent keywords. Kitchenham (2004) also mentions 

that complementary methods for systematic literature reviews should be invoked to gather as many 

relevant studies as possible. According to Wohlin (2014), most systematic literature studies do not 

succeed in making use of such additional methods. Database searches tend to involve considerable 

amounts of effort is pointed out as the key reason for that. The need to choose relevant search terms 

and databases along with considerable differences in how most databases’ interfaces and their 

behavior keeps researchers from putting more effort into additional methods. 

One applicable complementary method that can be used to prevent missing articles relevant to the 

study is reverse snowballing (Wohlin, 2014). Using reverse snowballing in a study indicates that the 

reference list of other studies is parsed to find more work of interest. According to Wohlin (2014), the 

identification of a reasonable start set of studies is the first step when reverse snowballing is used. It 

is also stated that there is no specified and easy way to establish the contents of a valid start set. 

To deal with the implications mentioned in the previous two paragraphs, the following approach of 

reverse snowballing was selected. For this study, reverse snowballing was meant to be used as 

another layer on the previously mentioned selection process. The original plan was to use it if 

necessary, this is further explained later in this section. However, reverse snowballing was not 

utilized in this study due to time constraints, the method explained in this section did not get applied. 

This is further discussed in chapter 8.2. The reference lists of studies and articles that would have 

been accepted after going through the previously mentioned selection process are in that case used 

for reverse snowballing, meaning that the articles that are found in the reference list are used as the 

snowballing start set. 

The snowballing start set is assessed with the previously mentioned selection criteria. The reverse 

snowballing is initiated in step 1 in Table 1. This results in the selection criteria being applied again to 

the start set. Studies that successfully pass these criteria are retrieved in full and evaluated against 

the selection criteria. The new studies get accepted into the study if they are not ruled out for meeting 

any exclusion criteria. The following limitations to the reverse snowballing are applied because of the 

restrictions of time for this study and are listed below: 

1. Reverse snowballing will only be used if needed. (i.e., there are not enough articles to 

conduct a proper study). If used, it will be noted. However, this study means to find and 

compare the current challenges from studies posted between 2020 and now, 2023. Since 

reference lists refer to older studies, they would often become irrelevant to this study. Also, 

due to time constraints, reverse snowballing will not be utilized if it is not allowed in the 

schedule. 

2. Articles that have been rejected in the initial selection process will not be assessed again and 

are instead ignored. 

3. Reverse snowballing is only applied in one iteration. (i.e., studies that pass the reverse 

snowballing procedure and are accepted into this study will not have their reference list 

added to the reverse snowballing start set). 

4.1.5 Analysis 

After conducting the above approaches, the collected data needs to be analyzed. To do this, 

Wolfswinkel et al. (2013) have proposed a five-step iterative model that does this in a structured way. 

The model is intended for structured literature reviews and will be used in this study. The proposed 

model has been touched on in previous sections and is define, search, select, analyze, and present. 

Where in step four, the analysis step, accepted data from previous steps will be analyzed. This study 
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will use the qualitative approach where thematic coding will be used to analyze the accepted data. 

Articles that get accepted for analysis are marked to then get coded. The coding then consists of 

finding relevant issues tied to the research questions as well as identifying patterns and categories. 

Continued, identified patterns and categories will be extracted. Finally, extractions and relations 

between extractions will be refined to meet the research goals. In step five, the results from the 

analysed data in step four will be presented in a structured way, this is found in chapter 5. 

4.2 Validity 
Berndtsson et al. (2008) explain that validity is the relation between the intended research compared 

to what was researched. Furthermore, Wohlin et al. (2012) mention that the validity of a study 

indicates the credibility of the results and whether the results are true and not biased by the 

researcher’s perspective. Since validity is such an important aspect of a systematic literature review, 

ensuring good levels of validity is highly prioritized. 

Several mitigation methods were utilized to ensure validity in this study and will be presented in this 

section. To ensure that articles are interpreted correctly, articles have been read in full to make sure 

that the presented results in this study are not taken out of context. A transparent process was used 

for both the literature search and selection to avoid selection bias. Four databases were searched with 

clear inclusion and exclusion criteria. The selection process was individually verified by both authors. 

The list below presents the summary of the identified validity threats in this study and how they were 

mitigated. 

• Construct Validity: Ensured that the categorization of challenges and the search string 

used in the literature search accurately represent the intended concepts. This involved 

refining and expanding the search string. 

• Internal Validity: Minimized biases in the literature search and selection process by 

following a structured and transparent methodology. Also, strive for objectivity in the 

interpretation of the results, for example, by having both authors independently analyze the 

data and then compare the findings. 

• External Validity: Ensured that the selected literature adequately represents the broader 

field of research on phishing detection challenges. This involved expanding the literature 

search to include multiple databases and using a broader range for the search string. 

• Conclusion Validity: Ensured that the conclusions drawn from the literature review are 

based on a comprehensive and unbiased analysis of the data. This involved cross-checking 

the findings with other sources, looking for patterns and consistencies across the different 

studies by using a thematic approach, as well as being cautious about making broad 

generalizations based on a limited number of studies. 

Further, to ensure validity between the two authors of this study, several techniques have been 

utilized to avoid any data extraction bias. The following list of techniques has been iterated 

throughout the whole project. 

1. Clear communication and collaboration: The authors have been communicating daily, 

mostly by being vocally connected but also by text messages. There has also been close 

collaboration throughout the whole writing process. 

2. Research background: The project is strictly based on existing research with multiple 

sources to ensure relevance. 

3. Data verification: Selection criteria from Table 2, or more specifically the inclusion 

criteria IC1 (Peer reviewed) and IC3 (Published in journals or conference papers) make sure 

that the data has been verified by other researchers to ensure its accuracy and reliability. 

Used data have been verified by both parties to ensure their accuracy and reliability.  

4. Peer review: Feedback from peers and the supervisor of the project has been utilized to 

identify flaws or weaknesses. 

To further ensure the validity between authors when conducting thematic coding in the analysis 

process, additional steps were taken.  

1. To ensure consistent and accurate coding, clear coding criteria were established before 
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starting the coding process. The authors had a mutual agreement for identifying and 

categorizing themes. 

2. Inter-rater reliability tests were conducted, meaning that periodically both authors 

independently coded the same literature, to then compare the results, as suggested by 

Wohlin et al. (2012). 

3. A detailed audit trail was maintained of the coding process to ensure that the coding was 

transparent and reproducible. 

4. Further peer reviewing was utilized to ensure the validity of coding. 

4.3 Selection Procedure 
This chapter will present the implementation of the techniques that were discussed earlier in Chapter 

4, phase two as can be seen in Figure 6. The four chosen scientific databases mentioned in chapter 

4.1.1 are probed with one search combination each. To ensure there were not too many hits, the 

search terms were applied to the title, abstract, and keywords on the databases. This amounts to a 

total of four search operations, one for each database. The applied search string is shown here as a 

reminder: Phishing AND detection AND (email OR mail OR e-mail) 

All database searches were conducted on 2023-03-29. The selected databases have the option that 
addresses IC4 (publication year) and narrows down the number of hits to a total of 661 publications 
across the four databases. To determine what publications are of relevance to this study, actions were 
taken in different stages listed below:  

1. On the databases for ACM, ScienceDirect, and Springer Link, every hit was downloaded for 
further assessment but on IEEExplore selection criteria were applied to the title and abstract 
and read directly on the website. This was done because IEEExplore only lets you download 
10 articles at a time and at first glance, the number of irrelevant articles seemed high. The 
selection process was done by both authors simultaneously, starting from one end each to then 
meeting up in the middle. This yielded 97 and 87 publications respectively from the 
IEEExplore, downloading the publications for further assessment. To meet the selection 
criteria EC3 (Identical to another chosen article), duplicates were checked against and 
removed if found using the research software Zotero. 229 articles were initially accepted from 
the total amount of 661 hits, the articles were uploaded to Zotero to make use of the duplicate 
items feature. There were no duplicates found amongst the hits that were uploaded when 
checked against each other. The number of publications remained at 229 after this stage. 

2. Selection criteria are applied to titles, abstracts, and keywords on the remaining articles. In 
this step, the publications from IEEExplore mentioned in the previous step were switched 
between the authors to make sure the authors agreed. IC5 (Relevance to the subject), was 
partly evaluated in this step when the abstracts were read. An evaluation of whether the article 
was aimed towards private, organizational users, or both were done. The articles got organized 
into folders in Zotero, one for organizations, one for private users, and one for both. 4 articles 
were disqualified in this step due to meeting EC2 (Behind paywall or login-requirement). 
After evaluating the remaining 229 articles, 100 articles were removed, leaving 129 articles for 
continued inspection. To further narrow down the remaining candidates, publications that are 
difficult to understand or obscure were disqualified by applying EC5 (The methodology, 
implementation, or results have complex technical content). After conducting EC5, 71 articles 
were qualified for further inspection. 

3. The remaining 71 articles were retrieved in full text, applying selection criteria to whole 
articles. This resulted in EC2 being automatically evaluated since the articles could not be 
downloaded unless they were accessible. After all articles were retrieved, they were read in 
their entirety. If an article was not suited for organizations, the article got passed along to the 
author conducting the study on private users instead and vice versa. If the article was not 
suited for organizations or private users, it was removed. To make sure that IC5 was met, the 
articles were searched for information regarding phishing detection strategies and current 
challenges within the subject. 7 articles were disqualified after applying all selection criteria 
on the remaining full-text articles, meaning that the final bibliography contains 64 accepted 
articles, 48 for organizations, 13 for both, and 3 for private users. 
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5 Results 

This chapter will present the result from the accepted articles, the full list of accepted articles can be 

seen in Appendix A. The information that has been extracted from the articles is focused on 

challenges in phishing detection and contains a summary of each article’s study. A1 as an example, 

represents article one from the list of accepted articles, the articles are in alphabetical order by author 

names. So, articles one and two might not be presented next to each other, but rather in the relevant 

result section. This naming scheme is used to avoid using proper references for the authors to make 

the text more free-flowing and easier to read. Table 3 summarises the databases that were used, what 

the search terms were applied to, and the number of hits for each database before applying the 

selection criteria except IC4 (publication year). 

Database Applied on Hits 

IEEExplore Title, abstract & keywords 338 

ACM Digital Library Title & abstract  33 

ScienceDirect Title, abstract & keywords 25  

Springer Link Title, Abstract & keywords 265 

Table 3. Database searches (author’s own) 

5.1 Accepted Articles 
The results of the accepted articles for organizations begin in chapter 5.1.1 followed by the results of 

the accepted articles relevant to private users or both parties in chapter 5.1.2. When conducting the 

selection process, there appeared to be a deficit of articles exclusively aimed toward private users, 

compared to articles aimed toward organizations. So, articles that seemingly fit both groups are 

presented in the result section for private users. 

5.1.1 Organizations 

A1. Abdulraheem et al. (2022) present a study on the challenges of detecting phishing attacks in 

email communications for organizations and the application of ML methods to address this issue. 

The authors explore the effectiveness of various ML algorithms in classifying emails as phishing or 

non-phishing, aiming to help organizations better protect themselves against cyber-attacks. The 

article mentions that the challenges in phishing detection for organizations originate from the 

increasing sophistication of phishing attacks and the difficulty for users, even experienced ones, to 

identify malicious emails and websites. 

A3. Adzhar et al. (2022) discuss the use of ML techniques for phishing email detection, and they 

highlight the challenges of each technique: 

• Decision Trees (DT): Complexity due to numerous layers, which may lead to overfitting. 

• Support Vector Machines (SVM): Achieving optimal performance may require careful 

selection of kernel functions and parameter tuning. 

• Random Forest (RF): Ensuring that there is an actual signal in the features so that models 

built using those features perform better than random guessing. 

• Achieving low correlation of predictions (and errors) made by individual trees. 

• Naïve Bayes: The assumption of feature independence may not hold in real-world data, 

potentially reducing model accuracy. 

A5. Al-Ghamdi & Alsubait (2022) aimed to develop an email multi-classification system using ML 

approaches to address the increasing need for digital forensics in dealing with cybercrimes 

committed via emails, such as phishing and fraud. The major challenge discussed in the article is the 

presence of imbalanced data, which requires the development of specialized algorithms and 

techniques to handle such cases effectively. 

A6. Al-Haddad et al. (2021) investigate the challenges in detecting phishing and fraudulent emails in 

organizations and explores the use of ML techniques to address these issues. According to the 

authors, challenges in phishing detection originate from the need to differentiate between legitimate 
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and fraudulent emails effectively. The authors highlight the main challenge being that hackers 

continuously improve their email formats and content, making it harder to identify phishing 

attempts. 

A7. Al-Hamar et al. (2021) present a comprehensive study on challenges in detecting spear-phishing 

attacks in enterprise email and highlight the following challenges:  

• Attackers often use a combination of techniques such as typosquatting and credential 

harvesting to bypass detection systems. 

• Traditional email security systems may not be effective in detecting targeted spear-phishing 

attacks. 

• Attackers use similar domain names to impersonate genuine organizations, making it 

difficult for users and security systems to differentiate between legitimate and malicious 

emails. 

• Existing detection mechanisms, such as content analysis, may not be sufficient in identifying 

spear-phishing emails. 

A8. Alhogail & Alsabih (2021) propose a novel solution to improve the performance and accuracy of 

phishing email detection using NLP. When it comes to challenges, they highlight: 

• Rapidly changing phishing methods: Phishing techniques evolve quickly as cybercriminals 

adapt to new security measures. This makes it crucial to develop advanced solutions that can 

keep up with these evolving threats. 

• Limited research on email body text: Most existing phishing detection research has focused 

on analyzing email headers, links, and other metadata. However, the email body text has 

received relatively little attention. 

• Need for domain experts and handcrafted feature extraction: Many existing phishing 

detection methods rely on domain experts and handcrafted feature extraction to reduce data 

complexity and make patterns more visible to learning algorithms. 

• Inefficiency in detecting zero-day phishing attacks: Many current phishing detection 

methods struggle to accurately identify zero-day phishing attacks, which are newly created 

phishing campaigns that exploit unknown vulnerabilities. 

• Language limitations: Most existing phishing detection research focuses on English-

language emails, potentially limiting the applicability of these methods to non-English email 

phishing attempts. 

A9. Alotaibi et al. (2020) present a Convolutional Neural Network (CNN) based model called CNN 

Phish Detector (CNNPD) for detecting phishing emails. The model is trained and tested on two 

publicly available datasets, PhishingCorpus and SpamAssassin. The authors mention three major 

challenges in phishing detection in email: 

• There are a limited number of email phishing datasets due to the confidential nature of 

emails, there are very few publicly available datasets for phishing email detection. 

• The available datasets typically have an imbalance in the number of phishing and non-

phishing emails, which can negatively affect the performance of the detection model. 

• Emails often contain a mix of HTML tags, email header information, encoded images, files, 

text, and URLs, which need to be cleaned and pre-processed before being fed into the model. 

A12. Bountakas & Xenakis (2023) propose a phishing email detection methodology named 

HELPHED that combines Ensemble Learning methods with hybrid features. The methods use two 

different ML algorithms to handle the hybrid features separately. Challenges in phishing detection 

that the authors mention are: 

• The constant evolution of phishing emails makes it difficult for detection systems to adapt to 

new techniques and attack strategies. 

• The imbalance between benign and phishing emails, which can affect the performance of 

detection algorithms. 

• The lack of shared information to reproduce the results of existing works, hinders further 

research in the phishing email detection domain. 
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A13. Catal et al. (2022) conducted an SLR on the use of DL techniques for phishing detection, 

focusing on the challenges faced by organizations in detecting phishing in emails. The authors 

analyzed 43 articles to answer nine research questions and provide an overview of the current state of 

DL-based phishing detection models. The challenges mentioned in the article include the lack of 

interpretability of DL models, the need for fine-tuning hyperparameters, and the difficulty in 

detecting structural changes in URLs. The authors also point out the lack of labeled data, the 

existence of duplicate data points, and the short lifespan of suspicious websites. 

A14. Cota & Zinca (2022) present the implementation and evaluation of five supervised ML 

algorithms for spam email detection. The challenges mentioned in the article, are primarily related to 

the difficulty in distinguishing certain types of emails from spam emails. This is because these emails 

often contain characteristics similar to spam, making it harder for ML algorithms to accurately 

classify them. Additionally, the size of the training dataset plays a significant role in the performance 

of the algorithms. Smaller training datasets result in lower accuracy, precision, recall, and F1 scores 

for the applied algorithms. 

A16. Dey et al. (2021) present a comprehensive analysis of various classification algorithms used in 

ML for detecting phishing websites and emails. It highlights the challenges in email phishing 

detection and offers suggestions for improving the efficiency and accuracy of the model. They 

highlight the following challenges:  

• Achieving high accuracy: Single ML algorithms may not provide the desired accuracy in 

detecting phishing emails, as they can become imprecise when categorizing new samples and 

might overfit. 

• Training time: Some algorithms, such as the Random Forest Classifier, take a longer time to 

train the model, which could be a challenge in terms of efficiency. 

• Text pre-processing: Proper pre-processing of text data, such as removing punctuations, 

inflectional endings, and unimportant words, is crucial to improve the model’s accuracy. 

However, certain techniques like lemmatization may sometimes reduce the model’s 

performance. 

A20. Fayoumi et al. (2022) present a study on the application of ML methods to detect phishing 

emails. The authors discuss the challenge in detecting phishing emails due to the vast range of 

possible phishing scenarios and the constantly evolving nature of cyber-attacks. Further, they 

mention that ML methods require a significant amount of data for training to achieve high accuracy 

and it is challenging to find the optimal balance between achieving high classification performance 

and managing computational resources. 

A21. Gallo et al. (2021) delve into the issue of detecting and mitigating phishing threats through ML 

techniques, with a particular emphasis on identifying malicious phishing emails. The study outlines 

various challenges and recommendations for enhancing phishing detection capabilities. They 

highlight four major challenges when it comes to phishing detection:  

• Limited feasibility of examining all incoming emails: Due to intricate features and extensive 

computational demands, conducting an in-depth security assessment of all received emails is 

impractical. This constraint necessitates the exploration of feature reduction and 

unsupervised methodologies. 

• Dependence on vigilant users: The proposed strategy relies on user reporting, making user 

participation essential for pre-filtering emails and selecting candidates for security 

evaluations. Cultivating user awareness is critical for fostering collective immunity. 

• Insufficient defense against single-target attacks: The approach’s limited visibility on 

isolated successful attacks results from analysts only intervening when an email is flagged as 

suspicious. This shortcoming underscores the significance of user education and the 

implementation of client-based tools. 

• Drawbacks of supervised learning: Although the method addresses the issue of obtaining a 

labeled dataset, challenges persist, including class imbalance, misclassification of 

underrepresented attack variants, and the inability to detect novel phishing techniques. 
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A22. Gangavarapu et al. (2020) highlight the importance of feature engineering and ML in building 

effective intelligent systems. They detail various attempts made by researchers in mitigating the 

menace of unsolicited bulk emails (UBE) through the use of ML classifiers. The authors specify the 

lack of an effective strategy to handle security attacks on UBE filters. 

A23. Giri et al. (2022) present two different models for detecting phishing emails and evaluate their 

performance using a dataset created by merging five smaller datasets. The article highlights the 

challenges in phishing detection, particularly when it comes to handling large datasets and the 

limitations of existing models. 

A25. Gualberto et al. (2020) propose two methods for detecting phishing emails. The first method 

uses a bag-of-words approach with a Multi-Layer Perceptron classifier, while the second method 

extracts features using Latent Dirichlet Allocation and applies various classifiers. The authors 

mention that challenges and future work in phishing detection should focus on combining word 

embedding with techniques to improve the interpretability of results and better fit pre-trained 

models to new tasks. 

A26. Gutierrez et al. (2020) present a study on phishing email detection using ML techniques and 

document embeddings. The authors acknowledge the need for more interpretable features and 

deeper insights into the differences between phishing and legitimate emails for improved detection. 

They also discuss the difficulties in interpreting features, the need for deeper insights into the 

characteristics of phishing and legitimate emails, and the exploration of alternative machine-learning 

techniques for improved accuracy. 

A27. Hosseinalipour & Ghanbarzadeh (2022) present a novel approach to spam detection in emails 

using an optimization algorithm. They highlight one major challenge; detection techniques are prone 

to errors and limitations, and no single method has proven to be entirely effective. 

A29. Jáñez-Martino et al. (2023) discuss the different strategies used by phishers and highlight three 

challenges in the area:  

• Spammers use sophisticated strategies to bypass filters, such as poisoning text, obfuscated 

words, hidden text salting, and image-based spam. 

• The changing nature of spam over time due to dataset shift and spammer strategies. 

• Identifying the most relevant features of the data. 

A30. Kovač et al. (2022)provide an overview of ML algorithms used for phishing detection and 

highlight the following challenges:  

• Achieving perfect accuracy: Despite high accuracy rates achieved by ML algorithms, they still 

have not reached 100% accuracy in phishing and spam detection. 

• Dataset size and ratio: The size of datasets used in the research varies, and the ratio of 

training to testing data is not consistent across studies, which might impact the algorithm’s 

performance. 

• Language and feature selection: Different studies use different features for detection, such as 

the email subject, body, and sender information. This inconsistency may affect the 

performance comparison between algorithms. 

• Adapting to new phishing techniques: Phishing techniques continue to evolve, posing a 

challenge for ML algorithms to adapt and stay effective. 

A31. Kumar et al. (2020) discuss a spam detection model for email filtering using ML algorithms. 

The model focuses on the content of the email to classify them as spam or non-spam, implementing 

various classifiers. According to the article, the main challenge is that their model is limited in testing 

emails based on a small corpus and that it can lead to the misclassification of some attributes. 

A32. Lain et al. (2022) conducted a large-scale, long-term experiment to evaluate the effectiveness of 

various phishing prevention strategies in a large organization. The research aimed to understand the 

challenges in phishing detection and assess the effectiveness of phishing training, email warnings, 

and crowd-sourced phishing detection. The authors found that continuous phishing training based 

on simulated phishing emails was effective in reducing phishing susceptibility, with significant 

improvements observed in the first few months of training. However, they also found that embedded 
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phishing training, as commonly deployed in the industry, could be ineffective and have negative side 

effects. This contradicts some prior literature and common industry practices. The study also 

highlights that certain demographic factors, such as age and computer use on the job, influenced 

susceptibility to phishing. 

The research demonstrated the feasibility of using crowd-sourced phishing detection in an 

organization, as employees actively reported suspicious emails over a long period without 

experiencing significant “reporting fatigue”. The operational workload for processing reported emails 

remained acceptable, with the use of a secondary appliance triaging the reports. 

Based on their findings, they caution against the deployment of methods like embedded phishing 

exercises and training, where the existing literature is less unanimous about their effectiveness, and 

suggest considering crowd-sourced phishing detection as a complementary way to improve the 

overall phishing prevention capabilities of an organization. 

The authors identify the need for more research to better understand the effectiveness of phishing 

exercises and training, especially in the context of employees' normal working environment. They 

also call for further studies to explore the psychological effects of such training and how it may 

influence employees' future handling of real phishing emails. 

A33. Lee et al. (2021) present D-Fence, a phishing email detection system that utilizes a multi-

modular approach to cover a larger attack surface than existing solutions. Challenges mentioned in 

the article include: 

• Adversarial attacks: Attackers can craft benign emails to resemble future phishing emails or 

bias the training set with a large number of phishing emails.  

• Adaptive evasion: Attackers can create spear-phishing emails that are structurally similar to 

benign emails, use adversarial texts to deceive text analysis models, or hide malicious 

content behind legitimate-looking URLs.  

• Text length limitation: The BERT-base transformer in the text module limits analysis to 512 

tokens.  

• Limitations of evaluations: The experimental results on the private EES 2020 dataset are not 

directly comparable with future studies. The cost-efficient and best-performing 

configurations may not be generally applicable to other environments and datasets, as 

learning models must be tuned for specific datasets and target costs. 

A34. Li et al. (2022) present a phishing email detection method based on LSTM (Long Short-Term 

Memory) neural networks, which is designed to improve accuracy and reduce false negatives and 

false positives in detecting phishing emails. The proposed method outperforms traditional methods 

by effectively capturing induced statements in emails, allowing for improved detection rates. The 

authors mention a challenge in phishing detection which is the flexibility of phishing emails, allowing 

attackers to change the header features and evade detection systems based on ML. 

A35. Li et al. (2020) present a phishing email detection method based on the persuasion principle, 

focusing on the human factor in cybersecurity. People are often considered the weakest link in 

security systems, and the persuasion principle provides valuable insights into how phishing emails 

exploit human vulnerabilities. The article highlights the challenges in phishing detection in emails, 

including the need for effective feature extraction and classification methods that capture the 

persuasive nature of phishing emails. Additionally, there is an ongoing need to monitor the evolution 

of phishing emails and refine feature extraction to enhance email classification accuracy. 

A36. Magdy et al. (2022) propose an Artificial Neural Network (ANN) based email classifier for 

detecting spam, ham, and phishing emails. The study emphasizes the importance of careful feature 

selection and efficient classification. Misclassifying emails can result in losing essential information 

or exposure to attacks designed to steal user data. 

A37. Mahdavifar & Ghorbani (2020) introduce DeNNeS, a deep-embedded neural network expert 

system designed for cyber threat detection. The authors highlight challenges include dealing with 

noisy or outlier data, managing missing feature values, and enhancing the expert system’s flexibility 

and robustness. 
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A38. Mukhopadhyay & Prajwal (2021) focus on developing an efficient and effective solution to 

detect and prevent phishing and trojan attacks in emails, proposing a system called E.D.I.T.H (Email 

Disintegration Intrusion-Detection of Trojan Hacktool). The authors acknowledge that there is room 

for improvement and future work. The main challenge lies in automatically obtaining emails without 

relying on third-party mail clients, such as Thunderbird. 

A39. Muneer et al. (2021) present various phishing detection techniques and their effectiveness, 

emphasizing the challenges and limitations of each method. Some detection techniques, like the 

hybrid model, rely on the quality and size of the corpus, which may cause time-consuming analysis. 

Existing techniques may not consider graphical elements in HTML-formatted emails, limiting their 

effectiveness. There is no current list of blacklisted keywords, limiting the effectiveness of certain 

detection techniques. The article concludes that public awareness and preventative measures against 

phishing attacks are crucial, particularly focusing on areas with high internet usage. 

A41. Nabeel et al. (2021) address the challenge of detecting unwanted emails (including phishing 

emails) in an enterprise setting, particularly in the context of end-to-end email encryption (E2EE) 

that prevents access to email content. The authors note that traditional approaches relying on email 

content or sender profiling features are ineffective in this scenario. The authors acknowledge that 

there are limitations to their approach, including the fact that header features can be manipulated by 

adversaries and that the structure of the enterprise graph may change over time, requiring regular 

retraining of the classifier. They also note that the performance of the classifier may be affected by 

using fresh senders or well-crafted emails that avoid header features. 

A43. Nishikawa et al. (2020) propose a method to estimate the presence of manipulation methods in 

email content with Cialdini’s principle. They also mention the challenges in their proposed method:  

• Defining unique keywords for Cialdini’s principles is not easy, and rule-based identification 

is difficult. 

• Acquiring actual samples of malicious emails is extremely difficult, leading to the use of 

publicly available datasets like the Enron Email Dataset. 

• Cialdini’s principles can also be present in legitimate emails, making it hard to determine if 

an email is malicious based solely on these principles. 

• The performance of the proposed models (baseline and neural network) is not adequately 

high (below 80% AUC). 

• Different Cialdini’s principles may require different models or feature information, leading 

to varying performance across principles. 

A44. Ozker & Sahingoz (2020) present a study focused on developing a content-based phishing 

detection system by utilizing ML algorithms to analyze text and additional properties of web pages. 

By employing Python programming language, the authors processed 58 different features related to 

email and website content. The authors acknowledged that there are ongoing challenges in phishing 

detection for organizations, as attackers continually develop new tactics to bypass security measures. 

A45. Paliath et al. (2020) propose an approach for phishing detection by using content-based feature 

extraction, which has proven to be very effective in phishing detection. Six different well-known 

classification algorithms were compared in this experiment, these algorithms were Rough Set Theory, 

SVM, Naïve Bayes, RF, Neural Networks, and Random Tree. The authors mention that there are 

remaining challenges in classification performance and error rates, which the authors plan to address 

in future research. 

A46. Patil & Arra (2022) discuss the challenges of phishing detection in email, particularly for 

organizations. The article highlights the latest techniques for phishing detection, such as Visual 

selection features, ML, DL, and AI. The article further highlights that human beings are considered 

the weakest link. To minimize phishing attacks, a combination of user awareness training and 

technical detection methods is needed. The highlight of the challenges mentioned by the authors: 

• Attackers constantly develop new methods and techniques to evade defensive mechanisms. 

• Achieving high accuracy rates while maintaining low false-positive and false-negative rates 

in detection techniques. 

• Humans are the weakest link, being the source of 95% of security attacks. 
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• The effectiveness of training is influenced by various factors, such as religious indicators and 

social peer pressure. 

• The need to combine user awareness training and technical detection methods to minimize 

phishing attacks. 

A47. Razak et al. (2022) evaluate phishing detection methods by comparing five ML classifiers. The 

study emphasizes that selecting the most efficient and accurate classifier is crucial for organizations 

to protect their confidential information from phishing attacks. The article highlights several 

challenges. Users often overlook the complete address of online pages when they receive URLs via 

emails, social media networks, or other sources, making it easier for phishing attacks to succeed. 

Moreover, the rapid pace of life and the constant influx of information contribute to users' 

carelessness, increasing the risk of falling for phishing scams. Another challenge is that anti-phishing 

solutions rely on blacklists, whitelists, or ML algorithms to block phishing attempts, which may not 

always be accurate or up to date.  

A48. Rustam et al. (2023) present an ML-based approach for spam email detection, focusing on 

improving accuracy and addressing the challenges of data imbalance and feature extraction. The 

challenges mentioned in the article include the high computational time required for ML models that 

use the feature union approach and the small size of the dataset with an imbalanced target class ratio. 

A49. Salahdine et al. (2021) propose a phishing attack detection technique based on ML comparing 

the performance of three classifiers called SVM, LR, and ANN. The dataset used for training and 

testing the models contained 4000 instances, with 2000 phishing emails and 2000 legitimate emails. 

The authors acknowledge the challenges come from the sophisticated techniques employed by 

cybercriminals, the large volume of incoming emails, and the need for timely detection. 

A50. Salau et al. (2021) propose a blockchain-based solution for sharing phishing data among 

organizations, which aims to enhance the detection and prevention of phishing attacks. The authors 

mention the following challenges in phishing detection: Challenges in phishing detection in emails 

for organizations mentioned in the article include: 

• Concurrency of transactions: Blockchains must be able to handle a high number of 

transactions in a short time, as phishing attacks can happen frequently. 

• Transaction approval times: The approval times for phishing email reporting transactions 

depend on miner activity and other transactions running on the blockchain.  

• Memory consumption: The ledger size grows with an increasing amount of reported 

phishing activity on the blockchain.  

A51. Salloum et al. (2022) conducted an SLR and present several challenges in phishing detection: 

• Inadequate feature selection: The article emphasizes the importance of selecting the most 

relevant features for effective phishing detection.  

• Insufficient exploration of natural language processing (NLP) techniques: There is a need to 

focus more on NLP techniques in phishing detection research. The use of semantic analysis 

in the email content can help identify the sender’s intention and better detect phishing 

emails. 

• Limited availability of reference datasets: The article highlights the difficulty of obtaining 

reference datasets for phishing detection due to the ever-evolving nature of phishing attacks.  

• Lack of standardized benchmarks: The absence of standard benchmarks makes it 

challenging to accurately compare different phishing detection techniques.  

• Insufficient focus on semantic features: Research should shift from non-semantic feature 

analysis towards semantic analysis, which can better identify the sender’s intent and help 

detect phishing emails more effectively. 

A53. Shalini et al. (2022) address the challenges on the subject and propose an ML- and DL-based 

solution. The article highlights the difficulties organizations face, emphasizing the importance of 

understanding the characteristics of genuine and fraudulent emails to enhance cybersecurity and that 

attacks are difficult to detect due to the deceptive nature of fake emails, which often appear 

legitimate. 
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A54. Sheikhalishahi et al. (2020) present a methodology and framework for automatically clustering 

and classifying large sets of spam emails into labeled campaigns. The proposed approach utilizes ML 

and clustering algorithms. The authors highlight the importance of fast and effective analysis of spam 

emails in identifying cyber threats. The major challenge mentioned in the article is the difficulty in 

discerning between two campaigns whose emails have a similar structure, which may come from 

different attackers. 

A55. Shi et al. (2021) present an approach to predict whether a development email contains feature 

requests by extracting semantic sequence patterns. The authors mention that the challenges in 

detecting feature requests in emails for organizations are related to balancing the cost and risk of 

analyzing a large number of emails and the extensive application of this approach to other textual 

resources, such as issue tracking systems, open forums, and project reviews. 

A56. Shmalko et al. (2022) present a distributed phishing risk assessment tool called Profiler that 

combines the following three email profiling dimensions to detect phishing: 

• Threat level 

• Cognitive manipulation 

• Email content type 

This tool has been designed to address challenges with ML-based phishing detection algorithms that 

often struggle with concept drift, a phenomenon where phishing attackers modify the statistical 

characteristics of phishing attempts to bypass detection. The authors highlight the following 

challenges in phishing detection: 

• ML models require large collections of data sets, containing both legitimate and phishing 

emails, to train on. 

• Over time, ML models become less effective as phishing attack emails evolve rapidly. 

A57. Sonowal (2020) presents a method for phishing detection in emails by identifying the best 

feature set with high accuracy and minimum features, the method involves three algorithms. The 

author highlights the challenges regarding phishing detection listed below: 

• Fast detection is essential to minimize the impact of phishing emails. 

• Identifying the best features is crucial for accurate detection. 

• Trade-off between precision and recall, improving one can reduce the other. 

A58. Sun et al. (2022) propose a decentralized phishing email detection system called Federated 

Phish Bowl using global word embedding and bidirectional long short-term memory. The authors 

highlight the challenge of adapting ML-based phishing email detection systems being limited to 

accessible training data, as privacy concerns restrict centralized learning for personal data-containing 

email contents.  

A59. Venkatraman et al. (2020) present an approach to combat spam e-mails using an enhanced 

Naïve Bayesian algorithm that combines conceptual and semantic similarity approaches. The 

experiments were conducted on different data sets to evaluate the effectiveness of the proposed 

approach. Further, the authors also mention some challenges in spam e-mail classification; Training 

with more email documents may reduce the classifier accuracy through overfitting, however, training 

with fewer email documents may not be enough to classify spam emails accurately. 

A60. Wang (2022) mentions that phishing emails can be very sophisticated and difficult to detect 

using traditional methods such as spam filters. This, along with attackers constantly adapting their 

techniques to evade detection, makes it challenging to keep up with new methods of attack. The 

author further mentions the challenge that the volume of emails that need to be analyzed is 

enormous, which can be time-consuming and resource intensive. Lastly, the author mentions that 

features used to classify emails as phishing or legitimate may change over time, requiring regular 

updates to the detection system. 

A62. Zhao et al. (2021) discuss computer vision to tackle challenges in phishing detection. The major 

challenge they refer to is the lack of large, recent security datasets for benchmarking and comparing 

different solutions.  
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A64. Zhu (2020) presents an innovative phishing attack detection system based on advanced 

computational intelligence methods. The proposed intelligent system was trained using a complex 

large-scale dataset, resulting in successful identification of phishing attacks. The author mentions the 

main challenge is the high variability of phishing attacks, which makes it difficult to develop a single, 

static model that can detect all types of attacks. Another challenge mentioned is the imbalance 

between legitimate emails and phishing emails in data sets, which can lead to biased or inaccurate 

models. Additionally, the article mentions that phishing attacks are becoming more sophisticated and 

difficult to detect, which requires advanced computational intelligence methods to identify new 

attack patterns as well as the challenge that the high-dimensional nature of the data, which requires 

efficient algorithms to analyze large amounts of data quickly and accurately. 

5.1.2 Private Users 

A2. Adil et al. (2020) explore various techniques to prevent and combat phishing attacks, 

emphasizing the importance of installing Intrusion Detection Systems (IDS) and Intrusion 

Prevention Systems (IPS) in networks. Different experimental analyses were conducted to compare 

the results of these techniques which showed a significant improvement in phishing attack 

prevention. The authors mention that challenges in detecting phishing attacks in emails remain, the 

current awareness and education against phishing attacks are not sufficient, as many attacks still 

occur due to end-user negligence. Furthermore, advanced phishing attacks can still bypass some 

detection systems and tools, making it difficult to provide a comprehensive defense. 

A4. Ahammad et al. (2022) propose an approach to phishing detection that analyses the email text 

body with ML algorithms. Tokenization, stemming, and module cloud visualization were used to 

create a corpus of 100 phishing-related words. A new dataset with each phishing word as a feature 

was created, and various ML models were applied, including LR, DT, SVM, Naïve Bayes, and KNN. 

They conclude that feature reduction and ML algorithms have a significant impact on phishing email 

detection. The authors talk about challenges and future work, mentioning that the constantly 

evolving tactics used by attackers are a challenge when it comes to phishing detection. The need to 

develop a user-friendly solution to help identify phishing emails effectively is needed. 

A10. Bansal & Sidhu (2021) propose a hybrid method that combines Term Frequency-Inverse 

Document Frequency (TF-IDF) and ANN for detecting spam and phishing emails. The proposed 

hybrid ANN and OCR method aims to address these challenges by offering a more accurate and 

efficient way of detecting spam and phishing emails. It considers both text and HTML templates and 

shows improved performance compared to other methods like Naïve Bayes and XGBoost. Challenges 

for phishing detection in emails discussed by the authors are summarized below: 

• The rapid growth of cybercrime and the increasing number of spam and phishing emails, 

make it a difficult subject to investigate. 

• Traditional anti-phishing technologies are not always effective, as hackers continue to 

develop new tactics and techniques to bypass security measures. 

• The need for a more comprehensive approach to detect spam and phishing emails, as many 

existing methods focus solely on text content and do not consider other formats like HTML 

templates. 

A11. Bathala et al. (2021) present an approach to classify emails containing phishing URLs and spam 

images. The LazyPredict library is used for selecting the best-performing ML models. Even though 

there are improvements in accuracy from their approach, the authors discuss challenges for phishing 

detection in general, and are listed below:  

• As phishing attacks evolve, constant improvements and updates in different detection 

models are required to maintain their effectiveness against phishing attacks. 

• The validation accuracy for some of the models is lower than their training accuracy which 

indicates potential overfitting or a need for further investigation. 

A15. Das et al. (2020) provide a comprehensive review of phishing and spear phishing detection 

techniques and user studies, with a focus on security challenges. The authors discuss the importance 

of user studies to evaluate how people respond to phishing attacks, where the need for further 

analysis of real-world studies with unrestricted participants. Challenges in phishing detection 
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according to the authors are listed below: 

• Limited research on spear phishing attacks, which are harder to detect and require a better 

understanding of users' behavior and targeted training techniques. 

• Lack of proper datasets and evaluation metrics for better comparison and improvement of 

phishing detection techniques. 

A17. Ding et al. (2021) address the challenge of detecting spear phishing emails by proposing an 

approach that combines stylometric, forwarding, and reputation features by improving the Synthetic 

Minority Oversampling Technique (SMOTE) algorithm to reduce the impact of unbalanced data, the 

new and improved algorithm is named KM-SMOTE. Logs or other historical email records are not 

needed for this method to work making it extensive and adaptable for organizations.  

Experiments on a dataset containing 417 spear phishing emails and 13,916 non-spear phishing emails 

were conducted, comparing the performances of the SMOTE and KM-SMOTE algorithms. The 

results indicate that the new and improved KM-SMOTE algorithm outperforms the SMOTE 

algorithm. Using an enhancement ratio of 1.8, the authors achieved a maximum recall of 95.56%, a 

precision of 98.85%, and an F1-score of 97.16%. They also mention that the need for better features 

to distinguish spear phishing emails from phishing and benign emails and the impact of unbalanced 

data on detection performance is a challenge for spear phishing detection. 

A18. Drury & Meyer (2020) analyze email account separation as a potential approach to prevent 

phishing attacks, arguing that attackers rarely obtain victims' email addresses directly from the 

services they impersonate, which makes it possible for users to recognize phishing attempts by using 

separate email addresses for different services. They mention that while email separation is found to 

be effective against general phishing, it is less effective against advanced types of phishing. The 

authors discuss challenges and open questions with their proposed approach listed below: 

• Email Address Leakage: Email addresses are not always kept secret, and sometimes need to 

be shared for effective use of services. Once an email address leaks, it becomes necessary to 

contain the damage. Users might put too much trust in the separation system and become 

more susceptible to phishing emails. 

• General Applicability: Email address separation is not applicable in all situations, such as 

organizations that do not allow users to choose their email addresses. Attackers might also 

shift to other methods like social media, Smishing, or Vishing, where accounts are harder to 

separate. 

• Usability: To make email address separation more user-friendly, the process of creating 

different email addresses should be simplified, supported by email clients, and include tools 

for managing large numbers of addresses. Changing an email address after a data leak 

should also be convenient. 

• Awareness: Email separation might increase user awareness, as they actively think about 

separating addresses. This could raise suspicion towards unknown senders and decrease the 

likelihood of falling for phishing attacks. 

A19. Farahisya & Bachtiar (2022) present a study on spam email detection using Recurrent Neural 

Networks (RNN), experiments were conducted by adjusting parameters like the number of RNN 

layers, hidden size, optimizer, learning rate, and the number of epochs to get the best results. Their 

RNN approach was compared with other ML algorithms called Naïve Bayes and SVM.  The suggested 

RNN approach outperformed Naïve Bayes and SVM, achieving 99.1% precision and 99% accuracy 

when using affect intensities. The authors mention that using N-grams based on phrases in the 

tokenization process would help improve the detection of spam emails and further enhance the 

performance of the RNN-based model. One challenge that the authors mention is the limited effect of 

basic emotional features used in the study, as emails might contain more complex emotions and text. 

A24. Gogoi & Ahmed (2022) proposes a DL approach for phishing detection using pre-trained 

transformer models, specifically BERT and DistilBERT. No significant overfitting or underfitting was 

observed during the study. They further discuss challenges in phishing detection, including the 

constantly evolving nature of phishing attacks and the inefficiency of traditional feature extraction 

techniques in detecting phishing emails effectively. The proposed transformer-based approach 
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successfully addresses these challenges by achieving high accuracy without relying on complicated 

feature extraction techniques. 

A28. Jalda et al. (2022) present an approach for detecting phishing attacks and email spoofing using 

an ML algorithm called the stacking algorithm. The architecture of the proposed model consists of 

pre-processing, feature extraction, base model training, predictions, and meta-model training. They 

mention that the stacking algorithm is complex to understand but had good accuracy with high-speed 

processing data in terms of very quick results, having an accuracy score of 96%. The proposed model 

can improve the accuracy and speed of detecting phishing attacks and email spoofing, however, this 

method has not been implemented to verify the results and is listed as future work in the author’s 

work. The challenges that the authors mention are the importance of intelligent pre-processing and 

feature extraction, as well as the use of a robust stacking algorithm. 

A40. Muralidharan & Nissim (2023) present an ensemble DL framework for malicious email 

detection that outperforms state-of-the-art expert feature-based models. It utilizes the entire email, 

including header, body, and attachment, to generate features automatically, eliminating the need for 

human-defined features. The framework was evaluated on a dataset of 32,676 emails obtained from 

VirusTotal, demonstrating improved performance over existing methods. 

The authors propose a framework that automatically generates features without human intervention, 

allowing it to adapt to changing trends in phishing attacks. They mention that the proposed 

framework outperforms state-of-the-art models with shorter development times, making it more 

practical for dealing with evolving threats by using the entire email to improve detection capabilities 

and reduce false positive rates. The authors also highlight that their proposed framework 

demonstrates language robustness, making it suitable for handling emails in various languages. 

Challenges in phishing detection in emails that the authors have mentioned are listed below: 

• Malicious email campaigns are constantly changing, requiring adaptive solutions not 

dependent on fixed feature sets. 

• Traditional methods that don't consider the entire email can have limitations, such as higher 

false positive rates for emails with attachments. 

A42. Niroshan Atimorathanna et al. (2020) present NoFish, a novel heuristic solution to detect 

phishing attacks, which combines a browser extension and an email plugin. With an overall accuracy 

level of 97%, NoFish can detect phishing attacks in four domains: DNS phishing, URL phishing, 

email phishing, and phishing detection using image comparison. For email phishing detection, 

NoFish focuses on Microsoft Outlook and uses a Naïve Bayes Classifier to detect spam emails and 

faces challenges in detecting phishing websites without key features and needs to expand its email 

phishing protection to other email providers to be more effective for private users. 

A52. Saraswat & Singh Solanki (2022) present a method for classifying emails as phished or ham 

using ML techniques. The dataset is pre-processed, and important features are extracted using 

regular expressions in Python. Supervised learning algorithms, including SVM, RF, LR, Naïve Bayes, 

and Voted Perceptron classifiers, are utilized to classify the emails. The results of the study show 

promising classification accuracy according to the authors, however, the dataset used may not 

represent real-world conditions, and the proposed method can be improved by expanding the dataset 

to include a variety of phished and ham emails. The article suggests developing an official framework 

that could be used across organizations and privately to protect users from phishing attacks. 

A61. Wu & Guo (2022) introduces Holmes, a lightweight semantic-based anomalous email detector 

designed to effectively discover malicious emails in real-world cyber threat hunting. Holmes uses a 

combination of content analysis, correlation graph analysis, and ML models to identify and cluster 

anomalous emails. Holmes has been deployed in an enterprise environment and demonstrates its 

practical value in commercial competition by outperforming several well-known commercial 

detectors offered by security companies in VirusTotal.  

The authors mention that malicious emails often manage to bypass traditional anti-spam gateways, 

making it necessary to have a behavioral anomaly detection system like Holmes for effective 

detection and that many phishing domains have short life spans, making it difficult for traditional 

email detectors to identify them. Holmes, on the other hand, is effective in detecting these domains. 
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Challenges in detecting phishing emails mentioned by the authors are listed below: 

• Many phishing domains have short life spans, making it difficult for traditional email 

detectors to identify them. 

• Malicious emails often manage to bypass traditional anti-spam gateways, making it 

necessary to have a behavioral anomaly detection system like Holmes for effective detection. 

• As cyber threats continue to evolve, detection systems like Holmes must adapt by 

incorporating new techniques and data sources, and refining machine learning models for 

better performance. 

A63. Zhu et al. (2022) present a lightweight phishing detection model that combines different 

mechanisms for efficient and accurate detection of phishing websites in email. The authors mainly 

discuss the challenge where attackers become more sophisticated in their approaches. 

  



 

31 
 

6 Analysis 

This chapter begins with showing a taxonomy representation of themes and sub-themes that have 

emerged using thematic coding and can be seen in Figure 7, where the articles highlighted in blue are 

relevant for organizations, red for private users, and purple for both. The themes have been designed 

in collaboration between the authors, resulting in the same main themes and branching out to sub-

themes to separate the result. The chapter continues with presenting the thematic coding in written 

form for organizations and private users respectively, the articles that are categorized as both are put 

together with the private users. Section 6.1 shows articles for organizations only, and section 6.2 

shows articles for private users. Chapter 7 comes with an explanation of the themes and sub-themes 

and the results are analysed and compared with each other. The earlier mentioned name scheme in 

chapter 5 will be used in the analysis. The full list of accepted articles can be seen in Appendix A. 

 

                     Figure 7. Taxonomy of challenges in phishing detection (author’s own) 
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6.1 Organizations 
After conducting a thematic analysis of the articles, focusing on challenges in phishing detection as 

the main theme, the following key sub-themes emerged for the organizational focus: 

Theme 1: Feature selection and extraction  

• Feature selection limitations (A3, A6, A12, A13, A16, A22, A29, A36, A37, A43, A51, A57, A60)  

• Feature extraction limitations (A8, A14, A16, A21, A22, A26, A35, A53, A55)  

• Manipulating header features (A9, A34, A41) 

• Defining unique keywords (A6, A8, A9, A25, A43) 

Theme 2: Model and method limitations  

• Insufficient NLP techniques (A8, A51)  

• Limited availability of datasets (A9, A23, A30, A31, A39, A43, A51, A56, A62)  

• Imbalanced datasets (A5, A9, A12, A14, A33, A48, A58, A59, A64)  

• Model performance and accuracy (A3, A13, A27, A30, A38, A39, A43, A45, A46, A47, A50, A51, 
A57, A64)  

• High computational time (A13, A20, A21, A48, A60) 

• Language limitation (A8, A30)  

Theme 3: Evolving and sophisticated phishing attacks  

• Evolving phishing techniques (A1, A7, A12, A20, A21, A29, A30, A33, A34, A44, A46, A49, A56, 
A60, A64)  

• Concept drift in ML-based algorithms (A3, A16, A56, A57)  

• Deceptive nature of phishing emails (A6, A7, A12, A26, A53, A54, A60) 

Theme 4: Human factors  

• Awareness and training effectiveness (A21, A32, A35, A39, A46)  

• Carelessness and susceptibility to phishing attacks (A32, A33, A47)  

6.2 Private Users 
After conducting a thematic analysis of the articles aimed toward the regular user, the following 
themes emerge as challenges in phishing detection: 

Theme 1: Feature Selection and Extraction  

• Feature selection limitations (A4, A17, A40) 

• Feature extraction limitations (A10, A24, A28, A40)  

Theme 2: Model and method limitations  

• Limited availability of datasets (A15, A52) 

• Imbalanced datasets (A11, A15, A17) 

• Model performance and accuracy (A19) 

• Usability and user-friendly solutions (A4, A18) 

Theme 3: Evolving and sophisticated phishing attacks  

• Evolving phishing techniques (A4, A10, A11, A17, A24, A40, A61, A63) 

• Deceptive nature of phishing emails (A10) 

• Short life spans of phishing domains (A61) 

Theme 4: Human factors  

• Awareness and training effectiveness (A2, A18) 

• Carelessness and susceptibility to phishing attacks (A2) 
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7 Comparative analysis 

Here, a comparative analysis is presented, using the analysis from chapter 6 and comparing them to 

each other. Each section explains the emerged themes and sub-themes followed by each sub-theme. 

The sub-themes start by discussing the organization part, followed by the part for private users in 

paragraph two, just below. If a section only contains one paragraph, it will be stated to which 

perspective it belongs. A comparative analysis is made at the end of each 7.x section, so for example, 

the comparative analysis of theme 1 in 7.1 is made in 7.1.5. 

7.1 Theme 1: Feature Selection and Extraction 
Feature selection refers to what properties of an email should be analyzed by a machine learning 

algorithm, it can for example be words or phrases, metadata, or the structure of the email. Feature 

extraction means transforming the email’s raw data into features or attributes used for learning a 

machine learning algorithm. The third sub-theme is manipulating header features in emails and the 

last sub-theme that emerged has to do with the difficulties in defining unique keywords when it 

comes to phishing detection. The keywords are used to search for phishing data.  

7.1.1 Feature Selection Limitations 

A lot of articles discuss the limitations in feature selection, A3, A6, A12, A29, and A60 explain very 

well that feature selection usability gets limited due to the constant changes in the attacker’s 

methods. A3 and A16 mention that the changes lead to the need for re-learning and selecting new 

features as well as earlier important features instead of getting obsolete, which in the long run might 

lead to overfitting meaning that the model gets “trained too well” which instead hinders the models’ 

performance. A13, A36, A37, A43, and A51 highlight the need for tuning parameters and careful 

selection procedures as major challenges. 

A4 proposes an approach that analyses the email text body with ML algorithms. Feature reduction is 

highlighted to have a significant impact on phishing email detection. However, the approach has 

limitations as attackers are constantly changing their methods, and the technique works best when 

phishing words are present in the email body. A17 proposes an approach for detecting spear phishing 

emails by improving the SMOTE algorithm.  A17 mentions that there is a need for better features to 

distinguish spear phishing emails from benign emails. A40 presents a DL framework for phishing 

email detection, by using the entire email to generate features automatically. A40 mentions that 

human-defined features can become obsolete, and constructing new features is a time-consuming 

process. 

7.1.2 Feature Extraction Limitations 

A8 highlights the need for domain experts when it comes to extracting the correct features, A14, A16, 

A21, A22, A26, A35, A53, A55, and A57 agree with this and further elaborate on the difficulties. 

Particularly in distinguishing legit emails from phishing emails and achieving high accuracy because 

of constant changes in attacks and the limited feasibility of examining high amounts of incoming 

emails. A57 also mentions the importance of identifying the most crucial features. 

A10 proposes a hybrid method that considers both text and HTML templates and shows improved 

performance compared to other methods. A10 mentions that one challenge when it comes to 

phishing detection is that many existing methods focus solely on text content and do not even 

consider other formats. A24 proposes a DL approach for phishing detection and highlights the 

inefficiency of traditional feature extraction techniques as a challenge and limitation. A28 uses the 

stacking algorithm, which is an ML algorithm to detect phishing attacks. Both A28 and A40 argue 

that traditional methods that do not consider the entire email has limitations when it comes to 

feature extraction. 

7.1.3 Manipulating Header Features 

Organizations only: A9, A34, and A41 mention that emails need to be cleaned and pre-processed 

before being fed into a model. This gets difficult due to the flexibility in phishing emails with frequent 

manipulation of the email header which allows attackers to evade detection. This often leads to re-

learning the model to keep up with the most current threats. 
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7.1.4 Defining Unique Keywords 

Organizations only: A6, A8, A9, and A43 mention the challenges in establishing keywords due to 

more sophisticated, well-tailored, and continuously changing phishing emails. Continued, they 

emphasize the difficulty in determining whether an email is malicious or not. A25 suggests that 

future work in phishing detection needs to focus on combining word embedding with techniques to 

improve the interpretability of results and better fit pre-trained models to new tasks.  

7.1.5 Comparison and Conclusion 

The challenges regarding features are present from both viewpoints, and while both groups face 

issues with the limitations of traditional feature extraction techniques, organizations seem to grapple 

more with scalability, the need for expert involvement, and the importance of accuracy while private 

users are more focused on facing more issues around the inefficiency of current detection methods. 

The problem of manipulated header features and the difficulty of defining unique keywords seem to 

be of more relevance for organizations. However, both perspectives highlight the same fundamental 

limitation: the time-consuming nature of identifying and implementing new features due to the 

constant evolution of phishing methods. The necessity to continuously relearn and adapt to new 

threats is a common thread, emphasizing that phishing detection strategies need to be as dynamic 

and adaptable as the threats they aim to counter.  

7.2 Theme 2: Model and method limitations 
There are several NLP techniques to mitigate phishing attacks. However, a sub-theme that emerged 

during the analytical phase shows that there are insufficient NLP techniques for organizations. 

Datasets can be used for benchmarking different ML phishing detection systems amongst other 

things. The confidential nature of phishing emails and the constantly evolving nature of phishing 

attacks are two reasons why there is limited availability of datasets. Datasets can become imbalanced, 

negatively affecting the performance of phishing detection models. Model performance and accuracy 

are important when it comes to phishing detection, and it is a challenge to get it right. High 

computational time means that it takes too much time for an algorithm to run efficiently, making 

performance decline. Most existing phishing detection research focuses on the English language, 

potentially making it harder to detect non-English phishing emails. The need for usability and user-

friendly solutions when it comes to phishing detection is a recurring challenge when analyzing 

articles. 

7.2.1 Insufficient NLP Techniques 

Organizations only: A8 and A51 agree that there is a need to focus more on NLP techniques since 

these techniques suffer from rapidly changing phishing methods. They further agree that using NLP 

techniques to analyze emails, can greatly improve the ability to detect phishing emails by identifying 

the intentions of the email.  

7.2.2 Limited Availability of Datasets 

Many articles mention the limited availability of datasets, A9 mentions that because of the 

confidential nature of emails, there are few publicly available datasets, A23, A30, A31, A39, A43, and 

A62 mention that a small number of datasets can lead to misclassification of some attributes. 

Further, A51 and A56 believe that there are few datasets due to the ever-evolving nature of phishing 

attacks. A58 adds that privacy concerns restrict centralized learning for personal data-containing 

email content. 

A15 conducted a review of phishing detection techniques and user studies, highlighting that there is a 

lack of proper datasets for better comparison and improvement of phishing detection techniques for 

private users. A52 uses ML techniques to classify phishing emails, the dataset used is pre-processed 

and important features are extracted by using regular expressions in Python. A52 mentions that the 

dataset used may not represent real-world conditions and that the dataset can be expanded for better 

performance. 

7.2.3 Imbalanced Datasets 

A5, A9, A12, A14, A48, and A64 discuss the imbalance of datasets and agree that it often leads to the 

needing the development of specialized algorithms and techniques to handle imbalances effectively. 

Continued, an imbalance can negatively affect the performance of the detection model such as biased 
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or inaccurate models. Additionally, the size of the training dataset plays a significant role in the 

performance of the algorithms. A33 mentions that learning models must be tuned for specific 

datasets. A59 and A64 state that training with more email documents may reduce the classifier 

accuracy through overfitting, however, training with fewer email documents may not be enough to 

classify spam emails accurately. 

A11 proposes an approach to classify emails containing phishing URLs and spam images using ML 

models. The validation accuracy for some of the models is lower than their training accuracy, 

indicating potential overfitting due to imbalanced datasets. Both A15 and A17 mention that the 

impact of unbalanced data is a challenge when it comes to phishing detection.  

7.2.4 Model Performance and Accuracy 

A3 mentions that high performance may require careful selection of kernel functions and parameter 

tuning, and feature independence may not hold in real-world data potentially lowering model 

accurateness, A13 agrees and further adds the lack of understanding of DL models as well as the 

difficulty in detecting structural changes in URLs. A27 and A30 add that despite high accuracy rates 

achieved by ML algorithms, no model has reached 100% accuracy. A38 means that it is important 

and hard to achieve high accuracy without relying on third-party mail clients. A39 mentions that the 

existing techniques may not consider graphical elements in HTML-formatted emails, limiting their 

effectiveness. A43 proposed models where the performance of their proposed models is not 

adequately high. A45 mentions that there are challenges in classification performance and error 

rates. A46, A47, A50, A51, and A57 agree that achieving high accuracy rates while maintaining low 

false-positive and false-negative rates in detection techniques is a major challenge. A64 concludes the 

challenges well by stating that the main challenge is the high variability of phishing attacks, which 

makes it difficult to develop a single, static model that can detect all types of attacks. 

A19 presents an approach using an ML algorithm called RNN to detect phishing emails, showing that 

their proposal outperforms other ML algorithms. A19 mentions that their model, like many other 

models, can be further enhanced to gain better performance. 

7.2.5 High Computational Time 

Organizations only: A13 highlights the need for fine-tuning hyperparameters, leading to high 

computational time for models. A20 adds to this by stating that it is challenging to find the optimal 

balance between achieving high classification performance and managing computational resources. 

A21 and A60 emphasize that the extensive computational demands when conducting an in-depth 

security assessment of all received emails are impractical. A48 mentions that high computational 

time is required for ML models that use certain approaches, the feature union approach is 

mentioned. 

7.2.6 Language Limitation 

Organizations only: A8 and A30 agree that most existing phishing detection research focuses on 

English-language emails, potentially limiting the applicability of these methods to non-English email 

phishing attempts. 

7.2.7 Usability and User-friendly Solutions 

Private users only: A4 concludes that the constantly evolving strategies by phishing attackers and 

highlights the need to develop a user-friendly solution are challenges within phishing detection. A18 

proposes email account separation to prevent phishing attacks for private users. A18 mentions that 

this strategy is effective against phishing in general but less effective against more advanced types of 

phishing. A18 suggests that the process of creating different email addresses should be simplified, 

supported by email clients, and include tools for managing large numbers of addresses. 

7.2.8 Comparison and Conclusion 

Challenges in NLP, high computational time, and language limitations are problems that seem to 

only occur for organizations, which possibly is due to the many ML models discussed for 

organizations. While instead, a unique challenge for private users is the development of user-friendly 

solutions. Challenges concerning datasets have a common thread for both perspectives, often 

indicating or mentioning that the problem originates from the constant changes in attackers’ 

approaches. The challenges for organizations when it comes to model performance appear to be more 
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complex, involving both technical aspects of ML models and the characteristic variability of phishing 

attacks. For private users, the primary challenge seems to be achieving the best possible performance 

from the ML models. 

7.3 Theme 3: Evolving and sophisticated phishing 
attacks 

Many articles mention the difficult challenges regarding the constant and rapid evolution of phishing 

techniques. If one technique is detected, a small tweak from the attacker and the detection system 

might be vulnerable yet again, making it a clear theme. Concept drift refers to ML models 

depreciating over time, often because of earlier mentioned evolving attacks. Lastly, the deceptive 

nature of phishing emails emerged as a complementary sub-theme. 

7.3.1 Evolving Phishing Techniques 

A lot of articles mention that many other challenges originate from the constant evolution and 

adjustments in phishing techniques. A1, A29, A30, A34, A44, A46, A49, A56, and A64 agree that the 

increasing sophistication of phishing attacks makes it difficult for users and algorithms to identify 

mischievous emails and websites. A7 specifically highlights that the combination of techniques makes 

it increasingly difficult to protect against. A12, A20, and A60 agree that adapting to new techniques 

and attack strategies is a major challenge. A21 means that to detect new techniques, one must depend 

on aware and alert users that receive the email to report it as malicious. A33 state that the biggest 

threat is the adaptive techniques used by phishers. 

A61 introduces a lightweight semantic-based anomalous email detector using a combination of 

content analysis, correlation graphs, and ML models to identify and cluster phishing emails. A63 

presents a lightweight phishing detection model. Both A61 and A63 mention that as phishing attacks 

continue to get more sophisticated, detection systems must adapt by incorporating new techniques 

and refining ML models for better performance. A4, A10, A11, A24, and A40 all agree that the 

evolving nature of phishing attacks requires adaptive solutions to maintain effectiveness against 

phishing attacks. 

7.3.2 Concept Drift in ML-based Algorithms 

Organizations only: A3, A16, and A56 explain and agree that over time, ML models are becoming less 

effective because of phishing attacks’ rapid and continued evolvement. A57 means that identifying 

the best features is vital for accurate detection and avoiding concept drift, yet hard to achieve. 

7.3.3 Deceptive Nature of Phishing Emails 

A6 state that the challenges in phishing detection originate from the need to separate between 

legitimate and deceptive emails successfully. A7 adds that the similarity between URLs further 

increases difficulties in emails. A26, A53, A54, and A60 agree that attacks are challenging to detect 

due to the deceptive nature of forged emails. Further, A12 adds a unique statement that the shortage 

of shared information among organizations hinders the research in detecting phishing emails.  

A10 states that the rapid growth of cybercrime and the increasing number of phishing emails make it 

a difficult subject to investigate. Many existing methods focus solely on text content and do not 

consider other formats of the deceptive nature of phishing emails. 

7.3.4 Short Life Spans of Phishing Domains 

Private users only: A61 mention that malicious emails often manage to bypass traditional anti-spam 

gateways, one reason for this is that many phishing domains have short life spans, making it difficult 

for traditional email detectors to identify them. The presented approach by A61 is more effective in 

detecting these domains. 

7.3.5 Comparison and Conclusion 

Both organizational and private users are aware of the increasingly evolving nature of phishing 

attacks. The constant evolution and adaptation of these techniques pose significant challenges for 

both groups. Both organizational and private users understand the need for adaptive measures to 

counter phishing attacks. They recognize the necessity of refining strategies, upgrading detection 

systems, and improving machine learning models to stay ahead of attackers. Concept drift in ML-
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based algorithms is a challenge that is only mentioned in the organizational articles, probably 

because many of the ML models are discussed in the articles related to organizations. Both 

organizational and private users have trouble distinguishing between legitimate and phishing emails 

due to their deceptive nature. Organizations mention that the similarity between URLs and the 

shortage of shared information among organizations are two major challenges when it comes to the 

deceptive nature of phishing emails. Private users argue that existing methods solely focus on text 

content and do not consider other formats for phishing detection. Short life spans of phishing 

domains are a challenge only mentioned in one article by private users.  

7.4 Theme 4: Human factors 
Due to a few articles strongly suggesting that humans are the weakest link, as well as the fact that this 

study is partly aimed toward private users, human factors seemed to fit as a theme. This theme is 

divided into two parts, where awareness and training are the first challenges, followed by humans’ 

carelessness and susceptibility to getting exploited. 

7.4.1 Awareness and Training Effectiveness 

A21 and A46 agree that some proposed strategies rely on vigilant users to report phishing attempts to 

effectively detect attacks. A32 instead cautions against implementing embedded phishing training 

and exercises, which contradicts a lot of other literature, undoubtedly making users and user training 

a challenge. A35 and A46 firmly state that humans are considered the weakest link that is often 

exploited. A39 states that public awareness and preventive measures against phishing attacks are 

fundamental challenges. Lastly, A46 mentions that the effectiveness of training can get influenced by 

factors such as religious indicators and social peer pressure. 

A2 emphasizes the importance of using IDS and IPS in networks to help combat phishing attacks 

because the current awareness and education against phishing attacks not being sufficient, as many 

attacks still occur due to end-user negligence. A18 states that email separation might increase user 

awareness, as they actively think about separating addresses. However, awareness remains a 

challenge for phishing detection. 

7.4.2 Carelessness and Susceptibility to Phishing Attacks 

A32 states that humans are a challenging weakness that easily gets tricked to open email as long as 

no apparent warnings are residing in the email. A33 and A47 add the liability of humans opening 

malicious content hidden behind a legitimate-looking URL. 

A2 mentions that awareness and education are lacking for end users in most cases, making them 

more susceptible to phishing attacks. A42 mentions that it is not practical to educate users about all 

phishing scenarios, stating that it is human nature to be deceived. 

7.4.3 Comparison and Conclusion 

For both groups, the human factor is a significant challenge, both agree that the user is the weak link 

due to the susceptibility of falling victim to a phishing attack. Both organizational and private users 

face similar challenges in terms of human vulnerability, lack of awareness, and the need for vigilance. 

However, for organizational users, the effectiveness of training can be influenced by various factors, 

such as religious indicators and social peer pressure, and there is disagreement about the efficiency of 

training. 
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8 Discussion 

This chapter will present discussions about the method, implementation, and results of the conducted 

study.  

8.1 Previous Research 
Our SLR aligns in many aspects with the findings of previous research. Consistent with the research of 

Das et al. (2020), we identified a considerable number of gaps in the existing body of knowledge, such 

as the challenges of deep learning techniques and the lack of information regarding feature importance 

in phishing detection. This is an area that our SLR has extended, considering both the organizational 

and private sectors, where the issue of feature selection remains. 

Our SLR also is in line with the insights of Salloum et al. (2022), who highlighted the need for research 

using NLP techniques in phishing detection. Our review further confirms this shortcoming, with the 

added factor of comparison between organizational and private users. Importantly, our SLR found that 

the evolution of phishing tactics is a major challenge that transcends both sectors. This evolution, often 

rapid, emphasizes the need for continual innovation in detection techniques, including the potential 

exploitation of advanced technologies such as deep learning and NLP. 

Our study differs from the work of Khonji et al. (2013) in that we focus not only on the technical 

challenges of phishing detection but also on the comparative challenges between organizations and 

private users. Khonji et al. (2013) noted that user education often falls short as a solution to phishing, 

a finding that aligns with our review, where the challenge of user education was a common thread 

across both sectors. 

The user-centric studies by Howe et al. (2012) and Tekeni & Botha (2022) provided valuable insights 

into the specific challenges faced by private users. While Tekeni & Botha (2022) argued that many 

studies inappropriately use students as representative samples for home users, our SLR expands on 

this observation, noting a similar lack of diversity in user studies within the organizational context. The 

need for tailored security awareness campaigns that cater to different demographic segments within 

both sectors emerged as insight from our review. 

The economic perspective offered by Görling (2006) provided a crucial understanding of the focus on 

organizational security. Our SLR, while acknowledging the importance of economic considerations in 

shaping security strategies, also highlights the need to pay equal attention to the security challenges 

faced by private users. Our review suggests that there is a need for balanced investment and effort in 

both sectors, as the success of phishing attacks in either sector can have significant societal 

implications. 

In conclusion, while our SLR aligns with many of the findings from previous studies, it also presents 

insights, notably the shared challenges of phishing detection in emails between organizational and 

private users. The rapid evolution of phishing tactics is a shared concern across both sectors, indicating 

the necessity for continuous research and the potential for deeper collaboration between academia and 

industry. 

8.2 Methods, Implementation, and Results 
This SLR followed a structured methodology, literature search, selection, and data extraction. Although 

this approach enabled a comprehensive analysis of the topic, it is essential to consider potential 

limitations or biases that may have influenced the results. 

The literature search and selection process may have impacted the results by potentially omitting 

relevant studies that could have provided different perspectives on the challenges faced by private and 

organizational users. This limitation can arise from the use of specific keywords in search strings, or 

database restrictions during the search phase. Additionally, publication bias may have led to an 

overemphasis on studies that report significant findings, thereby skewing the overall picture of the 

challenges in phishing detection. 

In chapter 4.1.4, reverse snowballing is explained, and the original intention was to use it in this study 
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but was not used due to time limitations. Reverse snowballing should also have been applied to articles 

relevant for private users. This resulted in that there was a difference in relevant articles between 

organizations and private users. Only three articles were relevant for private users, although many 

articles overlapped between the two sectors. In hindsight, the choice of excluding articles that discuss 

phishing detection in SMS, voice, and social media was most likely the wrong decision. Chances are 

that a lot of phishing attempts toward private users happen on those channels, which essentially opens 

opportunities for future research. 

The data extraction process relied on the coding and categorization of the identified challenges, which 

may have introduced subjectivity in the interpretation and synthesis of the results. Although efforts 

were made to maintain objectivity and consistency, it is possible that alternative interpretations of the 

data could yield different conclusions.  

The study identifies the dynamic nature of phishing attacks as a significant challenge in feature 

selection and extraction. Attackers continually adapt their methods, forcing constant re-learning and 

selection of new features. This dynamic can lead to overfitting and requires careful parameter tuning 

and selection procedures as well as the need for experts when it comes to extracting the correct 

features. The manipulation of email headers by attackers to evade detection is another challenge, often 

requiring models to be re-learned again to keep up with current threats. The study points out the 

difficulty in establishing unique keywords due to the sophistication and constant evolution of phishing 

emails. There are limitations in current models and methods, including insufficient techniques with 

performance issues, and limited and imbalanced datasets due to the continuous evolution of phishing 

attacks. As a note from theme four regarding the human factor, humans are often considered as the 

weakest link in the security chain with issues such as lack of awareness, carelessness, and the general 

susceptibility to phishing attacks. Consequently, this study emphasizes the evolving and complicated 

nature of phishing attacks as a significant challenge. The rapid and non-stop evolution is the source of 

many, if not all challenges identified in this study.  

The challenges faced by both organizational and private users are remarkably similar, indicating that 

phishing attacks pose a universal threat. Both groups struggle with the dynamic and evolving nature of 

phishing attacks, which employ increasingly clever obfuscation techniques, making detection difficult. 

8.3 Validity of Results 
Beyond the information described in chapter 4.2, a requirement to analyze without negatively 

impacting the integrity of the results, further research is needed going forward. This study is carried 

out using a structured, repeatable methodology that is transparent, allowing readers to 

comprehensively judge its authenticity. Consequently, the findings presented are expected to be 

unbiased and reliable, any questionable or insufficient validity is believed to be effectively mitigated. 

We have continuously been working together and have noticed flaws with this study, some flaws were 

realized during the working process but too late to fix due to the time limit of this study, and some 

when the study was finished. One flaw is that both the result and analysis sections were written in 

different paragraphs to separate the articles and the sectors. This was an active choice to try and make 

the text easier to read and improve the trackability of the text, but it might be hard to read for some. 

Another flaw is the number of accepted articles between organizations and private users due to both 

the time limit for this study and the limitations that we set ourselves. SMS, vishing, and social media 

were excluded in the early stage during this study since the focus was on phishing detection in emails, 

this led to the number of articles for private users being much lower than the number of articles for 

organizations. There have been challenges with this study from start to finish, both of us had a good 

grasp about phishing in general. However, reading up on different types of phishing detection methods 

was a bit overwhelming at first, we have helped each other to understand different methods and avoid 

the more technical approaches, like how certain algorithms work, as it is beyond our knowledge. 

8.4 Ethical and societal aspects  
To avoid any potential disputes because of the work done in this study, ethical aspects are monitored 

closely. It is important to correctly cite and interpret others’ work and use it in the correct context to 

avoid causing any harm. Another ethical aspect that has been considered is reusing figures, to make 
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sure that is not a problem every figure has been approved for use or has been created by one of the 

authors of this study.  

Considering the ethical aspects, first, the process of collecting data in this SLR respects the rights of 

the original authors. This involves that proper citation and acknowledgments of all sources have been 

properly implemented and that plagiarism, in any form, has been avoided. 

Second, this SLR tries to avoid any form of bias in the selection and interpretation of the literature. 

This review has been conducted objectively, and the findings are presented without any prejudice. 

This is an important part due to the comparative aim of this study, to not compare biased findings.  

Third, the findings of this SLR can potentially influence practices related to phishing detection, 

therefore the conclusions drawn from this study are drawn, to the best of our knowledge accurate, 

and based on the analysis of the literature. 

Consequently, one aspect that must be considered when it comes to ethical issues is the fact that 

weaknesses and challenges in phishing detection are discussed in this study. Reading this study, 

people with malicious intent could potentially try to utilize the exposed weaknesses by targeting those 

weaknesses. The consequences can be severe, ranging from financial loss and identity theft to the 

compromise of sensitive data. These outcomes can lead to a loss of trust in digital systems, which is 

harmful to the progress of a digitally connected society.  

The methods discussed to detect and prevent phishing attacks must respect user privacy and data 

protection rights. While it is necessary to monitor digital communications for potential threats, this 

should not violate an individual’s right to privacy. Balancing these two aspects, security and privacy is 

a significant ethical challenge in the field of cybersecurity. 

Phishing attacks pose a considerable threat to society, affecting both individual privacy and 

organizational security. For private users, falling victim to a phishing attack can lead to identity theft, 

financial loss, and emotional distress. For organizations, successful phishing attacks can result in the 

compromise of sensitive data, financial losses, and damage to reputation. This SLR can contribute to 

societal awareness about the frequency and sophistication of phishing attacks. It can guide educational 

initiatives, public awareness campaigns, and community outreach programs to help people recognize, 

avoid, and report phishing attempts. By understanding the existing challenges in phishing detection, 

organizations and individuals can enhance their cybersecurity practices. Continued, by improving 

security and trust in digital communications, the findings of this SLR could help bridge the digital gap. 

If individuals feel safer online, they may be more likely to adopt digital technology, thereby benefiting 

from the opportunities it offers. Furthermore, this SLR can be linked to the United Nations Sustainable 

Development Goals by contributing to several goals (SDG, 2015):  

• Goal 4. Quality Education: This SLR can inform educational initiatives to improve digital 

literacy and cybersecurity awareness. 

• Goal 8. Decent Work and Economic Growth: By identifying and addressing the 

challenges in phishing detection, organizations can reduce their economic losses associated 

with cyberattacks.  

• Goal 9. Industry, Innovation, and Infrastructure: Improving cybersecurity through 

better phishing detection aligns with this goal, as it encourages building resilient IT 

infrastructure. 

• Goal 16. Peace, Justice, and Strong Institutions: Improving phishing detection can 

contribute to building effective and accountable institutions on all levels. Cybersecurity can 

help ensure peace by reducing cybercrime.  
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9  Conclusion  

This SLR set out to examine the current challenges in phishing detection in emails, as well as focus 

on the difference in these challenges for private users versus organizational users. We aimed to find 

the difficulties of phishing attacks, their detection mechanisms, and the hurdles faced in both the 

private and organizational spheres. To our surprise, we discovered a high degree of similarity in the 

challenges faced by both groups. 

Our analysis uncovered that both private and organizational users grapple with the dynamic nature 

of phishing attacks, particularly the increasing sophistication, and adaptability of phishing strategies 

which seems to be the very foundation for a lot of other challenges. Phishing emails have evolved 

beyond simplistic scams to complex, context-aware schemes that are difficult to identify without 

advanced technical knowledge or specialized tools. Moreover, the reliance on end-user awareness 

and training to identify and avoid phishing attacks remains a persistent issue across both sectors. 

With contradicting opinions regarding user training, the question stands whether it is a contribution 

for the better. Despite regular training and awareness programs, the human element continues to be 

one of the weakest links in the fight against phishing. 

Another notable finding was the insufficiency of traditional email filtering and detection systems in 

identifying advanced phishing attacks. These systems, which are mainly based on keyword and 

blacklisting, seem to be struggling to keep up with the rapidly evolving tactics used by cybercriminals. 

In both private and organizational contexts, there is a pressing need for more advanced and adaptive 

phishing detection systems. 

Despite a comprehensive review process, our research was not without limitations. A potential 

imbalance in the selection of articles, as well as possibly flawed selection criteria, may have 

influenced our findings. While we attempted to present an unbiased and complete view of the current 

challenges, the conclusions drawn may have been affected by these limitations. 

That said, our findings underline the universal nature of challenges in phishing detection in emails. It 

emphasizes that these challenges are not limited to any specific user group or organizational type. 

This insight could shape future efforts to tackle phishing, implying a need for universal solutions that 

can effectively serve both private and organizational users. 

9.1 Future Work  
For future work, an interesting idea would be a broader perspective, and more articles, e.g., user 

studies aimed towards private users. Further, the lack of substantial differences between private and 

organizational users suggests that unified approaches may be effective in addressing the common 

challenges faced by both user groups. Future research should focus on the development of adaptive 

and robust detection methods, improving user awareness through targeted education and training 

programs as well as adopting more precise and balanced selection criteria to avoid potential biases or 

imbalances. By understanding and addressing these shared challenges, researchers and practitioners 

can enhance the overall security and resilience of email communication systems for all users.  
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