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ABSTRACT

The rapid advances in information and communication technology enable a shift from
diverse systems empowered mainly by either hardware or software to cyber-physical sys-
tems (CPSs) that drive critical infrastructures (Cls), such as energy and manufacturing
systems. However, alongside the expected enhancements in efficiency and reliability,
the induced connectivity exposes these Cls to cyberattacks such as the Stuxnet and Wan-
naCry ransomware cyber incidents. Therefore, the need to improve cybersecurity ex-
pectations of Cls through vulnerability assessments cannot be overstated. Yet, Cl cyber-
security has intrinsic challenges due to the convergence of information technology (IT)
and operational technology (OT) as well as the cross-layer dependencies inherent to CPS
based Cls. Different IT and OT security terminologies also lead to ambiguities induced
by knowledge gaps in Cl cybersecurity. Moreover, current vulnerability-assessment pro-
cesses in Cls are mostly subjective and human-centered. The imprecise nature of manual
vulnerability assessment operations and the massive volume of data cause an unbear-
able burden for security analysts. Latest advances in cybersecurity solutions based on
machine-learning promise to shift such burden to digital alternatives. Nevertheless, the
heterogeneity, diversity and information gaps in existing vulnerability data repositories
hamper accurate assessments anticipated by these ML-based approaches. To address
these issues, this thesis presents a comprehensive approach that unleashes the power of
ML advances while still involving human operators in assessing cybersecurity vulnera-
bilities within deployed CI networks.

Specifically, this thesis proposes data-driven cybersecurity indicators to bridge vulnera-
bility management gaps induced by ad-hoc and subjective auditing processes as well as
to increase the level of automation in vulnerability analysis. The proposed methodology
follows design science research principles to support the development and validation of
scientifically-sound artifacts. More specifically, the proposed data-driven cybersecurity
architecture orchestrates a range of modules that include: (i) a vulnerability data model
that captures a variety of publicly accessible cybersecurity-related data sources; (ii) an
ensemble-based ML pipeline method that self-adjusts to the best learning models for
given cybersecurity tasks; and (iii) a knowledge taxonomy and its instantiated power
grid and manufacturing models that capture ClI common semantics of cyber-physical
functional dependencies across Cl networks in critical societal domains.

This research contributes data-driven vulnerability analysis approaches that bridge the
knowledge gaps among different security functions, such as vulnerability management
through related reports analysis. This thesis also correlates vulnerability analysis find-
ings to coordinate mitigation responses in complex Cls. More specifically, the vulner-
ability data model expands the vulnerability knowledge scope and curates meaningful
contexts for vulnerability analysis processes. The proposed ML methods fill information
gaps in vulnerability repositories using curated data while further streamlining vulner-
ability assessment processes. Moreover, the Cl security taxonomy provides disciplined
and coherent support to specify and group semantically-related components and coor-
dination mechanisms to harness the notorious complexity of Cl networks such as those



prevalent in power grids and manufacturing infrastructures. These approaches learn
through interactive processes to proactively detect and analyze vulnerabilities while fa-
cilitating actionable insights for security actors to make informed decisions.

keywords: critical infrastructure cybersecurity, vulnerability assessment, vulnerability
guantification, computational intelligence in cybersecurity, cyber-physical system



SAMMANFATTNING

De snabba framstegen inom informations- och kommunikationsteknologi m®jligg®r ett
skifte fr-n olika separata system, huvudsakligen drivna av antingen h-rd- eller mjuk-
vara, till stora cyberfysiska system (CPS) som driver kritiska infrastrukturer s-=som energi-
och tillverkningssystem. Men vid sidan av ferv@ntade ferb2ttringar, i form av °kad ef-
fektivitet och tillferlitlighet, s- ©kas 2ven exponeringen for cyberattacker som en feljd
av den °kade uppkopplingen. Cyberincidenter som t ex Stuxnet och WannaCry ran-
somware illustrerar detta. Behovet av att forb®ttra cybers2kerheten hos kritiska infras-
trukturer, genom analys och bed®mning av deras s-rbarheter, kan d2rfer inte ©verskat-
tas. Cybers@kerhet hos kritiska infrastrukturer har dock inneboende utmaningar, dels
p-grund av att informationsteknologi (IT) och operativ teknologi (OT) konvergerar, och
dels p- grund av beroenden mellan olika lager hos systemet. Olika terminologi for s2k-
erhetinom IT och OT bidrar ocks- till otydlighet och kunskapsgap n2r det g2ller cyber-
s2kerhet hos kritiska infrastrukturer. Nuvarande processer fOr att utf®ra s-rbarhets-
bed®mningar i den h@r typen av system @r dessutom mestadels subjektiva och m2&n-
niskocentrerade. Den oprecisa karakt®ren hos manuella s-rbarhetsbed®mningar och
den enorma m2ngden data att analysera I2gger en om®jlig b°rda p- s®kerhetsanalytiker.
De senaste framstegen inom maskininl2rning (ML) fr ML-baserade cybers2kerhetsl|®s-
ningar @r lovande och kan komma att flytta den stora b®rdan till digitala I°sningar. Ut-
maningar i form av heterogenitet, diversitet och otillracklig information i de datalager
med tillg2nglig information om s-rbarheter s2tter dock upp hinder for att g°ra de ko-
rrekta bed®mningar som ferv@ntas av ML-baserade tillvdgag-ngss2tt. D&rfer presen-
teras i denna avhandling ett helt®ckande tillv@gag-ngsstt for att utnyttja de framsteg
som gjorts inom ML samtidigt som m&nskliga operat®rer involveras i bed®mningen av
cybers2kerhetss-rbarheter inom n2tverk fOr distribuerade kritiska infrastrukturer.

Avhandlingen presenterar datadrivna indikatorer for cybers2kerhet. Syftet 2r dels att
Overbrygga de luckor i s-rbarhetshanteringen som kommer av ad-hoc och subjektiva
processer, och dels att ©®ka automatiseringen av s-rbarhetsanalys. Metodiken i arbetet
feljer design science principerna fer utveckling och validering av vetenskapligt sunda
artefakter. Mer specifikt inneh-ller den datadrivna cybers@kerhetsarkitektur som feres-
I-s h@r en rad moduler som inkluderar: (i) en datamodell ©ver s-rbarheter som t2cker in
en m@ngd olika och allm2nt tillg2ngliga cybers@kerhetsrelaterade datak®llor; (ii) en en-
semblebaserad ML-pipelinemetod som anpassar sig till de b@sta inl2rningsmodellerna
for givna cybers®kerhetsuppgifter; och (iii) en taxonomi, med instansierade modeller
for kraftn2t och for tillverkning, vilken f-ngar kritiska infrastrukturers gemensamma
semantik for cyberfysiska funktionella beroenden inom n2tverk hos kritiska samh?@lls-
funktioner.

Forskningen bidrar med datadrivna metoder fOr s-rbarhetsanalys. Metoderna ©ver-
bryggar kunskapsklyftor mellan olika funktioner fr s2kerhet, s-.som s-rbarhetshanter-
ing, genom analys av relaterade rapporter. Avhandlingen korrelerar ocks- resultat inom
s-rbarhetsanalys fOr att koordinera ~tg2rder som syftar till att begr®nsa s-rbarheten hos
komplex, kritisk infrastruktur. Mer specifikt ut®kar s-rbarhetsdatamodellen kunskapen



om s=rbarheterna och skapar meningsfulla ssammanhang fr processer for s-rbarhets-
analys. De fPreslagna ML-metoderna fyller igen luckor i information om s-rbarheter
med hj2lp av kurerad data samtidigt som processerna f°r s-rbarhetsbed®mning effek-
tiviseras ytterligare. Dessutom ger taxonomin for s2kerhet inom kritiska infrastrukturer
ett klart och sammanh@&ngande st°d fr att specificera och gruppera semantiskt relater-
ade komponenter och mekanismer i syfte att hantera komplexiteten hos kritiska infras-
trukturers n2tverk s-som de som &r vanliga i kraftn®t och tillverkningsinfrastruktur.
Metoderna I2r sig, genom interaktiva processer, att proaktivt uppt®cka och analysera
s-rbarheter samtidigt som de underl®ttar for s2kerhetsakt®rer att agera p- informatio-
nen och fatta v@lgrundade beslut.

\



ACKNOWLEDGEMENTS

I came to Sweden after having studied in the UK and France. Although I grew up in sev-
eral quite different provinces in China, moving to a new country was terrifying. Yet after
five years, Sk®vde has become a place where my intellectual identities found enlighten-
ment and meaning. Many times | stood on Billingen and overlooked the city, watching
how the lights were beginning to pierce brightly into the soft and darkening sky, one star
after the other. These stars lighted my way home and left me with a true sense of belong-
ing. For this, I am genuinely grateful, and want to take the opportunity to say thank you
to many wonderful people | have met during this Ph.D. journey.

First and foremost, | would like to express my deepest thanks to my main supervisor
Prof. Yacine Atif, and four co-supervisors Associate Prof. Jianguo Ding, Prof. Manfred
A. Jeusfeld, Associate Prof. Birgitta Lindstr°m and PhD Christoffer Brax. Their exper-
tise and immense knowledge in different fields supported this interdisciplinary study.
Moreover, their kindness, patience, encouragement, and wisdom are much more than
the guidance in my Ph.D studies, as they significantly impacted my personal growth.
Yacine, I would like to express my deepest gratitude to you for always encouraging my
research and providing insightful comments. Your elegant definition of fire-searchoéand
your wise advice helped me grow as a researcher. | am also grateful for your incredible
support in writing revisions and presentation rehearsals. Ding, | am deeply indebted to
your generous feedback and some extra push forward when needed. | enjoyed our dis-
cussions on the correlations between complex systems and ancient Chinese philosophy
in the Book of Changes. | am also truly thankful for your kind advice on my personal
development. Manfred, | am extremely grateful for your constructive feedback and gen-
uine support throughout my Ph.D. studies. Your positive attitude inspired me to look on
the brighter side. So many times in our discussions, you improved my ideas on the fly
and helped me form those ideas into practical solutions. Birgitta, | would like to express
my deep appreciation for your continuous support and willingness to be my go-to option
whenever | have formality issues. It is a great honor to work with you. I will never forget
my first Swedish Christmas Eve in your place, the memory of which | will always cherish.
Christoffer, | am particularly grateful for your inspiration along the journey and for in-
troducing me to the practical side of cybersecurity. I always learn something new when |
speak to you. | am also thankful for your generous feedback on my career development.

My sincere gratitude extends to Prof. Rose-Mharie jhlfeldt, Associate Prof. Shahid
Raza, and Associate Prof. Tomas Olovsson, who all have been great opponents at my
seminars and provided valuable feedback.

I would also like to acknowledge and thank the organizations and all the respondents
involved in different stages of this research. I am incredibly grateful to all the members
of the ELVIRA (threat modeling and resilience management for critical infrastructures)
project, for all your generous input in the group meetings. | am also thankful for the op-
portunity to transform parts of the ELVIRA project results into a masteris level course,
together with the group members. In addition, I would like to express my gratitude to
Christine Mulder in AFSI for generous help with research applications and encourage-

i



ment to make my research findings more accessible to the general public.

Furthermore, I would like to send my thanks to all the people I have had great pleasure
to teach with. Thank you for showing me great enthusiasm for education and shap-
ing my teaching perspective. | especially enjoyed all the fun lab supervisions together
with Sara Mahmoud and Andr8s M8rki. Sara, my neighbor and friend, thank you for
always finding time for me when | disturbed you for random idea discussions, and for
enormous warm hugs and positive energy whenever needed. Andr8s, my workout buddy
and friend, thank you for the extra push when needed, and the laugh when we failed the
yoga wheel pose.

I would like to send my gratitude to the University of Sk®vde for giving me the oppor-
tunity to come as a Ph.D. student. This life-altering experience would be much less fun
without the freedom | have been given and the support | have always received. My grat-
itude extends to all the present and past colleagues in the DRTS group. Thank you, Sten,
J°rgen, Marcus, Jonas and Loreto - | learned a lot in our group discussions. | must also
thank the colleagues in the Information System group for inviting me to join their Friday
morning fikas.

There are several fellow Ph.D students (some of whom have already graduated) that |
would like to thank for the treasured memories during fikas, dry runs, and many other
gatherings: Fernando, Ari, Kristens, Hanife, Elio, Niclas, Navoda, Nafise, Alice, Niko,
Vipul, Erik L, Joakim, Sutor and Kelly. In addition, | want to send my gratitude to Juhee
who | shared many of those precious moments with. Thank you all for the friendship
along the years, for unwavering your personal and professional support.

Next, | want to thank my friends who cannot be with me physically, but always available
for listening to and, at times, having to tolerate me over the phone in the past years. Spe-
cial thanks go to ChenXing, Ge (and the little one, Erchen), Ariel, YongJuan, JiaYang
and Jie. Without you | cannot imagine how to cope with the Ph.D. stress alone. Then,
my heartfelt gratitude goes to Stefan Knutsson for enormous support, company, and be-
lieving in me, and for memories during Christmas and midsummer on the beautiful west
coast with the lovely family.

Finally, none of this could have happened without my family, thank you for being my
rock through the ups and downs of this Ph.D. journey. My father WenXiang Jiang and
mother QunWan OuYang, thank you for providing me with opportunities to explore the
world, for sharing tons of books and delightful traveling adventures, for reminding me to
look at the bigger picture and enjoy life when | was troubled by little things. I could not
imagine better parents. Then my grandparents, aunts, uncles and cousins, thank you for
your love, trust and continuous encouragement. Special thanks to my cousin YunPeng
Li who always stands by and shares wonderful traveling memories with me.

VI



PUBLICATIONS

This thesis is a monograph, while supported from the listed publications:

HIGH RELEVANCE

. Yuning Jiang, Manfred Jeusfeld, Yacine Atif, Jianguo Ding, Christoffer Brax, and
Eva Nero (2018b). fiA Language and Repository for Cyber Security of Smart Grids.0
In: 2018 IEEE 22nd International Enterprise Distributed Object Computing Con-
ference (EDOC). IEEE, pp. 1647170.

Il. Yuning Jiang, Yacine Atif, and Jianguo Ding (2019). fiCyber-Physical Systems Se-
curity Based on a Cross-Linked and Correlated Vulnerability Database.0 In: Inter-
national Conference on Critical Information Infrastructures Security. Springer,
pp. 71782.

I11. Yuning Jiang and Yacine Atif (2020). fiAn Approach to Discover and Assess Vulner-
ability Severity Automatically in Cyber-Physical Systems.d In: 13th International
Conference on Security of Information and Networks, pp. 178.

IV. Yuning Jiang, Manfred Jeusfeld, and Jianguo Ding (2021). fiEvaluating the Data In-
consistency of Open-Source Vulnerability Repositories.o In: The 16th International
Conference on Availability, Reliability and Security, pp. 171710.

V. Yuning Jiang and Yacine Atif (2021). fiA Selective Ensemble Model for Cognitive
Cybersecurity Analysis.0 In: Journal of Network and Computer Applications 193,
p. 103210.

V1. Yuning Jiang, Manfred Jeusfeld, and Jianguo Ding (2022). fiModel-Based Cyber-
security Analysis: Extending Enterprise Modeling to Critical Infrastructure Cyber-
security.0 In: Journal of Business & Information Systems Engineering (Revision
Submitted).

VIIl. Yuning Jiang and Yacine Atif (2022). fiTowards Automatic Discovery and Assess-
ment of Vulnerability Severity in Cyber-Physical Systems.o In: Journal of ARRAY
(Available at SSRN 4019226).

LOW RELEVANCE

VIII. YuningJiang, Yacine Atif, Jianguo Ding, and Wei Wang (2019). iA Semantic Frame-
work with Humans in the Loop for Vulnerability-Assessment in Cyber-Physical Pro-
duction Systems.0 In: International Conference on Risks and Security of Internet
and Systems. Springer, pp. 12871143.






CONTENTS

1 INTRODUCTION

11
1.2
1.3
1.4
1.5
1.6

1.7

1.8

2.1

2.2

Critical Infrastructure Cybersecurity .......................
Problem Description..........ooiiiii i
Research Aim and Objectives...............ccooviiiee ..
Research QUESTIONS ........ovvviiiii i
Thesis Statement....... ...
CoNtribULIONS . ...
1.6.1 Identifying Problems and Challenges..............
1.6.2 Expanding Vulnerability Knowledge Scope .......
1.6.3 Bridging the Information Gap ......................
1.6.4 Benchmarking Cl Vulnerability ....................
1.6.5 Streamlining Vulnerability Analysis ...............
1.6.6 Author Contributions.................coooon.
RESEArCN SCOPE. ..ot
1.7.1 KeyResearch Elements................ccccoevvunnnn.
1.7.2 Research Area ..o
1.7.3 Research Focus and Delimitation ..................
TheSiS StruCtUre .......oii e

KEY CONCEPTS AND BACKGROUND KNOWLEDGE

Cl Cybersecurity CONCEPLS ....oovviiiiiie i,
2.1.1 Component, Asset and System......................
2.1.2 Critical Infrastructure ..o
2.1.3 Cyber-Physical System Characteristic .............
2.1.4 IT Security and OT SeCUrity..........ccoevvevinnnn..
2.1.5 Power Grid Security and Manufacturing Security
Vulnerability Data Source Taxonomies ....................
2.2.1 Scoring Mechanism ..........c.ccovviiiiiiieeninnnn.
2.2.2 ENUMErationS.......c.ooiiiiiiiiei i,
2.2.3 Vulnerability Repository .............ccooeeviinenns

10
13
13
14
14
14
15
15
15
15
17
18
20

25
25
26
28
29
30
32
34
34
37
40

Xl



9XOQHUDELOLW\/LIHF\FOH

'$7%$'5,9(198/1(5%%,/,7<$1$/<6,6
9XOQHUDELOLW)\ 'DWD 3UHSDUDWLRQ
&RUUHODWLRQV DPRQJ9XOQHUDELOLW\'DWD
9XOQHUDELOLW\'DWD 4XDOLW\

ODFKLQH /HDUQLQJIRU 9XOQHUDELOLW\$QDO\WLF
ODFKLQH /HDUQLQJ 7HFKQLTXHV IRU 9XOQHUDELOLYV
(QVHPEOH OHWKRG

6\WWHP :LGH 9XOQHUDELOLW\$QDO\VLV
6HPDQWLF ORGHO
5HIHUHQFH $UFKLWHFWXUH
&\EHU 3K\VLFDO 'HSHQGHQFH $QDO\VLV

5(6($5&+0(7+2'6

5HVHDUFK 3DUDGLJPDQG OHWKRGRORJ\
'"HVLIQ 6FLHQFH5HVHDUFK 3DUDGLJP
'"HVLIQ 6FLHQFH OHWKRGRORJ\
5HVHDUFK OHWKRGV
‘'DWD *HQHUDWLRQ OHWKRGV

'"HVLIQ 6FLHQFH5HVHDUFK 3URFHVYV
5HVHDUFK 3URFHVYVY ([SORUDWRU\B6WXGLHYV
5HVHDUFK 3URFHVVY 9XOQHUDELOLW\'DWD &XUDW|
5HVHDUFK 3URFHVYV %ULGIJLQJ WKH'DWD *DS
5HVHDUFK3URFHVYV 9XOQHUDELOLW\$QDO\VLVIRL

'"LVFXVVLRQVRQ 7UXVWZRUWKLQHVV RIWKH5HVHDUFK
5HSHDWDELOLW\$QG5HSURGXFLELOLW\
9DOLGLW\DQG *HQHUDOL]DWLRQ
8VHIXOQHVV DQG 8VDELOLW\
(WKLFDO &RQFHUQ
2QWRORJ\ (YDOXDWLRQ OHWULFYV

&+$//(1*(,'(17,),&$7,21$1' %$6(/,1(678",(6
%HIRUHWKH %DVHOLQH 6WXG\
'DWD ,GHQWLILFDWLRQ

'DWD &ROOHFWLRQ
6WXG\, 'LYHUVLW\DQG +HWHURJHQHLW\RI9XOQHUDELC



6WXG\,, ,QGXVWU\6XUYH\$QDO\WLV RQ 8VHU ([SHFWDW
6RXUFHV

6WXG\,,, 9XOQHUDELOLW)\ 'DWD 4XDOLW\$VVHVVPHQW L
OHWULF 'HILQLWLRQDQG OHDVXUHPHQWYV
'DWD ,QFRQVLVWHQF\$QDO\VLV 3URFHVV
,QYHVWLJIDWHG &, 6\VWHP
'DWD 6RXUFHV
$QDO\WLV RIS5HWULHYHG 9XOQHUDELOLWLHYV
'DWD ,QFRQVLVWHQFLHV LQ $IIHFWHG 3URGXFWYV
'DWD ,QFRQVLVWHQFLHV L@GY6BRYBIFW 7\SH DQG
(YDOXDWLRQ WKURXJK LQWHUYLHZV

&RQFOXVLRQ

98/1(5%$%,/,7<'$7% &255(/$7,21 $1' &2162/,'$7,21

$UWLIDFW, 9XOQHUDELOLW\'DWDORGHODQG 4XHU\*HQ
2YHUDOO 6WUXFWXUHDQG &RPPRQ 'DWD ORGHO
'‘DWD &RUUHODWLRQ 8VLQJ &RPPRQ 7DJV
'‘DWD &RQVROLGDWLRQ
4XHU\7DJ *HQHUDWRU
SBURWRW\SH 'DWDEDVH '"HSOR\PHQW

6WXG\,9 &, 9XOQHUDELOLW\7UHQG $QDO\VLV 8VLQJ &RU
6WXG\6HWXS
6WXG\5HVXOWYV

6WXG\9 3HUIRUPDQFH7UDGH RITEHWZHHQ WKH ,QVWDQYV
DQG WKH6WDWH RI WKH $UW

&RQFOXVLRQ

98/1(5%%,/,7<'$7$*$3 $1$/<6,6
,QWURGXFWLRQ
%ULGJLQJ9XOQHUDELOLW)\,QIRUPDWLRQ *DSV
(QKDQFLQJ9XOQHUDELOLW\$QDO\VLV
7H[WOLQLQJ
7H[W OLQLQJ3URFHVV
ODFKLQH /HDUQLQJ$OJRULWKPYV
9DOLGDWLRQ OHWULFV IRU &ODVVLILFDWLRQ $0OJRU
$UWLIDFW ,, $ 'LVFRYHULQJ 9XOQEUOEHLWUWKGHYHULW\ .
6\WWHP 2YHUYLHZ
ODMRULW\9RWLQJIRU ,QFRQVLVWHQW 6FRUHYV



9XOQHUDELOLW\6HYHULW\&RPSXWLQJ

BWXG\9, ([SHUERGPHERWVRIQIRUL]DWLRQ (YDOXDWLRQ

BWXG\9,, &RPSXWLQJ6HYHULW\6FRUHV IRU &, 9XOC
$UWLIDFW ,, % &DWHJIRUL]JLQJ :HDNQHVV

+DQGOLQJ&:(7UHH +LHUDUFKLFDO 6WUXFWXUH

BWXG\9,,, ((SHULPHQWRQ :HDNQHVV &DWHJRUL]DW
$UWLIDFW ,, & $6HOHFWLYH (QVHPEOH IRU9XOQHUDELO

2YHUYLHZ

&DQGLGDWH OHWULFV

ORGHO 6HOHFWLRQDQG (QVHPEOH
6BWXG\,; ([SHULPHQWRQ WKHG6HOHFWLYH (QVHPEOH OHW

'DWD 6HWV

([SHULPHQW 6HWXS

7KUHDW &DWHJRUL]DWLRQ 5HVXOWYV

&966HYHULW\ &DWHJRUL]DWLRQ 5HVXOWYV
&RQFOXVLRQ

02'(/,1*&5,7,&%$/,1)5$6758&785()2598/1(5%%,/,7<$1$/
<6,6

$UWLIDFW,,, $ $7D[RQRP\IRU&ULWLFDO ,QIUDVWUXFW X
ORGHOLQJ&\EHU 3K\VLFDO 6\VWHP %DVHG &ULWLFD
ORGHOLQJ9XOQHUDELOLW\DQG 2WKHU 6HFXULW\ 5t
ORGHOLQJ6WDNHKROGHU $FWRUYV

$UWLIDFW ,,, % &\ EHUDQG &\EHU 3K\VLFDO )XQFWLRQDC
'HSHQGHQFH 5XOH
&DVFDGLQJORGHOLQJDQG &ULWLFDOLW\$QDO\VLV

$UWLIDFW,,, & 5HIHUHQFHORGHOV RI3RZHU *ULGYV
3XEOLF,QWHUQHW DQG 2WKHU 1HWZRUNV
21ILFH (QJLQHHULQJ DQG 6HFXULW\2SHUDWLQJ &H
&RQWURO &HQWHU 1HWZRUN
6XEVWDWLRQ 1IHWZRUN
3RZHU *ULG 6XEVWDWLRQ
'DWD $VVHW ,GHQWLILFDWLRQ

BWXG\; $SSOLFDWLRQDQG (YDOXDWLRQLQ3RZHU *ULG
,QVWDQWLDWHG 3RZHU *ULG ORGHOV
ORGHO %DVHG 'HSHQGHQFH $QDO\VLV DQG &DVFDGH
(IWHQGLQJWKH  7D[RQRP\WRORGHO 5HDO 3RZHU *UL



&RQFOXVLRQ

675($0/,1,1*98/1(5%$%,/,7<$1$/<6,6)25&5,7,&%$/,1)5%6
758&785(6

$UWLIDFW ,9 9XOQHUDELOLW\$QDO\VLV2UFKHVWUDWLER
WXUHYV

6WXG\;, $SSOLFDWLRQDQG (YDOXDWLRQLQODQXIDFWX
SURWRW\SHRIODQXIDFWXULQJ6\VWHP
+XPDQ5RERW &ROODERUDWLYH $VVHPEO\ 6\VWHP

ORGHO %DVHG 9XOQHUDELOLW\$VVHVVPHQW IRU +X
$VVHPEO\6\VWHP

&RQFOXVLRQ

&21&1/86,21
SHYLVLWLQIJWKHZ2EMHFWLYHVDQG WKHS5HVHDUFK 4XHV
JXWXUH :RUNV

$33(1',&(6
$SSHQGL[, 6XUYH\DERXW 8VHUYV 3HUVSHFWLYHRQ 9XOQH!L
$SSHQGL[,, ,QWHUYLHZ 4XHVWLRQQDLUH IRUBWXG\ ,,
$SSHQGL[,,, 9XOQHUDELOLW\ 'DWDEDVH 2XWSXW ([DPSOH L

$SSHQGL[,9 ,QVWDQWLOMWHIB ORGHOV IRU
5()(5(1&(6

38%/,8%$7,216 ,17+(',66(57%$7,216(5,(6






/67 2)),*85(6

&EXUUHQW VXEMHFWLYH YXOQHUDELOLW\DQDO\VLVIRUF
&RQQHFWLRQVEHWZHHQ UHVHDUFK DLPV TXHVWLRQV D
BURSRVHG GDWD GULYHQ YXOQHUDELOLW\DQDO\VLV IRL
&RQQHFWLRQVEHWZHHQ UHVHDUFK TXHVWLRQV
RUNIORZVLQ WKHSURSRVHGIUDPHZRUN

.H\UHVHDUFK DUHDVDQG HOHPHQWYV

5HODWHG UHVHDUFK GLVFLSOLQHYV

6FRSHRI &, UHIHUHQFH PRGHODQG LQVWDQWLDWLRQ

&ULWLFDO LQIUDVWUXFWXUH F\EHUVHFXULW\FRQFHSW\
6\WWHP DVVHW DQG FRPSRQHQW
/ID\HUHG DUFKLWHFWXUH RIFULWLFDO LQIUDVWUXFWXUF

&\EHU SK\VLFDO VA\VWHP FKDUDFWHSANEWHW LFK\VXPPO 6 LYH
WHPV $&RQFHSWODS

/ID\HUHG VWUXFWXUHRIPDQXIDFWXULQJV\VWHP

7TKUHDW W\SH DPMWHGRWO ESRIW WRIREXWLRQV IRU YXOQHUL
OLVKHG IURP WR 1IRYHPEHU

&9 ( DVDQH[DPSOHRISXEOLVKH&YXOQHUDELOLW
("% ,° DVDQH[DPSOHRISXEOLVBEGRIHISW®RLWYV LQ
&9 ( DVDQH[DPSOHRISXEOLVKHIYXOQHUDELOLWI

9XOQHUDELOLW\OLIHF\FOHDGDSWHG IURP )UHLHWDO

5HVHDUFK PHWKRGRORJ\DGDSWHG IURP WKH UHVHDUF
/HZLV DQG 7KRUQKLOO D

'"HVLIJQ VFLHQFHUHVHDUFK SURFHVYV

'"HVLIQVFLHQFHUHVHDUFKIUDPHZRUNDGDSWHGIURP +H
DQG 3HIIHUVHWDO

([DPSOHRIYXOQHUDELOLW\GDWD FROOHFWLRQ

'DLO\SXEOLVKHG YXOQHUDELOLWLHVRQ19'IURP WR
&96&HUVLRQ VFRUHDQG PHWULFIYD GDQMWGEILHW ULEXW LR (
&96HUVLRQ VFRUHDQG PHWULFIY®D GIOQNMEILHWULEXWLR (



&RUUHODWLRQ EHWZHHQ ZRU&I (@NI&HBG DQG XVDJIH RI
3RWHQWLDO WLPH GHOD\RIVFRULQJDQG LQFRQVLVWHQ
2YHUYLHZ RIWKH GDWD LQFRQVLVWHQF\DQDO\VLV SURF
BWUXFWXUHRIWKHLQYHVWLIJDWHG ,7DQG 27 VIVWHPV

'DWD LQFRQVLVWHQFLHV LQ H[SORLWBEDQIGW\HIIBRUP ST
([SORLWDELOLW\DQG LPSDFWDQDO\\VLYEBWHEBEDYHG RQ W

'DWD LQFRQVLEWIHO MIFRRWHY EHV DHHNOIHQGRU

%LUG YLHZ RIYXOQHUDELOLW\GDWDEDVHRYHUDOO VWL
&RPPRQ GDWD PRGHO VRXUFHFRQFHSWXDO VFKHPD
'DWD FRUUHORW(ROXWKHMHFRPPRQ WDJ

'DWD FRUUHORBW(LR Q/>XO\Q&BB (& ,' WV FRPPRQ WDJV
(IDPSOHRI GDWD FRUUHODWIRQ IRUYXOQHUDELOLW\
'DWD FRQVROLGDWLRQ VWUXFWXUH

&RPPRQ GDWD PRGHO GDWD ZDUHKRXVH FRQFHSWXDO V
*HQHUDWH TXHU\WDJV

9XOQHUDELOLW\ GDWDEDVHDUFKLWHFWXUHDQG TXHU\
9XOQHUDELOLW\UHSRUWV IURP VIQFKURQL]JHG FURVYV O]
&966 9 EDVH VFRUHGLVWULEXWLRQRI &, YXOQHUDELOL
7KUHDW W\SHY WDUJHWLQJ &, DVVHWYV

9XOQHUDELOLWA\DQDO\VLY PHWKRG XVLQJHQVHPEOH 0/
([DPSOHRIGDWD SUHSURFHVVLQJ IHDWXUH H[WUDFWLR
+LJK /HYHO 6WUXFWXUHRI9XOQHUDELOLW\6HYHULW\ &F
ODFKLQH OHDUQLQJSLSHOLQHEDVHG F\EHUVHFXULW\ N(
BHUIRUPDQFHRILQGLYLGXDO 0/ PRGHOVIRUWKUHDW FO
$YHUDJH WKUHDW FODVVLILFDWLRQ PRGHO SHUIRUPDQF
%HVW SHUIRUPLQJPRGHO RIHDFKWUDLQLQJURXQGIRU

%HVW SHUIRUPLQJO/PRGHO RI H DSFI6 & i D UQIEQUHIR YO\ FRF
VLILFDWLRQV

$YHUDJHPRGHO SHUIRUPDQFH L Q&1955BKKNDWIIDLFQ\HW LMRMXIQRG
VLILFDWLRQV

&RQQHFWLRQVEHWZHHQ WD[RQRP\DQG WKH LQVWDQWL
2YHUYLHZ RI FULWLFDO LQIUDVWUXFWXUH YXOQHUDELO
7RSOHYHO F\EHU SK\VLFDO WD[RQRP\DQG LQVWDQWLDW
&\EHU SK\VLFDODQG QHWZRUN FRPSRQHQWV LQ WKH WD
8QLGLUHFWLRQDODQGELGLUHFWLRQDO GDWD VWUHDP |
7D[RQRP\RIBHFXULW\2EMHFWYV



&, VHFXULW\ XVHU LQWHUDFWLRQ PRGHO
AXDQWLWDWLYH YXOQHUDELOLW\DVVHVVPHQW LQYROY|
'HSHQGHQFH DQDO\VLV H[DPSOHRID VXEVWDWLRQ 578
'"HSHQGHQFH DQDO\VLV H[DPSOH RIPDQXIDFWXULQJ V\VV
,QVWDQWLDWHG SRZHU JULG VXEVWDWLRQ

3XEOLF ,QWHUQHW DQG RWKHU QHWZRUNYV

21ILFH HQJLQHHULQJDQG VHFXULW\RSHUDWLQJFHQWH
&RQWURO FHQWHU QHWZRUN

6XEVWDWLRQ QHWZRUN

3RZHUJHQHUDWLRQ DQG GLVWULEXWLRQ VXEVWDWLRQV
3URFHVV GDWD DQG FRQWURO FRPPDQGY VWUHDP
+LVWRULFDO DQDO\VLY DQG ORDG SUHGLFWLRQ GDWD V\
7LPH VIQFKURQL]DWLRQ GDWD VWUHDP

6\WWHP XSGDWLQJ GDWD VWUHDP

5HPRWH ORJLQ GDWD VWUHDPYV

'"HEEURZVLQJDQG PDLO GDWD VWUHDPYV

,QVWD QUWRG®MEBVHG RQ ,((( %XV ZLWK 6&%$'$'0=]RQH

+LVWRULFDO DQDO\VLV DQG ORD G (SRIGHIZAWLREES DHW D V \
'0=]RQH

&DVFDGH IDLO X UIRGHDQEREH®, ,

2UFKHVWUDWLRQ RI WKH SURSRVHG DUWLIDFWV DQG LQ)\
&RQQHFWLRQ EHWZHHQ WKH SURSRVHG WD[RQRP\DQG R
$ VFHQDULRRIYXOQHUDELOLW\FKDLQLQ PDQXIDFWXULC
ORGHOLQJDQGLGHQWLILFDWLRQRIYXOQHUDELOLW\ FKI
ODQXIDFWXULQJ1HWZRUN

+XPDQ URERW FROODERUDWLR@¥0¥%WHP,WKDW LQWHJUD

$QRYHUYLHZRIUHODWLRQVKLSY EHWZHHQ DUWLIDFWYV
&RUUHODWLRQEHWZHHQ ZRUNLQJILHOG DQG XVDJH RI &
&RUUHODWLRQEHWZHHQ ZRUNLQJILHOG DQG XVDJH RI &
&\EHU DQG FRQW UR G HDED} H GOMAVXIG \ ;

3K\VLFDO ORGHRBRHGMXG\ ;

&\EHU DQG FRQW UR G K@ VHHGEMRX G \ ;

3K\VLFDO ORGHDRIH GEMQX G\ ;
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$XWKRUYV FRQWULEXWLRQ OHYHO

ODMRU GLIITHUHQFHVY EHWZHHQ ,&6 DQG WUDGLWLRQDO ,°
%KDPDUH HW DO DQG $VIKDU +X DQG =HDGDOO\

(I[IDPSOHRIFROOHFWHG LQIRUP®WLRQ IRUYXOQHUDELOL
(IDPSOKR®R(," PDSSLQIMW R:.

7TH[W PLQLQJDSSURDFKHV LQ F\AEHUVHFXULW\DQDO\VLYV

'"HVLIQVFLHQFHUHVHDUFKSDUDGLIJPDGDSWHGIURP 6D X
E DQGI9LMD\ %LOO DQG 6WDFLH

$GRSWHG UHVHDUFK PHWKRGV

5HVHDUFK SURFHVYV H[SORUDWRU\VWXGLHV
SHVHDUFK SURFHVYV YXOQHUDELOLW\GDWD FXUDWLRQ
5HVHDUFK SURFHVYV EULGIJLQJWKHGDWD JDS
5HVHDUFK SURFHVV YXOQHUDELOLW\DQDO\VLVIRU FUI

6XPPDU\RI YXOQHUDELOLW\GDWD VRXUFHV
(IDPSOHRIPDSSLQJVV IURP ¥XOREBPHKLOLWLHV WR
(IDPSOH RI GSLYHUADHDORFDWHG WR YXOQHUDELOLW\LQV\
'"HSOR\HG YXOQHUDELOLBWAXEDW,D VRXUFHV LQ
5HWULHYHG YXOQHUDEWXIGW),LQVWDQFHV LQ

'DWDLQFRQVLVWHQFLHVLQDIIHFWHG SURGXFMQGD QG YH
9HQGRUV

'DWD LQFRQVLVWHQFL&M IEHWEHB@QGOHGGRU

5HWULHYHG DGGLWLRQDO LQIR&UHRDWLRQIRUYXOQHUDE]
&, YXOQHUDELOLW\PHDVXUHPHQW GLVWULEXWLRQ RI &9
SBHUIRUPDQFH WUDGH RIIVEHWZHHQ YXOQHUDELOLW\GD

‘DWD IHDWXUHVY VRXUFHV W\SHVDQGPRGHOLQJ
$GRSWHG 0/ PRGHO FODVVLILFDWLRQ SHUIRUPDQFH PHW



3HUIRUPDQFHRI &966 PHWULF FDWHJRUL]DWLRQ 7) ,') /5
&, YXOQHUDELOLW\ FKDMOBEWMHYLRWLED XM IPGIW ULFV
5HORFDWLQJ,WKRI®' YXOQHUDELOLW\HQWULHYV
S5HPDSSLQJ R RPWH

JLVWeR(I ,’VIRUZHDNQHVV FDWHJRUL]DWLRQ 0/ WUDLQLQ.
([DPSOHRIWKH BHQH[EHWHBHQW FRUSXV
3HUIRUPD&QKHRWHJIRUL]DWLRQ /670 0/ PRGHO
(YDOXDWIOB® RMFRUH SUHGLFWLRQ RQ XQWUDLQHG GDWE

9XOQHUDELOLW\SDWFK GHFLVLRQ PDNLQJFRQVLGHULQ
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$, SUWLILFLDOLQWHOOLJHQFH

$37 $GYDQFHG 3HUVLVWHQW 7KUHDW

&$%' &RPSXWHU $LGHG 'HVLJIQ

&$0 &RPSXWHU $LGHG ODQXIDFWXULQJ

&$3(& &RPPRQ $WWDFN 3DWWHUQ (QXPHUDWLRQ DQG &ODVVLI
&'0 &RPPRQ 'DWDORGHO

&(57 &RPSXWHU (PHUJHQF\5HVSRQVH 7HDP

&, &ULWLFDO ,QIUDVWUXFWXUH

&,6% &\ EHUVHFXULW\ ,QIUDVWUXFWXUH 6HFXULW\ $JHQF\
&18& &RPSXWHU 1XPHULFDO &RQWUROOHU

&3( &RPPRQ 30DWIRUP (QXPHUDWLRQ

&336 &\EHU 3K\WLFDO 3URGXFWLRQ 6\VWHP

&36 &\EHU 3K\VLFDO 6\VWHP

&65) &URVV 6LWH5HTXHVW )RUJHU\

&7, & EHU 7TKUHDW ,QWHOOLJHQFH

&9( &RPPRQ 9XOQHUDELOLWLHV DQG ([SRVXUHV

&95) &RPPRQ 9XOQHUDELOLW\5HSRUWLQJ)UDPHZRUN
&966 &RPPRQ 9XOQHUDELOLW\6FRULQJB\WWHP

&:( &RPPRQ:HDNQHVV (QXPHUDWLRQ

'(5 'LVWULEXWHG (QHUJ\5HVRXUFH

'R6 'HQLDO RI 6HUYLFH

'65 'HVLJQ 6FLHQFH5HVHDUFK

)73 )LOH 7UDQVIHU 3URWRFRO

+0, +XPDQODFKLQH ,QWHUIDFH

+5& +XPDQ 5RERW &ROODERUDWLRQ



,&6 ,QGXVWULDO &RQWURO 6\VWHP

,&7 ,QIRUPDWLRQDQG &RPPXQLFDWLRQ 7HFKQRORJ\
,R7 ,QWHUQHW RI 7KLQJV

,7 ,QIRUPDWLRQ 7HFKQRORJ\

.11 . 1HDUHVW 1HLJKERU

/$1 /RFDO $UHD 1IHWZRUN

/'$ /DWHQW 'LULFKOHW $OORFDWLRQ

/5 /RILVWLF5HJUHVVLRQ

/670 /RQJ6KRUW 7HUP OHPRU\

0L70 ODQLQ WKHOLGGOH

0/ ODFKLQH/HDUQLQJ

0/3 0OXOWL/D\HU3HUFHSWURQ

065& OLFURVRIW 6HFXULW\5HVSRQVH &HQWHU

078 ODVWHU 7HUPLQDO 8QLW

1% 1DLYH %D\HV

1& 1XPHULFDO &RQWUROOHU

1,67 1IDWLRQDO ,QVWLWXWHRI6WDQGDUGY DQG 7THFKQRORJL}
1/3 1DWXUDO /DQJXDJH 3URFHVVLQJ

11 1HXUDO 1HWZRUN

19' 1DWLRQDO 9XOQHUDELOLW\'DWDEDVH

269'% 2SHQ 6RXUFH 9XOQHUDELOLW)\ 'DWDEDVH

27 2SHUDWLRQDO 7THFKQRORJ\

3/& 3URJUDPPDEOH /RJLF &RQWUROOHU

30, 3URGXFWDQGODQXIDFWXULQJ,QIRUPDWLRQ
3R&3URRIRI&RQFHSW

5'3 5HPRWH'HVNWRS 3URWRFRO

511 5HFXUUHQW 1HXUDO 1HWZRUN

578 5SHPRWH 7HUPLQDO 8QLW

6&$'$ 6XSHUYLVRU\&RQWURODQG 'DWD $FTXLVLWLRQ
6,(0 6HFXULW\,QIRUPDWLRQDQG (YHQW ODQDJHPHQW



628& 6HFXULW\2SHUDWLRQ &HQWHU
6R66\WWHP 21 6\VWHP

676 6RFLR 7THFKQLFDO 6\VWHP

690 6XSSRUW 9HFWRU ODFKLQH

7$5% 7TKUHDW $QDO\VLVDQGS5LVN $VVHVVPHQW
7&3 7TUDQVPLVVLRQ &RQWURO 3URWRFRO

7) ,') 7THUP)UHTXHQF\ ,QYHUVH 'RFXPHQW )UHTXHQF\
80/ 8QLILHGORGHOLQJ/DQJXDJH

91' 9XOQHUDELOLW\1RWHY 'DWDEDVH

931 9LUWXDO 3ULYDWH 1HWZRUN

'$1 :LGH$UHD 1HWZRUN
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7KLV FKDSWHU VWDUWY E\ SURYLGLQJD PRWLYDWLRQ IRU WKL
EHLQJDGGUHVVHG 6XEVHTXHQWO\ WKHDLPVDQGUHVHDUFK
ULYHG 1H[W WKHPDLQFODLPGULYLQIJWKHWKHVLVLQYHVWL.
E\DVHWRIUHODWHG RULJLQDO FRQWULEXWLRQV )LQDOO\ W
DORQJZLWKDVXPPDU\RIHDFK FKDSWHU FRQWHQW

&5,7,&$/,1)5$6758&785(&<%(56(&85, ]

&ULWLFDO LQIUDVWUXFWXUHV &,V VXFKDVHQHUJ\GLVWULE
WUDQVSRUWDWLRQ URDGZD\V QRUPDOO\FRPELQH ,QIRUPDW
WLRQDO 7THFKQRORJ\ 27 V\VWHPV &DUGHQDV&W WQFDO ,Q $F
IUDVWUXFWXUH 68 HWRUG E\ WKH 8QLWHG 6WDWHV &\EHUVHFX
6HFXULW\$IJHQF\ &,6%$ DQG WKH (XURSHDQ3URJUDPIRU &ULWL
/ILQGVWU|PDQG 20VVRQ .UDVVQLJ WKHVH &,V DUH H
VRFLHW\ )RUH[DPSOH WKHFULWLFDO PDQXIDFWXULQJVHFW
WKHRWKHU VHFWRUV VXFKDV HOHFWULFDO JULGYV

OHDQZKLOH WKHUDSLGDGYDQFHVLQLQIRUPDWLRQDQGFRPP
DEOHVHDPOHVVLQWHJUDWLRQRIVRIWZDUHDQGKDUGZDUH 7
GLYHUVH V\VWHPV HPSRZHUHG PDLQO\E\HLWKHU KDUGZDUH F
HUHG E\ F\EHU SK\VLFDO V\VWHPV &36V GULYLQJHPHUJHQW V
HYROXWLRQ /HH %DJKHUL DQG .DR ‘X HW DO D &,V
OLQND SOHWKRUD RISK\WLFDO FRPSRQHQWV IURPPDQ\GLIIHU
WHPV WKDW FRQWURO WKHP LQ SDUWLFXODU 27 VIVWHPV VX
GDWD DFTXLVLWLRQ 6&%$'$ VIVWHPV 7KHVH WHFKQRORJLEDC
LWL]DWLRQ RI SK\VLFDO REMHFWV DQG WKHLU F\EHUVSDFH FR
XOWUD GHSHQGDEOHFULWLFDO VI\VWHP VHUYLFHVLQYROYHG
WDQ DQG OF&DOOH\ LQFOXGLQJHQHUJ\ PDQXIDFWXULQJ
HQYLURQPHQWDO FRQWURO DQG VPDUW FLWLHV &DUGHQDYV
KDYH VWULQJHQW UHTXLUHPHQWY LQ WHUPV RI WLPLQJ UHO
%RUGHO HW DO

+RZHYHU WKHDERYHWUHQGRI,7DQG27FRQYHUJHQFHH[SRVF
PHQW WR WKH ULVNV FRPPRQ LQ ,7 VHFXULW\ SURWHFWLRQ $
PHQWLQHIILFLHQF\DQG UHOLDELOLW\ WKHLQGXFHG FRQQHF
SOLFDWLRQLQ®6&$'$ VIVWHPV H[SRVHWKHVH &,VWR F\EHU DW
ULW\DSSURDFKHV DUHOLPLWHG E\WKHVFDOHRIWKH&,V +HD
DWWDFNV GHPRQVWUDWH WKHVH WKUHDWV WR &,V VSHFLILF
WHPV ,&6V &iIUGHQDV HWDO OLNHWKH 6WX[QHW ZRUP
DQG WKH :DQQD&U\ " UDQVRPZDUH ORKXUOHDQG 3DWLO
FRXQWHUHG LQ DQG GLG QRW UDLVH ZLGH GLVFXVVLRQV XQ
FDWHG F\EHUWKUHDW WDUJHWLQJ,&6V ,Q WKH :DQQD&U\
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DFURVV VHYHUDO PDQXIDFWXULQJ SODQWV DQG FDXVHG SURG
WLDO EXVLQHVV ORVVHV 7KH 8NUDLQH SRZHU JULG DWWDFN L
FI\QVNL DQG 6WDEOHYV LVDQRWKHUNQRZQDWWDFNDJDLC
VXPPDUL]JHVVRPHPRUHUHFHQWODUJH VFDOHUDQVRPZD
,7DWWDFNPHWKRGV VXFKDV FUHGHQWLDO WKHIWDQG 'HQLDC
MXVW DV HITHFWLYH RQ 27 QHWZRUNV %KDPDUH HW DO
,7 QHWZRUN DQG XVH ,7 DVVHWYV DV MXPS VHUYHUV WR PRYH W
-X 0\ WKH QHZV UHSRUWHG D F\EHU DWWDFN RQ FRQWURO
,VUDHO 6HYHUDO UDQ( RP&Z BJOIWRFZKDW\MH DQG ,&6 2SHUDWLRQ
HQFU\SW YLWDO GDWD PDQDJHG E\,7 HJ GDWD KLVWRULDQ
LQWHUIDFH RU +0, 7KHVHDWWDFNV H[SORLW YXOQHUDELOL!
SURSHU QHXWUDOL]DWLRQ ZKLFK OHDG WR WKH SURGXFWLRQ
ULHVDFURVV (XURSH ZKLFKLQFXUUHG VXEVWDQWLDO HFRQR!
DQG ODUFKHWWL

&,63 VXPPDULJHVAMRISFERXWLQHO\ ([SORLWHG 9 XOXQFKUDE WXKLHN L
/RJ 6KHMBUR[\VKHWE WKH FRUUHVSRQGLQJ &RBRR® ¥XXLVFO
QHUDELOLW)\ (QXPHUDWLRRJ &BOIBIFWHG WKH RSHQ VRXUFH
-DYD EDRB@®RJIILQJOLEUDU\ ZKLFK LV ZLGHO\ XVHG LQ ZHEVL
WLRQV HQWHUSULVH VHUYLFHV DQG&9J(SURGXFWV ,W LV HY
&9 ( D Q&9 ( DQG PD\OHDG WR UHPRWH FI
HFXWLRQ RUVHUYHU FRPSURPLVH RQFH VXFFHVVIXOO\H[SOR!
PLWLJDWLRQ RI DIIHFWHG SMWMRYCDW DY XYGEFKDOOHQJILQJ VRIW
WKRJ MXOQHUDELOLW\PD\GLVWULEXWHDFURVY WKH V\VWHP
YXOQHUDEOHDSSOLFDWLRQV HVSHFLDOO\WKBBRHVISWRFLG
UHIHUV WR D FROOHFWLRQ RI YXOQHUDELOLWQHWRWMRIMLQ WK
FKDQJH VHUYHU VXFK DV WKH SULYLOHJH BOHYDWLRQ YXOQt

G\VEHUVHFXULW\GHDOV ZLWK SUHYHQWLQJ VXFK WKUHDWYV E\ |
&KDQJ VWDWHV WKDW F\AEHUVHFXULW\LQYROYHV KXPDQV .
KXPDQV ZKR XVH PDFKLQHV IRUDWWDFNLQJ SXUSRVHV 7KHUH
DUH YDULDEOH DQG FDQ EHLQIOXHQFHG E\ WKH HPSOR\HG GL!
IROORZLQJGHILQLWLRQ

S&@\EHUVHFXULW\LV WKHRUJDQL]DWLRQDQG FROOHFWLRQ RI |
VWUXFWXUHV XVHG WR SURWHFW F\EHUVSDFHDQG F\EHUVSDF
RFFXUUHQFHVY WKDW PLVDOLJQ GHMXUHIURP GHIDFWR SURSH

2&UDLJHQ 'LDNXQ 7KLEDXOW DQG 3X

7KLV WKHVLV XVHV VHFXULW\DQG F\EHUVHFXULW\LQ DQ LQWH
FDOO\ WKLV UHVHDUFKIRFXVHVRQ &, QHWZRUN VHFXULW\ LQ
WR SUHYHQW WKHHYROXWLRQ RIYXOQHUDELOLWLHY LQWR VH
D FULWLFDO DQG JOREDO QHHG WR DXJPHQW H[LVWLQJ FDSDE
LQVWUXPHQWY 7KHJRDOLVWRZLWKVWDQG WKHJURZLQJDQC
VXSSRUW RSHUDWLRQDO VHFXULW\PDQDJHUV DQG H[HFXWLY
WKH YXOQHUDELOLWLHY WKDW SUHVHQW WKH JUHDWHVW ULV
DQG/DQJLOO

9XOQHUDELOLW\FDQEHGHILQHGLQVHYHUDO ZD\V 7KLV WKH)
YLGHG E\
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S9XOQHUDELOLW\ALVD ZHDNQHVVRIDQDVVHW RUFRQWURO Wt
2,62 ,(& 6WDQGDUGL]DWLRG

39XOQHUDELOLWALV WKHGHJUHH D V\VWHP LVDIIHFWHG E\D U
GHJUHH D VA\VWHP FDQ ZLWKVWDQG VSHFLILFORDGYVY RU WKHU
RFFXUUHQFHRIDULVNVRXUFH DIJHQW RUWKHXQFHUWDLQW\
FRQVHTXHQFHV JLYHQ WKHRFFXUUHQFHRIDULVNVRXUFH ~

26RFLHW\RI5LVN $QDO\V

837KH SRVVLEOH RFFXUUHQFHV RI' YXOQHUDELOLWLHVLQDQLQ
VHFXULW\ SURFHGXUHV LQWHUQDO FRQWUROV RULPSOHPHQ
WULJIJHUHG EA\D WKUHDW VRXUFH ~

21DWLRQDO ,QVWLWXWHRI6WDQGDUGVY DQG 7THFKQRC

%DVHG RQ WKHVH GHILQLWLRQV FRPELQLQFBXWWRISOXHADW W U
QHUDEOH FRPSROHYHVBY WP K YIXPQ HUDLBMWIMQFHY DV ZHOO C
OLNHORKREB®RLWLQJDWWDFNV FRQW U LE XWOMR\ E HFERW SIXQX
7KHULWLBDA@BWUW\ LV ZHLIJKHG ZLWK DWWULEXWHV OLNH WK+
UDQJH DQGIXQFWLRQDOLW\LPSRUWDQFH RINMKIHBURGE H WD E O
LVPHDVXUHG XVLQJVWDQGDUG VFRRE BB QUIDXFHZHRWINE/L\OX K\ B ¥
6\WWHP &966 RUVXE &966 PHWULFV OLNH FRQ | LGIHNHOLKE RS\
SURSHUW\LV HVWLPDWHG ZLWK DWWULEXWHYV OLNHDWWDFN Y
RSPHQW VWDWXV DQG UHPHGLDWLRQ GHYHORSPHQW VWDW X\

,Q D&, VIWWHP GLYHUJHQW YXOQHUDELOLWLHV HPHUJH LQW
KDUGZDUH DQG ILUPZDUH 9DULRXV EXLOGXSV RIVRIWZDUH |
YXOQHUDELOLWLHY DW YDULDQW OHYHOV RI &, VWUXFWXUHYV
XFWV ZKHWKHUSURSULHWDU\RUFRPPHUFLDO PD\DOVRKDYH
DQG =LR 7KHUHIRUH WKH YXOQHUDELOLW\LQGH[RIFRP!
SOR\PHQW VFHQDULRRIWKDWFRPSRQHQW +RZHYHU GHIHQVL
DWWDFN DQG SDWFKLQJDOO UHODWHG YXOQHUDELOLWLHYV ZL
VXPLQJ DQG FRVWO\ )RU H[DPSOH WKH F\EHU WKUHDWYV ORF
IURP PDOZDUH LQIHFWLRQV E\VRPH SURRI RI FRQFHSW 3R& [
WHPSWV E\ VWDWH IXQGHG KDFNLQJ JURXSV ZKLFK FRXOG UH
ZLWK VHYHUH FRQVHTXHQFHV .QDSS DQG /DQJLOO 7KHL
KLIKHUH[SORLW SUREDELOLWLHVRUPRUHVHYHUHFRQVHTXH
UHVSRQGLQJUHPHGLDWLRQ VWUDWHJLHV

$VVHVVLQIYXOQHUDELOLWLHVLVVXSSRUWHGE\GDWDDQDO\'
WR SURWHFW &, VDQG WRIRFXVRQLPPLOQHQWULVNV ULVLQJIU
LQJGHIJUHHV RILPSDFW VHYHULW\ 8QGHUVWDQGLQJDQG PHI
RI' VXFK QHWZRUNHG VWUXFWXUHY DUH FKDOOHQJLQJ \HW YL
FRQFUHWHPRGHO VKRXOG EHEDVHG RQHYLGHQFHIURP PXOW

+RZHYHU WKHSXEOLVKHG GDWD LV PDVVLYHZLWKDJUHD
QHHGVWREHWUDQVIRUPHG LQWRD FRPPRQ VHPDQWLF UHSUH

WRIDFLOLWDWHPDFKLQH UHDGDEOH SURFHVVHV LQ RUGH
DSSOLFDWLRQV +HQFH DQDSSURDFKWRFODVVLI\YXOQHUDE
DQRQOLQH FROOHFWLRQ RIUHOHYDQW GDWD WR DVVHVV YXO
WRDGRSW SURSHU GHIHQVH PHFKDQLVPYV

,PSURYLQJ WKH F\EHUVHFXULW\RI &,VIRUERWK ,7DQG 27 QHW
VHFEXULW\ HVSHFLDOO\WKH VHFXULW\RI| &36 EDVHG ILHOG GF



&+$37(5 ,1752'8&7,21

ULW\SURIHVVLRQDOV SDUWUIDE8BEGDOMWWRAQMKVMRODWLRQ RI SUH

YLFHV O0XUUD\ -RKQVWRQH DQG 9DOOL &,V KDYH VHFXU|I
WKRVH IRXQG LQ WUDGLWLRQDO ,7 VIVWHPVY GXH WR &, QHWZR
VHWV KHWHURJHQHLW\ *LUDOGR HW DO =LR &DUGH

SRLQWYV RXW WKHJDS LQ KRZ &,V ODD&E WBRNRE B\HEH UMWKKIIIW WK H3 F
PHWKRGV RI VAIVWHP YXOQHUDELOLW\DQG ULVNDQDO\VLV FDQ
G\QDPLF FRPSOH[LWLHV RI &, WKHDQDO\VLV RI WKHVH V\VWH
FODVVLFDOPHWKRGVRIV\VWHP GHFRPSRXDWHR@EQRGLOWRILG VP
UHVSRQVHPHFKDQLVPVLQ WKHVHFRPSOH[V\VWHPV DUH DOVEF
WKHNQRZOHGJHJIJDSEHWZHHQ F\AEHUVHFXULW\WHFKQLTXHYV

PDQDJHPHQW SURFHGXUHV WKDW LQYROYHKXPDQDFWRUV LQ

I1H[W ,VWDWH WKH SUREOHP DQG GLVFXVV WKHUHODWHG UHYV
WKHVLV

352%/(0 '(6&5,37,21

7TKHQRWLRQRIULVNUHPDLQVHOXVLYH DVHYLGHQFHG E\ WK
FXULW\RSHUDWLRQV FHQWHUV 62&V ZKHUHDQDO\VWV HPSO|
DQGGHIHQVHPHFKDQLVPVWRPRQLWRUVHFXULW\HYHQWYV 6X
X DQG/LX -DFREV $UQDE DQG,UZLQ VXIJIJHVWVHYHI
6WLOO RQDYHUDJHG62& FDQ TXLFNO\JHQHUDWH VHYHUDO *%V
FDQ FUHDWH D VLJQLILFDQW VWUHVYV RQ KXPDQ UHVSRQGHUYV

J)LIXUH &XUUHQW VXEMHFWLYH YXOQHUDELOLW\DQDO

7TR PDQDJH YXOQHUDELOLW\ VHFXULW\ RSHUDWRUV LQ 62&V C
NHHSLQJ SDFHZLWKYXOQHUDELOLWV\UHSRVLWRULHY DV SUH!
LQYROYHPXOWLSOHVHFXULW\WRROV HJ QHWZRUNYXOQHU
\WVLV RI GDWD FRQWDLQHG DQG SURGXFHG E\ & RSHUDWLRQV
YXOQHUDELOLW\UHSRYSWRYRHWIXGEK DV 7KHRSHUDWRUV Q
&96BWVNRHYDOXDWH WKHVHYHULWA\RIHDFKLGHQWLILHG YXOQH
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DGGLWLRQ VHFXULW\RSHUDWRUV QHHG WR IXUWKHU IRUHFD
ELOLWLHVDQG WKHLQWULFDWH OD\HU QHWZRUNV RI &,V WR S|
+DIL] DQG )DQJ 7KLV SURFHVV LV LOOXVWUDWHG LQ )LJX
WUDO UROH RI VHFXULW\RSHUDWRUV LQ 62&V DQG WKHLU QHH
HYROYLQJYXOQHUDELOLW\DOHUW UHSRVLWRULHYV

$OWKRXIKH[LVWLQJ VHFXULW\PHFKDQLVPV LOOXVWUDWHG L
VHYHULW\ VFKHPHV WR EXLOG D FRPPRQDZDUHQHVV DERXW W
LWLHVY DFURVV &, QHWZRUNV WKHUHDUHVWLOO FUXFLDO UH\
PDUL]JH WKH IRXU PDLQ FKDOOHQJLQJ UHVHDUFK LVVXHYV L K
QHUDELOLW\GDWD VRXUFHV LL VXEMHFWLYHDQG KXPDQ FH
HIDFHUEDWH &, YXOQHUDELOLW\DQDO\VLV LY JDSVLQYXOQ

L +HWHURJHQHRXV DQG GLYHUVH YXOQHUDELOLW\ GDWD VR>
$ VWURQJFRPPXQLW\HIIRUW KDV EHHQ HYWDEOLVKHG WR LP
DQG DXWRPDWLRQ RI F\EHUVHFXULW\LVVXHV LQ WKHIRUP RI X
VXFK DV &9(DQG WKH DFFRPSDQ\LQJ F\E H U V&S DD BADIVBIPLL\Q |
RQHRIWKHPRVWLQIOXHQWLDO IRUFHVLQ VKDULQJDQGVWDQ
DPRQJ WKH F\AEHUVHFXULW)\ RRPEN SR WL W RIBRUGW FORVHYV PRU
UHSRUWHG DQG H[SORLWHG YXOQHUDELOLWLHV EHWZHHQ
VWDQGDUGL]HG EXW XQVWUXFWXUHG WH[WXDO GHVFULSWLRC
WKH 86 EDWVWGRQDO 9XOQHUDELOLW)\ 'DWRREIDXWHW KIBU YXOQHUI
LW\DVVHVVPHQW VXFKDV YXOQHUDEOKRRPPWRBFR DR @IILRIXR DKL
PHUDWLRQ &3(ZHDNQHVV FDWH&RBPRQ XNDEOHVV (QXPHUDW
&: ( DQG VHYHULW)\ V&EREBOR O RWIUPELOLW\ PLWLIJDWLRQ C
UHOWRQRUWI9' UHFRUGV DV SULPDU\GDWD VRXUFHV FDQ EH ELD V]|

E\LJQRULQJRWKHUVRXUFHVRIGDWD $QZDUHWDO -
SDUW\DQDO\]RRPSXRMKHVMPHUJHQF\5HV SR @V B 7 HOFG P D Q
XIDFWXUHU ZHEWLWHRVRPK ®FXULW\5HVSRQVH SHRWHIH 065
YDOXDEOHLQVLJKWY LQWR F\EHUVHFXULW\ IURP WKH LQGXVW
&,6$DQG 065& SURYLGHFRQWUDGLFWLQJDQDO\VLVRIUHSRUW

9XOQHUDELOLW\DVVHVVPHQW LQ &,VUHTXLUHV DQDO\VL
WR GLVFRYHU FRUUHODWLRQV EHWZHHQ GHSHQGHQW F\EHUV
DELOLW\ DWWDFN DQG WKUHDW LQVWDQFHV 7KHVHLQVWDQ
VHSDUDWHG HQXPHUDWLRQ OLVWYV ZKLFKDGGV WR WKH FKDO

LL 6XEMHFWLYHDQG KXPDQ FHQWHUHG SURFHVYV
7KHLQFUHDVLQJO\UHSRUWHG YXOQHUDELOLWLHVLQ SXEOL!
SORLW WKHP SRVH VHYHUH FKDOOHQJHV WR WKH F\EHUVHEXU|
DQG %DEDU $FFR &GS\ B W KH. Q F H PRUH WKDQ
DELOLWLHY KDYH EHHQ UHSRUWHG ODVW FKHFNHG 0DUFK
KDYH EHHQ WULJJHUHG DURXQG WLPHV XVLQJ YXOQHUDE
&9('HWDLOVODUFK +RZHYHU PDQ\YXOQHUDELOLWLHYV
L&9(RU DUH QHZO\ HPHUJLQJ ZKLFK H[DFHUEDWHY WKH HYDO
QHUDELOLW\ GDWDEDVHY UHO\KHDYLO\ RQ PIXPEMHD UGS BX WL
WKRULWLHYHG SURFHVV DQG IXUWKHU DQDO\VLYV ZKLFK OHDY
URUV 7DQJ $OD]DE DQG /XR ([LVWLQJ YXOQHUDELOLW\
&966FDOFXODWRU -RKDQG 0ODODL\D UHTXLUH VXEMHFWL®
RQ TXDOLWDWLYH MXGJPHQWY RI YXOQHUDELOLW\ SURSHUW|L
LPSDFWV 8VHUV QHHG WR PDQXDOO\VHOHFW LQSXWV IRU HDI
TXLUHV H[SHUW NQRZOHGJH 7KLV WHGLRXV DQG WLPH FRQV>
WDNH KRXUV GD\V ZHHNV RUHYHQ PRUHWRFRPSOHWH ZKHQ
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DQG %DEDU ORUHRYHU SRVVLEOHGHOD\VLQULVNUHPH!
PHQWFDQ LQFUHDVH ULVN H[SRVXUH 7KHUHIRUH UHO\LQJ RQ
SHUWV RQO\FRXOGLQWURGXFHUHFXUUHQW FRVWYV VXEMHFW
FRPHVY &KDQ HW DO IHYHUWKHOHVY VHFXULW\RSHUDW
LWHG EXGJHW UHVWULFWLRQVY DQG FRQVLGHU WKHOLPLWHG

LLL '"HSHQGHQFLHVY H[DFHUEDWH &, YXOQHUDELOLW\DQDO\V
&XUUHQW F\EHUVHFXULW\ HITRUWY PRVWO\ GHDO ZLWK VLQJ
LVRODWLRQ +RZHYHU JURXSVRIYXOQHUDELOLWLHVY QHHG W
UHVXOW RIFRPELQLQJPXOWLSOH YXOQHUDELOLWLHV +XPD\FE
VLQFH &, LOFRUSRUDWHY FRPSOH[ GDWD IURP PXOWLSOH LQW
WDWLRQ DVVHWV 2X\DQJ 'LITHUHQW EXLOGXSV RI VRIWZ
LQGXFH YXOQHUDELOLWLHY DW YDULRXVY OHYHOV +RZHYHU

VI\VWHPV YXOQHUDELOLWLHVHPHUJHFRQVWDQWO\DWD SDFF
DVVHVVWKHLUVHYHULW\ $VKLEDQLDQGODKPRXG TKLV §
SORLWD VHTXHQWLDO FKDLQ RI YXOQHUDELOLWLHY WR WULJJ
&KHQ 'HVPHW DQG +X\JHQV ZKHUHE\H[SORLWYV RQ RQH
FHVV WR DQRWKHU FRPSRQHQW WKDW FDQ EH H[SORLWHG 6XF
EHLGHQWLILHGDQGDVVHVVHG WRGLDJQRVHV\VWHP OHYHO
DWDQHDUOLHUVWDJHRISRVVLEOHDWWDFNV 2ISDUWLFXOD
DQDO\WLV RIH[SOLFLWGHSHQGHQFLHVY WKDW FURVV &,V

LY *DSVLQ YXOQHUDELOLW\PDQDJHPHQW
7KHGLVSDULW\RIWHUPLQRORJ\XVHGLQ F\EHUVHFXULW\DQ
ODWLRQDQDO\WLVDQGNQRZOHGJHH[WUDFWLRQ SHUWDLQLQ

OR]]JDTXDWUR HW DO "\QDPLF DQG FRPSOH[ SURFHV"
PXOWL GRPDLQ HQWHUSULVHPDQDJHPHQW SURFHGXUHV ZKL
JDSVWKURXJKRXWLQWHUFRQQHFWHG DSSOLFDWLRQ VSHFLII
WLRQ IDEULF :XHWDO /HH %DJKHUL DQG .DR 7KLV
HQW SULRULWLHV LQ ,7DQG 27 F\EHUVHFXULW\ SUDFWLFHV 7
RQWKHFRQILGHQWLDOLW\ LQWHJULW\ DQGDYDLODELOLW\ R
FXVHVRQ WKH SURWHFWLRQ RISURGXFWLRQ ORVV RU VDIHW\
WLRQ EHWZHHQ GLIIHUHQW GHSDUWPHQWV RI,7DQG27DOVRF
LQ F\EHUVHFXULW\DVVHVVPHQW RI &,V 9LHOEHUWK HW DO
WR H[WUDFW DQG PDQDJH VI\VWHP FRQILIXUDWLRQLQIRUPDWL

1RUPDOO\ RSHUDWRUV QHHG WR TXHU\ GLIIHUHQW 3&V
YHQGRUVY VXJJHVWLRQV )RU H[DPSOH RQH PD\REWDLQ HPE|
FRPSXWHU E\ XVLQJ3RZHU6KHOO 6KHSDUG +RZHYHU YH
WLFV DQG VIQWDFWLFV ZKLFKLQFUHDVHV WKH GLIILFXOW\RI
PDQ\FULWLFDOLQIUDVWUXFWXUHFRPSDQLHVRXWVRXUFH WK
QLHV ZKLFKIXUWKHUHQODUJHVY WKHNQRZOHGJH JDS EHWZHH
HW DO

7R VXPPDUL]JH WKHLPSUHFLVH QDWXUH RI YXOQHUDELOLW\ D
RIVFDQQHG GDWD LQFUHDVH WKH EXUGHQ IRU VHFXULW\ DQDC
ERWKWLPH FRQVXPLQJDQG SURQH WR HUURUV ZKHQ FRQGXFV

 QDGGLWLRQ DGYDQFHPHQWV LQ VHFXULW\ IRFXVHG GDWD G
ODUJH YROXPH YXOQHUDELOLW\PDQDJHPHQW IURP VHFXULW\
WLYHV &KDQ HW DO 7KHWKRURXJK OLWHUDWXUH UHYLH
KDVLGHQWLILHGDWUHQGRIFRPELQLQJWKHVWUHQJWKV RID
DVPDFKLQH OHDUQLQJ 0/ WHFKQLTXHVDQG KXPDQLQWHOOL
DQDO\]H WKUHDWYV DQG WR SURYLGH DFWLRQDEOH LQVLJKWYV
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IRUPHGGHFLVLRQ 7KLVUDLVHTXHVWLRQVDERXWKRZWRGHO
VWUDWHI\WKDW KHOSV VHFXULW\PDQDJHPHQW H J RSHUDYV
DULVLQJIURP YDULRXV YXOQHUDELOLW\VRXUFHVYDQG WKHLU

7KH QH[W VHFWLRQ SUHVHQWYVY WKH UHVHDUFK DLPV DQG REMt
DERYHFKDOOHQJHVDQG VWDWHG SUREOHPYV

5(6($55&+ $,0$1'2%-(&7,9(6

SDWKHU WKDQ GHOLYHULQJD VROXWLRQ ZLWK DQDOO HQFRP
IRUPDWLRQ DQG FRQQHFWRUV WKDW FRUUHODWHY DOO SRSX
WKLV WKHVLY FRQWULEXWHY WR WKH XQGHUVWDQGLQJDQG G
VROXWLRQVIRUFRPSOH[&,V SDUWLFXODUO\LQWKHFRQWHI[W
SOHPHQWDU\ VRXUFHV RI F\AEHUVHFXULW\LQFLGHQW UHSRUW!
IROORZLQJDLP

$LP7RLQYHVWLIJDWH ZRUNIORZV WKDW EULGJH WKH NQRZOI
VHEXULW\NIXQFWLRQV HJ YXOQHUDELOLW\PDQDPHPHQW
WUXFWXUHQHWZRUNV PRQLWRULQJ WRFRUUHODWH YXOQH
PLWLIJIDWLRQ UHVSRQVHV LQ FRPSOH[ &,V

7KH SURSRVHG UHVHDUFK IUDPHZRUN FDQ EH XVHG WR KHOS F
PHQWLRQHG F\AEHUVHFXULW\FKDOOHQJHVDQGIDFLOLWDWH W
LQUHODWHG YXOQHUDELOLW\DQDO\VLY +HYQHUDQG &KDWW
S3KHQRPHQRQ LVW\SLFDOO\D VHWRIEHKDYLRUV RIVRPHHQW
WKH UHVHDUFKHU RU EA\D JURXS + D UHVHDUFK FRPPXQLW\ 8C
WKDW DOORZV SUHGLFWLRQ RIWKH EHKDYLRU RAKREB H\DYVCGW ¥V
RI'WKLV WKHVLV VKRXOG KHOS F\E H XK\QHAXUMW/FERBMIUHL IS RVQ. @ H |
DGYDQRH&, F\AEHUVHFXULW\SKHQRPHQD VXFKDVYXOQHUDELO
GHQFPBQDILQUHVFULSWLYHRDBEXOQHHDELOLWA\UHSRVLWRULF
FRQILIXUDWLRQNR UWM-DNB/AMPELFWLYH REYRQEHUDELOLW\ WU
& HQYLURQPHQW VHHVXE VHFWLRQ IRUIXUWKHU GLVFXV\
DQG SUHGLFWLYHDGYDQFHYV

7TKHIROORZLQJUHVHDUFK REMHFWLYHVY DUHLGHQWLILHG WR L

2EMHFWLYHV

$ 7R H[SDQG WKH VFRSH RI NQRZOHGJH DERXW YXOQHUDE
PHDQLQJIXO FRQWH[WRIYXOQHUDELOLW\DQDQQ\WLFDO

% 7RDVVHVVLGHQWLILHGYXOQHUDELOLWLHV ZLWKHQKDC
UHGXFH H[LVWLQJLQIRUPDWLRQJDSV LQGXFHQEE\DG KF
LQJSURFHVVHYV

& 7RPRGHO YXOQHUDELOLW\LQ &, VLQDUHSURGXYFLEOHP
QHUDELOLW\DVVHVVPHQWDQG LQFUHDVHV WKH OHYHO |
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5(6($5&+ 48(67,216

7TRDGGUHVV WKHDERYH PHOWLRQHG FKDOOHQJHV DQG UHVHL
WLRQV ZHUHIRUPXODWHG WRJXLGHWKHLQYHVWLIDWLRQ 7K
SRUW IXWXUH VHFXULW\ RSHUDWLRQ VA\VWHPV LQ FRPSOH] &,\
VHFEXULW\WHDPV ZLWK $, URRWHG FA\AEHUVHFXULW\WHFKQLTX
VXHV WKDW DOOHYLDWH WKH EXUGHQ RIGHDOLQJ ZLWK D ODU.
WKH GUXGJHU\RIPDQXDOO\PDQDJLQJ WKHLU YHUVDWLOH LQ\
FLVHV ,QDGGLWLRQ WKHIRUPXODWHGTXHVWLRQVDUHGHVL
DQG VXSSRUW FRRSHUDWLYH VHFXULW\PDQDJHPHQW

7TKHDERYH PHQWLRQHGUDWLRQDOHWKDWGULYHVWKHLQYHV
IRXULQWHUUHODWHG UHVHDUFK TXHVWLRQV 54V DOORIZKL
DVVHVVPHQW SURFHVV IRU &,V DVLOOXVWUDWHG LQ )LIJXUH
ZD\WKDWDOORZVRQH54WRDQVZHUDQRWKHU 54 (DFK54DGC
UHVHDUFK REMHFWLYHYV

r

SHVHDUFK 4XHVWLRQV

54 :KDW DUH WKH FKDOOHQJHV LQ FULWLFDO LQIUDVWUX
PHQW XVLQJ SXEOLFO\DFFHVVLEOH YXOQHUDELOLW\L

54 +RZFDQ GDWDEHREWDLQHGDQG FRUUHODWH|G IRU Y X
VLGHULQJ FRPSOH[DQG KHWHURJHQHRXV VRXYUFHV RI

54 +RZFDQWKHPLVVLQIJLQIRUPDWLRQJDSLQWHKHFXUDMW
QHUDELOLW\GDWDEDVHEHEULGJHG"

54 +RZFDQ WKH YXOQHUDELOLWLHV RIFRPSOH[HULWLFD!
HOHG DQG DVVHVVHG ZLWK WKH VXSSRUW RI D FXUDWH
ELOLW\DVVHVVPHQW DOJRULWKPV"

7KLV WKHVLVY KDV UHVXOWHG LQ VL[ UHVHDUFK SXEOLFDWLRQ
UHYLHZ (DFKSDSHUDQVZHUVRQHRUPRUHRIWKHS54 V DVLO
54V DUH HI[SODLQHG QH[W WR VKRZ KRZ WKH\ DGGUHVV WKH F
VHEWLRQ

54 :KDW DUH WKH FKDOOHQJHV LQ FULWLFDO LQIUDVWUXFW
SXEOLFO\DFFHVVLEOH YXOQHUDELOLW\UHSRVLWRULHV"

7KLV WKHVLV IRFXVHV RQ KRZWR PDNH F\AEHUVHFXULW\ GHG X
WRPDWHG ZD\ XVLQJ GDWD GULYHQ WHFKQLTXHV ZKLOH DGG
JLUVW GDWD GULYHQ VROXWLRQV XVH $, WHFKQLTXHV VXFK [
OHDUQ E\WUDLQLQJDQGLQFRUSRUDWLQJDGGLWLRQDO GDWEL
VLV 7KXV WKHDYDLODELOLW\ SUHFLVLRQ DQG FRQIOLFW IU
VLGHULQJ VHFXULW\ SHUVSHFWLYHV ,Q DGGLWLRQ VHFXULW
GHGLFDWH WKHLU LQWXLWLRQ FUHDWLYLW\ DQG H[SHULHQF
WKHVHVROXWLRQV 9HNVOHUHW DO 7KHUHIRUH LWLVL
RI XVLQJ SXEOLFO\ DFFHVVLEOH F\EHUVHFXULW\ UHSRVLWRUI
HVSHFLDOO\IURP D VHFXULW\VWDNHKROGHUYV SHUVSHFWLY

54 +RZFDQ GDWD EH REWDLQHG DQG FRUUHODWHG IRU YXO
FRPSOH[DQG KHWHURJHQHRXV VRXUFHV RI YXOQHUDELOLW\DELC
9XOQHUDELOLW\DQDO\WLYV XVHV KHWHURJHQHRXYVY GDWD VR
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JLIXUH &RQQHFWLRQVEHWZHHQ UHVHDUFKDLPV TXH\

WZHHQ GHSHQGHQW F\EHUVHFXULW\ GLPHQVLRQV VXFK DV Y
ZKLFKDUHFROOHFWHG DV VWDQGDORQHWUDFHV 7KLV LQIRUI
ULHY DQGPD\EHSXEOLVKHGLQGLIIHUHQWGDWDIRUPDWV )X
SURSULHWDU\VWDQGDUGV LQYROYLQJWKHLURZQ V\QWD[ DQ
WKLV TXHVWLRQ UHTXLUHV LQWHJUDWLQJ PXOWLSOH YXOQHL
LQJ WKLV TXHVWLRQ UHVHDUFK FKDOOHQJH L KHWHURJHQF
VRXUFHV LV FRQVLGHUHG 1DPHO\ YXOQHUDELOLW\ GDWD VI
SOHWHDQG UHGXQGDQW &URVV UHIHUHQFLQJWKHVH GDWD S
VLV RILQWHU VSHFWUDO DQG LQWUD VSHFWUDO IHDWXUHV FF
RIYXOQHUDELOLWLHY %XOORXJKHW DO

54 +RZFDQWKHPLVVLQJLQIRUPDWLRQJDSLQ WKHFXUDW'F
GDWDEDVHEHEULGJHG"

$VSRLQWHG RXW LQ 54 WKHFKDOOHQJHV RIYXOQHUDELO
QHRXV YXOQHUDELOLW\GDWD VRXUFHV DV ZHOO DV WKHLU LQ
PDWLRQJDSVDVZHOODVWRJIJHQHUDWHLQWXLWLYHYXOQHUD
DOVRDGGUHVVHV UHVHDUFK FKDOOHQJH LL VXEMHFWLYH D(
LQJD KXPDQ FHQWHUHG SURFHVV $ODUJH QXPEHU RISXEOLV
JURZ OHDQZKLOH WKLUG SDUW\FRPSRQHQWV LQFRUSRUDWL
&, IDEULFV ZLWK SRVVLEOHQHZYXOQHUDELOLWLHY ZLOO FR(
LVFUXFLDOWRLGHQWLIN\YXOQHUDELOLW\SDWWHUQV TXLFNO
HDFK ZLWK WKRXVDQGV RISRVVLEOHREVHUYDWLRQLQVWDQF

54 +RZFDQ WKH YXOQHUDELOLWLHY RI FRPSOH[FULWLFDO
DVVHVVHG ZLWK WKH VXSSRUW RI D FXUDWHG GDWDEDVH DQ((
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ULWKPV"

7KLV UHVHDUFK TXHVWLRQ LV IRUPXODWHG LQ UHVSRQVH WR
SHQGHQFLHV H[DFHUEDWH &, YXOQHUDELOLW\ ZKLFKUHIHUV
ILFDWLRQLQ &, YXOQHUDELOLW\DQG LY JDSVLQ YXOQHUDEL
WKHFRPPXQLFDWLRQJDSLQLQWHUSUHWLQJVHFXULW\LQGLF
"KHQDYXOQHUDELOLW\LV H[SORLWHGLQDG&,DVVHW WKH WKU
JDLQ VA\VWHP DXWKRULW\WR FRPSURPLVH RWKHU DVVHWYV LQ V
XQIRUHVHHQ YXOQHUDELOLWLHY FRXOG EH H[SORLWHG WR WL
&, IDEULF +HQFH LWLVQHFHVVDU\WRPRGHOKRZFKDLQHG Y)
E\ VWHS DFURVV WKH &, IDEULFDQG WKHLU SRWHQWLDO LPSDF
VFRUH 7RGRVR WKHEDVLFVWUXFWXUHDQGIXQFWLRQVRI &,
H[KLELWGHVLUHG SURSHUWLHV OLNHIXQFWLRQDOGHSHQGHQ
DGGLWLRQ D FRPPRQ IUDPHZRUN SURYLGHV D XQLILHG XQGHL
DQG SUHYHQWY SRWHQWLDO WKUHDWV WRLQILOWUDWH WKUR
QLWXGHRIWKHLU LPSDFW ZKLFKDGGUHVVHV FKDOOHQJH LY

7+(6,667$7(0(17

7KLVWKHVLVDQVZHUV WKHSURSRVHGUHVHDUFKTXHVWLRQV
GULYHQ YXOQHUDELOLW\DQDO\VLVY RUFKHVWUDWHVY DUDQJH |

7KH SURSRVHG LQGLWDWRILY RQ Y X OHHTUXCLEIHOK WRDQ RSHUDW
FRPSUHKHQVLYHO\DVVHVVF\EHUYXOQHUDELOLWLHVLQ GHSC
DQGPDQXIDFWXULQJV\VWHPV 7KHJRDOLVWRUHGXFHVHFXU
DG KRFDQG VXEMHFWLYH DXGLWLQJ SURFHVVHV DV ZHOO DV \
LQ YXOQHUDELOLW\DQDO\VLY ORUH VSHFLILFDOO\ WKLV SU|
PRQLWRULQJDQG PD[LPXP XVH RI LQIRUPDWLRQ WR HOLFLW Y
LWLHV EHIRUH GDPDJH LV GRQH ,QIRUPDWLRQ DERXW YXOQH
ODQJXDJH H[SUHVVLRQV DFURVV QXPHURXV DQG PXOWLIDFH)
GUHGV RIPDQXIDFWXUHU ZHEVLWHV DQG WKRXVDQGV RI VHFX
HW DO 'DWD GULYHQ VHFXULW\ HRQ G R UNB/@@IE B Q HTXG V
YDQWDJH RI WKLV LQFUHDVLQJO\PDVVLYH FRUSXV RI LQIRUPE
FRUUHODWLRQV $QGUDGH HW DO ,Q GRLQJ VR GDWD G
RSHUDWRUV DW YDULRXV RUJDQL]DWLRQDO KLHUDUFK\ OHYH
LQ WKHLU VFRSHRIDFWLYLW\DQGDQDO\]HWKHVH FKDQJHV ZL
GLVWLQJXLVKDQG HOLPLQDWH QHZ WKUHDWV

ORUHRYHU )LJXUH DOVR KLIJKOLJKWV IRXULPSRUWDQW DUW
DFKLHYLQJWKHVWDWHG REMHFWLYHVLQ VHFWLRQ

SUWLIDFXWOQHUDELOLW\GDWD PRGHO
7TKLVDUWLIDFWLQFOXGHVD FRQFHSWXDO FRPPRQ GDWD PRC
VRXUFH LOWHJUDWLRQ ZKLFK GHILQHV D VRXUFH GDWD PDSS
ZDUHKRXVH VWUXFWXUH DV ZHOO DV D TXHU\JHQHUDWLRQ PF
VWDQFHVY UHWULHYDO ZLWK &3(WDJV 7KHSURSRVHG PRGHO L
GDWDEDVHIURP ZLGHO\XVHG YXOQHUDELOLW\ DOHUW UHSR
DWLRQV 7KLVDUWLIDFWLVY GHVFULEHGIXUWKHUZLWKGHWDL
OLQN SURFHVVHV LQ &KDSWHU
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JLIXUH BURSRVHG GDWD GULYHQ YXOQHUDELOLW\DQD

$UWLIDBWEPVHG YXOQHUDELOLW\DQDO\VLVY PHWKRG
7KLV DUWLIDFW WUDQVIHUV UHWULH Y ${GWLX OLEWA) B B L\OHW RL ¢
UXOH EDVHG FODVVLILHUV WR FRUUHODWH YXOQHUDELOLW\ S
DQGWRFRPSXWHDFRUUHVSRQGLQJYXOQHUDELOLW\LQGH[ 7
DQG LV IXUWKHU FRPSRVHG RIWKHIROORZLQJDSSURDFKHYV

P SUWLIDFWS$,0/$DSSURDFK WKDW D XW R&PIBEALH\W O OR BM V HBQWD E
WR WH[WXDO YXOQHUDELOLW\UHSRUWY 7KLV DSSURDFK FI
DSUHIHKIBBWEUVLRQ WR DOORZ D FRPPRQ FRPSXWDWLRQDO \
FRQVLVWHQF\LQYXOQHUDELOLWA\DVVHVVPHQW 7KLV DSSU|
WKDQ VLPLODWKSBERPSKWEQJ PHWKRGV

F SUWLIDFW$, 0/ SSURDFK WKDW SLQSRLQWV WKH &:(ZHDNQHYV
GLVFORVHG YXOQHUDELOLWLHVDWDKLJKHUDEVWUDFWLRC(

$ SUWLIDFW$Q RSSURDFK WKDW XWLOL]JHV DQ (QVHPEOH DOJR
SHUIRUPDQFH DW FODVVLI\LQJEHQLJQ FRQQHFWLRQV FRPS|
RYHUDUFKLQJPHWKRG IHDWXUHVDQRSWLPL]DWLRQRSSRU
IRUGLITHUHQW YXOQHUDELOLW\DQDO\VLVY WDVNV

$UWLIDRWYXOQHUDELOLW\WD[RQRP\DQG GHSHQGHQFH UXOH
7KLV DUWLIDFW DGGUHVVHV &, VHPDQWLFV VXFK DV FRPSRC(
IXQFWLRQDO SURFHVVHV DQG VHFXULW)\ SSURSIHDWWHQ$ K UR X
WRS Rl WKH WD[RQRP\ F\EHU DQG F\EHU SK\VLF3OW{QFRMLRQ
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., %DUHGHILQHG WRVXSSRUW FDVFDGHPRGHOLQJDQG WKH H
ELQDWLRQ WR GHOLYHU D KROLVWLF DVVHW OHYHO RUHYHQ \
WKDW DUH PHDQLQJIXO DFURVV WKH KLHUDUFK\ RI RUJDQL]DW
DWHG LQWR SRZHU JULG DQG P D QXU VEWXFULRY @B IZRDW VDY Z
PRUH GHWDLOV SURYLGHG LQ &KDSWHU DQG &KDSWHU

JLIXUH &ROQQHFWLRQV EHWZHHQ UHVHDUFK TX

$UWLIDFOXOQHUDELOLW\ DQDO\WVLY VWUHDPOLQLQJPHWKRG
7KLV DUWLIDFW VIQWKHVL]HV D YXOQHUDELOLW\ LRUGH[ EDVH

WLIDFIMQG GHSHQGHQFH LQG$U\8 UMGNRHGXISGSRUW SULRULWL]I

PLWLJDWLRQ PHFKDQLVPV VXFK DV SDWFKLQJH[HUFLVHV ZLW

JXUWKHUPRUH WKHUHVHDUFKTXHVWLRQV GLVFXVVHGLQG6HF
SRVHG FAEHUVHFXULW\ DUFKLWHFWXUH LQ )LIJXUH IROORZ
G\VEHUVHFXULW\ RUVKWHVYIWWRIHDQIW RO FRRUGLQDWRU DIJHQW WK/
FDWLRQ DQG H[FKDQJH RI LQIRUPDWLRQ EHWZHHQ WKH SURSI
WKHLUDFWLYLWLHV

ORUHVSHFLILFDOO\ LQ6WHS DQG6WHS 54 DQG 54 UHOLC
GRPDLQ VSHFLILFODQJXDJH WR HOLFLW F\EHU ,7 F\EHU SKV\
QHOQWVDQGWKHLUUHODWLRQVKLSVLQLQIUDVWUXFWXUH UH S
EDVHRI &, PRGHOVWRVXSSRUW YXOQHUDELOLW\DQDO\VLV SH
IUDPHZRUN ,Q6WHS DQGG6WHS 54 DQG 54 ZRUNIORZV F
ZKHUHE\ KHWHURJHQHRXY GDWD LV FROOHFWHG SHULRGLFDC
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ZKLFKDUHWKHQ FRUUHODWHG WR VWDQGDUG HQXPHUDWLRQ\
WLRQV DQG DUH IXUWKHU LQWHJUDWHG LQWR D FRPPRQ ORFD
WLRQLVWKHFRUUHODWLRQWHFKQLTXHVIURPUHWULHYHG GI
QHUDELOLW\LQVWDQFHVDQGWKHLUVHYHULW\ ,Q6WHS DQG
WH[W FODVVLILFDWLRQ PRGHOV WKDW DUH OHYHUDJHG WR SU
QHUDELOLW\DQG ZHDNQHVV WR VXSSRUW ULVN PDQDJHPHQW |
IURP WKH FRQVWUXFWHG ORFDOL]HG GDWDEDVH ,Q 6WHS DC
SRZHU VHFXULW\ RSHUDWRUV ZLWK LQGLFDWRUV WKDW SULRL
RQYXOQHUDELOLW\VHYHULW\DVZHOODV FRPSRQHQW FULWLF
LW\PDQDJHPHQW DW WKH RSHUDWLRQDO PDQDJHPHQW DQG H
IOHFW RQ PDFKLQH JHQHUDWHG LQGH[HV WR IHHGEDFN WKH FI
PRGXOH 7KHRXWFRPHV IURP WKHVH VWHSY OHDG WR LQGLFD
RIF\EHUVHFXULW\GHFLVLRQ PDNHUV VHH)LIJXUH

JLIXUH "RUNIORZV LQ WKH SURSRVHG IUDPHZF

&2175,%87,216

7KH PDLQ FRQWULEXWLRQ RI WKLV WKHVLV LV WKH HODERUDW
LW\ DQDO\VLY VROXWLRQV IRUFRPSOH[ &,V 7KLV VHFWLRQ Gl
WKLV PDLQ FRQWULEXWLRQ LGHQWLI\LQJ SUREOHPV DQG FKI
NQRZOHGJH VFRSH EULGJLQJ WKH LQIRUPDWLRQ JDS EHQFK
VWUHDPOLQLQJYXOQHUDELOLW\DQDO\VLV

,'(17,)<,1*352%/(06 $1' &+$//(1*(6

‘"HUHYHDO WKH FXUUHQW XVHRIYDULRXV F\EHUVHFXULW\ VWD
XVH FDVHV RIWKHVH HQXPHUDWLRQV DQG WKHLU FRUUHODWL
FRQGXFWHGDQLQ GHSWK DQDO\VLV RI KL\ R H DRMDYXUHX/OLXH KL
DV ZHDNQHVV W\SHV VHYHULW\DQG H[SORLW WKUHDW :H FD
FXULW\ SDUWLFLSDQWVY VHQWLPHQWY RQ RSHQ VRXUFH F\EH
SUDFWLFH %DVHGRQ WKLV VXUYH\VWXG\ ZHVHOHFWHG WKH
GDWD LQWHQVLYHYXOQHUDELOLW\DVVHVVPHQW PDQDJHPHC
IRUPHGDFDVHVWXG\RQ YXOQHUDELOLW\DVVHVVPHQW XVLQJ
WLRQV RIDQDFWXDO ODUJH&®D WD BAGWHQ GRKXYHBYLWHYV DV
IRUYXOQHUDELOLW\LGHQWLILFDWLRQDQG UHWULHYDO :HFR
F\EHUVHFXULW\VSHFLDOLVWV LQ WKHLQYHVWLJIJDWHG LQIUD\
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WKHHPSOR\HG VWXG\UHVXOWY DV ZHOO DV WKHLU LQVLJKWYV
GDWD VRXUFHV DW ODUJH

,QGRLQJVR ZHPDNHWKHIROORZLQJFRQWULWEXWLRQV WR W

$ ,GHQWLI\LQJ KHWHURJHQHLW\ LQFRPSOHWHQHVV DQG LQF
SRUWYV

F ORWLYDWLQJYXOQHUDELOLW\GDWD FXUDWLRQDQG VHYHUI

(;3$1',1*98/1(5%$%,/,7<.12:/("*(6&23(

$UWLIBRWEOHY FRQWH[W DZDUH GDWD DQDO\VLV WKDW DLGV "
GDWH YXOQHUDELOLW\ WUHQGV H[SDQGLQJWKH YXOQHUDEL
GDWD PRGHO FRUUHODWHY UHSRVLWRULHVMIRDOD6GBABDRELOL
'DWDEDVH DQG VWDQGDUGL]HG H@X(P HDOIORIZRQVY UMK HU G LV
RILQFRQVLVWHQW OREHOMDQDWWIDIBHEA WRLQVWDQFHYV )RU HI[L
LQJUHFRQFLOHG YXOQHUDELOLW\VFRUHVDVWKHJURXQG WU
YXOQHUDELOLWLHYV D$H\WRFERWMGGHMLIQYJ YDULRXV &966 PHW
$UWLIDPWRLQFOXGHVD TXHU\JHQHUDWLRQPRGXOHWKDW VX!
WULHYDO ZKLOHDGGUHVVLQJWKHV\QRQ\PVLVVXHVLQ YXO0Q
WKH LQVWDQWLDVBH® GIMWWEQWKWRRQL]HG ZLWK PXOWLSOH SX
EOH UHSRVLWRULHV Rl YXOQHUDELOLW\ UHSRUWY WR QDUUR?:
GLVFRYHUHG YXOQHUDELOLWLHV

%5,'*, 1*7+(,1)250$7,21 *$3

$UWLIDDPMFRPSRVHG RI D VHW RI O/ PHWKRGV WKDW LQIHU PLVYV
VXFKDV H[SORLWWKUHDWDQG ZHDNQHVY FDWHJRU\LQ UHSR
WDWLQJD JUHDWHU OHYHO RIDXWRPDWLRQ RIYXOQHUDELOL)
O/ DSSURDFKHV LQIH&OY VSIYHIVWW DOV RRUBANDN)@BEHYY FDWHJIRULFE
UHSRUWHG YXOQHUDELOLW\LQVWDQFHY 6LPLODUO\ WKHHQ
RSHG WR FRPELQH LQGHSHQGHQW FODVVLILHUVY WKDW XVH LC
\LHOGLQJ EHWWHU SHUIRUPDQFHV IRU F\AEHUVHFXULW\ FODVYV
ERGLHV D FRPSOHWH 0/ SLSHOLQH ZKLFK LQFOXGHYV PRGXOH\
FOHDQLQJ IHDWXUHHQJLQHHULQJ PRGHO VHOHFWLRQ DQG |
RQWRSRIWUDLQHG PRGHOV WR RSWLPL]JHWKH FODVVLILFDWL
WLRQRSSRUWXQLWLHVDUHUHOHDVHGDWHDFKVWHS WKURXJ
PRGHO IRUGLITHUHQW WDVNYV

%(1&+0$5.,1* &, 98/1(5%$%,/,7<

$UWLIDEMQLYHUVD PRGHOLQJPHWKRGRORJ\RILQWULFDWHQ'!
RI& VLQWHUPVRIYXOQHUDELOLW\DQDO\VLVY 7KHPRGHOHGF
27 HQWLWLHV VXSSRUW ,7 27 VHFXULW\ FRQYHUJHQFH DQG SU
IURP GLITHUHQW YLHZV ZKLFK SUHYHQWY SRWHQWLDO WKUHL
OD\HU JDSV DQG UHGXFHV WKH PDJQLWXGH RI WKHLU LPSDFW
UXOHV GHULYH WKH IXQFWLRQDO GHSHQGHQFH VWUXFWXUH Il
EH XVHG WR SLQSRLQW WKH PRVW FULWLFDO FRPSRQHQWYV LC
RQWUDFHDELOLW\RIHQWHUSULVHPRGHOV EVOLQNLQJ ,7 FRP
FRPSRQHQWV RI WKH SK\VLFDO OD\HUVXFK DV WKHHOHFWULF



&+$37(5 ,1752'8&7,21

OXOWLSOH H[WHQVLYH DQG UHDOLVWLF UHIHUHQFH PRGHOV L
SRZHU JULGDQG PDQXIDFWXULQJV\VWHPV VXFK DV WKH FRQW
GDWD FRQWURO IORZV EHWZHHQ VRIWZDUH FRPSRQHQWYV 7K
VHUYH DV D EDVH WKDW LV DQDO\]HG E\ H{]WHUQDO WRROV IRU
\WWLV TXHULHV DUH XVHG WR SLQSRLQW GHSHQGHQFLHV DQG Z
ZRUN ,Q GRLQJVR WKH SURSRVHG WD[RQRP\DQG LPSOHPHQV
DUFKLWHFWXUH DZDUH SULRULWL]LQJDQDO\VLV

675($0/,1,1*98/1(5%$%,/,7<$1$/<6,6

$& DVVHW FDQ EH VXEMHFW WR PXOWLSOH YXOQHUDELOLWLF
SRVHG RI VHYHUDO FRPSRQHQWY DQG RQH FRPSRQHQW PD\ K|
VIVWHPDWLF FRPSXWDWLRQDO DSSURDFK WR VIVWHP ZLGH Y
WKHUHOHYDQW PHDVXUHPHQWYVY FRQVLSHWVLIQFERG® UL BX\8 HQ
WRVXFKV\WVWHPDWLF &, YXOQHUDELOLW\DQDO\VLV ZKLOH VWL
7KHIXQFWLRQRIWKLV DUWLIDFWLVWRVWUHDPOLQH WKHLQW
&, OD\HUHG V\VWHP FRQILJXUDWLRQWR IDFLOLWDWHD JUHDW!
DVVHVVPHQW )RUUM[DIPE®NY SULRULWL]DWLRQ RI YXOQHUD
WDNLQJLQWR FRQVLGHUDWLRQ YXOWH DBEWGERR YRIY HQ WW\U L
FDOLW\$UMRIPIDFWR, | XUWKHU RSWLPL]JH VHFXULW\LQYHVWPHQ
WLRQ WR UHGXFH WKH SRWHQWLDO ULVN ZLQGRZ 7KH YXOQH
SURDFKDVVLVWV VIVWHP DGPLQLVWUDWRUVLQLGHQWLI\LQJ
EHUVHFXULW\ SURWHFWLRQ FRQVLGHULQJWKDW GLIIHUHQW
IRUFRPSRQHQWYV ZLWK WKH VDPH YXOQHUDELOLW\EHFDXVH V
OHVV DFFHVVLEOH HJ DQLVRODWHG GHYLFH

7TKHQH[WVXE VHFWLRQ FODULILHV WKHDXWKRUFRQWULEXWL

$87+25 &2175,%87,216

$XWKRUTV OHYHO RI FRQWULEXWLRQ LV | XUWXHURBSFOALDHWL ] H C
WKDW ZRUN FDUULHG RXW PDLQOMNGLYMMRE CIDH\Q ZRUMKRU UL HC
PDLQO\WKURXJKD FRRSHUDWLRQ EHWZHHQ WKELRIRW DXWKR!
SOLHVOLWWOHLQYROYHPHQW IURP WKHPDLQ DXWKRU

5(6($5&+ 6&23(

Q\VEHUVHFXULW\LVLQKHUHQWO\DQ LOQWHUGLVFLSOLQDU\ ILH(
WKH *XHVW (GLWRUYV &ROXPQ RI 7KH 1H[W :DYH WKDW LQ DGGL
ILHOGV RI FRPSXWHU VFLHQFH SHUVSHFWLYHV IURP RWKHU U
QHHULQJDQG PDWKHPDWLFVY DUHQHHGHG WRGHOLYHUD PXO

(< 5(6($5&+ (/(0(176

7TKHUHVHDUFKFRQGXFWHGDQG SUHVHQWHG LQ WKLV WKHVLYV
VHH )LJXUH F\EHUVHFXULW\ WKHUHVHDUFK VXEMHFW FR
FDWLRQ GDWD WKHEDVLVRIWKHSURSRVHG VROXWLRQV D
VROXWLRQ WRROV
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7DEOH $XWKRUYTVY FRQWULEXWLRQ OHYHO

3DSHU | ,GHD OHWUIORGHO'DWD $QDO\VIM WIQJ

SXEOLFDWLRIRDRRUOLQRWDMRUODMRUW HGLXPHGLXP
SXEOLFDWLBQMRUODMRODMRUODMRU ODMRU ODMR
SXEOLFDWLROMRUODMRODMRUODMRUODMRU ODMR
SXEOLFDWLRHG,OXPODMROUDMRUODMRUODMRU ODMR
SXEOLFDWIORIG2XPODMROUDMRUODMRU ODMRU ODMR
SXEOLFDWLRODMRUODMRUDMRUODMRUODMRUODMR
SXEOLFDWLRP@MRUODMRUOUDMRUODMRUODMRU ODMR
SXEOLFDWLRIDMRUODMRODMROHGLXPODMRU ODMRU

cccccc

", GHD" DQG "OHWULF"  UHIHU WR UHVHDUFK LGHD DQG UHVHDU
VHSDUDWHO\ "0ORGHO ' LQFOXGHVPRGHOFRQFHSWXDOL]DWL
"'DWD ' LVDERXWGDWD REWDLQLQJDQG FOHDQLQJ

7KH F\AEHUVHFXULW\A\UHVHDUFK VFRSHLQ WKLV WKHVLV LV PRV
E\&UDLJHQ 'LDNXQ 7KLEDXOW DQG 3XUVH SUHVHQWHG L
WH[W RI WKLVRAEVHDIMSBDRH UV WR WUDGLWLRQDO LQIRUPDWLR
WUXFWXUHV VXFKDVWHOHFRPPXQLFDWLRQ QHWZRUNVDQG FF
SF\EHU VSDFH HQDE OHGHMVU WWMRH-REHU SK\VLFDO V\VWHPV 7KH S
DSSURDFK XVHG WR HQKDQFH WKH FDSDELOLW\RI F\EHUVHFXL
PDSSHG WR WKH GHILQLWLRQ RROPCHRWLRDIRUUHYBRYMRFHY SU
VWUXFWIHRYOH ZRUWNKIQ RUQBQIDOWR ROQOWFK WKH SURSRVHG K
WKH ORRSDSSURDFKWR F\EHUVHFEXULW\

JLIXUH .H\UHVHDUFK DUHDV DQGHOHPHQW\

$OWKRXJK WHFKQLFDO SHUVSHFWLYHV KDYHEHHQ WKH GRPLC
VHFXULW\UHVHDUFK 6R&DFWRUVKDYHD YLWDO UROHLQPDN
JLHV WKDW DUH VXSSRUWHG E\ F\EHUVHFXULW\ PDQDJHPHQW
SURSRVHG RULJLQDOO\E\ 7ULVW LQ WKH V ZHUH VXJJH
LVVXH RI F\AEHUVHFXULW\ ,Q WKHLU GHILQLWLRQ WHFKQROR
WHFKQRORJLHY DQG WKHDVVRFLDWHG SURFHVVHV DV ZHOO
DQG RUJDQL]DWLRQV QHHGWREHJLYHQHTXDO ZHLJKW ,Q W
ULW\LQ &,VLVSHUFHLYHGDVD®676 SUREOHP LQYROYLQJERW!
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RI'F\EHUVHFEXULW\

5(6($5&+ $5(%

; X SURSRVHV WK H FREUFHISMK R L W\ VB RCADFISWEX UH WKH FRPS O}
F\EHUVHFXULW\DQG WRUHIOHFWWKHDZDUHQHVV RIWKHJORE
VHSDUDWHG IXQGDPHQWDO FRQFHSW VXFK DV FRQILGHQWLDO
VXEVHTXHQWO\OHDGWRWKHULVHRIFU\SWRJUDSK\ HQFU\SW
ODULVRODWHG VROXWLR®VEHUVHFXJWQLWYEB@EYPLKNVH EXLOGL
EORFN PHFKDQLVPV IURP D KROLVWLF SHUVSHFWLYH $V RULJ
DF\EHUVHFXULW\ G\QDPLFVPRGHO FKDUDFWHUL]HV D V\\
VHW RIDWWDFNV IURP WKHDWWDFNHUYY SHUVSHFWLYHDYV ZH
WKHGHIHQGHUTV SHUVSHFWLYH 7KHVWDWHRIDZDUHQHVV G
WLPHRUQHDUUHDO WLPHJOREDO F\EHUVHFXULW\LQGLFDWR
PDNHUV ZLWK KLIJKO\HIITHFWLYH GHIHQVH SRVWXUHV &KHQ &
; X WKH SULPDU\VJRDO RI PRGHOLQJ F\EH U GHR>FWLLE WENYQD |
SUHGLFN\QSYU—HVFUI:ISP\SR\ZHUPHQW '"HVFULSWLYH SRZHU UHIHU®
WR TXDQWLWDWLYHO\ FKDUDFWHUL]H D VIVWHP VWDWH XQGH!
LRV '"HOHQ DQG 'HPLUNDQ SUHGLFWLYH SRZHU LV DERXW
WKUHDWV WR VXSSRUW SURDFWLYHGHIHQVHPHFKDQLVPV /DL
'"HVFULSWLYHDQG SUHGLFWLYH SRZHUV SURYLGHD SUHVFULS
VXJIJHVWLQJ F\AEHU GHIHQVH DFWLYLWLHV LQYROYLQJV\VWHP
XVHU IHHGEDFN /HSHQLRWLHWDO 6 XNKLMD HW DO

7KLY WKHVLV IRFXVHV RQ YXOQHUDELOLW\DVVHVVPHQW IRU ¢
FRQFHESWERUVHFXULW\ GKQWPLVFWKH HIIRUWY DUH FRQFHQWU
VSHFWLYHV RIWKHGHIHQGHU

$ )LUVW D FRPPRQ VHPDQWLF VWUXFWXUH LV HPSOR\HG WR \
WR VHFXULW\DSSOLFDWLRQV 7KLV SURSRVHG VHPDQWLF IL
EHWZHHQ &, FRQILJXUDWLRQV DQG YXOQHUDELOLW\FDWHJF
RIVHFXULW\JDSV 6\HG HW DO $ YXOQHUDELOLW\FDQ I
& FRPSRQHQW 'HSHQGHQFHUXOHVDQG T TXDQWLWDWLYHPH
TXHULHVVXFKDVYXOQHUDELOLW\VHYHULW\ L H DFKLHYH
FDGH PRGHOLQJ GWRVFRLBMSWH OLW\ +HQGULFN[ HW DO
HW DO

Ff 6HFRQG GDWD DQDO\WLF WHFKQLTXHY DUH DGRSWHG WR F
PRGHO SDUDPHWHUV WRJDLQ SUHGLFWLYH FDSDELOLW\ WR
DOV\[LQJYXOQHUDELOLW\WUHQGV HPSOR\VRQOLQH F\EHUVI
SUHGLBWDOANVLYVWRHYDOXDWHYXOQHUDELOLW\VHYHULW\I
RQVRPHFRPSXWDWLRQDOLQWHOOLJHQFH WHFKQLTXHV %>

$OPXND\QL]JLHWDO DQG ;XHWDO E

¥ 7KLUG FRPELQLQJWKHSRZHURIFRPSXWDWLRQDOLQWHOO
PDQ SHUFHSWLRQ HMUKNEGEBHDEWXKHA\ IRU VLWXDWLRQ DZDUH!
FLHQWPLWLIJDWLRQ UHDFWLRQ ZKHQ GHWHFWLQJYXOQHUD

JLIXUH LOOXVWUDWHY WKH DERYH PHQWLRQHG GLVFLSOLC
VSDFH WKDW IRUPVY WKH VFRSH RI WKH SURSRVHG PXOWLGLVF
NQRZOHGJH DQG DSSURDFKHV I[URP WKHVH UHVHDUFK GLVFLE
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YXOQHUDELOLW\ SDWWHUQV DV ZHOO DV VI\VWHP OHYHO YXO
DVHVVHQWLDO FRPSRQHQWV LQ RXUGDWD GULYHQ YXOQHUDI

JLIXUH SHODWHG UHVHDUFK GLVFLSOLQHYV

5(6($5&+ )2&86 $1''(/,0,7%$7,21

G\VEHUVHFXULW\ UHVHDUFK LQ &, LV D PXOWLGLVFLSOLQDU\IL
YXOQHUDELOLW\ GULYHQULVNDQDO\VLVIRU&, 7TKHGHILQLW

3$ PHDVXUH RIWKHH[WHQW WR ZKLFKDQHQWLW\LV WKUHDWH
RUHYHQW DQG W\SLFDOO\D IXQFWLRQRI L WKHDGYHUVH LF
FLUFXPVWDQFHRUHYHQWRFFXUVY DQG LL WKHOLNHOLKRRG

21,6763 DQG 1,67 &\EHUVHFXULW\)UDPHZRUN 9

5LVNDVVHVVPHQW VWXGLHV PD\IRFXV RQ GLITHUHQW F\EHUV|
WHUGLVFLSOLQDU\ILHOG VRPHZRUNVFRQFHQWUDWHRQPRG
-RKQVRQ HW DO F ,QFRQWUDVW RWKHU ZRUNV DGGUHYV
VIVWHP ZKLOH WU\LQJ WR URRW RXW YXOQHUDELOLWLHYV XVHC
W\SHV RI ZRUNV DUH XVHG WR PRGHO F\EHU WKUHDW SDWWHU

PHQW OR]]IDTXDWUR HW DO ZKLFK FDQ EH VHHQ DV D ER.
JHVWHG E\ &LDSHVVRQLHWDO
6KHYFKHQNR HW DO VXPPDUL]H FRPPRQO\ XVHG WKUHDW

7KUHDW DJHQW DQG ULVN DQDO\VLV 7%$5% DQG OLFURVRIWTV
LGHQWLILHY DQG UDWHY SRWHQWLDO WKUHDWYVY WR GHWHUPL
ZKLFK FRXQWHUPHDVXUHV WR WDNH 7$5%$ XVHV WKUHH PDMRLU
SRUWVDQG VHFXULW\PHDVXUHYV FRONOHF S\HHE B QWG HLY H O RSH
DIJHQWOLEUDU\ PHWKRGVDQGREMHFWLYHVOLEUDU\DQGFRP

5RVHQVWDWWHUDQG 20RYVVRQ XVH7$58 WR LGHQWL
FXULW\ VWUDWHI\DOLJQPHQW LQ DXWRPRWLYH VI\VWHP EXW
HYDOXDWHYV WKH VAIVWHP GHWDLO GHVLJQ DQG LV XVXDOO\ X
WKH GHVLJQ SKDVH RI VRIWZDUH RU KDUGZDUH SDUWLFXODU
WLRQ LQIRUPDWLRQ GLVFORVXUH 'R6DQGHOHYDWLRQRI SUI
WKUHDWDVVHVVPHQWDQG UHPHGLDWLRQDQDO\VLVY PHWKRG
SURFHVVY FDWDORJ VWRUHG DWWDFN YHFWRU DQG WR PDS FR
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6KHYFKHQNRHWDO FRPSDUHWKHWUDGH RIIVEHWZHHQP
RGV DQG VXJIJHVW WKDW &966 KDV WKHDGYDQWDJHLQ WHUP\
EXLOW LQ SULRULWL]DWLRQ RIWKUHDW PLWLJDWLRQ

BWDUWLQJ ZLWK YXOQHUDELOLW\LGHQWLILFDWLRQ WKLV WK
OLNHOLKRRG LI D YXOQHUDELOLW\ ZLOO EH H[SORLWHG DQG L
7KDW LV WKH SURSRVHG DSSURDFKHY FRXOG KHOS WR LGHQ
YXOQHUDELOLWLHYV LQ D IDVW DQG DXWRPDWHG PDQQHU ZLW
EOH YXOQHUDELOLW\ UHSRVLWRULHY 7KHUH DUH DOVR VRPH
GHWHFWLRQ DQG UHVLOLHQFH DQDO\VLY 8GD\DQG ODUDLYV

F\EHUVHFXULW\DSSURDFKHV DUHRXWVLGHWKHVFRSHRIWKL
LI H{WHQGHG ZLWK DIRUHPHQWLRQHG 7$5$ DQG 675,'( WKUHDW
SURDFKHV FDQ DOVR VXSSRUW WKUHDW LGHQWLILFDWLRQ DQC

7KH SULPDU\VFLHQWLILFDSSURDFKRIWKLY WKHVLVY OLHV LQ \
IRFXVLVDOVRRQFRPSXWDWLRQDODQGVRFLR WHFKQLFDODYV
LVRULHOQWHG WRWKHGDWD GULYHQWHFKQLTXHVDQGVLPXOI
7KH VRFLR WHFKQLFDO DSSURDFK LV UHODWHG WR WKH RUJD
DSSURDFKWKDWLQYROYHV KXPDQ DFWRUV LQ WKH ORRS

'XHWR SULYDF\DQG VHFXULW\ FRQFHUQV VHFXULW\H[SHULP
DQG PLIKW H[SRVHWKHVH VA\VWHPV WR SRWHQWLDO WKUHDWYV
SURDFKHV DUHDGRSWHG LQ WKLV WKHVLVY WRIJHWKHU ZLWK D
WHUYLHZV ZLWK LQGXVWULDO SUDFWLWLRQHUV WR HQDEOH \
SURDFKDOVR FDSWXUHV WKHFULWLFDO SURSHUWLHV RID V\V!
H[DPSOH LQWHUYLHZV ZLWK &, VHFXULW\ SURIHVVLRQDOV HC(
DQG WRSRORJLFDO LQIRUPDWLRQ RILQGXVWULDO SURGXFWL]I
VHFEXULW\ %DVHG RQ WKH FROOHFWHG LQIRUPDWLRQ &, QHW
LOQIUDVWUXFWXUH FRQQHFWLRQV WR VXSSRUW YXOQHUDELO
SUHGLFWLRQV

J)LIXUH 6FRSHRI &, UHIHUHQFH PRGHO DQG LQVW

7KHKHUHLQ SURSRVHG DSSURDFKHVDUHPDLQO\GHPRQVWUD\
WRUV RIHQHUJ\DQG FULWLFDO PDQXIDFWXULQJ VHH )LIXUH
FRQWDLQV ERWK FRPSRQHQWY DQG WKHLU LQWHUFRQQHFWLI
VLV 7KHLQVWDQWLDWHG PRGHO LQFOXGHYV GHWDLOHG PRGH
LQJ QHWZRUNV 7KHUHIRUH WKH &, WD[RQRP\DQG LQVWDQW
H[SODQDWRU\UROHWRJHWKHU ,Q WKLV WKHVLVY RQO\WKH GF
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DUHPRGHOHG +RZHYHU SRVVLEOH GHSHQGHQFLHV EHWZHHQ
RIWKHVFRSHRIWKLVY WKHVLY 7KHVHLQVWDQWLDWHG PRGHO
VSHFLILFDWLRQ FRPSRQHQW FRQQHFWLRQV DVZHOODV YXO
PRGHO WUDQVIRUPDWLRQ IURP D KLJK OHYHO DEVWUDFWLRQ
IUDVWUXFWXUHYV

, W VKRXOG KRZHYHU EH HPSKDVL]HG WKDW WKH SUREOHPYV LC
SRVHGLQWKLVWKHVLVDUHQRWH[FOXVLYHO\UHODWHG WR SF
DQGDUHQRWOLPLWHG WRDSSOLFDWLRQVLQ &, F\EHUVHFXUL
GDWD GULYHQ YXOQHUDELOLW\DQDO\WLVY  PHWKRGV DUH DSSC
DVWKHLUFRQYHUJHQFHYV ZLWK YDULDQW VFDOHV IURP LQGLY
PRWLYHGULYLQJV\VWHPV IRUH[DPSOH

7+(6,667588&785(

7KLV GRFXPHQW LV FRPSRVHG RIWHQ FKDSWHUV $VXPPDU\ RI
LVSURYLGHG EHORZ

&KDSWHU SURYLGHVDSUHOLPLQDU\LQWURGXFWLRQ WR WKH
LQ &,V 7KLVLOQWURGXFWLRQLVIROORZHG E\D SUHVHQWDWL
YXOQHUDELOLW\DVVHVVPHQW PHWKRGVIDFHGLQFRPSOH][ &,\
ZLWKDQ HIWHQVLYH YROXPH RI YXOQHUDELOLW\GDWD DQG H|
DUHGLVFEFXVVHG 7KH SURSRVHG WKHVLV VWDWHPHQW LV UHY
WDWLRQRIVFRSHWRFOHDUO\GHILQHWKHUHVHDUFK ERXQGL
GHVFULSWLRQ RIWKHWKHVLVVWUXFWXUHDQGDVXPPDU\RIF

&KDSWHU SUHVHQWYV UHOHYDQW EDFNJURXQG DQG FRQFHSW
YLGHG ZLWK HPSKDVLV RQ F\AEHUVHFXULW\ LVVXHV 7KLV FKDS
LQWHUFRQQHFWHG &, FRQFHSWV FRPSRQHQW DVVHW DQG V\
OLIHF\FOHDQG UHODWHG FKDUDFWHULVWLFV 7KLV FKDSWHU
UHSRVLWRULHVDQGHQXPHUDWLRQV XVHGLQ WKLV WKHVLV L

&KDSWHU SUHVHQWVDWKHRUHWLFDOEDFNJURXQGLQRXUUF
FXVVHG WR KLIJKOLJKW VLPLODULWLHVDQG GLITHUHQFHV FRP ¢

,Q &KDSWHU WKH SULQFLSDO UHVHDUFKPHWKRGRORJ\JXLGH
SUHVHQWHG ZKLFKLVIROORZHGE\D GLVFXVVLRQRIDSSOLHG
VHDUFK SURFHVV 6RPHHYDOXDWLRQPHWKRGVDQGPHWULFV
GXULQIJWKHUHVHDUFK SURFHVVDUHDOVR GLVFXVVHG

7KHPDLQ UHVHDUFK UHVXOWY DUH SUHVHQWHG LQ &KDSWHU
DQG &KDSWHU 7TKHVHUHVXOWY DUH XVHG WR GLVFXVV WKH F
GDWD GULYHQ FAEHUVHFXULW\VROXWLRQV LOOXVWUDWHG LQ

,Q &KDSWHU H[SORUDWRU\ VWXGLHV DQG UHODWHG 54 UH)\
LGHQWLILHG FKDOOHQJHVLQ XVLQJSXEOLFO\DFFHVVLEOH F\E
DELOLW\DVVHVVPHQW IURP VHFXULW\ VWDNHKROGHUVY SHUV
LQFOXGHDEDVHOLQHVWXG\ DTXHVWLRQQDLUH EDVHG VXUY
YXOQHUDELOLW\A\DVVHVVPHQW XVLQJUHDO VA\VWHP LQIRUPDW

,Q &KDSWHU WKH SURSRVHG YXOQHUDELOLW\GDWD PRGHO L
VHQWHG $FURVV OLQNHGDQG FRUUHODWHG GDWDEDVH WR F
ELOLW\GDWDDFURVVPXOWLSOHH[LVWLQJUHSRVLWRULHV LV
DVWXG\IRULQ GHSWK YXOQHUDELOLW\GDWD DQDO\VLV FHQV
WKHWUHQGV RI &, YXOQHUDELOLW\
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,Q &KDSWHU UHVXOWY LOOXVWUDWLQJ WKH SURSRVHG 0/ PF
DUH SUHVHQWHG 7KLV FKDSWHURXWOLQHV O/ WHFKQLTXHV W
IRUGLITHUHQW YXOQHUDELOLW\ DQDO\WLV WDVNV VXFKDV WK
FODVVLILFDWLRQV $QHYDOXDWLRQEHQFKPDUNIRUWKH SUR
WRYDOLGDWH WKH SHUIRUPDQFH RI WKH SURSRVHG DSSURDF

,Q &KDSWHU WKHUHVXOWYV DERXW WKH SURSRVHG &, WD[RQR
SUHVHQWHG $GRPDLQ VSHFLILFODQJXDJHDQGLWVLQVWDQV
UHVHQW &, IXQFWLRQDO GHSHQGHQFLHVDQG WRSRORJLFDO V'
JULG LQIUDVWUXFWXUHDQG FRUUHVSRQGLQJ,7 27 QHWZRUN |

,Q &KDSWHU WKH GRPDLQ VSHFLILF ODQJXDJH SURSRVHG LQ
LQWR D YXOQHUDELOLW\DQDO\VLY VWUHDPOLQLQJPHWKRG V
WZHHQ GLIIHUHQW DFWRUV WKURXJKRXW &, EDVHG LQIUDVWL
LQJLQIUDVWUXFWXUHHQYLURQPHQW LY SUHVHQWHG WR LOO?
PHWKRG

,Q &KDSWHU VRPHFRQFOXGLQJUHPDUNV DUH SURYLGHG DC
IXWXUHUHVHDUFKGLUHFWLRQV ORUHVSHFLILFDOO\ WKLV FK
DQGREMHFWLYHY SURSRVHG LQ 4KDSWHU WR SUHVHQW FRQW
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7KLV FKDSWHU VWDUWYV ZLWK EULHI LQWURGXFWLRQV RI WKH
GLVFLSOLQHV QDPHO\F\EHU SK\VLFDO OD\HUHG FULWLFDO LG
ODWHG GDWD GULYHQ DQDO\VLV )RXU NH\ UHVHDUFK HOHPH
VWDNHKROGHUV DUH GLVFXVVHG WKDW FKDUDFWHUL]H WKH |
FRQFHSWXDO IUDPHZRUNLVWKHQ SURYLGHG WRLOOXVWUDWE
VLV ,Q GRLQJVR VRPHLPSRUWDQW FRQFHSWV VXFKDV YXOQF
ILQHG &, VWUXFWXUHDV ZHOO DV XQGHUO\LQJ FRPSRQHQW T
LOQWURGXFHG 7KHIRFXVRIWKLVWKHVLVLVRQYXOQHUDELOL!
VXFKDV YXOQHUDELOLW\OLIHF\FOHDQG YXOQHUDELOLW\ FKEC

&, &<% (56(&85,7< &21& (376

$FFRUGLQIJWR %XUJHVV F\EHUVHFXULW\UHVHDUFK LV LC
FLSOHV DQG FLUFXPVWDQFHY WKDW IRUP D FRQFHSWXDO ED!
MHFWLYHO\ FRPH WR D VKDUHG XQGHUVWDQGLQJDQG DQ DJUI
FXULW\ WKUHDWYV )XUWKHUPRUH 6SULQJ ORRUH DQG 3\P
GHILQLWLRQV DUH QHFHVVDU\DV D FRPPRQ ODQJXDJH RUDQ R
LQIRUPDWLRQ VHFXULW\ VFLHQFH IURP LQIRUPDWLRQ VHFXU
WLRQ SURYLGHV VRPHFRQFHSWXDO GHILQLWLRQV RIFRPPRQ(
PLQRORJ\WKURXJKRXW WKLV WKHVLYV

7KHJURXQGLQJRIFRQFHSWV VHUYHV DV D NH\EDVLV WKDW FR
FDQEHLPSOHPHQWHG WKURXJKRQWRORJLHY ODUWLQV HW DO
GHU $Q RQWRORJ\LV D VWUXFWXUHG IRUP RINQRZOHGJ
FRQFHSWV DQG WKHLU UHODWLRQVKLSY DQG FDQ LQWHJUDW
VRXUFHV :HFRQVWUXFWDFRQFHSWXDO PRGHO RQ WRSRIDY
RIJI\GHYHORSHGE\:DQJDQG *XR DVLOOXVWUDWHG LQ)LJ>
DFRQFHSW PDS RIF\EHUVHFXULW\WHUPVDQG WKHLUVHPDQW

,Q WKH FRQFHSW X DOXQU@HPHERIENVWIQLILFDQW F\EHU VHFEXULV
SHULQJWKH SURWHFWLRQ RI FULWLFDO LQIUTLWIMUKE RXGEV +
GHILQHG DV WKH SRWHQWLDO RFFXUUHQFH RI HYHQWYV RU LQF
WKH VIVWHP DVLQWURGXGFH@MDBHOVUPHQW FRQVLGHUV WZR Pl
QDPHO\WKHOLNHOLKRRGDQG WKHLPSDFWRIYXOQHUDELOLW
ODUFRPSRQW®RWREWDLQ PDOLFLR X DAFFRR \R RHUPMKMVRQ D O I X QF
+XPD\HG HW DO *RHUODQGW DQG 5HQLHUV RS&RQFHS
HUDWRHHG WR JDXJH LQYHVWPHQWY DJDLQVW ULVN LQGLFDW
7KHVH LQGLFDWRUV UDQN DVVHWV E\ WKHLU LPSRUWDQFH W
TXHQFH RI WKUHDWV WKDW H[SORLW WKRVH YXOQHUDELOLWL
7KHUHSRUWHIDWLRQKHSHFMRHIQW DQ H[SHUW V\VWHP LQWHUSU
ULVN LQGLFDWRUV WR DVVLVW RSHUDWRUV LQ FDUU\LQJ RXW
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PLWLIDWLRQ YHFWRU LV DWUDQVODWLRQ RIQXPHULFDO ULV
WLRQV WKDW VXSSRUW RSHUDWRUV LQ WKH FRXUVH RISDWEFKL

JLIXUH &QULWLFDO LQIUDVWUXFWXUH F\AEHUVHEF:

, QDGGLWLRQ DYXOQHUDELOLW\DVVHVVPHQWH[DPLQHV WKH
+H DQG 7LZDUL .U|JHU DQG =LR +RZHYHU QRW DOC
FULWLFDOLW\ TXDOLWLHY UHIHUUHG WR DV FULWLFDOLW\ YH
YXOQHUDELOLWA\DVVHVVPHQWDFWLYLWLHY LWLVQHFHVVDU'
FULWLFDOLWHPWIRWRUNKHVHDUH WKH QRGHY ZKRVH GLVUXSW
UHSHUFXVVLRQV $ V\VWHP ZLWK SDUW L F XCOD/UORUOLQ\H UFIDEOLL ALY
WLHV PD\ EH H[S O/RKIWHBDGVER IHQMA UH QW H P8 ¥ RVW QY¥HW WRRIVW
DIJHQW PD\ IXUWKHU WULJJHU DQ D W Vid BVR/NDLFEN GY{(HDFRW RY@NAV D B NV
YHFWRU UHSUHVHQWYVY D VSHFLILF DWWDFN VFHQDULR ZKLFK P
UHSUHVHQWSIFBM YHPWRWUYPSDFW YHFWRU PD\EH XVHG WR UH:
VHTXHQFHRID GLVUXSWLRQ WR D WDUJHWHG DVVHW LQ &,V LQ
DVVHVVPHQW SURFHVYV PDLQO\LQYROYHV WKHLGHQWLILFDWL
HYDOXDWLRQRIKRZH[SORLW YHFWRUVWULJJHUDWWDFNYV DQ
UHVHQWHG E\LPSDFW YHFWRUYV

&20321(17 $66(7 $1'6<67(0
7KLV WKHVLV DGRSWV WR/HNGIBGE Y MM PRHORKRBIR BDSR QIHQ W

S6\VWHPLVD VHWRILQWHUDFWLQJHOHPHQWY WKDW DUH RUJI
VWDWHG SXUSRVHYV
$VVHW IXOILOV VSHFLILHG UHTXLUHPHQWV DQG PD\EH LPSOHF
VRIWZDUH RUILUPZDUH SK\VLFDO VWUXFWXUHV RUGHYLFHV
DQG SURFHGXUHYV ~

2,62 ,(& ,((( 6WDQGDUG
6RPHUHVHDUFKHUV XV HOMKH BMWIPD® RRQWHW *ULIIRU HW D(
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WKHVLVUHIDUGVDQDVVHWPDGHXSRIFRPSRQHQWVDQG ZLWE

3$Q LWHP RI YDOXHWR VWDNHKROGHUV $Q DVVHW PD\EH WDQ
VXFK DV KDUGZDUH ILUPZDUH FRPSXWLQJSODWIRUP QHWZR
WHFKQRORJ\FRPSRQHQW RULQWDQJLEOH HJ KXPDQV GDV
FDSDELOLW\ IXQFWLRQ VHUYLFH WUDGHPDUN FRS\ULJKW S
LPDJH RUUHSXWDWLRQ 7KHYDOXHRIDQDVVHWLY GHWHUPI
FRQVLGHUDWLRQRIORVV FRQFHUQV DFURVV WKH HQWLUH V\V
LQFOXGHEXWDUH QRW OLPLWHG WR EXVLQHVV RUPLVVLRQ FR

21DWLRQDO ,QVWLWXWH RI6WDQGDUGV DQG 7HFKQRC

7KH FRQQHFWLRQV EHWZHHQ D FRPSRQHQW DQ DVVHW DQG D
$ YXOQHUDELOLW\FRXOG EH UHJDUGHG DV DQ HPHUJHQW S
&,V )RUH[DPSOH YXGQBIQWEHQIW. HY WKH ERPERRQWQW HP
EHGGHG LQ WK HORVWIRWH U W4 IHVDSDVUHW R | W H \Q \DWFHRAP SO H [
&, KDUGZDUH VRIWZDUH DQG 26 DUHDVVHPEOHG DQG XVHG L
FUHDWH YDULRXV ELQDULHYV ZLWK SRWHQWLDO EDFNGRRUV $
OLNH &RUSRUDWLRQ DQG ,6$ WKHILUVW VWHS LQ VHI
FULWLFDODVVHWY 3URWHFWLQJWKLV FULWLFDO VXEVHW RI |
RIDV\WWHP WR VXVWDLQ UHOLDEOH RSHUDWLRQV 9XNRYLF H'

JLIXUH 6\VWHP DVVHWDQG FRPSRQHQW

&36 LVRQH W\SHRIV\VWHPV /HH UHJDUGYV &36IKARQO\ WK
LFD@G VBEKEHHUQ WKLV WKHVLV &36 LV YLHZHG IURP D EURDGH L
XQLRQ RAMNKHRADRNEHD QG WREWEHRWMZHHQ WKH IRUPHU WZR &RC
WKHQDWXUHRI&36 ZHGHILQHD &36 DVFRPSRVHG RIVRIWZDU|
ZDUHOLEUDU\ DQGKDUGZDUH HJ DKDUGGULYH 1RWHWKE
HJ D:LQGRZV 26 26IXQFWLRQDOO\PDQDJHV VRIWZDUH FRF
WHUIDFH EHWZHHQ DSSOLFDWLRQ VRIWZDUHDQG KDUGZDUH
DQG KHQFH UHOLHV RQ WKLV FRPSRQHQWfV SRZHU VXSSO\ DQ
PRQLWRUV UHJXODWHV DQG DFWV XSRQ KDUGZDUH FRPSRQH
UHOLDEOH QHWZRUN FRQQHFWLRQ WR WUDQVSRUW GDWD DQGC
D &36 DVVHW FDQ EH IRULQVWDQFH D KXPDQ PDFKLQH LQWHUI
ORJLFFRQWUROOHU 3/&






	INTRODUCTION
	Critical Infrastructure Cybersecurity
	Problem Description
	Research Aim and Objectives
	Research Questions
	Thesis Statement
	Contributions
	Identifying Problems and Challenges
	Expanding Vulnerability Knowledge Scope
	Bridging the Information Gap
	Benchmarking CI Vulnerability
	Streamlining Vulnerability Analysis
	Author Contributions

	Research Scope
	Key Research Elements
	Research Area
	Research Focus and Delimitation

	Thesis Structure

	Key Concepts and Background Knowledge
	CI Cybersecurity Concepts
	Component, Asset and System
	Critical Infrastructure
	Cyber-Physical System Characteristic
	IT Security and OT Security
	Power Grid Security and Manufacturing Security

	Vulnerability Data Source Taxonomies
	Scoring Mechanism
	Enumerations
	Vulnerability Repository

	Vulnerability Lifecycle

	Data Driven Vulnerability Analysis
	Vulnerability Data Preparation
	Correlations among Vulnerability Data
	Vulnerability Data Quality

	Machine Learning for Vulnerability Analytic
	Machine Learning Techniques for Vulnerability Assessment
	Ensemble Method

	System-Wide Vulnerability Analysis
	Semantic Model
	Reference Architecture
	Cyber-Physical Dependence Analysis


	RESEARCH METHODS
	Research Paradigm and Methodology
	Design Science Research Paradigm
	Design Science Methodology
	Research Methods
	Data Generation Methods

	Design Science Research Process
	Research Process 1: Exploratory Studies
	Research Process 2: Vulnerability Data Curation
	Research Process 3: Bridging the Data Gap
	Research Process 4: Vulnerability Analysis for Critical Infrastructures

	Discussions on Trustworthiness of the Research
	Repeatability And Reproducibility
	Validity and Generalization
	Usefulness and Usability
	Ethical Concern
	Ontology Evaluation Metrics


	Challenge Identification and Baseline Studies
	Before the Baseline Study
	Data Identification
	Data Collection

	Study I: Diversity and Heterogeneity of Vulnerability Data
	Study II: Industry Survey Analysis on User Expectation of Vulnerability Data Sources
	Study III: Vulnerability Data Quality Assessment in Actual CI System
	Metric Definition and Measurements
	Data Inconsistency Analysis Process
	Investigated CI System
	Data Sources
	Analysis of Retrieved Vulnerabilities
	Data Inconsistencies in Affected Products
	Data Inconsistencies in Weakness Type and CVSS Impact
	Evaluation through interviews

	Conclusion

	Vulnerability Data Correlation and Consolidation
	Artifact I: Vulnerability Data Model and Query Generation Method
	Overall Structure and Common Data Model
	Data Correlation Using Common Tags
	Data Consolidation
	Query Tag Generator
	Prototype Database Deployment

	Study IV: CI Vulnerability Trend Analysis Using Correlated Database
	Study Setup
	Study Results

	Study V: Performance Trade-off between the Instantiated Vulnerability Database and the State-of-the-Art
	Conclusion

	VULNERABILITY DATA GAP ANALYSIS
	Introduction
	Bridging Vulnerability Information Gaps
	Enhancing Vulnerability Analysis

	Text Mining
	Text Mining Process
	Machine Learning Algorithms
	Validation Metrics for Classification Algorithms

	Artifact II-A: Discovering Vulnerability Severity Under CVSS Metrics
	System Overview
	Majority Voting for Inconsistent Scores
	Vulnerability Severity Computing
	Study VI: Experiment on CVSS Categorization Evaluation
	Study VII: Computing Severity Scores for CI Vulnerabilities

	Artifact II-B: Categorizing Weakness
	Handling CWE Tree Hierarchical Structure
	Study VIII: Experiment on Weakness Categorization Evaluation

	Artifact II-C: A Selective Ensemble for Vulnerability Assessment
	Overview
	Candidate Metrics
	Model Selection and Ensemble

	Study IX: Experiment on the Selective Ensemble Method Evaluation
	Data Sets
	Experiment Setup
	Threat Categorization Results
	CVSS Severity Categorization Results

	Conclusion

	Modeling Critical Infrastructure for Vulnerability Analysis
	Artifact III-A: A Taxonomy for Critical Infrastructure Vulnerability Analysis
	Modeling Cyber-Physical System Based Critical Infrastructure
	Modeling Vulnerability and Other Security Related Objects
	Modeling Stakeholder Actors

	Artifact III-B: Cyber and Cyber-Physical Functional Dependence
	Dependence Rule
	Cascading Modeling and Criticality Analysis

	Artifact III-C: Reference Models of Power Grids
	Public Internet and Other Networks
	Office, Engineering, and Security Operating Center Network
	Control Center Network
	Substation Network
	Power-Grid Substation
	Data Asset Identification

	Study X: Application and Evaluation in Power Grid
	Instantiated Power-Grid Models
	Model-Based Dependence Analysis and Cascade Modeling
	Extending the Taxonomy to Model Real Power Grid

	Conclusion

	Streamlining Vulnerability Analysis for Critical Infrastructures
	Artifact IV: Vulnerability Analysis Orchestration Method for Critical Infrastructures
	Study XI: Application and Evaluation in Manufacturing
	Prototype of Manufacturing System
	Human Robot Collaborative Assembly System
	Model-Based Vulnerability Assessment for Human Robot Collaborative Assembly System

	Conclusion

	CONCLUSION
	Revisiting the Objectives and the Research Questions
	Future Works

	APPENDICES
	Appendix I: Survey about User's Perspective on Vulnerability Repositories
	Appendix II: Interview Questionnaire for Study III
	Appendix III: Vulnerability Database Output Example in JSON
	Appendix IV: Instantiated Models for Study X

	REFERENCES
	PUBLICATIONS IN THE DISSERTATION SERIES

