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ABSTRACT 

In recent years healthcare industry has been rapidly changing towards digital 
solutions and migrating from paper-based systems to electronic health records 
(EHR) systems. Digitalisation within healthcare and EHR systems has brought 
many improvements in healthcare. However, digitalisation has also brought a lot 
of challenges and security risks. In 2017, the Region of Västra Götaland in 
Sweden decided to reorganise healthcare with an integrated healthcare record 
system, Millennium. As a result, patient information will be managed and 
communicated between various healthcare actors and organisations. Therefore, 
it is crucial to investigate the security challenges and opportunities with 
integrated patient record systems. To get insight into the security challenges and 
opportunities of an integrated patient record system, the following research 
question was formulated for the study: What information security challenges 
and opportunities are there with an integrated electronic health record system 
on a regional level? 
 
To answer the research question and achieve the purpose of the study, a 
qualitative method with semi-structured interviews as a collection technique was 
chosen. The interviews were conducted with people responsible for the 
implementation of Millennium, a program owner, and a Data Protection Officer. 
As a result, the empirical data identified new opportunities and challenges. The 
conclusion drawn from the result is several security challenges and opportunities 
within integrated EHR. For example, some identified opportunities are easy to 
access medical data, equal healthcare, and improved healthcare patient safety. 
Finally, some identified challenges are a compromise of confidentiality, integrity, 
availability, and security breaches like hacking and unauthorised access. 
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1 Introduction 
 

In recent years healthcare industry has been rapidly changing towards digital 

solutions and migrating from paper-based systems to electronic health records 

(EHR) systems (Kandasamy et al., 2022). Digitalisation within healthcare and 

EHR systems has brought many improvements in patient care, for example, 

improvements in the diagnosis of diseases, accessibility of information, and even 

improvements in medical practices (Cresswell & Sheikh, 2015). However, 

digitalisation has also brought a lot of challenges and risks like information loss 

or disclosure and other types of cyberattacks and security breaches (Kandasamy 

et al., 2022). Even if healthcare digitalisation offers many advantages, as with 

any other digital solution, breach of privacy and violation of integrity, 

confidentiality and availability of health information are some of the risks 

associated with healthcare digitalisation (Madhavi & Lincke, 2018).  

 

Information is critical in supporting healthcare providers to deliver care and 

carry out their activities. Therefore, it is crucial to keep this information safe and 

minimise security risks. Information security in healthcare is extremely 

important. In healthcare, sensitive personal data is handled, and knowledge 

about information security is needed to protect confidential and sensitive data 

from unauthorised access (Åhlfeldt, 2008).  

 

As previously mentioned, the healthcare industry has been rapidly changing 

towards digitalisation, which is also the case in the Region of Västra Götaland in 

Sweden. In 2017 the regional council decided on a common strategy for 

reorganising healthcare with integrated systems where patient information will 

be managed and communicated between various healthcare actors and 

organisations, called Framtidens vårdinformationsmiljö, FVM (Eng. The 

healthcare information environment of the future). Today’s healthcare 

environment contains many different systems that cannot communicate with 

each other, which causes problems with sharing information between specialist 

healthcare, primary care, municipal healthcare, and private care providers. As a 

result, the information is available but cannot be accessed by everyone who 

needs it. The objective of FVM is to offer accessible healthcare with high quality 

and to enable patient participation. The central part of FVM is the new integrated 

electronic health record system Millennium, which will contain all vital patient 

information and allow access to the information to all necessary actors 

(Vårdskiftet, 2021b).  

 

An electronic health record (EHR) system is defined as “an electronic record of 

healthcare information of an individual that is created, gathered, managed, and 

consulted by authorised clinicians and staff across multiple healthcare 
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organisations” (Jacob, 2020, p. 37). EHR contains a lot of information generated 

by one or more healthcare providers, including information regarding patients’ 

medical history, physical examinations, treatments, patient demographics, 

progress notes, problems, medications, vital signs, past medical history, 

immunisations, laboratory data, etc. (Alshalali et al., 2018; Menachemi & 

Collum, 2011).  

 

1.1 Problem Description  
 

When the new integrated electronic health record system Millennium is 

established, as much patient information as possible will be shared, and 

Millennium will deal with highly sensitive information. Therefore, the work with 

patient information needs to meet information security requirements to reduce 

the risks associated with healthcare digitalisation. According to Haggerty (2017), 

increased healthcare digitalisation has made preserving data and information 

security challenging. Security breaches in the privacy of patients’ medical records 

can result in multiple negative impacts. Therefore, patients’ information must 

always be adequately protected, and information security must be considered. 

Despite these challenges, as FVM and integrated healthcare systems are 

developing, new opportunities arise, such as the availability of information and 

easy access (Vårdskiftet, 2021b). A wide range of research studies focus on data 

and information security, identifying security and privacy challenges (Cresswell 

& Sheikh, 2015; Kandasamy et al., 2022; Shrivastava et al., 2020). Despite the 

extensive research in the field, implementation of digital technology in 

healthcare often fails due to various security challenges, especially when 

involving patients. These challenges should be acknowledged to preserve patient 

security (Rachmani et al., 2021).  

 

“Electronic medical records and patient data sharing are critical and considered 

core healthcare issues. How to store patient’s information securely, how to access 

the information and how to ensure the privacy of patients when sharing medical 

data among several health service providers or agents are critical 

considerations.” Electronic medical record systems face several security issues 

that need to be addressed (Alshalali et al., 2018, p. 760). According to Vårdskiftet 

(2021a), patient safety is the focus of FVM and Millennium, and continuous work 

with information security is in progress to preserve it. Therefore, for FVM, it is 

crucial to get a proper insight into information security aspects to implement the 

integrated patient record system Millennium in a patient-safe manner. 

Millennium is interesting to study because it brings new aspects such as 

integrating all relevant systems. In addition, Millennium will contain all vital 

patient information and allow access to the information to all necessary actors, 

which brings new security challenges and new opportunities. 

 



 

 

3 

It is important to study opportunities with integrated electronic healthcare 

record systems as well. For example, Alshalali et al. (2018) explain that electronic 

health records provide opportunities to enhance patient care. Some of these 

opportunities include being able to access medical data needed for patients’ 

treatments easily and being able to share and exchange health information with 

necessary actors. In addition, Cashman et al. (2021) explain that integrated 

electronic health record facilitates a safer and more efficient healthcare service. 

 

According to the mentioned problem description, this work aims to investigate 

the information security challenges and opportunities with an integrated patient 

record system on a regional level.  

 

1.2 Research Question  
 

To get insight into what security challenges and opportunities there are with an 

integrated patient record system, the following research question was 

formulated for the study:  

 

What information security challenges and opportunities are there with an 

integrated electronic health record system on a regional level? 

 

Healthcare information must be accessible to all necessary actors to provide 

qualitative healthcare, and at the same time, the healthcare information must be 

secured. Answering the research question, information security challenges and 

opportunities with an integrated electronic health record system will be 

provided. The expected answers to the research question can contribute to 

further research. Further, the answers can benefit the developers of integrated 

electronic health record systems to understand what challenges and 

opportunities related to information security exist. Moreover, the expected 

results can help developers know what to consider and focus on when developing 

integrated electronic health record systems. Finally, the answers can benefit the 

project Millennium to identify information security challenges and opportunities 

because Millennium is the primary example in the research. 

 

1.3 Delimitation  
 

To avoid the study becoming too large, it will be limited to examining only 

information security challenges and opportunities with an integrated electronic 

health record system on a regional level. The study will focus on integrated 

electronic health record systems, with Millennium as the leading example. The 

study will be limited to a regional level and will include opinions of security 

officers for municipality and region, system designers, security officers 
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responsible for the planning, and likewise. In the study, the patients’ 

perspectives will be excluded. 

 

1.4 Thesis Structure  
 

Chapter 1 introduces the chosen topic together with a problem description, 

research question and delimitations. In Chapter 2, the reader will find the 

research background about healthcare digitalisation and information security in 

healthcare and electronic health record systems. Further, in Chapter 3, the 

research method will be described, and the implementation of the selected 

research methods will be explained. In Chapter 4, the results from the 

implementation of the methods will be described and analysed. In addition, 

Chapter 5 will provide a discussion of the results concerning the previous 

research, implementation approach, and ethical and societal concerns. Finally, 

Chapter 6 will summarise and conclude the work.  
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2 Background 
 

This chapter presents a scientific background about healthcare digitalisation and 

information security in healthcare and electronic health record systems. Key 

concepts of the chosen subject area are explained to provide a deeper 

understanding of the subject. Firstly, healthcare digitalisation is generally 

described, followed by a description of information security in healthcare. After 

that, information security in electronic health record systems, including security 

challenges and opportunities, is described. Finally, the Swedish Framtidens 

vårdinformationsmiljö with a focus on Millennium is explained.  

 

2.1 Healthcare Digitalisation  
 

In recent years healthcare industry has been rapidly changing toward digital 

solutions and mitigating from paper-based systems to electronic health records 

(EHR) systems (Kandasamy et al., 2022). According to Cresswell and Sheikh 

(2015), EHR has brought a lot of improvements in patient care, diagnosis of 

diseases, accessibility of information, and even improvements in medical 

practices. Digitalisation in healthcare can be applied to store, manage, and 

transmit data, including electronic and personal health record systems 

containing patient data. This data can be accessed by patients and professionals 

for several purposes and can support effective patient care. Further, healthcare 

digitalisation can be used for decision support, for example, electronic decision 

support systems that provide diagnostic and treatment advice. Moreover, 

healthcare digitalisation enables remote communication between healthcare 

professionals and patients (Cresswell & Sheikh, 2015).  

 

Digitalisation in healthcare has increased notably, and the use of electronic 

patient record systems has become an everyday occurrence for healthcare 

providers (Blix & Levay, 2019, p. 8). Recently, the covid-19 pandemic has 

motivated healthcare to evolve towards digitalisation even more by enabling 

non-stop virtual care service and real-time support to minimise physical 

examinations. In addition, the increased digitalisation allows healthcare 

providers to be accessible remotely via webinars, hotlines, and even live video 

interactions (Maki et al., 2022).  

 

However, digitalisation has also brought a lot of challenges and risks like 

information loss or disclosure and other types of cyberattacks and security 

breaches (Kandasamy et al., 2022). Even if healthcare digitalisation offers many 

advantages, as with any other digital solution, breach of privacy, confidentiality 

and availability of health information are some of the risks associated with 

healthcare digitalisation (Madhavi & Lincke, 2018). Healthcare digitalisation 
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aims to improve the quality of medical treatments and patient care. In addition, 

the goal is also to improve the accessibility of patient care. One way to reach the 

mentioned goals is to implement electronic health record systems (Cresswell & 

Sheikh, 2015), which will be discussed later in this chapter.  

 

2.2 Information Security in Healthcare  
 

Information is critical in supporting healthcare providers to deliver care and 

carry out their activities. Therefore, it is crucial to keep this information safe. 

Whitman and Mattord (2011, p. 8) define information security as the protection 

of the “confidentiality, integrity and availability of information assets, whether 

in storage, processing, or transmission”. Further, the authors explain that it is 

achieved by applying policy, education, training and awareness, and technology. 

In addition, the National Encyclopedia explains that information security 

focuses on the information that data represents and the need for protection from 

that perspective. Further, information security refers to the processes and tools 

designed and deployed to protect sensitive business information from 

modification, disruption, destruction, and inspection (Nationalencyklopedin, 

n.d.). 

Further, information security ensures guidelines for organisational information 

security standards and information security management practices, including 

selecting, implementing, and managing controls considering the organisation’s 

information security risk environment. Information security includes security 

issues in all sorts of information processing, and its goal is to protect information 

assets, aiming to achieve confidentiality, integrity, availability, and 

accountability. Confidentiality means that information should only be available 

to authorised users, but it should not be too difficult to access. However, it should 

still be protected from those who do not have access to it. Integrity is about 

ensuring that information has not been changed unauthorised, by mistake or due 

to a malfunction. Availability means that the information should be consistent 

and accessible for authorised parties when needed. Finally, accountability is the 

ability to trace performed activities to a user (ISO/IEC 27002, 2013).  

 

Information security in healthcare is extremely important. In healthcare, 

sensitive personal data is handled, and knowledge about information security is 

needed to protect confidential and sensitive data from unauthorised access. “The 

main purpose of information security in healthcare is to achieve the two 

important aims, patient safety and patient privacy” (Åhlfeldt, 2008, p. 35). 

Further, Åhlfeldt (2008) explains that patient safety means giving patients the 

best care with the right information at the right time, and patient privacy means 

protecting sensitive patient information from unauthorised access. Therefore, 

preserving confidentiality, integrity, availability, and accountability is crucial for 

achieving patient safety and patient privacy (Åhlfeldt, 2008).  
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2.3 Information Security in Electronic Health Record 
Systems  

 

An electronic health record (EHR) system is defined as “an electronic record of 

healthcare information of an individual that is created, gathered, managed, and 

consulted by authorised clinicians and staff across multiple healthcare 

organisations” (Jacob, 2020, p. 37). EHR contains a lot of information generated 

by one or more healthcare providers, including information regarding patients’ 

medical history, physical examinations, treatments, patient demographics, 

progress notes, problems, medications, vital signs, past medical history, 

immunisations, laboratory data, etc. (Alshalali et al., 2018; Menachemi & 

Collum, 2011).  

 

According to Kandasamy et al. (2022), medical data collected in EHR has a great 

value on the black market, making it attractive to gain access to it. Medical data 

breaches are often caused by cyberattacks, which pose a danger to patient data, 

“leading to patient information leakage, patient misdiagnosis, and mistreatment. 

The most common attacks are phishing scams and other forms of e-mail fraud” 

(Kandasamy et al., 2022, p. 6). Security concerns arise because healthcare data 

is potentially accessible by different users, which poses a threat to privacy. When 

sensitive medical data is uploaded to EHR it becomes available for attackers. 

Therefore, security measures are essential to protect sensitive medical 

information (Alshalali et al., 2018). Information security in EHR is important, 

and many healthcare organisations have implemented security policies that 

define how to produce, store, and use sensitive healthcare information. Security 

policies for EHR specify the access and the authentication for requested data, 

which protects the security of sensitive data. Furthermore, other 

countermeasures to protect healthcare data are education, training and 

awareness, and technology (Smaradottir, 2018). 

 

2.3.1 Security Challenges  
 

Digitalisation has brought a lot of challenges and risks like information loss or 

disclosure and other types of cyberattacks and security breaches. For example, 

transferring or sharing sensitive health data can lead to data breaches 

(Kandasamy et al., 2022). Even if healthcare digitalisation and electronic health 

record systems offer many advantages, as with any other digital solution, 

violation of privacy, confidentiality and availability of health information are 

some of the risks associated with EHR. Furthermore, security breaches like 

hacking and unauthorised access to sensitive information are becoming the main 

issues for EHR. Also, poor usability, functionality, and performance are 

examples of security challenges within EHR. Because of the mentioned risks, it 
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is a real challenge to ensure the safety of the sensitive information that EHR 

stores (Madhavi & Lincke, 2018). As previously stated, there are a lot of concerns 

and challenges regarding the privacy and security of sensitive health data, and 

these challenges are the most significant barriers to implementing electronic 

health records that could also be integrated (Keshta & Odeh, 2021).  

 

The mentioned concerns and challenges negatively affect the trust in electronic 

health records. For example, some studies show that many patients worry about 

the security of their data because “it had to travel through the internet”. In 

addition, some patients believe that exchanging their health information poses 

risks to their privacy, which has negatively impacted their will to share their 

health information online with healthcare providers. These concerns have also 

negatively impacted patients’ choice to give access to personal health 

information (Keshta & Odeh, 2021; Perera et al., 2011). Another study showed 

that because of these concerns, patients responded by refusing to provide their 

personal information to healthcare facilities, fabricating personal information, 

and even requesting the removal of their personal information. Further, patients 

responded by issuing complaints either directly to the medical facilities or a 

third-party organisation (Kuo et al., 2014). In addition, Smaradottir (2018) 

explains that health information documentation is sometimes challenging. The 

reason is that a lot of free text is used when documenting, and the most critical 

patients’ information is not visible in the documents’ overview.  

 

Summary of the most common security challenges within EHR:  

• Compromise of confidentiality, integrity, and availability (Madhavi & 

Lincke, 2018), 

• Security breaches like hacking and unauthorised access (Madhavi & 

Lincke, 2018), 

• Poor usability, functionality, and performance (Madhavi & Lincke, 

2018), 

• Gaining patients’ trust (Patients’ acceptance of EHR) (Keshta & Odeh, 

2021; Kuo et al., 2014; Perera et al., 2011), 

• Medical data documentation in free text (Smaradottir, 2018). 

 

2.3.2 Opportunities  
 

Significant benefits and opportunities can be achieved with healthcare 

digitalisation and EHR systems. For example, EHR is the primary entity for 

sharing and analysing medical information for decision-making and medical 

treatment (Smaradottir, 2018). Further, Carey et al. (2016) explain that 

integrated electronic health records are effective and have benefits such as cost 

reduction and improved healthcare quality. Other benefits are that integrated 
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EHR systems promote evidence-based medicine usage and help record keeping. 

According to Keshta and Odeh (2021), integrated electronic health records can 

improve efficiency and patient safety by reducing medical or medication errors. 

Keshta and Odeh (2021) explain that HRs can also benefit from EHR by saving 

costs and having a central place for providing medical data.  

 

According to Kuo et al. (2014), EHR can enhance the quality of care and increase 

patient satisfaction while assisting providers in delivering a higher quality of care 

to their patients. Furthermore, Menachemi and Collum (2011) argue that some 

of the opportunities associated with integrated EHR include being able to access 

medical data needed for patients’ treatments easily and being able to share and 

exchange health information with necessary actors. Similarly, Keshta and Odeh 

(2021) argue that EHR increases efficiency in health care delivery, which means 

that resources are not wasted, including supplies, equipment, ideas, and energy. 

Moreover, Menachemi and Collum (2011, p. 50) explain that the benefits of EHR 

include “increased utilisation of tests, reduced staff resources devoted to patient 

management, reduced costs relating to supplies needed to maintain paper files, 

decreased transcription costs, and the costs relating to chart pulls”.  

 

Summary of the most beneficial opportunities with EHR: 

• Improving healthcare quality (Carey et al., 2016), 

• Improving patient safety  (Keshta & Odeh, 2021), 

• Reducing medical or medication errors (Keshta & Odeh, 2021), 

• Lowering costs (Carey et al., 2016; Keshta & Odeh, 2021; Menachemi & 

Collum, 2011), 

• Increasing patient satisfaction (Kuo et al., 2014), 

• Easy access to medical data (Menachemi & Collum, 2011), 

• Increasing efficiency (Keshta & Odeh, 2021). 

 

2.4 Healthcare Digitalisation in Sweden 
 

According to Blix and Levay (2018), healthcare is one of the most extensive 

sections of the public budget, and Sweden is one of the countries that invest most 

in healthcare. Swedish healthcare is taking advantage of digitalisation. One 

example is “digitalisation makes it easier to use a technology that already exists, 

such as the self-dialysis at the Ryhov regional hospital in Jönköping, where 

patients receive ID cards and can control the times of their visits, exercising 

greater control over their treatment”. Another example is that patients can use 

several mobile applications (e.g. Kry and MinDoktor) to communicate with the 

various healthcare providers, which improves patients’ ability to control their 

treatments (Blix & Levay, 2018, p. 18). In connection with digital healthcare 
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meetings, public and private healthcare providers have opened up online clinics, 

which have been a time saver for healthcare providers (Ekman et al., 2019). 

 

Furthermore, Åhlfeldt (2008) explains that many different actors conduct 

Swedish healthcare, for example, public and private healthcare actors and home 

healthcare. To provide effective healthcare, all these healthcare actors and 

organisations need to interact with each other, including the patients. Therefore, 

one of the most central parts of Swedish healthcare is electronic health records.  

 

Information security in healthcare is extremely important. In healthcare, 

sensitive personal data is handled, and knowledge about information security is 

needed to protect confidential and sensitive data from unauthorised access. 

Therefore, security requirements need to be followed when handling sensitive 

personal data in Sweden. The Swedish Civil Contingencies Agency (MSB), 

Swedish Authority for Privacy Protection and National Board of Health and 

Welfare have presented a strategy for information security in healthcare. This 

strategy aims to create conditions for healthcare to be conducted with the right 

level of information security to meet the needs of citizens, patients, and society 

for transparency, participation, patient safety, and personal integrity. Examples 

of security requirements that need to be followed are The Health and Medical 

Service Act and The Patient Record Act (MSB, 2014).  

 

2.4.1 Framtidens Vårdinformationsmiljö and Millennium 
 

The healthcare industry has been rapidly changing towards digitalisation, which 

is also the case in the Region of Västra Götaland in Sweden. In 2017 the regional 

council decided on a common strategy for reorganising healthcare with 

integrated systems where patient information will be managed and 

communicated between various healthcare actors and organisations, called 

Framtidens vårdinformationsmiljö (FVM). Today’s healthcare environment 

contains many different systems that cannot communicate with each other, 

which causes problems with sharing information between specialist healthcare, 

primary care, municipal healthcare, and private care providers. As a result, the 

information is available but cannot be accessed by everyone who needs it. The 

objective of FVM is to offer accessible healthcare with high quality and to enable 

patient participation. Information security must be preserved within FVM, and 

previously mentioned requirements must be met. FVM will introduce a new, 

modern and common healthcare information environment that makes it easier 

for all actors in healthcare to collaborate (Vårdskiftet, 2021b). 

 

The central part of FVM is the new integrated medical record system 

Millennium, which will contain all vital patient information and allow access to 

the information to all necessary actors. Millennium is an international system 
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used by healthcare in 24 countries worldwide. In Sweden, the system is adapted 

to the health care needs in the Region of Västra Götaland and the Region of 

Skåne. There are a lot of information security requirements that need to be met 

when implementing Millennium, which has been challenging. Further, 

Millennium aims to develop region-wide information management by 

standardising terms and concepts. All information needed for or created in 

healthcare must be available to those who need it. Millennium will use the 

possibilities of digitalisation to provide the patients with safe and secure care 

adapted to the needs of the patients (Vårdskiftet, 2022).  

 

2.5 Related Research 
 

Plenty of research has focused on healthcare digitalisation and electronic health 

record systems. For example, Winge et al. (2015) write about the increased 

complexity within healthcare. One challenge is that a single patient may receive 

care from several care providers, which can result in situations with potentially 

incoherent and uncoordinated information. In addition, multiple healthcare 

processes for investigating, treating, and assisting a patient can be involved. 

Further, Winge et al. (2015) propose a solution in the form of a Coordination 

Hub, an integrated software service that can make communication between 

different healthcare providers easy. The Coordination Hub enables exchanging 

information with all necessary healthcare providers.  

 

Keshta and Odeh (2021) analyse the security and privacy of electronic health 

records and present concerns and challenges related to specifically integrated 

electronic health records. The research stresses that many governments have 

shown interest in using integrated electronic health records due to the expected 

benefits and presents these benefits. For example, the benefits are that 

integrated EHR increases efficiency in health care delivery, which means that 

resources are not wasted, including supplies, equipment, ideas, and energy. 

However, examples of the challenges presented in the research are security 

breaches like hacking, unauthorised access, and implementation costs. 

 

Another research related to the study is by Adavi Madhavi and Susan Lincke 

from 2018. The research focuses on the advantages and challenges of digital 

electronic health records and presents a risk assessment of electronic health 

records. The authors claim that breach of privacy, confidentiality and availability 

of health information are some of the risks associated with EHR (Madhavi & 

Lincke, 2018). Next, Smaradottir (2018) presents some major benefits and 

opportunities with electronic healthcare records and explains that EHR is the 

primary entity for sharing and analysing medical information for decision 

making and medical treatment, which aligns with the study because 

opportunities within EHR are presented and explained. 
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Several researchers have addressed the issue of challenges and opportunities 

within healthcare, where electronic healthcare record systems are the main topic. 

For example, the research from, e.g., Keshta and Odeh (2021), Madhavi and 

Lincke (2018), and Smaradottir (2018) focus on the challenges and opportunities 

related to information security within electronic healthcare record systems. 

Further, the research from Winge et al. (2015) focuses on the communication 

needs and information sharing between various healthcare actors, which is the 

interest of this study. However, none has focused on investigating information 

security challenges and opportunities within integrated electronic healthcare 

record systems where different healthcare providers can collaborate by accessing 

and exchanging all patient information. 

 

Various solutions for information sharing have been presented. For example, 

Winge et al. (2015) propose a solution in the form of a Coordination Hub, an 

integrated software service that can make communication between different 

healthcare providers easy. Furthermore, Neamah (2020) stresses the need to 

integrate electronic healthcare records to allow higher data availability and 

suggests a flexible data warehouse to build an integrated electronic health 

record. The research by Winge et al. (2015) and Neamah (2020) present 

solutions for integrating healthcare records. However, none has focused on 

investigating information security challenges and opportunities associated with 

integrated electronic healthcare record systems. 

 

Cashman et al. (2021) explain that an integrated electronic health record system 

facilitates a safer and more efficient healthcare service and presents an example 

of the successful integration of two disparate healthcare records in Australia. The 

research also brings up the benefits of the integration, such as that all relevant 

patient information integrated into one system is accessible to multiple actors. 

However, Cashman et al. (2021) research does not explore information security 

challenges with these integrated electronic healthcare record systems and 

focuses only on opportunities.  

 

In Sweden, the healthcare system is managed and run either by the regions, local 

authorities, or municipalities. In 2012, Swedish healthcare launched the service 

Journalen as the patient-accessible national electronic health record system. 

Journalen provides access to most of the various EHR systems used throughout 

Swedish healthcare organisations. Hence, the patients can access their health 

information regardless of which healthcare providers they have visited. 

However, the healthcare providers themselves do not see all the information that 

patients do (Hägglund & Scandurra, 2021). The approach made in Sweden to 

meet different care providers’ needs for integrated information is the National 

Patient Overview. Authorised healthcare providers can access patients’ 
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information with the National Patient Overview. However, it only provides an 

overview, so all information about the patient is not there (Öström Zetterman, 

2021). Furthermore, electronic healthcare records that enable information 

sharing between several healthcare actors have not been implemented 

sufficiently. The lack of integration within healthcare can result in missing the 

patient information, which can further lead to mistreatment. Challenges that 

remain in Sweden relate to differences in the implementation that lead to 

fragmentation and unequal access to information (Hägglund & Scandurra, 

2017).  

 

Although the Journalen interface is identical for all users, there are significant 

differences in how much information each healthcare provider gives access to, 

which causes that all relevant information may not be available to all necessary 

actors. Therefore, the ongoing project in the Region of Västra Götaland in 

Sweden, Framtidens vårdinformationsmiljö, FVM (Eng. The healthcare 

information environment of the future), is about reorganising healthcare with 

integrated systems where patient information will be managed and 

communicated between various healthcare actors and organisations. Today’s 

healthcare environment contains many different systems that cannot 

communicate with each other, which causes problems with sharing information 

between different healthcare providers. The objective of FVM is to offer 

accessible healthcare with high quality and to enable patient participation. The 

central part of FVM is the new integrated medical record system Millennium, 

which will contain all vital patient information and allow access to the 

information to all necessary actors (Vårdskiftet, 2021b). 

 

Another project, “Future Healthcare Information Systems” (FHIS), was carried 

out on behalf of the Region of Västra Götaland in Sweden, which recognised the 

current healthcare systems issues. For example, information systems used by 

different care providers do not communicate with each other, making it difficult 

for healthcare providers to fulfil their functions. The project’s vision was that 

healthcare providers must have access to effective collaborative information 

systems that support process-oriented care where the patient is an active co-

actor. Furthermore, the project aimed to develop a demonstrator that visualises 

a vision of how the information systems of the future should be designed. The 

demonstrator intended to show a new process-oriented way of working in 

healthcare where the patient’s active participation and effective communication 

between different healthcare providers are central. The project also aimed to 

show how various healthcare providers can work together to achieve positive 

effects, like increased quality. Moreover, the FHIS project showed a need to 

integrate different systems. There are some prerequisites when implementing 

this kind of solution. For example, changes in governance and responsibility are 

required, extensive standardisation work is needed, and information security 
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issues need special attention. This project laid the foundation for integrating 

different systems, including EHR (Åhlfeldt et al., 2016; Hedström et al., 2011). 

 

Based on the analysis of prior research and the scope of the problem, the research 

about information security challenges and opportunities associated with 

integrated electronic healthcare record systems is lacking. Consequently, the 

solutions for existing healthcare challenges presented in the previous research 

focus on how to integrate electronic healthcare record systems. The previous 

research does not provide an insight into information security challenges and 

opportunities with integrated electronic healthcare record systems. 
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3 Method 
 

When research and study are conducted, information and data within the field 

must be collected. To answer the research question, it is necessary to choose a 

method. Furthermore, a method enables to draw conclusions and present 

research findings. A method also enables analysis of the collected data, as well as 

an argument that new knowledge has been produced (Oates, 2006). This chapter 

presents the choice of method for the study and describes how the method will 

be implemented.  

 

3.1 Research Method  
 

When collecting information for a scientific study, there are two main methods: 

qualitative and quantitative methods. Data from direct field observations, open 

interviews, and written documents are analysed using a qualitative method. The 

qualitative method is based on unstructured and non-numerical data. In 

qualitative methods, the focus is on meaning and context, and the method aims 

to create a deeper understanding of attitudes and ideas that cause people’s 

actions, formulations, and decision-making (Patton, 2015). On the other hand, 

the goal of a quantitative method is to test theories, models, and hypotheses 

about natural phenomena. Quantitative methods emphasise that measurements 

are fundamental because they connect observation and formalisation of the 

model, theory, and hypothesis (Berndtsson et al., 2008).  

 

To get insight into the security challenges and opportunities with an integrated 

patient record system, the following research question was formulated: What 

information security challenges and opportunities are there with an integrated 

electronic health record system on a regional level? To answer the research 

question and achieve the purpose of the study, a qualitative method has been 

chosen because qualitative methods focus on meaning and context. The focus is 

to understand what security challenges and opportunities arise when using 

integrated patient record systems. This method was appropriate since qualitative 

research methods focus on creating a deeper understanding of the studied 

phenomenon. The healthcare industry includes many different actors that 

handle a massive amount of information, for example, patient information, 

which requires a deep understanding. Due to the gigantic information flow 

within healthcare, it is best to observe or question actors involved in the topic to 

get detailed insight into the studied phenomenon. Thus, the qualitative research 

approach has been chosen. 

 

Qualitative methods use explorative strategies such as case studies and 

phenomenological studies. The case study focuses on a specific problem that 
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needs investigation and aims to gain detailed insight into the problem (Oates, 

2006). Hence, to achieve the purpose of the study, a case study has been chosen 

as the overall strategy for data collection. A case study focuses on what is to be 

investigated, and the case is analysed in detail using different data collection 

methods (Oates, 2006). Various aspects need to be considered when using case 

studies. One aspect that is important to consider is to go through existing 

research and literature to create an understanding of what is to be investigated 

before the work within the case study continues, as is the case with all research 

(Webster & Watson, 2002). Another aspect of the case study is conducting 

interviews, which are considered the most common step in the case study 

(Patton, 2015). The study focuses on getting insight into security challenges and 

opportunities with an integrated patient record system, which requires the case 

to be investigated in detail. Therefore, the case study was chosen as the research 

strategy. A case study is particularly suitable in situations where understanding 

the context is important. For example, a case study is preferred in areas with little 

knowledge of how and why something is important and where individuals’ 

experiences are critical (Williamson et al., 2002). The new integrated electronic 

healthcare system Millennium has not been investigated in detail, and there is 

not much research focused on a regional level, therefore the case study was 

suitable to use. Other strategies were not appropriate to use. However, the survey 

could be used to obtain information about challenges and opportunities with 

integrated health record systems, but it would not result in the desired level of 

detail in the empirical data. 

 

3.2 Data Collection  
 

To address the problem and collect relevant data for the study, interviews have 

been chosen as a technique for data collection. There are several different types 

of interviews. Further, to get answers about security challenges and 

opportunities within integrated electronic health records, semi-structured 

interviews with security officers for municipality and region, system designers, 

and security officers responsible for the planning, and likewise, have been chosen 

as data collection methods. When collecting data about security challenges and 

opportunities, it is essential that the interview is open and experienced as a 

conversation to make respondents comfortable speaking about security 

challenges and opportunities. Semi-structured interviews also make the 

respondent feel safe and comfortable, which is appropriate for collecting 

information about security challenges and opportunities within integrated 

electronic health records.  

 

To investigate what information security challenges and opportunities exist with 

an integrated electronic health record system on a regional level, semi-structured 

interviews with security officers for municipality and region, system designers, 
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and security officers responsible for the planning, and likewise, were conducted. 

As a result, five respondents from the project FVM have been chosen to 

understand better security challenges and opportunities with integrated 

electronic health record systems. A selection has been made where the 

respondents must have been involved in the information security work with 

Millennium. All respondents are from the Region of Västra Götaland (regional 

level). The interviews lasted approximately 40 minutes to collect sufficient 

relevant data, and the interviews were recorded. Questions for the interviews 

were designed based on the literature search presented in the background. All 

interviews were conducted remotely using the meeting tools Zoom and Microsoft 

Teams. 

 

The interviews were conducted using an interview guide (Appendix A), which 

served as a list of topics addressed during all interviews. The interview guide 

enabled flexibility and ensured that all main topics were addressed. 

Formulations of questions for the interview guide were not so specific to 

encourage flexibility and not limit new ideas that may arise from the collection 

of data during the interviews. To achieve the desired level of detail of the results, 

the interviews were conducted with five respondents on a regional level. All 

respondents are from the Region of Västra Götaland and are responsible for 

Millennium’s information security. Table 1 provides an overview of respondents 

who have contributed to the study. 

 

Table 1. Overview of the respondents. 

Respondent   Work role and relevance to FVM 

Respondent 1 (R1) IT manager and implementation responsible  

Respondent 2 (R2) Doctor and program owner 

Respondent 3 (R3) Quality manager and implementation responsible 

Respondent 4 (R4) Digitalisation strategist and implementation 

responsible 

Respondent 5 (R5) Data Protection Officer and attends FVM meetings 

 

Every respondent was chosen based on their work role within project FVM and 

Millennium. The selection that respondents must be involved in the project was 

made because the project Millennium is about an integrated electronic 

healthcare record system and is focused on a regional level. It was also important 

that respondents work with the information security part to have an opinion 

about security challenges and opportunities within the Millennium system. 

Respondent 1 (R1) is the IT manager and is responsible for implementing FVM. 

Next, Respondent 2 (R2) is the program owner for the FVM project. 

Furthermore, Respondent 3 (R3) is the quality manager and implementation 
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responsible for FVM. Respondent 4 (R4) is the digitalisation strategist and 

implementation responsible. Finally, Respondent 5 (R5) is Data Protection 

Officer who attended FVM meetings. 

 

The study focuses on collecting data and understanding what information 

security challenges and opportunities exist with an integrated electronic health 

record system on a regional level. The case study collected detailed data and 

gained deep insights into the chosen topic. Furthermore, with the help of the 

respondents who participated in the study, it was possible to collect deep insights 

and opinions about integrated electronic health record systems from the key 

people from the Millennium’s team. 

 

3.3 Data Analysis 
 

To analyse the collected data, transcription of the interviews was chosen as the 

first step in preparing the data for analysis. The transcription provided an overall 

understanding of the collected data, which was further analysed using coding to 

identify themes and patterns in the data. Preece et al. (2016) suggest that the 

coding should be done iteratively by going through the material, and coding 

(marking, highlighting) is based on what is in the focus of the study. Open coding 

is a process where data is discovered through its properties or categories, and the 

process is similar to categorisation, which is suitable for finding details in the 

data. The purpose of the analysis is to identify properties of relevant categories 

and then use these as a basis for constructing a theory.  

 

Data collected from the interviews have been further analysed based on a 

deductive analysis (Preece et al., 2016). Analysis processes began with 

transcripts of recordings from the interviews to get an overall impression of the 

data and look for patterns. Furthermore, the collected data was reduced to 

smaller and more manageable units by excluding things from the transcripts that 

were irrelevant to the study. The exclusion was made using open coding. The 

coding analysis began by going back to the purpose of the study and creating a 

coding scheme with predefined codes and themes such as challenges, 

opportunities, integrated electronic healthcare record systems, healthcare 

digitalisation, and information security within healthcare. The codes were 

identified according to different themes that emerged in the interviews. The goal 

of the codes was to find patterns in the data. When a code appeared in the 

collected data, the context was analysed. Then, a pattern was identified if 

similarities between these contexts were found. It was possible to get an overview 

and understand the collected data better by identifying patterns. Furthermore, 

the data from all transcripts were divided into specific themes to make it easier 

to compile a result. Figure 1 shows examples of the analysis with open coding, 
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categories, and themes. Finally, the interview analysis was done by comparing 

existing and relevant research to the empirical data. 

 

 

Figure 1. Example of the analysis with open coding, categories, and themes. 

 

3.4 Research Ethics 
 

When conducting research, there are guidelines and principles to follow. 

Research ethical considerations deal with principles related to data collection, 

mainly if the data collection contains information about people. In addition, 

research ethics requires openness regarding methods and results. There are four 

general ethical principles and main requirements for research: the information 

requirement, the consent requirement, the confidentiality requirement and the 

utilisation requirement (Vetenskapsrådet, 2017). 

 

Before the interview, the respondents were informed about the purpose of the 

study and the purpose of the interview, which is to collect data and understand 

what information security challenges and opportunities exist with an integrated 

electronic health record system on a regional level. According to the information 

requirement, the respondents were informed that it is optional to participate in 

the study and that they have the right to cancel their participation. 

Vetenskapsrådet (2017) explains that it is important to inform all respondents 

about all study elements that may affect their willingness to participate in the 

study according to the information requirement. 

 

Respecting the consent requirement, the respondents were informed about their 

rights, such as the right to anonymity, the right to cancel the interview, and the 
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right not to answer questions that feel inappropriate. Further, according to the 

consent requirement, the respondents were informed about their right to decide 

about their participation and thus the right to withdraw from the study whenever 

they want, which means that all data collected about them will be deleted. 

Finally, the respondents were also informed that they have the right to receive 

the report when it is ready (Vetenskapsrådet, 2017). 

 

Lastly, according to the confidentiality requirement and the utilisation 

requirement, participating respondents were informed that all data collected 

during the interview is confidential, i.e. the data will only be used for the purpose 

of the study and will not be published anywhere (Vetenskapsrådet, 2017). With 

the respondents’ oral consent, the interviews were recorded and finally 

transcribed to be analysed. The recordings from the interviews were stored 

locally on the computer. Also, the recordings have not been used for purposes 

other than those specified in this chapter. After transcribing the interviews, the 

audio files were deleted to avoid saving personal data more than necessary. 
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4 Results  
 

This chapter will describe and analyse the results of implemented methods. The 

study aims to get insight into the security challenges and opportunities with an 

integrated patient record system. Therefore, the following research question was 

formulated: What information security challenges and opportunities are there 

with an integrated electronic health record system on a regional level? To answer 

the research question and achieve the purpose of the study, a qualitative method 

has been chosen, and semi-structured interviews have been conducted to collect 

relevant data. Thus, the following subheadings are designed according to 

different themes that arose from the interviews and literature search from the 

background. 

 

4.1 Identified Opportunities  
 

With the help of the chosen method and the analysis of the results, several 

opportunities within integrated electronic healthcare records are identified. The 

opportunities are categorised as healthcare digitalisation, information security 

in healthcare and EHR, and Framtidens Vårdinformationsmiljö and 

Millennium. 

 

4.1.1 Healthcare Digitalisation  
 

According to the collected data, digitalisation within healthcare can be used to 

store and share patient information. As a result, all respondents believe that 

digitalisation contributes to better care. For example, Respondent 1 (R1) explains 

that the advantages of healthcare digitalisation are that the care becomes much 

more accessible, and healthcare providers are not dependent on time and space. 

Patients can request anything by contacting healthcare twenty-four-seven, and 

the healthcare providers can take care of that. Further, R1 explains that 

digitalisation also brings benefits to healthcare providers. R1 continuous: 

 

“From the healthcare perspective, we have the opportunity to staff differently. 

For example, we can also get help from staff at a distance. For example, we 

can use staff who have retired and feel that they have the strength, energy and 

will to work and then they can work from home and take video patients, 

which can reduce the healthcare burden. So, this is a way for employers to 

offer opportunities for those who feel they could work remotely. It is a win-

win situation for patients in general.” (R1) 

 

Respondent 2 (R2) describes digitalisation as everything from using technical 

solutions to defining a new way of delivering care. R2 explains that healthcare is 
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an incredibly information-intensive organisation where information is handled 

and shared between many different actors, the patients themselves, their 

relatives, and care providers. Therefore, R2 argues that there is no possibility of 

creating safe healthcare without fully utilising digitalisation and technology. 

“Digitalisation is a prerequisite for me to receive sensible care when I get older 

and ill” (R2). Furthermore, Respondent 3 (R3) agrees with R1 by explaining that 

the advantages of digitalisation can be used to minimise the lack of competence 

within healthcare. R3 explains: “I see digitalisation as an enabler to sometimes 

replace a healthcare staff performing various activities, for example, 

administrative tasks.” Respondent 4 (R4) also speaks about the advantages of 

digitalisation. R4 argues that healthcare, like most other industries, can benefit 

significantly from digitalisation. Digitalisation gives opportunities to deliver a 

high standard of care. The reason is that with more stored and analysed data, 

patients get better prevention and care. Respondent 5 (R5) adds that 

digitalisation means task simplification for healthcare providers and patients. 

For example, a digital medication dosage reminds and helps patients take their 

medication, which does not require help from medical staff. Another example 

where digitalisation can benefit is in hard-to-reach areas. R5 explains that 

camera surveillance can be placed in hard-to-reach areas to check when different 

alarms come. Using camera surveillance can prevent waste of resources in cases 

of false alarms. 

 

4.1.2 Information Security in Healthcare and EHR 
 

Information is critical in supporting healthcare providers to deliver care and 

carry out their activities. Therefore, it is crucial to keep this information safe. 

When discussing information security in healthcare, all respondents define 

information security as protecting and securing confidentiality, integrity, and 

availability of patient information. Furthermore, most respondents mention that 

patient safety and patient privacy must be preserved. R1 explains that healthcare 

takes information security seriously: “Today, there are logs and controls, so we 

have drastically increased security compared to before”. R1 explains further that 

there is two-factor authentication for all healthcare providers and patients using 

BankID. Moreover, R2 thinks that “we must understand digitalisation’s 

challenges. We must understand the system’s construction in purely technical 

and programming terms while understanding legislation and regulations. The 

most important thing is to ensure that we use the available technology.” 

 

Regarding information security in healthcare, R3 agrees with R1 and believes 

that two-factor authentication for all healthcare providers prevents 

unauthorised persons from accessing patient information. In addition, R3 adds: 

“we must be aware that information needs to be protected. We must be careful 

how and where we use the information.” However, R4 explains that healthcare 



 

 

23 

must follow laws to ensure information security and protect patients’ privacy, 

e.g., the Act of Patient Data, the Act on Healthcare Records and GDPR. 

 

All respondents define electronic healthcare records (EHR) similarly. For 

example, R1 defines an EHR as a healthcare information system because “I think 

it should contain all the information about the patient and all this information 

must be possible to access when needed”. Furthermore, R2 defines EHR as the 

total amount of information about an individual’s health and care. In addition, 

R2 argues that electronic health records collect information and data about 

patients’ health, illness, and care and then present it to different users. 

 

Similarly, R3 explains that when healthcare switched to electronic records, old 

paper records were uploaded to different systems, making it difficult to read and 

find information. However, the advantages of EHR are that “you do not have to 

be physically where the patients’ records are, and several actors can log in the 

same EHR simultaneously and use it.” Furthermore, R4 explains that EHR is a 

system where all information about one patient is stored. This information can 

further be accessed by authorised healthcare professionals when needed. 

 

Further, R1 explains that EHR contains sensitive information and to prevent 

unauthorised access, Swedish healthcare uses a SITHS card. Using a SITHS card 

when logging in to a computer system, the requirements for secure identification 

from the Patient Data Act are met. Also, patient information is encrypted when 

shared electronically between different healthcare actors. 

 

4.1.3 Framtidens Vårdinformationsmiljö and Millennium 
 

When discussing Framtidens vårdinformationsmiljö, FVM (Eng. The healthcare 

information environment of the future), all respondents see a lot of opportunities 

and benefits. For example, R1 argues that FVM, especially Millennium, can 

increase efficiency because different actors won’t need to do the same analysis 

and examinations. R1 explains that every healthcare actor will have access to the 

same information, which will improve healthcare quality. FVM will include all 

health information like calendar, visit fees, health record documentation, etc. 

“The most important opportunity Millennium brings is access to all medical 

notes” (R1). All respondents agree with R1. For example, R2 explains that the 

most significant benefit is that every healthcare provider in the region will have 

the same system. “Today, we have one system in the hospitals and another in the 

health centres, our private providers have different systems, and our 

municipalities have other systems. Now we will all work in the Millennium, and 

the information will be gathered in one place”, explains R2. Further, R3 agrees 

and explains that having the same system will simplify writing medical notes, 
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and healthcare providers won’t need to write the same notes in different systems, 

as is the case today.   

 

R1 explains that what is especially good about FVM and Millennium is that all 

healthcare actors in the Region of Västra Götaland will share medical data. FVM 

will collect all patient documentation in the same system, and all healthcare 

actors will be able to read about all treatments that a patient did. Using 

Millennium, missing information that could lead to incorrect assessments and 

decisions will be avoided. R1 argues: “You get a complete picture of the patient. 

Due to patient safety, all healthcare providers need to have the same information 

when treating the patient, which will be enabled in Millennium” (R1). 

Additionally, R2 adds: “Millennium, the same system for all healthcare 

providers, will make manual information sharing disappear. The biggest 

opportunity is getting a total amount of patient information in one place”. 

 

Another opportunity with Millennium is simplifying contact with the patients 

when documenting. R3 explains that double documentation will disappear. The 

patients won’t need to describe their issues several times to different healthcare 

actors because everything will be stored in the same system. Simplifying contact 

with the patients will make healthcare more secure because all critical 

information will be accessible for healthcare providers to complete their 

assessments of the patients. In addition, R3 argues that another opportunity with 

Millennium is standardisation. Every healthcare actor in the region will 

document in the same way; routines and guidelines for the documentation will 

exist to make healthcare more equal. Finally, R5 explains that involvement and 

communication will be uncomplicated with integrated EHR. R2 agrees: 

 

“The overall opportunity for healthcare in the Region of Västra Götaland is 

offering the region’s patients cohesive and more accessible healthcare with 

higher quality.” (R2) 

 

4.2 Identified Challenges  
 
With the help of the chosen method and the analysis of the results, several 

challenges within integrated electronic health records are identified. The 

opportunities are categorised as healthcare digitalisation, information security 

in healthcare and EHR, and Framtidens Vårdinformationsmiljö and 

Millennium. 

 

 

 

 



 

 

25 

 

 

4.2.1 Healthcare Digitalisation  
 

Despite all the opportunities with healthcare digitalisation, some respondents 

recognised several disadvantages. For example, R1 points out that certain 

patients today do not prefer digitalisation. The reason is that they may not be 

interested in digitalisation or have a disability or difficulties that make it 

challenging to understand. Further, R2 mentions that information security 

within healthcare digitalisation can be challenging to maintain. Another example 

that R2 mentions is that digitalising can make healthcare impersonal because 

most healthcare appointments will be online. 

 

Moreover, R3 agrees with R1 and means that digitalisation can be challenging 

for some patients. Digitalisation does not suit everyone, and not everyone has 

the opportunity as a patient to use digital tools. R3 also believes that there are 

deficiencies in quality and patient safety in digital care as some doctors lack 

general IT skills. Further, R4 describes that some challenges within healthcare 

digitalisation can be information loss or disclosure and other types of 

cyberattacks. 

 

“There are challenges with digitalisation in healthcare, for example, 

maintaining information security. But history shows that we as humans are 

good at adapting and learning to use advantages and avoid disadvantages.” 

(R2) 

 

4.2.2 Information Security in Healthcare and EHR 
 

Most respondents recognised potential information leakage threats caused by 

cyberattacks regarding information security challenges in EHR. The reason is 

that information sharing between different healthcare providers today is 

managed both electronically and manually. R1 stresses: “When the medical 

information is shared manually, for example, via fax and letter, between different 

healthcare actors, the information security is not handled”. R2 also explains that 

a lot of healthcare information is still shared manually via fax. According to R1 

and R2, it is too difficult to maintain security when medical information is shared 

manually. In addition, R3 confirms that sending medical notes via fax is unsafe 

because fax machines are advanced, and the information may be stored in the 

fax machines. Contrary, R5 argues that sending patient information via e-mail 

can also be insecure depending on what e-mail servers are used. R5 explains that 

it is challenging to determine how patient information should be shared between 

healthcare providers to remain secure. 
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R1 explains that it is challenging to follow the Patient Data Act in today’s 

electronic health records. According to the Patient Data Act, healthcare 

providers have permission to read medical notes from the same healthcare actor. 

But, if they need to read the health record’s notes from other healthcare actors, 

they must ask the patient for permission. Getting the patient’s consent takes time 

because healthcare providers must register that they have requested the patient’s 

permission and explain how they have agreed to provide access to the notes.  

 

“The biggest security challenge today is that we don’t have access to all 

patient information. We don’t share the same EHR system, but we all use 

different systems.” (R3) 

 

R2 agrees with R1 and explains that the most challenging part of information 

security in healthcare and EHR is following different laws and regulations. R2 

describes that there are, for example, the Patient Data Act and GDPR that 

healthcare providers must follow. Further, R2 explains that following several 

laws and regulations is challenging and gives the following example: “If you come 

to the emergency room unconscious, according to the patient safety, a doctor 

needs to know what medication you are taking. But, on the other hand, 

medication can point to what diagnoses you have. Revealing these diagnoses can 

mean a breach of privacy and integrity”. R2 stresses that laws and regulations 

must help maintain information security in healthcare and EHR and explains the 

issue: “As a doctor, I should have access to the information needed to provide 

safe care. But unfortunately, I have come across authorities who work with 

security legislation who think the opposite.” R5 explains that law is challenging 

because there can be different assessments of the law. Furthermore, according 

to R5, the most significant information security challenge within healthcare 

today is the human factor. One challenge is to make organisations and the 

management understand that information security is ongoing work and that staff 

needs to be educated constantly. 

 

Additional information security challenges that R5 mentions are ensuring that 

integrated electronic health record systems can prevent unauthorised access and 

that the correct permissions are assigned to the medical staff. It is challenging 

for everyone who uses the system to understand how to prevent unauthorised 

access and give permissions work. 

 

Another aspect of information security in healthcare and integrated EHR that R3 

describes is when there is a connection to Cloud services. Unfortunately, the 

Swedish laws and regulations make it challenging to use Cloud services. 

Furthermore, work overload within healthcare makes it challenging to bring 

awareness about information security. Therefore, healthcare providers must get 
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educated about information security. It is essential to bring awareness and 

explain that information must be protected and carefully managed. Further, R4 

explains the same aspect of information security challenges. For example, R4 

mentions that it is necessary to use Cloud services to access patients’ information 

through different devices. However, Cloud services can bring information 

security challenges like information leakage. 

 

4.2.3 Framtidens Vårdinformationsmiljö and Millennium 
 

When it comes to information security regarding FVM and Millennium, all 

respondents mention that it is complicated to follow Swedish laws and 

regulations. For example, R1 points out: “We have the same patients in the 

region, and all of us need to share the patient information, which the Patient 

Data Act does not accept”. In addition, R1 explains that Millennium providers 

must follow Swedish laws and regulations, which has been challenging. 

Furthermore, R2 explains that following the Swedish laws and regulations is 

challenging for FVM and Millennium because there are many different 

interpretations of the existing laws. 

 

According to R1, it can also be challenging to maintain information security in 

Millennium because healthcare providers will be able to read more medical notes 

than they have the right to do. Therefore, controlling who gets access to sensitive 

patient information and medical notes is not easy. R1 describes that Swedish 

legislation requires randomly checking 10% of all employees who access medical 

notes. In addition, R1 argues that in the Millennium, these check-ups should be 

increased to at least 50% because every healthcare provider in the region will 

have access to the Millennium. Furthermore, R2 thinks the same way and 

stresses a lack of educated staff that can take care of information security within 

Millennium. R2 explains that a massive amount of information will be stored in 

Millennium. Because of that, R2 discusses: “It will be challenging to ensure good 

technical security solutions and administrative security solutions, i.e., assigning 

authorisations the right way and keeping track of our staff”. Maintaining 

patients’ trust is also challenging because a single information leakage can 

sabotage the trust. In addition, R2 explains that ensuring guiding principles for 

healthcare providers and information security responsible, i.e., routines, 

guidelines, and policies is essential. The reason is that many information security 

risks are not in the system but in the people who use them, R2 explains. 

Moreover, R3 mentions the same challenge and explains that ensuring guiding 

principles and regulations is challenging. Defining these regulations is 

challenging because determining who can access what information and getting 

patients’ consent is difficult and time-consuming. 
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R3 mentions other challenges with FVM and Millennium. For example, one 

challenge is using Cloud services. The reason is that an American supplier 

delivers Millennium, and it is not allowed by Swedish laws to have servers 

outside Europe. Further, it has been challenging to maintain information 

security within the Millennium and design the system according to Swedish laws, 

regulations, and even GDPR. Again, R3 and R4 explain that the reason behind 

this challenge is that Millennium servers are based outside of Sweden. An 

additional security challenge for FVM and Millennium that R5 mentions is 

ensuring that laws and regulations are clearly understood to be able to make 

demands for the system’s supplier. 

 

The FVM and Millennium will enable information access, and all patient 

information will be gathered in the same database. However, R5 points out that 

the most difficult challenge is ensuring that correct permissions to sensitive 

information are assigned. R5 also stresses that one significant challenge is 

making the management of FVM understand that information security is 

ongoing work and needs to be taken care of constantly. 

 

4.3 Summary of the Results 
 

From the analysis of the primary studies, several challenges and opportunities 

within integrated electronic health records were identified. Table 2 below 

summarises and compares identified opportunities from related research 

presented in the background and opportunities from the results of the empirical 

research. For example, opportunities identified in the existing research are 

improving healthcare quality and patient safety, reducing medical or medication 

errors, lowering costs, increasing patient satisfaction, easy access to medical data 

and healthcare, and increasing efficiency. Furthermore, some of these 

opportunities appear in the results of the empirical research. For example, easy 

access to medical data and improving healthcare quality are also frequently 

mentioned in the results of empirical research. 

 

An additional opportunity from the results of the empirical research is equal 

healthcare for everyone, meaning that integrated electronic healthcare record 

Millennium can enable access to the same information to all necessary actors. 

Moreover, respondents of the empirical research mentioned an opportunity to 

staff differently, meaning getting help from retired staff at a distance. 

Furthermore, standardisation is also identified as an opportunity because every 

healthcare actor in the region will document in the same way, where routines and 

guidelines for the documentation will exist. 
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Table 2. Summary of the research results, opportunities. 

Identified opportunities Existing research Empirical research  

Easy access to healthcare  x x 

Easy access to medical data x x 

Easy information sharing x x 

Equal healthcare   x 

Improving healthcare quality x x 

Improving patient safety x  

Increasing efficiency x x 

Increasing patient satisfaction x  

Lowering costs  x  

Opportunity to staff differently  x 

Reducing medical or medication 

errors 

x x 

Standardisation   x 

 

Table 3 below summarises and compares identified challenges from related 

research presented in the background and challenges from the results of the 

empirical research. For example, challenges identified in the existing research 

are the compromise of confidentiality, integrity, and availability, security 

breaches like hacking and unauthorised access, poor usability, functionality, and 

performance, gaining patients’ trust or patient’ acceptance of EHR and medical 

data documentation in free text. In addition, using integrated electronic 

healthcare record systems and maintaining information security is seen as a 

challenge. Furthermore, as the table shows, some of the challenges appear in the 

results of empirical research. However, there are additional challenges identified 

in the results of empirical research. For example, one challenge is that some 

medical staff lack general IT skills making it difficult to use the systems correctly. 

When it comes to the integrated patient record system Millennium, the most 

complicated challenge identified is following the Swedish laws and regulations. 

Furthermore, using Cloud services for EHR is recognised as a challenge for 

Millennium.  

 

Table 3. Summary of the research results, challenges. 

Identified challenges Existing research Empirical research  

Assigning correct permissions  x 

Compromise of confidentiality, 

integrity, and availability 

x x 
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Following the Swedish laws (the 

Act of Patient Data and GDPR) 

 x 

Gaining patients’ trust x x 

Getting management’s support 

for information security 

 x 

Lack of IT skills  x 

Maintaining information 

security  

x x 

Medical data documentation in 

free text 

x  

Poor usability, functionality, and 

performance 

x  

Security breaches like hacking 

and unauthorised access 

x x 

Using Cloud services for EHR  x 
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5 Discussion 
 

This chapter will discuss the results in relation to the previous research, 

implementation approach, and ethical and societal concerns. Identified 

opportunities and challenges will be compared and discussed. Furthermore, a 

discussion about how implementation and selected methods impacted the 

results will also be included. Finally, the research will be discussed in terms of 

ethical and societal issues. 

 

5.1 Previous Research and Results 
 

Analysing the primary studies and related research, several challenges and 

opportunities within integrated electronic health records were identified. For 

example, opportunities identified in the existing research are improving 

healthcare quality (Carey et al., 2016) and patient safety (Keshta & Odeh, 2021), 

reducing medical or medication errors (Keshta & Odeh, 2021), lowering costs 

(Carey et al., 2016; Keshta & Odeh, 2021; Menachemi & Collum, 2011), 

increasing patient satisfaction (Kuo et al., 2014), easy access to medical data and 

healthcare (Menachemi & Collum, 2011), and increasing efficiency (Keshta & 

Odeh, 2021). Furthermore, some of these opportunities appear in the results of 

the empirical research. For example, easy access to healthcare is also frequently 

mentioned in the results of empirical research by several respondents. Moreover, 

easy access to medical data and easy information sharing are explained by most 

respondents, which aligns with Menachemi and Collum’s (2011) research.  

 

Carey et al. (2016) explain that integrated electronic health records are effective 

and have benefits such as cost reduction and improved healthcare quality. 

Furthermore, Keshta and Odeh (2021) argue that integrated EHR increases 

efficiency in health care delivery, which means that resources are not wasted, 

including supplies, equipment, ideas, and energy. Similarly, R1 argues that FVM, 

especially Millennium, can increase efficiency because different actors won’t 

need the same analysis and examinations. R1 explains that every healthcare actor 

will have access to the same information, which will improve healthcare quality.  

 

An opportunity with integrated electronic health records is standardisation. R3 

argues that every healthcare actor in the region will document in the same way; 

routines and guidelines for the documentation will exist to make healthcare more 

equal. Enabling equal healthcare does not appear in previous research. Other 

differences that are identified in empirical research when it comes to 

opportunities are standardisation and opportunity to staff differently. On the 

contrary, opportunities identified only in previous research are improving 

patient safety, increasing patient satisfaction, and lowering costs. 
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Challenges identified in the existing research are the compromise of 

confidentiality, integrity, and availability, security breaches like hacking and 

unauthorised access, and poor usability, functionality, and performance 

(Madhavi & Lincke, 2018). Furthermore, gaining patients’ trust or acceptance of 

EHR (Keshta & Odeh, 2021; Kuo et al., 2014; Perera et al., 2011) and medical 

data documentation in free text (Smaradottir, 2018) are also identified as 

challenges. In addition, some of these challenges are identified in empirical 

research, for example, security breaches like hacking and unauthorised access. 

Most respondents recognised potential information leakage threats caused by 

cyberattacks regarding information security challenges in EHR. The reason is 

that information sharing between different healthcare providers today is 

managed both electronically and manually. Moreover, R3 explains that ensuring 

guiding principles and regulations is challenging. Defining these regulations is 

challenging because determining who can access what information and getting 

patients’ consent is difficult and time-consuming. Gaining patients’ trust and 

consent aligns with Keshta and Odeh’s (2021) research, explaining that some 

challenges have negatively impacted patients’ choices to provide access. 

 

In healthcare, some laws and regulations govern how the information must be 

stored and handled. In Sweden, for example, there is the Patient Data Act that is 

applied to caregivers’ processing of personal data in healthcare. Furthermore, 

GDPR also controls the handling of patient data. The Patient Data Act regulates 

how personal data must be handled in healthcare and complements the GDPR 

(Patientdatalag, 2008:355). All respondents categorised following the GDPR in 

the FVM project as challenging because the provider of Millennium is based 

outside of Europe. Moreover, some differences identified between empirical 

research and previous research regarding challenges are getting management’s 

support for information security and assigning correct permissions. In addition, 

lack of IT skills is also a difference as it is mentioned only by some respondents. 

Furthermore, a difference in the result is that some respondents said using cloud 

services for EHR is a challenge, which does not appear in the previous research 

because this was excluded from the study. 

 

5.2 Methods and Implementation 
 

To get insight into the security challenges and opportunities with an integrated 

patient record system, the following research question was formulated: What 

information security challenges and opportunities are there with an integrated 

electronic health record system on a regional level? To answer the research 

question and achieve the purpose of the study, a qualitative method has been 

chosen because qualitative methods focus on meaning and context. The focus is 

to understand what security challenges and opportunities arise when using 
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integrated patient record systems. This method was appropriate since qualitative 

research methods focus on creating a deeper understanding of the studied 

phenomenon. The healthcare industry includes many different actors that 

handle a massive amount of information, for example, patient information, 

which requires a deep understanding. Due to the gigantic information flow 

within healthcare, it is best to observe or question actors involved in the topic to 

get detailed insight into the studied phenomenon. Thus, the qualitative research 

approach has been chosen. 

 

The case study collected detailed data and gained deep insights into the chosen 

topic. Furthermore, with the help of the respondents who participated in the 

study, it was possible to collect deep insights and opinions about integrated 

electronic health record systems from the key people from the Millennium’s 

team. The study examined only information security challenges and 

opportunities with an integrated electronic health record system on a regional 

level. Further, the study focused on integrated electronic health record systems, 

with Millennium as the leading example. Even though the study used 

Millennium as the leading example, the results can generally be applied to 

integrated electronic health record systems. 

 

The FVM is an ongoing project which made it challenging to get more than five 

interviews, but it was still possible to obtain sufficient information to answer the 

research question. Further, the FVM is still in progress and the interviews were 

conducted only with people who are involved in the implementation of the 

project, which affected the results of the study. The results are from the FVM’s 

perspective, and it was not possible to include end-users’ opinions. The results 

would have been different if the end-users’ perspectives were included. For 

example, other possible opportunities and challenges related to the use of the 

Millennium system would be identified. Also, if more respondents were 

included, it would provide the study with much more detail. However, the 

collected data with the help of the interviews have been compared with existing 

research and this comparison means that the study is both empirically and 

theoretically based. 

 

5.3 Ethical and Societal Aspects  
 

When conducting scientific research and study, it is essential to think about 

ethical aspects and follow ethical principles. Since the study is primarily based 

on interviews, it was important to inform all respondents regarding their rights 

and about the study. The study has considered research ethics that deal with 

principles related to data collection because the data collection contains 

information about people and organisations. The study has been carried out in 

accordance with four general ethical principles and the main requirements for 
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research that the Swedish Research Council recommends. The four applied 

principles are the information requirement, the consent requirement, the 

confidentiality requirement, and the utilisation requirement (Vetenskapsrådet, 

2017). Before the interview, the respondents were informed about the purpose 

of the study and the purpose of the interview, which is to collect data and 

understand what information security challenges and opportunities exist with an 

integrated electronic health record system on a regional level. It was important 

to apply the research ethics principles because it created a sense of security 

among the participants in the study, which contributed to the participant’s 

willingness to share their opinions.  

 

All respondents categorised following the GDPR in the FVM project as 

challenging because the provider of Millennium is based outside of Europe. 

There are laws and regulations regarding storing and managing personal data, 

in this case, patient data, which FVM and Millennium struggle to fulfil. 

Healthcare and FVM should address these challenges in the way that serves the 

patients best. One respondent mentioned that FVM must think about whether to 

follow the laws or not because the benefits to the patients are many. However, 

choosing not to follow the laws can potentially bring ethical dilemmas. For 

example, one respondent mentioned that the laws exist for a reason and that 

healthcare must follow those because they ensure patient privacy. According to 

the respondent, Millennium can't follow the GDPR, and the system must be 

adapted to the Swedish legislation and the Swedish way of working.  Since laws 

and regulations can change, ethical guidelines can help set the pillars for a 

successful transformation in the healthcare industry. 

 

As the results show, there are many benefits and opportunities with Millennium, 

but there are also challenges which can potentially have consequences. For 

example, if Millennium fails to follow these laws, patient safety risks could arise. 

One example of these risks is incorrect medication dosage (Vårdskiftet, 2022). 

In this case, the FVM project and implementation of Millennium have come a 

long way, and the results show many benefits for the patients and healthcare. 

Therefore, it is important to make procurements and consider the benefits for 

patients. Changing the laws in the direction that is in the best interest of the 

patients can be one solution to the problem. The reason is that the law is 

sometimes not nimble enough to support patient-centred care and respect for 

patients’ best interests. 

 

From a societal aspect, the study has created benefits because the results are 

helpful in reality and can be used to develop an integrated EHR. In addition, the 

result gives a good overview of what is important to think about when 

implementing and using integrated electronic health records. The results are 

beneficial to a variety of parties. For example, the results can benefit the 
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developers of integrated electronic health record systems in understanding what 

challenges and opportunities related to information security exist. Moreover, the 

results can help developers know what to consider and focus on when developing 

integrated electronic health record systems. Finally, the work can benefit the 

project FVM and Millennium. For FVM, it is crucial to get a proper insight into 

information security challenges and opportunities to implement the integrated 

patient record system in a patient-safe manner, which the results have provided. 
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6 Conclusion 
 

The study aimed to investigate the information security challenges and 

opportunities with an integrated patient record system on a regional level. This 

study has contributed to an increased understanding of information security 

challenges and opportunities with integrated patient record systems. As a result, 

several challenges and opportunities were identified. Some of them were 

identified from the previous research, and some emerged from the empirical 

study. In conclusion, identified opportunities with integrated patient record 

systems are easy access to healthcare, easy access to medical data, and easy 

information sharing. Furthermore, other opportunities are equal healthcare, 

improving healthcare quality, improving patient safety, increasing efficiency, 

increasing patient satisfaction, lowering costs, the opportunity to staff 

differently, reducing medical or medication errors, and standardisation. 

 

Digitalisation within healthcare and EHR systems has brought many 

improvements in patient care, for example, advances in the diagnosis of diseases, 

accessibility of information, and even improvements in medical practices. 

However, digitalisation has also brought a lot of challenges and security risks. 

Even if healthcare digitalisation offers many advantages, security challenges 

with healthcare digitalisation are common. In conclusion, identified challenges 

with integrated patient record systems are assigning correct permissions, 

compromise of confidentiality, integrity, and availability, following the Swedish 

laws, gaining patients’ trust, getting management’s support for information 

security, lack of IT skills, maintaining information security, medical data 

documentation in free text, poor usability, functionality, and performance, 

security breaches like hacking and unauthorised access, and using cloud services 

for EHR. 

 

6.1 Future Work  
 

The study focuses on integrated electronic health record systems, with 

Millennium as the leading example, making room for further research by 

including more examples of integrated electronic health record systems. 

However, the Millennium is still in the developing stage. Therefore, it would be 

interesting to have some examples of integrated electronic health record systems 

already in use, bringing new questions that can be answered through future 

research. 

 

In the future, it would be interesting to address the patients’ perspectives and 

understand how they think about integrated electronic health record systems. 

Furthermore, to increase the reliability of the result, the study can be expanded 
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to more regions, not only the Region of Västra Götaland. It would be interesting 

to see a similar study done in several regions. In addition, to increase the 

reliability of the result, more respondents can be included in future work to 

ensure that the result applies. Further, the study excluded the perspectives of the 

future users of the Millennium, making room for further research. In the future, 

it would be interesting to apply the same study when the Millennium is in use 

and include the users of the system.   
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Appendices  
 
 

A - Interview Guide  
 

  Interview Guide 

• Thank the person 

• Introduce myself 

 

Before we begin, I need to inform you about your rights and the ethical 

principles: 

 

Ethics: 

• My thesis aims to investigate the challenges and opportunities of 

information security with an integrated patient record system at the 

regional level, with the Millennium as the leading example.  

• The interview aims to collect data and understand the challenges and 

opportunities of information security with an integrated patient record 

system. 

• You have the right to cancel the interview, and you do not have to 

answer questions that feel inappropriate. Furthermore, you have the 

right to withdraw from the study whenever you want, which means I 

will delete all information I have received about and from you. You also 

have the right to anonymity and access to the study when it is ready. 

• All data collected during the interview will be confidential, so the 

information will only be used for the purpose of the study and will not 

be published anywhere; no personal data will be processed during this 

study. I will not use your name in the study. I will only describe your 

work role. 

• Do you have any questions or something you want to add? 

• Am I allowed to audio record the interview? 

 

Examples of questions that can be asked about the different themes: 

1. We can start with you introducing yourself. What is your name? What 

is your professional role? How long have you worked in the role? 

2. What is your relation to FVM? How long have you been involved in the 

work regarding FVM? 
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 General questions - Digitalisation in healthcare:  

1. What do you think about digitalisation in healthcare? 

a. Advantages 

b. Disadvantages 

 

General questions - Information security in healthcare:  

2. What should be done to maintain information security in healthcare? 

3. What information security issues are there in healthcare? 

4. What security measures do you think are important for maintaining 

information security in healthcare? 

 

General questions - Information security in integrated EHR: 

1. How would you define an electronic patient record? 

2. Security measures are important to protect sensitive patient 

information. What security measures should be taken to safeguard 

integrated EHR systems? 

3. In what way is patient information sent to other care providers today? 

 

FVM and Millennium: 

1. What opportunities are there with the new system Millennium? 

2. What (security) challenges arise with the integration of systems (such 

as the Millennium)? 

3. How is patient information stored within the Millennium? 

4. How is information security met in the Millennium? 

5. Does the Millennium comply with the laws?  

6. What are Millennium’s goals for information security?  

7. How can information security be improved within the Millennium? 

 

1. Is there anything you would like to add or something you would like to 

point out that I did not ask you during the interview? 
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