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ABSTRACT

The future of healthcare is increasingly digital, which includes a shift towards
more personalised services that allow for more patient-centred and transparent
patient care. These services are defined as PeHS and although there are great
potential benefits of these services, there are also challenges regarding infor-
mation security and privacy related to providing this type of services. This thesis
project aims to examine the state of ISMS related to PeHS, which would also in-
volve an examination of considerations taken regarding privacy in PeHS.

The data collection methods for this thesis project were a systematic literature
review and qualitative interviews. In total 18,667 publications published between
2017 and 2022 were found during the database searches. When the selection cri-
teria had been applied 17 publications from the search process and 1 publication
from the backward snowball process were accepted. The accepted publications
were analysed by applying thematic analysis. Furthermore, two interviews with
three participants were conducted after the literature review had been com-
pleted. The interview material was analysed by applying the analysis method of
qualitative content analysis.

The results showed that there are several challenges regarding ISMS and privacy
related to PeHS. For example, there is a lack of knowledge within the organisa-
tions on why they should be applying the methods and tools available to ensure
the security of the information flow through the healthcare services. Another ex-
ample is the challenge of keeping up with the pace of digitalisation and adjust
the ISMS to ensure sufficient information security of the services.
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1. Introduction

In this digital age organisations of all sizes handle extensive amounts of sensitive
and valuable information, and they must apply a variety of technology and ad-
ministrative measures to uphold an optimal level of security for that information
(Isaksson & Sanne, 2006). The future of healthcare is also increasingly digital
and by transitioning to digital healthcare a shift in focus to more personalised
services in which e-services are applied is possible, which will allow for more pa-
tient-centred and transparent patient care. These services are often web-based
and can be used by patients to read their Electronic Health Records (EHR), and
when this is allowed the records are referred to as Patient Accessible Electronic
Health Records (PAEHR) (Nurgalieva et al., 2020; Sahama et al., 2013).

The Swedish Patient Data Act (2008:355) states that patients must have access
to their care and treatment information to be able to actively participate in their
own healthcare. Moreover, the Swedish National Regulatory Framework (NRF)
requires that citizens should have access to their digital health information
(Scandurra et al., 2017). Thus, all healthcare regions within Sweden have recog-
nised the NRF and it was decided that by the year 2017 should all Swedish citi-
zens have access to their available digital health data through a national eHealth
service (Scandurra et al., 2015). Therefore, Swedish citizens can gain access to
their PAEHR through the online portal Journalen (Journalen - Inera, 2022),
through which they have access to information varying from lab results to open
notes written by their physician regarding their care (Barkés et al., 2021;
Nurgalieva et al., 2020). This has improved the potential of patients to both bet-
ter understand the healthcare information given to them and increased the usa-
bility of the information (Nurgalieva et al., 2020).

A concept related to this is eHealth, which can generally be described as the ap-
plication of information and communication technologies applied to deliver
healthcare services such as communication, sharing, retention and disposal of
health information (Sahama et al., 2013). Patient portals, such as Journalen, are
eHealth systems that make personal health records accessible by patients and
also allow for communication with connected health service providers
(Nurgalieva et al., 2020). For example, when logging onto Journalen it is possi-
ble for the patient to overview which clinics he is listed at and book appointments
directly with them online. Moreover, these portals also allow for healthcare in-
formation exchange between care providers (Nurgalieva et al., 2020; Sahama et
al., 2013).

Although there are great potential benefits of using EHR and allowing for
PAEHR, there are challenges regarding information security and privacy when
establishing such systems (Sahama et al., 2013). For example, there are privacy
concerns related to identity theft, data falsification, ownership and management
of the stored data (Entzeridou et al., 2018). Also, there are information security
threats regarding the interaction between the users and the information systems,
which relate to applied policies and practices regarding information manage-
ment (Sahama et al., 2013). As Nurgalieva et al. (2020, p. 2555) stated “a premise
for storing healthcare information digitally in patient portals is keeping it se-
cure”. With shared e-access to PAEHR can the partnership between caregivers
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be enhanced and lead to better patient care, but it also introduces privacy and
security issues (Nurgalieva et al., 2020). Muendo (2014, p. 1) further explained
this by stating “organisations today transact in a worldwide setting which en-
ables them to work in partnership and share information resources with one
another but conversely exposes them to many threats both within and without
the organisation, thus the need to secure their information assets”. So, it is pos-
sible to say that the more a region’s health sector has been able to digitise its
processes and services, the more threats and damage can be done to the
healthcare infrastructure by targeting the eHealth infrastructure (European Un-
ion Agency for Cybersecurity (EU body or agency) et al., 2015).

When dealing with shared health records that can be consulted at any time or
location, there are increased threats to confidentiality and the use of eHealth ser-
vices opens up discussions on controversial areas such as patient privacy (Mo-
hammad & Stergioulas, 2010). As Nurgalieva et al. (2020) emphasised, with an
increased information flow in healthcare there is an increased risk of security
events occurring and with that there must be an effort made to minimise the risk
of those security events. The concept ‘privacy’ does not have a clear-cut definition
because it is being valued based on culturally dependent variables. Since health
information is regarded as particularly sensitive, in the context of EHR the first
privacy concern is the ability of the individual to control their personal data that
is managed by other parties. This is also referred to as ‘information privacy’ (Sa-
hama et al., 2013).

To secure the process of sharing health records information management that
emphasises information security as the core security aspect must be applied,
which will help effectively adopt information technology and information shar-
ing (Mohammad & Stergioulas, 2010). As Mohammad & Stergioulas (2010, p.
3919) state “the concept of information security encompasses some issues like
privacy and trust”. Moreover, information security involves areas of integrity,
confidentiality, access control, availability, authenticity and utility (Mohammad
& Stergioulas, 2010). These increased security demands relate to two aspects of
consideration: the information management through policies and practice, and
the education, training and awareness of all stakeholders in the security implica-
tions of potential events (Sahama et al., 2013).

To provide better knowledge into how to implement PAEHR, an international
project NORDeHEALTH has been focused on such eHealth services and to en-
sure that the digitisation of healthcare truly benefits the different parties in-
volved. The goal of that project is e.g., to shed light on how health information is
collected, shared, and used (Héagglund, 2021). This thesis project will be part of
work package 5 within a larger research project conducted by DOME, as part of
the NORDeHEALTH consortium. The project has been divided into several work
packages which in turn focus on e.g., socio-technical contexts or information se-
curity related to Personal eHealth Services (PeHS). The goal of work package 5
includes the completion of an analysis of the information security and privacy
perspectives related to PeHS. The involved parties in the project are participants
from Uppsala University, Orebro University, University of Skévde, Tallinn Uni-
versity of Technology, Aalto University, Karlstad University, Norwegian Centre
for E-health Research and OpenNotes (US) (DOME, 2022; NORDeHEALTH,
2022).



To ensure a greater likelihood of discovering relevant information about the re-
search topic the thesis project has been conducted through the application of a
systematic literature review. Several database resources have been utilised by
applying a variation of search terms that were deemed appropriate to the topic.
To further ensure that the relevant publications were taken into consideration
for the review backward snowballing was applied. When the defined selection
criteria were applied the process resulted in a bibliography of accepted publica-
tions, which were analysed by applying analysis method qualitative content anal-
ysis. Moreover, semi-structured interviews were applied to gather the perspec-
tive of practitioners on the topic of information security and privacy challenges
when providing PeHS to citizens.

1.1 Problem Definition

Smart healthcare services or eHealth are the cause of both positive and negative
effects. On the one hand they can facilitate a more sustainable healthcare, but on
the other hand they also generate concerns related to information security and
privacy (Amankona et al., 2021; Vithanwattana et al., 2021). Moreover, sharing
health information electronically between one healthcare giver (or party) and an-
other has been described by several researchers as problematic, both in relation
to privacy and information security. For one, by sharing health information the
flow of personal and sensitive information increases. Also, the ever-growing risk
of threat actors such as hackers deploying attacks (e.g. network hijacking and
eavesdropping) can cause major issues for the different parties involved in the
information sharing chain (Amankona et al., 2021; Shen et al., 2019; Vithanwat-
tana et al., 2021).

In short, the success of PeHS and eHealth as a whole is completely dependent on
the information being accessible in an easy and secure manner (Chowdhury &
Ray, 2007). The choice of communication channel is vital when designing PeHS
since unsecured channels could allow for unauthorised disclosure of personal in-
formation. Therefore, when discussing eHealth one must consider how the in-
formation is going to be accessed, processed, stored and transferred, both from
the perspective of privacy and information security (Amankona et al., 2021; Ga-
janayake et al., 2011).

For some years, implementation of Personal eHealth services has been carried
out internationally and plenty of resources have been designated to do so. Alt-
hough, contextual factors have not been taken into consideration as of yet on an
appropriate level (DOME, 2022). For example, there is still a lack of insight into
the contextual differences with PeHS, which includes what policies have been
applied and the level of accessibility (Hagglund, 2021). Yet, in the literature there
is a knowledge gap into what the challenges of ISMS and privacy are more pre-
cisely in relation to PeHS.



1.2 Aim and Purpose

Reflecting upon the research problem presented above and the research con-
ducted by DOME, the purpose of this thesis project is to understand and describe
the issues related to ISMS and privacy regarding the use of PeHS. This thesis
project aims to examine the state of ISMS related to PeHS, which would also in-
volve an examination of considerations taken regarding privacy in PeHS. More-
over, the aim also includes an examination of how practitioners are working with
ISMS and privacy concerns concerning their PeHS.

1.3 Research Questions
The two research questions for the thesis project are:
1.  What are the challenges with ISMS and privacy in relation to PeHS?
2. How are Swedish regions applying ISMS for their PeHS and how are
they managing the privacy concerns regarding PeHS?

1.4 Delimitations

The intention of this thesis project is not to provide any solution formulation to
the challenges found regarding ISMS and privacy in relation to PeHS. Nor tech-
nical challenges regarding for example, technical setup. Moreover, it is not in-
tended to provide the involved interview participants with an extensive list of
success factors or challenges in PeHS, but to probe them based on the challenges
found in scientific literature.

The following is an overview of the remaining structure of the thesis report:
Chapter 2 will present the background to the thesis work, including four main
concepts and relevant standards, and provides insight into existing research
done within the area. The research methodology is presented in chapter 3. This
includes a description of the research approach, the planning of the systematic
literature review and qualitative interviews. The chapter also presents the data
analysis methods thematic analysis and qualitative content analysis. Chapter 3
ends with an explanation of ethical considerations taken and how threats to va-
lidity have been managed. Chapter 4 is dedicated to presenting the practical ap-
plication of all the involved methods, both for data collection and data analysis.
The results for both the systematic literature review and the qualitative inter-
views are presented individually and jointly, in chapter 5. The discussions on
previous research, methods, application, results, ethical and societal aspects are
provided in chapter 6. Chapter 7 is the final chapter of this thesis report, and it
presents the conclusions drawn from the literature review and qualitative inter-
views while also presenting recommendations for future work in the research
area.



2. Background

This chapter provides a background to the research area of the thesis work.
Firstly, the main concepts related to the study are described. Secondly, related
works are presented to provide insight into previous research done within this
area.

2.1 Main concepts

There are four main concepts related to the thesis work: ISMS, PeHS, patient
privacy and cybersecurity. Moreover, there are four ISO standards to take into
consideration concerning the research area: ISO/TEC 27001, ISO/IEC 27002,
ISO/IEC 27701 and ISO/IEC 27799. These concepts and standards are explained
below.

2.1.1 Information Security Management System

Information security can be described as the protection of information by ensur-
ing the three areas of confidentiality, integrity and availability (ISO/IEC 27000,
2018; von Solms & van Niekerk, 2013). Confidentiality has been defined by
ISO/IEC 27000:2018 (2018, p. 2) as “property that information is not made
available or disclosed to unauthorised individuals, entities, or processes”. Fur-
thermore, the definition of availability is found to be “property of being accessi-
ble and usable on demand by an authorised entity” (ISO/IEC 27000, 2018, p.
2). Lastly, integrity is defined by ISO/IEC 27000:2018 (p. 5) as the “property of
accuracy and completeness”. Moreover, information security encompasses any
system or hardware that either use, store or transmit the information in question
(Whitman & Mattord, 2014) and involves the application and administration of
proper controls to manage threats to business success and continuity (ISO/IEC
27000, 2018). At the core of information security, there are the users, the human
element, which through their behaviour and interaction with the information
and information systems can critically affect the information security effect
(Muendo, 2014). As described by Reid & Van Niekerk (2014), the users (includ-
ing caregivers, patients etc.) of information and information systems can become
a threat to the applied information security solution and are therefore the weak-
est link in the information security chain.

Moreover, an information security management system (ISMS) includes the im-
plementation and management of policies, processes, procedures, organisa-
tional structures, software, and hardware to protect the information assets
(ISO/IEC 27000, 2018). Wawak (2012, p. 42) describes the scope of ISMS as “the
development of the security policy at the strategic level, the evaluation of the
risks relating to threat occurrence, the determination and implementation of
security controls aimed at eliminating such threats, and also the monitoring of
the systems with the aid of internal audits and a management review”.

The Swedish Civil Contingencies Agency (MSB) provides guidance for imple-
menting an ISMS, which is based on the standards ISO/IEC 27001:2017 and
ISO/IEC 270012. MSB has divided the implementation process of ISMS into four
phases, which is visualised in Figure 1 (MSB, 2018):



A. Plan — Identify and analyse
The first phase is known as the establishment phase in which the ISMS
policy, scope and boundaries are defined through analysing the internal
organisation and the external environment. This requires great
knowledge about the organisation and the information that is managed
within the organisation. To gather this knowledge documents can be
collected, discussions and workshops should also be conducted. The re-
sults from this phase are internal and external prerequisites and how
they affect the information security work.

B. Do - Implement and operate
In the second phase, the ISMS is implemented through the design of a
risk mitigation plan and an assessment plan, implementation of con-
trols and training programs etc. This phase also includes the design of
an annual management plan for information security specifically.

C. Check - Maintain and improve
It is in the third phase that the previous activities are realised and used.
This requires effort put into both training and communication through-
out the organisation. Moreover, the process performance of the ISMS
policy is assessed to identify points of improvement.

D. Act- Monitor and review
The last step of the ISMS process includes actions to achieve constant
improvement of the management process. This means that there is no
actual ‘end’ to the ISMS process. Instead, it is circular. In this phase
points of improvement should be identified and implemented, and
changes made should be communicated with affected stakeholders. In
short, this phase provides guidance on the evaluation of the information
security work and its management. The results from this phase should
make up the material used for internal reviews, management review and
as input to the next iteration of the systematic information security
work.

Cantrals

Monitor and Identify and
review analyse

Camective Organisation
Preventive Gaals

Maintain and Implement and
Educate Asess

improve operate

Classification

Figure 1. Information Security Management System process



An important point to note regarding ISMS is that it is paramount that clear
boundaries and scope are defined in which the ISMS is supposed to be applied.
Both the business environment and the Internet are huge and diverse areas on
their own, therefore the organisation or responsible party for the ISMS process
must determine where to draw a line between what counts as within the organi-
sation and what is without. In short, the boundaries must be physically or logi-
cally identifiable. The boundaries are defined in terms of the organisation that is
to be safeguarded, including which networks and data, and at which geographic
locations (Calder et al., 2019).

2.1.2 Personal eHealth Services

The concept of eHealth can be exemplified with the transition from prescriptions
being written on paper to prescriptions being accessible, managed and pre-
scribed online. Or the use of Electronic Health Record instead of traditional pa-
per charts. The function of allowing patients or caregivers to book appointments
online is also an example of eHealth (E-hdlsomyndigheten, 2019). When citizens
are given access to their EHR it is usually done through web-based portals, and
it is then referred to as Patient Accessible Electronic Health Records. The phe-
nomena of these patient accessible portals have become quite widespread inter-
nationally, but they and the functions they offer are not the standard (Barkés et
al., 2021).

There are three categories of eHealth: communication, availability, and organi-
sation. Communication emphasises that eHealth is beneficial for improving the
communication between caregivers (personnel, hospitals, clinics etc.) and pa-
tients. Moreover, availability is focused on the ability to allow patients to be more
involved and actively participate in their care by being able to e.g., book appoint-
ments with their caregivers online. Lastly, the category organisation implies that
eHealth provides tools for healthcare that e.g., allows healthcare personnel to
more quickly get hold of relevant and important information which in turn im-
proves the effectiveness of the healthcare (E-hidlsomyndigheten, 2019).

Moreover, eHealth services are provided to citizens that will allow them to mon-
itor, manage and document their own health information, either for their own
sake or for the purpose of sharing it with their physician (Erlingsdottir & Sand-
berg, 2019). These Personal eHealth Services provide a set of important func-
tions, a way of storage, and secure, reliable, and instant communication between
each individual and the public health service (Burkow et al., 2008). Since these
eHealth services depend on the sensitive personal health data of citizens, actions
must be taken to implement appropriate access controls to ensure that private
health information is safeguarded. This for example means that not all physi-
cians or other eHealth service providers can gain access to the information by
default (Widmer et al., 2013).

2.1.3 Patient privacy

The concept ‘patient privacy’ is both complex and heavy due to differing values
on the topic of privacy. The concept is constantly evolving due to the balancing
act between safeguarding the privacy of the patient against the need for patient
data (Shen et al., 2019). In a paper by Ahlfeldt & Soderstrom (2007) participants
predicted that in the future patient privacy would be at risk because of issues
related to administrative security. Worries concerning the continuous increase
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of information being generated and transferred were also communicated, espe-
cially the fear of the weakest link in the security chain remaining which is the
individual employee. Moreover, in an article in the Swedish medical journal from
2005 (Sjodin, 2005) concerns regarding the use of medical records being regis-
tered and shared throughout the healthcare chain were expressed, both from the
physicians® and the patients’ perspectives. Therefore, to maintain patient pri-
vacy, permission to relevant patient information must be given depending on the
healthcare actors’ need and not be given out without control (Ahlfeldt & Soder-
strom, 2007).

A recent study by Ak et al. (2021) found that the perspective of privacy can be
affected by conditions such as gender and culture. Furthermore, it was found
that privacy most closely relates to confidentiality and should be considered for
all types of patient information. The difficult balance between patient privacy
and need for patient data is distinct within healthcare, especially due to the sec-
tor becoming more integrated and the increasing requirements of being able to
follow the patient’s interactions with the healthcare actors since they collaborate
in the patient care.

2.1.4 Cybersecurity

Since PeHS are integrated into the healthcare’s network and eHealth infrastruc-
ture a concept to take into consideration is cybersecurity, which can be defined
as the organisation and collection of resources, processes and structures applied
to safeguard cyberspace and systems allowed in cyberspace from events that de-
viate from property rights (Craigen et al., 2014; Eugen & Petru, 2018).

Moreover, cybersecurity does not solely concern the protection of cyberspace it-
self, it also involves the protection of possible information assets that could be
reached through cyberspace. This ultimately implies that when assets are acces-
sible through cyberspace information security and cybersecurity intersect (von
Solms & van Niekerk, 2013). Eugen & Petru (2018, p. 360) go one step further
by stating “in addition to technology, cybersecurity also refers to the fact that
people have access to data and processes involved”.

Patient information is highly valuable and sensitive, and attacks on getting a hold
of such data have increased during the Covid-19 pandemic (Marshal et al., 2021).
Earlier statistics showed that financial services were the highest at-risk industry
up until 2015, then the healthcare industry became the top target for cyber-at-
tacks. It was found that in 100 different countries a stunning 100 million health
records were breached in 2015 (Alharam & El-medany, 2017).

2.1.5 Related ISO Standards

The purpose of standards is to provide guidelines into how to safeguard an or-
ganisation’s information assets from the perspective of confidentiality, integrity,
and availability. The standards do not, therefore, provide a ‘one solution fits all
situations’ solution, instead, they provide guidance and frameworks. Moreover,
this ultimately means that the success of the standards is reliant on the organi-
sation’s own risk assessment and understanding of the standards (Alfawaz,
2011).



There are several well-established standards within the area of information se-
curity management and information security management systems, which in
short are often referred to as the ISO 27000-series (Haufe et al., 2016). With this
thesis work, four ISO standards are regarded as highly relevant: ISO/IEC
27001:2017, ISO/IEC 27002:2022, ISO/IEC 27701:2021 and ISO 27799:2016.

ISO/IEC 27001

This standard is the second one in the ISO 27000- series and is focused on infor-
mation security management. This standard provides general guidance and ap-
proaches for risk management. Simply put, ISO/TEC 27001 specifies the require-
ments for a functional ISMS (Calder et al., 2019). Implementing an ISMS is a
strategic decision since the establishment and implementation is directly af-
fected by the needs and objectives, security requirements, organisational pro-
cesses used, size and structure within the organisation. All of which are evolving
(ISO/IEC 27001, 2017).

This standard has over the years become more and more important for infor-
mation security work since it offers a practical solution to the ever-growing range
of information-related regulatory requirements. Moreover, it has helped organ-
isations become more cost-effective since they put the resources into the man-
agement of possible security threats rather than paying the consequences of
those threats. This has also led to a greater number of organisations aiming to
get ISO/IEC 27001 certified and such a certification has high recognition globally
(Calder et al., 2019). The standard emphasises the absolute need of the ISMS
being accepted as part of and integrated with the organisational processes, man-
agement structure and that information security is given a prominent role in the
design of future processes, information systems, and controls. All of this is pos-
sible since the ISMS implementation can and should be scaled according to the
organisational needs (ISO/IEC 27001, 2017).

ISO/IEC 27002

The next standard in the ISO 27000-series is ISO/IEC 27002 which provides a
code of practice and is primarily focused on best-practice guidance of the security
controls provided in Annex A of ISO/IEC 27001. In addition, some guidance is
included regarding risk assessment (Calder et al., 2019). By utilising this stand-
ard, the organisation is assisted in the choice of information security controls in
the implementation process of an ISMS. It is therefore required to apply ISO/IEC
27002 in conjunction with the other standards in the ISO 27000-series (ISO/IEC
27002, 2022). The relation between ISO/IEC 27000, ISO/IEC 27001 and
ISO/IEC 277002 can be described as the following. The overview and overall guid-
ance related to information security management systems including vocabulary
is given in ISO/IEC 27000. Moreover, this standard explains and references the
other standards within the series with related terms and definitions. ISO/TEC
27001 gets more detailed and is focused on the security techniques and the im-
plementation process of ISMS (ISO/IEC 27001, 2017). Lastly, ISO/IEC 27002 is
primarily focused on the last step of the ISMS process which is the choice and
implementation of information security controls (ISO/IEC 27002, 2022). The
correlation between the standards of the ISO 27000-series is illustrated in Figure
2.
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Figure 2. Relationship between ISO standards related to the thesis

ISO/IEC 27701

In relation to privacy there is standard ISO/IEC 277701, which is an extension to
ISO/IEC 27001 and ISO/IEC 27002 that deal with privacy information manage-
ment. This standard is applicable for all types and sizes of organisations that pro-
cess Personally Identifiable Information (PII), which most organisations do to-
day. This includes public and private companies, government entities and non-
profit organisations. Moreover, the quantity and types of PII being processed are
increasing. This ultimately puts pressure on privacy protection, which in relation
to PII is a worldwide societal need and topic of legislation/regulation. Depending
on the organisational context and national legislation or regulation, the require-
ments and guidance for PII vary and therefore one must understand that this
standard is meant to be applied as an extension to ISO/IEC 27001 and ISO/IEC
27002 for privacy management within the context of the organisation (ISO/IEC
27701, 2021).

The ISO/IEC 27701 encourages the organisation to align and integrate its Privacy
Information Management System (PIMS) with the requirement of e.g., an ISMS
as defined in ISO 27001. Much as the standards in the ISO 27000-series,
ISO/IEC 27701 provides guidance to establish, implement, maintain, and con-
tinuously improve the PIMS. In other words, the organisation that complies with
the requirements in this standard will generate documentary evidence of how it
handles the processing of PII (ISO/IEC 27701, 2021).

ISO/IEC 27799

Although personal data is generated and managed by many companies, institu-
tions, and authorities there are special requirements on the protection and secu-
rity of personal data within the healthcare sector. The security of such data is
focused on areas such as confidentiality, integrity, and availability, but there is
another layer to the security since the data is in direct connection to e.g., patient
safety and audibility throughout the life cycle of the data. The protection of this
information also relates to patients’ privacy. Moreover, information systems
within healthcare are required to fulfil unique requirements since healthcare
cannot stop even though there might be e.g., natural disasters, system failures or
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cyber-attacks. This also requires knowledge of how the health and medical care
sector functions (ISO 27799, 2016) with all its various information flows (Sari et
al., 2021). Especially since personal information is shared electronically within
healthcare through the application of e.g., eHealth services, which is why it is
beneficial to define a common standpoint for the management of information
security in health care. What ISO/IEC 27799 does to help improve the infor-
mation security in healthcare is to provide guidelines to support the interpreta-
tion and implementation in health informatics of standard ISO/IEC 27002 (ISO
27799, 2016).

Moreover, what this standard provides is implementation guidance of the infor-
mation security controls given in ISO/TEC 27002. ISO/IEC 27799 also provides
an adaptation of the controls where necessary to better fit the management of
health information security. However, it is emphasised that this standard is not
meant to replace any of the other standards of the ISO 27000-series. For the
standard to be as efficient as possible it has been designed based on the experi-
ence of international efforts to ensure the protection of personal data in
healthcare and is supposed to be applied as a complement in conjunction with
the other standards such as ISO/IEC 27001 and ISO/IEC 27002. Just like organ-
isations from other sectors, healthcare organisations such as a hospital can be-
come ISO/IEC 27001 certified, and that certification does not require any com-
pliance with ISO/IEC 277799. The hope is that there will be stricter requirements
in the future and that the standard will become publicly available to improve and
ensure the information security of personal information within the healthcare
sector (ISO 27799, 2016).

2.2 Research background

In a study by Jara & Schafir (2014) the researchers briefly touched upon the chal-
lenges to privacy and information security in relation to eHealth available in
Latin America. They found that there were issues with privacy due to lacking data
encryption, monitoring, and backup process. Moreover, they identified that
there were two security requirements in addition to confidentiality, integrity and
availability which were authenticity and accountability. Although, this study did
not present or cover any challenges in relation to ISMS.

Another study by Mense et al. (2013) looked at the management and exchange
of health information from the information security perspective. In this study,
the researchers described that the organisations are unfortunately likely to mis-
understand the concept of information security as something that mainly re-
quires technical security controls. They emphasised that true information secu-
rity is a combination of technical and organisational measures. Mense et al.
(2013) described the need for a proper ISMS since security requirements are dy-
namic rather than static. The main challenge they presented was that organisa-
tions must define and maintain an organisational framework to appropriately
sustain a proper level of security from a cross-organizational information secu-
rity context. Although, as the researchers themselves state in their conclusion,
the results of this study were intermediate and would require further work to
include a larger number of ISMS aspects. In addition, this study was limited since
it focused on evaluating requirements and defining basic concepts of ISMS
(Mense et al., 2013). Therefore, they did not include a privacy perspective in their
results.
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A study from 2017 stated that the implementation of eHealth services had been
limited due to the fact that there was resilience to such developments relating to
concerns about security and privacy (Scandurra et al., 2017). Moreover, due to a
gap between the legislation at that time and the development of PAEHR ques-
tions arose relating to e.g., the ownership of the health information. This was
explained by the researchers as the result of healthcare is a complex organisation
to manage since several different actors have to collaborate within the same area
(Scandurra et al., 2017). Since this study was published, new legislation has been
provided e.g., GDPR and healthcare providers have had to adjust their PeHS to
meet the new legal requirements.

The recent study by Sari et al. (2021) declared that there is a lack of research into
inter-organizational information security management systems. Especially con-
cerning the involvement of the people involved and the organisation de-
sign/strategy, which are vital elements to ensure information security. This study
was focused on investigating the practices and challenges of information security
for IOS in healthcare services from the perspective of a health regulator. There-
fore, it did not include eHealth services provided to citizens and patients (Sari et
al., 2021).

Moreover, a study by Amankona et al. (2021) described that the necessary steps
to generally mitigate security and privacy issues related to eHealth services are
to implement appropriate policies, guidelines and regulations that adhere to ap-
plicable laws and follow the industry best practices standards. However, this
study focused on the framework privacy by design to mitigate such issues and
was thereby focused on the technical aspects of ensuring the security of eHealth
services (Amankona et al., 2021). Therefore, this study is limited and does not
take practitioners' experience into account in relation to ISMS or aspects such as
human security behaviour.
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3. Research Methodology

This chapter presents the methodologies for data gathering and analysis applied
during the thesis project. Moreover, this chapter provides insight into how the
research was designed and explains the thoughts and choices made throughout
the thesis work. Firstly, the research approach is described. Secondly, the two
applied methods for data gathering are presented: a systematic literature review
and qualitative interviews. Thirdly, the methods for data analysis, thematic anal-
ysis, and qualitative content analysis (QCA), are described. This chapter ends
with the presentation of ethical considerations and threats to validity.

3.1Research Approach

The choice of research method depends on the aim and questions of the study
because the knowledge that can be gained with each method differs (Eckerdal
Rivano, 2016). To best address the research questions a qualitative research ap-
proach was chosen for this thesis work. This choice was validated by the descrip-
tion of qualitative methods given by Patton (2014) since they best fit research
questions that are dynamic, complex and interdependent. Moreover, as ex-
plained by Almeida et al. (2017), unlike quantitative research, qualitative re-
search is focused on aspects that cannot be quantified such as motives, values
and attitudes.

Studies based on qualitative research are focused on the study of natural phe-
nomena through the experience of people or communities, which also includes
i.e., the context of the phenomena and the perspectives of which it is perceived
(Busetto et al., 2020; Nguyen et al., 2022). Nguyen et al. (2022) also describe
that qualitative research is supposed to be aimed towards the development of
knowledge that has the power to make a difference thanks to the enhancement
of intellectual evidence. The choice of qualitative research instead of quantitative
research is supported by qualitative methods being especially suitable for studies
of complex multicomponent interventions or systems (Busetto et al., 2020; Eck-
erdal Rivano, 2016). Moreover, by applying a qualitative research method such
as interviews it allows for data collection from specific persons of interest from
specific organisations (Recker, 2012).

Applying qualitative research methods require both time and resources since the
method of choice must be planned, prepared, conducted, processed and analysed
(Johnson & Onwuegbuzie, 2004). Also, to ensure the credibility of the collected
data the methods must be presented through detailed descriptions, which also
require time and attention. Another benefit of providing detailed descriptions of
the data collection methods is that it assists in helping the data to be understood
correctly (Schultze & Avital, 2011).

Although, a risk with conducting qualitative research is that the respondents’ an-
swers are up to the researcher's interpretation and can therefore be interpreted
incorrectly, which is usually influenced by the researcher's values and beliefs
(Johnson & Onwuegbuzie, 2004; Recker, 2012). Thus, research ethics has to be
a priority so that the reader can be guaranteed that both the data collection and
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analysis have been developed and conducted appropriately (Johnson & Onwueg-
buzie, 2004; Recker, 2012). Concerning the work presented in this thesis,
Schultze & Avital (2011) have argued that research within the area of Information
Systems has been lacking proper descriptions of the utilised data collection
methods, which is why every step of the data collection methods applied in this
work are meticulously described in rich detail.

Moreover, through triangulation in research (e.g., the use of more than one re-
search approach or method) the confidence and credibility of the findings in-
crease (Heale & Forbes, 2013). In short, triangulation refers to the utilisation of
multiple methods or data sources which is used to provide a more thorough un-
derstanding of the phenomena in question. This is also positive for the trustwor-
thiness of the research because of the conjunction of information from different
sources (Carter et al., 2014). Also, as stated by Heale & Forbes (2013) the com-
bined findings of two rigorous research methods provide a more exhaustive rep-
resentation of the results than either could do individually. Thus, the choice of
applying two data collection methods is supported since collecting data from a
combination of methods and sources assist in triangulating the findings (Arksey
& Knight, 1999; Carter et al., 2014; Heale & Forbes, 2013).

Inspired by the description provided by Busetto et al. (2020) of qualitative re-
search having the characteristics of flexible, responsive and an iterative process,
a graphical process model for the research process of the thesis work has been
visualised below (Figure 3).

Rescarch Initiate literature _
question(s) Rescarch design PRI & Data collection R
\ T Initiate interview study

edefine empl

Figure 3. The research process of the thesis work

3.2 Systematic Literature Review

A systematic literature review is often applied to examine if previously evaluated
data support existing or help in the creation of new hypotheses. Moreover, this
method is commonly applied to support and present the background for upcom-
ing research projects (Kitchenham, 2004). Rowe (2014) also emphasises that a
well-conducted literature review can be applied to summarise, critically assist,
explain results of and clarify prior research and therefore identify significant
knowledge gaps. Considering that the work conducted during this thesis project
included examining many previous studies, the characteristics of a systematic
literature review supported the choice of that method as the primary data collec-
tion method.

The benefits of a systematic literature review are that the research is better
equipped when evaluating the search in its entirety and with objectivity. There-
fore, a systematic literature review in comparison to other reviews has the char-
acteristics that allow for greater levels of objectivity. For that reason, a literature
review was appropriate for the thesis work since it would allow for gaining better
knowledge of the issues related to ISMS and privacy regarding the use of PeHS.
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To achieve a high-level literature review one of the vital initial steps was to for-
mulate a proper research question or aim of the review. By spending time on this
step the rest of the review had a well-founded basis to rest upon and it set the
stage for the rest of the review’s structure (Jesson et al., 2011).

The purpose of the literature review in this thesis work was to examine what
challenges have been found regarding ISMS and privacy when providing PeHS.
Moreover, by conducting the literature review an interview guide for the qualita-
tive interviews could be designed based on prior research. Therefore, the litera-
ture review was aimed to primarily provide answers to the first research question
presented in chapter 1.3. As Jesson et al. (2011) describe, the review’s aim/ques-
tion is influential on later steps in the review such as defining search terms and
publication selection criteria. Moreover, the review’s aim/question also assists
in setting the boundaries of the review as it helps determine which publications
should be included in the review. For example, with this thesis work, publications
dealing exclusively with the history of PeHS or testing different technical setups
of the PeHS might not be of interest.

By conducting the review systematically, the reproducibility is greater, and the
quality of the review is ensured (Rowe, 2014). To review and summarise the cur-
rent state of research related to a particular phenomenon or topic, such as the
challenges with ISMS and privacy regarding the use of PeHS, a systematic liter-
ature review can be utilised (Kitchenham, 2004). Moreover, according to Kitch-
enham (2004), the process of a literature review can simply be summarised into
three phases: prepare the review, conducting the review, and reporting the re-
view. These phases can be further explained with help by Jesson et al. (2011, p.
12) “a review with a clearly stated purpose, a question, a defined search ap-
proach, stating inclusion and exclusion criteria, producing a qualitative ap-
praisal of articles”. Moreover, the process of a literature review has been de-
scribed as a combination of stages, which can be summarised as the following

(Jesson et al., 2011; Okoli, 2015; Rowe, 2014):
1. Define an appropriate research question - Clearly define the pur-
pose, goal, and research question for the review, as explicitly as possible.

2. Design an execution plan - Agree upon the procedure to follow and
ensure that it is performed consistently by all involved reviewers.

3. Search for literature - Perform the search and describe how it was
the reviewer ensured comprehensiveness during the screening process.

4. Apply selection criteria - Apply the predefined inclusion and exclu-
sion criteria on the publications found during the literature search.

5. Appraise the quality of publications - Explicitly describe the crite-
ria used to exclude studies based on insufficient quality.

6. Synthesise the results - Through analysis of the included studies
combine information from the studies by appropriate methods.

A clearly defined search strategy is essential to ensure that the literature review
is conducted systematically and correctly. Moreover, it is important to present
the review strategy transparently and sufficiently to allow the reader to assess
the strategy and if it has been completely and properly applied. By doing this the
researcher can also avoid biased article selection and allow for greater replicabil-
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ity (Kitchenham, 2004). It is also to the researcher's benefit to continuously doc-
ument the review process to allow for a greater understanding of the progression
of the review and increase the potential of implementing adjustments if neces-
sary (Jesson et al., 2011). Moreover, Kitchenham (2004) describe that there are
several documentation parameters that the researcher should clearly state in the
research to achieve a high level of documentation and the following are the ones
taken into consideration for the thesis work:

e Utilised database resources,
Utilised search terms,
Publication selection criteria,
Date of each unique search, and
Number of hits for each unique search.

Inspired by the framework presented by Meline (2006) the structure of the liter-
ature review was divided into three phases with several steps. The entire litera-
ture review process described in this subchapter has been visualised by a graph-
ical process model presented in the format of a flow diagram presented below in
Figure 4.
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Repart the results
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‘with search terms
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3. Define search
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4. Define selection
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4. Apply selection
criteria to full text

5. Exclude
publications due to
practicle reasons

6. Accept
remaining
publications

7. Analyse accepted
publications

Figure 4. Flow diagram of the literature review process

3.2.1 Databases

In service of reproducibility and to make it possible for the reader to evaluate the
applied method, the researcher should predefine in preparation of the review
and disclose after the review which resources and search terms have been applied
(Kitchenham, 2004). Moreover, Brereton et al. (2007) suggest that multiple da-
tabase resources should be queried since no single resource is likely to find all
relevant publications.
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To ensure a greater likelihood of finding relevant publications for the review,
four database resources were selected for the thesis work. Also, since some data-
bases require the reader to pay for access to read the publications, free access is
a fundamental requirement for the success of the literature review conducted in
this thesis work. Because of this, only resources accessible through the University
were considered and the University of Skovde allows for free entry to approxi-
mately 9o databases of varying fields of science. All the chosen database re-
sources were recommended by DOME representatives, which were:

e  PubMed,

e  Medline (EBSCO), and

e Scopus.

3.2.2 Search Terms

One important task in the process of properly conducting a systematic literature
review is to clearly define which search terms to apply during the selection phase.
The search terms can affect the successfulness of the review if not carefully cho-
sen because it influences the quality and completeness of the review as a whole
(Jesson et al., 2011).

Therefore, topic-related keywords must be taken into consideration and that re-
quires awareness of the topic. Otherwise, a reasonable bibliography of publica-
tions cannot be created and that is crucial for the review. Moreover, considera-
tion must be taken to any synonyms or variations in spelling to increase the like-
lihood of finding all publications of interest. Although, the sheer number of
search results and false-positive hits that need to be excluded can be overwhelm-
ing. Therefore, the researcher is recommended to match the work resources in
terms of time, number of researchers etc. (Wohlin et al., 2012).

To improve the search process the researcher should also utilise Boolean opera-
tors (OR, AND etc.) (Jesson et al., 2011), which will also refine the search strings
(Kitchenham, 2004). Although only a limited number of database search engines
are designed to be utilised for systematic literature reviews. The databases
simply treat search strings and Boolean operators differently. In addition, the
results of the searches are also presented according to varying sorting. This
means that the search term combinations must be adjusted according to the uti-
lised databases (Brereton et al., 2007).

To maximise the publication search for this thesis work, the search terms and
Boolean operators were defined in collaboration with DOME and the project
available resources with deep insight into how the databases operate. Moreover,
applicable synonyms, such as the ones for electronic health records, were applied
to broaden the search inclusion. These synonyms were determined by looking up
the term on the website Swedish Medical Subject Headings (MeSH) (Karolinska
Institutet, n.d.). The following are examples of search terms used during the
searches (the complete search terms can be found in Appendix A): Information
security, Management system, ISMS, eHealth, PeHS, Privacy, and Data.

3.2.3 Publication Selection Criteria
According to Kitchenham (2004) and Wohlin et al. (2012) selection criteria
should be used to assess the suitability of publications during the search process
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in literature review. Inclusion and exclusion criteria are meant to identify pri-
mary studies that have a direct association with the research question while also
excluding those studies that do not apply to the review. These criteria should be
defined before initiating the search process to minimise the likelihood of bias.
Furthermore, these criteria should be based on the research question and tested
before the search to confirm that studies can be filtered. Although, it is important
to acknowledge that the criteria are not static and might need adjustments as
they are applied to the publications found through the resource searches. This
could become relevant if the researcher finds that not all relevant aspects of the
research were known before the search was initiated (Wohlin et al., 2012). The
inclusion and exclusion criteria for the thesis work are listed below (Table 1).

Table 1. Applied selection criteria for articles

IC1: Published between 2012-2022

1C2: Published in journal or conference

Inclusion Criteria 1C3: Peer-reviewed

1C4: Written in English or Swedish

1Cs: Publication is relevant to the research topic

EC1: Publication fails to meet inclusion criteria

EC2: Publication occurs more than once

Exclusion Criteria EC3: Payment or additional login is required for access to the publication
EC4: Inadequate description of results

ECs: Exclude due to practical reasons (e.g., lack of applicable results)

The criterion IC1 defines the acceptable time frame of publication dates. Any
publications from earlier years were therefore disregarded to limit the scope of
the review. To ensure the quality of the publications included in the review cri-
terion IC2 was defined, which stipulates that the publications must either be
published in a journal or conference. To further ensure the quality of the review
the publications must have been peer-reviewed. By setting that criterion (IC3)
the publications considered for the review have already gone through an evalua-
tion process to guarantee their quality (Loyd Sealy Library, 2018). To help deter-
mine if a publication has been peer-reviewed the global directory Ulrichsweb
(Ulrichsweb; Global Serials Directory, n.d.) was utilised. Ulrichsweb contains
detailed information (e.g., ISSN, publisher, language) about more than 300,000
serials of types such as e-journals, peer-reviewed titles, popular magazines etc.
Access to Ulrichsweb is gained through the University of Skovde.

Moreover, since most studies within the field of information technologies are
published in English that language is required for the thesis work and consider-
ing that the thesis project is conducted at a Swedish university, publications writ-
ten in Swedish will also be included (IC4). The fifth inclusion criterion (IC5)
helps determine whether the publications should be included even though they
may have fulfilled the previous inclusion criteria since it considers the publica-
tions’ relevance to the thesis work. In addition, the exclusion criteria further as-
sist in assuring that publications are relevant for the thesis work and have the
appropriate quality. Criterion EC4 specifically assists in determining if publica-
tions should be excluded even though there is a high relevance, but the descrip-
tion of the results is lacking. Lastly, publications could also be excluded due to
not presenting any applicable results, which was determined at the very end of
the selection process (EC5).
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3.2.4 Backwards Snowballing

To allow for greater identification of applicable publications for the systematic
literature review, the review was complemented with the data collection method
backwards snowballing. The reasoning behind this is that the use of database
searches alone is not a guarantee for finding relevant studies for the review
(Kitchenham, 2004). Of course, this adds a heavy burden to the already demand-
ing work of the systematic literature review. This would explain why the method
of systematic literature review, unfortunately, fails to make use of additional
methods such as backward snowballing. The extra effort simply is not worth it to
some researchers (Wohlin, 2014). Although, the benefit of backward snowballing
is that it limits the impact of the exclusion of potential publications done earlier
in the literature review. This method is also beneficial to junior researchers and
students that want to broaden their research by looking into findings from other
research areas (van Haastrecht, 2021).

The method of snowballing for literature reviews has been described by (Jalali &
Wohlin, 2012) as a method including three steps:
1) Use the accepted publications (from journals or conferences) as the in-
put value and collect references from these publications,
2) Go backwards and collect references until no new references can be
identified (repeat steps 1 and 2), and
3) Go forwards and collect publications that have cited the publications
found in the backward snowballing.

Moreover, Wohlin (2014) emphasised that the publications used as the starting
point of the backward snowballing must be valid to not negatively affect the
snowballing procedure. Yet, he also explained that there is no right or simple way
of determining the content value of the publications used as the input value.

Considering the description given by Jalali & Wohlin (2012) the following pro-
cess has been performed. The references of the accepted publications from the
database searches were collected and were thereby used as the starting set for
the snowballing. These references were then evaluated according to the selection
criteria presented in chapter 3.2.3. If the references pass all the inclusion criteria
and do not fulfil any of the exclusion criteria, they are accepted into the review.
The entire backward snowballing process described in this subchapter has been
visualised by a graphical process model presented in the format of a flow diagram
presented below in Figure 5

Due to the prerequisites of the thesis work, some limitations to the snowballing
process were applied. Firstly, any publications found as references that had al-
ready been excluded during the database search selection process were automat-
ically disregarded and not re-evaluated. Secondly, only one iteration of snowball-
ing was applied. This simply means that only the references of the accepted pub-
lications were considered, not the references of any publication that pass the
snowballing procedure. The reasons for this are the time and resource limita-
tions of the thesis work.
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Figure 5. Flow diagram of the backward snowballing process

3.3 Qualitative Interviews

Arguably, the best way of gaining insight into how a group of people think about
a specific topic is to ask them directly (Eckerdal Rivano, 2016; Schultze & Avital,
2011). This is also the data collection method applied by most qualitative re-
searchers when the aim is to explore topics in-depth. The reasons for this are that
interviews facilitate spontaneity, flexibility, and responsiveness from the re-
spondents (Carter et al., 2014). Therefore, to gain insight into how practitioners
are dealing with challenges related to PeHS concerning ISMS and privacy the
second data collection method of this thesis was qualitative interviews. Inter-
views as aresearch method are used to obtain knowledge, experiences, opinions,
and motivations from participants, not facts per se nor behaviours (Busetto et
al., 2020; Schultze & Avital, 2011). This method is known as the most applied
data collection method within qualitative research and there are several forms of
interviews available to conduct (Eckerdal Rivano, 2016).

By conducting interviews, the researcher has the opportunity to discuss with the
participant and gain deeper insight into their knowledge by questioning their
thoughts, positions and experience (Alvehus, 2013). Some refer to interviews as
dialogue (Huckvale et al., 2010), which could potentially be less taxing to poten-
tial participants in comparison to answering a lengthy survey. Because of the
characteristic of being similar to a dialogue this method allows for a greater un-
derstanding and possibly more profound answers given by the participants (Al-
vehus, 2013), and in comparison to, i.e. surveys, qualitative interviews could re-
sult in unexpected topics being brought up by participants or the researcher
based on the participants’ answers (Busetto et al., 2020).
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Although there are advantages to this method, there are also disadvantages to
consider. For one, the interviewee could answer the researcher's questions as the
researcher themselves wishes. Or the interviewee could simply answer poorly so
not enough or nuanced data is collected (Recker, 2012). Criticism towards the
method has also been brought forward due to the discussions on what knowledge
the research might gain from conducting interviews. The question is if the con-
text of the interviews might affect the outcome of the interview. Because of this,
the researcher should acknowledge the context and how the interview questions
are formulated (Eckerdal Rivano, 2016). Moreover, Almeida et al. (2017) empha-
sised that the use of interviews as the collection method is time-consuming since
it requires considerable preparation for pre-interview and handling pre-analysis.
Yet, this method of data collection has still been evaluated as the most fitting for
gathering information from the participants since it allows for exploring areas
within the research topic that the participants themselves reveal during the in-
terviews.

The most common approach for interviews as data collection is semi-structured
interviews (Recker, 2013). Semi-structured interviews can be described as inter-
views using open-ended questions and sub-questions, conducted according to an
interview guide which defines general areas of interest. The questions and topics
of the interview can be drawn from previous research or from the results of an-
other data collection method (Busetto et al., 2020; Recker, 2012). There are sev-
eral advantages to this type of interview application. For example, semi-struc-
tured interviews have been proven to be versatile and flexible, and they also allow
for mutuality between the respondent and interviewer which enables a better
quality of the follow-up questions (Kallio et al., 2016). By conducting semi-struc-
tured interviews there is room available for discussion or unique follow-up ques-
tions based on the participants’ answers during the interview, so even with the
predefined interview guide, there is more flexibility to this method (Alvehus,
2013; Recker, 2012).

As described by (Eckerdal Rivano, 2016) and (Kallio et al., 2016) the interview
guide during semi-structured interviews should be divided into themes of inter-
est to cover, but it should not define the sequence of the themes. All of this assists
the interviewer to develop the interview as a conversation rather than an inquiry.
Furthermore, as stated by Kallio et al. (2016, p. 2955) “the semi-structured for-
mat is the most frequently used interview technique in qualitative research and
in a healthcare context.” However, the application of this type of interview re-
quires that the interviewer has a certain level of knowledge of previous studies in
the research area since the interview guide should be based on previous
knowledge (Kallio et al., 2016). In this thesis work, a literature review was per-
formed, and the results of the review were used to formulate the interview ques-
tions. Therefore, an understanding of the research area was gained, and it was
possible to both design an appropriate interview guide and potentially coming
up with follow-up questions on the spot depending on the respondents' answers
during the interviews.

The unpredictability of Covid-19 has presented unique trials to the conduct of
qualitative research (Pocock et al., 2021), the choice of interviews was still pos-
sible considering the technical possibilities and that interviews conducted face-
to-face are not superior to other ways of interviewing (Sturges & Hanrahan,
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2004). Pocock et al. (2021, p. 2403) stated “there are many similarities between
virtual qualitative research and traditional qualitative methods”.

Therefore, because of the chance of stricter public health measures, such as rec-
ommendations to work from home, the plan for the interviews was always to
conduct them via virtual platforms (such as Microsoft Teams). The key point
with virtual qualitative research is the use of virtual communication technology
(Pocock et al., 2021) and because of this, the choice of virtual platform was based
on the available virtual meeting platforms available to the participants. The plan
was to conduct between three to six interviews over Zoom, where the participants
would be a mix of regional representatives within Sweden. Moreover, the aim
was to conduct the interviews between 40-60 minutes depending on how satu-
rated the interviews were. To be able to perform an adequate analysis of the in-
terviews the plan was also to record all the interviews, preferable with both audio
and video to help facilitate the transcription of the interviews.

3.3.1 Sample Selection

The sample selection for this thesis work was determined through the selection
already done by DOME. Moreover, the communication with the interview par-
ticipants was done through representatives from DOME since that gave more
weight to the participation requests. The discussions about the sample selection
with DOME started before the beginning of the thesis work and carried on
throughout the thesis work. The goal with the selection for the thesis work was
to primarily interview participants with roles of Chief information security of-
ficer (CISO) or Data protection officer (DPO) within Sweden, either on a national
or regional level.

The potential participants of this thesis work were required to have knowledge
of the implemented ISMS for the PeHS available for the citizens or knowledge
about any privacy concerns in relation to these services. Whether or not the re-
gion had experienced challenges that they also managed to mitigate was not
deemed important since the focus of the interviews was to collect data to be able
to answer the second research question. This meant that the identification of
challenges and thoughts about them were more important than if the challenges
were current at the time of the interview.

The reason for wanting participants with either the role of CISO or DPO was that
they were determined to have the ultimate responsibility of the information se-
curity work and actions regarding privacy throughout the nation or region.
Therefore, these participants were appropriate for interviewing regarding chal-
lenges with ISMS and privacy concerning PeHS. Below in Table 2, a short sum-
mary of the respondents is presented.

Table 2. Summary of Respondent details

Respondent County Position

R1 A Function leader information security
R2 A CISO

R3 B Cybersecurity specialist
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3.3.2 Design of Interview Guide

An interview guide was designed in preparation for the semi-structured inter-
views and the design was influenced by the results of the previously conducted
systematic literature review in this thesis work.

Once complete, the interview guide was corroborated with a representative from
DOME to ensure the relevance of the questions, both with the aim of the thesis
project and DOME research project. Since the interview guide was based on the
results of the literature review it was divided into sections according to the dif-
ferent challenges that had been identified. The sections and questions are briefly
explained below (the full interview guide can be found in Appendix C):
¢ Intro questions - The purpose of these questions was to get the atten-
tion of the interviewee, inform them of the interview process and topic,
and get consent relevant to the documentation and handling of the in-
terview data (use of the name, recording, etc.).
¢ Section related to the ISMS process
o Question 1
= Follow-up question
¢ Second follow-up
0 .
¢ Section related to responsibility
o Question 1

End questions - The purpose of these questions is to round off the
interview, make sure that every aspect has been touched upon suffi-
ciently and allow for the interviewee to add before concluding the ses-
sion.

3.4 Data Analysis Method

This subchapter presents the two methods of data analysis that have been ap-
plied during the thesis work. The first method, thematic analysis, was performed
during the synthesising of the systematic literature review. The second method,
qualitative content analysis, was performed in relation to the data collected dur-
ing the semi-structured interviews.

3.4.1 Thematic Analysis

The synthesising of the review was performed by analysing the collected publi-
cations through thematic analysis, which according to Braun & Clarke (2006) is
a flexible analysis method appropriate for qualitative research. Moreover, this
analysis method has been described as a suitable introductory method to other
forms of qualitative analysis since thematic analysis does not require that the
research has detailed theoretical and technological knowledge of other qualita-
tive approaches (Braun & Clarke, 2006).

This analysis method was deemed appropriate based on its applicability as stated
by Nowell et al. (2017, p. 2) “thematic analysis is also useful for summarising
key features of a large data set, as it forces the researcher to take a well-struc-
tured approach to handling data, helping to produce a clear and organised fi-
nal report”. However, there are known disadvantages to this analysis method
that should be considered. For example, there is a lack of literature on the
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method itself in comparison to other methods such as grounded theory, ethnog-
raphy, and phenomenology, which could confuse researchers who lack the expe-
rience (Nowell et al., 2017). To mitigate this other research applying thematic
analysis have been studied as reference studies in preparation for the synthesis
of the systematic literature review.

The process of thematic analysis is done by identifying and evaluating patterns
within the collected data. When the patterns have been identified, they are com-
pared and enhanced until themes relevant to the research study can be defined
(Braun & Clarke, 2006). As stated by Nowell et al. (2017, p. 2) “a rigorous the-
matic analysis can produce trustworthy and insightful findings”. The thematic
analysis for this thesis work was performed on a high level due to the time limi-
tation. The thematic analysis process is presented below and it was inspired by
the processes given by Nowell et al. (2017):

1 Generate initial themes - During the first readthrough of each publica-
tion codes were given to each publication, the codes functioned as the base
for defining initial themes that guided the analysis based on similar codes.

2 Search for themes - When all the publications had been assigned codes
the publications were grouped based on the codes and read through once
more (or several times) during which themes were identified for the groups.

3 Review themes - During the third step all the themes were reviewed to
determine if the groups shared similar or duplicate themes. This allowed for
refining the themes and finding themes with a greater number of publica-
tions when applicable.

4 Define and name themes - Finally, once a list of themes had been col-
lected each theme was defined, named, and described based on the con-
nected publications.

3.4.2 Qualitative Content Analysis

As described by Busetto et al. (2020), the interviews conducted for the data col-
lection have to be transcribed to allow for data analysis. Moreover, during the
transcribing of the interview sessions, the researcher can decide to transcribe the
interviews in their entirety including for example, filler words. The level at which
the interviews are transcribed depends on what is relevant for the analysis. The
planned method for data analysis is qualitative content analysis, which can be
conducted on any type of material (notes, videotapes etc.) (Mayring, 2000) and
the analysis with this method can be performed in various ways thus be suitable
to researchers’ of different levels of experience and knowledge (Lindgren et al.,
2020). This method of data analysis can be described as a combined group of
analytic approaches ranging from impressionistic, intuitive and interpretive
analysis to systematic strict textual analysis (Prasad, 2019).

With this method for data analysis, the researcher must look for the different
layers of content in the material, the primary content being topics and trains of
thoughts while the latent content is developed through interpretation of the text
(Mayring, 2000). Roller (2019) also explains that QCA can be described in dif-
ferent ways depending on perspective, two ways describing this method is that
QCA is “a systematic qualitative description of manifest content” (p.1) and an-
other that QCA is a method applied for a subjective understanding of “patterns,
themes and categories important to social reality” (p.1). Therefore, QCA is an
empirical, systematic approach-controlled evaluation of larger text masses, in
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which the material is embedded in its communication context (Mayring, 2000).
QCA is characterised as a method that is systematic, flexible and can reduce data,
and therefore QCA is both data-driven and concept-driven (Prasad, 2019). In ad-
dition, by applying this method the research is focused on the subject and context
while emphasising the differences and similarities between codes and categories
(Graneheim & Lundman, 2004). With that said, this method is not about count-
ing words or simply extracting content from texts, but the process of QCA in-
cludes analysing meanings, themes and patterns within the text (Prasad, 2019).

Graneheim & Lundman (2004) explain that the categories created during the
data analysis of QCA can be described as the ‘what?’ and includes a collection of
codes that can be sorted into the same group. Moreover, they explain that a
theme should be considered an identified ‘red threat’ and a theme can include
more than one category. Therefore, themes run through the data. In addition,
Graneheim & Lundman (2004) explain that there is no ‘correct’ order of defining
categories or themes, instead, they state that the richness of the data and the
expressiveness of the codes are what determines what is defined first. Busetto et
al. (2020) also declare that the process of coding is to relate raw data with theo-
retical terms and that allows for the data to be sortable.

For this thesis work the QCA was performed to produce a preliminary result of
the qualitative interview, a further analysis will be conducted with the DOME
research project in which the interview material collected during the thesis work
will be included. However, the concepts of QCA have been reviewed and applied
according to their relevance, so the qualitative content analysis has been per-
formed in detail even though the analysis is preliminary.

Concepts

There are several concepts to acknowledge when conducting a QCA. The follow-
ing are four concepts as described by Graneheim & Lundman (2004) relevant to
the thesis work:

¢ Meaning unit - The combination of words or phrases that refer to the
same meaning. Could be different words with common aspects and
therefore relate to each other based on their content and context.

e Code - The label of a meaning unit, which allows for the material to be
evaluated in new and different ways.

e Category - Refers to content that has been grouped according to their
shared aspects. Could include subcategories that enhance the richness
of the description of the material.

o Theme - A way of linking any underlying meanings in one category or
across several categories. A theme can also incorporate subthemes.

3.5Ethical Considerations

Ethical issues can reveal themselves during the research process from several
perspectives such as the topic of the research, chosen methods and the presen-
tation of the results. Therefore, consideration of ethical aspects was taken
throughout the thesis work (Berndtsson et al., 2008; Recker, 2012; Roig, 2006).
Regarding the thesis work, for the qualitative interviews the following ethical
considerations were taken: informed consent, removal of audio- and videotaped
recordings, confidentiality, and anonymity.
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Moreover, each participant was informed in a clear and instructive way before
the interviews that the material that was going to be collected during the inter-
view would also be utilised in the larger research project conducted by DOME.
At which point they could choose to not partake in the interview or elaborate on
their consent regarding the handling of the audio and videotaped recordings
from the interviews. Also, the interview participants were repeatedly informed
about the purpose and aim of the thesis project. This was done both by the DOME
representative who had the initial contact with the potential participants and
then again when the participants were contacted with an invitation to the inter-
view session, once by email and again during the introduction of each interview.

As part of the interview introduction the participants were informed that their
names would not be declared in any collected or produced thesis work material.
They were also asked to consent to the declaration of their organisational and
regional affiliation in the material. In addition, as to the ethical consideration of
confidentiality, the participants reviewed the transcribed material from their in-
terviews and the whole thesis report before publication. Thereby, the partici-
pants themselves were able to retract answers if they for whatever reason
deemed that it could lead to a breach of confidentiality of their person or their
region. As for the research approach for the thesis project, the choice of methods
was discussed with experienced and recognized researchers within the research
area. Moreover, the research methods were based on well-established publica-
tions by recognized authors. Also, to maintain the context correctness, efforts
were made to correctly citate the applied research in their appropriate context.

3.6 Threats to Validity
Ensuring the level of validity of the thesis work has been a high priority. As
Wohlin et al. (2012, p. 68) stated "the validity of a study denotes the trustwor-
thiness of the results, and to what extent the results are true and not biased by
the researcher's subjective point of view". This is ensured by taking the following
into account: internal validity, external validity, reliability and objectivity
(Wohlin et al., 2012). Although, since this thesis work is a qualitative research
study characterised as a naturalistic work the terminology presented by Shenton
(2004) and Ngozwana (2018) will be applied, which in short can be explained as
the following;:

e  ‘Credibility’ will be used instead of ‘internal validity’,

e ‘Transferability’ will be used instead of ‘external validity’,

e ‘Dependability’ will be used instead of ‘reliability’, and

e ‘Confirmability’ will be used instead of ‘objectivity’.

These four qualities determine the trustworthiness of a qualitative research
study (Shenton, 2004) and therefore, the term ‘trustworthiness’ will be applied
throughout the thesis work instead of the term ‘validity’. Considerable time was
spent throughout the thesis project on identifying, assessing, and monitoring any
potential threats to the trustworthiness of the thesis work. Especially the process
for the systematic literature review which was conducted rapidly at the beginning
of the project. Below the different strategies to ensure trustworthiness are ex-
plained further in individual subchapters.
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3.6.1 Credibility
One of the most important aspects of the trustworthiness of qualitative research
is to ensure that the study measures what it is supposed to measure a high level
of credibility must be achieved. There are several vital aspects for the researcher
to consider to ensure the credibility of their research (Shenton, 2004). Hence,
the following five applicable aspects have been taken into consideration for the
thesis work:
¢ Choice of research method - The chosen method should be well es-
tablished in both general qualitative research and information science.
Should be developed, if possible, from previously comparable research
projects where the method has been successfully applied.

¢ Triangulation - By applying different research methods the methods
could compensate for their individual limitations and therefore
strengthen the research.

o Debriefing - To increase the credibility of the research continuous de-
briefing session should take place between the researcher and the su-
pervisor. This allows for improvements of the study based on the super-
visor’s experience and perceptions. Moreover, such sessions could be
utilised to test and develop ideas, interpretations, and assist in identify-
ing biases or preferences.

e Peer-review - If available, opportunities for feedback from peers or
academics during the research study should be welcomed since it will
allow for another's perspective. This could help the researcher to e.g.,
refine methods, mitigate a lack of proper descriptions, and strengthen
the motivations of the study.

e Examining previous research — It is essential to the credibility of
the study to examine the study’s results and assess the congruence with
previous research. A key aspect is therefore to relate the study's findings
to the existing body of knowledge in the research area.

Initially, a threat to the trustworthiness of the thesis work was identified as re-
lated to the unfamiliarity of the research area. To mitigate this a broader research
aim was defined in preparation for the systematic literature review and then re-
defined while the thesis work progressed. By doing this the aim of the thesis work
got more focused and detailed since more knowledge in the research area had
been gathered. Moreover, check-ins regarding critical points during the thesis
work (e.g., choice of research method, use of search terms, design of selection
criteria) have been made with experienced researchers from the DOME project
and the thesis project supervisor to ensure the quality and trustworthiness of the
thesis work. Also, before publishing, the thesis work was peer-reviewed by two
other master students. All of this helped improve the credibility of the thesis
work.

In addition, to further ensure the credibility of the thesis work, previous research
was elaborately examined, both within the systematic literature review and as
part of presenting related works within the research area. Moreover, the choice
of research methods was discussed several times with experienced researchers
within the research area and evaluated throughout the process of the thesis work
to ensure that the appropriate method was chosen and correctly applied.
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3.6.2 Transferability

Due to the nature of the findings of qualitative projects being specific to a limited
number of environments and individuals, it is difficult to demonstrate transfer-
ability to other situations or populations. To deal with this the researcher should
provide a description of the contextual factors impacting the research, which
could include the participating organisations, restrictions during the data collec-
tion, applied data collection methods and information regarding the data collec-
tion sessions (Shenton, 2004). To ensure the transferability and dependability
of the thesis work all research methods applied and choices made during the the-
sis project have been transparently explained in detail. Moreover, the delimita-
tions of the thesis work (see chapter 1.4) have been clearly defined before any
data collection has begun.

3.6.3 Dependability

To deal with the issue of dependability of a study the research should transpar-
ently and in detail report on the study’s process. By doing this a future researcher
could utilise the study as a prototype model for their own research. In addition,
by reporting on the study’s process in this way the reader can assess the level at
which the researcher has followed proper research practices. This type of report
should include aspects from both the strategic and operational levels, such as the
research design, implementation, data gathering and evaluation (Shenton,
2004). In addition, two different collection methods were applied to ensure tri-
angulation and therefore improve both the credibility and the confirmability of
the thesis work. Efforts have also been made to ensure the trustworthiness of the
thesis by meticulously and transparently describing every step of the research
process, choices made and any applied resources. This relates both to increasing
the confirmability and dealing with the dependability of the thesis work.

3.6.4 Confirmability

A high level of confirmability of a study is achieved by ensuring that the findings
of the work are the result of the informants and not the characteristics or the
preferences of the researcher conducting the study. This can be assisted by the
utilisation of triangulation since it reduces the effect of the researcher’s potential
bias. Moreover, it is essential that the work presents an ‘audit trail’ which allows
for any reader to follow the study’s process step-by-step, including detailed de-
scriptions of all procedures and all decisions made (Shenton, 2004). Another po-
tential threat to the trustworthiness of the thesis work was the issue of a lack of
relevant publications found during the systematic literature review. To mitigate
this a combination of database resources were utilised and the method of back-
wards snowballing was also applied. With these measures, the total number of
publications from the database searches was drastically increased and through
the backwards snowballing process several more publications were reviewed that
initially did not show up during the database searches. These mitigations both
increased the credibility and the confirmability of the thesis work.
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4. Practical Application

In this chapter the practical application procedures of the data collection and
data analysis methods are described to provide insight into the process and out-
come. Firstly, the procedure regarding the systematic literature review is pre-
sented, which include information about the database search and backward
snowballing results. Secondly, the procedure of the qualitative interviews is pre-
sented. Thirdly, the analysis procedure for both the literature review and inter-
views are presented in separate subchapters.

4.1 Practical Publication Selection Procedure

Figure 3, presented in chapter 3.2, illustrated the different phases and individual
steps of the systematic literature review conducted during this thesis project. The
first phase (Prepare) was further explained in chapters 3.2.1-3.2.3, which in-
cluded a detailed description of the defined database resources, search terms and
publication selection criteria. All of which made up the selection process’s struc-
ture of the review. Moreover, the process of backward snowballing presented in
chapter 3.2.4 and illustrated in Figure 4 also conveyed the different steps that
were going to be taken during the review to gather further publications based on
the references of those publications accepted during the selection process.

Below in chapter 4.1.1 the practical application of the selection process is pre-
sented which is equivalent to phase IT (Conduct), steps 1-6. This includes reports
on how the database resources were probed with the defined search terms and
how the selection criteria were applied. This is followed by the practical applica-
tion of the first phase of the backward snowballing process. Finally, the bibliog-
raphy of the accepted publications is presented. These publications were upon
acceptance moved to the analysis which is presented in chapter 4.3.1. The evalu-
ation of the findings of the literature review is however presented in the results
chapter (chapter 5).

4.1.1 Database Search

As presented in chapter 3.2.1, three database resources were probed with the
search terms documented in Appendix A. In total, 18 search operations were con-
ducted. The three database resources are independent entities with differences
in user interfaces and available functionalities which in turn affect the searches.
For example, the database resources offer different levels of filtering and there-
fore was the search terms applied on different levels, which is described below in
Table 4.

Table 3. Utilized databases and which search terms were applied

Database Search terms applied onto

PubMed Publication year, publication type, text availability

Medline (EBSCO) Publication year, publication type, text availability, text availability

Scopus Title, abstract, keywords, publication year, publication type, publication source

Step 1 - Search resources with search terms
All the publications found during the searches were documented in one Excel-
file. The parameters saved for each publication (if available) was applied search
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term, resources database, authors, title, publication year and Doi. These param-
eters were found by downloading the search results from the databases in sepa-
rate CSV files and by manipulating the files (separating the text into columns).
The CVS files were manipulated, but this was not an easy task, resulting in much
time spent trying to filter out the important information. Many of the parameters
could be drawn from the files, but for some publications, the publication year
and Doi could not be retrieved. This did not end up being a problem since the
most important parameters were the publication title and authors’ names. The
searches resulted in 18,667 hits.

Step 2 - Apply selection criteria to the title, abstract and keywords
The first selection filtering was done through the removal of duplicates, which
met the exclusion criteria EC2. This was accomplished by filtering the complete
list of found publications in alphabetic order based on the column for titles and
then based on sorting in the column for Doi. Each row was reviewed, and all du-
plicates were marked in a separate column (called IC/EC) with the code EC2. The
first instance of the publication from the earliest database search was kept un-
marked. Out of the initial 18,638 hits, 7,679 were found to be duplicates. The
remaining number of publications was 10,988.

The searches were broad and therefore the second selection filtering was done
by reviewing the titles of the publications to determine the publications’ rele-
vance to the research topic. This meant both looking into the publication’s topic,
but also characteristics such as the type of publication. This was done in accord-
ance with step 2 of phase II presented in Figure 3. This made it possible to eval-
uate if the publications fulfilled the inclusion criteria IC2 (published in a journal
or conference), IC3 (written in English or Swedish), IC4 (peer-reviewed) and IC5
(relevance to research topic). It is important to note that ICs at this stage was
determined on a first and superficial evaluation level. This criterion was evalu-
ated again at a later stage. At this point, the title merely provided the first im-
pression of a publication's topic and nature. Again, each row (that had not been
marked EC2) was reviewed and either marked as ‘EC1’ or ‘I?’.

This process allowed for discovering missed duplicates that were marked as EC2.
By marketing each individual row, it was possible to determine at the end of the
filtering that all rows had been reviewed and evaluated. The second filtering re-
sulted in 10,824 publications being excluded, which resulted in 164 publications
remaining (marked with ‘T?”). Out of these 164 publications, some were more un-
clear than others because of the ambiguous or incomplete titles. Therefore, it was
expected that several of them would probably be found as not applicable for the
literature review once the full version of the publications had been reviewed.

Step 3 - Retrieve the full-text versions of publications

Upon trying to retrieve the full-text versions of the publications the abstracts
were read, which allowed for several more publications to be excluded most of
which due to their lack of relevance to the thesis’ topic. At this step, 32 were dis-
qualified due to criteria EC3 since they require payment or further log in to ac-
cess the full publication. Which left 32 that could be retrieved in their full-text
versions.
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Step 4 - Apply selection criteria to full text

The next step was to apply all the selection criteria to the full-text version of the
publications. To ensure that the publications met inclusion criteria IC3 (peer-
reviewed) the global directory Ulrichsweb. Firstly, the publications were grouped
according to their journal and then each of those journals was searched on Ul-
richsweb. The conference papers were evaluated by visiting the conferences' own
websites and checking if they have made a declaration of the included papers in
their conferences being peer-reviewed. This process turned out to be rather
strenuous since it took considerable time to find the required information. In the
end, 10 publications were disqualified.

Next, the publications were evaluated based on selection criteria IC5 (relevance)
and EC4 (quality), which were done firstly by searching for specific words rele-
vant to the thesis work such as security, health, privacy, ISMS and more. When
these words could not be found or their significance in the publication was not
deemed enough the publication was excluded. Next, the articles that did include
the words and were not excluded were read through in their entirety. In the end,
another g publications were excluded of which 3 due to EC4.

Step 5 - Exclude publications due to practical reasons

The last step of the selection process was to exclude those publications due to
practical reasons, which ended up being 9 publications. For most of those publi-
cations, the reason for exclusion was since their result did not add anything (pos-
itive nor negative) to the thesis work. Therefore, they held no value to the thesis
work.

Step 6 - Accept remaining publications

After the selection process a total of 17 publications were accepted to the next
step of the systematic literature review. Below an overview of the results from
the literature search are presented, which indicates how many publications have
been excluded and included in the review (Table 4).

Table 4. Literature review search overview

Database Search date Search Hits EC1 EC2 EC3 ECq EC5 | Included
term
2022-02-25 ST1 3 3 9] o o o o
2022-02-25 ST2 2 1 1 o o (o) o
2022-02-25 ST3 2 0 2 [o) [o) 0 [o)
PubMed 2022-02-25 ST4 3,569 | 3,088 | 447 14 1 9 10
2022-02-25 STs 1,716 9 1,707 o o o 0
2022-02-25 ST6 4,289 2,663 1,625 o] 0 () 1
2022-03-05 ST1 9 8 1 0 o o o
2022-03-07 ST2 3 1 2 o o o o
. 2022-03-07 ST3 9 7 2 o o o o
Medline 2022-03-08 ST4 181 12 169 o o 0 o
2022-03-08 STs 88 1 87 0 )] o o)
2022-03-08 ST6 3,347 3,034 310 3 o) 0o o)
2022-03-05 ST1 270 262 5 1 o (o) 1
2022-03-05 ST2 8 3 5 o o 0 o)
2022-03-05 ST3 35 20 13 2 [¢) o [¢)
Scopus 2022-03-05 ST4 1,821 1,271 535 8 1 0 5
2022-03-07 STs 1,796 121 1,672 2 1 o 0
2022-03-07 ST6 1,519 420 1,096 2 0 () o]
Total 18,667 10,924 7,679 32 3 9 17
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4.1.2 Backward Snowballing

As described previously, to increase the likelihood of identifying as many rele-
vant publications as possible for the literature review backward snowballing was
applied. The references of the 17 accepted publications from the database
searches were all collected and documented in an Excel sheet. Again, parameters
such as title, author’s name, publication year and Doi were documented. These
references were the input for the backward snowballing as described in Figure 4
(see chapter 3.2.4). The snowballing process was initiated 2022-03-21 and fin-
ished 2022-03-22.

Step 1 - Collect references of accepted publications

Each accepted publication’s references were extracted by copying and pasting
them into the Excel sheet without consideration regarding e.g., publication year
or publication type. This resulted in a total of 1,060 rows.

Step 2a - Exclude duplicates

Similarly, to step 2 the first action once the references had been collected and
organised was to exclude duplicates. This was done by comparing the list of ref-
erences by title and authors and each reference was reviewed row by row through
the Excel sheet. By doing this, 146 duplicates were removed, which meant that
914 remained.

Step 2b - Apply selection criteria to publication year and journal

The selection criteria concerning the publication year and publication type were
then applied to the remaining references. During this step, 599 were removed
due to not fulfilling inclusion criteria IC1 (allowed publication interval) and 58
for not fulfilling IC2 (allowed publication type). In the end, a total of 258 refer-
ences remained.

Step 3 - Retrieve the full-text version of publications

The third step of the snowballing process was to retrieve the full-text version of
the remaining references. This also made it possible to exclude 11 due to access
availability (EC3) and another 19 items due to lack of connection to the thesis
work based on the title or abstract (IC5). Upon retrieving the full-text version the
language of the publications was also checked (IC4). The number of references
with full-text versions ended up being 6.

Step 4 - Apply selection criteria to full text

Next, the remaining selection criteria IC3 (peer-reviewed), IC4 (language), IC5
(relevance) and EC4 (quality) were applied to the full-text versions. This was car-
ried out in the same fashion as desired for step 4 of the selection process (chapter
4.1.1). No items were excluded during this step.

Step 5 - Exclude publications due to practical reasons
Lastly, 3 were excluded due to practical reasons such as lack of usable results
which therefore meant that they would not add anything to the thesis work.
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Step 6 - Accept remaining publications

Two items out of the 1,060 references pasted the selection criteria during the
backwards snowballing process described in chapter 3.4.2. However, one of
these items had already been accepted through the selection process and was
therefore removed as a duplicate. Once the item from the backwards snowballing
process had been added to the list of accepted publications the search process
was concluded. Below an overview of the results from the backwards snowballing
process is presented, which indicates how many publications have been excluded
and included (Table 5).

Table 5. Backwards snowballing overview

Criteria EC1 [ EC2 [ EC3 I ECq [ EC5 Included
808 [ 147 [ o [ 3 1
Total 1,059

4.1.3 Final Bibliography

The selection process, including both database searches and backwards snow-
balling, has resulted in a final bibliography of 18 accepted publications that have
been found relevant to the thesis work. All these publications have met the pre-
viously defined and explained inclusion criteria without fulfilling any of the ex-
clusion criteria. Appendix B contains the complete collection of accepted publi-
cations. The bibliography has been presented in the form of a table in which each
individual publication has been assigned an id (e.g., Po1, Po2 etc.). The ids were
assigned in consecutive numbering according to the order in which the publica-
tions were accepted into the bibliography. By assigning a short id to the publica-
tions there is no need to refer to the full-scale reference construct when referenc-
ing any of the accepted publications, which assists in making the analysis text
more fluent.

4.2 Practical Interview Procedure

Because of the size of the systematic literature review a decision was made that
a limited number of interviews and respondents would be necessary to collabo-
rate the results from the systematic literature review. This decision was dis-
cussed both with the thesis project supervisor and the representative from
DOME. Considering this decision, two extensive interviews both in length and
information were conducted with a total of three participants, and it was found
that those interviewed were enough for the second data collection for this thesis
work.

As described in chapter 3.3.1 (Sample Selection) the initial contact with potential
participants was done through a representative from DOME. Date suggestions
were discussed with the DOME representative before contact was made with po-
tential participants. Once a person had agreed to participate their contact infor-
mation was provided from DOME. From that point, the contact with the partici-
pant was managed as part of the thesis work. Starting with sending out an email
with a meeting link to the agreed-upon date and time, and a brief explanation of
the aim of the study. This was followed up by a second email one or two days
before the planned interview and through that, the participants were provided
with the interview questions. All communication was done in Swedish, both pre-
interviews, during the interviews and post-interviews.
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During the interview, the interview guide was followed (Appendix C) and that
started with asking about consent from the participants, both for recording the
interview and to use their organisational affiliation in the thesis work. All partic-
ipants agreed to the recording of their interviews with the condition that the re-
cording was only managed by the interviewer and deleted immediately once the
material had been transcribed. Moreover, none of the participants consented to
the use of their organisational affiliation in the thesis work and therefore only
the participants' roles are provided in the thesis work. Each interview, which was
conducted digitally, was held with video cameras turned on to allow for some
face-to-face interaction. Also, a PowerPoint presentation was shared and utilised
during the interviews to assist the participants in their understanding of the
questions asked. The PowerPoint was designed based on the interviews guide
and helped guide the interview conversations since the participants could follow
along on their screens as the interview was ongoing.

Because of the sensitivity of the discussed topics in the interviews the partici-
pants were offered the chance to review the transcript material from their inter-
views and the thesis work, which also ensured the trustworthiness of the thesis
work. The interviews were transcribed and sent to the corresponding participant
for their approval before the material was used in the thesis work. Moreover, be-
cause of a lack of knowledge of some of the topics discussed during the interviews
a participant from the first interview wished to investigate further within their
organisation before providing answers to some of the questions. This was only
seen as something positive since it would add more established data to the study,
so the participant sent answers to a few questions a couple of days after the in-
terview over email (Appendix F). Below in Table 6, a summary of the interviews
is presented.

Table 6. Summary of Interview details

Respondent Interview date | Communication channel Duration Appendix
Ro1 2022-04-26 Zoom 59 minutes Appendix E
Ro2

Ro3 2022-04-28 Zoom 43 minutes Appendix G

4.3 Practical Analysis Procedure

In this subchapter the individual practical analysis procedures for thematic anal-
ysis and qualitative content analysis are presented. Each procedure is presented
in rich detail according to the process descriptions given in chapter 3.4.

4.3.1 Analysis of Literature Review

The analysis process started with repeated read-throughs of each accepted pub-
lication during which codes were assigned to the individual publications based
on their emphasis. During the read-throughs patterns regarding challenges with
information security and privacy concerns were identified.

Once each publication had been assigned codes and no new codes could be
found, the publications were grouped based on the codes. Then, the groups were
reviewed, and each publication was read-through again to define themes. Once
themes for each group had been identified, the themes were reviewed to check if
groups shared similar themes that could be combined. Lastly, when a list of
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themes for all the publications had been identified the themes were named. A
total of 57 codes and 13 themes were defined, which are presented in Table 7.

Table 7. Overview of themes and related studies

Codes Th
Access control Access monitoring Access requirements Should vs. Must have access
Wide access) Inapplicable data use Purpose based permission
Emergency access Balance (privacy vs. benefit
Access trust Control based on preferences Privilege abuse Trust vs. Control
Standards Policies GDPR compliance Regulatory compliance
Human behaviour Consent Interchanging staff The users
User safety caution
IoT Mobile devices External applications Applications
Attack surface Cyberthreats Employee misuse Threats
Hacking threats Insecure interfaces/APIs Network threats
Offline sharing The value of medical data Flawed IT infrastructure
Secondary use Potential of medical accidents
Cultural view Information security culture [ Security culture Culture

Data storage

Data management

Data lifecycle management

End-user involvement in design

Cybersecurity Information practices [ Lack of knowledge Knowledge
ISM awareness Lack of research
Cloud Evidence based [ Lacking encryption The technology/design

Appropriate data CIA [ User anonymity Data characteristics
Data volume Data secrecy

Multiple parties Ownership [ Interoperability Interconnectivity
Accountability Lack of auditing Security practices

These themes should be viewed as challenges with ISMS and privacy related to
PeHS. The correlation between the challenges and publications is illustrated in
the matrix below (Figure 6).

FEEEEE ZEEFIEEE
IHEEINE R
iz 72 RS
= (7 g

Publications 7 =

Total sources per challenge 8|7|5|6|5|11|3|5|09|6|3|11]3

Po1 - Ishag et al. (z021) 7 | XX X X X

Poz - Ohetal. (zo21) 4 X| X X X

Pos - Privaetal. (zo17) 2 X X

Poy - Ozkar & Sandikkaya (2020) 4 X | X X

Pog - Cellier & Ghernaouti (2019) 6 |X|X|X|X X X

Po6 - Kamoona & Altamimi (2018) 4 X X|X|X

Po7y - Fragidis & Chatzoglou (2017)| 1 X

Po8 - Lustgarten et al. (2020) 5 X X[X|X|X

Pog - Al-Issaetal. (2o19) 4 X X X X

Pio-Kuo (2018) 4 XX X X

P11 - Ronquillo et al. (2018) 2 X X

P12 - Nurgalieva et al. (2020) 5 X X XX X

P13 - Els & Cilliers (2017) 5 X|X X| X X

P14 - Zegers et al. (2021) 7 | XX X X X|X X

P15 - Sahi et al. (2018) 8 X|X|X X| X X| X X

P16 - Edemacu et al. (2019) 4 X X

P17 -Bani Issa et al. (2020) 6 X X X X

P18 - Coppoline etal. (2017) 4 | X X| X X

Figure 6. Matrix over challenges related studies
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4.3.2 Analysis of Qualitative Interviews

The analysis process for the qualitative interviews started with the repeated read-
throughs of the transcribed material and comparison between the material from
the two interviews. During the read-throughs, codes were assigned to the re-
spondents’ answers, the aim of these codes was to help determine challenges
with information security and privacy, and how challenges within these areas
had been mitigated. The read-throughs concluded once no new codes could be
found or assigned to any further answers, after which the answers were grouped
based on the codes.

Then, the code groups were reviewed to determine appropriate examples of
meaning units and define common categories for the different codes. Once the
categories had been defined, reviewed to find, and combine similar categories,
the final categories were reviewed again to define themes. A total of seven codes,
three categories and two themes were found during the QCA analysis. Below the
codes, meaning units, categories and themes are presented in more detail.

Meaning units

In Table 8 four examples of the meaning units found by analysing the collected
material are presented, as well as the corresponding condensed meaning units
and codes. The codes are further explained in the next subchapter.

Table 8. Meaning units from QCA

Meaning unit Condensed meaning unit Code ID
“All the structures and standardizations we have facilitate the dia- | Standardisation assists the dialogue Co2
logue we have with others.”
“The more users, the more consumers of information, the more | Digitalisation has made us more vul- | Co4
information we have and the more surfaces we have, the more vul- | nerable and demands more efficient
nerable we are and then we need to work even more actively and | work processes
efficiently based on the management system we have.”
“So, it is a challenge to catch up with the development that is tak- | Difficult to keep up with the develop- | Co4
ing place. Especially when we talk about connected to patient-cen- | ment of PeHS
tred services and the type of digitization that a patient-centred
care requires and that the patient is in focus, and so on.”
“One challenge is to try to have a sensible discussion about | Question ideas to allow for reasonable | Coy
whether the service actually provides the patient with any real | services
benefit. Usually it does, but sometimes there are some a little too
crazy ideas that you have to resist.”
“[...] the knowledge that it is also possible to provide access to in- | Increased use of PeHS requires better | Co1
formation in medical records when young people are 13-15 years | information to the end users
old needs to be clearer [...] If we are to increase the use of our
PeHS, we get started better information about opportunities.”

Codes

The coding performed in the QCA for the material collected during the qualita-
tive interviews was based on the analysis of the meaning units. Moreover, to ef-
ficiently code the interview material, a coding scheme was designed, which is
presented below in Table 9.
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Table 9. Codes from QCA

1D Code Description

Co1 Opportunities for improvement Relates to what the respondent has expressed has room for improvement
which would improve the overall process for ISMS/privacy

Coz2 | Assistance Relates to what the respondents have identified as potential points of assis-
tance to the design or implementation of the ISMS.

Co3s Fend for yourself Relates to that the respondents explained that each region or organisation is
left to deal with ISMS and privacy issues on their own since it is ultimately
their own region/organisation that owns the risks related to ISMS/privacy.

Co4 | Complexity Relates to the issues or challenges related to the complexity of the situation
in which the ISMS is supposed to be implemented.

Cos | Progress or not Relates to the progress that has or has not been made within ISMS or privacy.
Such as how the implementation of GDPR has affected the progress of privacy
within the organisation/region.

Co6 | Work process Relates to several aspects of work processes, such as the overall ISMS process
or process for implementation of PeHS. Including the process of assigning
privileges or access rights to systems.

Coy Greater understanding Relates to the lack of or improved understanding of ISMS and of how it should
be implemented by the employees, patients, and citizens within the region.

Categories

From analysing the collected data from the qualitative interviews and comparing
the identified codes with each other three categories were defined. These catego-
ries are explained below:

Sound prerequisites

The first category relates to the progress or lack of progress made within
ISMS or privacy and if there is a lack of or improved understanding of
ISMS among employees, patients, and citizens. What this comes down
to is if there are sound prerequisites for an ISMS and privacy manage-
ment within the organisation

The processes

The second category relates to the processes involved with ISMS and
dealing with privacy concerns. Which includes what is and may assist in
the design or implementation of the ISMS, but also what the respond-
ents have described as difficulties with ISMS and privacy in relation to
PeHS that makes the situation complex to handle. For example, the pace
of digitalisation and the need to keep up with that in the ISMS process
is challenging. Another example is that the development of legislation
does not keep up with the pace of digitalisation and therefore new legis-
lations are presented once the regions have already done work in the
ISMS process and must backtrack and redo the work according to the
new legislation.

Possible collaborations

The third and last category relates to what the respondent has described
as room for improvement, which includes aspects such as improved
communication within the region regarding PeHS to both healthcare
personnel and citizens, and improved legislation which does not contra-
dict each other or makes the ISMS process heavy. This category also re-
lates to the fact that the regions are working alone and do not collabo-
rate as much as they possibly could or would like to, which for example
is because the regions themselves are owners of their risks.
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Themes

The primary theme that emerged during the interview sessions and when ana-
lysing the collected interview material was the theme of knowledge. There are
several aspects related to this theme. Firstly, understanding what ISMS entails
and how to manage privacy concerns. Secondly, there is the challenge of dealing
with the different ideas that healthcare personnel would like to implement and
getting them to understand that the service must have a realistic and real benefit
to the patient. Thirdly, although healthcare personnel might have embraced the
use of PeHS and gotten better at communicating information to patients through
the PeHS, they must also understand that a change in user behaviour (e.g., pur-
posely entering data in an incorrect field in the EHR system) has consequences.
This theme is anchored in the related works presented in chapter 2.2. Mense et
al. (2013) explained that organisations unfortunately are likely to misunderstand
the concept of information security, especially as something that mainly requires
technical security controls. As with this theme, the misunderstanding of the con-
cept could adhere to a lack of knowledge on ISMS and information security as an
area.

The secondary theme relates to standardisation. This theme relates to the ex-
pressed benefits and strengths of standardisation, both within the own organi-
sation and in collaboration or dialogue with other regions. Moreover, the re-
spondents discussed the different aspects from which standardisation could
emerge. On a national scale that could be national directions, support, and guide-
lines regarding the legislation that those who work with ISMS and privacy must
take into consideration. It could also emerge from the use of standards such as
the ISO 27000-series throughout the regions which would enable everyone to
use the same language and terminology. Thereby enabling an easier dialogue be-
tween regions in this area. The perspective regarding legislation relates to the
related work by Scandurra et al. (2017) that was presented in a previous chapter
(see chapter 2.2) in which the researchers described that there is a gap between
the legislation and the development of PAEHR. Moreover, as Scandurra et al.
(2017) described, this gap could be the result of healthcare being a complex or-
ganisation with a necessary collaboration between several different actors.

In Table 10 below the relationship between the concepts defined for this thesis
work is presented.

Table 10. Relationship between themes, categories, and codes from QCA

Themes Knowledge Standardisation
Categories Sound prerequisites The processes Collaboration
Codes - Progress or not - Assistance - Opportunities for
- Greater understanding - Work process improvement
_ Complexity - Fend for yourself
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5. Results

In this fifth chapter, the results of the thesis work are presented. The results are
both presented individually for each data collection method and jointly at the
end of the chapter. The results are presented according to either the themes or
categories identified during the analysis process described in chapter 4.3.

5.1Results of the Literature Review

The results of the systematic literature review are presented below according to
the 13 themes of challenges to ISMS and privacy related to PeHS that were iden-
tified during the data analysis.

5.1.1 Should vs. Must have access

The first challenge described by several researchers is the one related to access.
Since PeHS include sensitive information about patients and people’s medical
history the question is whether a user should have versus must have access or
not. Therefore, there are two contradictory requirements for access to patient
data. On one hand, the data must be accessible by a large group of individuals
simultaneously anywhere at any time and quickly to ensure efficient care. How-
ever, the data must also be sufficiently protected since a lack thereof could neg-
atively affect the person’s privacy (Pos, P06). There is no straightforward answer
for how to manage privacy with eHealth and therefore a balance must be
achieved between individual privacy and potential benefit for each eHealth ser-
vice. Researchers have found that individuals of e.g., ailing health are willing to
trade-off some privacy for the benefit of better care and gain independence.
However, most healthy adults insist on greater security and privacy for their
PeHS (P14). In addition, the structure of the involved systems and classification
of data within healthcare makes the challenge of access even more complicated,
which is why some are likely to simply provide wider access than trying to limit
access to certain groups (Po5).

There is a multitude of perspectives to take into consideration concerning access.
For one, there is the question of how to set up and manage the access control to
manage the data access and data flow within the environment (P15). The fact is
that without a proper access control mechanism users could cross intended
boundaries and access more data than they should be able to access, both inten-
tionally and accidentally (P16, P17, P18). This could be done by a user access pol-
icy based on the consequences user access poses when accessing the data (Po1)
or a role-based policy that declares the level of access based on the user’s role
(P06). Although, access control is not enough. Even with controls in place to limit
data access, there is still going to require many users having access to patient
records. Hence, PeHS providers should apply access monitoring. This too is com-
plicated due to the large number of people having access to the services (Po5).

Then there is the issue of the need for emergency data use. Due to the require-
ment of medical staff having to provide rapid care they must have access to pa-
tients’ data quickly and without needing to specify what data they need in every
unique situation. Yet again, the solution here has historically been to assign
wider access which in turn has other consequences such as people processing
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information without proper cause (Po5). However, when looking at this perspec-
tive of the challenge of access one must take into consideration that access con-
trol in emergencies is more complex and difficult to approach. Thus, any access
control also requires the possibility of bypassing any security access mechanisms
in emergencies (P15). Lastly, concerning access, one must consider the possibil-
ity of someone without expert knowledge accessing and modifying patient data.
This could in a worst-case scenario lead to improper diagnosis and faulty treat-
ment of the patient. Moreover, with PeHS there are often multiple parties in-
volved (such as system suppliers and different healthcare providers). The chal-
lenge is to assign and manage access based on positions, which could limit the
possibility of unauthorized access or wrongful data management (Po1).

5.1.2 Trust vs. Control

The second challenge also relates to access, but from the perspective of trusting
the caregivers’ data management versus the patient’s control over their data
(Po5). Due to some eHealthcare providers’ failure to preserve the privacy and
security of patient data patient trust in their caregivers' management of patient
data has decreased (P15). Moreover, the users (patients, nurses, physicians etc.)
also must trust the technological solution (Po4). Otherwise, they might change
their behaviour and by doing so they might not use the systems correctly or not
provide enough and proper information (P12). Some researchers take the stand-
point that each individual person must own the power of access over their data
(Po1). Although, the challenge is made more complex when simply assigning pa-
tients control over their own data. Because doing so requires the patients to un-
derstand what that control entails and their options for sharing their data (P13,

P14).

5.1.3 Regulatory compliance

Several researchers also describe the challenge and need to comply with stand-
ards and laws concerning eHealth (P15). Firstly, there is the ISO 27000-series
which addresses information security and the concerns to take into considera-
tion. This series is highly relatable since it also describes the best practices for
information security management (ISM) within an ISMS (Po9). Since infor-
mation security and privacy concerns have been found to be the primary chal-
lenges PeHS providers must design a sufficient information security manage-
ment that includes a proper ISM policy (P10).

Secondly, the introduction of GDPR has put pressure on services providers
throughout all areas to uphold the protection of citizens' individual data. Which
in healthcare of course also entails that the data must only be processed for the
purpose defined at the time of collection. The question is how to assess that this
is ensured throughout the healthcare process. This too relates to how to set up
and manage access (Po5, Po9). Thirdly, another aspect of the challenge of regu-
latory compliance is the lack of standards. For example, with the increase in mo-
bile devices patients are also more likely to access PeHS on those devices, which
presents other security challenges than with ordinary devices. This then leads to
PeHS providers having to implement other security controls, but there is a lack
of privacy and security standards that consider these types of devices (P13).
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5.1.4 The users

As described by a few publications from the literature review, when dealing with
PeHS one must consider the users as a considerable challenge both to infor-
mation security and privacy. This includes both the users within healthcare (e.g.,
nurses, physicians) and persons in society (e.g., patients and private individuals).
The first perspective for this challenge is formal patient consent, which is a highly
debated topic within research. Some consider formal consent as unnecessary and
that it is most beneficial to regard the patient's consent as automatic, especially
within the same healthcare organisation. That is because the use of restrictive
access due to lack of consent could negatively affect the patient's care if a care-
giver is not provided with the necessary information. With that in mind, if the
patient would like to specify that their information should not be transmitted to
another healthcare provider that is acceptable (Po5). The question here is how
to handle the trade-off between formal consent and the convenience of wider ac-
cess (P14).

In addition, patients might not even know what information of theirs that is in-
cluded in PeHS and could be shared with other caregivers (P08). Although, as
described by P17, some caregivers believe that their patients trust them to handle
their data with care and do what they need to do to ensure the confidentiality of
the data. Moreover, P10 describes that one of the primary challenges and threats
to information security and privacy related to PeHS is the behaviour of the users.
The users are unpredictable and could, both intentionally and accidentally, be-
have incorrectly in their data use and management which could lead to e.g., in-
formation disclosure. Another perspective is also the fact that the personnel
within healthcare institutions are characterised as constantly interchanging
staff, which puts strains on upholding the competence level regarding infor-
mation security and ensuring an appropriate access level within the personnel
(Po1).

5.1.5 Applications

Next, there is the challenge to manage information security and privacy concerns
due to the variety of applications involved (P18). Modern eHealthcare includes
components such as mobile devices, sensors, Internet of Things (IoT) and med-
ical devices with their own characteristics, requirements, and security vulnera-
bilities. For example, the different connected devices are also network connected
and can therefore be exploited by an attacker. Once the attacker has exploited
the device access to the organizational network or PeHS could be gained, and
further damage could be caused such as attaching malware to the available data
(Po2, Po4, P13). Moreover, the vulnerabilities of patients accessing the PeHS
from their smartphones is a challenge too, since that also puts pressure on how
the service applications are designed, accessed, and secured (P15). For example,
what healthcare data could an unauthorized person access if they got hold of an-
other person's smartphone? (P13)

5.1.6 Threats

The value of health data has made healthcare an attractive target for attackers
(P15). Moreover, with the increased accessibility and usability the attack surface
for eHealthcare has broadened and with that, there has been an increase in
threats (Po2). Therefore, this challenge is comprehensive and includes the many
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different threats to PeHS. Such as the threat of unauthorised use, which relates
to both ISMS and privacy (Po3, P15). Some researchers focus especially on the
situation of the patient data being shared outside of the eHealthcare environ-
ment (P15). While others emphasise insider threats as a great threat to the avail-
able patient data in eHealthcare and describe these as much more troublesome
than any type of outside threat (Po1, Po4, P16).

Then there is the perspective of how to secure the networks on which PeHS is
utilised, one being the medical internal network of the caregivers and the second
one being the private networks of any other type of user. Since the data in PeHS
are shared across these networks an attacker could use different types of attacks
to gain access to that data e.g., eavesdropping, man in the middle attack or spoof-
ing (Po2, P09, P12, P13). The fact is that there has been an increase in cyberat-
tacks over the last years and that is a threat to both information security and
privacy because cyber-attackers could lock down entire healthcare environments
hindering patient care using e.g., ransomware (P11, P18). The threats are not only
troublesome from the perspective of an outsider gaining access to the data, but
also the chance of data tampering which could lead to the wrongful treatment of
the patient based on incorrect data (Po3). Or data loss because of a malicious
attack (P16). Lastly, another type of threat is the one of secondary data use by the
caregivers with access to patient data. For example, the collected data within or
about a particular illness could be used to gather data on a national level and in
a national database. The data that one patient shared through PeHS in their own
region could then be accessed by attackers if the national database is compro-
mised (Po1).

5.1.7 Culture

This challenge relates to the difference in cultural views of privacy and the con-
sequences of that difference. These differences are especially obvious on a global
scale. The challenge here is then to account for such differences and try to find a
balance between sharing data to save patients’ lives and protect the patient data
with stricter access control (P14). Moreover, this challenge also includes the lack
of a proper information security culture. The consequence of this is an increase
in threats due to employees’ misbehaviour and improper management of infor-
mation (P10, Po5).

5.1.8 Data lifecycle management

Since data transitions throughout its data lifecycle within healthcare and since it
is shared among several parties one challenge is the data lifecycle management
(P08, P17). For example, there are threats related to the data at transit since this
involves the data moving across networks and devices (P13). Moreover, the data
at rest or data storage is vulnerable to threats such as malware, hackers, or file-
sharing tools. This stage of the data lifecycle has historically not been discussed
within eHealthcare research. The challenge here is that there is a need for mod-
ification of security measurements due to the unique operational and compliance
requirements within eHealthcare (P15). Furthermore, this grows more complex
when discussing centralised versus local storage of healthcare data since it affects
the privacy of sensitive patient data (P16).
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5.1.9 Knowledge

This challenge is compromised by two areas, one being the internal knowledge
within healthcare and the other being patient knowledge. A challenge with
eHealth is that the involved staff is not provided with enough training on rights
and responsibilities for both the staff itself and the patients. This includes both
training regarding security and privacy (P15). This can slow down the develop-
ment and implementation of appropriate PeHS due to a lack of knowledge in the
relation to privacy and legal matters (P14). Researchers have also stated that
there is a lack of comprehensive studies of the overall eHealthcare system (in-
cluding the data, devices, networks, and processes). Hence, there is a lack of
knowledge into how security and privacy could be ensured throughout the whole
system (Po2). Moreover, a challenge is the medical staff’s lack of knowledge of
what laws and regulations they must follow. For example, what GDPR entails
and how that affects what or how information could be shared with third parties
(Pos).

Also, since the employee in most research is regarded as the weakest link in ISM,
the challenge is to achieve a proper level of ISM awareness (P10). An example of
this is that respondents of a focus group study declared that it is not their job as
nurses to concern themselves with physical security concerns and that they
themselves do not understand cybersecurity enough to understand the issues re-
lated to cybersecurity (P17). Since a lack of ISM awareness can increase the in-
formation security risk throughout the use of PeHS effort must be put into en-
suring that the employees understand what ISM means and how their actions
could compromise the security (P10). Lastly, from the internal perspective of this
challenge, there is the issue of information practises. Without proper infor-
mation practices, patient digital privacy could be violated and therefore the chal-
lenge is to implement information practices that ensure the least intrusive, iden-
tifiable and disclosure of sensitive information to as few people as possible (P08,
P18). From the perspective of patient knowledge, researchers have found that a
challenge is that with a lack of patient knowledge into the security and privacy
risks the more vulnerable the PeHS is. Therefore, the best choice is to apply se-
curity and privacy by design for any patient accessible service such as patient
portals (P12).

5.1.10 The technology/design

The tenth challenge relates to the choice of technology and design for PeHS.
Firstly, there is a challenge relating to the design and development of dynamic
and flexible PeHS. Because of the complexity and effects of eHealth services it is
vital that end-users are involved in the development of the services. Both in the
front-end design, but also functional design. Which includes both the patients
and caregivers. Otherwise, the adoption and positive impact might be haltered
(P12, P14).

Another aspect to this challenge is cloud technology. As a relatively new technol-
ogy, cloud computing has been described as the future for easy data access and a
good fit for healthcare since it promises e.g., solutions for more effective collab-
oration, communication, and coordination between different parties. However,
there are aspects to cloud technology that have led to healthcare providers hold-
ing off on adopting the technology. For example, there are security risks such as
identity theft, privilege abuse, and poor encryption (P06, Po8, Pog). Moreover,
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the lack of standards and regulations for appropriately managing information
security and privacy concerns are also obstacles for the adoption of cloud tech-
nology within healthcare (Po1, Po9).

5.1.11 Data characteristics

Because of the complexity and requirements of healthcare one must consider the
data characteristics when dealing with data within healthcare. For one, there is
the sheer volume of data to consider and the fact that more and more data is
collected throughout the healthcare process. So, there is a challenge related to
maintaining and managing the large amount of data (Po6). Then there is the
challenge of upholding the integrity and confidentiality of the data throughout
the whole healthcare process (Po1). While simultaneously preserving the data
origins (Po6). Lastly, a reasonable question to ask in relation to PeHS and the
characteristics of the data generated about patients is what and how much data
that is appropriate to share in PeHS since so many different people can access
the data (Po8).

5.1.12 Interconnectivity

This challenge relates to the fact that PeHS involves a multitude of different care-
givers such as hospitals, primary care facilities, clinics etc. Because of this the
interconnectivity has grown complex and will remain so as the need of access will
increase, which is what PeHS providers must take into consideration (Po2, Po3,
Po4, P17). The security situation for PeHS is difficult to manage as the number
of connected parties increase, the accessibility requirements, and the way of ac-
cessing the services increases. Moreover, to design and implement privacy poli-
cies for these services are challenging (Po4, P06). In collaborative eHealth envi-
ronments such as PeHS the parties involved range from authorities to individual
caregivers, which leads to a constant high number of security weaknesses and
patient privacy threats (P12, P16). The challenge is therefor to ensure that each
of the contributing systems connected to the PeHS upholds the security stand-
ards, which will help ensuring the total security level of the interconnectivity be-
tween the involved parties (Po7). For the development of future eHealth services,
a challenge is also to design the infrastructure to be effective, safe, and secure
(P11).

With many involved parties, a relevant question is to ask how the ownership of
the data is assigned, which relates to data privacy. Normally the data owner is
the creator of the information, which would make the patient the data owner of
its own data. Which then indicates that it is the patient’s choice of who to share
that data with, even in an interconnected digital environment. To establish the
data owner is essential to better protect again data misuse and unauthorized ac-
cess (Po9). Although, since sharing data only increases and the fact that the data
is both stored and shared over several networks the data owner no longer have
control over the data (Po6). Which then leads to the question of responsibility of
ensuing the level of security and privacy of the data, and unfortunately, there is
no straightforward answer to that question as of now (P14).

5.1.13 Security practices
The last challenge relates to the applied security practices to ensure information
security and privacy in PeHS. Several publications describe the challenge and
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need for proper auditability of eHealth. To set up and run through audits of for
example the most common system errors or activity records can become trou-
blesome when dealing with larger systems used across multiple healthcare pro-
viders. With this, there is the challenge of upholding accountability for the safety
and proper use of the available data when it is shared among several parties (Po1,
P15, P17).

5.2 Results of the Qualitative Interviews

The results of the qualitative interviews are presented below according to the
categories that were identified during the data analysis. As presented earlier, a
total of three categories were found and these categories relate to a variety of
aspects regarding ISMS and privacy in general but also in relation to PeHS.

5.2.1 Sound prerequisites

As for the introduction of GDPR, all three of the interviewed respondents agreed
that this put a spotlight on both information security and privacy throughout the
organisation. Which was regarded as positive since it led to increased attention
to information security throughout the organisations (Ro1, Ro2, R0o3). As re-
spondent Ro3 explained, it started off with somewhat of a panic since people
grasped the gravity of the situation once GDPR had been implemented and at
that point, they were already in breach legally:

“Yes, so it actually started with a fairly extensive panic when it was realised
that the GDPR had already been introduced and that we were by definition il-
legal.” (Ro3)

Respondent Ro3 also described the nature of the work with GDPR as constant
and that they are still experiencing challenges concerning the handling of issues
related to GDPR. Moreover, as respondents Ro1 and Ro2 discussed, the imple-
mentation of this regulation opened peoples’ eyes to information security work
in general, and it also increased the level of competence and knowledge in this
area:

“[...] this meant that efforts were made to introduce it and that the focus was
on this area and the information security work in general. Which is very posi-
tive, I think, and we who work with information security. It's on the agenda.
So there the eyes were focused on the processes we have in information secu-
rity and that was positive.” (Ro1)

“[...] it really made the organisation work intensively with these issues and
then brought them up on the table and increased the competence and
knowledge level within it as well.” (Ro2)

In addition, when asked about the ISO standard ISO/IEC 27701 that was pro-
duced to help understand the regulation a distinct difference between region A
and region B was identified. Respondents Ro1 and Ro2 from region A described
that this standard assisted to link the work they already did with other standards
in the ISO 27000-series with GDPR, without having to work with GDPR on a
separate track. However, in comparison, respondent Ro3 from region B ex-
plained that they had not been applying this standard at all:
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“It makes it easier because it somehow still clarifies how you can think, how
you can work. And above all linked to GDPR, I felt that it was helpful that the
standard came that pointed to the work that we are already doing within the
framework of 27001 and 27002 then you need to dock this from a GDPR per-

spective, [...] it is integrated into the already existing work.” (Ro1)

“T'll be completely honest. We have not looked at it that much because we are
swamped in the GDPR problem.” (Ro3)

Respondent Ro3 also explained how they in their region have made progress
with the healthcare staff in relation to PeHS. This region has been involved
throughout the process of developing and implementing Journalen, they have
also mapped the information flows and how to properly build the security for the
platform. This included performing risk assessment in different areas and with
different situations in mind, such as end-user behaviour and relation to e.g., so-
cial media. Moreover, this region has made progress regarding their ISMS in re-
lation to PeHS from the perspective of the employees' comprehension of the con-
sequences of this type of service:

“We have been involved and there has also been a dialogue with healthcare in-

stitutions. Some have been very sceptical, such as psychiatry for good reason.

[...] So yes, we have thought through it really well. And we have now also got
healthcare staff to accept this, and it was a struggle.” (Ro3)

In addition, respondent Ro1 described that there is a general challenge for the
Swedish regions to get their information to their healthcare personnel about the
PeHS that the region provides. This also includes what routines that apply in
relation to the PeHS:

“There is a challenge in all regions to reach out with information to healthcare
professionals about services used by patients/citizens. Our region has good in-
formation for employees, but we can become even better at taking the time to
update ourselves on what applies and ensure that new employees are in-
formed about current routines.” (Ro1)

Also, respondent Ro3 added another perspective to the challenge of healthcare
personnel's understanding of PeHS by describing an issue that their region had
found where the healthcare professionals have started changing their behaviour
in a negative way and input information in the incorrect field in the medical rec-
ord system:

“Healthcare professionals are aware, and they have now begun to express
themselves in a different way in the medical record system so that it is under-
standable to the patient, but then they instead use the comment fields in the
medical record system and that is not good either.” (Ro3)

Another important aspect is the citizens' understanding of the PeHS and their
own behaviour when using these services. When asked about challenges with
user behaviour related to the use of PeHS respondent Ro3 described that there
are challenges related to the citizens' and patients' behaviour. Respondent Ro3
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talked about how Facebook groups are created by employees and then utilised
by citizens to ask questions:

“[...] there are some Facebook groups [...] where the Facebook group is actu-

ally started by employees, but it looks very official. It has happened then that

citizens ask questions about their illnesses in the belief that it is some kind of
PeHS.” (Ro3)

When the respondent was asked about how this, and other challenges are man-
aged by the region respondent Ro3 described that there are instructions pre-
sented to the citizen or patient when they log into Journalen and that the hope is
that they read through those before proceeding to the next page:

“[...] when you log in to 1177, you get a lot of instructions to read, what it
means to use these resident services and then you have to press the little but-
ton that you have read the information. [...] But it's clear there are sure people
who just click hello wildly in the usual order, but we have tried to do what we
can” (Ro3)

Moreover, the respondents from both region A and B expressed that there is a
challenge to get the organisations to understand what information security en-
tails and how they should work with their information security, which in turn is
a challenge to the ISMS (Ro1, Ro3). This includes both the actual reason behind
the need to perform certain tasks within the information security work and what
tools that are available to them within the region:

“[...] to also understand why we have these methods. Why do we want you to
analyse, because it actually benefits you who are responsible for the infor-
mation. [...] and then you have the help of these methods and tools to be able
to achieve it [suitable information security].” (Ro1)

“It is to get the organisation's understanding of how information security
work is conducted and what tools are used and why. That is the challenge, I
would like to say. [...] but now the understanding begins to fall into place and
then you can use management systems and refer to it.” (R03)

When discussing how the threats to PeHS affect the region’s ISMS and privacy
respondent Ro1 described that it absolutely affects their systematic information
security work. Moreover, what this comes down to is that the employees working
with the ISMS must understand the prerequisites and requirements to be able to
provide a suitable management system and tools to secure PeHS:

“It's the cornerstone. If we are to be able to meet the outside world, if we are to
be able to meet reality, we must understand the needs that exist, the threats
that exist, the aspects we need to take into account in order to be able to adjust
in our systematic information security work to make it as effective as possi-
ble.” (Ro1)

Lastly, an interesting aspect brought up by respondent Ro3 when asked about

what the biggest challenges for PeHS are in relation to their region’s ISMS and
privacy, the respondent described that health care personnel can get a bit carried
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away and want to implement inappropriate services. Thereby, a challenge is to
understand and ensure that the desired service has a real benefit to the patient:

“One challenge is to try to have a sensible discussion about whether the service
actually provides the patient with any real benefit. Usually it does, but some-
times there are some a little too crazy ideas that you have to resist.” (Ro3)

5.2.2 The processes

Respondents from region A emphasised repeatedly during the interview that
structure and standardisation would assist them in their information security
work and to design an appropriate ISMS. Moreover, they pointed to the help it
would lead to if there was a national direction that the regions could lean on re-
garding the related legislation (Ro1, Ro2). Respondent Ro1 also described that
the use of standards such as the ISO 27000-series assisted them in their work to
achieve an appropriate ISMS:

“[...] everything that is a standardised basic platform makes it easier and that
is also how we have chosen to apply the ISO 27000-series as an aid. So, I
would say that it facilitates our work. Then the challenge is that there are

many standards that we were on before, but there is also a very good work in

general that they are compatible, and they are so general that it is possible to
have different types of frameworks that still work together.” (Ro1)

What the respondents all described in relation to different questions during the
interview was that there is great complexity to the relation between ISMS, pri-
vacy concerns and PeHS. This complexity is the result of different aspects (Ro1,
Ro2, Ro3). For one, the respondents pointed out digitalisation as challenging,
both from the perspective of keeping up with the needs of the organisations and
the threats that the digitalisation leads to:

“So, it is a challenge to catch up with the development that is taking place. Es-
pecially when we talk about connected to patient-centred services and the
type of digitization that a patient-centred care requires and that the patient is
in focus, and so on.” (Ro1)

“[...] the more digital we become, the more vulnerable we become. Both on the

basis that those who do not have access to information get access to it. On the

basis that the information is not correct or incorrect and when you talk about

several attack surfaces and the like, we know with us, with the world situation
that we now have as well.” (Ro2)

Another aspect that makes the situation complex is that legislation in connection
to information security and ISMS itself do not keep up with the digitalisation,
which greatly affects the ISMS work:

“I also think in terms of legislation, so we also see that it will come, what can
you say, a little later. [...] Which means that then we have developed things
based on current legislation, we need to go back and redo. [...] And we always
need that in all activities, but here there are already many technical compo-
nents involved.” (R02)
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Moreover, the respondents also pointed out that the increase of mobile devices
of different types also complicates the security situation:

“In general, if you look at it from an information security perspective, the
more units we have, the better we need to ensure information security all the
way out [...] it's like what reality looks like and that's what we need to work
on to keep up with the pace of development because that's what reality looks
like.” (Ro1)

“I think that is a problem for all companies. [...] mobile devices are a black
hole.” (Ro3)

Also, respondent Ro1 described the complicated task of finding a balance be-
tween all the different perspectives that influence the design of ISMS and the use
of ISMS. This includes legislation, organisational point of view from different
organisations, technology etc. All these perspectives must be added, examined,
and adjusted to provide the best service:

“We need to work systematically with our information and the security work
linked to it. And that means that we need to do quite tricky analyses some-
times and especially when it comes to services that have a very large business
benefit. It is important that the balance is very clear, that you get all perspec-
tives and that the processes ensure that we get the information security work
and the perspective of information security/data protection when we intro-
duce and when we manage.” (Ro1)

Moreover, respondent Ro3 touched upon the challenge of responsibility of en-
suring that information security/data protection is handled in a satisfactory
manner in relation to PeHS:

“If you look at Electronic Health Record data, for example, we use the system
Cosmic, then it is the administration that is responsible for transferring data
but then the data needs to be received and there I am not entirely sure that the
interfaces are completely defined.” (R03)

Next, for the ISMS process, respondent Ro2 described that again that there are
challenges related to keeping up with the digitalisation, and even though the re-
gion deems that they have a good basis to work from they still have a lot of work
left. Respondent Ro2 also made an important comment about the fact that with
the ISMS process you cannot set a goal that indicates that there is an endpoint
to the process, because the process is continuous and always in a state of change
therefore there is no endpoint. Furthermore, respondent Ro3 stated that a chal-
lenge to the ISMS process is to identify information assets e.g., medical technol-
ogy systems handling personal data that flow around:

“But then there is the problem of identifying sources of information and then
making sure to classify them and take action based on any leaks or legal
problems.” (Ro3)

As for the tools applied, both regions A and B do utilise the ISO 27000-series to
some extent (Ro1, Ro3). Furthermore, when asked what could be improved with
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the methods and tools used for the ISMS work respondent Ro1 did not identify
any direct points of improvement with the tools or methods. However, the re-
spondents had previously described that the tools and methods are generic and
general and need to be adjusted according to the organisation applying
them(Ro1). The points of improvement with the tools and methods lay more with
the people applying them:

“It's a craft. It requires the laying on of hands. It takes time. It requires skills
development. It requires that we learn from each other and that we learn
from those experiences to become even better.” (Ro1)

Furthermore, when asked if the tools and methods available in the region can be
applied to PeHS respondent Roz1 clearly explained that there is no difference be-
tween services. No matter the service the tools and methods should be applied
Also, the introduction of new PeHS follows the same qualitative implementation
process:

“[...] the methods and tools are generic and general, so they must be applied
regardless of service, regardless of the type of information.” (Ro1)

One point of discussion during both interviews was related to access privileges
and the responsibility of managing the access privileges related to PeHS. Re-
spondents from both regions described that a trade-off is made between consent
and access privileges in emergencies since this in fact could be detrimental to the
patient's life (Ro1, Ro3). Moreover, the responsibility of making sure that the
access privileges to PeHS are correct lies with the managers, which also must be
improved for in situations such as when employees change work duties within
the organisation yet keep their old access privileges (Ro1, Ro3).

5.2.3 Possible collaboration

The respondents identified several opportunities for improvements for ISMS
and privacy related to PeHS during their interviews. For example, as for the pos-
itive influence on user behaviour when using PeHS respondent Ro1 described
that the region needs to be more visible in their information, education and dia-
logue with both citizens and healthcare personnel:

“Through information, education, and dialogues. As a region, we need to be
"out" and visible where both residents and care staff are. We need a "kiosk" to
inform about PeHS at e.g., the region's hospital, we need to be seen at the pa-

tient association and more.” (Ro1)

The education regarding information security could also be updated so it covers
more aspects related to PeHS:

“Just social media, that passage also exists. But not explicitly when it comes to
PeHS, but that you should not answer any questions and preferably delete
those that may be to the detriment of the patient or the resident. So, it's a chal-
lenge.” (R03)

Moreover, there is room for improvement regarding the related legislation and
the standards which would positively affect the ISMS process:
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“[...] sometimes it is not the case that the legislation points in the same direc-
tion, they can even stand directly against each other, and in addition, we have
our mission to create the best conditions and provide the best care to the pa-
tient.” (Ro1)

“It is absolutely stilted [ISO standards]. It is not necessarily easy to under-
stand. [...] ISO standards are very tedious.” (Ro3)

Lastly, one aspect of the challenges regarding ISMS and privacy is that each Swe-
dish region is dealing with some of the same issues, risks, and challenges but the
options of collaboration between organisations and other regions are limited:

“There is, of course, regional cooperation in some parts, but ultimately and
apparently, we are individual authorities with responsibility for our own in-
formation. And we can never, as it were, transfer risk ownership to someone
else, but here it is a matter of based on the consensus that can be created na-
tionally, everyone needs to go home and think about what risks we are willing
to take based on the conditions we have in our organisation.” (Ro1)

5.3 Analysis of the joint results

Common denominators between the results of the literature review and the re-
sults of the qualitative interviews conducted during the thesis work have been
identified. For example, both results have included a theme related to
knowledge. This corroborates what was initially found in the literature review,
there is a need to improve the knowledge of ISMS and privacy, both generally
and in direct connection to the use of PeHS. Moreover, this lack of knowledge or
need for greater knowledge is not limited to just healthcare personnel or pa-
tients, all end-users of PeHS need greater knowledge on how to securely handle
the available PeHS.

Furthermore, the joint results also indicate that there is a great challenge to ISMS
and privacy simply due to the characteristics of healthcare. There are several par-
ties that must collaborate and integrate for the healthcare services to be effective.
This is challenging both from the perspective of multiple stakeholders that need
to collaborate, but also because of the differences in their systems and IT infra-
structure. Also, besides all its benefits, digitalisation presents a great challenge
to ISMS. This is because digitalisation develops faster than what the adjustments
in the ISMS are implemented and that there is an increase in both services and
mobile devices that need to be taken into consideration.

As for the challenge of access control, there are multiple aspects to consider.
Some aspects could be interpreted as easier to deal with considering the results
of the qualitative interviews, such as the issue of should versus must have access
from the perspective of emergencies. Both regions represented in the interview
study have made a distinction regarding the access privileges assigned to the
emergency departments, which is based on the potential of patient harm or in
the worst-case scenario even patient life. Therefore, the emergency department
personnel have high privileges.
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6. Discussion

The sixth chapter of this thesis report is dedicated to the discussion on the work
conducted in comparison to previous research and the application of the data
collection and data analysis methods. This chapter also presents an elaboration
on ethical and societal aspects related to the thesis work.

6.1 Previous Research

There are similarities between the results of the thesis work and the related work
presented earlier (see chapter 2.2). For example, Mense et al. (2013) found dur-
ing their study that there is a chance that organisations misunderstand the con-
cept of information security and interpret it as requiring mainly technical secu-
rity controls. This is reflected in the joint results of the thesis work since the
theme of knowledge was identified in the collected material. The results of this
thesis work include the employees' understanding of what ISMS entails, how the
tools and methods of ISMS should be applied, the consequences of user behav-
iour and in relation to PeHS specifically there is a lack of knowledge on how to
ensure the security and privacy of the whole healthcare system chain.

Moreover, Jara & Schafir (2014) pointed out in their study that there is an addi-
tional security requirement concerning information security that must be taken
into consideration. This too is reflected in the results of the thesis work and that
this is something that must be improved, for example, the managers that are as-
signed the responsibility of keeping the access privileges up to date must actively
fulfil this task throughout the employees' time in the organisation (e.g., remove
privileges when the employee is assigned other duties).

In addition, the interview respondents confirmed the need for a dynamic ISMS
that can be adjusted depending on the organisation and situation in hand, which
was something that Mense et al. (2013) also presented as important. Another
similarity to the results of the thesis work is what Amankona et al. (2021) pre-
sented regarding the necessity to implement appropriate policies, guidelines and
regulations in order to mitigate security and privacy issues related to eHealth.
This too was emphasised in the results of the thesis work, but also the difficulty
of doing so when the legislation contradicts one another, and standards are
sometimes difficult to fully understand.

Also, Scandurra et al. (2017) explained that healthcare is a complex organisation
and it is difficult to manage since several different actors have to collaborate
within the same space. Moreover, Scandurra et al. (2017) also identified that
there was a gap between the legislation at that time that effected PeHS, which
also was found in the results of the thesis work. A difference on the other hand is
what the results of the thesis work did not indicate regarding a resilience to de-
velop eHealth services which was presented by Scandurra et al. (2017). The in-
terview respondents did not answer any question to that effect and there was
nothing obvious in the literature review that indicated a resilience to develop
eHealth services. Though, perhaps an interpretation could be made in relation
to the new technology (e.g., cloud), which was identified as challenging to adopt
in the development of new PeHS in the literature review results.
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6.2 Personal eHealth Services

One of the obstacles encountered during the thesis project was to interpret the
concept of Personal eHealth Services. This is a new concept mostly used within
Scandinavia. The concept is only found when looking at the research project de-
scription provided by NORDeHEALTH (2022) and as it is referenced by DOME
(2022). Because of this an interpretation of the concept had to be made to deter-
mine what services that count as PeHS although they have not been categorised
as such in the literature. For example, EHR is not found to be a PeHS since EHR
is simply the transformed version of health records being digital instead of the
traditional paper-based records. Although, with EHR there is possible to offer
PeHS in relation to the medical records. The most apparent services that could
be included as a version of PeHS is Patient Accessible Electronic Health Records
simply due to its characterisation as patient accessible. In addition, PeHS also
include services that for example allow for web-based contact with the healthcare
providers (e.g., to book appointments or renew prescriptions). In essence, from
working with the concept, the interpretation is that there are more services of
this type available in practise and described in literature, but they have not been
categorised as PeHS since the concept is new and not broadly applied within the
research area.

This made it difficult to find literature that describe the concept in general for
the background chapter of the thesis report and to identify publications relevant
to the systematic literature review. For the literature review, the lack of publica-
tions applying the concept affected the search terms for the review. Since so few
hits were found when using more specific search terms (including PeHS) the
search terms had to be redefined and less specific to allow for a satisfactory num-
ber of search hits. For example, the broader search term combinations included
terms such as record (would thereby include EHR) instead of targeting the po-
tential literature by simply using the search term PeHS. In fact, none of the pre-
vious works presented in the thesis report or publications included in the litera-
ture review mention PeHS. They do however describe characteristics of PeHS for
services that allowed for them to be included in the thesis work.

6.3 Research approach

As described by Almeida et al. (2017), no matter the characteristics of the re-
search topic and method, the research could experience limitations related to the
research process. With this thesis work, the planned work was ambitious with
the time limitation and limited resources. Apprehensions were also communi-
cated to the supervisor and representative from DOME early on during the thesis
work related to the available and applicable publications for the systematic liter-
ature review. To mitigate this potential limitation the research method and pro-
cess were chosen with care and designed to utilise different database resources
as recommended by Kitchenham (2004) and Brereton et al. (2007).

Thereby, which is also reflected in both the analysis and results of the literature
review, a trade-off was made between applying broader search terms to allow for
a larger number of search hits in exchange for putting more pressure on the time
limitation. This choice proved to be positive in the sense that most of the ac-
cepted publications did originate from the broad search term combinations, but

53



it was not as positive as wished for since the broader search terms proved to be
less effective than expected since so many publications did not fulfil the selection
criteria.

In addition, apprehensions regarding the plan of conducting both a comprehen-
sive systematic literature review and qualitative interviews were discussed with
both the thesis project supervisor and a representative from DOME, which again
had to do with the time and resource limitations. However, it is recommended to
apply more than one method when available in qualitative research to broaden
the data and not rely solely on one source (Arksey & Knight, 1999). Because of
this, qualitative interviews were conducted after the systematic literature review
to compare, corroborate, or differentiate between challenges found in research
with challenges managed in practice.

Although, the primary data collection method was the systematic literature re-
view, and the addition of qualitative interviews was viewed as complementary
but not necessarily required for the thesis work. This is also why it was acceptable
to conduct only two interviews even though the plan at the beginning of the thesis
work was to conduct up to six interviews.

6.4 Review process

The systematic literature review process applied during this thesis work con-
sisted of several steps in three phases (see Figure 4) and control points with both
the supervisor and representatives from DOME. The first phase of the review
process was initially uncomplicated and rather easily conducted, included in this
phase was the choice of database resources, the definition of search terms and
the definition of selection criteria. Since the thesis work was done as part of a
larger research project tasks such as defining search terms and database re-
sources were made easy since some work had already been done by DOME.

However, the selection criteria took some more work. For one, it was found dur-
ing test searches that the number of search hits greatly overpassed the possible
number to review for the thesis work. Because of the large number of search hits
the inclusion criterion for publication date was changed from ten years to five.
Although, even with this action the search hits were considerable, and it took
more time than expected to filter through the search hits. Moreover, defining the
selection criteria to ensure that publications of high relevance and quality were
included and at the same time excluding those publications that did not meet the
necessary level also took more time than anticipated.

The second phase (see Figure 4) included the steps for conducting the review.
When executing the database searches with the search terms the initial collection
consisted of 18, 668 search hits, which needed to be processed according to the
selection criteria that had not been applied during the database searches (e.g.,
eliminate duplicates). For this process, the choice was made to not utilise any
form of reference management tool, partially because no reference management
tool had been used this purpose previously in earlier projects and it was not
deemed that using a reference management tool was necessary. Because of this,
the publication details from the search hits were documented in an Excel sheet
and then processed the publications manually in Excel.
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The selection process was more time consuming than expected, but that was
found to be caused by the sheer number of publications to process and not any
lack of functionality in Excel or the fact that the files downloaded from the dif-
ferent database resources which included the publication details also varied in
their format and detail. For example, much time was spent extracting the rele-
vant publication details from the downloaded file after each database search and
then pasting that information into the Excel sheet. Because most of the selection
process was done manually (reading row by row to determine e.g., if the publi-
cation was a duplicate based on the title) a satisfactory overview of the collected
material was achieved. Once this had been done a total of 17 valid publications
had been accepted. At this point, the backwards snowballing process began,
which was utilised to backtrack and identify other potentially relevant publica-
tions that had been missed during the database searches. The snowballing pro-
cess resulted in another 1,060 possible publications being processed according
to the same procedure as before and after completion, one more publication was
accepted. Again, this also was time-consuming,

In the end, out of the total 19,727 processed publications 18 were accepted for
the data analysis. The final number might seem low in comparison to the large
number of publications found through the database searches and backwards
snowballing process. An explanation for this lower number could be that the
search terms were quite broad. Looking at the statistics presented in Table 5 the
narrower search term combinations did not result in many hits, which could in-
dicate a lack of research into the area that those search term combinations tar-
gets. Moreover, most of the excluded publications were excluded because of their
lack of relevance to the thesis work (e.g., medical focus and perhaps only men-
tions of information security or privacy). Which was primarily done by reviewing
the publications’ titles.

Also, the goal of the selection process was to eliminate as many irrelevant publi-
cations as possible to limit the number of publications to read in their entirety.
Thus, an exhaustive approach was adopted during the selection process. Apart
from eliminating publications based on an assessment of their title to determine
relevance, publications with results that were dubious or difficult to grasp due to
inadequate description of results were also eliminated. Thus, there is a possibil-
ity that some disqualified publications could contain relevant information con-
cerning challenges relating to ISMS and privacy regarding PeHS. With more re-
sources, a logical choice would be to perform a closer initial assessment which
would perhaps lead to more accepted publications. Moreover, due to the litera-
ture review taking longer than expected the analysis of the literature review was
delayed, which in turn also delayed the design of the interview guide. Conse-
quently, less time could be allocated to interviews and that might affect the pos-
sibility of booking more interviews.

6.5 Interview process

The process for the qualitative interviews started early on during the thesis work
since it involved the collaboration with a representative from DOME. The poten-
tial sample selection was discussed along with the potential number of interviews
to conduct. A couple of weeks into the literature review dates were set for the
interviews to be planned and from that point, the representative from DOME
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started reaching out to book interviews. However, getting participants for inter-
views became one of the greatest issues for the thesis work. Perhaps this could
correlate to the time and situation in the world, and because of that, there might
have been less of an interest to participate in the study even though it might have
been regarded as relevant for their organisation.

Moreover, as explained above, the process of designing the interview guide was
delayed due to the prolonged literature review process. Therefore, less time was
available to conduct interviews. The goal was to conduct six interviews where the
participants would come from a mix of regions and preferable roles such as DPO
or CISO. In the end, two interviews were conducted and only one of the three
participants described themselves as a CISO. The other two participants de-
scribed themselves as competent and directly involved with the ISMS work
within their region. Also, all three participants felt comfortable answering the
privacy aspects of the interview questions as well. Once the DOME representa-
tive had gotten confirmation from a participant and booked a time for the inter-
view, the participants' contact information was forwarded to the interviewer who
contacted the representative with a short presentation of the thesis project, the
purpose of the interview and a Zoom-link for the upcoming interview. Also, a day
before the individual interviews the interview questions were sent to the partici-
pants. This was done to ensure more comprehensive answers during the inter-
views and to reassure the representatives about the topic of the interview.

At the start of each interview, the participants were asked about approval for re-
cording, which all agreed to. The third participant did require that only the in-
terviewer would review the recording and once the material had been transcribed
the recording would be deleted. This was not seen as a problem for the thesis
work and was therefore accepted. Next, the participants were asked about ap-
proval to name their organisational affiliation and region in the thesis work, but
since one of the participants wished to not have any identifiable information
about themselves or their region in the thesis work a decision was made to only
declare the participants' roles in the thesis work. Therefore, name, organisational
affiliation and region are all anonymised in the thesis work throughout. After all
the approvals had been covered the participants were again informed about the
thesis project’s aim and purpose of the interview, during which an emphasis was
made that the collected material from the interviews would later also be used in
the larger research project conducted by DOME. After these steps, the interviews
were conducted following the interview guide. Once the interviews had been
completed the participants themselves asked for the chance to check the col-
lected material once it had been transcribed before sharing it with DOME and
the thesis report before publication. Again, this was not viewed as an issue since
it increased the trustworthiness of the thesis work.

After the interviews had been conducted, the recordings from the two interviews
were both transcribed within two weeks and sent to the corresponding partici-
pants. At this point, another issue became apparent, because the participants did
not reply. It required several follow up emails before replied. A couple of days
after the transcribed material had been sent out one of the representatives got in
contact, but at that time could not approve the transcribed material and asked
for more time to review it with a colleague. The participant from the second re-
gion did not respond to any emails until the final attempt two weeks after the
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follow-up message had been sent originally. Luckily, all participants signed off
on the transcribed material which allowed for the thesis work to continue. This
waiting period did cause some stress, but since the participants approved the
material in the end there was no serious consequence to the thesis work.

6.6 Analysis processes

Two methods for analysis were performed, thematic analysis for the material col-
lected during the systematic literature review and qualitative content analysis for
the material collected during the qualitative interviews. Both analysis methods
were familiar from previous projects, but they took considerable time to utilise
due to the characteristics of the collected material. Firstly, to code the material
from the systematic literature review efficiently, systematically, and correctly
was difficult because of the varying level of language. This proved to be both time
consuming and required several iterations of reviewing the potential themes that
were identified through the grouping of the codes. Secondly, the analysis of the
interviews proved to be difficult because of the limitation of material. Therefore,
it took more time than anticipated to identify all the relevant concepts and define
the codes, categories, and themes for the qualitative content analysis.

Moreover, initially, the plan was to perform a high-level analysis for the system-
atic literature review but upon beginning the analysis it was decided that a more
comprehensive analysis of the accepted publications would benefit the thesis
work. Therefore, a decision was made to conduct a detailed thematic analysis.
This decision also made it more apparent that the primary data source for the
thesis work was the publications found during the literature review and the re-
sults of the review would be the primary result of the thesis work. Although, cor-
relating the results for the analyses proved to be straightforward and did not take
as much effort as expected.

6.7 Results

As presented earlier, the thesis work was expected to provide a taxonomy of chal-
lenges in ISMS and privacy related to the use of PeHS. With a taxonomy of chal-
lenges in this area future development of methods and tools for ISMS with
eHealth services could be assisted. This was provided by conducting a systematic
literature review in which 13 themes of challenges were identified and defined.
Moreover, since the results of the literature review were utilised as the basis for
the qualitative interviews the taxonomy was corroborated by respondents work-
ing with ISMS and privacy within two Swedish regions.

The results from both the literature review and the interviews could be inter-
preted as there should not be and is not a difference between PeHS and other
types of services provided within healthcare. For example, as the interview re-
spondents explained, the ISMS is general and although it might need some ad-
justments depending on the situation, it should be applied no matter the service
or what information that the service manages. On a general level, the results can
also be interpreted as identifying digitalisation as a great threat and influence on
both ISMS and privacy, both in relation to PeHS and throughout the organisa-
tions.
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The outcome of the thesis work is not specific to Sweden or only the two regions
represented in the interview study. The results based on the literature review in-
cluded publications published in English and in different journals or confer-
ences, thereby the results were general. Furthermore, the results of the thesis
work have been supported by the related work (see chapter 2.2) which also en-
sures the generalisation of the results. To further generalise the results more da-
tabase resources and search combinations focused on information security and
ISMS in relation to PeHS could have been applied, in combination with more
interviews with several Swedish regions and perhaps even internationally.

The results of the thesis work provide an insight into how practitioners in this
area experience challenges and what could be improved regarding ISMS and pri-
vacy related to PeHS. The results could also be used as a basis to perform in-
depth studies focused on the challenges found in relation to ISMS and privacy
related to PeHS.

6.8 Ethical and Societal aspects

As part of the discussion for this thesis work potential effects on ethical and so-
cietal aspects have also been included. These aspects are presented in two sub-
chapters below.

6.7.1 Ethical

As described in subchapter 3.5, several ethical considerations have been taken
during this thesis work. In relation to GDPR, no personal information about the
interview participants have been documented and the audio and video recording
from the interviews were erased once they had been transcribed. Moreover, the
participants themselves have reviewed the transcribed material to validate that
no sensitive information about themselves or the region they represented was
included in the transcribed material. In addition, it should be emphasised that
most of the results presented in this thesis work are a condensed summary of
existing external research. Thus, the information drawn from that research is
neither fundamentally new nor secret since it is freely accessible on the Internet,
which of course includes any potential threat actors that might try to draw con-
clusions on how to exploit the challenges with ISMS and privacy in relation to
PeHS.

Summarising and presenting identified challenges with ISMS and privacy con-
cerns related to PeHS could help increase people's knowledge about the prereq-
uisites of ISMS and privacy in this digital day and age of healthcare. This includes
healthcare personnel, citizens and patients that have an interest in PeHS. Even
though no mitigation solutions for the challenges are included in the thesis work
the results are still deemed as beneficial. For example, it could help patients un-
derstand that healthcare providers social media does not count as a PeHS and
therefore information shared over social media with a healthcare provider is not
encouraged since the information security could not be ensured. This also ap-
plies even though a threat actor theoretically could find the results interesting as
well. No further ethical aspects were observed during the thesis work and there-
fore the discussion on ethical considerations is congruent with the description
given in chapter 3.5.
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6.7.2 Research Ethics

Although the conducted literature review did not include many accepted publi-
cations focused on ISMS instead of individual information security challenges,
the results of the review are still judged as comprehensive enough to be included
in the mentioned research project by DOME whose aim is to complete an analy-
sis of the information security and privacy perspectives related to PeHS. If it is
found that there is a shortage of information concerning any area of interest, it
can be collected by targeted research into that specific area. However, this does
not render the work presented in this thesis worthless, instead, it can be viewed
as a valid foundation in combination with additional data for the DOME research
project. In addition, other research or even organisations might find the result of
this thesis work applicable for gaining better knowledge into the challenges with
ISMS and privacy related to PeHS (e.g., perhaps in the development of new
PeHS).

Since threats to the trustworthiness of the thesis work were managed throughout
the thesis project stages, the presented result was deemed as credible and could
therefore be applied to other projects or studies. Also, the transparent and de-
tailed descriptions of each applied research method during the thesis work allow
for potential external researchers to replicate and thereby evaluate the per-
formed work.

6.7.3 Societal

Both the conducted systematic literature review and qualitative interviews have
been deemed to prove that there are challenges regarding ISMS and privacy con-
cerns in relation to PeHS. Hence, the challenges are not only theoretical or ex-
cluded to Swedish regions, in fact, the Swedish regions represented in this thesis
work have experienced some of the challenges identified in the literature review.
Therefore, the results are beneficial to a variety of parties. These challenges are
associated with a variety of aspects as presented in the results (see chapter 5) and
help PeHS providers to get an overview of documented challenges related to
ISMS and privacy concerns. The results of the thesis work could perhaps also be
utilised as a basis for cross-region collaborations and discussions regarding the
challenges related to PeHS. Moreover, the results of this thesis work might assist
developers, administrators, and facilitators of PeHS in what challenges they
should consider for future services, which thereby could lead to the challenges
related to ISMS and privacy being mitigated even before the organisation ap-
proach the situation of adapting and providing the PeHS to their citizens.

Moreover, the conducted systematic literature review highlighted that there are
challenges regarding ISMS and privacy concerns in relation to PeHS that are not
characterised as technical issues. In fact, there are challenges related to e.g., leg-
islation and human behaviour. By increasing the knowledge and understanding
of these aspects, the thesis project can help PeHS providers to redirect some of
their focus to the more intangible aspects of ISMS and privacy.

Furthermore, as described in the introduction of the report, there is a transition
towards more patient-centred and transparent patient care. The patients of the
digital age want to be more involved and has the potential to add to their own
care since it is possible to gather, process and analyse so much more data about
the patient’s health as described by Nurgalieva et al. (2020). Therefore, from the
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patient perspective, the PeHS must have a functional purpose and information
about the available services must be properly presented to the citizens. However,
the results of the thesis work show for example that the citizens do not have
enough knowledge about the PeHS and therefore put their own sensitive per-
sonal information at risk due to improper user behaviour. Therefore, when de-
veloping future PeHS the providers must be mindful about what the citizens un-
derstand about the service, which functions that are available, what information
that is transferred between the healthcare parties and how the citizens them-
selves must act to preserve the privacy of their information.
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7. Conclusion

This last chapter is dedicated to presenting the conclusions of the thesis work.
The conclusion has been divided into subchapters, the first relating to the per-
formed analysis, the second relating to the research questions for the thesis work
and the third relating to future work.

7.1Based on Analysis

As presented in chapter 5, several challenges regarding ISMS and privacy related
to PeHS have been identified both in the literature and in practice. Some of these
challenges are general and some are specific to PeHS. For example, one challenge
relates to the lack of understanding among the employees of why they should
apply the methods and tools available to ensure the information security of their
services. Moreover, one challenge relates to human behaviour among the users
of PeHS. This includes both healthcare personnel and patients. For example,
when learning what information is sent from the EHR system healthcare person-
nel might try to be clearer and provide easier information to understand since it
is available to the patient through PeHS. However, in doing this they might also
start using the EHR system incorrectly and add vital information somewhere in
the system where it is not supposed to be documented.

On the other end, patients might misinterpret information or communication
channels available through social media to get in contact with a healthcare pro-
vider. Thereby, they might unconsciously share private information about them-
selves because they have misinterpreted social media as an official communica-
tion channel with the healthcare provider. Lastly, reflecting upon the purpose of
the thesis project. The purpose of this thesis project was to understand and de-
scribe the issues related to ISMS and privacy regarding the use of PeHS. The re-
sults presented in chapter 5 is deemed to fulfil this purpose since the results in-
cludes a multitude of perspectives and different types of challenges, which has
been found both in research and in practice.

7.2 Answers to Research Questions

The first research question for this thesis work was aimed at identifying the chal-
lenges with ISMS and privacy in relation to PeHS, and both the literature review
and the interviews revealed that there are several challenges to consider in this
area. In total 13 themes of challenges were identified through the literature re-
view, which was then corroborated by the interviews conducted with represent-
atives from two Swedish regions. These challenges include a variation of aspects.
Some examples of challenges are access control, patient trust, collaboration be-
tween multiple parties and lack of knowledge.

The second research question was aimed at identifying how Swedish regions are
applying ISMS for their PeHS and how they are managing the privacy concerns.
From the analysis of the interviews, it was found that the regions participating
in the research project does not differentiate between PeHS and other types of
services. Therefore, one and the same ISMS is applied to all services independent
of its purpose if it manages personal information. Regarding privacy concerns,
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the respondents expressed that their way of managing potential privacy concerns
is to build privacy management into the ISMS. This is done by for example uti-
lising standards focused on merging GDPR into the ISMS process, thereby the
ISMS no longer simply focuses on information security but includes privacy as-
pects as well.

7.3 Future work

In this thesis project only two Swedish regions were represented in the qualita-
tive interviews and therefore a natural future work would be to expand the re-
search by involving more regions, which would provide perhaps even more gen-
eral results. Moreover, a delimitation of this thesis project was to not provide any
solution formulation to the challenges found regarding ISMS and privacy in re-
lation to PeHS. Therefore, future work could be to use the results of this thesis
project as a basis and present solutions to the identified challenges. This could
be done in several ways. For one, the aim of the future work could be to target
the challenges related to the more abstract aspects such as human behaviour and
how to influence users in their information security behaviour. Another aim
could be to focus on what aspects of ISMS could be standardised cross- regions
and what that would require in the form of e.g., legislation, standards and tools
for ISMS or privacy management.

Another delimitation was that no technical challenges such as technical setup
were included in the thesis work. With that in mind, a possible future work would
be to complement the results found in this thesis work with an analysis of the
technical challenges regarding ISMS and privacy related to PeHS. By doing this
it could be possible to perhaps link the challenges and from there develop an
even greater overview of the challenges and their correlation. Moreover, as men-
tioned repeatedly in previous chapters, the thesis work will be included in a
larger research project conducted by DOME. In that project, some of the work
done for this thesis will be the basis for further data collection e.g., the interview
guide will be used both nationally and internationally in the research project’s
interviews. This too could enhance the results and make them even more general.

Lastly, this thesis work did not include a patient perspective, a future work could
therefore be to complement the results of this project with research focused on
the patient perspective on information security and privacy related to PeHS. This
could assist improving and ensuring the development of future PeHS since it
would take both the providers’ and the patients’ perspectives into consideration
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Appendix A - Combination of applied search terms
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Search term ID
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Search term combination

ST1

(("information security" AND ("management system" OR "management sys-
tems")) OR ISMS) AND (health* OR care* OR patient* OR health OR care OR
healthcare OR patient OR patients) AND (method* OR tool* )) AND pubsta-
tusaheadofprint

ST2

(("information security" AND ("management system”" OR "management sys-
tems")) OR ISMS) AND (“digital health” OR “electronic health” OR ehealth* OR
"e-health" OR PeHS OR “personal ehealth services” OR “personal e-health ser-
vices”)) AND pubstatusaheadofprint

ST3

(("information security" AND ("management system" OR "management sys-
tems")) OR ISMS) AND (health* OR care* OR patient* OR ehealth* OR "e-health"
OR PeHS OR health OR care OR healthcare OR patient OR patients) AND (secur*
OR secure OR security OR privac* OR privacy OR ((data OR data*) AND (protect
OR protection OR protect*))) AND pubstatusaheadofprint

ST4

((electronic* OR computer* OR digit*) AND ((medic* OR health*) AND record*))
AND (secur* OR priva*)

STs5

((electronic* OR computer® OR digit*) AND ((medic* OR health*) AND record*))
AND (secur* OR priva*) AND (method* OR tool*)

ST6

(((electronic* OR computer* OR digit*) AND ((medic* OR health*) AND record*))
OR ehealth* OR "e-health" OR PeHS) AND ((individual* OR patient* OR citizen*
OR inhabitant*) AND (secur* OR priva* OR sensitiv*))

Medline
(EBSCO)

ST1

(("information security” N2 ("management system" OR "management systems"))
OR ISMS) AND (health* OR care* OR patient*) AND (method* OR tool*)

ST2

(("information security” N2 ("management system" OR "management systems"))
OR ISMS) AND (“digital health” "electronic health" OR ehealth* OR PeHS OR
"personal ehealth services" OR "personal e-health services")

ST3

(("information security” N2 ("management system" OR "management systems"))
OR ISMS) AND (health* OR care* OR patient* OR ehealth* OR "e-health" OR
PeHS) AND (secur* OR privac* OR (data* N2 protect*))

ST4

((electronic* OR computer* OR digit*) AND ((medic* OR health*) N3 record*))
AND (secur* OR priva*)

STs

((electronic* OR computer* OR digit*) AND ((medic* OR health*) N3 record*))
AND (secur* OR priva*) AND (method* OR tool*)

ST6

((electronic* OR computer* OR digit*) AND ((medic* OR health*) N3 record*))
OR ehealth* OR "e-health" OR PeHS) AND ((individual* OR patient* OR citizen*
OR inhabitant*) N5 (secur* OR priva* OR sensitiv*))

Scopus

ST1

((“information security”" W/2 ("management system" OR "management systems"))
OR isms) AND (health* OR care* OR patient*) AND (method* OR tool*))

ST2

(("information security" W/2 ("management system" OR "management systems"))
OR ISMS) AND ("digital health" OR "electronic health" OR ehealth* OR PeHS OR
"personal ehealth services" OR "personal e-health services")

ST3

(("information security" W/2 ("management system" OR "management systems"))
OR ISMS) AND (health* OR care* OR patient* OR ehealth* OR "e-health" OR
PeHS) AND (secur” OR privac* OR (data* W/2 protect*))

ST4

((electronic* OR computer* OR digit*) AND ((medic* OR health*) W/3 record*))
AND (secur® OR priva*)

ST5

((electronic* OR computer* OR digit*) AND ((medic* OR health*) W/3 record*))
AND (secur* OR priva*) AND (method* OR tool*)

ST6

(((electronic* OR computer* OR digit*) AND ((medic* OR health*) W/3 record*))
OR ehealth* OR "e-health" OR PeHS) AND ((individual* OR patient* OR citizen*
OR inhabitant*) W/5 (secur* OR priva* OR sensitiv*))
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P15 Sahi et al. (2018) Privacy Preservation in e-Healthcare Environments: State of | Journal publication
the Art and Future Directions
P16 Edemacu et al. (2019) Privacy Provision in Collaborative Ehealth with Attribute- Journal publication
Based Encryption: Survey, Challenges and Future Directions
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P18 Coppolino et al. (2017) | Addressing security issues in the eheatlh domain relying on Conference paper
siem solutions

73



Appendix C - Interview Guide

Intervjuguide

Forskningsintervju relaterat till informationsséakerhet och dataskydd

Oppningsfragor
e Ardet okej om jag spelar in intervjun?
e Jag kommer uppge din roll i masteruppsatsen som kommer publiceras
av Hogskolan i Skovde. Ar det okej att jag ocksa uppger din organisato-
riska tillhorighet?

Beskriv masteruppsatsen och syftet med intervjun

Alla fragor fokuserar pa utmaningarna med ledningssystem for informationssa-
kerhet och dataskydd relaterade till invanartjanster som exempelvis ‘Journa-
len’. Jag kommer att presentera en PowerPoint for att gora det littare att folja
med i fragorna.

e  Vad har du for roll inom region X?
e  Hur ser du pa invanartjanster?
o Vad ar dessa tjansters koppling till ditt arbete?

Fréagor relaterade till processen for ledningssystem for informations-
siakerhet

Generellt
Hur langt anser du att ni har kommit i ert systematiska arbete med informat-
ionssédkerhet/dataskydd?
e Vilka stegi det systematiska informationssikerhetsarbetet har varit
mest utmanande (Plan-Do-Check-Act)?
e Vad hade underlittat processen for att uppna ett systematiskt inform-
ationssakerhetsarbete?
o Uppféljning

Invanartjanster
Pa vilket satt inkluderar ert systematiska informationssakerhetsarbete dven in-
vanartjinster, som typ Journalen/1177?
e  Hur ser processen ut rérande informationssikerhetsarbetet om nya in-
vanartjanster ska laggas till?
e  Vad ar de storsta utmaningarna for invinartjanster i relation till ert in-
formationssidkerhetsarbete/dataskydd?
o Uppfdljning

Verktyg
Vilka metoder och verktyg anvénds i ert systematiska arbete generellt? (ex.
MSBs metodstod, standarder, Klassa, Stratsys)

o  Pivilket satt ar de tillrackliga?

e Vad kan behova forbattras?
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Tacker era metoder och verktyg upp dven kraven pa informationssakerhet och
dataskydd gillande invanartjinster, typ Journalen, eller vad krivs ytterligare?
e  Uppfdljning

GDPR

e  Hur paverkade inférandet av GDPR det systematiska informationssa-
kerhetsarbetet?

Fréagor relaterade till ansvar
Vem har ansvaret enligt din uppfattning, for att informationssidkerhet/data-
skydd hanteras pa ett tillfredsstillande sétt gillande invénartjanster?

e  Uppfoljning

Fragor relaterade till anvandarna

Kunskap

Vilka &r utmaningarna kring anviandarnas (ex. lakare, sjukskoterskor, invanare)
kunskap om informationssikerhet/dataskydd i relation till anvindingen av in-
vanartjanster (ex. att tjinsterna ar finns, vilken information som éar tillganglig)?

e Vad ir er upplevelse av utmaningar kring samtycke i relation till in-
vanartjanster?
o Nar behovs det och nér dr det snarare rimligt att inte begira
samtycke? (akutsituationer etc.)
»=  Uppfdljning

Beteende
Vad ar utmaningarna med anvindarnas beteende i relation till anvindingen av
invanartjanster for uppréatthéllandet av informationssikerhet/dataskydd?
e  Hur kan dessa utmaningar bemétas?
o Uppfoljning

Fragor relaterade till tillgang/behorighet

Behorighetsbehov
Hur hanteras konflikter mellan behorighetsbehov (ex. akuta situationer) och att
uppritthalla dataskyddet?

e Ardet en konflikt? Varfor/varfor inte?

Behorighetsansvar
Vem ansvarar for att behorigheterna ar lampliga?

e  Uppfdljning

Vem ansvarar for att kontrollera att behorigheterna hanteras korrekt?
e  Uppfdljning
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Fréagor relaterade till standarder

ISO27000-serien
Underlattar eller forsvarar dessa standarder ert systematiska informationssa-
kerhetsarbete?

e  Vad behover bli battre?

ISO 27799
Underlattar eller forsvarar denna standard ert systematiska informationsséker-

hetsarbete?
e Vad behover bli battre?

ISO 27701
Underlittar eller forsvarar denna standard ert systematiska informationsséker-
hetsarbete?

e Vad behover bli battre?

Fragor relaterade till applikationer
Vilka utmaningar ser ni med ert systematiska informationssidkerhetsarbete
med 6kningen av mobila enheter (t.ex. mobiler, smartklockor)?

e  Uppfdljning

Hur paverkar dessa mobila enheter hanteringen av dataskydd?
e  Uppfoljning

Fragor relaterade till hot

Vilka ar de fraimsta hoten med invanartjanster?

Hur paverkar det ert systematiska informationssidkerhetsarbete/dataskydd?
e  Uppfoljning

Fréagor relaterade till framtiden
Hur ser ni pa framtiden och kommande invanartjanster?
e  Hur kompletteras det systematiska informationssakerhetsarbetet for
att inkludera nya tjanster?
e  Hur kommer nya tekniker (ex. molnlésningar) paverka det systema-
tiska informationssikerhetsarbetet/dataskyddet?

Avslutningsfragor

Ar det nigot mer du vill tilligga som ror utmaningar gillande ledningssystem
for informationssikerhet eller dataskydd som relaterar till anvindningen av in-
vanartjanster?

® Uppfdljning
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Appendix D - Interview 1

Interview 1 (I01)
Interviewer: Emelie Mannebéck (E.M)
Respondent: Ro1 (Funktionsledare informationssikerhet) and Ro2 (CISO)

Jag skulle ocksa vilja veta hur ser ni pé invénartjanster? Och ser ni ndgon koppling
mellan dessa och vad ni gor i era roller?

Jag ténker att nér vi pratar om invanartjanster sé &r ju, jag skulle vilja vinda pa frigan
lite diplomatiskt och sdga nér du namner invanartjanster vad menar du dd? Kan du ut-
veckla det lite granna.

Journalen &r ju ett exempel pa invdnartjinst ddr du kommer at exempelvis din elektro-
niska journal, du kommer &t provsvar, du kan ha direktkontakt med olika vardinstan-
ser inom vérdkedjan.

Det dr bra. DA har vi en likartad bild av vad vi menar med invénartjanster. Och stiller
du frdgan hur ser vi pa invénartjédnster som jobbar i en region med ett valdigt tungt
halso- och sjukvirdsuppdrag sé ér det klart att den typen av tjanster ar véldigt centrala
for att vi ska kunna fullgéra virt uppdrag inom regionen. Och det gor ju att forutom de
Gvriga uppdragen vi har inom regionen sé precis med alla vara 6vriga tjénster sa beho-
ver vi tinka pd informationssékerhet. Sarskilt nar det kommer till typ av tjanster som
hanterar patientinformation. Det &r vl det korta svaret. S& hur vi inom informations-
sékerhet i regionen ser pa invénartjanster ar det en otroligt viktig del av vir verksam-
het och det &r en otroligt viktig del att vi jobbar med att fa s kvalitativa tjanster som vi
bara kan for att uppné det uppdrag vi har att kunna vara dér for patienterna. For yt-
tersta sd gor vi ju det vi gor inom regionen for att vira patienter bland annat ska ha det
sé bra som mojligt. S4 kan man séga. Vill du komplettera Ro2?

Coq

Nej, det lat bra.

Go6tt. D4 hoppar vi in pa det forsta omradet som jag kommer stélla nigra fragor kring.
Dessa fragor relaterar till processen for ledningssystem for informationssékerhet. In-
ledningsvis pa en generell niva. S4 till att borja med, hur langt anser ni att ni har kom-
mit i ert systematiska arbete med informationssiakerhet/dataskydd?

Jag ser inte dig Ro2. S& du far flika in, men jag kan borja svara inledningsvis. Hur langt
vi har kommit vi ansett att vi kommit i det systematiska arbetet utgar frén det vi prata
om innan, viran roll. Assi varan roll, det vi féretrader, det 4r ju att skapa forutsatt-
ningar for ett ledningssystem och jag tycker vi har forutséttningarna for ett systema-
tiskt arbete i regionen. Vi dr, man skulle kunna séga en gigantisk organisation, vi har
56 000 anstillda och vi dr 49 myndigheter inom en och samma organisation. Det gor
att det finns utmaningar med att ha ett ensat systematiskt arbete, men jag skulle anda
vilja pésta att vi har ett ledningssystem idag, vi har grundldggande processer och
grundlaggande organisation till stor del som jobbar utifran ett systematiskt arbete. Och
det har vi haft sen ett par ar tillbaka. Sa utifrén de forutsittningarna sa har vi inom vr
organisation skulle jag vilja pastd kommit langt i att sétta de basala och den grundléag-
gande bottenplattan. Sen kan vi alltid jobba med att bli battre. Vi kan alltid jobba med
att tydliggora véra processer, tydliggora var organisation och skapa mer st6ttning och
stédjande material till den verksamhet som faktiskt utfér och jobbar i det dagliga. Dar
ser vi ju att vi har fortsatt ett kontinuerligt och systematiskt arbete att jobba med, men
vi har satt bottenplattan och det &r vi vildigt glada for. Vill du komplettera Ro2?

Cog4

Nej, jag tianker att det dr som du sa. Sen som sagt finns det precis som Ro1 dr inne pa,
det finns liksom saker att gora i flera delar har. Och med tanke p4 farten pé digitali-
seringen sd kommer det alltid vara si att vi ligger bra till d4r ocksa skulle jag siga och
det finns en bottenplatta och sadér, men vi ja, det finns ett 1angt arbete liksom kvar att
gora for att. I fas vet jag inte om man kommer kdnna att man &r, men det tror jag inte
far vara méalsattningen heller for det hander s& mycket inom det hér.

Cob

1 EM
2 Ro1
3 EM
4 Ro1
5 Ro2
6 EM
7 Ro1
8 Ro2
9 EM

Ni har ju redan varit inne och nosat pa det lite, men vilka steg i det systematiska in-
formationssékerhetsarbetet har varit mest utmanande?
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Assad jag skulle séiga som Ro2 &r inne pé, sé ar det ju en utmaning att hinna ikapp ut-
vecklingen som sker. Framforallt nar vi pratar om kopplat till patientnéra tjanster och
den typ av digitalisering som en patientnéra vard kréaver och att patienten &r i fokus
osv. Dar sker ju utvecklingen i enormt rasande kraft. Och det ar precis som Ro2 séger,
dar behover vi ha ett tankesatt dér vi inte tror att vi kan springa ikapp utan vi méaste
tédnka smartare och mer effektivt och klockar i det vi faktiskt kan géra. S& utmaningen
ar att hinna med och kunna ligga i framkant, ligga fore. Och som sagt om det dr mojligt
overhuvudtaget, det dr vl ndgot jag tror vi mer och mer landar i, att hitta ett annat
sitta att forsoka finga in det som maste fingas in i den utveckling som sker.

Co4

11

Ro2

Jag tinker dven lagstiftningsméssigt s ser vi ju ocksa att den kommer ju vad ska man
séga, lite i efterhand. Ofta liksom hér. Vilket gor att da har vi utvecklat saker och ting
utifrdn radande lagstiftning, vi behover liksom backa och ldgga raster. Och det behover
vi ju alltid i alla verksamheter, men hér &r det ju liksom involverade redan véldigt
ménga tekniska komponenter och annat ocksa déir det behéver appliceras. Plus dé den
nya. S4 att det dr hela tiden den hir balansgéngen liksom. Att ta hand om en ryggsiack
och samtidigt liksom hinna ta hand om pa férkant. S& precis som Ro1 séger jag instdm-
mer, dar ligger jatteutmaningen.

Co4

EM

Vad hade underlattat processen for att uppna ett systematiskt informationssékerhets-
arbete?

Assd det som hade underlittat det &r ju att vi hade haft. Vi hianvisar till varandra Ro2,
men det &r ju precis s det dr. Hade vi haft en lagstiftning det hade hjalp oss i att skapa
goda férutsittningar for ett systematiskt informationssikerhetsarbete. Det hade ju va-
rit guld vért. Onskvért. Men nér vi dessutom maste tolka lagstiftningen i férhéllande
till den digitala utvecklingen som sker sa blir det knéligt och knepigt. Sa all stottning
och végledning for hur man inom utifrdn ett nationellt tank tdnker hade ju underléttat
eftersom vi dr ménga aktorer inom samma situationer. Vi fir gora véldigt mycket pa
egen hand. Att fa en stottning i dem och en riktning i hur Sverige och nationellt tanker
hade varit 6nskvirt.

Cot,
Co2

14

EM

Och den hir tolkningen som du pratar om. Har ni upptéckt att man gor det for sig sjalv
ivarje region eller samarbetar man mellan regioner for att forsoka hitta gemensamma
namnare s att man &tminstone lagger sig 4t samma spar? Eller fér alla klara sig p&
egen hand?

15

Ro1

Det sker ju ett regionalt samarbete i vissa delar, men ytterst och till synes och sist s& ar
vi ju enskilda myndigheter med ansvar f6r vér egen information. Och riskégarskapet
kan vi aldrig liksom 6verléta till nigon annan, utan har handlar om att utifran den
samsyn som man kan skapa nationellt s& behover var och en ga hem till sig och fundera
over vilka risker vi &r villiga att ta utifrdn de forutséttningar som vi har i vir organisat-
ion. Naturligtvis, all dialog och som sagt samarbete man kan skapa ar ju till gagn for att
kanske landa i de egna virderingarna och beddmningarna man gér inom sin organisat-
ion. Men till synes och sist har vi ett eget ansvar for den information som regionen
hanterar och som respektive myndighet inom regionen hanterar. Det maste vi komma
ihag dven om vi har samverkan organisationsgrinser emellan.

Cos

EM

Vidare, pa vilket sétt inkluderar ert systematiska informationssékerhetsarbete dven in-
vénartjanster, som typ Journalen/1177?

Det var som jag sa inledningsvis. Utifran den storlek pd organisation som vi ar sd har vi
ju ett antal tjanster som vi férvaltar och som vi tillhandahaller. Och det ledningssystem
for informationssékerhet och dataskydd vi har det ska tillimpas och &r tillimpbart pa
samtliga vira tjanster. PA samma sétt som vilken annan tjanst som helst skulle jag siga
att det korta svaret dr att det ska vara ett systematiskt informationssékerhetsarbete
dven for invanartjansterna. P4 samma sitt som vilken annan tjénst som helst da.

Cob

EM

D4 blir det sékert lite upprepning hér. Hur ser processen ut rorande informationssé-
kerhetsarbetet om nya invénartjanster ska laggas till?

19

Ro1

Det #r precis som du siger. Aven dir. Samma struktur giller for nya invanartjinster
som for andra system. Att det finns en inforandeprocess som ar kvalitativ och séker-
stéller att de perspektiv och de analyser som behover goras infor ett inforande att det
sker enligt konstens alla regler utifrn det som vart ledningssystem pekar pa.

Cob

20

EM

Vad dr de storsta utmaningarna for invdnartjanster i relation till ert informationsséker-
hetsarbete/dataskydd?
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21

Hir tror jag att vi egentligen hade behovt friga dem som jobbar nirmare det dagliga
kopplat till invénartjansterna. Med det ar klart om man tittar generellt sitt pa vilka ut-
maningar har vi med ett systematiskt informationssikerhetsarbete sa 4r det ju att inte-
grera informationssékerhetsarbetet s tydligt som det behover vara i tjanster som det
finns en vildigt stor verksamhetsnytta kring. Alltsa, om vi backar tillbaka till det vi pra-
tade om forut. Vi behéver jobba systematiskt med var information och sékerhetsar-
betet kopplat till det. Och det innebar att vi behover gora ganska knepiga analyser
ibland och framf6rallt ndr det kommer till tjanster som har en vildigt stor verksam-
hetsnytta sa dr det viktigt att balansen ar véldigt tydlig, att man fir med samtliga per-
spektiv och att processerna sékerstaller att vi far med informationssékerhetsarbetet
och perspektivet informationssiakerhet/dataskydd nér vi for in och nér vi forvaltar. Det
géller ju géller ju generellt sitt for alla tunga tjanster som si att sdga har en vildigt stor
vikt for att uppnd en patientnytta eller en verksamhetsnytta, s blir det annu viktigare
att f4 en balans skulle jag séga. Jag vet inte Ro2 om du vill komplettera ndgot dar?

Co4

22

Nej, jag tanker att jag inte behover det.

23

EM

Dé gér vi vidare. Det finns flertalet olika metoder och verktyg for att designa och han-
tera ledningssystem for informationssikerhet exempelvis MSBs metodstod, standar-
der, Klassa, Stratsys. Vilka metoder och verktyg anvinds i ert systematiska arbete ge-
nerellt?

24

Alltsd vért ledningssystem bottnar sig i ISO standarder 27000-serien primért och &ven
MSBs metodstdd ar ju en viktig grundplatta for hur vi byggt vart ledningssystem och de
verktyg, metoder och modeller som vi anvéiinder. Sen har vi ju ocksa. Det finns just pre-
cis du séger, det finns andra standarder och framforallt inom cybersékerhet och IT-sé-
kerhet. Dér finns det ju andra standarder och kompletterande ramverk som &r kompa-
tibla med ISO standarderna och 27000-serien, som ocksa tillimpas. Men det vi jobbar
for ar att de standarder och ramverk vi anvinder i organisationen, att det ska vara
kompatibelt sé att siga. De ska inte motverka eller s, utan de ska kunna vara kompa-
tibla i de analyser som vi faktiskt gor. Med det bero liksom lite pa eftersom vi har sa
otroligt manga verksamheter och dér det ar olika standarder som traffar de olika verk-
samheterna och informationen inom ramen for det s ar det 4nd4 ISO standarderna
som dr paraplyet kan man séga.

Cob

25

EM

Och pa vilket sétt dr dessa metoder och verktyg ni anvinder tillrickliga?

26

Ro1

Ja, det r en liten lurig frga for man skulle ju kunna ténka sig att fragan ar stélld uti-
fran ‘uppnér vi dé det sikerhetsarbetet som vi vill uppna med de metoderna’ och det ar
jundgot som vi var inne pé forut. Vi kan alltid bli béttre, men de metoder och verktyg
vi har utifran det jag sa om att vi har en plattform att utga fran i vért systematiska ar-
bete sa har vi verktyg, metoder och modeller for att kunna ha férutsittningar att jobba
pa ett sikert sitt med den information som vi hanterar. Sen behover vi skruva i de me-
toderna och verktygen ocksa for att hinga med och for att ja av olika skél liksom bli
dnnu béttre i dem strukturer och metoder vi har. Men vi har verktygen for att kunna
verka pé det sétt som vi vill verka, s& kan man séga.

Cob

27

EM

Du ér som tidigare inne och nosar redan pa min nésta fraga. Vad kan behé6va forbattras
i dessa metoder och verktyg for att underlatta i arbetet?

28

Det ar ju ett hantverk. Det kraver handpaldggning. Det kraver tid. Det kraver kompe-
tenshgjning. Det kriver att vi 1ar av varandra och att vi lar av de erfarenheterna for att
bli dnnu béttre. Sa jag tédnker att det som vi inom, tittar &n en géng pa vart uppdrag,
ifrdn vér enhets sida sé ar det ju att kunna stGtta verksamheterna i metoderna och
kunna vara tydligt informera, kommunicera om vilka metoder och verktyg som vi har
sa att det inte gléms bort. Sa att vi kan erfarenhetshantering, s att vi kan ge bra exem-
pel p& hur man kan gora. Allt for att hoja kompetensen hos de som faktiskt jobbar med
analyserna. Och det tror jag &r jitteviktigt. Det hér dterkommande och d4 &r vi inne i
det systemiska, att fortsétta orka halla i och prata om de har frégorna och att ocksa for-
st varfor har vi de har metoderna. Varfor vill vi att ni ska analysera, jo for att det fak-
tiskt gagnar er som ansvarar for informationen. Att det blir ett sa lampligt skydd for in-
formation som bara méjligt och dé har ni hjélp av de hdr metoderna och verktygen for
att kunna uppna det.

Cob,
Coy

29

EM

Técker era metoder och verktyg upp @ven kraven pé informationssakerhet och data-
skydd gallande invanartjénster, typ Journalen, eller krivs det nigot ytterligare for att
kunna arbeta dar?

30

N& men metoderna och verktygen &r ju generiska och generella sa de ska ju vara appli-
cerbara oavsett tjanst, oavsett typ av information kan man séga. Daremot sé ar det ju

Cob
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viktigt att vi har ett nidra samarbete med véra systemforvaltare och informationségare.
Och att vi kan finga upp behov av fordndring av de metoder och verktyg som vi har,
just for att kunna hitta vad vi behéver skruva utifréin vad den hér typen av information,
verksamhet och tjénst &dr i behov av. Sa det ar ju ett samspel mellan vér informationsé-
gare och systemégare att vi ska tillhandahélla de bésta verktyg vi kan for att det ska bli
sé& bra som mojligt i slutdndan.

31

EM

Till sist, hur paverkade inforandet av GDPR det systematiska informationssakerhetsar-
betet?

32

Man kan ju siga, och du vill sdkert siga nigot har Ro2, men man kan ju séga att GDPR
var ju en, det gjorde att man kraftsamlade sig for inforandet och att fokuset blev pé det
hér omréadet och informationssékerhetsarbetet i stort. Vilket ar ju véldigt positivt
tycker jag och vi som jobbar med informationssikerhet. Det kommer upp pé& agendan.
S4 dar riktades ju 6gonen mot dem processer vi har inom informationssékerhet och det
var ju positivt Ro2.

Cos

33

Ja, det var det. Det satt ju lupp pd dem delarna i arbetet och det har vi kunnat bygga vi-
dare pé och det som kom fram dér. Som sagt det gjorde verkligen att organisationen in-
tensivt arbetade med de hér frégorna och fick dé upp de pd bordet och 6kade kompe-
tens och kunskapsnivin inom det ocksa.

Cos

34

EM

Haérnést undrar jag hur ansvar hanterats i relation till invinartjanster. Vem har ansva-
ret enligt er uppfattning, for att informationssiakerhet/dataskydd hanteras pa ett till-
fredsstéllande sitt géllande invénartjanster?

35

Dér har vi ju en organisationsmodell och en férvaltningsmodell som, informations-
dgarskapet foljer alltid linjen sa att siga. Den som hanterar information déri finns
ocksa ett informationsdgarskap. Men vi har ju en organisationsmodell framférallt
skulle jag séga till f6ljd av den storlek vi &r, att vi har en regional forvaltningsmodell
dar tjanster hanteras och forvaltas pa regional niva. Och det gor ju att de som ansvarar
for inférandet av ett system eller forvaltning av system har ocksé ett visst ansvar for att
sikerhetsstilla att systemet uppfyller det som den ska och att den har det skydd som
verksamhetsinformationen kréver. S8 informationsagarskapet ligger kvar men man har
pé ndgot sitt foretradarskap att sékerhetsstilla skyddet f6r informationen &r pa det
som verksamheten behover ha. D4 ligger det inom ramen for det vi kallar pm3 mo-
dellen d& hos oss, en IS/IT styrmodell som bygger pa en regional hantering och reg-
ional forvaltning med en verksamhets sida och en IT-sida.

Cob

36

EM

Nista omréade relaterar till anvdndarna som i den hér studien inkluderar samtliga ty-
per, exempelvis ldkare, sjukskoterskor och invénare i sig. Vilka dr utmaningarna kring
anvindarnas kunskap om informationssikerhet/dataskydd i relation till anvindningen
av invénartjanster? Exempelvis att tjansterna ens finns, vilken information som ér till-
génglig osv.

37

Har kénner jag ju att jag har egentligen lite svart att kommentera. Det hér &r ju nagot
som 4r mer néra invinartjdnsterna. Jag tror att under hela det hér avsnittet kopplat till
anvindarna skulle jag nistan vilja, inte passa pé frigan for det ar fel, men det blir nas-
tan en gissningslek utan férankring med de som jobbar med invinartjansterna. Sa vad
sdger du om att vi inte gér in i dem svaren?

38

EM

Om ni inte kdnner er bekvdma med att svara sé &r det helt okej. D& gor jag gérna en
uppfoljning via mejl istallet.

39

Absolut, sd kan vi gora. For da hinner jag stimma av med de som jobbar med och for-
valtar vira invAnartjanster, for att f4 deras uppfattning kring det sa kan vi tillsammans
aterkomma med ett svar till dig. For det 4r som sagt mycket kopplat till hur de upple-
ver det tror jag. Badde som du sdger vira egna anviandare men ocksa patienterna. Sa det
dr dumt att vi gissar tanker jag.

40

EM

D4 kommer jag bara visa de ndstkommande tva frigorna pa omradet s att ni har sett
dem. Nista fraga ar da vad ar er upplevelse av utmaningar kring samtycke i relation till
invénartjanster? For inspelningens skull kan ni séiga pass.

Jag siger pass da.

42

EM

Niésta friga hade da blivit, nar beh6vs det och nér ar det snarare rimligt att inte begéra
samtycke? Exempelvis vid akutsituationer.
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43

Jag siger pass dar ocksa.

44

Nista friga fortfarande relaterat till anvindarna handlar om beteende. Vad &r utma-
ningarna med anvindarnas beteende i relation till anvindningen av invanartjénster for
upprétthallandet av informationssiakerhet/dataskydd?

45

Jag siger pass dar ocksa.

46

Hur kan dessa utmaningar bemdétas?

47

Jag sédger pass dar ocksa.

48

Nistkommande fragor berér tillgang och behérighet. Hur hanteras konflikter mellan
behorighetsbehov exempelvis akuta situationer och upprétthallandet av dataskyddet i
relation till invAnartjanster?

49

D4 ar vi inne pé det som vi snuddade lite pa forut. Vi har olika typer av regelverk att
forhalla oss till i grunden. Och ibland sé 4r det ju inte heller att lagstiftningarna pekar
mot samma riktning, de kan till och med sté direkt emot varandra, och dértill s& har vi
vért uppdrag att skapa de basta forutsdttningarna och ge den basta varden till patien-
ten. Det dr inte heller alltid den nyttan som 6verensstimmer med vad lagstiftningen
pekar pé eller dér lagstiftningen gér stick i stdv med varandra. D4 ar ju utmaningen och
det som vi som organisation méste gora r att férhalla till samtliga av dessa aspekterna
och gora en avvigning. En kvalitativ sédan utifran riskanalyser, klassning av informat-
ion osv for att kunna skapa oss en total bild av vad vi har att férhalla oss till. Det ar ju
Klart att d& ar det avvdgningar som méste goras, men det ar otroligt viktigt 4n en gang,
da ar vi tillbaka till riskégarskapet, att man vet vilka risker man har att férhélla sig till
och hur man kan mitigera och minimera dem i storsta mojligaste mén. Och som sagt
om det ar lagstiftning som da gér i stick och stdv med varandra s ytterst dr det en av-
vagning i det enskilda fallet det som ér till forman till det man vill uppna eller hur man
nér det man vill uppna pa négot sitt. Men den kvalitativa beredningen, de kvalitativa
analyserna ar ju grunden for att kunna fatta kloka och vil avviagda beslut. Det dr ju det
som vi jobbar hart for att kunna skapa de strukturerna for sé att nér vi maste gora
eventuella avvigningar s gor vi det pd ett klokt sétt

Co1,
Cob

50

EM

Nista fréga dr, som jag ocksa kinner att du redan besvarat. Ar det en konflikt? Som du
séger, lagstiftning. Ar det andra aspekter som paverkar den hér konflikten?

51

Ro1

Det kan ju finnas olika perspektiv framforallt. Jag tédnker att det inte alltid n6dvéndigt-
vis, det ar lagstiftning i botten men det kan finnas olika perspektiv fér stunden som
vager mer eller mindre tungt kan man séga. Och alla dessa olika perspektiv maste in i
samma kastrull och réras om och liksom verkligen dngas av om jag uttrycker mig med
den liknelsen f6r att man ska kunna vrida och vinda pa det pa absolut bésta satt. S& ar
det. Det dr ménga, det &r sillan ett perspektiv, en lagstiftning att forhélla oss till utan
det dr mer komplext dn si ska jag sdga.

Co4

52

EM

Gillande behérighetsansvar. Vem ansvarar for att behorigheterna ar lampliga i relation
till invanartjanster?

53

Ja, om jag inte ska dra en 18ng foreldsning om vira styrande dokument géllande beho-
righet och atkomst, men i korthet och generellt sitt ska kan vi vél séga att den som an-
svarar for informationen r ju ocksa den som ansvarar for att rétt person har atkomst
till rétt information. Och oftast kanske det ligger ett eller oftast &r det ju en chef som
vet vilka behorighet ska dess medarbetare ha for en dtkomst till en tjanst och en in-
formation s att sdga om vi pratar i generella termer. Men det utgér fran informations-
dgarskapet s att ratt person har rétt behorighet till ritt information dé och i rétt tid
som ocksd ar otroligt viktigt. Och hér har vi da en regional modell, regionala styrande
dokument for hur behorighetstilldelning ska g till och vi har ocksa d& utifran den for-
valtningsmodell som vi har s &r det upp till systemégare och systemforvaltare att sé-
kerstilla att tjansterna dr kompatibla med den typen av behorighetshantering som vi
inom regionen har valt att ha. Eller valt att ta, har att férhalla oss till ska jag sdga. S&
det dr en trestegsraket, vi har regionala strukturer, vi har de som regionalt forvaltar och
implementerar det som ska finnas kopplat till en tjanst och sen har vi ett informations-
dgarskap och en verksamhet som bedémer lampligheten av de behorigheter som véira
medarbetare ska ha

Cob

54

EM

Vem ansvarar for att kontrollera att behorigheterna hanteras korrekt i relation till in-
vénartjanster?

81



55

Det foljer egentligen samma struktur. Det vill sédga att om du som chef har medarbetare
med behorighet till ett system sa har du ett ansvar att sikerstélla att de dr uppdaterade
och att det inte sker nagra forandringar som gor att man behéver skruva i behorighet-
erna. P4 samma sétt de som forvaltar systemet har ett uppféljningsansvar att séiker-
stélla att den behorighetsmodell som systemet tillhandahéller och ska f6lja att det f6ljs
av de som nyttjar systemet. Och ytterst om vi backar ett steg. Vi pd ESB som enhet som
ansvarar for ledningssystemet for informationssikerhet har ett ansvar att sikerstélla
att de som forvaltar systemet ocksa implementerar regionens synsatt pd behorighets-
hantering i de tjédnster som forvaltas. Sa det foljer pd samma sétt da.

Cob6

56

EM

Hérnést kommer ett par fragor om de standarder som berdr informationssékerhet och
dataskydd samt hanteringen av detta inom hélso- och sjukvérd. Forst och framst, ISO
27000-serien

Underlittar eller forsvérar dessa standarder ert systematiska informationssékerhetsar-
bete? Vad behover bli bttre?

57

Jag vet inte Ro2, vill du ha négra inspel kring detta? Min personliga uppfattning och
det &r verkligen en personlig uppfattning, det dr att alla strukturer och standardise-
ringar vi har underlattar i dialogen vi har med andra. Det vill séiga vi vet att nér vi pra-
tar ISO 27000-serien sé vet vi vad vi pratar om. Vi vet vad vi verkar i nér vi pratar om
det. Sa personligen tycker jag att allt som &r en standardiserad grundplattform under-
lattar och det &r ocksa s& som vi har valt att tillimpa ISO 27000-serien som ett hjélp-
medel. Sa jag skulle séga att det underléttar vart arbete. Sen &r ju utmaningen att det
finns ménga standarder som vi var inne pé forut, men dér dr det ju ocksa ett vildigt bra
arbete generellt kring att de dr kompatibla och de &r sd pass generella att det gar att ha
olika typer av ramverk som &nd4 jobbar tillsammans. Jag upplever personligen inte att
det blir konflikter. Hade det blivit det s& hade det varit en utmaning, men eftersom de
ar sd breda och det handlar om metoder och ett arbetssitt sd underléttar de i det dag-
liga arbetet. Och framférallt i dialogen med andra som nyttjar samma serier. Vill du
komplettera nagot dar Ro2?

Co2

58

Ro2

N4, men jag instimmer helt med vad Roz1 séger. Alltsa allt som kan standardiseras ar
liksom bra for det ger stod och st6ttning. Det som vil apropd vad kan bli bittre, liksom
utmaning i det hér &r ju vi har vildigt ménga delar hér att arbeta med i organisationen
om man séger sd. Och det har kommer fran ett perspektiv och det 4r ju just att kunna
knyta an dem i det ledningssystem som vi &nda valt att arbeta med och i organisat-
ionen. Att liksom kunna vara, vad ska man saga, att fi dem hér standarder och annat
att hitta en f6ljsamhet i hur vi behover liksom hantera och organisera sjilva helheten
for att kunna omhéinderta alla dessa olika perspektiven. S& dér ér vil sna delar som
just, jag skulle inte séiga att det &r ndgot som kan forbéttras men det dr en sén del som
kan tas som en utmaning i det. Annars &r risken att det blir véldigt mycket stuprér 6ver
det hela, nu jobbar vi med det hér sparet och sen tittar vi p& en annan fréga eller har ett
annat perspektiv och dé jobbar vi i det spéret, sa att fi dem att skéras si. Men i 6vrigt
precis det som Roz1 séger liksom. Allt som kan standardisera ger vigledning och stod
och stGttning &r av godo.

Cog,
Co2

59

EM

Sen finns ocksa ISO 27799 som ér en forldngning av 27000-serien for hélso- och sjuk-
vérd. Underléttar eller forsvirar denna standard ert systematiska informationsséker-
hetsarbete? Vad behover bli battre?

60

Och nu dé bara s jag har gjort min hemlaxa det &r den som &r kopplat till informatik-
delarna?

61

Ja, precis.

62

Bra. Och hér blir det vildigt tydligt. Jag tycker det &r jéttebra att du lyfter det Ro2, hur
standarderna ska kopplas samman i en helhet och inte jobbas med i stuprér. Jag séger
inte att det 4r s i den hér, men det ar tydligt exempel pa nar vi har mer specifika stan-
darder kopplat till vissa omréden. Som du séger hélso- och sjukvarden &r ju en av dem
omridena, det &r ett tungt omréde inom vér region naturligtvis men det ar specifika
standarder som kanske dr mer tydliga inom vissa verksamheter &n inom andra. Men vi
ska @nda ha ett ensat och ett ledningssystem som ér tillimpbart i alla led. Och da &r det
jatteviktigt och vi jobbar nu faktiskt med att tydliggora de standarder som vi har att
forhélla oss till s att vi fir den hér kartbilden tydligare &n vad vi faktiskt har idag uti-
fran att vi fir en ny, det kommer en ny 27002 si ser vi 6ver de standarder som vi har
att forhalla oss till och dven en ny 27001 for den delen. S& vi gor det hér tridet med
standarder som vi behover férhélla oss till l4ttare for verksamheten att se hur saker och
ting hédnger ihop. For det r viktigt tror jag. Vi som jobbar med standarder och vet hur
de hénger ihop det dr ju bra, men det dr ocksé sa att ndr man jobbar med ISO 27799 att
man som du sa ser att det dr en forldngning pd ndgot annat och att verksamheten som
jobbar utifran ett ramverk och informatiken inom hélso- och sjukvérd kan se helheten

Cob
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dn en gang. Det 4r sé otroligt viktigt i en stor organisation s att det inte tenderar att bli
separata spar. Men &@n en ging har dr det ju assé generellt sitt nar det kommer till stan-
darder sa allt som kan ge en st6ttning eller vigledning &r bra.

63

EM

Till sist finns ISO 27701 som &r en férlangning av ISO 27001 och berér insamling samt
hantering av personuppgifter. Och skapades vél forst och framst i och med inférandet
av GDPR just for att forenkla arbetet. Underlattar eller forsvérar denna standard ert
systematiska informationssiakerhetsarbete? Vad behover bli battre?

64

Det ar egentligen samma sak. Samma svar som tidigare. Det underlattar for att det pa
négot sitt anda tydliggor hur man kan tdnka, hur man kan jobba. Och framforallt
kopplat till GDPR sé upplevde jag att det var till hjalp att det kom standarden som pe-
kade pa det arbetet som vi redan gor inom ramen for 27001 och 27002 da behéver man
docka in det hér utifrdn ett GDPR perspektiv, men man skapar inget separat spar, man
integrerar det i det redan befintliga arbetet. For det dr ju &n en gng ett typexempel pa
att GDPR som sd ménga andra lagstiftningar skapar egna spar och egna processer istl-
let for att integrera dem i redan befintligt arbete. Sa att nej, bara bra att det finns ram-
verk att férhalla sig till.

Cos

65

EM

De foljande tvé fragorna beror de olika typerna av applikationer.
Forst, vilka utmaningar ser ni med ert systematiska informationssékerhetsarbete med
okningen av mobila enheter exempelvis som mobiler, smartklockor?

66

Ro1

Ass3, generellt sitt om man tittar pa det u fran ett informationssékerhetsperspektiv sa
ju fler enheter vi har desto béttre behover vi va pa att sékerstilla informationssiker-
heten hela vigen ut. Och sikerstélla kontrollerna av information alldeles oavsett vilken
enhet. Men &n en gang, det 4r liksom sé verkligheten ser ut och det ar det som vi beho-
ver jobba pa for att hinna med i den takt som utvecklingen sker for det &r sa verklig-
heten ser ut. Och det 4r ingen idé att forneka det, utan hitta ett arbetssétt som kan
hinna ikapp med den utvecklingen som &r. Men som sagt det kraver att man ocksé hela
végen ut i organisationen forstér att ju fler enheter vi har som kan konsumera den in-
formation som vi har dessutom mer effektivt behover vi jobba med informationsséker-
het och dataskydd hela vigen ut i alla enheter. S kan man séga.

Cog4

67

EM

Hur paverkar dessa mobila enheter hanteringen av dataskydd?

68

Ja, det dr ju samma som frigan ovan. Som sagt, dataskyddet &n en géng, vi jobbar
mycket med att ha en integrerat informationssékerhet och dataskydd. Vi kalla ocksa
vérat ledni ystem for ett ledningssystem for informationssékerhet och dataskydd
ska jag sdga. Men pd samma sétt hir, det flodar otroligt mycket information dagligen
och vi behover jobba for att skruva véra processer och sikerstélla att det finns en kom-
petenshdjning i organisationen kring léttheten i att kunna olika typer av enheter for att
konsumera informationen.

Coq

69

EM

Harnést ar jag intresserad av ditt/ert perspektiv pd hot kopplade till invinartjanster.
Vilka dr de framsta hoten med invanartjanster?

70

Kan du utveckla liter mer med vad du menar med hot? Alltsa i vilken kontext.

71

EM

Ja, utifrn den kontext som ni vill svara utifran skulle jag kunna kontra med. Utifran
den litteraturstudie som jag genomfort dr fokuset mycket for just invanartjéanster hot.
Och da ar det allt frin nétverkshot till konstaterande att attackytan har 6kat i och med
inférandet av applikationer som mobila enheter osv. Men dven hot utifrn anvindares
beteende och liknande. Och d4 &r ju frégan utifrén ert perspektiv, vad 4r frimsta hoten
som ni ser mot invanartjanster?

72

Jag vet inte om jag kan svara specifikt for tjanster om man séger just fér dem, men rent
generellt si kan man vil séiga och det dr ju det hér vanliga att desto mer digitala vi blir
desto mer sérbara blir vi ocksé. Bide utifrén att de som inte ska f tillgéng till inform-
ation far tillgang till den, utifrén att informationen inte ar riktig eller korrekt och nér
du pratar om flera attackytor och liknande det vet vi ju med oss, med omvérldslaget
som vi har nu ocksa. Just att det finns en stor, vad ska jag sdga, det finns liksom en
riskbild kopplat till den information som vi har sparad digitalt 6verhuvudtaget. Och
hér ar ju ocksé ett arbete om man ska koppla an dér som ju behéver goras 6verhuvud-
taget pd vara system eller pd vir information ska jag siga och vart vi har den vad géller
sékerhetsskyddet ocksa. Alltsé finns det delar hér i som ocksa kan ha betydelse for Sve-
riges sidkerhet. Sa skulle jag séiga, men det 4r ju inte kopplat rent till invanartjénsterna
men det &r liksom rent allmént. Ett sdnt resonemang. Men Ro1 du far fylla p& hér.

Coq
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73

Ni men det var alldeles ypperligt tdnker jag. For det var darfor jag grunnade lite p4, for
jag kan inte heller ange ndgon specifik risk kopplat till invanartjénster utan det &r pre-
cis som Ro2 séger. Ju fler anvindare, ju fler konsumenter av information, desto mer
information vi har och desto fler ytor vi har desto mer sérbara &r vi och di behover ju
jobba dnnu mer aktivt och effektivt utifran det ledningssystem vi har. Sa inga mer kom-
pletteringar till det frén min sida.

Co4

74

EM

Hur paverkar det ert systematiska informationssékerhetsarbete/dataskydd utifran de
hot som ni ndmnt?

75

Det ér ju grundbulten. Om vi ska kunna méta omvérlden, om vi ska kunna méta verk-
ligheten méste vi forstd de behov som finns, de hot som finns, de aspekterna vi behéver
ta hinsyn till for att kunna skruva i vart systematiska informationssékerhetsarbete for
att det blir sé effektivt som mojligt. Alltsa géller det att ligga i framkant i att lyssna av
och ocksa vaga utveckla om jag uttrycker mig s, fér det kan ju ocksa vara en utmaning
ien stor organisation men vi méste jobba aktivt med att ha robusta processer och ro-
busta strukturer men som hela tiden utvecklas. Och hitta den balansen for att kunna
méta hur verkligheten ser ut. Sa vi kan inte luta oss tillbaka 4r vil egentligen bud-
skapet, utan vi maste finnas med och hela tiden utvecklas.

Cog4,
Co7

76

EM

De sista frigorna ber6r framtiden. Hur ser ni pa framtiden och kommande in-
vénartjanster? Och jag slanger upp foljdfragorna direkt. Hur kompletteras det systema-
tiska informationssékerhetsarbetet for att inkludera nya tjénster? Hur kommer nya
tekniker exempelvis molnlosningar péverka det systematiska informationssiakerhetsar-
betet/dataskyddet?

Jag skulle sdga att jag vill svara pa samma sitt som for foregédende fraga. Vi maste, dels
méste vi forsoka tanka langsiktigt utifrdn som du séger den utveckling som sker och
dar har vi ju experter holl jag pa att sdga inom andra verksamheter framforallt inom
hélso- och sjukvdrden som ser ‘vad behover vi ha for att kunna méta véra invanares be-
hov och patienters behov’. Det ar ju liksom grunden, vad &r behovet. Och sen behver
vi ju utifrdn det mota och jobba aktivt med att utveckla ledningssystemet s8 att vi én en
gang kan mota de behov som finns. Sa det har &r ju ett samspel och dér vi behover
skapa strukturer dar det samspelet kan verka pé ett effektivt sitt. Men det ar klart att vi
behover dn en ging inte luta oss tillbaka utan forsoka ligga s mycket i framkant som vi
bara kan. Men jag tror som vi sa i borjan av intervjun att det dr svért att ligga fore i den
takt som digitaliseringen sker, men att hitta former for att anda méta det behovet pa
ngot sitt da.

Cog

78

EM

Avslutningsvis, dr det ndgot mer du/ni vill tillagga som ror utmaningar géllande led-
ningssystem for informationssékerhet eller dataskydd som relaterar till anvindningen
av invénartjanster?

79

Nej, jag tycker du har fingat helheten i dina frigor si jag har inget att ldgga till dar.

80

Finns det andra utmaningar géillande ledningssystem for informationssékerhet eller
dataskydd som du vill lyfta som inte berdr invanartjénster?

Nej, jag tycker att du i dina frigor ocksé har fingat dem, hur ska jag séiga. Alltsd vi pra-
tar ju mycket generellt under intervjun kring det systematiska arbetet som ju &r appli-
cerbart i invénartjéanster och i andra tjénster. Sa vi har nog berort de utmaningar som
vi ser och som vi jobbar aktivt med f6r att kunna bli béttre.
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Appendix E - Email after interview 1

Email from respondent Ro1:

Nista omrade relaterar till anvindarna som i den hir studien inklu-
derar samtliga typer, exempelvis likare, sjukskoterskor och inva-
nare i sig. Vilka dr utmaningarna kring anviindarnas kunskap om
informationssikerhet/dataskydd i relation till anvindningen av in-
vanartjinster? Exempelvis att tjinsterna ens finns, vilken informat-
ion som ir tillgénglig osv.

Det finns en utmaning inom samtliga regioner att nd ut med information till
medarbetare i virden om tjanster som anvéinds av patienter/invénare. Var reg-
ion har bra information till medarbetare men vi kan bli &nnu bittre pa att ta oss
tid att uppdatera oss pa vad som giller och sikerstilla att nya medarbetare in-
formeras om géllande rutiner

Nista fraga dr da vad ér er upplevelse av utmaningar kring sam-
tycke i relation till invanartjanster?

Vardpersonal méste alltid fraga om samtycke vid t.ex. uthopp till nationella
tjanster och har tycker jag att var region har fatt ut informationen bra och att
det ar en fungerande rutin. Vi har haft detta igang sedan 2012 och nu efter
nagra ar har vi utover vilinformerad personal ocksé vilinformerade invanare
som kan begrinsa tillgang till information niar dem sa 6nskar.

Nista fraga hade da blivit, nir behovs det och nir dr det snarare
rimligt att inte begiira samtycke? Exempelvis vid akutsituationer
Det gar inte att begira samtycke om patienten inte dr kontaktbar. Dar ar det
vardpersonals bedémning om det behdvs goras en n6d6ppning for att fa all till-
ginglig information for att kunna ge patienten bista vard och behandling. Har
tycker jag att dem rutiner vi har fungerar mycket vil.

Nista fraga fortfarande relaterat till anvindarna handlar om bete-
ende. Vad dr utmaningarna med anvindarnas beteende i relation
till anvindningen av invanartjianster for uppriatthallandet av in-
formationssikerhet/dataskydd

Vérdpersonal som dokumenterar i patientjournal ska ha kunskap som vad som
blir synligt for invdnaren som laser sin journal och ha tillgang till rutiner for att
undanta information som inte ska visas. Vi kan ocksé skydda barnen via upp-
rattade rutiner och dessa rutiner fungerar bra men kidnnedomen om att det
ocksé gar att ge tillgang till information i journal nar ungdom ar 13-15 ar beho-
ver bli tydligare. Den tillgdngen kan gélla for ungdom och/eller en eller bada
vardnadshavarna. Om vi ska fa 6kad anvandning av véra invanartjanster méaste
vi fa igang béttre information om mojligheter.

Hur kan dessa utmaningar bemotas?

Genom information, utbildning och dialoger. Som region behéver vi vara "ute”
och synas dér bade invinare och vardpersonal finns. Vi behover ha en “kiosk”
for att informera om invanartjanster pa t.ex. regionens sjukhus, vi behover sy-
nas hos patientférening med mera.
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Appendix F - Interview 2

Interview 2 (I02)
Interviewer: Emelie Mannebéck (E.M)
Respondent: Ro3 (Cybersédkerhetsspecialist)

EM

Hur ser du pa invanartjanster? Och hur ar dessa tjénster kopplade till ditt arbete?

Ro3

Ja, alltsd mitt jobb gir ju delvis ut p4 att flambera véra egna lsningar sé att vi haller
oss on par med lagstiftningen och det dér har ju véssats ordentligt efter tjanst 2 domen
1 EU domstolen. Privacy shield rok. D& har vi alltsé system som vi behéver titta nér-
mare pé. Kanske lyfta in i huset.

EM

Gott. Nu kommer ett antal frgor relaterade till processen for ledningssystem for in-
formationssékerhet. Och borjar vi med ett par generella fragor. Till att bérja med, hur
langt anser du att ni har kommit i ert systematiska arbete med informationsséker-
het/dataskydd?

Ro3

Jag tycker att vi har kommit riktigt 1&ngt och vi vinner nya framgangar varje dag. Vi far
ju slita for det hér va. Jag, min kollega som har ansvar for informationssékerhet och
min kollega som &r dataskyddsombud vi liksom ger och tar av varandra hela tiden. Det
dyker hela tiden upp nya saker, men vi har bra struktur. Men sen ar det ju problemet
med att identifiera informationskéllor och sen se till att klassificera dem och vidta at-
girder utifrin eventuella ldckage eller juridiska problem.

Cob

EM

Vilka steg i det systematiska informationssékerhetsarbetet har varit mest utmanande?

Ro3

Ja, det har ju helt klart varit att forsoka forstd alla system och digitala informations-
kallor som regionen forfogar Gver. Det dr ju inte allt som ligger i férvaltning, utan det
finns flera system till exempel medicintekniska system som flyter runt lite grann men
dnd4 med personuppgifter i. S vi haller p4 med en monumental inventering. Det fanns
en inventeringslista men den var ju inte pé nagot sétt tillfredsstillande i omfattning.

EM

Ofta ndr man pratar om systematiskt informationssékerhetsarbete sa pratar man om
att det ska gé i en cirkel. Det tar aldrig slut. Har ni upplevt ndgon utmaning dér med att
kanske de system som ni jobbar med som andra forvaltar Gver att det tar stopp och
man glommer att f6lja upp i den hér processen?

Ro3

Tvekl6st ar det s. Vi har infort ndgot som vi kallar Egen kontroll. Det liter kanske lar-
vigt, men dér ska varje forvaltning utifrdn en rada frigestéllningar gora en bedomning
av hur man ligger till sikerhetsmaissigt i en rad av olika omréden och vilken typ man
forfogar 6ver. Och dér dr systemet klassa som du kénner till en bra grund att sta pa. S&
information klassas och sen hoppas vi att egenkontrollerna da rullar in si att vi kan
titta pi dem och sen folja upp framforallt att tgarder vidtas. Man far ligga pé ritt friskt
for att det ska hénda négonting.

Cob

EM

Jag forstér det. Vad hade underlattat processen for att uppna ett systematiskt inform-
ationssikerhetsarbete?

10

Ro3

Ja, att vi hade inventerat alla vira system och informationstillgdngar. A andra sidan
har vi borjat lite clean sheet hér faktiskt for det finns ingen tradition i nigon region tror
jag att hélla koll p saker och ting, men nu ar det skarpt ldge hér utifran juridiskt ram-
verk och lokala styrande dokument. Vi har ju till exempel en informationssékerhets
riktlinje. Det later ju som en rekommendation, men det &r beslutat i regionstyrelsen s
det &r vad som giller. Och vi har ocksé utbildningar som vi tvingar medarbetare att g
igenom

11

EM

Da fokuserar vi lite mer pé invanartjanster. Har dr da forsta fragan, pa vilket sétt inklu-
derar ert systematiska informationssikerhetsarbete &ven invanartjénster, som typ
Journalen/1177?

Ro3

Du menar Journalen pé nétet som det kallas?

13

EM

Yes.
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14

Det projektet hade faktiskt sin grund i borjan i Uppsala. Som en studie som sedan blev
permanent. Vi har varit med och det har varit en dialog ocksé med sjukvardsinritt-
ningar. En del har varit véldigt skeptiska, exempelvis psykiatrin pa god grund. Jag oro-
ade mig till exempel f6r unga invandrarkvinnor som skulle ha sina foraldrar, fiderna
da foretradesvis, tvingas titta i journalen och det kan ju dd ha implikationer da pa
kvinnosikerhet. Om en kvinna har varit hos gynekologen till exempel och d& uppstar
det en allvarlig situation f6r den unga kvinnan. S4 ja, vi har tankt riktigt ordentligt. Och
vi har fatt nu ocksé sjukvardspersonal att acceptera det hir och det satt lite langt inne.

Cos

EM

Hur har ni styrt det med informationssakerhet och gjort den kopplingen? Man hade ju
lika gdrna kunnat gora kopplingen utifran personsikerhet snarare an informationssa-
kerhet.

Ro3

Ja, absolut. Vi har ju varit med under hela resan da och sé att séga inspekterat hur in-
formationsflodena ser ut, hur sakerheten i plattformen ser ut och sé vidare. Och riskbe-
domningar om patienter kan komma att ta ut sina journaler och ldgga pa sociala me-
dier, vilket tyvérr har hint. Det r naturligtvis patientens eget fel, men det ar ju tra-
giskt.

Cos

EM

Hur ser processen ut rérande informationssékerhetsarbetet om nya invinartjénster ska
laggas till?

Ro3

Det ser ut pd motsvarande sitt. Forst ar det ndgon som fér en idé, till exempel vi har ju
den hir motesplattformen. Vi har en digitaliseringsavdelning som har som uppgift att
ta fram nya séna har anvindartjanster/patienttjanster. Sen gir ju det dar genom en
process dir det bedoms om juridiken och av oss pa sékerhet och beredskapsenheten.
Och dar gor vi ju ocksd uppféljningar och det méste vi ju gora nu nér den hir métes-
funktionen inte innehéller en kommunikationsplattform som héller sig i huset sa att
séga utan ligger i ett moln. Det héller vi pa att &ndra p& nu. Ingen féar ju liksom sléppas
ivag innan det &r noga analyserat.

Cob

EM

Vad &r de storsta utmaningarna for invénartjanster i relation till ert informationsséker-
hetsarbete/dataskydd?

20

Ro3

Det dér &r en ganska svér fréga. En utmaning &r att férséka ha en sansad diskussion
om tjansten faktiskt ger patienten ndgon reell nytta. Oftast gor det ju det, men ibland
kommer det lite vl spejsade idéer som man fér hélla emot

Co7

21

EM

D4 gér vi vidare till att prata om verktyg. Det finns flertalet olika metoder och verktyg
for att designa och hantera ledningssystem for informationssiakerhet (ex. MSBs me-
todstdd, standarder, Klassa, Stratsys). Vilka metoder och verktyg anvéinds i ert syste-
matiska arbete generellt?

22

Ro3

Pass

23

EM

P4 vilket sitt dr de tillrackliga?

24

Ro3

Pass

25

EM

Vad kan behova forbattras?

26

Ro3

Pass

27

EM

Técker era metoder och verktyg upp dven kraven pa informationssikerhet och data-
skydd géllande invénartjanster, typ Journalen, eller vad krévs ytterligare?

28

Ro3

Yes. Behovs inget ytterligare. Vi bedomer att vi har det vi behover.

29

EM

Sista frdgan pa det har omradet géller GDPR. Och da ér jag nyfiken pa hur paverkade
inforandet av GDPR det systematiska informationssékerhetsarbetet?

30

Ro3

Ja, alltsd det inleddes med en ritt omfattande panik faktiskt ndr man insag att GDPR
redan var infort och att vi per definition var olagliga. Det var d& ocksd man anstéllde
dataskyddssamordnare och vi har d4 vir DSO/dataskyddsombudet inom sékerhetsav-
delningen. S4 det r ett konstant arbete runt om kring. Men vi har fortfarande utma-
ningar nér det géller GDPR. Jag kan ndmna ett exempel som har bollat huvudbry. Det
&r att region har kopt in insulinpumpar och de dér &r intelligenta, men for att patienten
ska ha nytta av det krévs det att patienten ingér ett avtal med ett amerikanskt foretag.
Det kénns inte klockrent att behova siga till patienten att “det dr du som ingd avtalet’,

Cos
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men de anser att de ger ett sidant enormt mervirde att kunna titta pd trender och in-
sulinnivier 6ver tid sé att de dr villiga. Men det kinns inte superbra tycker jag. Médnga
grejer ar ju prenumerationstjanster idag pa nétet vilket ar en ren forbannelse. Man ko-
per ju inte en programvara, utan man hyr den. Men dér har vi haft diskussioner med
bolaget géllande hur man hanterar informationen, hur den gallras osv. Sen fir man pa
négot vis, vi har ju inga regelritta personuppgiftsbitridesavtal men nagot slags agree-
ment i alla fall.

31

EM

Spénnande. Nésta omrade bertr ansvar och ansvar dé i relation till invanartjanster.
Vem har ansvaret enligt din uppfattning, for att informationssiakerhet/dataskydd han-
teras pa ett tillfredsstéllande sétt gillande invénartjanster?

32

Ro3

Det dér ar inte s l4tt att svara p4. Om man tittar pé journaldata till exempel, vi anvén-
der systemet Cosmic, dd dr det forvaltningen som ansvarar for att 6verfora data men
sen d& behova datan tas emot och dér ar jag inte helt siker pa att granssnitten &r helt
definierade. Vi har ett annat system ocks diar man anvinder patientdata i administra-
tivt syfte och dér dr det ju ocksa valdigt oklart juridiskt eftersom man gar fran patient-
datalagen till att resonera i termer av administrativ behandling och d& blir det frage-
tecken kring sekretess dér.

Coq

33

EM

Kan man g sa langt som att séga att det hdr ansvaret har hamnat mellan stolarna for
att vi skickar data mellan oss pé ett helt annat sitt idag i och med invanartjansterna?

34

Ro3

Rent allmént s skulle man kunna séga det. Inte totalt fullstdndigt, men i vissa fall
finns det oklarheter i ansvarsfrigan.

Coq

35

EM

Nasta omréde relaterar till anvindarna som i den hér studien inkluderar samtliga ty-
per, exempelvis ldkare, sjukskoterskor och invénare. Vilka dr utmaningarna kring an-
vandarnas kunskap om informationssikerhet/dataskydd i relation till anvindningen av
invanartjanster kan du identifiera? Ex. dr det problem kring att de inte ens kinner till
att tjansterna &r finns, eller vilken information som &r tillganglig med de hér tjans-
terna.

36

Ro3

Ja, det sista handlar i sé fall om invénarna. Att de inte har kunskap om eller uppmark-
sammat att det gar att titta pa sina ldkemedelslistor, journalen osv. Sjukvérdspersonal
ar medvetna och man har nu borjat uttrycka sig pé ett annat sitt i journalsystemet for
att det ska vara begripligt for patienten, men di anvénder man istéllet kommentarsfal-
ten i journalsystemet och det ar ju inte bra heller. Saker som inte uppenbart ska
komma till patientens kinnedom som i psykiatriundersékningar till exempel tar man
ofta hjalp av anhoriga som da figurer som tredje person i journalanteckningar och det
dr en komplicerad balansgéng. Sen nér det giller GDPR och informationssakerhet
tycker jag att sjukvdrdspersonal ar bra pé att gora bedomningar. Det finns ju folk som
forsoker runda lite granna, men de fir man ta i orat.

Coy

37

EM

Vad ér upplevelsen kring samtycke i relation till invAnartjanster? Exempelvis nér be-
hovs det och nér &r det snarare rimligt att inte begira samtycke? Hér skulle man kunna
ténka akutsituationer.

38

Ro3

Ja, det dr ju akuten i s4 fall. Vi dr ju ett stort universitetssjukhus sa det finns en tradit-
ion av att inhdmta samtycke. Vi har ju del vetenskaplig forskning, men &ven Klinisk
forskning inom sjukhuset. Man utbyter dé information mellan universitetet och Akies
(?). Nédr ménniskor sjalva stiller upp i forskningsstudie dé ar det ju l4tt, men om till ex-
empel vill ha biomaterial efter en operation for det gors en studie da begér man natur-
ligtvis alltid samtycke. S& det ar inget slarv dér.

39

EM

Vidare, vad ar utmaningarna med anvéndarnas beteende i relation till anvandningen
av invinartjanster for uppritthéllandet av informationssiakerhet/dataskydd?

40

Ro3

Det dér vill jag péstd aligger anvéndarna i s fall. Som jag sa, det finns en del Facebook-
grupper till exempel Det dér héller vi pa att diskutera med kommunikationsavdel-
ningen. Dar Facebookgruppen is sjélva verket &r startad av anstillda men man anvéin-
der Akies loggen sé det ser vildigt officiellt ut. Det har ju hént da att medborgare stéller
frégor om sina sjukdomar i tron om att det dr ndgon slags invanartjanst. jag tror att
medvetenheten och sjalvbevarelsedriften &r valdigt stor hos invdnarna s man ar vil-
digt man om att vara forsiktig med sin information. En hel del vill ju inte ens se sin
journal och d4 later de bli att 6ppna den.

Co1

41

EM

Du ndmnde att ni har en utbildning som ar om jag uppfattat det rétt obligatorisk for
sjukvérdspersonalen inom informationssikerhet?

42

Ro3

Ja, alla i regionen.
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43

EM

Inkluderar det d4ven invanartjanster?

44

Ro3

Nej, jag tror inte det.

45

EM

Inkluderar det beteendet som du beskrev med att anvénda sociala medier som kommu-
nikationskanal istillet for att kommunicera via ratta?

46

Ro3

Ja, alltsd nar det galler att kommunicera i ratta kanaler det 4r man medveten om. Just
sociala medier, den passagen finns ocksa. Men inte explicit nér det géller invénartjans-
ter men att man inte ska svara pé négra fragor och helst radera s&na som kan vara till
nackdel for patienten eller invdnaren. Sa det 4r en utmaning. Folk lever ju pa Fa-
cebook.

Co1

47

EM

Ja, precis. Hur kan dessa utmaningar beméotas? Det later som att ni har ett bra fokus
pé sjukvérdspersonal i regionen och s, men invdnarna. Gér det att bemota de utma-
ningarna och invinarnas beteende pa négot sitt?

48

Ro3

Ja, ndr man loggar in i 1177 far man ju en hel del instruktioner att l4sa, vad det innebér
att anvdnda dessa invénartjénster och sedan ska man trycka pa lilla plutten att man ta-
git del av informationen. Sa férhoppningsvis, jag tror att folk laser det dir. Fér man
kommer ingenstans om man faktiskt inte engagerar sig. Men det ar klar det finns si-
kert folk som bara klickar hej vilt i vanlig ordning, men vi har forsokt gora det vi kan

Co7

49

EM

Nistkommande fragor beror tillgdng och behorighet.
Hur hanteras konflikter mellan behérighetsbehov ex. akuta situationer och att uppritt-
hélla dataskyddet i relation till invinartjanster?

50

Ro3

Ja, det dér ar en komplex friga. Nar det géller behorighetsbehov sd har ju akuten alltid
override och det kan ju handla om patientens liv. Kommer in medvetslos och tar en
viss medicin s medicin mot hégt blodtryck och sen s kommer man inte at journalen
och sitter in medicin mot hogt blodtryck di kan ju patienten per definition do. S& aku-
ten far alltid gora override. Sen rontgen ocksa. Lite speciella, de ar ju en konsultativ
verksamhet. De fir en remiss och anamnes och ska dé ta stéillning, sen ska de ocksd
ldmna ett svar. S8 de har ju hoga behorigheter naturligtvis och ska ha annars funkar
det ju inte. Du ar sékert familjar med att en invanare ocksa kan spérra sin journal. Det
dér tycker jag ir lite spel for galleriet, visserligen det &r inte sé att sjukvardspersonalen
inte kommer in i den spérrade delen av journalen med déremot kommer det upp en
skylt som informerar att patienten betraktar det som spérrad information. Och den be-
d6émningen har man gjort for att det kan medfora véldigt stor patientfara fér ibland har
vi sett att patienter liksom spérrar olika delar som gor att det inte gar att bedriva négon
vérd. Spérra bort rontgen till exempel &r inte nagon bra idé.

51

EM

Du lyfter upp en bra poéng dar for f6ljdfragan jag hade var om det &r en konflikt och
utifran ditt svar s ar det en konflikt, men man har inom sjukvérden kunnat 16sa det s&
att de som behover akut access far akut access for det finns ett reellt behov for det. Men
da kanske det finns en konflikt mellan invanarnas upplevelse av behorighetsbehov och
deras formdga att kunna spérra. Vilket man 16st med att de kan spérra, men det dr inte
faktisk sparr sétillvida att sjukvardspersonal inte kommer at informationen.

52

Ro3

Déremot kan man ju sétta en verklig spérr pa att tanka upp grejer i nationell patiento-
versikt. Som jag personligen tycker &r ett overlskt (?) system, men dar gar det att sdtta
en reell sparr.

53

EM

Géllande behorighetsansvar.
Vem ansvarar for att behorigheterna ar 1ampliga i relation till invinartjanster?

54

Ro3

1 princip &r det forvaltningen som hanterar eller har hand om de system som inneh&l-
ler en viss information. Naturligtvis férsoker vi f6lja upp det dar. Vi héller ocksé pa
med ett bronto projekt dér vi verkligen ska ga igenom behorigheter. Det &r inte bara till
séna hér system som det 4r en problematik. Manniskor byter arbetsuppgifter, gér till
en ny avdelning men behéller de gamla behorigheterna. Sa just saneringen av tidigare
behorigheter behover forbattras.

Cob

55

EM

Vem ansvarar for att kontrollera att behorigheterna hanteras korrekt i relation till in-
vanartjanster?

56

Ro3

Det gor respektive forvaltning. Naturligtvis man kan hardra allting till att det &r region-
direkt6ren som har yttersta ansvaret, men det ar lite val hogt upp faktiskt. Eller egent-
ligen &r det regionstyrelse, vi dr ju en politiskt styrd organisation. Men det ligger pa
rimlig niva och sen gors det stickprovs analyser osv. Négot vi anvénder véldigt flitig i
regionen ar riskanalyser och sen att vi fattar beslut utifran vad som kommits fram till
under riskanalyserna. Och att man ocksé inte startar nigon ny funktion eller tjinst om

Cob
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det inte &r s att allt som hamnade pa rott ar atgardat.

57

EM

Léter som en rimlig hantering.

58

Ro3

Ja, och det 4r faktiskt sa att nu &r forfrigningarna fran alla majliga att fa riskanalyser
genomforda sa till den grad att vi méste forsoka fa mer folk som kan dgna sig at det.
Och det kan man ju séga ar en framgangsfaktor. Hade det inte kommit fran forfrag-
ningar om riskanalyser da var det ju ingen som brydde sig.

59

EM

Hérnést kommer ett par frigor om de standarder som beror informationssékerhet och
dataskydd. Forst och framst, ISO 27000-serien sé du séker kianner till val

Ro3

Ja, overgripande. Jag kan ju inte referera till olika delar i den.

61

EM

Det forstér jag. Fragorna ér, underlittar eller forsvédrar dessa standarder ert systema-
tiska informationssékerhetsarbete? Och &r det ndgot som behover bli battre i dem?

62

Ro3

Du menar i standarderna?

63

EM

Ja.

64

Ro3

Alltsa vi har ju ett 6ga pd ISO 27000-serien, men foljer inte den slaviskt. Det &r mer en
inspirationskilla, sen lutar vi oss mot det som vi har tagit fram men &r det s att vi
upptécker att vi har missat ndgonting som ar relevant for sjukvarden da tittar vi pa det.

Cob

65

EM

Men ni upplever dem #nda som begripliga och lattforstaeliga? For det &r ju inte helt
ovanligt att man tycker att standarder &r hogtravande.

66

Ro3

Hogtravande &r det ju absolut. Det ar ju inte nodvéndigtvis s att det ar létt att forsta.
Det dér ar ju for att hoppa over till GDPR som reflektion. Den skrevs ju pa ett sitt som
skulle géra den begriplig for alla och envar. Jag tycker man lyckades vildigt bra. ISO
standarder ar ju vildigt triiga.

Co1

67

EM

Utover 27000-serien finns ocksd ISO 27799 som ir en forldngning av 27000-serien
specifikt for halso- och sjukvard. Underlattar eller forsvarar denna standard ert in-
formationssékerhetsarbete? Och &r det ndgot som behéover bli béttre?

68

Ro3

Vad som behover bli battre kan jag faktiskt inte bedéma for det skulle vara da att vi
hade luslést just den hér, men det dr ocksa en slags inspirationskilla kan man siga. Vi
foljer det inte slaviskt utan vi forsoker hélla oss s néra verkligheten som mojligt for vi
skulle liksom inte komma négonstans om vi kom dragande med en massa ISO, kom-
municerade dessa med verksamheterna. Men daremot inom sékerhets och beredskaps
avdelningen &r vi naturligtvis om dem.

Cob

69

EM

Till sist finns ISO 27701 som ar en forlangning av ISO 27001 och berdr insamling samt
hantering av personuppgifter. Den togs fram just for att en del hade svért att forsta
GDPR som alg och vad det innebar. Underlattar eller forsvarar denna standard ert sys-
tematiska informationssékerhetsarbete? Vad behover bli battre?

70

Ro3

Jag ska vara helt drligt. Vi har inte tittat s mycket pa den for vi 4r swamped in GDPR
problematiken.

Cos

71

EM

Ni behéver den kanske inte?

72

Ro3

Nej, vi har inte upptéckt det 4n i alla fall. Daremot har vi varit ganska framgangsrika,
och det dr ju dataskyddsombudet och juristerna som ska ha cred f6r det, i kommuni-
kationen vad GDPR faktiskt har for implikationer pa det vi gor. S& man fér &ta elefan-
ten i sma tuggor i taget.

73

EM

De foljande tva fragorna beror de olika typerna av applikationer.
Forst, vilka utmaningar som din region ser med ert systematiska informationssaker-
hetsarbete i 6kningen av mobila enheter?

74

Ro3

Det hér ar ju ett problem. Pratar du om regionanstillda som anviander appar eller invé-
nare?

75

EM

Du kan fi ta bada.
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76

Ro3

Ja, vi har ju tagit ett grepp nar det géller mobila enheter som dr av tjanstekaraktar. Att
man inte kan installera vilka appar som helst och vi har ocksa sett till att vissa yrkes-
grupper inte heller kan ta bilder vissa tider pé dygnet for att det inte ska fotograferas
pa sjukhuset. Det &r totalt forbjudet. Daremot ar det ndgra som har tillstdnd nér det
giller att dokumentera och sen ldgga in i journalsystemet. Det dér tror jag 4r ett pro-
blem for alla foretag. Jag var pa Sveriges radio innan och det var en kamp att fi anvin-
dare att forstd att man ska inte installera vad som helst. Ménga appar till exempel
TikTok som jag lyckades fa forbjudet pé Sveriges radio, som jag &r hemskt n6jd med,
suger ju i sig kontaktbdcker och allting och dir kan det ju va konfidentiella kontakter.
S& mobila enheter dr ett morker faktiskt. Datorer har vi 6rnkoll p4, men en del tar ju
tjanstesimkortet och sétter i den privata telefonen och da &r man ju rokt igen.

Coq

77

EM

Hur paverkar dessa mobila enheter hanteringen av dataskydd?

78

Ro3

Det ér inte sd att du menar tvirtom? Dataskydd paverkar mobila enheter?

79

EM

Den tolkningen fér ju girna gora ocksd om du vill.

80

Ro3

Hanteringen av dataskydd. Nu pratar jag om hur det star har [Hur paverkar dessa mo-
bila enheter hanteringen av dataskydd?]. Det blir ju en utmaning i och med att vi inte
kan garantera att det &r tjanstemobiler som &r styrda enligt vissa behorighetsgrupper.
Och det hér med att folk sitter tjanstesimkortet i privata mobiler det &r ju rétt sd hopp-
16st att komma &t. Daremot kommer man inte in i det inre nitverket om man fuskar
med sana fasoner darfor att tjanstemobilerna har ju sdna hér certifikat som kan auten-
tisera mot tradlost nit och sé vidare. Sa det dr sikerhet i sig. Men fortfarande kan det
vara sé att det finns oldmpliga uppgifter i en privat mobil dé en hel adressbok till exem-
pel I regionen har ju det flesta lakarna dolt nummer for det intraffar ibland direkt hot,
overfall faktiskt frén patienter, tyvarr uteslutande inom psykiatrin men i alla fall. Det
finns réttshaverister i andra sammanhang ocksé sé de méste skyddas.

Cog

EM

Hérnést ar jag intresserad av ditt perspektiv pa hot kopplade till invénartjénster. Vilka
ar de fraimsta hoten med invanartjanster?

82

Ro3

Rent allmént si dr antagonistiska hot, de kan vara statsunderstodda eller kriminella
nétverk, det som bekymrar mig mest. Kanske inte just med invanartjanster men i for-
langningen det som finns bakom. Det 4r ju ingen hemlighet att Ryssland nu har borjat
med en offensiv nar det géller rena cyberattacker, pdverkansoperationer, desinformat-
ion och sé vidare. Jag brukar séiga att en bank som blir ranad pa 40 miljoner det &r
kanske trikigt, men det kan skrivas om som en kapitalforlust. Ddremot skulle vi ldcka
ut det allra minsta om en patient sé skulle det kunna ha oerhérda konsekvenser for den
individen. Och en utmaning i alla sammanhang ar hanteringen av skyddade identiteter.
Men att man ger sig pa 1177 och knécker sig vidare in, det &r inte s& troligt. Det &r svért,
inget &r omojligt men det blir ett ordentligt bokande i s fall.

Coq

83

EM

Och de hér hoten, hur paverkar de ert systematiska informationssékerhetsarbete/data-

skydd?

84

Ro3

Assa, vi forsoker ju vara proaktiva har. Mitt arbete till exempel gr till viss del ut pa att
forsoka tianka ut vad som kan hinda, hemskt redan innan det hander. Forsoka hitta
nagra mitigeringsatgarder da for att komma tillrdtta med det. S& visst paverkar det vart
informationssékerhetsarbete, cybersdkerhet och dataskydd. Vi &r ju en trojka just for
de hér tre och det funkar véldigt bra.

Coq

85

EM

De sista frigorna beror framtiden. D4 undrar jag hur ser du p& framtiden och kom-
mande invénartjdnster? Jag lagger upp foljdfrdgorna hér direkt. Hur kompletteras det
systematiska informationssékerhetsarbetet for att inkludera nya tjanster? Hur kommer
nya tekniker ex. molnlésningar paverka det systematiska informationssiakerhetsar-

betet/dataskyddet?

86

Ro3

Assi, jag kan borja med molnlosningar. Det dr ju liksom en paria. Det finns ett feno-
men. Likare &r pé olika konferenser och hittar system som de tycker skulle forbattra
arbetet och s képer de in det dér i strid med upphandlingsreglerna och sen stdr man
dar med ett system som till exempel pumpar 6ver data till tredjeland. Inte en hojdare.
Och hur det systematiska arbetet kompletteras, assa vi forsoker ha en dialog. Det ar
vildigt mycket hittepd i regionen. Det géller att ha de coolaste invanartjansterna och
séddr, men om man analyserar ordentligt och faktiskt tar fram l6sningar som har reell
nytta, for det &r inte alltid sa, da har vi ju en chans att komma in i arbetet pé ett helt
annat sétt dn att det dyker upp. Om man inte tar hand om séna hér fragor innan sé ar
det praktiskt taget omojligt att f& ordning pé sen. Och en av huvudvérkarna ér ndmli-
gen olika molnlosningar. Dar 6kar medvetenheten hos regionens anstillda och sjuk-
vardspersonal vildigt mycket faktiskt. Man bérjar faktiskt ta till sig problematiken med
det hir. Daremot moln inom Europa fir man teckna avtal som &r i paritet med lagstift-
ningen och personuppgiftsbitradesavtal osv. Det brukar inte vara nagot problem om
det &r seridsa foretag man har att géra med.

Cog4,
Coy
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87 EM Avslutningsvis, dr det ndgot mer du vill tilligga som ror utmaningar gillande lednings-
system for informationssikerhet eller dataskydd som relaterar till anvindningen av in-
véanartjanster?
88 Ro3 Inte vad jag kan komma pé just nu faktiskt. Det dyker upp nya saker hela tiden, men
just nu kan jag inte komma pa négot.
89 EM Finns det andra utmaningar gillande ledningssystem for informationssékerhet eller
dataskydd som du/ni vill lyfta som inte ber6r invanartjanster?
90 Ro3 Det &r ju att 4 organisationens forstielse for hur informationssékerhetsarbete bedrivs Co7

och vilka verktyg man anvinder och varfor. Det dr utmaningen skulle jag vilja siga.
Men samtidigt ar jag positiv i den bemérkelsen att det gar battre och béttre. Det har va-
rit oerhort kdmpigt 1ange, men nu borjar forstaelsen falla pa plats och dd kan man an-
véanda ledningssystem och hénvisa till det.
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