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Abstract 

In the wake of the growth and pervasiveness of electronic communication and the 

Internet of Things (IoT) in information systems, ensuring secured communication has 

become a serious concern. IoT is experiencing security and privacy vulnerabilities 

despite its exponential growth in the industry and research, mainly due to its 

architecture and the limitations of connected devices. One of the security concerns of 

IoT systems is non-repudiations. For instance, digital forensic and evidence auditing 

should use reliable logs of IoT devices. Similarly, commercial and military applications 

use non-repudiation mechanisms as one of the essential security services. However, 

recent literature about practical cybersecurity problems and possible solutions related 

to the use and choice of non-repudiation mechanisms in IoT applications is low. A 

literature review is valuable for academia and the industry to inform and guide 

decisions more specifically while mapping academic resources for adopting non-

repudiation mechanisms.  Therefore, this thesis aims to study existing literature on the 

use of non-repudiation mechanisms in IoT applications. This study investigates what is 

known about non-repudiation mechanisms for IoT applications. 
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1 Introduction and Motivations 

In the wake of the growth in electronic communication and the Internet of Things 

(IoT), ensuring secured communication has become a serious concern. Dorri et al. 

(2016) claim that conventional privacy and security approaches are fading for IoT 

applications. For example, IoT is experiencing security and privacy vulnerabilities in 

spite of its exponential growth in the industry and research, mainly due to its 

architecture and the limitations of connected devices. One of the security concerns of 

IoT systems is non-repudiations. For example, IoT devices should allow security 

personnel access to pieces of evidence to trusted audit trails where communicating 

parties cannot deny their actions such as payments (Alqassem and Svetinovic, 

2014;Ervural and Ervural, 2018). 

Non-repudiation1 guarantees that a sender and receiver of digital information or a 

message cannot repudiate the message and their involvement during the 

communication. The proof of delivery guarantees the sender that the user has received 

the message. In contrast, the sender’s identity ensures the receiver that the individual 

who sends the message cannot repudiate the message2. The use of a non-repudiation 

service aims to reconcile disputes between a sender and a receiver of information that 

they cannot deny that the exchange of information has occurred (Zhou and Gollmann, 

1997).   

Several applications use non-repudiation as an essential mechanism to secure their 

systems. Computer and information systems use numerous non-repudiation 

mechanisms to avoid repudiation of events as part of their security services. For 

example, logging mechanisms in web-based communications (Singhal et al. 2007), RSA 

(Baba-Ahmed et al., 2019), blockchain (Zhu et al., 2019), public key infrastructures 

(Qin et al., 2020), Kerberos (Neuman and Ts'o 1994), and digital signatures (Lee et al., 

2020) are non-repudiation mechanisms. 

There are a plethora of motivations why we need to investigate different ways of 

achieving non-repudiation. Several applications inevitably use non-repudiation 

mechanisms as one of their essential security services, as it is an essential security 

mechanism. For example, electronic lottery (Chen et al., 2020a), electronic commerce 

(Zhou et al. 1999), e-health (Chen et al., 2020b; Liu et al. 2019), political election (Zhu 

et al., 2019), education (Briliyant & Baihaqi, 201), transportation (Liu and Zhang, 

2018), and industrial IoT (Xu et al. 2019) are applications employing non-repudiation 

mechanisms. 

1.1 Research Goal 

Recent literature studies about practical cybersecurity problems and possible solutions 

related to the use and choice of non-repudiation mechanisms in IoT applications is low. 

A literature review is valuable for academia and the industry to inform and guide 

                                                        

1 NIST definition of Non-repudiation - https://csrc.nist.gov/glossary/term/non_repudiation 
2 Information Security -
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf  

https://csrc.nist.gov/glossary/term/non_repudiation
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
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decisions when adopting non-repudiation mechanisms.   

This thesis aims to study existing literature on the application of non-repudiation 

mechanisms in IoT applications. This study investigates what is known about non-

repudiation mechanisms in IoT applications. More specifically, challenges and 

mitigations of existing non-repudiation mechanisms and their applications are 

explored.   

1.2 Research Problem 

Challenges are impacting the implementation of existing non-repudiation mechanisms. 

For example, even though RSA, which is asymmetric cryptographic algorithms, is 

suitable for non-repudiation, it causes a bottleneck if used to exchange voluminous 

data as it uses large cryptographic keys. Consequently, RSA is more suited to key 

exchange than assuring non-repudiation for message exchange operations (Baba-

Ahmed et al., 2019). Furthermore, legacy non-repudiation mechanisms are required to 

fulfill demands from malicious clients and trusted parties. Therefore, according to Xu 

et al. (2019), cutting-edge non-repudiation solutions are becoming indispensable for 

the industry. Besides, there are potential threats from service providers involved with 

the industry because of interests (Xu et al., 2019). Also, existing IoT systems suffer 

from security and privacy vulnerabilities (Dorri et al., 2016). 

Despite its use in diverse applications areas, the use of non-repudiation mechanisms in 

IoT has challenges such as: 

 Access control and sensor device-generated logs in IoT create vulnerabilities, 

opportunities for adversaries to gain access to sensitive information (Hsu et al., 

2020), which could be altered and hence involved parties could repudiate being 

involved in transactions or communications. 

 Non-repudiation mechanisms excluding blockchain have security problems. 

Trusted Third Party (TTP) and non-TTP are characterized by difficulties 

affecting their effectiveness in ensuring non-repudiation. For example, TTP is 

subject to the single point of failure, and non-TTP suffers from computational 

performance costs (Xu et al., 2019). Besides, centralized IoT systems are prone 

to repudiation attacks and the single point of failure (Khalid et al., 2020). 

 IoT devices have limited computational resources, and non-repudiation 

mechanisms should be designed with computations resources as the key design 

requirements in mind (Lee et al., 2020). 

Also, despite the challenges mentioned above, as discussed in the Related 

research Section in Chapter 2, existing literature focuses mainly on other security 

mechanisms. Therefore it is important to gain an understanding of the state-of-the-art 

non-repudiation in the IoT application. 

 

The following research question is articulated to explore what existing literature 

presents: 

What are the challenges and possible solutions that exist in 

adopting non-repudiation mechanisms in IoT applications? 
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A systematic literature review and a thematic analysis address the research problem by 

identifying what has been done in the literature. Text analytics is also applied to 

identify temporal patterns from selected papers and complement the systematic 

literature review and the thematic analysis.   

 

1.3 Thesis structure 

The thesis presents five chapters. The first chapter, this chapter, provides the research 

background, the purpose of the research, research questions, and limitations. Chapter 2 

provides an extended background and related research, and Chapter 3 presents the 

research methodology applied to address the research question. Finally, Chapter 4 

presents Results and Analysis, and Chapter 5 presents Discussions and Conclusions, 

where the Results chapter presents the challenges and solutions of non-repudiation, 

while the Discussions and Conclusions chapter presents the reflection of contributions, 

ethical implications, limitations, future research directions, and concluding remarks. 
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2 Background 

This chapter presents key concepts and the theoretical foundations of non-repudiation 

mechanisms and the roles they play in IoT applications. 

2.1 Non-repudiation 

Non-repudiations are achieved when it is computationally possible to settle a dispute 

between sender and receiver of a message in the event when the sender denies that s/he 

originated the message, or the receiver denies that s/he received the signcrypted 

message (Zheng 1997). Non-repudiation can be settled by using the protocol, zero-

knowledge proof, which is also referred to as zero-knowledge undeniable signatures as 

presented in (Chaum 1990). 

Several applications use non-repudiation as a crucial mechanism to secure their 

systems, such as industrial IoT (Xu et al. 2019), transportation (Liu and Zhang, 2018), 

and healthcare (Chen et al., 2020b; Liu et al. 2019). These applications employ non-

repudiation mechanisms to secure the reliability and trustworthiness of their electronic 

events. It is possible to achieve non-repudiation through the use of RSA (Baba-Ahmed 

et al., 2019),  logging mechanisms in web-based communications (Singhal et al. 2007), 

public key infrastructures (Qin et al., 2020), blockchain (Zhu et al., 2019), Kerberos 

(Neuman and Ts'o 1994), and digital signatures (Lee et al., 2020). 

2.2 Internet of Things (IoT) 

Kevin Ashton was the first author to document the concept Internet of Things (IoT) in 

1999, which refers to a system where the “real-world” is connected through the Internet 

via data sensors of ubiquitous networks (Corcoran, 2015). IoT devices require security 

services such as non-repudiation, integrity, and authentication (Salman et al., 2017). 

2.2.1 Security Issues with IoT Technologies 

The IoT is an evolving technology that exhibits a variety of cyber-attacks as a result of 

its heterogeneity, complexity, and vulnerabilities of IoT devices (Brotsis et al., 2019). 

Besides, Gill et al. (2017) claim that much has been done regarding the applications and 

advantages of using the IoT, and they showed that security and privacy issues are 

challenges that need to be addressed. For example, Brotsis et al. (2019) indicated that 

digital evidence collected from IoT devices should be used for criminal investigations 

through the provision of security services such as authentication, integrity, and 

nonrepudiation to service in criminal courts. 

2.2.2 Non-repudiation Enforcing Mechanisms 

This section presents a brief discussion about non-repudiation mechanisms. Thus this 

section will familiarize the reader with major non-repudiation mechanisms. 

 Digital signature – is used to achieve non-repudiation (Chen et al. 2021; 

Jangra and Gupta, 2017) between a sender and a receiver while the sender signs 

messages using her/his private key, and the receiver verifies the authenticity of 
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the message. 

 Digital watermarking – is a technique that embeds unique code in particular 

information that is prepared for distribution, and the purpose of watermarking 

is to be used by the originator of the information to claim ownership (Singh and 

Anand, 2017). 

 Signcryption (signature-then-encryption) – is an approach that allows us 

to achieve non-repudiation, including integrity, confidentiality and 

authentication through first signing a message and then encrypting it (Liu et al. 

2018). According to Malone-Lee, J. (2002) and Liu et al. (2018), signcryption 

was first introduced by Zheng (1997).  Zheng (1997) proposed signcryption as a 

cryptosystem with two protection aspects. The first one is protecting the 

contents of signcrypted messages being communicated against third parties 

from disclosure and the sender being masqueraded by adversaries. The second 

aspect is secured from attackers who have obtained both signcryption and 

unsigncryption algorithms. Also, Zheng (1997) states that signcryption is secure 

if it unforgeability, non-repudiation, and confidentiality are achieved. 

Unforgeability is achieved if it is computationally impossible for an attacker to 

masquerade as the true sender who creates signcrypted text. Confidentiality is 

achieved when it is computationally impossible for an attacker to gain 

information from signcrypted text (Zheng 1997). According to Saeed et al. 

(2018), signcryption allows IoT devices to achieve non-repudiation and other 

security services such as confidentiality and integrity with lower computational 

overhead. 

 Public Key Cryptography (PKC) – is used to ensure non-repudiation as 

well as integrity and authentication (Salman et al. 2017). Identity Based 

Cryptography (IBC) – is a form of PKC. 

 Certificateless cryptography – IBCs have an inherent security issue related 

to the key generation center (KGC). The security issue with IBCs is that the KGC 

has custody of the users' secret keys. Hence, when KGCs are malicious or 

controlled by adversaries, they can masquerade users. To deal with this security 

issue, Al-Riyami AN Paterson introduced certificateless cryptography in 2003 

(Au et al., 2007). 

 Blockchain – IoT is characterized by a client/server architecture which makes 

it prone to a single point of failure due to its centralized architecture requiring 

single point authentication of its devices. Thus not only security issues impact 

IoT but also scalability issues. Hence, moving towards decentralization of IoT 

systems is recommended to deal with a single point of failures and scalability, 

such as Blockchain technology (Atlam et al. 2018; Dorri et al. 2016). Thus Atlam 

et al. (2018) and Dorri et al. (2016) argue that blockchain technology has 

become attractive for IoT applications as it decentralizes management processes 

and computations. For example, Blockchain technology deal with security and 

privacy issues such as single point of failure and risk of data disclosure while 

communication in IoT infrastructure through decentralization (ensures 

robustness and scalability), anonymity, and security by realizing secured 

network among untrusted parties (Dorri et al., 2016). However, Blockchain 

technologies demand higher bandwidth and computational resources, which is 
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a thread-off for IoT applications as IoT requires low latency computations 

(Dorri et al., 2016). Therefore, blockchain based IoT architectures with 

lightweight computation and provision of decentralized privacy and security are 

presented by (Dorri et al., 2016). 

2.2.3 Pros and cons of non-repudiation mechanisms 

Computational resources constrain ioT devices, and conventional IoT architecture 

exhibits centralized architecture exposing it to single-point-of-failure (Khalid et al., 

2020). IoT environments could achieve computational efficiency by applying 

signcryption mechanisms (Saeed et al., 2018). Also, blockchain technologies deal with 

the single-point-of-failure problem through decentralized and distributed architecture 

(Atlam et al., 2018). Yet, blockchain mechanisms require higher computational 

resources for IoT applications (Dorri et al., 2016). However, these limitations are 

addressed as illustrated in the Results chapter of this thesis. 

2.3 Related research 

Existing literature studies regarding security mechanisms in IoT areas focus on the 

utilization of these mechanisms in different contexts. In contrast, the challenges and 

corresponding solutions of the adoptions in IoT applications, particularly the 

application of non-repudiation mechanisms in IoT and related challenges and 

mitigations, is a grey area. For example, Gill et al., (2017) claims that existing literature 

studies mainly focus on IoT applications and benefits. Related research is presented in 

Table 2.1. 

Reference 
(type of 

publication) 

Number 
of 

Articles 
Reviewed 

Areas 
Application area or 

contribution 

Bettayeb et al. 
(2019) 
 
Conference 
paper 

51 Hardware 
security of 
IoT devices  
 
(embedded 
systems) 

1. List of attacks targeting 
firmware of IoT devices 

2. List of secure firmware update 
mechanisms  

3. Vulnerability detection tools and 
analysis of threats 

4. The paper inspires the 
development of future 
mechanisms to protect firmware 
from attacks and to conduct 
vulnerability analysis on 
firmware 

Gill et al. (2017)  
 
Conference 
paper 

22 General: 
Develop 
and 
implement 
IoT 
architecture 

1. List of IoT architectural 
challenges and possible 
mitigations 

2. The result could serve 
practitioners as a guideline and 
researchers to adopt and 
prioritize research directions 

(Lone and Naaz 
2021) 
 
Journal of 
Computer 

77 Blockchain 
Security 
contracts in 
IoT and 
Internet 

1. The study conducted investigates 
the applicability of blockchain 
technology in IoT and the 
internet 
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Science Review 2. Security solutions offered by 
blockchain smart contract-
driven security for IoT such as – 
attack detection, detection 
protection and mitigation of 
DDoS, authentication, secure 
identify management, malicious 
node detection, secure device 
management, malicious node 
detection, integrity, non-
repudiation, audit trial, access 
control, authorization, fault-
tolerance, and secure service 
provisioning.  

(Liang & Ji,  
2021) 
 
Journal of 
Networks, 
Software Tools 
and 
Applications 

20 Blockchain 
in IoT and 
privacy 
challenges  

1. The authors’ explored privacy 
handling difficulties of IoT-
based blockchain through a 
systematic literature review 
using a total of 20 papers 
selected from 61 papers. The 
results indicate that IoT security 
could be dominated by 
blockchain technology as it 
enables the achievement of 
secured and distributed storage 
of IoT systems. The authors also 
indicated that blockchain has 
computational complexity and 
scalability issues. 
Simultaneously, it has low 
scalability, high computing 
complexity, bandwidth 
overhead, and latency. 

(Moin et al. 
2019).  
 
Journal of 
Future 
Generation 
Computer 
Systems 

144  Blockchain 
in IoT 
securing  

1. Authors presented how 
blockchain technology 
transformed connected IoT 
sensors and smart things and 
security concerns 

2. A taxonomy of blockchain-
enabled IoT security using the 
SWOT analysis is presented:  
a. Strengths – sophisticated 

data validation, scalable, 
resilient ecosystem, 
decentralized network, 
expandable database, secure, 
accelerate transactions 

b. Weakness – possible data 
compromise, high processing 
power requirement, common 
trust, compliance issue 

c. Opportunities – cost-
effective solution, secure 
communication 

d. Threats – legal issues, 
standard risks, smart contract 
risks, value transfer risks, 
challenges, taxation issues 

3. Comparison of bitcoin 
(cryptocurrency such as bitcoin) 
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and ethereum (smart contracts) 
are presented 

4. Authors presented a framework 
of IoT that enable adaptation of 
decentralized storage 
requirements and security 
features of blockchain, and 
security challenges hindering 
adaptation of blockchain 

(Aleisa and 
Renaud 2017)  
 
Conference 
paper 

122 IoT and 
privacy 
issues 

1. Authors reviewed relevant 
literature and the media to 
explore privacy-preserving 
solutions in the IoT context. 

2. Core privacy principles  
a. The authors report on a 

systematic literature review of 
privacy-preserving 
mechanisms found in the 
research literature and in the 
media. The authors analyzed 
proposed solutions in terms 
of the techniques deployed 
and the extent to which core 
privacy principles are 
achieved.  

 

Table 2.1 - Summary of related research 

2.3.1 Overview of contributions of related researches 

The related research summary illustrated in Table 2-1 presents the most recent 

literature reviews conducted within the year 2017 up to 2021.  Generally, previous 

literature reviews mainly focus on security aspects of IoT in general. Most of the 

existing and the latest related research focus on using blockchain technology as a 

security mechanism. For example, Lone and Naaz (2021) summarized the use of 

blockchain technology and the security services for IoT and internet applications in 

general. Similarly, Moin et al. (2019) outlined the taxonomy of IoT-enabled blockchain 

technology from the perspectives of SWOT analysis and the use of blockchain 

technology for IoT sensors and smart things. The other works of literature focus on 

security architecture, attacks, mechanisms, and vulnerability detection tools of IoT 

systems. However, IoT and non-repudiation security mechanisms are not covered. 
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3 Methodology 

This chapter presents methods and tools used for collecting and analyzing data. The 

author has used databases of academic publications for collecting data. The selection of 

the collected data, including inclusion and exclusion of relevant data, is based on 

protocols established following the guideline by Kitchenham and Charters (2007). This 

thesis has also used snowballing, as suggested by Wohlin (2014), to include as much 

relevant data as possible based on the protocols.  

The thesis mainly used a systematic literature review and thematic analysis to identify 

challenges involved in adopting non-repudiation mechanisms in different application 

areas and the corresponding solutions. The data analysis was done following the 

thematic analysis as suggested by Braun and Clarke (2006). The thesis also applied text 

analytics to the selected papers to get insights into the evolution of relevant topics.   

3.1 Systematic literature review and snowballing 

The author used the systematic literature review as proposed by Kitchenham and 

Charters (2007) and the snowballing technique as suggested by Wohlin (2014), see 

Figure 3.1. 

 

Figure 3.1 - An illustration of snowballing technique combined with the SLR followed in this thesis 

The systematic literature review guideline by Kitchenham and Charters (2007) has 

three phases, namely planning, conducting, and reporting the review. The three phases 
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of the systematic literature review are discussed below. 

3.1.1 Planning the review 

Planning a systematic literature review includes identification of the need, 

commissioning, formulating the research question, developing protocols for the review, 

i.e., inclusion and exclusion criteria, and evaluating the review protocol (Kitchenham 

and Charters 2007). This thesis is part of an academic deliverable, and hence 

commissioning is irrelevant.  

 The need for an SLR 

The industry demands cutting-edge non-repudiation solutions due to requirements to 

deal with trusted and untrusted parties. This demand manifested as traditional non-

repudiation mechanisms fade in industrial IoT applications (Xu et al., 2019). Besides, 

the literature regarding non-repudiation mechanisms relating to problems, solutions 

for IoT applications is low. A literature review is valuable for academia and industry to 

inform and guide decisions when adapting non-repudiation mechanisms for a given 

business scenario. 

 The research question 

The research question was formulated to address the SLR's need discussed above. Thus 

the research question is articulated to explore the challenges of using non-repudiation 

mechanisms and possible solutions. For the research question, refer to Section 1.2. 

Therefore, this thesis aims to identify problems corresponding to solutions of adapting 

non-repudiation mechanisms in IoT areas. 

 SLR review protocol - inclusion and exclusion criteria 

Kitchenham and Charters (2007) states that inclusion and exclusion criteria are 

articulated to minimize the probability of researcher bias. Therefore, the predefined 

criteria are the following. 

Inclusion criteria 

 Articles must be between the years 2005 and 2021 

 Articles must be peer-reviewed journals, conference proceedings, 

and standards. 

 Select articles should include non-repudiation mechanisms, 

problems, solutions, and IoT 

 Selected articles must be relevant to the search query formulated, 

i.e., search strings should be derived from or relevant to research 

questions. 

 Selected articles must be written in English or have English 

translations 

Exclusion criteria 

 Exclude articles that do not meet inclusion criteria 

 Book reviews and books should be removed if they contain non-

peer-reviewed chapters 
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 Articles that are not written in English or that do not have an 

official English translation are removed  

 Inaccessible articles that do not provide sufficient information 

about problems and solutions of non-repudiation in IoT 

 Evaluation criteria 

The evaluation of the SLR is based on predefined criteria where the inclusion and 

exclusion protocol fulfillment is assessed through checking included articles. Also, it is 

important to check whether the selected papers contain relevant information, which 

will allow the researcher to answer the research question—furthermore, systemic error, 

which is the failure to produce a true result (Kitchenham, 2004). 

3.1.2 Conducting the review 

Conducting the review was done following the steps indicated in Figure 3-1 and Figure 

3.3. Also, data was collected from ACM, IEEE-explore, Scopus, and Web of Science. 

The search query is –  

“(Non-repudiation) or (none repudiation)” and “problems or 

challenges or limitations or threats or attacks” and “solutions or 

mitigations or resolutions” and “IoT or (Internet of Things)” 

The search query used, the databases searched, and the initial number of articles 

collected are illustrated in Table 3.1 below. 

Database Query 

Number 

of 

articles 

ACM [All: "(non-repudiation) or (none repudiation)"] OR [All: 

and] OR [All: "problems or challenges or limitations or 

threats or attacks"] OR [All: and] OR [All: "solutions or 

mitigations or resolutions"] OR [All: and] OR [All: "iot or 

(internet of things)"] 

48 

IEEEexplor

e 

("All Metadata":"non repudiation" OR "All 

Metadata":non-repudiation OR "All Metadata": "none 

repudiation") AND ("All Metadata": challenges OR "All 

Metadata": limitations OR "All Metadata":problems OR 

"All Metadata": attacks  OR "All Metadata": threats) AND 

("All Metadata":solutions OR "All Metadata": mitigations 

OR "All Metadata": resolutions) AND ("All Metadata":iot 

OR "All Metadata":"internet of things") 

14 

Scopus TITLE-ABS-KEY ( ( ( non-

repudiation )  OR  ( none  AND repudiation ) )  AND  ( pr

oblems  OR  challenges  OR  limitations  OR  threats  OR  

attacks )  AND  ( solutions  OR  mitigations  OR  resolutio

ns )  AND  ( iot  OR  ( internet  AND of  AND things ) ) )  

24 
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Web of 

Science 

ALL FIELDS: (( ( non-repudiation )  OR  ( 

none  AND repudiation ) )  AND  ( 

problems  OR  challenges  OR  limitations  OR  threats  O

R  attacks )  AND  ( 

solutions  OR  mitigations  OR  resolutions )  AND  ( 

iot  OR  ( internet  AND of  AND things ) )) 

19 

Total 105 

Total after duplicates are removed by RIS 79 

Table 3.1 – Queries applied on different scholarly databases 

Collected data were combined using a reference management system, Zotero. Some 

articles are published in more than one database, and hence Zotero was used to remove 

duplicates as illustrated below, Figure 3.2. 

 

   Figure 3.2 – An illustration of duplicates are removed using Zotero 

 

Figure 3.3 – Steps taken while conducting the review including snowballing and thematic analysis. 

 Identification of articles - the first search results are added to reference 

management systems, such as Zotero and Mendeley. 

 Apply selection criteria - the selection protocol illustrated in Section 3.1.1 

is be used to select papers. Additionally, snowballing technique is applied to do 

forward-searching and backward-searching of relevant articles.  

 Removal of duplicates - the removal of duplicates is done using the 



 

13 
 

reference management systems specified in Step 1.  

 Make sure relevant and primary studies are included - identified 

articles are checked for relevance by reading the full papers, Appendix 3, 

illustrates all included articles. 

Conducting the review involves the use of Snowballing where backward and 

forward-searching are used. Backward-searching involves the analysis of 

reference lists of selected papers to identify relevant articles. On the other 

hand, forward-searching involves the investigation of citations where articles 

citing selected papers are assessed for relevance. 

 Snowballing - SLR searches depend on keywords used, and thus there is a 

chance where relevant articles could be missed. Therefore, Kitchenham (2004) 

suggested using complementary methods for searching for as many relevant 

articles as possible. The author also noticed that using complementary 

methods for searching enables the retrieval of relevant articles that would have 

been unfound otherwise. In this thesis, as suggested by Wohlin (2014), 

snowballing is used to complement the systematic literature review. 

Snowballing involves two types of searching, namely forward searching and 

backward searching. The author used reference management systems to 

organize scholarly articles, and which provides functionalities to remove 

duplicates and add or include newly found articles right from the browser.  

Figure 3.4 illustrates how the final articles are chosen for the SLR. 

 Forward searching – involves identifying relevant papers from papers that 

cite the first set of articles and all included articles later on and that deem 

relevant (Wohlin 2014).  The first set of papers was selected, as illustrated in 

the table, Table 1. In this thesis, the analysis of the forward citation is done 

using Google Scholar. During forward snowballing, inclusion and exclusion 

criteria are the basis for including or excluding articles under investigation. 

Also, if newly identified papers are already included it should be ignored. 

 Backward searching – involves the use of reference lists of included papers 

to identify relevant articles that are not included in the list of included papers 

(Wohlin 2014). 

 

The proportion of the included publication types is illustrated in the Figure 3.4, and it 

illustrates that 59% of the included articles are journals 
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Figure 3.4 – Proportion of included papers. 

3.1.3 Synthesis of selected information 

The synthesis of selected papers is be done using thematic analysis as suggested by 

Braun and Clarke (2006), refer to Figure 3.3 and 3.5. Thematic analysis can be 

inductive or deductive. In deductive analysis, the researcher has the freedom to choose 

themes they wish to investigate and set the criteria as progressively as the analysis goes 

along. On the other hand, deductive thematic analysis is conducted after the researcher 

defines themes strictly and criteria dictating the type of data qualifying for it. 

 

Figure 3.5 – Steps followed using the six phases of thematic analysis as adapted from Braun and 

Clarke, (2006), page 87. 

Step 1: Getting familiarized with collected data - In this step, a researcher 

organizes the data and reads the data until s/he understands it for making an 

appropriate analysis, where initial ideas are identified. In this thesis, the data is 

collected and organized as part of the SLR using Zotero, where initial main features are 
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identified. 

 Initial themes determined are – challenges, solutions, and recommendations. 

Step 2: Initial code generation – Initial codes identified are used to collect and 

group data together. After understanding the data, main features or codes are 

identified, and notes are taken. These codes can be done by highlighting text with 

colors, or codes, or labels, where each color corresponds to a given research question. 

 In this thesis, the coding was done by using highlighters where yellow color 

represents a solution, green suggestions, pink application area, and red 

represents challenges, as illustrated in Figure 3.6. Also, comments were added 

wherever needed. 

 

 

 

Figure 3.6 – Illustration of how initial coding was done. 

Step 3: Searching for themes – Generating initial themes; here, identifying initial 

themes and patterns is done, and these themes are the basis for your analysis.  

 Since this thematic analysis is a deductive thematic analysis. The author already 

determines the initial themes. The collected themes are organized as illustrated 

in the results chapter. 

Step 4: Reviewing themes – at this stage, the researcher is expected to generate 

thematic maps where themes and the codes correspond to each other logically. 

Reviewing the themes involves making sure that the analysis is efficient, and the 

research will have to make sure that identified themes are suitable for answering the 

research question or getting the research objectives fulfilled. This will enable you to get 

an opportunity by making sure that the thematic analysis is being done properly, and 

you will be able to make final changes to the themes and criteria used. 

 The generated thematic maps are illustrated in tabular format; refer to the 
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results chapter.  

Step 5: Naming and defining themes – at this stage, the analysis of themes to 

refine and define them is done. This stage is essential as it enables the research to set 

boundaries and distinctions between data to not mix up different themes. 

 Themes are already defined, as discussed in Step 3. 

Step 6: Reporting the result – the research organizes the result using compelling 

examples by selecting vivid results to indicate that the analysis actually helps address 

the research problem. It is important to organize identified, defined and named themes 

for writing the report.  

 Identified themes are used as headings in Table 4-1 in Chapter 4. 

3.1.4 Reporting the Review 

The data collected from ACM, IEEE-explore, Scopus, and Web of Science was analyzed 

and is reported as in Chapter 4. 

3.2 Visualization of Included Publications (Text 

Aanalytics) 

The text analytics was done to gain a complementary understanding from the included 

publications, which is also referred to as visual analytics. Visual analytics is a technique 

that is applied to data to generate a visualization that could be used to support 

decision-making, reasoning, and understanding (Keim et al., 2008). Elicitation of 

emerging trends uses visual analytics on scholarly articles (Chen et al., 2012). The text 

analytics was done by adapting the term Cooccurrence Analysis3 and Topic Evolution4 

over time implementation of R by Niekler and Wiedmann.  

 

3.3 Ethical Considerations 

As this research uses an SLR, privacy and confidentially consideration are less critical. 

Scholarly articles used in this thesis are available freely or through university access. 

The articles are not obtained from illegal data sources. Also, as scholarly articles are 

published for the public, there is no need for anonymizing authors.  

This thesis presents a secondary research finding by summarizing primary research 

results, and hence the author has not made claims that would mislead the reader. There 

is hardly any loophole for a malicious user to use the result of this thesis for malicious 

purposes. However, anyone can learn and understand how non-repudiation attacks 

could be performed and controlled. Also, copyrights are addressed by claiming 

citations. 

  

                                                        

3 https://tm4ss.github.io/docs/Tutorial_5_Co-occurrence.html  
4 https://tm4ss.github.io/docs/Tutorial_6_Topic_Models.html#3_Topic_distributions  

https://tm4ss.github.io/docs/Tutorial_5_Co-occurrence.html
https://tm4ss.github.io/docs/Tutorial_6_Topic_Models.html#3_Topic_distributions
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4 Results and Analysis 

The included publications are illustrated in Appendix 3, and the results and analysis are 

presented below.  

4.1 Results of the SLR and Thematic Analysis 

In this section, the results of the systematic literature review and the thematic analysis 

are presented. The diagrams in this section illustrate application areas of IoT, non-

repudiation challenges, and techniques. The diagrams demonstrate significant themes 

identified through thematic analysis of included research publications as proposed by 

(Braun and Clarke, 2006 ). The identified themes are related to challenges, including 

requirements and problems and corresponding mitigations related to non-repudiation 

in IoT. The results contain eleven identified application areas, namely, supply chain, 

digital forensic, Industrial IoT, healthcare, data storage in IoT applications, cyber-

physical systems and IoT, cloud-based IoT, Internet of Vehicles (IoV), 5G networks, 

smart things in IoT, and non-repudiation in generic IoT systems. 

4.1.1 Supply Chain 

Supply chain management needs non-repudiation to secure business events (PR01, 

PR11, PR40, PR59). For example, the supply chain of firearms management should 

enable law enforcement to decrease crimes by providing traceability of owners and 

guns (PR11). Figure 4.1 illustrates the thematic mapping related to supply chain 

management challenges and mitigations, and the solutions are summarized below: 

 Digital signature and blockchain (PR40). 

 Blockchain (PR40, PR59) where immutability transactions are guaranteed to 

ensure non-repudiation (PR59), and to guarantee non-repudiation of 

transported goods, i.e., to avoid switching of goods blockchain is used along 

with tags on delivered goods (PR01). 

 To secure non-repudiation and traceability in firearms supply chain, blockchain 

with RFID and Burrows-Abadi-Needham logic is suggested (PR11). 
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Figure 4.1 – Non-repudiation mechanism in supply chain management, challenges and suggested 

solutions. 

4.1.2 Digital Forensic 

Several security issues demand digital forensics to fight crimes where the 

vulnerabilities of different IoT applications are dealt with non-repudiation 

mechanisms. Criminal events should be presented and be useful pieces of evidence in 

the court of law. For example, it should be possible to manage and control the 

traceability of firearms (PR11). Similarly, detecting events from IoT logs that expose IoT 

systems to repudiation attacks should be valuable in the court of law. This repudiation 

attack is primarily prevalent in a centralized IoT environment (PR13). Also, vehicles 

utilizing IoT demand secured communication (PR23) and evidence of botnet attacks 

(PR63). Also, connected IoT devices should be equipped with forensic systems to 

provide proof and deal with repudiation attacks for the court in case of security 

breaches (PR25, PR26, PR28). Besides, IoT logs that persist on the cloud also need to 

facilitate forensic (PR47). Figure 4.2 illustrates the thematic mapping related to digital 

forensic challenges and mitigations, and the solutions are summarized below:   

 Blockchain and RFID with Burrows-Abadi-Needham logic provide traceability 

of firearms (PR11).  

 Digital forensic can be carried out on IoT log files where blockchain and 

signcryption using sensors are used (PR13), also log files persisted on the cloud 

can employ Holochain (PR47), a type of blockchain mechanism, are used to 

guarantee non-repudiation. 

 To secure non-repudiation of connected devices and provide evidence for the 

court of law blockchain-based solution is used (PR23, PR25, PR26, PR28). 

Similarly, blockchain, digital signature, and anti-virus are used to ensure non-

repudiation from botnet attacks (PR63).  
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Figure 4.2 – Non-repudiation mechanism digital forensic, challenges and suggested solutions. 

4.1.3 Industrial IoT 

Traditional non-repudiation mechanisms (i.e., those using non-blockchain-based 

mechanisms) such as trusted third party (TTP) and non-TTP-based security 

mechanisms have security problems. For example, TTP is subject to the single point of 

failure as it is centralized. At the same time, non-TTP suffer from performance costs 

making them unfavorable for industrial IoT, and fairness in provisioning non-

repudiation is questionable (PR02). Also, lightweight security mechanisms are needed 

in IoT devices where public key replacement attacks and forging keys by malicious key 

generators are threats (PR03). Figure 4.3 illustrates the thematic mapping related to 

Industrial IoT challenges and mitigations, and the solutions are summarized below:     

 Blockchain-based scheme is proposed to deal with the single point of failure, 

fairness in provisioning non-repudiation (PR02). 

 Certificateless signature-based PKI (public key infrastructure) provides better 

performance than public key-based signatures (PR03). 

 

Figure 4.3 – Non-repudiation mechanism in Industrial IoT area, challenges and suggested solutions. 
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4.1.4 Healthcare 

Malicious users can commit repudiation, reply, and DoS attacks, and to deal with these 

attacks, certificateless-based PKI can be used in this case (PR07). There are several 

challenges or requirements that healthcare systems utilizing IoT encounter. For 

example, resource constraints (PR04), performance limitations (PR15), minimizing 

power consumption while transmitting messages and ensuring non-repudiation 

(PR21), and securing a large and increasing number of smart sensors (PR56), and 

decreasing signing time in larger network sizes (PR57) are challenges. Similarly, the 

single point of failure is a challenge that centralized IoT systems face (PR04, PR57).   

Security mechanisms are employed to secure the communication between nodes in IoT 

should be secured from repudiation attacks. For example, security mechanisms should 

protect communications (PR 32), including messages, so repudiation is impossible 

(PR21). Finally, securing smart medical systems from repudiation attacks is a serious 

concern (PR32). Figure 4.4 illustrates the thematic mapping related to healthcare 

challenges and mitigations, and the solutions are summarized below:   

 Blockchain with lightweight mechanisms (PR04), certificateless signature-

based blockchain (PR15), blockchain with distributed ledger (PR21), and digital 

signature (PR56) are used to secure non-repudiation where there are resource 

and performance limitations. 

 Blockchain mechanisms allow dealing with the single point of failure (PR09) 

 Digital signature (PR18), certificateless PKI and biometric key (PR06), 

blockchain utilizing certificateless signature (PR15), and ECC  (elliptic curve 

encryption) with PKI (PR08) are used to protect sensitive information to avoid 

non-repudiation attacks. 

 ECC that utilizes digital signature secures smart medical systems from 

repudiation attacks (PR32). 

 Blockchain and certificateless encryption are used to secure communication 

(PR21, PR42). 
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Figure 4.4 – Non-repudiation mechanism in healthcare area, challenges and suggested solutions. 

4.1.5 Data Storage in IoT Applications 

Data generated from IoT devices or information systems is persisted on the cloud or on 

the premises of organizations. There are challenges or requirements on data storage 

systems to ensure non-repudiation. For example, protecting sensitive data from being 

exploited for repudiation attacks (PR06, PR13, PR46), single point of failure (PR13), 

protection of record management systems (PR08, PR13, PR15) persisted on the cloud 

(PR08, PR28, PR33) including facilitation for forensic applications (PR45), and 

protecting data collected from sensors (PR61) such as smartphones (PR610) need non-

repudiation service. Finally, it is also important to ensure non-repudiation of Service 

Level Agreements (SLA), which involves the automated generation and verification of 

SLA.  Figure 4.5 illustrates the thematic mapping related to data storage in IoT 

applications challenges and mitigations, and the solutions are summarized below:   

 Sensitive information (i.e., generated from wearables stored in e-health 

systems) is protected using certificateless-based PKI and biometric keys 

(PR06). Similarly, blockchain-based signcryption is used to protect sensitive 

data and provide forensic evidence (PR13). Also, non-repudiation can also be 

provided to protect video data streamed through public network infrastructure 

using PUF (physically unclonable function) and keys (PR46). 

 ECC and PKI are used to ensure non-repudiation in medical record systems 

(PR08). Certificateless signature using blockchain ensures non-repudiation and 

provises forensic evidence (PR15). Blockchain ensures auditable and provable 

traceability of users of IoT systems (PR28). 

 Blockchain and signature techniques ensure non-repudiation of service level 

agreements through automation of generation and verification of these 

agreements (PR27). 
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 Blockchain-based signcryption deals with a single point of failure (PR13). 

Besides, blockchain ensures integrity, non-repudiation (PR30), credible 

auditing service (PR33). Holochain (a type of blockchain) ensures non-

repudiation while providing facilitating digital forensic (PR47). 

 

Figure 4.5 – Non-repudiation mechanism in data storage systems, challenges and suggested solutions. 

4.1.6 Cyber Physical System and IoT 

Cyber-Physical Systems (CPS) and IoT in healthcare need to be protected against 

repudiation attacks. For example, adversaries could alter medical records, and the 

change has to be traced as legal evidence (PR15), and the mechanism has to be 

resource-efficient (PR15). Similarly, non-repudiation mechanisms applicable to 

distributed IT architecture similar to CPSs (PR58) should be used. Figure 4.6 illustrates 

the thematic mapping related to Cyber-Physical Systems (CPS) and IoT challenges and 

mitigations, and the solutions are summarized below:   

 Certificateless signature and blockchain are used to provide performance 

efficient and non-repudiation capable mechanism (PR15). 

 Blockchain provides immutability of data, cheap and efficient in the protection 

of non-repudiation (PR58).  
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Figure 4.6 – Non-repudiation mechanisms CPS using IoT, challenges and suggested solutions. 

4.1.7 Cloud-based IoT 

Cloud-based medical record systems are vulnerable to security attacks, fail to meet 

security requirements (PR08), and require credible auditing services (PR33). Besides, 

users of cloud-based storage could repudiate having uploaded files (PR28).  IoT-

generated logs could be used for repudiation by adversaries if adversaries get access 

and alter them (PR47). It is essential medical record systems (PR32), sensitive 

information (PR46, connected devices or sensors (PR52), and messages exchanged 

between connected nodes (PR36) and applications (PR12). Figure 4.7 illustrates the 

thematic mapping related to cloud-based IoT challenges and mitigations, and the 

solutions are summarized below:   

 Blockchain, ECC, and PKI provide non-repudiation service for cloud-based data 

storage systems. 

 Holochain is used to ensure non-repudiation of IoT logs persisted on the cloud 

(PR47). 

 ECC and digital signature are used to secure smart medical systems (PR32).  

 Sensitive information is protected by using PUF and IBC (PR46). Connected 

sensors are prone to repudiation are protected using PUF (PR52), and inter-

connected communication in the cloud that uses extensible messaging and 

presence protocol (XMPP) ensures non-repudiation through the use of 

timestamps and session keys to sign messages (PR36).  

 Cloud-based applications use Message Oriented Middleware (MOM) for time- 

efficient messaging through the application of timestamps and PKI to ensure 

non-repudiation (PR12). 
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Figure 4.7 – Non-repudiation mechanism in cloud-based IoT systems, challenges and suggested 

solutions. 

4.1.8 Vehicle of Things 

IoT in vehicles, referred to as Vehicle of Things (VoT), has several security issues 

related to non-repudiation. Universal VoT is vulnerable to attacks, and it should 

implement non-repudiation mechanisms (PR41). Vehicles exchange messages in IoT, 

and this communication needs non-repudiation (PR14). Also, eavesdropping (PR16) 

and traceability (PR51) are issues that need security solutions. Non-repudiation is 

essential for vehicles communicating in smart city environments (PR55) and vehicular-

based data management systems (PR50). Security is an open issue in fog computing 

(PR34). Cloud-based vehicular networks utilizing IoT and 5G networks should provide 

security against fabrication and replay attacks (PR54). It is also essential to provide 

forensic evidence in Adhoc vehicular networks (PR53).  Besides, trust and forensic 

management are important for secure communication between vehicles (PR23).  Figure 

4.8 illustrates the thematic mapping related to VoT challenges and mitigations, and the 

solutions are summarized below: 

 Certificateless signature provides unforgeability (PR14), and signcryption based 

PKI provides security against eavesdropping (PR16). Furthermore, blockchain 

and digital signature (PR23), SearchCom (vehicular data management) (PR50) 

provide non-repudiation. 

 Traceability of events in vehicular communication is provided by  Diffie-

Hellman Key Exchange (DHKE) or shared secure key (PR51).  

 Blockchain provides forensic and trust management services in IoT (PR23), 

based Adhoc networks(PR53). 

 The pseudonymous certification proposed by Eiza and Shi (2016) is used to 

provide non-repudiation and provide security service against fabrication and 
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reply attacks in cloud-based 5G for IoT networks (PR54). 

 

Figure 4.8 – Non-repudiation mechanism in Vehicle of Things, challenges and suggested solutions. 

4.1.9 5G Networks 

5G is a relatively new phenomenon, and thus security services and mechanisms 

relevant to this technology are essential. For example, 5G demands non-repudiation 

mechanisms to secure message exchange between nodes (PR37), and the heterogeneity 

of 5G has raised concerns of potential network attacks (PR48). Figure 4.9 illustrates the 

thematic mapping related to 5G network challenges and mitigations, and the solutions 

are summarized below:   

 Identity-based encryption (IBE) is used to secure message exchange between 

nodes (PR37). 

 ECC that utilizes digital signature through PKI can be used to secure networks 

from attacks, including non-repudiation (PR48). 

 

Figure 4.9 – Non-repudiation mechanism in 5G network, challenges and suggested solutions. 



 

26 
 

4.1.10 Smart Things in IoT 

It is essential to secure smart things such as smart cars, smart cities, and hospitals from 

repudiation attacks. There are challenges related to non-repudiation, including single 

point of failure (PR04), authentication of sensitive applications (PR20), secure 

communication between vehicles connected to IoT (PR23), securing IoT generated 

events (PR29). Figure 4.10 illustrates the thematic mapping related to smart things in 

IoT challenges and mitigations, and the solutions are summarized below:    

 Blockchain and decentralized security mechanisms where transaction keys sign 

transactions ensure non-repudiation and avoid single point of failure in smart 

city systems (PR04).  

 Authentication of sensitive applications is dealt with using RSA-based PKI 

(PR20). 

 Blockchain is used for managing IoT-generated events (PR29). 

 Blockchain-based frameworks using digital signatures are used for securing 

non-repudiation in vehicular networks (PR23). 

 

Figure 4.10 – Non-repudiation mechanism smart things in IoT, challenges and suggested solutions 

4.1.11 Non-repudiation in Generic IoT Systems 

It is essential to ensure non-repudiation in scenarios where IoT applications suffer 

from fake node injection and repudiation attacks (PR49). Similarly, wireless sensor 

networks demand security (PR39). The other challenge related to non-repudiation 

mechanisms is the use of multiple security protocols where sensor nodes and internet 

hosts use different security protocols such as IBC and PKI, respectively (PR45). Non-

repudiation mechanisms are computationally efficient if they use lightweight 

authentication (PR44).  

On the other hand, resource constraints are affecting the efficiency of non-repudiation 

mechanisms. Resource constraints related to security mechanisms that demand higher 

computational resources are several. For example, PKI, RSA, EL-Gamal, Elliptic Curve 
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Cryptography (ECC), X3DH3 (Third Party Diffie-Hellman, Online/Offline Signcryption 

(OOSC), long ciphertext length with Certificateless OOSC (COOSC), and Certificateless 

Signcryption Tag Encapsulations Mechanism (CLSC-TKEM) (PR05, PR09, PR17, 

PR22, PR31, PR35, PR39, PR43) demand higher computational resources. In addition 

to computational resources latency (PR22), single point of failure and DDOS attacks 

(PR24) are challenges affecting non-repudiation. Figure 4.11 illustrates the thematic 

mapping related to non-repudiation in generic IoT systems challenges and mitigations, 

and the solutions are summarized below:   

 Blockchain to deal with non-repudiation and other forms of attacks (PR49) and 

secret session key through communication is used to deal with repudiation 

(PR44).  

 Lightweight mechanisms such as PKI that uses pairing-based cryptography 

(PR05), Hyper ECC (HECC) and Keccak hashing (PR17), SpeedyChain instead 

of the standard blockchain (PR22), blockchain-based X3DH3 (PR24), COOSC 

with short length ciphertext (PR35). 

 OOSC has a key escrow problem5, to deal with this problem, certificateless 

OOSC is proposed (PR09). 

 COOSC demands computational resources, and to deal with this problem 

random oracle model is suggested (PR31). Besides, the computational efficiency 

of COOSC is affected by cyphertext, so it is possible to increase its efficiency 

through the use of shorter ciphertext (PR35). 

 Heterogeneous OOSC (HOOSC) is proposed to deal with IoT where different 

security protocols are used where internet host uses  PKI and sensor nodes use 

IBC (PR45). HOOSC is suggested that uses certificateless cryptosystem and PKI 

(PR39). 

 CLSC-TKEM is computationally expensive, and pairwise-free CLSC-TKEM 

(pCLSC-TKEM) is proposed to deal with computational efficiency problems 

(PR43). 

                                                        

5 Key escrow is a cryptosystem in which keys are kept in escrow where authorized third parties 
can gain access to keys (https://www.worldcat.org/title/journal-of-
cybersecurity/oclc/961888508) 

https://www.worldcat.org/title/journal-of-cybersecurity/oclc/961888508
https://www.worldcat.org/title/journal-of-cybersecurity/oclc/961888508
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Figure 4.11 – Non-repudiation mechanism in generic IoT systems, challenges and suggested solutions. 

4.2 Visualization of Included Articles (Text Analytics)  

Visualization using text analysis of included papers is done to complement the 

systematic literature review. The text analysis of the included articles was conducted 

using RStudio. The visualization includes topic modeling, frequency analysis, terms 

network analysis, and term co-occurrence analysis. The topic modeling technique 

illustrates a temporal analysis of topics being discussed in the included publications, as 

illustrated in Figure 4.12. The visualization of the topics indicates that blockchain 

technology is being used for non-repudiation in recent years, as it appears in at least 

two topics. Furthermore, non-repudiation is indicated to be relevant for digital forensic 

applications and transportation systems (vehicular networks). 
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Figure 4.12 – Temporal variation of topics in the included articles 

A frequency analysis was used, as illustrated in Figure 4.13 below, to gain an 

understanding of the terms available in the selected articles. The frequency analysis 

indicates that secure, IoT, proposals, scheme, data, base, blockchain, device, use, 

internet, network, attack are among the most frequent terms in the frequency analysis. 

Blockchain is identified as one of the recently used technologies in the temporal 

variation, see Figure 4.12. Similarly, blockchain appears as one of the frequent terms 

indicating that it is important. 
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Figure 4.13 - Frequency proportion of terms 

 

Figure 4.14 – Visualization of term association analysis 
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Visualization of term association analysis of selected papers is be used to complement 

the thematic analysis, see Figure 4.14. The association analysis indicates that non-

repudiation has relation with blockchain technology, unclonable functions, 

physically_unclonable, integrity authenticity, confidential authenticity, security 

services, and smart_city. However, these are not the only relations that non-

repudiation has, but the other relations are explicated using the thematic analysis as is 

discussed in the previous sections.  

4.3 Summary and Analysis of the Results  

The SLR and the thematic analysis results indicate that non-repudiation techniques 

such as blockchain, PKI,  and ECC are the most widely used techniques where 

blockchain is used in all application areas except for 5G networks, see Table 4.1. 

Besides, the visualization of topics illustrated in Figure 4.12 indicates that blockchain 

technology is recently trending. Similarly, the frequency proportion of terms in Figure 

4.14 indicates that blockchain is one of the most frequent terms. The popularity and the 

rise of blockchain use could be attributed to its capabilities to provide non-repudiation 

service. For example, scalability and single point of failure are the challenges 

encountered in centralized or client-server architecture-based IoT systems. Thus, 

decentralization of IoT systems is recommended to ensure scalability and deal with the 

single point of failure (Atlam et al., 2018; Dorri et al., 2016).  Besides, according to 

Khalid et al. (2020), most non-repudiation mechanisms are designed for centralized 

architectures. Blockchain technologies are suitable for distributed architectures. It has 

attracted IoT architects as it ensures non-repudiation and other security services such 

as coping with the single point of failure, dealing with privacy issues, and anonymity 

(Dorri et al., 2016). Similar to the suggestion by Dorri et al. (2016), the result of the 

thematic analysis indicates that lightweight algorithm-based blockchain is valuable to 

deal with the computational resource demand by blockchain technology.  

The least frequently used non-repudiation and security mechanisms illustrated in Table 

4.1 such as EL-Gamal, Third Party Diffie-Hellman (X3DH3), Online/Offline 

Signcryption (OOSC), RSA, ECC, Certificateless OOSC (COOSC) that uses longer 

ciphertext, and CLSC-TKEM demand higher computational resources. Consequently, 

lightweight security mechanisms are suggested, such as Hyper ECC (HECC), 

Heterogeneous OOSC (HOOSC), Certificateless PKI, SpeedyChain, keccak hashing, and 

pCLSC-TKEM to deal with computational constraints. A summary of security 

challenges or requirements and corresponding security mechanisms as elicited through 

the thematic analysis are presented in Table 4.2 below. 
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 Application Areas 
 

  SC DF IIoT HC DSIoT CPS CIoT VoT 5GN SIoT GIoT Count 
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BC            10 
DS            5 
DS-BC            2 
LA-BC             2 
BC-X3DH3            1 
BC-SC            1 
RFID/TAG            2 
SC            1 
HC            2 
ECC            5 
HECC            1 
PUF            2 
IBC            2 
PKI            8 
PKI*            1 
CLPKI            5 
BM            2 
DHKE            1 
SCN            1 
IBE            1 
RSA            2 
OOSC            1 
COOSC            1 
HCOOSC            1 
pCT            1 
BANL            1 
AV            1 
SpeedyChain            1 
X3DH3            1 
CSC            1 
EL-Gamal            1 
KH            1 
PS            1 
Count 6 6 3 7 9 2 8 6 3 4 15  

Application Areas  

SC – Supply Chain, DF – Digital Forensic, IIoT – Industrial IoT, HC – Healthcare, DSIoT – Data Storage 
in IoT Applications,  CPS – Cyber Physical System and IoT, CIoT – Cloud-based IoT,  
VoT – Vehicle of Things, 5GN – 5G Network, SIoT – Smart Things in IoT,  GIoT – Non-repudiation in 
Generic IoT Systems 

Non-repudiation Techniques, where –  represents not avilable and  is available 

BC – Blockchain, DS – Digital Signature, DS-BC – Digital Signature Based Blockchain, 
LA-BC – Lightweight Algorithm Based Blockchain, BC-X3DH3 – Blockchain Based Third Party Diffie-
Hellman, BC-SC – Blockchain Based Signcryption, RFID/TAG – Radio Frequency ID and TAG 
SC –  Signcryption, HC – Hollow Chain, ECC – Elliptic Curve Cryptography, HECC – Hyper Elliptic Curve 
Cryptography, PUF – Physically-Unclonable-Function, IBC – Identity Based Cryptography, 
PKI – Public Key Infrastructure, PKI* – Timestamp and Session key PKI, CLPKI – Certificateless 
Signature Based PKI, BM – Biometric Key, DHKE – Diffie- Hellman Key Exchange, SCN – SearchCon, 
IBE – Identify Based Encryption, RSA – Rivest–Shamir–Adleman Encryption, OOSC – Online/Offline 
Signcryption, COOSC – Certificateless OOSC, HOOSC – Heterogeneous OOSC, pCT – Pairwise 
Certificateless Signcryption Tag Encapsulations Mechanism, BANL – Burrows-Abadi-Needham Logic, 
AV – Antivirus,  SpeedyChain – a Lightweight Blockchain, X3DH3 – Third Party Diffie-Hellman, CSC – 
Certificateless Signcryption, EL-Gamal – Encryption Algorithms, KH – Keccak Hashing, PS – 
Pseudonymous Certification 

Table 4.1 Summary of non-repudiation techniques and application areas 
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Expected outcome 

SC 

Traceability of entities and goods 
involved in supply chain management, 
for example, users cannot repudiate 
their involvement in events. 

BC, DS, DS-BC, LA-
BC, RFID/TAG, 
BANL 

 Delivery of goods to the 
right customer, 
traceability of owner and 
goods. 

DF 

Logs persisted in the cloud should be 
protected from being used by 
adversaries for repudiation, traceability 
of firearms and owners 

BC, DS, 

RFID/TAG, SC, 

HC, AV 

 Decrease crimes, provide 
evidence for court of law 

IIoT 

Single point of failure in TTP and 
fairness and performance in non-TTP 

BC  Better fairness in 
provisioning non-
repudiation 

Public key replacement attack and 
forging keys 

PKI, CLPKI  Better performance in 
provisioning non-
repudiation 

HC 

 Resource, performance limitations, 
secure communications, 

BC using ledger, 
DS, LA-BC, ECC,  

 Secure non-repudiation 
with limitted 
computational resource 

 Better protection of 
sensitve information 

 Single point of failure BC 

 Protection of sensitive inoformation PKI, CLPKI, BM, 
BC 

DSIoT 

 Secure sensitive data  BC, BM, BC-SC , 
PUF, IBC 

 Provide better non-
repudiation service for 
data storage systems in 
IoT systems 

 Enure auditable and provable 
traceability of uses, provide forensic 
evidence, and secure medical record 
systems 

BC, ECC, PKI,  BC, 
DS, Holochain, 
CLPKI 

 Ensure repdudiation of SLA PKI, DS 

 Single point of failure BS-SC, 

CPS 

 Computational resource efficient 
technique is required 

BC, CLPKI  Improved performance 
and data integrity  

 Protecting the integririty of data 
mantained by IoT based systems  

BC 

CIoT 

 Non-repudiation in data storage 
systems  

BC, ECC, DS, PKI, 
Holochain  

 Ensure non-repudiation 
in data storage systems, 
communication between 
devices and applications 

 Secure smart medical record systems ECC, DS  

 Securing sensitive information PUF, IBC, PKI, 
PKI* 

VoT 

 Traceability in VoT communication PKI, CLPKI, 
DHKE, SCN 

 Improved traceability and 
non-repudiation 

 Reliable evidence 
generation of events 

 Forensic and trust management BC 

 Ad-hocl networks are succeptable to 
reply attacks 

PS 

5GN 

 Secure non-repudiation in 5G 
networks 

ECC  Better non-repudiation 
sevice. 

 Hetrogeneity of communication 
protocols raises the prevalence to 
security attacks  

PKI, IBE 

SIoT 

 Single point of failure, manage IoT 
generated events, secure 
communication  

BC, DS-BC  Better non-repudiation 
sevice. 

 Authenication of sensitive 
applications 

PKI, RSA 

GIoT 

 Fake node injection, repudiation 
attacks and single point of failue 

BC,  
 

 Better non-repudiation 
sevice. 

 Key escrow free non-
repudiation  

 Computationally efficient 
non-repudiation 

 Key escrow problem is a challenge in 
OOSC 

COOSC 

 Light weight mechanisms are needed 
to deal with resource constrains 
inherent in using PKI, RSA, EL-
Gamal, ECC, X3DH3 OOSC, long 

BC-X3DH3, HECC, 
KH, short cipher 
text with COOSC, 
HCOOSC, pCT, 
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ciphertext length with COOSC, and 
CLSC-TKEM 

SpeedyChain, CSC 

Application Areas  

SC – Supply Chain, DF – Digital Forensic, IIoT – Industrial IoT, HC – Healthcare, DSIoT – Data Storage in IoT 
Applications,  CPS – Cyber Physical System and IoT, CIoT – Cloud-based IoT,  
VoT – Vehicle of Things, 5GN – 5G Network, SIoT – Smart Things in IoT,  GIoT – Non-repudiation in Generic IoT 
Systems 

Non-repudiation Techniques 

BC – Blockchain, DS – Digital Signature, DS-BC – Digital Signature Based Blockchain, 
LA-BC – Lightweight Algorithm Based Blockchain, BC-X3DH3 – Blockchain Based Third Party Diffie-Hellman, 
BC-SC – Blockchain Based Signcryption, RFID/TAG – Radio Frequency ID and TAG 
SC –  Signcryption, HC – Hollow Chain, ECC – Elliptic Curve Cryptography, HECC – Hyper Elliptic Curve 
Cryptography, PUF – Physically-Unclonable-Function, IBC – Identity Based Cryptography, 
PKI – Public Key Infrastructure, PKI* – Timestamp and Session key PKI, CLPKI – Certificateless Signature Based 
PKI, BM – Biometric Key, DHKE – Diffie- Hellman Key Exchange, SCN – SearchCon, IBE – Identify Based 
Encryption, RSA – Rivest–Shamir–Adleman Encryption, OOSC – Online/Offline Signcryption, COOSC – 
Certificateless OOSC, HOOSC – Heterogeneous OOSC, pCT – Pairwise Certificateless Signcryption Tag 
Encapsulations Mechanism, BANL – Burrows-Abadi-Needham Logic, AV – Antivirus,  SpeedyChain – a 
Lightweight Blockchain, X3DH3 – Third Party Diffie-Hellman, CSC – Certificateless Signcryption, EL-Gamal – 
Encryption Algorithms, KH – Keccak Hashing, PS – Pseudonymous Certification 

 

Table 4.2 – Challenges and corresponding solutions in different application areas related to non-

repudiation 

5 Discussions and Conclusions 

This thesis aims to explore non-repudiation techniques in IoT applications, focusing on 

the challenges and possible solutions in adopting them. This chapter presents the 

validity of the result, limitations, future studies, and concluding remarks. 

 

5.1 Validity and Reliability of the Result 

The quality of the result can be considered dependable as the selection process used a 

standard procedure and protocol applicable in software engineering. According to 

Kitchenham and Charters (2007), a pre-defined protocol reduces the likelihood of 

researcher bias. Thus, in this thesis, the likelihood of researcher bias is reduced. 

Besides, Kitchenham and Charters (2007) argue that a researcher fails to produce an 

accurate result when a bias or a systemic error occurs. Furthermore, when accurate or 

unbiased results are made, internal validity is achieved. On the other hand, external 

validity is achieved when generalizable results (Kitcehnham, 2014). The findings of this 

thesis include challenges and corresponding solutions of non-repudiation mechanisms.  

The author has obtained the results from peer-reviewed academic publications and 

presents the results without making assumptions. Thus result's generalizability is 

reasonably acceptable.  

The search process is also documented for reproducibility, as suggested by Kitchenham 

(2004). Yet, the author is not able to control publication bias. Publication bias is a type 

of bias manifested as a result of using publications that mostly report positive outcomes 

and overlook negative ones (Kitchenham, 2004). For producing a reliable result, peer-

reviewed journals and conference papers are included in this thesis. However, 

publication bias could lead to bias in the review process itself unless it is addressed 
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through searching the grey literature, contacting researchers who are actively working 

in the area to know if there are any unpublished results, and statistical methods 

(Kitchenham, 2014). In this thesis, the systematic literature review overlooked grey 

literature and the investigation of current research activities in academia and the 

industry. 

5.2 Limitations and Future Directions 

The SLR is limited in scope. The main focus of the study is to analyze the available 

primary research works for identifying challenges and mitigations of non-repudiation 

in the IoT area. Also, the analysis of the collected data was done deductively. Thus 

thesis is more focused on analysis related to challenges and mitigation of the non-

repudiation security mechanisms. The other limitation is that a single researcher 

conducted the research. Therefore, future research could include a deeper analysis of 

the literature using inductive analysis where themes are elicited instead of defined by 

the researcher. Finally, future research could consist of the study of grey literature and 

a survey of the utilization of non-repudiation mechanisms in IoT applications. 

5.3 Concluding Remarks 

This thesis provides insight into non-repudiation mechanisms in IoT. The thesis 

focuses on challenges and corresponding identified non-repudiation mechanisms. The 

findings suggest several non-repudiation techniques are essential for IT systems that 

ensure the trustworthiness of IT systems, communication security, the integrity of 

devices, and involved human actors.  The author contributed to academia and practice 

by providing a list of non-repudiation mechanisms and the challenges they address. For 

practice, practitioners can use the result of this thesis to understand how non-

repudiation mechanisms are implemented in different scenarios. Besides, it also serves 

as a list for mapping relevant resources for further research and implementation. 

This thesis addresses the research question articulated in Chapter 1. The research 

problem in this thesis emphasized that there is a demand for ways of dealing with the 

challenges of adopting non-repudiation, and solutions, including better non-

repudiation mechanisms.  For example, this thesis identified that blockchain 

technology deals with the single point of failure inherent in the legacy IoT systems, i.e., 

centralized IoT systems. On the other hand, non-blockchain-based non-repudiation 

mechanisms are suited in centralized IoT systems. To this end, blockchain is adopted 

and suggested by several authors as the best solution for distributed IoT architecture. 

However, blockchain technology is resource-intensive, and IoT devices have 

computational limitations.  

Several techniques are proposed to cope with the resource limitation of blockchain 

technology in ensuring non-repudiation for IoT applications. Computational resource 

limitations are addressed by employing lightweight algorithms with blockchain 

technology. Furthermore, certificatesless PKI is used to cope with resource constraints 

of IoT applications. Non-repudiation is demanded for several security reasons, such as 

providing forensic evidence from logs and other security events. The Results and 

Analysis chapter lists several non-repudiation mechanisms used in eleven application 

areas. Also, challenges, non-repudiation solutions, and their benefits are presented. 
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These results can be used as a guideline to adapt non-repudiation mechanisms for 

different applications and security requirement scenarios.  
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Springer International 
Publishing, 381–85.  

5 0 0 28 0 0 

de Arruda, E H P et al. 2020. 
“Appendable-Block Blockchain 
Evaluation over Geographically-
Distributed IoT Networks.” In 
2020 IEEE International Black 
Sea Conference on 
Communications and 
Networking (BlackSeaCom), , 1–
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0 0 0 35 5 2 

Ruggeri, A et al. 2020. “BCB-
X3DH: A Blockchain Based 
Improved Version of the 
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2nd IEEE International 
Conference on Trust, Privacy 
and Security in Intelligent 
Systems and Applications, TPS-
ISA 2020, Institute of Electrical 
and Electronics Engineers Inc., 
73–78.  
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Le, D.-P. et al. 2019. “BIFF: A 
Blockchain-Based IoT Forensics 
Framework with Identity 
Privacy.” In IEEE Region 10 
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Conference, 
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of Electrical and Electronics 
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“Blockchain Solutions for 
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and Cerroni, W and Secci, S. 
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2020. “BlockSIEM: Protecting 
Smart City Services through a 
Blockchain-Based and 
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Iteration 2 - Screening of the 24 new articles obtained from iteration 1 resulted in 11 

irrelevant articles; hence 13 articles were added to the collection. The first and second 

screening of forwarding and backward searching resulted in 11 new articles for the next 

iteration. 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 
2 
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Iteration 3 – the 11 articles obtained from the second iteration, one article was 

excluded, and ten articles were added to the collection. The snowballing is shown 

below. 

Articles Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 
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articles 

Screening 
1 

Screening 
2 
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Trustworthy and Privacy-Aware 
Sensing for Internet of Things. 
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Iteration 4 - The result of iteration three and the snowballing result on the articles is 

shown below. 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 2 
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Appendix 2 – Snowballing on Articles from 

Google Scholar 

To complement the snowballing presented in Appendix 1, searching other relevant articles from 

Google Scholar was performed. 

 

Iteration 1 - Four articles from Google Scholar the preliminary research gap analysis 

were identified, and these articles were not found in the snowballing process. Hence, 

the author decided to do an extra Google scholar search from 277, which resulted in a 

total of 14 articles. Thus the author found 18 new articles for another snowballing. 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 
2 

Lee, D.-H., Yim, K., & Lee, I.-Y. 
(2020). A Certificateless Aggregate 
Arbitrated Signature Scheme for 
IoT Environments. Sensors, 20(14), 
3983.  

1 0 0 38 1  1 

Xia, Y., Huang, R., Jin, X., Zheng, 
H., & Ji, S. (2018). A Novel 
Certificateless Signcryption for E-
Health Record System. 2018 1st 
International Cognitive Cities 
Conference (IC3), 231–235.  

1 0 0 26 2 2 

Liu, J., Ren, A., Zhang, L., Sun, R., 
Du, X., & Guizani, M. (2019). A 
Novel Secure Authentication 
Scheme for Heterogeneous Internet 
of Things. ICC 2019 - 2019 IEEE 
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Communications (ICC), 1–6.  
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Kolumban-Antal, G., Lasak, V., 
Bogdan, R., & Groza, B. (2020). A 
Secure and Portable Multi-Sensor 
Module for Distributed Air 
Pollution Monitoring. Sensors, 
20(2), 403.  
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Chen (B), C. L., Huang, P. T., Deng, 
Y. Y., Chen, H. C., & Wang, Y. C. 
(2020). A secure electronic medical 
record authorization system for 
smart device application in cloud 
computing environments. Human-
centric Computing and 
Information Sciences, 10, 1-31. 
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Alqassem, I., & Svetinovic, D. 
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Industrial Engineering and 
Engineering Management, 1244–
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Lone, A. H., & Naaz, R. (2021). 
Applicability of Blockchain smart 
contracts in securing Internet and 
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Computer Science Review, 39, 
100360.  

Li, W., & Song, H. (2016). ART: An 
Attack-Resistant Trust 
Management Scheme for Securing 
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Transactions on Intelligent 
Transportation Systems, 17(4), 
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Alzubaidi, A., Solaiman, E., Patel, 
P., & Mitra, K. (2019). Blockchain-
Based SLA Management in the 
Context of IoT. IT Professional, 
21(4), 33–40.  
Mohamed, K. S. (2020). 
Cryptography Concepts: Integrity, 
Authentication, Availability, Access 
Control, and Non-repudiation. In 
K. S. Mohamed (Ed.), New 
Frontiers in Cryptography: 
Quantum, Blockchain, 
Lightweight, Chaotic and DNA (pp. 
41–63). Springer International 
Publishing.  
Brooks, T. T. (2016). Cyber 
Assurance for the Internet of 
Things. In Cyber Assurance for the 
Internet of Things. Wiley-IEEE 
Press.  
Peng, F., Tian, H., Quan, H., & Lu, 
J. (2020). Data Auditing for the 
Internet of Things Environments 
Leveraging Smart Contract. In G. 
Xu, K. Liang, & C. Su (Eds.), 
Frontiers in Cyber Security (pp. 
133–149). Springer.  

1 0 0 32 0 0 

Tragos, E., Fragkiadakis, A., 
Angelakis, V., & Pöhls, H. C. (2017). 
Designing secure iot architectures 
for smart city applications. In 
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Facilitating Smart Cities (pp. 63–
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DAZINE, J., MAIZATE, A., & 
HASSOUNI, L. (2018). Internet of 
things security. 2018 IEEE 
International Conference on 
Technology Management, 
Operations and Decisions 
(ICTMOD), 137–141.  
Puthal, D., Ranjan, R., Nepal, S., & 
Chen, J. (2018). IoT and Big Data: 
An Architecture with Data Flow and 
Security Issues. In A. Longo, M. 
Zappatore, M. Villari, O. Rana, D. 
Bruneo, R. Ranjan, M. Fazio, & P. 
Massonet (Eds.), Cloud 
Infrastructures, Services, and IoT 
Systems for Smart Cities (pp. 243–
252). Springer International 
Publishing.  
Sikarwar, H., Nahar, A., & Das, D. 
(2020). LABVS: Lightweight 
Authentication and Batch 
Verification Scheme for Universal 
Internet of Vehicles (UIoV). 2020 
IEEE 91st Vehicular Technology 
Conference (VTC2020-Spring), 1–
6. 

1 1 1 15 1 1 

Wilson Caudill, G. (2019). Privacy 
Management in the Internet of 
Things (IoT). In F. D. Hudson 
(Ed.), Women Securing the Future 
with TIPPSS for IoT: Trust, 
Identity, Privacy, Protection, 

Irrelevant 
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Safety, Security for the Internet of 
Things (pp. 131–139). Springer 
International Publishing.  
Karunarathne, S. M., Saxena, N., & 
Khurram Khan, M. (2021). Security 
and Privacy in IoT Smart 
Healthcare. IEEE Internet 
Computing, 1–1.  

 

Iteration 2 - The 14 articles found in Google scholars were screened, and eight articles 

were found to be irrelevant and removed. Thus remaining six new articles entered into 

the snowballing in iteration two and were added to the collection. The screening of 

these six articles resulted in six relevant articles for inclusion. The six articles included 

articles and the snowballing done are illustrated below. 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 
2 

Luo, M., Tu, M., & Xu, J. (2014). 
A security communication 
model based on certificateless 
online/offline signcryption for 
Internet of Things. Security and 
Communication Networks, 
7(10), 1560–1569.  

13 2 0 18 0 0 

Liu, J., Li, Q., Sun, R., Du, X., & 
Guizani, M. (2018). An Efficient 
Anonymous Authentication 
Scheme for Internet of Vehicles. 
ArXiv:1811.03239 [Cs].  

19 2  1 33 0 0 

Kumari, A., Kumar, V., Abbasi, 
M. Y., Kumari, S., Chaudhary, 
P., & Chen, C. M. (2020). Csef: 
cloud-based secure and efficient 
framework for smart medical 
system using ecc. IEEE 
Access, 8, 107838-107852. 

9 0 0 72 1  0 

Li, F., Han, Y., & Jin, C. (2017). 
Certificateless online/offline 
signcryption for the Internet of 
Things. Wireless Networks, 
23(1), 145–158.  

32 2 1 34 0 0 

Eddine, M. S., Ferrag, M. A., 
Friha, O., & Maglaras, L. (2021). 
EASBF: An efficient 
authentication scheme over 
blockchain for fog computing-
enabled internet of vehicles. 
Journal of Information Security 
and Applications, 59, 102802.  

1 0 0 50 1  0 

Seo, S.-H., Won, J., & Bertino, 
E. (2016). PCLSC-TKEM: a 
Pairing-free Certificateless 
Signcryption-tag Key 
Encapsulation Mech- anism for 
a Privacy-Preserving IoT. 30. 

22 1  0 25 0 0 

 

Iteration 3 - Google scholars’ second iteration from the six articles and the 

snowballing on these articles resulted in two additional articles. These two articles and 

the snowballing done on them are illustrated below. 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 
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Saeed, M. E. S., Liu, Q., Tian, G., 
Gao, B., & Li, F. (2018). 
HOOSC: Heterogeneous 
online/offline signcryption for 
the Internet of Things. Wireless 
Networks, 24(8), 3141–3160.  

18 2 2 55 1 1 

Limbasiya, T., & Das, D. (2020). 
SearchCom: Vehicular Cloud-
based Secure and Energy-
Efficient Communication and 
Searching System for Smart 
Transportation. Proceedings of 
the 21st International 
Conference on Distributed 
Computing and Networking, 1–
10.  

2 0 0 36 0 0 

 

Iteration 4 – the snowballing on the two articles found in iteration 3 resulted in three 

new articles, and snowballing was done on these new articles, as illustrated below. 

 

Article Forward searching identified 
articles 

Backward searching potential 
articles 

Read 
articles 

Screening 
1 

Screening 
2 

Read 
articles 

Screening 
1 

Screening 2 

Elkhalil, A., zhang, J., Elhabob, 
R., & Eltayieb, N. (2021). An 
efficient signcryption of 
heterogeneous systems for 
Internet of Vehicles. Journal of 
Systems Architecture, 113, 
101885.  

1 1 0 43 0 0 

Lai, J., Mu, Y., & Guo, F. 
(2017). Efficient identity-based 
online/offline encryption and 
signcryption with short 
ciphertext. International 
Journal of Information 
Security, 16(3), 299–311. 

22 1  0 23 1  0 

Ullah, I., Zeadally, S., Amin, N. 
U., Asghar Khan, M., & 
Khattak, H. (2021). 
Lightweight and provable 
secure cross-domain access 
control scheme for internet of 
things (IoT) based wireless 
body area networks (WBAN). 
Microprocessors and 
Microsystems, 81, 103477.  

0 0 0 36 1 0 
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