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           Abstract 

Data is one of the most valuable organizational assets that are susceptible to compromise 

when appropriate security measures are not in place. Preventing data loss is a dynamic 

and ongoing process that requires frequent effort and investment from organizations. This 

study provides a comprehensive overview of the risk to organizational data (i.e., data loss) 

due to the increase in remote work taking over the business landscape. In seeking answers 

to the research question, the study applies thematic analysis in analyzing qualitative data 

from the interview of 6 respondents with over 5 years of information security experience. 

The analysis identified four themes (threats, risk, security incident and security posture) 

that are relevant in answering the research questions. The findings show that there was 

an increase in phishing, malware and DOS attack against the organisation information 

assets since the inception of the global pandemic which has led to data loss and affected 

the organization’s competitive advantage and reputation. Also, the security posture before 

the pandemic was not effective in dealing with the increase in cyber attacks during the 

pandemic. The pandemic has led organizations to reassess their security posture to 

identify areas that need to be strengthened. The challenge in achieving an effective 

security posture is the attack surface is expanding and changing rapidly as well as the 

insufficient resources available (both human and financial). The organisation reassessed 

their security posture to identify gaps that need to be addressed. Employee training and 

awareness need to be done more frequently as well as implementing different technical 

security measures. Also, policies and procedures are implemented that outlines the 

acceptable use and management of the organization information assets.  
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1 Introduction 

Data is one of the most valuable information assets in an organization and protecting such 

assets is very important. Data loss occurs when valuable data is revealed intentionally or 

non-intentionally to unauthorized parties and can cause serious threats to the organization. 

The implication is that the reputation of the company is impacted, there is a loss of 

confidence by the customers and employees, as well as declining competitive advantage 

etc. The health, financial and manufacturing industries have greater risk when it comes 

to data loss and carefully assessing their data loss prevention strategies is important. 

Intellectual property, Personal Identifiable Information (PII) and personal health 

information (PHI) present a high risk of financial loss in the event of data leakage. Data 

loss prevention is a set of practices, strategies, processes, and tools used to ensure that an 

organization's data is not lost or accessed by unauthorized users. Many security systems 

focus on protecting organizations from external attacks and data loss. However, studies 

have shown that insider threats pose similar problems concerning data disclosure or loss 

of sensitive data. A relevant insider threat is inadvertent disclosure of an organization 

sensitive data by an employee due to non-compliance of security guidelines if any or due 

to an employee nonchalant or careless behaviour (Wuchner & Pretschner, 2012). 

The shift towards a remote workforce has increased the need for organizations to access 

their security practices. With employees having access to data and information from a 

remote location where the organization has no control over the network used to access 

these data creates a risk of data leak as well as other security risks. Despite the benefits 

of working from home, there exist certain challenges, one of which is data loss. 

Organizations now face the challenge of protecting valuable information assets from risky 

employee behaviours which are targeted by social engineers and hackers. Working 

remotely was less common over a decade ago, which required that the employee make 

special arrangements with the employers to accommodate for specific situations. 

However, with the advancement of teleconferencing and telework technology, remote 

work has been encouraged to support business and to accept this new norm. Due to the 

accessibility of the internet, and advancement in communication technology, remote work 

has become an accepted practice globally. Organizations have begun to take a fresh look 

at DLP especially with the increase in the use of cloud computing, mobile computing 

technologies, and work from home adoption. Also, coupled with new regulatory 
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requirements like the General Data Protection Regulation (GDPR) and major data 

breaches experienced globally. Given the strict compliance and regulatory requirements 

on data protection, organizations are required to put in place measures to prevent data 

loss. 

To prevent data loss, organizations must put in place policies and procedures regarding 

data and information access. Furthermore, employees must play their part especially since 

they are one of the major threats to data loss. It is difficult for an organization to achieve 

complete protection of corporate data just by securing networks, devices, and clients. 

Despite the existence of many prevention and detection solutions, such as firewall, Virtual 

Private Network (VPN), Intrusion Detection System (IDS), and Intrusion Prevention 

System (IPS), they are effective in situations where rules are well defined. As remote 

employees make use of the different communication channels accessible to them such as 

instant messaging and emails, these defined rules can be violated. Implementing a DLP 

solution can help minimize the risk associated with data loss as measures that enforces 

security policies for data processing and transfer, data classification, and data 

management are considered. Also, a DLP solution can help increase the awareness among 

employees in the organization about the processing and classification of data that require 

a certain level of confidentiality. 

1.1 Research Questions 

To narrow down the scope, the research will focus on the potential threats to 

organizational data as a result of employees working remotely and seek to answer the 

following research questions: 

Q1: How has the massive increase in remote work due to the pandemic impacted data 

security risk? 

Q2: How has organization's responded to the massive increase in remote work due to the 

pandemic 

The research questions would be answered using qualitative research methods where data 

is collected from participants (i.e Information Security professionals with over 5 years 

experience)  through semi-structured interviews. The collected data would be analyzed 

by applying thematic analysis where themes and patterns relevant to the research 
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questions are determined from the dataset.  

1.2 Motivation and contribution to existing Literature 

The motivation in carrying out this study is a result of the current business climate where 

organizations are forced to embrace the remote work concept due to the COVID-19 

pandemic. However, the study would focus on the inpact of the increase in remotes work 

on data security. Organizations are focused on protecting their information 

confidentiality, integrity, and availability. As humans are considered as the weakest link 

in information and data security, more attention should be on them. Educating employees 

is a key element in building and establishing an information security culture (Niekerk & 

Solms 2005). Employees ranging from human resource staff, accountants, analysts, 

procurement staff, the C-suite staff etc. are logging into organization websites, attending 

virtual meetings, and accessing sensitive information over the internet- in most cases 

through their personal phones and home computers which could serve as a channel for an 

attack. 

1.3 Scope and Limitation of the study 

Remote workforce plays an important role in the success of an organization and like 

everything else, the work environment has become digital. The changes in the business 

work environment as it relates to remote working has allowed for flexibility in the 

working relationship between employers and employees. However, the change toward 

remote working has introduced vulnerabilities that can be exploited by threat actors. The 

study introduces data loss prevention in a remote work environment. The sudden shift 

towards increased remote work due to the COVID pandemic can be a challenge for 

organizations as some are not well prepared. This has led to the study of examining how 

the massive increase in remote work has impacted data security risk and how the 

organization has responded to the trend. The study is limited to data loss prevention for 

remote workers within the Toronto area where information security professionals who 

are working remotely and implemented security practices in their respective organizations 

will be interviewed. 

1.4 Structure of the study 

The paper is structured and organized in five chapters which include the following: 
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Chapter one introduces the study, research questions, motivation and contribution to 

existing literature, and scope and limitation of the study. Chapter two is a background of 

the study i.e., an overview of previous studies on data loss prevention. A research 

methodology is presented in chapter three where the author provides the method on how 

the research questions would be answered. Chapter four discusses the findings of the 

research study based on the analysis of the qualitative data. Chapter 5 provides a 

discussion and contribution that the study makes to the body of knowledge. Chapter 6 

provides a conclusion based on the findings and make recommendations for further 

research. 
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2 Background 

The growing cyber activities coupled with the increasing online presence of organizations 

within the global business landscape has led to the growth of data and information assets. 

These data and information are one of the most valuable organization assets and 

employees require a very high level of internal and external security to access and transfer 

data safely. As a result, organizations must provide a platform for easy data 

communication while protecting and preventing the loss of sensitive information from 

any form of breach. Data loss or leakage has a negative implication for organizations as 

their competitiveness and credibility is threatened. Data loss is defined as the 

unauthorized disclosure of sensitive data to parties who are not authorized to access the 

data (Blasco et al 2012; Shabtai et al. 2012). Data loss prevention (DLP) is a set of 

techniques, processes, strategies for detecting and preventing unauthorized disclosure of 

organization sensitive information. DLP helps prevent all types of data loss i.e., both 

intentional and unintentional data loss, and protect sensitive data that could negatively 

impact the confidentiality, integrity, and availability of organizational data. The data and 

information that needs to be protected exist in different states which are based on the data 

lifecycle. They include data at rest, data in use, and data in motion. These states will be 

explained in the following section below:  

2.1 State of data 

Data is the most valuable asset of an organisation and understanding the different state of 

data help to know the appropriate security measure to implement. The three states of data 

include data at rest, data in use and data in motion. 

2.1.1 Data at Rest 

This involves data that is not actively moving from network to network or devices such 

as data stored on company devices or systems such as file system, databases, distributed 

desktop or archived/stored in other ways (Blasco et al. 2012). The process of protecting 

data at rest aims to secure inactive data stored or archived and while data at rest may be 

considered less vulnerable than data in use or data in motion, attackers find them valuable. 

Data at rest should be encrypted and secure in a safe location to limit exposure and data 

loss. 
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2.1.2 Data in Use 

This involves data that is being processed and used by organization users on endpoint 

devices such as data on USB devices, running queries on a workstation, emails written 

and not sent out, data in temporary memory on a local machine etc. (Liu & Kuhun 2010). 

The data is in the process of being created, modified, or erased and so susceptible to 

different threats depending on who has access to where the data is in the system. The 

ability to track the who, where, what and when of data will help the organization identify 

any potential risk early enough. Although, it can be sometimes difficult to protect data in 

use due to the multiple ways it can be assessed, having strict profile permission and 

efficient user authentication will help ensure only authorized users can access the data.  

2.1.3 Data in Motion 

This involves any data that is in transit or moving through the organization network to 

the outside world (Peneti & Rani, 2015a). Data in motion may traverse public networks 

which can be vulnerable and accessed by malicious entities to private networks. Public 

networks fall in the category of an untrusted network while the organization network can 

be categorized as private. Sending emails is an example of data in motion as it goes 

through the network which can be intercepted by malicious actors (Blasco et al. 2012). 

Data in motion whether from a central server to a remote terminal or from an endpoint 

device to database or cloud storage should be encrypted to limit the risk of exposing 

sensitive data.  

 

 

Figure 1: State of data (Alneyadi et al, 2013a) 
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2.2 Threat Elements 

Data loss comes in different forms and understanding the avenues helps an organization 

move closer to preventing them by developing appropriate preventive measures. To 

provide an understanding, this study describes types of data loss which includes insider 

threats and external threats. 

2.2.1 Internal Threats 

Insider threats to organizations are authorized employees who can abuse their privilege 

intentionally. They cause data loss by damaging critical information which affects the 

availability or integrity by corrupting or hiding original data. Also, they can disclose 

critical information which compromises the confidentiality of the data. Organizations 

have invested a huge amount of money and time over the last decades into developing 

policies, security tools as well as binding arbitration agreements to secure data from 

threats (O’Connor, 2014). Studies in data loss have shown that organizations are 

increasingly concerned about data loss, unauthorized disclosure of confidential and 

sensitive data (Blasco et al 2012; Ahmad et al, 2014). Insiders/employees have the 

potential to cause great harm and compared to outside threats, they have an advantage 

due to having privileged access to organization data as well as infrastructure knowledge 

and know the value of the data (Blasco et al 2012; Ahmad et al, 2013; Colwill 2009). 

These studies reveal that internal threats are a major cause of data loss because they have 

legitimate access to confidential and sensitive data as a result of their work. This would 

imply that the employee has already passed the organization security mechanism and can 

start leaking data when they see fit. Understanding the organization’s procedures, it is 

possible to erase any trace of data loss and avoid being discovered by the organization.  

2.2.2 External Threats 

External threats to organization data are mainly from remote attackers who do not have 

the direct privilege or access to sensitive data, but they can penetrate the system by social 

engineering attack, malware, injected codes etc. to access data. They attempt to destroy, 

expose, steal or gain access to critical information assets or make unauthorized use of 

information assets. These attacks are usually done with ulterior motives such as financial 

gain.      
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2.3 Data Loss/leakage Categorization 

This classification is based on the causes of data loss which is either intentionally or 

inadvertently. As highlights in Figure 2, intentional data loss occurs due to malicious 

insider or external threats. Data breaches from external threats are normally caused by 

hacker break-ins, virus, social engineering, trojans, and malware. However, cyber 

espionage and sabotage can be attributed to internal threats (Mazzarolo & Jurcut 2019). 

Social engineering attacks are becoming more sophisticated by deceiving employees in 

disclosing sensitive information or handing over valuable organization data to 

cybercriminals (Cheng et al. 2017). Also, an external adversary can exploit a 

misconfigured access control or system backdoors to bypass system authentication and 

gain unauthorized access to confidential data.  

 

 

Figure 2: Data loss/leakage categorization (Cheng et al. 2017) 

 

Inadvertent threats are mainly caused by internal attackers who can be a current or former 

employee, business partner or contractor who has access to the organization network, 

and/or data who through their action or inaction negatively impact the confidentiality, 

integrity, and availability of information assets. As depicted in Figure 2, these 

unintentional threats can range from privilege abuse, accidental publishing, configuration 

error, improper encryption, and lost computer.  

2.4 Causes of data loss 

Each time a business is disrupted due to cyber attack, this creates a serious risk as their 

operations are derailed and the organization’s resources are depleted which is why a data 
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loss prevention strategy and/or solutions is necessary as well as a business continuity 

plan. Businesses nowadays are reliant on technology which are prone to attacks from 

threat actors. One of the first things to consider before seeking and implementing a data 

loss solution and strategy is to detect and identify the potential cause of data loss. 

According to Wlosinski (2018), another step needed in data protection is understanding 

the causes of data loss or theft. The author listed causes of data loss which was broken 

down based on areas of weakness i.e., people, technology, and process. These causes are 

depicted in Table 1 below:  

 

Table 1:Causes of data loss (Wlosinski 2018, P.5) 

Area of weakness Causes of data loss 

People Intentional: 

● Stealing or exposing data as a result of being blackmailed 
● Stealing or exposing data as a result of discontent 
● Sharing and misusing password 
● Printing and copying confidential and sensitive data 
● Selling organisation data/information 
● Using unauthorised programs 
● Executing malicious intent during employment or when 

leaving the organisation 
Unintentional: 

● Not having an understanding of the risk to the organisation 
● Lack of awareness and inadequate awareness programs 
● Lack of required skills, and training on technologies which 

can result in accidental or unintentional misuse 
● Leaving confidential and sensitive unattended  
● Sending unencrypted email  
● Lack of user accountability and/or responsibility for their 

actions   
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Technology Intentional: 

● Compromising IT protective measures 
● Capturing digital camera or snipping tools to capture 

images of displayed data 
 

Unintentional: 

● Exploiting weakness in a database 
● Data at rest stored without encryption 
● Loss of devices containing organisational data/information 
● Having technical control that does not measure or evaluate 

attack persistence level 
 

Tool limitation: 

● Not using content-aware data loss prevention tools 
● Not performing regular software patching and update 
● Faulty vendor products (i.e., hardware and software) 

 

Design or implementation problem 

● Poor policy implementation and execution 
● Insecure communication channel 
● Poor system design and programming 
● Insecure transmission link between an organisation and 

third party 
● Inappropriate access rights to application with confidential 

and sensitive data  
 

Process Poor oversight: 

● Not implementing or enforcing the least privilege for 

access to a system 
● Poor governance on the use, retention and protection of 

organisation data 
● Not carrying out an information risk assessment to 

determine the business impacts of data loss 
● Insufficient response to cyber and physical intrusion 

 

Negligence 

● Improper categorizing of sensitive and confidential data 
● Improperly defining data retention policy 
● Lack of data transmission procedure 
● Lack of data monitoring usage 
● Not removing access to terminated accounts 
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2.5 Data Loss Prevention Approaches 

Data Loss Prevention approaches are grouped into two main areas which are content-

based and context-based analysis (Katz et al 2014; Alneyadi et al 2016). The content-

based analysis work by focusing on the main content rather than the context of the 

confidential data. It is important to consider the content since the main objective of DLP 

is to prevent the leakage of confidential and sensitive data. The three main techniques 

used in content analysis are data fingerprinting, regular expression, and statistical 

analysis. Data fingerprinting is one of the most common techniques used to detect data 

leakage and is performed by an algorithm that map data to shorter text strings known as 

fingerprints. It is used to identify sensitive data so that it can be easily tracked and 

protected. As corporate employees continue to handle the various type of sensitive data, 

data fingerprinting provides a scalable method for applying controls to protect data as it 

moves across the network. Regular expression is another method used in DLP and is made 

of set characters used to form detection patterns that can match and compare 

mathematically sets of data strings. Statistical analysis method can facilitate tools such as 

information retrieval term weighting and machine learning classification. They are 

dependent on n-grams and the frequency of terms within a set of documents. The N-gram 

method proposed by Alneyadi et al (2013a) breaks each word into small N-grams which 

are then arranged based on their frequency. They made use of N-gram frequency to 

classify data to detect and prevent the loss of sensitive data. Other methods have been 

proposed to deal with Data Loss Prevention. 

The context-based analysis is a method that focuses on contextual attributes and work by 

considering the metadata like source, destination, time, size and format which is related 

to the actual sensitive data without much emphasis on the content. To be effective, this 

method is sometimes combined with content-based analysis. The context-based model 

proposed by Katz et al (2014) comprises two phases which are training and detection. 

Clusters of documents are created in the training phase and generated is a graphical 

representation of the confidential content of each cluster. In the detection phase, each 

document that is tested is assigned to several clusters and to determine the confidentiality 

of the document, the contents are matched to each cluster's respective graph. A summary 

of different DLP techniques is provided in the table below: 
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Table 2:Data loss prevention approach 

Research 

Papers 

Techniques Analysis method Contributions Techniques/Algorit-

hm limitation  

A Semantics-

Aware 

Classification 

Approach for 

Data Leakage 

Prevention 

(Alneyadi et 

al. 2014) 

The 

effectivenes

s of using 

N-gram 

based 

statistical 

analysis 

Content based 

analysis/ Detective 

Finding showed 

acceptable 

accuracy on the 

effects of data 

modification  

The techniques 

lacked term 

weighting 

approaches which 

are more flexible 

compared to raw 

frequency.  

Data Leakage 

Prevention 

System by 

Context based 

Keyword 

Matching and 

Encrypted 

Data 

Detection 

(Soumya & 

Smitha 2014) 

Entropy 

method and 

context-

based 

keyword 

matching 

method 

Context based 

analysis/ Detective 

Enhance the 

security of DLP 

system by 

detecting small 

portion of 

confidential 

information 

even when the 

document 

contained non 

confidential 

content. 

The technique cannot 

perform 

cryptanalysis process 

to recover 

information 

represented by 

encrypted data. 

Review on 

Data 

Leakage 

Prevention 

using 

Image 

Steganograph

y (Jain & 

Lenka 2016) 

Image 

steganograp

hy 

technique. 

Content based 

analysis/ 

Preventive 

Prevent data 

from being 

outsourced by 

giving a special 

inscription to 

sensitive data 

from being 

reproduced 

All image files could 

not be covered with 

this method. 

CoBAn: A 

context based 

model for 

data 

leakage 

prevention 

(Katz et al 

2014) 

Context-

based 

approach, 

Clustering 

Context based 

analysis/ Detective 

Context-based 

model (CoBAn) 

for accidental 

and intentional 

data leakage 

prevention 

(DLP) 

The model is unable 

to use external data 

source to enhance the 

representation of 

sensitive and 

confidential content. 

Confidential 

data 

Identification 

Using Data 

Clustering Content based 

analysis/Detective 

System that 

applies data 

mining 

techniques, that 

can identify 

Unable to prevent 

and detect encrypted 

data 
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Mining 

Techniques in 

Data Leakage 

Prevention 

System 

(Peneti & 

Rani 2015) 

confidential 

data of an 

organization 

A Mantrap-

Inspired, 

User-Centric 

Data Leakage 

Prevention 

(DLP) 

Approach (Ko 

et al. 2014) 

Mantrap-

inspired 

data leakage 

prevention 

(DLP) 

approach 

Preventive/ 

detective, content-

based analysis 

Implemented a 

kernel module 

that provide 

users full 

control over all 

outbound data 

sending process 

in their devices 

The technique does 

not support graphical 

user interface for the 

user 
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3 Research Methodology 

The purpose of this chapter is to provide a detailed description of the research 

methodology used in the study. The research approach, aims and objectives, research 

purpose, data collection method, analysis plan, and ethical consideration of the research, 

data analysis and analysis procedure method will be discussed. 

3.1 Research Approach 

The research approach is an action plan that provides direction in carrying out research 

systematically and efficiently. According to Creswell (2009), there are 3 main research 

approaches which include qualitative approach, qualitative approach, and mixed-method 

research. To find the most appropriate results, all research must involve a systematic, 

explicit, and disciplined approach (Haradhan, 2017). Quantitative research relates to 

explaining certain phenomena by gathering numerical data that is analyzed using 

mathematical and statistical methods (Aliaga & Gunderson 2000). When we think of 

quantitative methods, the first thing that comes to mind is numbers and statistics. 

According to Cresswell (2013), the systematic empirical investigation of observable 

phenomena through computational, statistical, and mathematical techniques is regarded 

as quantitative research. The research method supports the assumption of an empiricist 

paradigm. The goal of quantitative research is to develop and apply mathematical 

theories, models and hypotheses concerning a phenomenon. The approach is more suited 

to research that focuses more on measurable data where the findings can be replicated 

(Cressswell, 2013) 

Qualitative research is described as a holistic approach that involves discovery. It is 

described as an unfolding model which occurs in a normal setting that allows a researcher 

to develop a level of details from participation in the experience (Bhawna & Gobind 

2015). This implies that things in their natural settings are studied by qualitative 

researchers to make sense of phenomena. Qualitative research is based on a naturalist or 

constructivist approach (Creswell, 2009). The social phenomena being investigated from 

the viewpoint of the participant is one identifier of qualitative research. The idea is to gain 

a deep understanding of an event or organization rather than a surface understanding of a 

sampled population. There are five areas of qualitative research which representative of 

research built upon inductive reasoning and associated methodologies include case study, 

phenomenological study, content analysis, ethnography, and grounded theory. The mixed 
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research method relates to the application of both quantitative and qualitative research 

methods in a study to understand a research problem. The data collection involves 

collecting both textual information and numerical data so that both qualitative and 

quantitative are represented. The core assumption is that a mixed research method 

provides a complete understanding of a research problem than when done independently.     

In answering the research questions, the study will be applying qualitative research 

methods where the participants i.e., information security professionals will be 

interviewed to understand the risk associated with data loss to organizations.  Information 

security professionals who work remotely and have first-hand experience in supporting 

the implementation of data loss prevention strategies, practices and tools in their 

respective organizations are our target participants. The collection of data is based on 

personal interviews to understand participants' perspectives of the phenomenon. 

3.2 Aims and Objectives 

Data loss is caused by internal and external data breaches, either intentional (i.e., sabotage 

by an internal attacker) or unintentionally (i.e., accidental disclosure of sensitive data by 

employees and third-party partners). It is a multifaceted problem in that there is no one 

size fit all solution for all organizations. Determining the sensitivity of the data, 

identifying its use and anticipating the channels for data loss requires the organizational 

internal business logic. This study will provide a comprehensive overview of the risk to 

organizational data (i.e., data loss) due to the increase in remote work taking over the 

business landscape. In the recent business climate, employees are encouraged to work 

remotely which has its highs and lows. Data security is one of the challenges faced by 

organizations which has placed them at considerable risk. A study by McAfee in 2017 

showed that internal employees accounted for about 43% of data leakage in an 

organization, where half was intentional, and the other half was accidental which 

highlights the fact that employees are one of the major access points for cyber attackers 

(McAfee, 2017). This study aims to highlight the threats to data loss and identify the risk 

to organization data as a result of employees working remotely. Having an understanding 

of the threats and risk of data loss, organizations are well informed and can better 

implement solutions to prevent data loss. To meet the aims and objective of the study, the 

researcher will apply a qualitative research method to answer the research questions. 
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3.3 Research Purpose 

The purpose of the study is to understand and describe the risk associated with data loss 

due to employees working remotely. According to Kibir (2016), the purpose of research 

is to add to what is known about a phenomenon being studied through the application of 

the scientific research method. The research purpose can be exploratory, explanatory, or 

descriptive as highlighted by (Baxter & Jack, 2008). Exploratory is the process of seeking 

answers to previously unexamined phenomena. It is useful for researchers when they lack 

a clear knowledge of the problem they will encounter during a study. Explanatory relates 

to when a researcher conducts a study to understand the effect of a change to an existing 

standard process or procedure i.e., the relationship between variables. Descriptive focuses 

on increasing knowledge on current issues through the data collection process. The 

purpose of descriptive studies is to describe, explain and validate findings.  This study is 

descriptive as it aims to describe how employees working remotely are contributing to 

data security risk and describe the risk to organization data. The idea is to understand the 

phenomenon and provide a knowledge base that will help organizations going forward. 

3.4 Data Collection Method 

A qualitative research method is applied for our study where data are collected from 

information security professionals with over 5 years of experience in Toronto, Canada 

through semi-structured interviews. The data collected for analysis are both in text and 

audio format which are part of the different forms of research data. According to 

Cresswell (2017), to promote study reliability and credibility, an effective methodology 

for collecting reliable and accurate data is important. According to Braun & Clarke 

(2013), the recommended sample size for thematic analysis depends on the size of the 

project. For a small project, the recommended participant is 6 to 10, 2 to 4 for a focus 

group, 10 to 50 for participant generated text, and between 10 to 100 for secondary 

sources. The interview method is chosen as an appropriate method in seeking answers to 

the research questions because it enables the researcher to have a comprehensive 

understanding of the phenomenon as well as receive a direct response from experienced 

professionals in the field. The total sample size for our study is 6 participants within the 

Toronto area. In regard to the structure and formality of the data collection method, the 

one-on-one interview allows for flexibility in that it allows the researcher to ask questions 

in different forms and order depending on the dialogue direction. The researcher will 
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clarify the questions asked and adjust the language style where necessary. The one-on-

one interview process will allow the researcher to attain quality outcomes as the collected 

data will be relevant as a result of responses from experienced security professionals. The 

limitations to the interview method are that participants may intentionally withhold 

information that may be relevant to the study. The participant is selected from connections 

on social media such as LinkedIn. The LinkedIn social network allows the researcher to 

reach a large network of security professionals easily. Table 3 below shows the 

participants in the study highlighting their employment and years of experience. The 

phrase “participant” is used in place of their names to maintain the confidentiality of 

participant identity.  

Table 3: Participants 

Participants Current employment Year of experience 

Participant A Manager, Cybersecurity Operations 

at a human capital management 

software company 

8 years 

Participant B Director, Information Security & 

Privacy Officer at a Fintech company  

12.5 years 

Participant C Information Security Consultant at a 

consulting group 

25 years 

Participant D Senior Security Analyst at a 

telecommunication company 

7 years 

Participant E Director, IT Security and Risk 

Management at a financial institution 

15 years 

Participant F Information Security Analyst at a 

financial institution 

5.5 years 

 

3.5 Analysis Plan 

As previously highlighted, the study applied a qualitative research method where data is 

collected from selected participants through semi-structured interviews. The data 

collected is analyzed using thematic analysis where themes and patterns are identified 

from the dataset. According to Braun & Clarke (2013), Gerald Holton first introduced 

thematic analysis in the 1970s which has over the years been widely accepted in social 

science as a unique method with clearly outlined sets of procedures. They further stated 

this method of analysis enables researchers to determine themes and patterns in a 

collected dataset that are relevant to the research question(s). A qualitative survey, 
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interview, and focus group data are an example of data that can be analyzed with this 

method. The researcher has an opportunity to capture complex and contradictory 

relationships that exist in the real world (Braun & Clarke, 2013). In as much as it can be 

a challenge, it is also enriching because qualitative research helps identify patterns and 

relationships in data thereby enabling the researcher to add to a knowledge domain 

(Attride-Stirling, 2001). The thematic analysis involves six steps as seen in the Figure 

below: 

 

 

Figure 3: Thematic analysis steps (Braun & Clarke, 2013) 

 

The first step which is transcribing, reading and familiarization of the data requires the 

researcher to fully engage in the data by transcribing all interview interaction which is 

followed by reading (and re-reading) and/or listening to interview recordings. The 

researcher needs to have a comprehensive grasp of the interview content as it is important 

and provides the foundation for subsequent analysis. When the researcher becomes 
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familiar with the data, the following step is to generate initial codes which are the features 

of the data that seem meaningful and interesting. These codes provide an indication of 

the conversation context and are more specific. Once the codes are generated, relevant 

data extracts are sorted based on overarching themes. According to Braun & Clarke 

(2013), pattern-based analysis allows the researcher to find salient features that are 

relevant in answering the research questions. The thought process of the researcher should 

allude to the link between codes, sub-themes, and themes. Once the themes are generated, 

the next step is to review the themes to ensure that they are an accurate representation of 

the data. A review of the themes requires that the researcher questions whether those 

themes need to be combined, refined, separated, or dropped; whatever makes them more 

accurate and useful. There should be a clear distinction between themes, and data with 

respective themes should meaningfully cohere together. This can be carried out in two 

phases where in relation to the coded extract, themes need to be checked, and then the 

overall research dataset. A thematic map can be developed from this step 4. Once the final 

list of themes, defining and naming the themes is followed which involves formulating 

what each theme means and figuring out how they help in understanding the data. Finally, 

the researcher needs to produce the report of the analysis. This stage requires great effort 

and must go beyond just describing the themes, but it should be supported with empirical 

evidence that answers the research question(s). At this stage, the research can contribute 

to existing knowledge, and possibly challenge it (Braun & Clarke 2013). 

3.6 Ethical consideration 

Research ethics relates to doing what is morally and legally right in carrying out a study 

which is vital in the research process. The reality is that there are ethical concerns at every 

step of the research process which suggest that the researcher needs to address all ethical 

concerns as he/she is accountable for the ethical conduct of the study (Bickman & Rog, 

2009). The participant consent is collected before the interview which is a standard 

procedure before primary data is collected (Resnik, 2005). During the consent process, 

the risk to the research, the aims and objectives, the nature of the research and the duration 

of the study is disclosed. The confidentiality and privacy of the participant's information 

are given top priority as a necessary measure is taken to protect their information. Also, 

to ensure the reliability of the result, an appropriate methodology is followed, ethical 

issues in the collection of data are considered, and analysis/findings are presented free 

from any form of bias, manipulation, and misconduct. The next step in the analysis 
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process is reviewing themes. As highlighted by Braun and Clarke (2006), the theme 

captures a relevant facet of the data in relation to the research question(s) and represent 

meaning to the data.  

3.7 Qualitative data analysis 

This study adopts a qualitative research method where data are collected through semi-

structured interviews with participants. The collected data are both in audio and text form 

and analyzed with the aid of thematic analysis. This allows for themes and patterns to be 

determined from the dataset relevant to answer the research question(s). Qualitative data 

such as interviews, questionnaires, observation etc. can be analyzed with this method. 

The researcher can capture the complex and contradictory relationship that is observable 

in the real world (Braun & Clarke 2013). This can be enticing as well as challenging 

because qualitative research studies can help identify relationships and patterns in a 

dataset thus enabling the researcher to contribute to domain knowledge (Attride-Stirling 

2001). The analysis method for this study involves six steps process as highlighted in 

Figure 3.  

3.8 Data analysis procedure 

The data collected for the study is transcribed and ideas and thoughts are noted at the first 

stage of the analysis which is an important step in thematic analysis. The data is imported 

to the QDA miner lite which is a software used for qualitative analysis. The audio was 

listened to on three occassion to ensure accuracy in transcribing the data. The same 

approach was applied to the text form as it was read 3 times to ensure accuracy. The 

process of reading the text and listening to the audio results in data immersion (Braun & 

Clarke 2013). The initial coding follows the first stage and builds on the idea generated 

during data transcribing. A code is a word or phrase that represent some part of the data 

deemed important and necessary for the study. Codes can be data derived or researcher 

derived and while data-driven code highlights the explicit content of the data and 

classified as semantic codes, researched derived code takes a step further by invoking 

theoretical and conceptual framework to recognize implicit meaning within the data and 

classified latent codes. Semantic codes are used when the researcher wants to present 

participants experience descriptively. However, latent code is more appropriate if the 

researcher wants to present the data underpinning the theoretical lenses (Brauns, Clarke, 

& Terry, 2014). In this study, latent codes are used based on the theoretical lenses of the 
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study to capture underlying patterns, ideas, and assumptions. Every phrase and sentence 

in the relevant data are highlighted with corresponding code and highlights features of 

the data relevant in answering the research questions.  

Similar attention is given to the entire dataset so that consideration is given to patterns in 

the data and once the codes are generated, patterns within the dataset are determined. A 

pattern-based analysis enables the researcher to identify salient features in the data which 

is relevant in answering the research question(s). To ascertain which patterns are relevant 

in answering the research questions, the frequency of the code is important. Although 

some codes were relevant to answering the research questions but did not appear 

frequently. Therefore, the frequency of the code as well as the importance was considered 

in identifying patterns in the data. The codes that are relevant to answering the research 

question(s) are incorporated into themes as seen in Table 3. A theme captures important 

characteristics in the data relevant to answering the research questions. The codes that are 

too vague or relevant to the study were discarded. During this step, the coded data extract 

for the generated themes was reviewed to ascertain whether they form a coherent pattern. 

Inadequacies were revealed in the initial coding and theme generation which required that 

changes be made. The validity of the themes is considered in determining whether they 

reflect the meaning of the data. At this stage, it was discovered that a generated theme 

does not have sufficient data to support them and so excluded.  

Table 4: Themes and Codes 

Themes  Codes 

Threat • Data 

• Employees 

• External attacker 

Risk • Business 

• Information assets 

Security incident • Phishing 

• Malware 

• Denial of Service 

Security posture • Training and awareness 

• Regulation and compliance 

• Privacy audit 

• Resources 

 

The selected themes need to be specific enough to capture ideas within numerous text 

segments of the data. Data will be minimized to a manageable set of relevant themes that 
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concisely summarize the text (Attride-Stirling 2001). At the end of reviewing themes 

phase, the general idea i.e., the overall story of the data is understood. Braun and Clarke 

(2006) opined that the themes should be able to give the reader an idea of what the theme 

is about i.e., it should be compelling. At the phase of defining and naming themes, each 

theme in relation to the research question(s) should be able to fit into the entire story of 

the dataset. King (2004) advised that themes should not be considered complete until the 

data has been properly perused and also the coding scrutinized at a minimum twice. In 

this study, a detailed analysis is done on each theme and how they fit the overall story of 

the data. Finally, once the theme was identified and established, a detailed analysis is 

provided in relation to the research question in our findings. In the findings, short quotes 

and extracts from the data are included to aid the understanding and the prevalence of the 

themes. 
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4 Findings 

The analysis of the data provided interesting findings as the analysis process elicited vital 

concepts in the data. Four overall themes emerged from the analysis of the semi-

structured interview which was labelled as threats, risk, secuirity incident, security 

posture.  

4.1 Threats 

The theme relates to the activities that compromise the security of an enterprise 

information system where confidentiality, integrity availability (i.e., CIA triad) is 

breached. The heart of any information security is to ensure that confidentiality, integrity, 

and availability of organization information assets are protected. While threats to data and 

information continue to grow, there are some of the most common which are prevalent in 

the world today that present day enterprises need to be conversant with. In the analysis, 

we identified three codes that made up the threat theme which include a threat to data,  

employee being the major threat to an organization information asset, and external 

attackers. One common response from the interviews is the threat to data and privacy 

which can come from hackers, competitors, and employees. One respondent said that 

“employees poses a major threat because they have direct access to the organization 

information asset and also have an idea of the security control implemented (both 

physical and technical)”. Another stated that “employees easily have access to data and 

in some cases, can find a way to bypass security controls to exfiltrate data, especially 

those with admin privileges”. One of the major threats comes from its employees even 

when they do not act maliciously, they can make mistakes due to the human factor. A 

participant stated, “human error can also not be overemphasized because employees can 

be carefree to the extent of displaying passwords on post-it notes, delay in updating 

critical applications to the most secure version and using insecure passwords” On one 

hand employees are weak in security awareness and are moved by emotions that direct 

their daily actions. Insiders are a weak link between attackers and security as their actions 

and behaviour can lead to an information breach. Often an attack can be caused by current 

and previous employees, business partners or contractors who have access to the 

organization data and system. They can intentionally misuse or exceed access in a manner 

that affects confidentiality, integrity, or availability of information assets. Organization’s 

face many challenges with employees working remotely one of which is unmonitored and 
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unprotected personal networks. The company has no way to monitor the security of the 

internet traffic used by the staff. For example, there may be traffic sniffers on a personal 

network used for work, and then if not monitored closely, vital, or confidential 

information can fall into the wrong hands.  

4.2 Risk 

This theme relates to the impact to an enterprise and its stakeholders that occur as a result 

of the threats with the use and operation of information systems and assets. Risk is often 

used interchangeably with threats; both are subtly different. As a conceptual term, risk is 

something that may happen or may not happen. In the analysis of the data, two codes that 

made up the theme was identified which include information asset, and business. 

Information asset in this regard relates to everything that is of value to the organization 

for example customer data, intellectual property, sales information, information system, 

operational information etc. One participant stated, “the type of data at risk of a breach 

would be the clients’ access sheet which contains information about IP addresses of 

production servers like Domain Controllers, backup, and file servers”. Another 

participant stated that “Corporate data in use, confidential and proprietary documents 

including network diagrams, infrastructure designs and internal documents” examples 

of information assets that are at risk. No company wants to be subjected to a data breach, 

but it does occur especially when an organization does not have proper security measures 

in place. Risk cannot be eliminated but can be minimized by implementing security 

controls. Data loss not only bring financial loss to the organization but can also lead to 

reputational damage and loss of trust. One of the participants stated, “the risk of not 

adhering to security best practices can impact negatively on the company brand image, 

competitive edge, and also loss of confidentiality, integrity and availability”. One of the 

participants who confirmed that his organization have experienced data loss in the past 

stated “the impact was quite negative, including reputation damage”. 

4.3 Security incidents 

This theme relates to various security incidents experienced by organizations during the 

pandemic. A security incident is a security event that may indicate that an organisation 

information assets has been compromised by unauthorised or malicious individuals. In 

the analysis of the data, the codes that made up the theme was identified which include 

phishing, malware and denial of service (DOS). These were the major attacks experienced 
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by organisations in Toronto during the pandemic. There has been an increase in phishing 

attacks and some of the employees are falling prey to such attacks. The participant 

confirmed that “Phishing attacks have been by far the major security attack experienced 

as employees have received several fraudulent emails or they are being directed to 

fraudulent website”. Some employees have failed to identify legitimate email from an 

illegitimate email which has led to them falling prey to an attacker and in turn putting the 

organization information asset at risk. To a lesser extent, malware and DOS attack were 

experienced by the organisation and the participant confirmed that their security team had 

to remediate against such attacks. One participant stated, “my organisation experienced 

a DOS attack where a flood of malicious DNS requests was sent against customer DNS 

servers to cause the server to exhaust its resources”.  

Most organisations did not anticipate the increase in remote work which has led to an 

increase in cyber threats and so did not make adequate provision of resources (i.e both 

human and financial resources). The participant stated that to minimise these security 

incidents, employees need to be educated to be vigilant to security threats. A participant 

stated “we have begun educating employees on the importance of information security. 

Also, a monthly reminder is sent to employees as well as a compulsory follow up 

information security quiz to test their knowledge”. Another participant stated, “ we 

identified employees training and awareness need to be done more frequently like every 

3 months compared to once a year that it was previously done”. Also, implementing 

various security measures like encrypting sensitive data and blocking malicious websites 

by using web filters, ensuring that current security patches and updates of all systems are 

done etc. Another participant stated “To address future DOS attack, redundancy was built 

into our infrastructure where servers are spread across different data centre with efficient 

load balancing system. Also, by configuring the network hardware and deploying a DOS 

protection appliance that sits in front of the network firewall. 

4.4 Security posture 

This theme relates to the security status of an organizations information assets based on 

information security resources (such as policies, guidelines, procedure, software, 

hardware) in place to secure the organization information asset and to react as the 

situation changes. In the analysis of the data, the codes that made up the theme was 

identified which include training and awareness, regulation and compliance, privacy audit 
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and resources. One notable statement among the participants is that their organization 

information security posture has evolved to address the risk associated with the sudden 

increase in remote work due to the pandemic. Before the pandemic, information security 

may not have been given top priority by the organisations. One participant stated “As a 

result of the increase in remote work due to the pandemic, we realised that certain factors 

may have been overlooked such as risk assessment, ongoing employee education and top 

management level support. The shift to remote work has led the organisation to re-

evaluate its security posture and to ensure steps are taken to improve security”. This 

show that the organizations acknowledge that their security posture before the pandemic 

is not very effective in protecting information assets during the pandemic. “Other areas 

that may have been overlooked in the past is data inventory, and privacy audit” stated 

another participant.  

The pandemic has led organizations to reassess their security posture to identify areas that 

need to be strengthened. The current trend and the rapidly evolving threat landscape 

require that organisations review the effectiveness of their security posture. This is not a 

one-time event as the organisation need to continually monitor its control environment to 

verify that it remains effective. However, despite the effort by the organization to 

strengthen its security posture, they have been faced with some challenges. One challenge 

in achieving an effective security posture is the attack surface is expanding and changing 

rapidly. From the acquisition of new technologies to the use of a remote home network 

to vendor ecosystem. The attack surface is growing in ways that make it difficult to 

identify and evaluate risk. A participant stated, “ one of the challenges to effective security 

posture is budget constraints especially for SME with limited human and material 

resources”. With the increase in the attack surface and remote work employees, it is a 

challenge to achieve effective security posture due to the limited information security 

personnel available within some organisations to help secure information assets. As 

previously stated, the organisation did not anticipate the sudden increase in remote work 

and therefore did not make additional provisions in their yearly budget for information 

security.   

  



 

27 
 

5 Discussion 

This study focuses on the impact of the increase in remote work on data security due to 

the pandemic and how organizations have responded to the trend. The approach used in 

the study in answering the research question is the thematic analysis by identifying themes 

in the dataset relevant to the research questions. The pandemic has caused the 

organization to transition to a remote work environment at an unprecedented scale and 

speed. As the transition occurred, organisations have to take necessary steps to adapt and 

evolve their security approach, strategies, policies and solutions to enable employees to 

access organizations resources securely, and ensure business operations continue without 

disruption. As stated by the participants, there was an increase in phishing, malware and 

DOS attack against the organisation information assets since the inception of the global 

pandemic. During the pandemic, the most effective and common attack against an 

organization information asset is through the different types of scam and phishing 

(Pranggono & Arabo 2020). Since March 2020, phishing attacks have increased by a 

reported 600% (Lalie et al. 2021). During the pandemic, some of the leading attacks and 

threats to information assets are identified as business compromise email, DDOS, 

malware, ransomware, malicious domain (Khan et al 2020). Enforcing organisation 

security controls and policies on the remote work environment might be difficult as the 

scalability of most controls is limited and deployment requires considerable time. For 

some organizations, incident response plan and business continuity plan are non-existent 

or inadequate for dealing with the cyber threat during the pandemic.  

As previously highlighted in the research paper, humans are often the weakest link in 

information security. Connolly et al. (2017), stated that the intentions of employees are 

influenced by organizational culture as well as a procedural security countermeasure. Wu 

et al (2015), found a relationship between data loss and corrupt human behaviour related 

to data risk. An internal vulnerability arises due to the weakness created when an 

organization cannot monitor employee behaviour and actions. The existence of potential 

employee threats requires that business leaders must understand the vulnerabilities to 

information assets thus creating and implementing appropriate measures to minimize the 

risk or administer a risk tolerance approach (Hubaux & Juels, 2016).  

This has become more significant as more employees in Toronto are working remotely. 

According to Mehdi & Morissette (2021), the pandemic has led to a massive increase in 
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remote work since March 2020. At the start of 2021, 32% of employees in Canada within 

the ages of 15 to 69 work remotely compared with 4% in 2016. An organization in 

Toronto irrespective of the size such as large companies, small and medium enterprise, 

critical infrastructure providers, government agencies etc face a growing number of cyber 

threats. These organizations manage a large range of information assets that are of great 

interest to attackers including intellectual property, customer data, financial information, 

partners and suppliers information, payment systems etc. In October 2019, Canada 

experienced the largest single data breach where the sensitive personal information of 15 

million Canadians was compromised. The attack was against a medical testing company 

“LifeLab” and the information exposed included medical records, health care 

information, home address and contact information (Canadian Centre for Cyber Security, 

2020). Organisations in Toronto are required to comply with the Personal Information 

Protection and Electronic Documents Act (PIPEDA). It requires an organization to use 

appropriate security safeguards to protect sensitive information and set out ground rules 

on how information must be handled. An organisation that suffers data breach are 

expected to report such breach to the Office of the Privacy Commissioner of Canada 

(OPC). Saber (2016) discovered that data protection is vital for the survival of a business 

and dependent on policy integration and training. There is a need for an organization to 

improve security practices and planning for remote workers. A more established and 

enforceable regulation will propel better security protocols and a detailed compliance 

requirement will drive an effective privacy practice. 

As highlighted in the findings the types of data at risk include but not limited to customer 

data, intellectual property, sales information, information system, operational information 

etc. This could have a negative effect on the organization with regards to reputational 

damage, and financial cost. According to Naude & Chiweshe (2017), data breach 

accounts for greater operational risk that impacts negatively on production, expenses and 

returns on investment. Layton & Watters (2014) evaluated data breach and the cost 

implication and found out that data loss suffered from a breach in organizational data had 

a significant impact on the organization tangible cost. The tradeoff is for an organization 

to compensate for the loss thus sacrificing sensitive data or to protect against any potential 

data breach and limit data loss. The risk tolerance can be determined by evaluating the 

cost of data loss or compromise (Barrett, 2018). It is important to acknowledge that the 

size of the organization does not impact the application of data loss prevention strategies 
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(Saber, 2016). But not implementing these strategies may lead to legal ramifications, loss 

of competitive edge, and financial losses. 

In academic research, a variety of themes have existed in relation to data protection where 

the focus is on data privacy protection relative to tools and processes (Kuang et al, 2018; 

Gupta, Li & Yu 2017; Habaux & Juels, 2016). The knowledge of available tools and 

process help prevent data loss and increase safeguarding of data (Gwebu et al. 2018). One 

notable comment from the participant is the fact that the threat landscape is evolving 

rapidly, and the organization security posture should  evolve to address the risk associated 

with the sudden increase in remote work due to the pandemic. Security posture in this 

case is the security status of an organizations information assets based on information 

security resources (such as policies, guidelines, procedure, software, hardware) in place 

to secure the organization information asset and to react to the situation changes. An 

effective security posture of an organisation is important because it is inversely related to 

security risk. As the security posture of an organisation improves, security risk decreases. 

Previous studies into cyberattacks on organisations show a lack of adequate security 

measures or failure to comply with security practices (Hull et al 2019). While technical 

security measures are important, employees actions can have a detrimental effect on the 

security of information assets. Having the right security culture is key in minimizing the 

risk to data security and a key part of this is employee awareness, training and education 

Riglietti (2017). It is important for an organisation to regularly assess, monitor, maintain 

and improve its security posture. In addition to technical security practices, compliance 

to industry and data protection regulations is important as it outlines what data must be 

protected and suggest security controls to be implemented. Abukri & Bankas (2020), 

suggest that a security awareness program is key to training and educating remote 

employees to equip them in identifying potential cyber threats. Preventing and mitigating 

security attacks on an organization information asset is not a trivial task. There are 

different approaches used to minimize the risk of a cyberattack on an organization due to 

the increase in remote work which includes user education, Virtual Private Network 

(VPN), enabling Multi-Factor Authentication (MFA), update of the device firmware, 

update of anti-malware software, implementing security policies etc (Pranggono & Arabo 

2020).  
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6 Conclusion 

The study provides an overview of the risk to organization data due to the increase in 

remote work as a result of the COVID pandemic. The research applied a qualitative 

research method to answer the research questions “How has the massive increase in 

remote work due to the pandemic impacted data security risk? and “How has 

organization's responded to the massive increase in remote work due to the pandemic?”. 

By addressing the research question through qualitative research using thematic analysis 

in analysing the data. It can be confirmed that the increase in remote work presents an 

increasing threat to organizational information assets. As highlighted by the participant, 

there was an increase in phishing, malware and DOS attack against the organisation 

information assets since the inception of the global pandemic. Employees are the weakest 

link to information security as they have direct access to the data and information system 

infrastructure. Data is one of the most valuable assets of an organization and a breach or 

loss of such data can affect the organization's competitive advantage, reputation, cause 

increased cost and declining performance. The security posture of the organisation in 

place before the pandemic was not as effective in addressing cyber threats during the 

pandemic. The information security posture has evolved to address the risk associated 

with the sudden increase in remote work due to the pandemic. The pandemic has led 

organizations to reassess their security posture to identify areas that need to be 

strengthened. The challenge in achieving an effective security posture is the attack surface 

is expanding and changing rapidly as well as insufficient resources available as some 

organizations were not prepared and so was not included in their yearly budget. The 

organisation identified that employees training and awareness need to be done more 

frequently like every 3 months. The organizations implemented various security measures 

like encrypting sensitive data and blocking malicious websites using web filters, 

implementing the use of VPN , ensuring that current security patches and updates of all 

systems are done. Also, the organization have had to reevaluate their security posture to 

identify the gaps that need to be addressed. 

6.1 Future Research 

An area for further research would be in the area of cybersecurity operating model in a 

remote work environment as the increase in remote work has implication across the 

organization. 
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Appendix 

Project Title: Data loss prevention in a remote work environment 

Researcher: Stanley Emenike 

Date: 

 

Pre-interview Checklist 

1. Introduce self to interview participants and express appreciation for their participation. 

2. State to objective of the study. 

3. Obtain participant consent and reiterate confidentiality of participant personal 

information. 

4. Start the interview. 

5. Follow the interview i.e., from start to finish. 

 

Interview Questions 

Introductory question: 

1. Can you tell me about yourself? How long have you worked in information security 

and what does your daily job responsibility entail? 

 

Organization related questions: 

1. Does your organization allow remote working? If so what type of data is most at risk 

of data breach? 

2. What are the top information security challenges your organization faces as a result of 

remote work? 

3. To what extent does your organization consider data security when implementing 

remote working? 

● What actions did your organization take in securing sensitive data? 

● Why did they take this action? 

 

Data loss related questions: 

1. Who poses more threat to an organization’s data security: insiders or outsiders and 

why? 

2. Has your organization experienced data loss in the past? 

● If so, how was the data loss discovered? 
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● How has the data loss impacted your organization? 

3. As employees are working remotely, what are some of the mistakes you have seen your 

organization make with regards to data security? 

 

Prevention strategies related questions: 

1. What strategies and solutions have your organization used to improve data protection 

and limit 

data loss? 

2. Based on the strategies and solutions mentioned, what strategies and solutions worked 

best in 

improving data protection and limiting data loss? 

3. How did your organization determine which strategy or solution worked best? 

 

Ending interview checklist 

End the interview with the participant and thank the participant for their time. 
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Followup interview questions: 

 

1.a) How concerned were you about the information security risks introduced by 

employees increasingly working remotely? 

1b.) How prepared was your organization to the rapid shift from an on-

premises workforce to a remote workforce?  

2.a) Have there been any significant events that occurred in your organization that 

impacted data security due to the massive increase in remote work?  

2.b) If there was a significant event, can you describe it and how was it addressed? 

3.a) What was the effectiveness of your organization's security posture before and during 

the pandemic?  

 3.b) Was there any significant challenge in achieving an effective security posture after 

the sudden shift? 

 

 




