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Abstract 

Context: The widespread use of communication and digital technology in the society has affected the 

number of devices requiring analysis in criminal investigations. Additionally, the increase of storage 

volume, the diversity of digital devices, and the use of cloud environment introduce more complexities 

to the digital forensic domain.  

Objective: This work aims to supply a taxonomy of the main challenges and success factors faced in 

the digital forensic domain in law enforcement.  

Method: The chosen method for this research is a systematic literature review of studies with topics 

related to success factors and challenges in digital forensics for law enforcement. The candidate 

studies were 1,428 peer-reviewed scientific articles published between 2015 and 2021. Those studies 

were retrieved from five digital databases following a systematic process. From those candidate 

studies, twenty were selected as primary studies due to their relevance to the topic. After backward 

searching, eight other studies were also included in the group of primary studies. A total of twenty-

eight primary studies were analyzed by applying thematic coding. Furthermore, a survey of digital 

forensic practitioners from the Swedish Police was held to triangulate the results achieved with the 

systematic literature review. 

Keywords: Digital forensics, computer forensics, success factors, opportunities, challenges, issues, law 

enforcement  
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1 Introduction 

According to Walsh (2018), criminals are early adopters of technology, and the extended use of 

technology in modern life affects the likelihood of digital devices being included in criminal 

investigations (Lillis et al., 2016). Unfortunately, the vulnerability of connected devices based on 

the Internet of Things (IoT) and automated technologies open new opportunities to criminals 

and ease person-less crime from remote locations. An effect of the pandemic that started in 

2020 was the acceleration of digitalization in society. Working from home became a common 

situation that increased the demand for digital devices among individuals. Moreover, the 

number of IoT connections in 2026 is estimated to reach about 26.9 billion, which is more than 

twice the number of IoT connections registered in 2020 (Ericsson, 2020). Since people spend 

more time online and using different devices, a great amount of information about their whole 

lives can be found on those devices (Kävrestad, 2020). 

Furthermore, the digital forensics market segmented by component (hardware, software, 

and services), type (mobile device forensics, computer forensics, network forensics, and cloud 

forensics), end-user vertical, and geography is expected to grow from USD 4.49 billion in 2020 

to USD 8.21 billion by 2026. The compound growth rate during the forecast period of 2021-2026 

is 10.97% (Mordor Intelligence, 2021). The market also shows a growing presence of IoT 

applications and devices. 

The evolution of digital and multimedia technologies is affecting the digital forensics field. 

The number of cases where digital evidence is relevant to investigations is also increasing (Lillis 

et al., 2016). The large amount and volume of available data make it difficult for forensic 

practitioners to get digital evidence to be analyzed (National Institute of Standards and 

Technology (NIST), 2020). Besides, cloud computing challenges the collection of evidence due 

to its distributed nature (Neware & Khan, 2018). As a result, law enforcement agencies 

throughout the world are facing great digital evidence backlogs due to the considerable number 

of investigations that require digital forensic ability (Lillis et al., 2016). Criminals, on the other 

hand, have taken advantage of technology, and have found it faster and easier to commit 

cybercrime than traditional crime (Vincze, 2016). 

In this dynamic context, the aim of this work is to acknowledge the success factors as well 

as to identify the main challenges in digital forensics for law enforcement. This is done by 

analyzing the success factors and challenges that are the object of study in the research 

community, and by contrasting them with the ones identified by digital forensic practitioners. 

The main purpose is to distinguish gaps between them. This topic is proposed as a part of a 

cooperation agreement between the University of Skövde and the Forensic Department of the 

Swedish Police from Västra Götaland to do research applied to forensic methodology. A 

systematic literature review was planned, and the primary source of information is existing and 

available scientific literature related to the topic of interest and published from 2015 to 2021. 

Likewise, the outcomes from a survey to the forensic practitioners from the Swedish Police are 

going to be used to triangulate the results from the systematic literature review. 

The contribution of this work is to provide a taxonomy of the success factors and challenges 

in digital forensics for law enforcement, which is based on the context of the research 

community and the digital forensic practitioners from the Swedish Police. Likewise, the results 

of this work can guide the research in the domain by finding the areas considered most relevant 

by the practitioners and which require more attention from researchers.  

This work is structured in the following way: section 2 presents some theoretical 

background, section 3 describes the problem, section 4 is dedicated to the method, section 5 
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presents the results and the analysis of the findings, section 6 focuses on the discussion, and 

section 7 summarizes the conclusions. 
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2 Background 

The digital forensics domain is new in comparison to traditional forensics. Kent et al. (2006, p. 

ES-1) define digital forensics as: “the application of science to the identification, collection, 

examination, and analysis of data while preserving the integrity of the information and 

maintaining a strict custody for the data”. Kävrestad (2020) defines digital forensics as the 

examination of both the digital storage, and the environment to figure out if a crime has been 

committed.  

In the last thirty-five years, digital forensics has evolved thanks to the initiative of law 

enforcement investigators looking for approaches to examine computers and peripherals that 

started appearing in criminal cases (Vincze, 2016). In those circumstances, law enforcement was 

needed to present digital evidence in court, which involved sharing the results of their analyses 

with a diverse audience. 

Digital forensics has experienced progress in formalizing, standardizing, and formulating 

digital forensic processes and approaches. Two examples are the International Organization for 

Standardization (2012) that supplies guidelines for handling digital evidence during specific 

activities such as identification, collection, acquisition, and preservation (ISO/IEC 27037:2012); 

and the NIST that provides practical guidance on how to perform computer and network forensic 

activities from an IT perspective (Kent et al., 2006). Moreover, the National Criminal Justice 

Reference Service (NCJRS) shares guidelines and information about digital forensic procedures 

and processes specifically applied to law enforcement. However, more work needs to be done 

in this area (Montasari & Hill, 2019). 

The emerging technological landscape affects the digital forensic domain. The development 

of computers and other digital devices have a profound impact on the increased volume of data 

generated. Moreover, nowadays almost every crime holds some element of digital data that can 

become digital evidence. Besides, the variety of digital devices creates new challenges for digital 

forensic examiners from different perspectives, such as identification, acquisition, storage, and 

analysis (Lillis et al., 2016). Across that evolutionary cycle, the field becomes more sophisticated, 

its knowledge base turns to be more advanced, and its practice is increasingly driven by the ever-

advancing technology. In such an active environment surrounded by emerging technology, 

digital forensic practitioners face challenges when performing their jobs.  

According to Kävrestad (2020), the two major areas where digital forensics is used are 

incident response and law enforcement. Incident response involves the management of 

incidents in IT environments, while digital forensics in law enforcement focuses on the analysis 

of digital evidence to determine if a criminal act has occurred, and in such a case, to attribute 

the authority and prosecute the criminals. Even though the application of digital forensics to 

both incident response and law enforcement can have similarities, the focus of this work is the 

success factors and challenges in digital forensics applied to law enforcement. 

2.1 Digital Evidence 

According to Vincze (2016), digital devices play a key role in the generation of digital evidence. 

Kävrestad (2020) states that any device that carries digital information can be used in an 

investigation, and that digital evidence can be found in almost every type of crime. Moreover, 

Kävrestad (2020) also provides a classification of crimes into three types, as follows: 

Crimes with digital evidence: These are offline crimes where digital devices are not used to 

facilitate the crime, but they can hold some traces of digital evidence. Those traces can be useful 

to tie the owner of a device with a committed crime. 
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Cyber-aided crimes: Crimes that van Beek et al. (2020) name as “the old type of crimes by digital 

means”. Those are traditional crimes that include the use of digital devices and the Internet as 

tools to facilitate crimes. 

Cybercrimes: Those are crimes in which computers are used to commit crimes at other 

computers, for instance, denial of service attacks or intrusions. 

2.2 Devices that Generate Digital Evidence  

Digital data can be found in a considerable number of digital devices and different presentations. 

The huge amount of digital data from digital devices that can be extracted, analyzed, and 

processed; and can become digital evidence in law enforcement represent a challenge for digital 

forensic practitioners. The ability of these devices to produce and store digital data creates the 

need for diverse and more sophisticated tools and procedures to address the analysis of such a 

considerable variety of digital devices.  

The International Association of Chiefs of Police (IACP) (2015) supplies an indicative list of 

devices that can generate digital evidence, as follows: 

- Digital still and video cameras (including CCTV), 

- Cell phones, 

- Standard computers and laptops, 

- Mobile devices, 

- Game consoles, 

- File storage media (hard drive, thumb drive, optical and magneto-optical media, or data 

devices with similar functions), 

- IoT devices, 

- Wearables, 

- Unmanned Aerial Systems (drones). 

However, this list is not exhaustive and any other device with similar functions as the ones 

previously mentioned can also hold digital evidence. 

2.3 Framework for Digital Investigation Process  

Based on the analysis of different frameworks and models, Beebe and Clark (2005) propose a 

hierarchical objectives-based framework for the digital investigation process considering six 

first-tier phases and their iteration, as shown in Figure 1. 

 
Figure 1. First-tier Phases of a Framework with Iteration (based on Beebe and Clark (2005, p. 150)) 

This framework simplifies the complex investigation process and eases its understanding. 

The six first-tier phases are briefly described as follows: 
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Preparation phase: Includes the steps oriented to maximize the digital evidence availability. This 

phase can have a considerable effect on the quality and accessibility of digital evidence, which 

in turn, can reduce costs and potential problems. 

Incident response phase: With a focus on detecting, validating, assessing, and determining a 

response strategy to follow in case of the occurrence of a suspected crime, ensuring evidence 

preservation. 

Data collection phase: Considering that the data should be collected in a sound way to support 

the incident response phase. 

Data analysis phase: Intended to confirm or reject assertions based on the examination, 

extraction, and reconstruction of the data collected. 

Findings presentation phase: With the main purposes of sharing the relevant results about the 

data examined during the data analysis, and assuring corroboration. 

Incident closure phase: Oriented to finish the investigation. One of the steps to highlight in this 

phase is the collection and preservation of the information related to the investigation process. 

2.4 Digital Forensics Disciplines 

Encompassed with the technological changes, several digital forensic disciplines have developed 

in the past years. Stoyanova et al. (2020), and Karie and Venter (2014) describe the digital 

forensic disciplines as follows: 

Computer forensics: It is commonly used as a synonym for digital forensics and covers the 

investigation of digital evidence from desktop computers, laptops, and server computers. 

Software forensics: Concern with uncovering evidence by examining software. 

Database forensics: Related to the analysis of data and metadata existing within a database. 

Multimedia forensics: Used to uncover the authenticity of the information provided by images, 

videos, and audio files. 

Device forensics: With a focus on the digital evidence from diverse types of devices from small 

to large-scale. 

IoT forensics: Where the sources of evidence could be more wide-ranging than in the case of 

device forensics, for instance, infant or patient monitoring systems, medical implants in humans 

and animals, In-Vehicle Infotainment (IVI) systems, traffic lights, and so on. 

Network forensics: That deals with the process of collecting and analyzing network data and 

tracking network traffic to figure out the occurrence of security incidents. 

Moreover, cloud forensics is considered a subset of network forensics focused on the cloud 

computing environment (Zawoad & Hasan 2013). 
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3 Problem Description 

Digital forensics has become more sophisticated and has attracted the interest of many 

researchers. According to Casey (2019), the growing quantity, diversity, diffusion, and structural 

complexity that surround digital evidence make it difficult for practitioners to find information 

that can be useful in a court of law. Moreover, the domain of digital forensics is highly influenced 

by emerging technology. Roux et al. (2018) affirm that the rapid transformation conducted in 

this digital era creates a set of challenges and opportunities for forensic science. 

This section is divided into six subsections: aim and purpose of this research, research 

question, existing research, expected results, limitations, and delimitations faced during the 

research. 

3.1 Aim and Purpose 

This work aims to identify the success factors and challenges faced in digital forensic for law 

enforcement. The purpose is to identify and analyze the success factors and challenges on which 

the scientific community has oriented its efforts and contrast them with the success factors and 

challenges that digital forensic practitioners consider the most relevant, as well as the areas that 

they believe need more attention.  

3.2 Research Question 

The two research questions considered in this work are defined as follows: 

RQ1: Which are the success factors of digital forensics in law enforcement? 

RQ2: Which are the challenges of digital forensics in law enforcement? 

3.3 Existing Research 

To facilitate the emplacement of this work in context, this section briefly presents related 

research that has been done concerning the topic. 

Palmer (2002) stated that the evolution of digital forensics has grown in reverse. The author 

suggested that scientific experts should understand the complexity of digital technology before 

developing and applying tools and techniques to digital system analysis, to avoid those tools and 

techniques being developed before research and expertise take place. Rogers and Seigfried 

(2004) conducted an Internet-based survey to identify the issues in computer forensics. 

According to their results, the most reported issues were: education/training and certification, 

technologies, encryption, data acquisition, tools, the legal justice system, evidence correlation, 

theory/research, and lack of funding. Beebe (2009) analyzed the digital forensics discipline and 

the contribution of the research community to the knowledge, with a focus on digital forensic 

research and theories, and problems related to digital forensics. The author also suggested that 

digital forensic challenges may have shifted research attention away from the response and data 

collection phases to the analysis phase.  

Moreover, Vincze (2016) examined the challenges faced by digital investigators concerning 

a variety of electronic devices, the amount of data produced by these devices, the absence of 

standard practices and guidelines for analysis, lack of qualified personnel to perform 

investigations, and lack of resources to provide training. The NIST (2020) conducted a large-scale 

study to measure the performance of digital forensic examiners from public and private sectors 

when extracting data from computers and mobile phones. Their study aimed to understand the 

state of the practice and measure the overall performance of the expert community. 
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3.4 Expected Results  

This study is expected to supply a taxonomy of the main challenges and success factors in digital 

forensic for law enforcement from the research point of view and based on the available 

published scientific literature. The taxonomy is going to be contrasted with the opinion of the 

digital forensic practitioners from the Swedish Police. 

The outcomes of this work can help in the identification of trends of research that require 

more attention and in which researchers can orient their efforts in future work. Moreover, 

acknowledging the gaps between research and practice is also important in terms of recognizing 

the need to incorporate the points of view from digital forensic practitioners when deciding in 

what areas should research be oriented, which can contribute to the development in the 

domain. 

3.5 Limitations 

Every research process can face limitations (Queirós et al., 2017). One of the limitations found 

in this case is that the results of this work are restricted by the information available in public 

research studies. This limitation can increase the risk of omitting studies that are relevant to the 

topic but not publicly available. The reason behind this is that not all research and guidelines for 

best practices belonging to governments and police organizations are published or openly 

available to the public (Ribaux et al., 2015). Besides, there is also the risk of omitting relevant 

studies that are published but not available in any of the databases used in this study. To address 

these potential problems, the research method has been carefully chosen, and the searching 

process has been followed as recommended by Fink (2019) and Kitchenham and Charters 

(2007).  

On the other hand, Arksey and Knight (1999) recommend using more than one qualitative 

method to rely on data from diverse sources. In this case, a survey of digital forensic 

practitioners from the Swedish Police can provide an in-depth perspective, however, a limitation 

can be the unavailability to secure a representative sample.  

3.6 Delimitations 

This work does not intend to provide an exhaustive list of success factors or challenges in the 

digital forensic domain, but a reflection of the success factors and challenges in digital forensic 

for law enforcement gathered from the analysis of the available scientific literature. Moreover, 

this work does not have the purpose of formulating solutions to the challenges found in the 

field. 
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4 Method 

Qualitative research can include multiple forms of data collection methods, such as document 

studies, surveys, interviews, and observations (Creswell & Poth, 2018). This study is designed to 

combine two different techniques to explore the research questions, a systematic literature 

review and a survey. The purpose of using these two methods is to rely on data from diverse 

sources to triangulate the findings (Arksey & Knight, 1999). Both methods, as well as the reasons 

for choosing them, are explained in the following subsections. 

4.1 Systematic Literature Review 

A systematic literature review is the most appropriate method to address the research questions 

because it allows us to: 

a) Understand and explain the current situation of digital forensics in law enforcement. 

b) Acknowledge the success factors and challenges faced in digital forensics in law 

enforcement. 

c) Identify digital forensic challenges that deserve more attention. 

The method followed in this systematic literature review is based on the guidelines 

provided by Kitchenham and Charters (2007) (3-phase method), and Fink (2019) (9 steps) which 

are represented in Figure 2.  

 
Figure 2. SLR Methodology (based on Kitchenham and Charters (2007, p. 6) and Fink (2019, p. 4)) 

Some of the phases and steps proposed by the authors correspond to different sections of 

this report. However, the focus of this section is the selection of the bibliographic databases 



 

9 

 

(step 2), the search terms (step 3), and the primary studies (steps 4 and 5). These steps are 

presented with enough details to facilitate their reproducibility.  

4.1.1 Bibliographic Databases 

To select bibliographic resources relevant to the area, recommendations from recognized 

authors have been regarded. Brereton et al. (2007) identify IEEE Xplore and Science Direct as 

two electronic sources of relevance to software engineers. Kitchenham and Charters (2007) 

recommend considering Scopus due to its extensive database of abstracts and citations. Fink 

(2019) states that Web of Science is a multidisciplinary database that indexes relevant journals 

across disciplines. Additionally, Taylor & Francis was also considered due to the high number of 

publications related to digital forensics in law enforcement found in an exploratory pilot search, 

while evaluating the efficiency of some tentative search terms.  

The inclusion of a variety of databases intends to cover a broader searching, supplying more 

relevant studies. The five bibliographic databases chosen as sources for this systematic literature 

review are summarized in Table 1. 

Table 1. Nominated Databases 

Source URL 

IEEE Xplore https://www.ieeexplore.ieee.org 

ScienceDirect https://www.sciencedirect.com 

Web of Science https://www.webofknowledge.com 

Scopus https://www.scopus.com 

Taylor & Francis https://www.tandfonline.com/ 

 

Moreover, Fink (2019) and Higgins et al. (2019) stress the importance of the inclusion and 

exclusion criteria. Those criteria must be based on the research questions and are intended to 

help to narrow the number of primary studies. To reduce the scope of the work as well as focus 

on recent studies, one inclusion criteria is to consider the publication date in the range from 

2015 to 2021, others are to include only peer-reviewed conference papers and journal articles 

in English. The risk of getting duplicate studies is also considered and addressed as part of the 

exclusion criteria. The inclusion and exclusion criteria defined for this work are summarized in 

Table 2. 

Table 2. Inclusion and Exclusion Criteria 

Inclusion Criteria Type 

Studies that discuss success factors or challenges of digital 

forensics in law enforcement 

Content 

Published from 2015 to 2021 Publication date 

Conference papers and journal articles Research design 

Peer-reviewed Content 

English Publication language 

Exclusion Criteria Type 

Do not fulfil all the inclusion criteria Content, publication, research design 

Duplicates (appear in more than one database) Content 

Cannot be accessed (require additional login) Publication access 

4.1.2 Search Terms 

The primary source to construct the search strings for automated searches is the research 

questions (Brereton et al., 2007). The following steps are recommended by Jesson et al. (2011) 

to define the search terms: 
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1. Select the most relevant words from the research question 

2. Find synonyms and related words, as well as broader terms  

3. Find keywords and subject terms from the databases and browsing subject terms 

Kitchenham and Charters (2007) recommend framing search terms by classifying them into 

distinct groups, where each group holds similar terms that are part of the question elements. In 

this case, four groups were formed. When possible, wildcards are used, and the words within 

the same group are combined using the Boolean operator OR, as follows: 

Group A: “digital forensic*” OR “computer forensic*” 

Group B: “law enforcement” OR “court of law”  

Group C: success OR progress OR opportunit* OR improvement*  

Group D: challenge* OR problem* OR issue* OR failure* 

Moreover, the Boolean operator AND is used to combine the groups. As a result, the base 

search query is as follows: 

(digital OR computer) AND forensic* AND law AND (success OR progress OR opportunit* OR 

improvement*) AND (challenge* OR problem* OR issue* OR failure*) 

The search process is based on the application of the search query into electronic 

databases. This process was executed by applying an automated search to conferences 

proceedings and journal papers from 2015 to 2021. Brereton et al. (2007) stress that software 

engineering search engines are not prepared to support systematic literature reviews. Since 

different electronic sources supply different functionalities, minor adjustments to the base 

search query are needed. When possible, advanced searches are used. 

4.1.3 Study Selection 

Fink (2019) proposes two main tasks to continue with the study selection. A practical selection 

of studies based on the application of the inclusion and exclusion criteria (considering type or 

category of the publication, date of publication, funding source, publication language, and 

study’s content), and a methodological selection to identify the most relevant studies.  

The steps to select the primary studies are as follows: 

1. Apply the search query to each one of the chosen bibliographic databases 

2. Store and organize the candidate studies using a reference management software 

3. Apply a first scanning to exclude studies based on titles and keywords 

4. Apply another scanning to exclude duplicate studies 

5. Apply a third scanning to exclude studies based on their content 

As a complement to the selection of primary studies, Wohlin (2014) suggests the use of 

snowballing searching. This searching technique uses the reference list or the citations from 

published studies as input to find more publications relevant to the research. In more details, 

backward searching uses the reference list from previously selected primary studies, while 

forward searching or forward snowballing use the citations. In this case and due to time 

constraints, only backward searching is considered. 

The backward searching starts with the compilation of references from the already selected 

primary studies. The previously defined inclusion and exclusion criteria also apply in this case. 

The candidate studies found after the backward searching must be contrasted with the 

preliminary group of primary studies to exclude duplicates. The final group of primary studies is 
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composed of the studies found during the study selection process and the studies chosen from 

the backward searching.  

4.2 Thematic Analysis 

The primary studies are analyzed using thematic coding. According to Braun and Clarke (2006), 

this is a flexible method to evaluate qualitative data. The process starts with the repeated 

reading of the primary studies and continues with looking for patterns related to success factors 

and challenges in digital forensics. During this stage, it is necessary to take notes that can later 

be used for coding. After having an overall knowledge about the content of the data, the next 

step is to assign initial codes that are going to aid in the definition of themes.  

The coding themes are classified into two groups, one for success factors and the other for 

challenges. Depending on the preliminary results, subcategories can also be defined. Once the 

themes are defined, the extracts corresponding to the themes must be revised to verify 

coherence, and if required, redefine the themes and re-code as well. An assessment for each 

theme is conducted. To ease the understanding of the analysis, the content of the themes needs 

to be described, and themes with similarities can be grouped. 

Once the analysis from the primary studies is completed, the findings are to be used in the 

design of the survey. The findings from the systematic literature review and the survey are 

planned to be integrated to achieve confirmation and completeness. For confirmation purposes, 

the findings from the systematic literature review are going to be counterbalanced with the ones 

from the survey. While for completeness purposes, the survey is going to add an in-depth 

understanding of the topic. 

4.3 Survey 

Following the approach from Brereton et al. (2007), the scope of this work is extended to include 

the analysis of a survey to be answered by digital forensic practitioners from the Swedish Police.  

4.3.1 Purpose 

Wohlin et al. (2012) state that a survey can be descriptive, explanatory, or explorative. This study 

considers the use of an explorative survey to support the findings from the systematic literature 

review by assuring that important themes are not neglected. The aim is to use the information 

gathered from the survey to reinforce and improve the outcomes from the systematic literature 

review by supplying new insights based on the opinions of digital forensic practitioners. 

4.3.2 Sample 

The population considered for this survey is composed of about two hundred digital forensic 

practitioners belonging to the Swedish Police. To calculate the size of a representative sample 

(�) to describe qualitative variables in a finite population, the following formula can be used 

(Miot, 2011): 

 
� =  

��� ��1 − ��

��

1 +
��� ��1 − ��

�� � �

 
(1) 

where:  � is the desired confidence degree 

� is the proportion of favorable results of the variable (standard deviation) 

� is the standard error 

� is the population size 
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In this case: � = 1.96 (at 95% of confidence level), � = 0.5, � = 0.05, and � = 200. Replacing the 

values in the formula to calculate �: 

� =

1.96�� �0.5��1 − 0.5�

0.05�

1 +
1.96�� �0.5��1 − 0.5�

0.05�� 200

 

� = 131.52 

� ≅ 132 

It is desired to get the participation of a representative number of respondents to be able 

to generalize the results to the population of digital forensic practitioners from the Swedish 

Police. However, the participation in the survey is voluntary and anonymous which make it 

difficult for the author to ensure representativeness with a sample of at least 132 respondents.  

4.3.3 Data Collection 

The data collection is planned to be performed by using a questionnaire with multiple-choice 

and open-ended questions formulated based on the findings from the systematic literature 

review. Some questions gather basic information about the respondents (role and years of 

experience in the domain). Other questions are based on a predefined list of success factors 

constructed with the outcomes from the systematic literature review. In the multiple-choice 

question, the respondents have to select the three most relevant success factors from a list. In 

the open-ended question, the respondents can point out other success factors that they 

consider important but are not necessarily specified in the list. A similar approach is followed 

with the questions that gather information about the challenges in the domain.  

To avoid potential problems concerning the reliability and validity of the responses, the 

recommendation from Bujra (2006) to use local languages in written and verbal communication 

was followed, and the survey originality created by the author in English, was translated to 

Swedish by the supervisor of this work. The questionnaire included brief instructions on how to 

answer the questions and a description of the purpose of the survey. It was delivered in an 

electronic format via a Google Form link. For details about the content of the questionnaire, 

refer to Appendix - Survey.  

4.4 Validity Threats 

The validity of a study must be considered from the beginning and in every step of the research 

process. Wohlin et al. (2012, p. 68) provide a classification of validity and also state that: “The 

validity of a study denotes the trustworthiness of the results, and to what extent the results are 

true and not biased (…)”. The types of validity and the measures followed in this study are as 

follows: 

Construct validity, which is related to the ability of a study to supply answers to the research 

questions. In the case of this study, the main threat to construct validity is an inappropriate 

choice of primary studies. To minimize this risk, the most representative bibliographic databases 

have been selected as sources. Moreover, to complement the selection of primary studies, 

backward searching is also considered. 

Internal validity, which applies in the case of the analysis of causal relations. Concerning the 

systematic literature review, this threat is neglected to affect the outcome of this work because 

categorizing challenges and success factors in digital forensics should be a straightforward 

process. Additionally, the internal validity of a survey is related to how representative its sample 
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can be. In this case and since the survey to digital forensics from the Swedish Police is voluntary, 

a threat to internal validity is the inability to assure a representative sample. 

External validity, in a systematic literature review, external validity is influenced by the type of 

the review process, publication type, and publication date of the primary studies (Jesson et al., 

2011). To minimize the threats to external validity, these variables have been addressed when 

defining the inclusion and exclusion criteria. On the other hand, the external validity of a survey 

relies on the ability to generalize its results to other cases, for instance, other places. Since the 

survey is planned to be held only in Sweden, its external validity is limited. 

Reliability, which refers to the reproducibility of the review process based on a documented 

search process, extraction, coding, and analysis (Paré & Kitsiou, 2017). In this case, all the steps 

followed during the systematic literature review are described and appropriately documented, 

which allows the readers to reproduce the process. The reliability of the survey depends on the 

representativeness of the sample. 

4.5 Ethical Considerations 

The integrity of the research is ensured by addressing and following ethical considerations (Israel 

& Hay, 2006). During a research process, ethical issues can arise from different perspectives. The 

ethical considerations are related to the topic, the method, and the results. First, this topic is 

developed based on publicly available information. Concerning the methods applied in this 

study, they are based on guidelines from recognized authors and are widely accepted in the 

research community. Finally, the results from the systematic literature review are obtained after 

the careful application of a scientific method. The followed process aims to support the selection 

of primary studies that can supply answers to the research questions. The survey, on the other 

hand, is intended to complemented and validated the findings from the systematic literature 

review by providing an in-depth perspective from digital forensic practitioners, however, the 

survey must grant anonymity to the responders due to their affiliation to law enforcement 

(Swedish Police). 
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5 Results and Analysis 

This section summarizes the results and analysis from both the systematic literature review and 

the survey. 

5.1 Systematic Literature Review 

This systematic literature review followed the steps and recommendations provided by 

Kitchenham and Charters (2007), and Fink (2019). The following subsections describe the 

method with sufficient details for the readers to reproduce the process and the results.  

5.1.1 Search Process 

The base search query including Boolean operators and wildcards is as follows:  

(digital OR computer) AND forensic* AND law AND (success OR progress OR opportunit* OR 

improvement*) AND (challenge* OR problem* OR issue* OR failure*) 

The search was applied to conferences proceedings and journal papers from 2015 to 2021. 

Since different electronic sources supply different functionalities, and considering that Brereton 

et al. (2007) stress that software engineering search engines are not prepared to support 

systematic literature reviews; minor adjustments to the base search query are needed. When 

possible, advanced searches are used. Details about the execution of the search query and the 

application of the inclusion and exclusion criteria in each database are as follow: 

IEEE Xplore 

The base search query was slightly changed as follow: 

(digital forensic* OR computer forensic*) AND law* AND (success* OR progress* OR opportunit* 

OR improvement*) AND (challenge* OR problem* OR issue* OR failure*) 

The search was refined considering “Filters applied: Conferences, Journals, 2015-2021”, and an 

“Advanced Search” to “Document Title, Abstract, and Author Keywords” was applied as follows: 

("All Metadata":digital forensic* OR "All Metadata":computer forensic*) AND ("All 

Metadata":success* OR "All Metadata":progress* OR "All Metadata":opportunit* OR "All 

Metadata":improvement*) AND ("All Metadata":challenge* OR "All Metadata":problem* OR 

"All Metadata":issue* OR "All Metadata":failure*) AND ("All Metadata":law*) 

ScienceDirect 

The base search script needed adjustments because ScienceDirect allows the use of a maximum 

of eight Boolean operators and does not support wildcards (*). The “Basic search” applied to: 

“Find articles with these terms” is as follows: 

digital AND forensic AND law AND (success OR progress OR opportunity) AND (challenge OR 

problem OR issue) 

Using the functionality “Refine by:”, the search was filtered to consider “Article type” = “Review 

articles”, “Research articles”; “Years” = “custom range 2015-2021”; and “Access type” = ”Open 

access”, “Open archive”. 

Web of Science 

A “Basic Search” applied to the “Topic” (which searches title, abstract, author keywords, and 

Keywords Plus) is as follows: 

((digital* OR computer*) AND forensic* AND law* AND (success* OR progress* OR opportunit* 

OR improvement*) AND (challenge* OR problem* OR issue* OR failure*)) 

The query was refined by filtering “Time span” = “2015-2021”, “Document Types” = “ARTICLE”, 

“PROCEEDINGS PAPER”, and “Languages” = “ENGLISH”. 
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Scopus 

An “Advanced document search” was applied to: “Article title (TITLE), Abstract (ABS), keywords 

(KEY)”; and refined by “Source type” = “Conference Proceeding” (p), “Journal” (j); and 

“Language” = “English”. The search query is as follows: 

TITLE-ABS-

KEY ( ( digital*  OR  computer* )  AND  forensic*  AND  law*  AND  ( success*  OR  progress*  OR

  opportunit*  OR  improvement* )  AND  ( challenge*  OR  problem*  OR  issue*  OR  failure* ) 

)  AND  PUBYEAR  >  2014  AND  PUBYEAR  <  2022  AND  ( LIMIT-

TO ( SRCTYPE ,  "p" )  OR  LIMIT-TO ( SRCTYPE ,  "j" ) )  AND  ( LIMIT-

TO ( LANGUAGE ,  "English" ) ) 

Taylor & Francis 

The original search query was slightly changed and used for “A basic search for all documents 

that contain”: 

(digital* forensic* OR computer* forensic*) AND law* AND (success* OR progress* OR 

opportunit* OR improvement*) AND (challenge* OR problem* OR issue* OR failure*) 

The search was refined by: “Access Type” = “Only show content I have full access to”, and 

“Publication date” = “Choose date range: From 2015 To: 2021”.  

5.1.2 Study Selection Process 

The steps to select the primary studies are summarized as follows: 

1. The automated search query was applied to all the selected databases on February 23rd 

2021, and it supplied a total of 1,428 candidate studies. 

2. After a first scanning based on titles and keywords, full copies of 71 remaining studies were 

obtained and organized. 

3. After a second scanning based on the inclusion and exclusion criteria (Table 2), the number 

of selected candidate studies was narrowed to 60. 

4. After reading the content from the 60 studies, 22 studies were chosen as primary ones. 

The details corresponding to the execution of steps 1 to 4 are presented in Table 3. 

Table 3. Steps for the Selection of Studies using Automated Search 

 

Source 

 

 

Candidate 

Studies 

Selection Based on: 

Title/Keywords Inclusion/Exclusion 

Criteria 

Content 

IEEE Xplore 1025            04   3   2 

ScienceDirect 0170 20 20   6 

Web of Science 1029 10   3   0 

Scopus 1044 10   7   4 

Taylor & Francis 1,160 27 27 10 

Total 1,428 71 60 22 

5. The backward searching applied to the preliminary group of 22 primary studies supplied 

1,137 more candidate studies. 

6. After a first scanning based on titles and keywords, only 30 studies were considered relevant 

to the topic, and full copies were obtained. 

7. After a second scanning based on the inclusion and exclusion criteria, 18 studies were 

chosen for the next step. 

8. After reading the contents of those studies, only 6 studies remained as primary ones. 

The results corresponding to steps 5 to 8 are summarized in Table 4. 
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Table 4. Steps for the Selection of Studies using Backward Searching 

 

Source 

 

 

Candidate 

Studies 

Selection Based on: 

Title/Keywords Inclusion/Exclusion 

Criteria 

Content 

Backward searching 1,137 30 18 6 

The studies were stored and organized using the reference management software Zotero. 

Figure 3 illustrates the work environment in Zotero. To the left, the library with six subcollections 

(one for each electronic database, and one for backward searching) and some tags. In the 

middle, it shows the primary studies organized by the creator (author). To the right, useful 

information about each study is presented, like the date of publication, DOI, and accessed date 

(the date the studies were added to this library).  

 

Figure 3. Work Environment from the Reference Management Software Zotero (author’s own) 

To ease the analysis and discussion of the results, a unique identifier (from A1 to A28) was 

assigned to each primary study. To distribute these identifications, the studies were organized 

in alphabetic order based on the authors’ last names. The list of twenty-eight primary studies is 

presented in Table 5. 

Table 5. List of Primary Studies 

Id Author(s) and year Title Publication Type 

A1 Amann, P., & James, J. I. (2015) Designing robustness and resilience in digital 

investigation laboratories 

Journal Article 

A2 Arshad, H., Jantan, A. B., & 

Abiodun, O. I. (2018) 

Digital Forensics: Review of Issues in Scientific 

Validation of Digital Evidence 

Journal Article 

A3 Casey, E. (2019) The chequered past and risky future of digital 

forensics 

Journal Article 

A4 Christou, G. (2018) The challenges of cybercrime governance in 

the European Union 

Journal Article 
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Id Author(s) and year Title Publication Type 

A5 Dlamini, S., & Mbambo, C. (2019) Understanding policing of cybe-rcrime [sic] in 

South Africa: The phenomena, challenges and 

effective responses 

Journal Article 

A6 Du, X., Le-Khac, N.-A., & Scanlon, 

M. (2017) 

Evaluation of Digital Forensic Process Models 

with Respect to Digital Forensics as a Service 

Conference 

Paper 

A7 Harichandran, V. S., Breitinger, F., 

Baggili, I., & Marrington, A. (2016) 

A cyber forensics needs analysis survey: 

Revisiting the domain’s needs a decade later 

Journal Article 

A8 Harkin, D., Whelan, C., & Chang, L. 

(2018) 

The challenges facing specialist police cyber-

crime units: An empirical analysis 

Journal Article 

A9 Henseler, H., & van Loenhout, S. 

(2018) 

Educating judges, prosecutors and lawyers in 

the use of digital forensic experts 

Journal Article 

A10 Jordaan, J., & Bradshaw, K. (2015) The current state of digital forensic 

practitioners in South Africa. 

Conference 

Paper 

A11 Kanta, A., Coisel, I., & Scanlon, M. 

(2020) 

A survey exploring open source Intelligence 

for smarter password cracking 

Journal Article 

A12 Karie, N. M., & Venter, H. S. (2015) Taxonomy of Challenges for Digital Forensics Journal Article 

A13 Kebande, V. R., & Ray, I. (2016) A Generic Digital Forensic Investigation 

Framework for Internet of Things (IoT) 

Conference 

Paper 

A14 Kebande, Victor R., & Venter, H. S. 

(2018) 

On digital forensic readiness in the cloud using 

a distributed agent-based solution: Issues and 

challenges 

Journal Article 

A15 Lanier, M. M., & Cooper, A. T. 

(2016) 

From papyrus to cyber: How technology has 

directed law enforcement policy and practice 

Journal Article 

A16 Lillis, D., Becker, B. A., O’Sullivan, 

T., & Scanlon, M. (2016) 

CURRENT CHALLENGES AND FUTURE 

RESEARCH AREAS FOR DIGITAL FORENSIC 

INVESTIGATION 

Conference 

Paper 

A17 Luciano, L., Baggili, I., Topor, M., 

Casey, P., & Breitinger, F. (2018) 

Digital Forensics in the Next Five Years Conference 

Paper 

A18 Montasari, R., & Hill, R. (2019) Next-Generation Digital Forensics: Challenges 

and Future Paradigms 

Conference 

Paper 

A19 Morgan, R., & Benson, S. (2018) Australasian Forensic Science Summit 2016: 

Future technology and research towards 2030 

Journal Article 

A20 Morgan, R. M., & Levin, E. A. (2019) A crisis for the future of forensic science: 

Lessons from the UK of the importance of 

epistemology for funding research and 

development 

Journal Article 

A21 Omeleze, S., & Venter, H. S. (2019) Digital forensic application requirements 

specification process 

Journal Article 

A22 Page, H., Horsman, G., Sarna, A., & 

Foster, J. (2019) 

A review of quality procedures in the UK 

forensic sciences: What can the field of digital 

forensics learn? 

Journal Article 

A23 Rappert, B., Wheat, H., & Wilson-

Kovacs, D. (2021) 

Rationing bytes: Managing demand for digital 

forensic examinations 

Journal Article 



 

18 

 

Id Author(s) and year Title Publication Type 

A24 Reedy, P. (2020) Interpol review of digital evidence 2016—

2019 

Journal Article 

A25 Sunde, N., & Dror, I. E. (2019) Cognitive and human factors in digital 

forensics: Problems, challenges, and the way 

forward 

Journal Article 

A26 van Beek, H. M. A., van den Bos, J., 

Boztas, A., van Eijk, E. J., Schramp, 

R., & Ugen, M. (2020) 

Digital forensics as a service: Stepping up the 

game 

Journal Article 

A27 Vincze, E. A. (2016) Challenges in digital forensics Journal Article 

A28 Waziri, I., & Sitarz, R. (2015) Cyber forensics: The need for an official 

governing body 

Conference 

Paper 

5.2 Thematic Coding 

The primary studies were subjected to a thematic analysis following the procedure presented 

by Braun and Clark (2006). The studies were read several times, and information relevant to the 

aim of the study was found and extracted. Those extracts were later classified based on the 

answers provided to the research questions. Qualitative codes were assigned, and similar codes 

were grouped to form themes. This process was followed to find both the success factors and 

the challenges in separate stages. 

Once the preliminary list of success factors was ready, the next step was to evaluate which 

codes should be kept and which could be merged or regrouped. It is important to mention that 

the list of success factors is not intended to be an exhaustive list, but a reflection of the success 

factors considered by the authors of the primary studies. Moreover, since the list of success 

factors did not happen to be as extensive as the one for challenges, it was not needed to consider 

categories to classify the success factors. 

About the challenges, the content of the selected primary studies shows that the challenges 

in digital forensics are a major concern in the research community, which is reflected not only 

in the greater number of studies focused on challenges but the extension of the discussion 

dedicated to them. Twenty studies out of twenty-eight focus on challenges as their main topic 

and include some discussion about success factors. Six studies out of twenty-eight discuss only 

challenges, and two studies present only success factors.  

Moreover, the extensive list of challenges compiled from the analysis required a 

classification into categories. Only five studies (A11, A12, A14, A18, and A27) out of the twenty-

six that focused on challenges supplied some type of categorization. Those categorizations were 

used as a baseline to formulate seven categories that are used to present the analysis of the 

challenges. These seven categories are not intended to be exhaustive and could be extended or 

updated. Besides, due to the nature of certain challenges, it can be possible to classify some of 

them into more than one category. In that case, and to avoid duplication of information, such a 

challenge is placed only into one category that suits it better. Additionally, some challenges that 

turned out not to be straightforward to categorize were located into the category “other 

challenges”. 

The themes mapped into success factors and challenges in digital forensics for law 

enforcement are presented in the following sections. 
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5.2.1 Finding 1: Success Factors in Digital Forensics for Law Enforcement 

From the analysis of the primary studies, twelve success factors were identified. Some of the 

primary studies discuss more than one success factor. The twelve success factors and some 

references to specific studies are as follows: 

1. ‘Cooperation and knowledge exchange’ is acknowledged as a success factor, particularly in 

the form of active national workshops to “reassess the community’s accomplishment 

towards improving the state of the art in the field” (A17, pp. 12). Another example was the 

educational experience of university students from Norway and the USA who co-created 

and analyzed digital forensic data (A24). However, several studies also agree that more 

needs to be done in terms of cooperation. 

2. ‘Digital Forensic as a Service (DFaaS) supporting investigations’ is considered beneficial due 

to the possibility of saving costs and freeing up forensic and law enforcement personal to 

focus on their caseload (A6). 

3. ‘Cloud systems dealing with a large volume of evidence’ through distributed parallelization 

represent a success factor in the field (A6, pp. 7). 

4. ‘Best practices applied to domain’ is a key factor. Some examples to highlight are the Best 

Practice Manual (BPM) prepared by the European Network of Forensic Science Institutes 

(ENFSI) in 2015, and the active roles of both the Scientific Working Group on Digital Evidence 

(SWGDE) and the NIST (A9). 

5. ‘Novel solutions supporting the domain in storing, exchanging, and facilitating access to 

information and tools’ are already assisting law enforcement agencies (A11). 

6. ‘Digital information used as digital evidence’ supports investigators in tracking transactions, 

messages, and diverse digital media (A2). 

7. ‘Triage process saving time for practitioners’ is also considered beneficial for the specialists 

who attend crime scenes (A24). 

8. ‘Training opportunities for law enforcement officers’ are supported by organizations like the 

National White Collar Crime Center (NW3C) offering training at no cost, and the Consortium 

of Digital Forensic Specialists dedicated to improving digital forensics as a profession (A27). 

9. ‘Professional satisfaction working in the domain’ is highlighted from the results of research 

applied in a case study in Australia (A8). 

10. ‘Criteria of competence for digital forensic practitioners’ have been developed in both 

international standard bodies and digital forensics standards bodies (A10). 

11. ‘IoT-connected devices as digital evidence’ supply many benefits to digital forensics, 

however, privacy challenges are acknowledged (A18). 

12. ‘Government initiatives to support the domain’, like the one promoted by the United 

Kingdom’s Minister for Policing and Fire services appealing for a collaborative review of the 

quality and sustainability of forensic science service provision (A24). 

The success factors and the primary studies that cover them are summarized in Table 6. 

Minor adjustments to the description of some challenges have been made to improve the visual 

presentation of the results. 

Table 6. Success Factors in Digital Forensics by Studies 

 Topic Studies 

1 Cooperation and knowledge exchange A1, A3, A4, A9, A17, A19, A24, A25, A26 

2 DFaaS supporting investigations A2, A6, A16, A18, A23, A26 

3 Cloud systems dealing with large volume of 

evidence 

A6, A11, A12, A14 

4 Best practices applied to the domain A1, A6, A9, A16 
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 Topic Studies 

5 Novel solutions supporting the domain A2, A6, A11, A15 

6 Digital information used as digital evidence A2, A15 

7 Triage process saving time from specialists A23, A24 

8 Training opportunities for law enforcement officers A24, A27 

9 Professional satisfaction working in the domain A8 

10 Criteria of competence for practitioners A10 

11 IoT devices as digital evidence A18 

12 Government initiatives to support the domain A24 

Total number of studies 22 

Figure 4 illustrates the success factors and the corresponding primary studies in a linear 

dendrogram. The size of the spheres representing each success factor is proportional to the 

number of studies dedicated to it.  

 

Figure 4. Representation of the Success Factors (author’s own) 

5.2.2 Finding 2: Challenges in Digital Forensics for Law Enforcement  

From the analysis of the primary studies, seven categories of challenges were identified, and are 

as follows: 

A. Resource-related challenges: This category considers the assets the organizations require 

for their normal operations, including the personnel as a key asset. 

B. Technical challenges: This includes the challenges caused by new devices, software, tools, 

protocols, or any technological solution. Technical challenges have a broad coverage due to 
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the growing number of seized devices, increasing data storage, and the complexity of 

environments like cloud systems (A11, A14).  

C. Organizational challenges: Those challenges are related to institutions, their internal 

structure, their management, and their interaction with others. 

D. Legal challenges: Related to issues that are originated in the legal system, court of law, 

prosecutions, and the admissibility of digital evidence (A11). 

E. Operational challenges: Those are the ones faced by the organizations while executing their 

duties, especially in incident detection, response, and prevention (A12, A27). 

F. Human-related challenges: Challenges specifically targeting the human factor. They include 

issues related to unintentional outcomes like errors or biases introduced into the digital 

forensic process due to human iteration (A22, A25). 

G. Other challenges: This category holds challenges not included in previous categories. 

Some primary studies discuss more than one challenge. The challenges classified into the 

seven categories and the primary studies that cover them are presented in Table 7.  

Table 7. Challenges in Digital Forensics by Categories and Studies 

 Topic Studies 

A Resource-related challenges 
1 Lack of formal training/continuous 

education  

A1, A7, A10, A11, A12, A17, A19, A22, A23, A24, 

A25, A27 

2 Insufficient qualified staff A1, A4, A7, A8, A10, A11, A12, A23, A27 

3 Lack of funding A1, A7, A8, A15, A17, A20, A27 

4 Inefficient knowledge management A1, A2, A3, A12, A19, A24 

5 Absence of accreditation/regulation of the 

profession 

A10, A17, A22, A27, A28 

6 Limited access to latest technology A11, A12, A15, A23 

7 Limited information sharing A4, A17 

8 Unavailability of datasets for testing A17, A24 

9 Talent drain A1 

B Technical challenges 

1 Complexity of cloud computing A2, A6, A7, A11, A12, A14, A16, A17, A18, A24, A27 

2 Heterogeneity of tools, methods, and data 

sources 

A2, A7, A10, A12, A16, A17, A18, A23, A24, A27 

3 Use of encryption A2, A7, A11, A12, A14, A17, A18, A27 

4 Elevated use of IoT devices A2, A6, A11, A13, A16, A17, A18, A24 

5 Complexity in volume and distribution of 

evidence  

A3, A6, A12, A16, A17, A18, A23, A27 

6 Availability of anti-forensic techniques A2, A12, A16, A18, A24 

7 Lack of validation of tools A17, A20, A21 

8 Need for improvement of open-source tools A7, A27 

9 Unrestrained use of drones A15, A24 

10 Use of cryptocurrency A24 

C Organizational challenges 

1 Lack of standardization/best practices A1, A2, A12, A13, A14 

2 Insufficient quality management A3, A10, A22, A23, A24 

3 Inconsistent cooperation A4, A5 

4 Lack of awareness in cyber-crimes A5, A15 

5 Lack of collaboration A17, A18 
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 Topic Studies 

6 Incongruences between organizations and 

policies 

A17 

D Legal challenges 
1 Different jurisdictions A1, A3, A4, A11, A12, A14, A16, A18, A24 

2 Difficulties in attribution of crimes A1, A3, A4, A14, A18, A24, A27 

3 Invasion of privacy A2, A3, A7, A17, A27, A28 

4 Complexity of legal processes and systems A2, A12, A24, A28 

5 Inadmissibility of digital evidence  A11, A12 

E Operational challenges 
1 Demanding workload/backlog A8, A18, A23, A27 

2 Inappropriate evidence management A1, A4, A12 

3 Unsuitable chain of custody A1, A18, A23 

4 Difficulties in data acquisition A12, A16, A27 

5 Lack of scientific validation A2, A24 

6  Insufficient timeframes for analysis A19, A24 

7 Issues in seizure of digital evidence  A23, A27 

8 Irreproducibility of examinations A21, A24 

9 Use of different terminology A24 

F Human-related challenges 
1 Human errors and biases A3, A22, A24, A25, A28 

2 Interpretative errors A3, A24 

3 Deficiencies in explicability A3 

4 Issues understanding digital examinations A23 

G Other challenges 
1 Renewed trends in crime A1, A12, A15, A16, A23 

2 Lack of trust in the digital forensic process A2 

3 Ethical issues A12 

Total number of studies 26 

 

The challenges and their classification into categories are illustrated in a linear dendrogram 

in Figure 5. The size of the spheres representing the challenges is proportional to the number of 

studies that are dedicated to them. Following each challenge, there is a number in parenthesis 

that corresponds to the number of primary studies dedicated to that challenge.  
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Figure 5. Representation of the Challenges (author’s own) 

5.3 Survey 

The survey was designed based on the findings from the systematic literature review. The 

questions to be used in the survey were created by the author and translated to Swedish by the 

supervisor of this thesis. The Swedish version was distributed to the population of digital 

forensic practitioners from the Swedish Police (about two hundred potential respondents) via a 

Google Form link on May 17th 2021. Their participation in the survey is voluntary and anonymity 

is granted. Besides, there are no questions that could be used to find out the identity of the 

respondents. At the time of this writing, the survey is still open, and so far, sixteen respondents 

completed the survey. The number of respondents corresponds to 8% of the population which 

is not a representative sample.  

It is important to emphasize that the following statistics are based on the answers from 

those sixteen respondents, and they do not necessarily represent the views and opinions of all 
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the digital forensic practitioners from the Swedish Police. However, the results from the survey 

are useful to contrast the findings from the systematic literature review. 

To report the results from the open questions, a pseudonym was assigned to the 

respondents based on the order they completed the survey, from Respondent 1 to Respondent 

16. The analysis of the results is as follows: 

i. Concerning success factors in digital forensics for law enforcement (question 3), a list of 

success factors identified during the systematic literature review was provided to the 

respondents, and they were asked to choose the three most relevant. The success factors 

chosen by the respondents are as follows: 

- ‘Novel solutions supporting the domain’    was chosen by 11 respondents 

- ‘Cooperation and knowledge exchange’    was chosen by 9 respondents. 

- ‘Professional satisfaction working in the domain’     was chosen by 9 respondents. 

Each of the remaining success factors was chosen by one to seven respondents, which 

means that none of the success factors listed in the survey was neglected by the 

respondents. 

Moreover, some respondents supplied some success factors that they considered were not 

included in the list (question 4), for example: 

- Respondent 5: “Good dialog with investigators and prosecutors. Legal support to access 

the cloud.” 

- Respondent 12: “Humility between digital forensic practitioners should be encouraged. 

One should be able to ask any question.” 

- Respondent 16: “Legislation in Sweden and international cooperation.” 

ii. Concerning challenges in digital forensics for law enforcement (question 5), a list of 

challenges found during the systematic literature review was provided to the respondents, 

and they were asked to choose the three most relevant. The challenges chosen by the 

respondents are as follows: 

- ‘Legal barriers imposed on criminal investigations’     chosen by 11 respondents. 

- ‘Limited access to latest technology (software and hardware)’   chosen by 8 

respondents. 

- ‘Demanding workload/backload (too much to do)’    chosen by 7 respondents.  

Four challenges that were not considered relevant for any of the respondents were: 

‘heterogeneity of tools’, ‘lack of standardization/best practices’, ‘ethical issues’, and 

‘renewed trends in crime’. 

When asked about challenges that were not necessarily in the list, but were considered 

relevant, the respondents’ opinions were as follows: 

- Respondent 2: “Political barriers, politicians get involved in things they do not 

understand.” 

- Respondent 3: “Psychological distress due to the exposure to sensitive material.” 

The opinion from Respondent 3 is supported by Sanchez et al. (2019) in their research 

about techniques to reduce the exposure of digital forensic investigators to child sexual 

abuse material. 

- Respondent 5: “A big challenge is that there is not enough staff. Many investigations are 

affected because of that.” 

This argument corresponds to the challenge identified as ‘insufficient qualified staff’, 

considered in the category Resource-related challenges, and supported by nine primary 

studies: A1, A4, A7, A8, A10, A11, A12, A23, and A27 (see Table 7). 

- Respondent 16: “Financial resources to be able to employ the right qualified staff.” 

In general terms, this challenge identified by Respondent 16 is already considered in the 

challenge ‘lack of funding’, included in the category Resource-related challenges; and 

discussed in seven primary studies: A1, A7, A8, A15, A17, A20, and A27 (see Table 7).  
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iii. Concerning other comments about success factors and challenges (question 7), two 

respondents showed concern about training and education as follows: 

- Respondent 5: “Training in legislation for digital forensic practitioners is missing. It 

would be faster and better to investigate if we have a better knowledge about 

legislation...” 

The opinion from Respondent 5 is reflected in the challenge identified as ‘lack of formal 

training/continuous education’ included in the category Resource-related challenges, 

and supported by twelve primary studies (Table 7); especially A17 that emphasizes the 

lack of multidisciplinary approaches in educational programs.  

- Respondent 12: “The approach on how to get knowledge must be extended. There is so 

much free [training] available that is not considered due to a conservative perspective…” 

The opinion from Responder 12 is reinforced by the studies A24 and A27 which consider 

as success factor the ‘training opportunities for law enforcement officers’ (Table 6). 
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6 Discussion 

The rapid progress in technology has changed how people interact, communicate, work, and 

deal with data; and crime is not exempt from taking advantage of technological innovations. 

Criminals are early adopters of technology and have managed to integrate it into their illegal 

activities. Additionally, criminals have redesigned crime into cyber-aided and cybercrimes. On 

the other hand, the diversity, quantity, and complexity of digital sources make it difficult for 

digital forensic practitioners to find digital evidence relevant to criminal investigations. Digital 

forensics is facing a wide variety of challenges, and researchers tend to focus their attention on 

challenges tackle by specific digital forensic disciplines like IoT forensics, cloud forensics, and 

multimedia forensics. Apart from the attention those disciplines deserve, a taxonomy of 

challenges in the field can facilitate addressing solutions where it is more required and suitable, 

as well as orient future work aiming to improve the digital forensic domain. 

This work aimed to identify success factors and challenges in digital forensic for law 

enforcement based on available and published scientific literature. One criterion for the 

selection of primary studies was to include publications corresponding to the last seven years. 

This timeframe is appropriate, considering the dynamic technological environment that 

surrounds the field. The initial plan for this study was to do a systematic literature review and 

interviews with digital forensic practitioners from the Swedish Police. Interviews with 

practitioners could certainly supply an in-depth perspective on the topic. However, due to time 

constraints and certain limitations caused by the social distancing required to combat the 

pandemic, the interviews were replaced by a survey distributed via the Internet.  

Concerning the validity of the research methods, the systematic literature review was done 

by following guidelines and recommendations published by recognized academics. Those 

guidelines are scientifically confirmed and widely applied by the research community. The steps 

followed during the execution of the systematic literature review have been explained and 

documented with enough details to facilitate the reproducibility of the process. To minimize the 

potential impact of search bias, a combination of search terms based on keywords from the 

research questions was arranged and the search for primary studies was also complemented 

with a backward search. Additionally, to avoid database bias; an extensive number of candidate 

studies was gathered from six different electronic databases. On the other hand, the survey that 

targeted the digital forensic practitioners from the Swedish Police did not get a representative 

sample, which affects both the internal and external validities, and the possibility to make any 

generalizations based on its results. Even though the number of respondents to the survey is 

limited and the sample is not statistically representative, the information gathered from the 

answers is a qualitative dataset that adds value to the research by providing some insights from 

the point of view of the respondents who are experts in digital forensics applied to law 

enforcement. Finally, there are no ethical issues that arise from conflicts of interest. 
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7 Conclusions 

The thematic analysis applied to the primary studies has provided valuable information to 

identify the success factors and challenges of digital forensics in law enforcement. Practitioners 

and researchers acknowledge the success factors in the field. However, the main focus of the 

research community is mostly oriented to deal with the challenges in the domain with less 

emphasis on success factors or opportunities, which is evident in both the number of studies 

and the extension of the discussion dedicated to challenges in comparison to success factors.  

About the aim of this work and to the best of our knowledge, there are no similar studies 

dedicated to identifying success factors of digital forensics for law enforcement. However, some 

efforts to supply classifications of challenges in digital forensics have been made by Kanta et al. 

(2020), Karie and Venter (2015), and Reedy (2020). These studies are valuable and were used as 

a baseline to elaborate the taxonomy of challenges in digital forensics for law enforcement 

presented in this work. Moreover, the contribution of this work is to have addressed both topics 

success factors and challenges. 

Regarding the results, the research community tends to focus mostly on two categories of 

challenges: technical and resource-related, with less recurrence in legal, operational, 

organizational, and human-related challenges (in that order). This situation puts in evidence the 

need for more research in organizational and human-related challenges. Additionally, 

researchers and practitioners agree that laws and legal procedures to combat crime do not 

evolve fast enough, and there is room for more research in this area as well. It is worth 

mentioning that two technical areas that seem to capture recurrent attention from researchers 

are the cloud environment and the IoT devices, and the specific challenges that these 

technologies represent for the digital forensic domain. 

Moreover, the results of this work also reveal that challenges identified almost twenty 

years ago by Rogers and Seigfried (2004) and related to education/training and certification, 

data acquisition, tools, legal justice system, and lack of funding are still prevalent in the digital 

forensic domain. 

On the other hand, the survey that targeted the population of digital forensic practitioners 

belonging to the Swedish Police did not get a representative sample, and only sixteen 

respondents out of two hundred completed the questionary. Even though those sixteen 

respondents do not represent the entire population of Swedish digital forensic practitioners, 

their opinions are considered valuable because their perception is based on their work 

experience in the domain. Besides, the outcomes of the survey confirm the findings from the 

systematic literature review and put in evidence gaps between what the research community 

considers relevant to investigate and the needs perceived by digital forensic practitioners. 

Moreover, both researchers and practitioners also agree on the needs for improvements in 

communication, collaboration, and best practices in the domain, among other issues. 

Ethical, Societal, and Scientific Impacts 

Concerning the systematic literature review, this work does not cause any negative ethical 

impact in terms of privacy and confidentiality, because the analysis is based on publicly available 

studies that can be accessed by whoever is interested in the topic of digital forensics in law 

enforcement. Moreover, no personal, sensitive, neither confidential information about the 

authors of the primary studies is exposed. On the other hand, the survey to digital forensic 

practitioners grants anonymity to the responders; and does not disclose any critical or sensitive 

information that could be misused.  
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This work is expected to contribute with a positive societal impact in terms of providing 

reliable knowledge about the state of the art of digital forensics for law enforcement, specifically 

related to the success factor and challenges. Besides, within the framework of the agreement 

between the University of Skövde and the Forensic Department of the Swedish Police from 

Västra Götaland to do research applied to the forensic methodology, the results of this work are 

planned to be shared with representatives from the Swedish Police, extending the target readers 

outside of the academic community. 

This work relies on the scientific evidence from the primary studies that answered the 

research questions proposed in this research. The review process was performed following a 

scientific method that ensures transparency and reproducibility of the results. On the other 

hand, even though the sample reached with the survey is not statistically representative, the 

answers reflect the point of view of sixteen digital forensic practitioners. Finally, the scientific 

impact of this work relies on the possibility to guide future research by pointing out the 

challenging areas that are more relevant for the practitioners (respondents to the survey).  

Future Work 

More work needs to be done in the identification of success factors and opportunities in the 

domain. About the challenges, the outcomes from the survey reflect the need to consider the 

practitioners' opinions when addressing research in the area. 

An area that deserves more attention and investigation is human-related challenges. For 

instance, the psychological distress digital forensics can experience after continuous exposure 

to illicit content (like child sexual abuse) is a topic that has not captured enough attention from 

the researchers. This topic is particularly important because it can be addressed from different 

perspectives, which may require multi-disciplinary approaches. 
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