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Abstract  
The internet growth rapidly increased by the years, and the traffic is increasing daily. The 
management of the network is becoming more and more complexed for humans to handle on 
their own, with that being said a new direction of using Artificial Intelligence (AI) 
technologies is being implemented in the direction of network fault management. In order to 
keep up with the development network, new solutions need to be implemented. Traditional 
network fault management are dependent of system administrators and there is too much 
human error that can happen during operations. That’s why AI is a great tool to be used in 
future network fault management. There are currently many challenges within network fault 
management, and this makes an opportunity for AI to be implemented. The studies shows that 
AI subpart “supervised learning” is the most popular used in network fault management. AI 
have shown that there is potential to tackle problems such as detection, prediction and also 
improve the system as whole.  
 
Keyword: Artificial Intelligence, Network Fault management, Fault management, Detection, 
Prediction, Models, algorithms.  
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1 Introduction 
The Internet over the last few years has scaled up and grown over the limits of manual 
administration, and many errors that usually occur in the network management are human 
errors (Ayoubi et al., 2018). According to (Ayoubi et al., 2018), “This has triggered a shift in 
the design philosophy of network management systems to minimize the role of humans in the 
control loop”.  
 
When people mention AI, many assume it's about robots and machines. According to (A Brief 
Taxonomy of AI - SharperAI, 2018), the term AI is misused because “AI is a victim of its own 
success. The number of people talking about AI outgrows their education on the topic. AI and 
particularly Deep Learning are at the top of Gartner’s Hype Cycle, with misconceptions and 
unrealistic expectations.” I’ll go through a few models and learning techniques that are a part 
of AI. 
 
One of AI’s technologies is predictions, to be able analyse a huge amount of data that is 
generated by network devices such as mobile applications and user behaviours (Taleb, 
Laghrissi and Bensalem, 2020). By using the predictions and analysis of the data, when 
looking into what a user is currently using and what applications, the service providers and 
the management can follow up and know more about what the users wants and needs. This 
makes AI a key to the service providers and network managers because of the usefulness 
information that was gathered. According to (Taleb, Laghrissi and Bensalem, 2020), In order 
“to optimize the delivery of mobile services, it is important to understand where, when, and 
what mobile service users launch over time”. With the understanding of how the mobile 
traffic works by the use of models and predictors of the mobile traffic, the service and the 
delivery of the network can be accordingly customized. According to (Taleb, Laghrissi and 
Bensalem, 2020), “Such study of spatio-temporal characterization of mobile service 
consumption can also help in making a meaningful grouping of users (e.g., grouping users 
that move within the same neighborhood and launch the same set of services at nearly the 
same time).” This is a way of understanding what AI is capable of when it comes to mobile 
networking.  
 
Network management is a broad subject to dive into and understand. This work is more 
focused on readers with some knowledge about what a network is and how to manage it. 
There are different types of management types within the network, such as: Fault 
Management, Configuration Management, Accounting Management, Performance 
Management and Security Management (Ayoubi et al., 2018). This thesis will primarily 
focus on Fault Management. 
 
The purpose of the thesis is to investigate how AI is applied in network fault management, 
and what benefit it would give. The research question this thesis will ask is “how has recent 
AI research been applied in network fault management”.  
The purpose of this thesis is to understand the benefits of using AI to assist with fault 
management. We’ll dive into what problems can be solved within the area of fault 
management and what improvements AI can help with. 
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The following explanation of this thesis: 
 

 In section two will cover some background about network management and Artificial 
Intelligence will be given.  
 

 In section three the problem definition will be explained and with a motivation of why 
this thesis was written and with an aim and purpose.  
 

 In section four the methodology of the study will be explained and applied. The result 
of the method application will also be reviewed.  
 

 In section five the analysis of the research question will be the main focus. 
 

 In section six the result of the gathered information of the research question will be 
divided into three other questions that will focus more on real world applications. 
 

 In section seven will be a conclusion about the whole thesis and explore the future 
direction of what can be improved and what can be studied.  
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2 Background  
This chapter will cover some background information about AI technologies and techniques 
and current network fault management. This is essential to give the reader a general 
understanding of what AI and network fault management look like today. 

2.1 Network Management 

FCAPS “which is a network management framework established by the International 
Organization for Standardization (ISO), (Scarpati, 2018)” defines the different areas of 
network management as: Fault, Configuration, Accounting, Performance and Security. In 
this thesis the focus is going to be on fault management. 
 
Understanding that fault management is one of the five areas of network management, it 
contains two different types: Passive and Active. In order to give an understanding about both 
they are going to be presented below. 
 

 Active: When being active it uses tools, or pings or uses TCP/UDP to check ports, to 
determine the status of the network to determine the status of the network. This 
happens at regular time intervals to keep up with any potential issues in real-time, and 
also sometimes before something becomes a problem. This type of activeness is what 
the author describes as network chatter (Scarpati, 2018). 
  

 Passive: In the passive network fault management systems are mostly monitoring the 
network environments likewise faults or failures that have occurred. This information 
mostly will appear in logs or as Simple Network management protocol (SNMP) traps, 
or from similar sources. According to (Scarpati, 2018) “It's comparable to a person 
who quietly listens until someone calls out for help. While passive fault management is 
more conservative in its resource usage, its drawback is that it may not discover faults 
until it's too late.”  

 
Network fault management follows a lifecycle. According to Scarpati (2018), the five parts of 
this cycle are: 
 

 Fault detection: Detection is where the system discovers a problem that has occurred 
in the service by either being interrupted or the performance has degraded  
 

 Fault Diagnosis and isolation: When the detection finds out what's at fault, diagnose 
the fault and isolate it and understand what source is at fault, and locate where in the 
network topology. There can be several reasons such as power outage or component 
failure  
 

 Event correlation and aggregation: If there is a single fault this can chain cause a 
number of multiple alarms, this makes it harder for the system to know where the root 
problem is and this makes administrators to provide an analysis to find the root 
problem in the system.  
 

 Restoration of service: In the network management restoration of service is when the 
system automatically executes any scripts or programs that is preconfigured to make 
those services up and running without any delays. Mostly to get the system up and 
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running before more delayed work goes to waste. 
  

 Problem resolution: This is where the solution is either corrected, repaired or 
replaced. Where the administrator has to do manual work that is required in order to 
solve it, and get the system to normal.  

 
 
 

 
 Figure 1: The workflow of Network fault management Based on (Scarpati, 2018) (Authors 

own) 
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2.2 Different types of Challenges within Network Fault Management 

Here are a few challenges that Network fault management currently faces that needs a 
solution:  

 One of the primary challenges García et al., (2020) faced was establishing patterns and 
correlations with recurring faults.  

 According to Ji et al., (2021), the network growth will be too complex in the future 
and this will complicate the types of faults generated. 

 According to Ng et al., (2021), a challenge is to harden their cloud environment from 
various faults.   

 According to Gupta et al., (2019), a challenge is going to be to improve detection of 
the main cause of a fault rather than just the symptoms. 

These challenges will be taken into consideration when the research questions have been 
answered and analysed. 

2.3 Artificial Intelligence  

When talking about Artificial Intelligence (AI), It can be self-driving cars, or purchase 
predictions it can also be a virtual personal assistant, speech recognition or any smart home 
devices (Mata et al., 2018). AI is mostly focused on adding knowledge and reasoning to 
existing applications, databases and environments (Mata et al., 2018). 

2.3.1 Different learning Techniques of AI  

To understand AI, it's important to view the different subcategories within AI. One of which 
is the technique called machine learning. According to Ayoubi et al., 2018) “Machine 
learning (ML) is a popular technique for extracting knowledge from data”. This means that it 
can extract the data, understand and learn from it then utilize it and also improve it with 
experience. ML uses different types of algorithms that can be applied to different types of 
problems. “Fundamental to ML is feature extraction, which determines the best 
discriminators for learning and inference” (Ayoubi et al., 2018). The author describes that 
ML is classified into three categories that explain how learning is achieved. These three 
categories will be explained below.  
 
Here are the machine learning subcategories, Supervised, Unsupervised and Reinforce 
learning techniques, after those learning techniques, we are going to dive into different 
models of Deep learning that will give the readers more understanding why AI is a good way 
to use in order to learn.  
 

 Supervised Learning: is labeled data,” where the algorithm will create models that 
take unlabeled data instances as input and map them to their corresponding label. 
This approach is mostly used for resolving classification problems” (Taleb, Laghrissi 
and Bensalem, 2020). 
 

 Unsupervised Learning: “This kind of learning takes unlabeled data, tries to search 
for predominant patterns, and regroups them accordingly. This category is 
appropriate for clustering problems.” (Taleb, Laghrissi and Bensalem, 2020). 
 

 Reinforcement Learning: “This method relies on observations to learn from the 
environment in an iterative fashion, then exploits the acquired knowledge to adopt the 
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correct course of action and reach the goal state.” (Taleb, Laghrissi and Bensalem, 
2020) 
 

Deep Learning: One of the most used in machine learning is called deep learning, by adding 
simpler concepts and then later on combining them to a bit more advanced abstract idea. 
According Fadlullah et al., (2017), “Motivated by this learning technique, researchers have 
devoted a lot of efforts for using many levels of abstraction and processing to solve 
computational problems. Depending on how the deep architectures are intended for use, they 
can be broadly categorized into three types, namely, generative, discriminative, and hybrid 
deep architectures.” It's like a new transformation for every level that was taken and learned 
from by using the features of the performance and this serves as an input to the next level. 
“Since we are interested in deep learning architectures, consider the latter. Each iteration of 
unsupervised feature learning creates a layer of weights to the deep neural network. At the 
final stage, the set of layers comprising the learned weights can be used to initialize a deep 
supervised predictor (e.g., a neural network classifier or a deep generative model like a Deep 
Boltzmann Machine (DBM)“ (Fadlullah et al., 2017). The author also took 5 different 
models where deep learning has a part in the network. These 5 different models will be 
presented below to give the readers a better overview.  
 

 1) Convolutional Neural Networks (CNNs): CNN is a discriminative deep 
architecture, it is quite similar to Artificial neural networking (ANN), reason to be is 
that both consist of neurons, that means both have “learnable (i.e., tunable) weights 
and biases” (Fadlullah et al., 2017). Within the architecture there are hidden layers, 
every hidden layer consists of a set of units that learns called neurons. According to 
Fadlullah et al., (2017) “The neurons of a hidden layer are connected in a fully 
meshed fashion with those of the previous layer. The last fully connected layer is 
referred to as the output layer. Each neuron receiving several inputs takes a weighted 
sum of them, passes it through an activation function, and responds with an output” 
(Fadlullah et al., 2017).  
CNN is a deep architecture that deals with several multi-channelled images as the 
input. The author also describes that for CNN to deal with something this complex 
input, “the CNN consists of several layers of convolutions with nonlinear activation 
functions to compute the output. As a consequence, the CNN comprises localized 
connections whereby each region of the input is connected to a neuron in the output.” 
(Fadlullah et al., 2017). When dealing with the layers it applies different filters, and 
uses them as a combination of the result.  
According to Fadlullah et al., (2017), “Deep CNNs have proved to be quite successful 
in learning task specific features, which have provided much improved results, 
particularly on different computer vision tasks, in contrast with contemporary ML 
techniques. Generally, the CNNs are trained by employing supervised learning 
methods whereby a large number of input-output pairs are essential. However, 
obtaining a substantially large training set has been a key challenge in applying 
CNNs for solving a new task. CNNs work well with unsupervised methods.  
 
 

 2) Recurrent Neural Networks (RNNs) or Long Short-Term Memory Networks 
(LSTMs): It’s used for the data sequence and is a deep generative architecture, that 
means to be capable of production or reproduction. RNN is mostly used with data in 
text and speech. According to Fadlullah et al., (2017), “Despite the potential strength, 
their use was restricted until recently due to the so-called “vanishing gradient” 
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problem. New optimization methods to train generative RNNs that modify stochastic 
gradient descent have appeared in the literature recently”. 
 
 

 3) Stacked Auto-Encoder: This type of auto-encoder refers to ANN as mentioned 
above way of learning how to efficiently coding can be by using a set of data to 
encoding. According to Fadlullah et al., (2017) “The encoded data conveys a 
compressed representation of the data set. In other words, the auto-encoder can be 
exploited to perform data compression or dimensionality reduction. The architecture 
of a typical auto-encoder is as follows. “. This is important because of the numbers of 
smaller hidden layers and this makes the final output layer to. By using the hidden 
layers to encode and set up meanwhile the other outer layer tries to reconstruct what is 
the input layer. By doing this describes the author, this will be a chain of learning, 
meaning that auto-coder will be “used to train another layer of auto-encoder, and so 
forth. The learned weights, via this process, are eventually used to initialize a deep 
neural network (Fadlullah et al., 2017).  
 
 

 4) Deep Boltzmann Machines: The Boltzmann machine (BM) architecture is a 
network binary; their units are called stochastic and they come with “energy” and this 
energy defines the network. BM wasn't good enough and pretty ineffective, but when 
combined with the Restricted Boltzmann Machine (RBM) that “does not permit the 
connections among units on the same layer, which does not permit the connections 
among units on the same layer” (Fadlullah et al., 2017). The author describes that by 
using and stacking up many layers of the hidden units will be efficient for a deeper 
learning strategy. “As each new layer is added the overall generative model of the 
RBM improves significantly. In addition, RBMs offer a popular architecture to carry 
out the pre-training” (Fadlullah et al., 2017). 
 
Here is some additional information provided by the author: 
“In addition, RBMs offer a popular architecture to carry out the pre-training” 
(Fadlullah et al., 2017). “Once the pre-training is completed, the RBMs are unfolded 
to construct a deep network that is fine-tuned by employing the back-propagation 
algorithm. The RBMs stack is also referred to as the Deep Boltzmann machines 
(DBMs) or Deep Belief Networks (DBNs)” (Fadlullah et al., 2017). 
 
 

 5) Deep Reinforcement Learning: as mentioned above, reinforcement learning is 
one of the three learning techniques, but it's a strength of both unsupervised and 
supervised learning methods. According to Fadlullah et al., (2017), “In a 
reinforcement learning method, sparse and time-delayed labels (referred to as 
“rewards”) are used based on which the agent has to learn how to behave in a given 
environment. In other words, reinforcement learning enables an “agent” to learn by 
interacting with its environment. In this manner, the agent continues to build upon its 
experience so as to maximize its long-term rewards”. The author also explains there 
are well known learning techniques in reinforced learning called Q-learning. This is 
used by different networking, functions of learning, also in deep neural network 
architecture. Also there have been “many improvements to the deep Q networks have 
recently been proposed that include Double Q-learning, prioritized experience replay, 
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dueling network architecture, the extension to continuous action space, and so forth.” 
(Fadlullah et al., 2017). 

 
By getting a finished AI taxonomy of what is described, this gives an overview of where they 
belong in the taxonomy tree. According to Fadlullah et al., (2017),”Various Machine 
Learning techniques exploited for solving a myriad of computer science problems. In the 
paper they identify the deep learning techniques as a (Black triangle), (Need to ask for 
permission to use their picture, so I made my own).  
 

 
Figure 2: Taxonomy of Machine learning Based on (Fadlullah et al., 2017) (Authors own) 
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3 Problem Definition 
In this chapter, the problem definition will be provided to give a general insight of the 
problems we are currently facing within the growth within network management. Section 3.1 
will cover the Aim and the Purpose of this thesis, and Section 3.2. will cover the motivation 
of this thesis.  
 
The problem we are facing today is that networks are rapidly growing in both complexity and 
volume of data. Because of that, we need a “shift of design philosophy of network 
management role of humans in the control loop” (Ayoubi et al., 2018), which is a great 
opportunity for AI to be used. The amount of data in the future is going to be more difficult to 
manage and AI is a way to take away the human from the control loop.  
 
In traditional optical networks, they use fail-safe approaches to handle their fault 
management, by guaranteed redundancies and conservative design solutions. With the rapid 
increase of internet services, a wide scale of cloud platforms, the amount of extreme data has 
increased “and consequent extreme data rate and reliability requirements” (Rafique et al., 
2018). Increased network pressures on heterogeneity, scalability and dynamicity shifts the 
necessary changes that need to be looked at in a different direction such as; “novel 
architectures incorporating automated, flexible, resource-efficient, and reliable potentially 
open network management solutions.” (Rafique et al., 2018). Most networks that operate 
based on statics can be configured, installed or planned/engineered and maintained by 
humans. 
 
Due to the high amount of data in cellular networks, humans are striving for a self-organized 
network (SON), and aiming for cellular efficiency when it comes to tuning and meeting the 
target service performance metrics. According to F. B. Mismar and B. L. Evans, (2018) 
“Management of network faults is one of the functional areas defined in an industry 
framework known as FCAPS: fault, configuration, accounting, performance, and security.”  
The network fault management focuses on any faults and correcting them.  
 
(Guo, Yuan, He and Xu, 2018) describes that with the rapid development of all the 
technologies like; network and computer technologies, because of all the growth. This means 
many challenges includes “(e.g., user data and traffic have increased dramatically, network 
path node burdens have become heavier, and network congestion problems have gradually 
emerged)” (Guo, Yuan, He and Xu, 2018).  This makes it hard for the network operations to 
keep up with the new developments when it comes to network fault management. 

In this thesis the network fault management is the focus and how AI can improve fault 
management in a network. There are different types of studies and methods that would help to 
answer the research question. The one that was chosen was systematic literature review, 
instead of doing interviews and gathering information from different researchers within the 
topic AI and network fault management. If I chose the interview approach the report would 
look totally different, but the reason why I didn’t is because a literature study would be less 
depended on other people in order to finish my work, and this wouldn’t be time efficient for 
the limited time that was given. Getting of hold of other people then only my supervisor 
would not be effective enough and this would be time consuming. The problem that a lot of 
research writes about, the internet will outgrow the management in the future, and by using a 
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systematic literature review to find different kinds of articles to get more knowledge about the 
area and how different researchers approaches they used to solve problems residing within the 
area of network fault management.  

3.1 Aim and Purpose 

Previously introduced earlier that the research question is to understand “how has recent AI 
research been applied in network fault management”, and the purpose is to investigate how 
AI actually can be applied in fault management, and what benefit it would give. The purpose 
of this thesis is to understand the difference it would make by using the technology of AI in 
fault management. By using a method called systematic coding, by gathering different types 
of articles that find problems in fault management and they use AI to improve the systems and 
network to solve the problems that are in network fault management. This is going to be a 
study of literature that is mainly focusing on answering the research question. 

3.2 Motivation 

Much research is being conducted in this area; to solve network fault management with the 
help of using AI technology. Which makes it a very current subject to research, to better 
understand how these tools can be utilized to make it better for future network fault 
management. This research is mostly focused on solving a future problem that will happen 
due to new applications and increased traffic in the network. This research is good for people 
who want to get a better understanding of the options that can be added to make this 
faultless/better for the future. The result will aid people who wish to use AI technologies in 
their business that are more focused on network fault management. Improvement is 
something that most businesses strive for to get ahead of the competition.  
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4 Methodology  
In this chapter, the method that will be used in this paper will be explained into details to give 
an overview of how the author will analyse the background of the chosen subject. This 
method will also help with identifying how AI subcategories apply into network 
management.  

 
Previously discussed in the problem definition the networks are increasing in complexity and 
size, the current management solutions will not be enough to keep up on their own. As more 
services and applications are created, more people are required to administer and manage the 
networks they rely on. This isn’t a scalable solution and so we need to start focusing on how 
to alleviate the problem. This paper is focusing on how AI can be applied in network fault 
management and the method that will be used to research this is going to be systematic 
literature review. 
 
First understanding what is a systematic literature review, according to Kitchenham, B. 
(2004) “A systematic literature review is a means of identifying, evaluating and interpreting 
all available research relevant to a particular research question, or topic area, or 
phenomenon of interest. Individual studies contributing to a systematic review are called 
primary studies; a systematic review is a form a secondary study.” This is a method that is 
used to gather data from different types of sources regarding the area of study. This makes it 
more time consuming than a traditional review as systematic reviews are more focused on 
finding any gaps within a scientific field.  
 
Kitchenham, B. (2004), explains there is many reasons to make a systematic literature review, 
and the most common ones are those presented below: 
 

 “To summarise the existing evidence concerning a treatment or technology e.g. to 
summarise the empirical evidence of the benefits and limitations of a specific agile 
method.”  

 “To summarise the existing evidence concerning a treatment or technology e.g. to 
summarise the empirical evidence of the benefits and limitations of a specific agile 
method.”  

 “To provide a framework/background in order to appropriately position new research 
activities.”  

4.1 Systematic Literature Review  

(Kitchenham, B. 2004) describes that a systematic review is what most people usually start 
with, but in order to do a systematic review of scientific value, the researcher needs to make a 
full review of the topic to identify and report the research. Advantages of having a systematic 
literature review is “that they provide information about the effects of some phenomenon 
across a wide range of settings and empirical methods. If studies give consistent results, 
systematic reviews provide evidence that the phenomenon is robust and transferable. If the 
studies give inconsistent results, sources of variation can be studied.” (Kitchenham, B. 
2004).  
(Kitchenham, B. 2004) describes further there are three guidelines that the paper provides, 
which are planning the review, conducting the review and reporting the review. This is 
explained below with an easier understanding of the following guidelines by (Jesson, J. 
Matheson, L & Lacey, F. M 2011). Doing your literature review: Traditional and systematic 
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techniques. Here are the six essential stages that are described by (Jesson, J. Matheson, L & 
Lacey, F. M 2011).  
 
 

1. Define the research question 
2. Design the plan 
3. Search for literature 
4. Apply exclusion and inclusion criteria 
5. Apply quality assessment 
6. Synthesis 

  
Following on from this to not get lost in process regarding the documentation its 
recommended by (Kitchenham, B. 2004) to follow these five elements when: 
 
 

 Make use of the databases and resources 
 Make use of the search terms 
 Choose Inclusion criteria and exclusion criteria for the analysis part 
 Have a date for a particular search  
 Know the hits for a particular search, for example: How many hits appeared.  

 
To get any benefits from a systematic review, it's critical that the issues in the systematic 
review are asking the right questions by (Kitchenham, B. 2004).  
 

 First it needs to be meaningful and important, for both the readers and the researcher. 
The author gives an example of the researcher might be interested in a specific 
analysis technique that will lead to more accurate estimates that will lead to further 
newer designs. 

 Second will be either to change the current practical or increase more value to the 
current practices. According to Kitchenham, B. (2004), “For example, researchers 
and practitioners would like to know under what conditions a project can safely adopt 
agile technologies and under what conditions it should not.” 

 The third is to identify discrepancies when it comes to beliefs and reality.  
 
The Systematic literature review is focused on the researchers question and the interest of the 
researchers, by asking questions either to identify or find any scope for future research and 
open new research activities. In this thesis the purpose is to understand how the application of 
using AI in network fault management and increase the value of this type of research to 
answer the research question and aim. It’s important to use relevant search terms and 
databases. Just as important is the inclusion and exclusion criteria, which should narrow the 
search only to articles that contribute to the research question.  

4.2 Method of Analysis 

The five-stage ground theory of systematic analysis will be used when the articles are 
collected as will be mentioned in the exclusion and inclusion criteria in section 4.2.4. 
According to Wolfswinkel et al., (2013), to approach a rigorous literature review, the 
involvement of grounded theory will act as a method during the analysis stages. “We would 
like to emphasize that this method is intended as a guide, to help systematize the reviewing 
process for a more optimal outcome that contributes to theoretical progress” (Wolfswinkel et 
al., 2013), The five-stage ground theory of the systematic analysis is used in a flexible way in 
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order to not interfere with aspirations of the researcher as long as the aspirations are justified. 
“The very specific questions may emerge or be adjusted during any stage of the review 
process. Having a well-marked scope of the topic and having a set of research questions will 
greatly benefit the reviewer in each of the stages and steps to follow.” (Wolfswinkel et al., 
2013). The five-stage ground theory will be presented below and explained. 
 
1. Define is a process of the first stage of the ground theory, in defining the selection criteria, 
search terms and resources.  
 
2. Search is the second process of the ground theory, in searching is identifying sources, 
databases etc. according to Wolfswinkel et al., (2013), “When searching, it is important to 
document the searches and search terms, what the sources were, and their results”.  
 
3. Select is the third process of the ground theory, in selection it’s focus is mostly on 
development. The above stages above must be applied to start selecting articles and studies 
that are not for this thesis should be excluded.  
 
4. Analyse is the fourth process in ground theory also known as the conducting of literature 
review. Pretty much the key of the ground theory. According to Wolfswinkel et al., (2013), 
“These principles are used for analyzing the texts of the carefully chosen set of separate 
studies. Anyone hoping to use Grounded Theory for their literature review should of course 
explore the original references cited in this paper“. 
 
According to Wolfswinkel et al., (2013), to start the analyse process by starting to pick a 
paper and read the paper and highlight the findings of the paper that is relevant to review and 
the research question. This process will eventually undergo at least once during the review. 
“Every word, sentence or paragraph that is highlighted in each paper represents a relevant 
‘excerpt’”Wolfswinkel et al., (2013). 
 
5. Present last stage of ground theory, here is where the knowledge is gained and used, 
explaining why this content or area was chosen for the thesis. Answering simple questions 
like “‘what, how and why’ of an area is thus likely to affect the presentational logic in the 
paper. Representing and structuring the knowledge of an area's content” (Wolfswinkel et al., 
2013). 

4.2.1 Databases 

Following the Method analysis starting with define, the first stage of the ground theory. 
Starting with the databases as a resource. In this thesis there were three databases chosen to 
gather further information for this thesis. The university also provides 90 different database 
options in the university for free to help the students out with their research while studying in 
the university. These databases are chosen because they are affiliated with good research 
papers and have a focus on information technology related topics. That helps when it comes 
to searching for AI and ML and they have a good index to be chosen for this study and also 
for network management and fault management. 
 

Databases that were chosen 

Number 1: Science Direct 
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Number 2:  Web of Science 

Number 3: IEEE Xplore 

Table 1: Databases (Authors own)  

4.2.2 Search Terms 

 
This subchapter will mostly focus on the “Search Terms”. Since there is a large amount of 
articles papers out there for network management in general, the search had to be narrowed 
down more specifically to network fault management. There are two different types of aims 
when it comes to searching for the topics that are included in this paper. The first is network 
fault management in general, the second is about how artificial intelligence can assist with 
this as described below. 
 
Search is the second process of the ground theory, in searching is identifying sources, 
databases etc. according to Wolfswinkel et al., (2013). “When searching, it is important to 
document the searches and search terms, what the sources were, and their results”.  
 
First will be network management that gets narrowed down to fault management. The string 
that was used for the network fault management was used to find anything related to network 
fault management or fault management: 

 ((“Network Fault management” OR “Fault management”)).  
 
The second that was more focused on AI itself without anything that was connected to it: 

 ((“AI” OR “Artificial Intelligence”))  
 
The third search term was mostly focused on both of the above combined to clean up the 
messy articles about AI that weren’t relevant to the research question. 

 ((“AI” OR “Artificial Intelligence”) AND (“Network” OR “Networking”)).  
 
This was mostly to narrow it down to the networking part within AI. Even that wasn't enough. 
 
The last strings that were used were mostly focusing on AI and network fault management. 
That will be presented in 4.5.1 bases into a table which will explain the result. The first string 
will be presented as S1, and the second will be presented as S2.  
 

1. ((“AI” OR “Artificial Intelligence”) AND (“Computer Network”) AND (“fault 
management” OR “fault detection” OR “Fault Diagnosis” OR “Fault Prediction”))  
 

2. ((“AI” OR “Artificial Intelligence”) AND (“Network Fault management” OR 
“Fault management”))  
 

Explanation: The terms from steps 1 to 3 were mostly used to gain knowledge about AI and 
network fault management in section two. The last string was focused on the method where 
papers were focused on both of the subjects.  
 
I also went through every Artificial Intelligence article just to make sure that I didn’t miss any 
that would be of relevance. The search was run through three different databases at least two 
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times, for gathering the articles that were relevant for the research. The systematic review 
papers were found primarily in google scholar. 
 

4.2.3 Database Search 

 
This is still within the analysis method the “Search” as mentioned in 4.2. The three databases 
mentioned were a part of the research in the databases Science direct, Web of Science and 
IEEE Xplore because of the fact they specifically include a lot of information technology 
research. They were all used to find abstract relevant of this study and within the topic that 
this study is aims for.  

4.2.4 Articles Selection Criteria 

By reading further in Kitchenham, B. (2004), the study selection criteria are used to identify 
the primary studies that will give evidence about the research question. According to 
Kitchenham, B. (2004), “Inclusion and exclusion criteria should be based on the research 
question. They should be piloted to ensure that they can be reliably interpreted and that they 
classify studies correctly”. One issue that can occur and needs to be avoided is the language 
of the primary study which needs to be kept as to the point as possible. According to 
Kitchenham (2004), “It is possible that inclusion decisions could be affected by knowledge of 
the authors, institutions, journals or year of publication“. This still is within the method 
analysis of “Select”.  
 
By following certain criteria, the inclusion and exclusion criteria will be essential for this 
study. Using the method of systematic review as mentioned in section 4 and 4.1, the resources 
have been chosen, the search has been done so we move on to reviewing the abstracts of the 
articles which have been read to exclude and include the criteria that would fit into this study. 
 
If any background information wouldn't follow the specific criteria of the studies, it will be 
removed from the thesis and replaced with other useful information found. Below will be a 
review of what criteria was chosen and some were excluded, and here are some of them.  
 
 

 
 
 
 
 
 
 

Inclusion 
criteria  

English: The articles have been written in English, important to understand 
the gathered information within their research to be able to use their research 
to make a literature study.   

Material: Must be a Journal, to give weight to the material written in the 
article. The research provided is actually true, and this gives a lot of weight 
to the readers that this is actually proven to be true. 

Years: The current research question is looking for “how has recent AI 
research been applied in network fault management”, the limited put on 
the year was 2016-2021, due to old papers not fitting the RQ-(Recently) 

Topic: The topic of the area is a must, there has to be a connection to AI 
applied in network fault management for the articles to be relevant to the 
RQ.  
Reason is: because if they have nothing to do with network fault 
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management or AI/AI’s subcategories the articles do not meet the criteria 
and should be excluded.  

 
 
 
 
 

Exclusion 
criteria  

Meeting criteria: Needs to meet the above criteria or should be excluded 

Payment/Request: Anything requiring payment to reading the paper / 
papers, or in order to read the researchers work by requesting will be 
excluded as to get an answer will take time if requested, and if buying due to 
limited funding. 

Duplicates: Any duplicates that were gathered and the duplicated one was 
removed and only keep one example of it. Because the databases might 
share the same article.  

Research method: Within Algorithms, the research method that is not 
explained well, will be excluded. 

Table 2: Inclusion and Exclusion Criteria (Authors own)   

4.3 Ethical Considerations 

When it comes to ethical considerations it's important to research. According to Ethical 
Considerations - Research Methodology, (2021), there are ten related principles that are 
related to ethical consideration. Here they are:  
 
 

1. Research participants should not be subjected to harm in any ways whatsoever. 
2. Respect for the dignity of research participants should be prioritised. 
3. Full consent should be obtained from the participants prior to the study. 
4. The protection of the privacy of research participants has to be ensured. 
5. Adequate level of confidentiality of the research data should be ensured. 
6. Anonymity of individuals and organisations participating in the research has to be 

ensured. 
7. Any deception or exaggeration about the aims and objectives of the research must be 

avoided. 
8. Affiliations in any forms, sources of funding, as well as any possible conflicts of 

interests have to be declared. 
9. Any type of communication in relation to the research should be done with 

honesty and transparency. 
10. Any type of misleading information, as well as representation of primary data 

findings in a biased way must be avoided.  

Understanding the ethical considerations from the list provided above is one of the most 
important parts within a thesis. The ones that will mostly apply to this thesis will be number 
nine and number ten. They go hand in and with the method that is currently going to be used, 
systematic coding. For systematic coding, being honest and transparent is going to be 
important for the thesis. Misleading information will also be avoided. The category of 
network fault management resides in the domain of network management as explained in 
section 2 about FCAPS.  
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4.4 Validity Threats 

According to (Wohlin, 2012), “The validity of a study denotes the trustworthiness of the 
results, and to what extent the results are true and not biased by the researchers’ subjective 
point of view. It is, of course, too late to consider the validity during the analysis. The validity 
must be addressed during all previous phases of the case study. There are different ways to 
classify aspects of validity and threats to validity in the literature“. In the book of Wohlin, 
(2012), they bring up 4 different types of aspects of validity that they summarize and they will 
be presented below.  
  
The first of the validity aspects is Construct, Wohlin, (2012) describes that this type of 
validity reflects on the extent of the operational measures which are studied and represented 
of what the researcher has in mind and what is investigated for the research questions.  
 
The second of the validity aspects is Internal, Wohlin, (2012) describes that this type of 
validity is where the causal relations are examined. It’s when the researcher decides to 
investigate one factor that affects there is risk that that factor is affected by another and 
another. According to (Wohlin, 2012), “If the researcher is not aware of the third factor 
and/or does not know to what extent it affects the investigated factor, there is a threat to 
internal validity”.  
 
The third of the validity aspects is External, Wohlin, (2012) describes that this is concerned 
to what extent that is possible to generalize when it comes to findings. Findings are what 
people are interested in outside the investigated case. According to Wohlin, (2012), “During 
analysis of external validity, the researcher tries to analyze to what extent the findings are of 
relevance for other cases. In case studies, there is no population from which a statistically 
representative sample has been drawn”.  
 
The fourth and final validity aspect is Reliability, Wohlin, (2012) describes “the extent data 
and the analysis are dependent on the specific researchers”. This means if another researcher 
would later conduct the same study, the same result should be the same. This makes the 
validity of the research reliable as long as results are not modified. 

For this thesis it’s important to be aware of the four validity threats that’s are presented above, 
and knowing the factors that can occur during the process of systematic literature review. It’s 
easy to get lost in the process but the approach that I took, was mostly to follow the 
systematic ground theory to follow a process of steps as mentioned in 4.2.  

4.5 Result of the Method 

In this chapter the accepted articles for this research will be shown in Appendix A. This will 
include the articles that have been read thoroughly and taken the required information that is 
relative to the research question. In this thesis the articles that were chosen are aiming at two 
factors, the first factor will include that AI technology is being used in a test or to achieve a 
certain goal within fault management, the second factor fault management is using AI 
technology for learning.  
 
In Appendix A as mentioned are the articles that were accepted and collected in a table where 
they were assigned to each label. This will be used to give an overview for the readers that 
want to know what articles were accepted, the other reason is to avoid making the text a full-
scale reference and make the thesis text easier to follow. 
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The reader will also find an extra table, Appendix B, which is detailed below. 
 

 The Reference: what was coded in Appendix A, for example: A01 is … 
 Direction: What different researcher directions are going with their application of 

using AI technology in Network fault management.  
 The different learning Techniques, for example: If it was supervised learning, semi-

supervised learning, reinforcement learning, deep learning or unsupervised … 
 What AI models were used if mentioned: For example, what models were used and 

with the directions help on understanding what the researchers plan was … 
 
The information that will be provided in the following subchapters will be a short introduction 
of the results database searches and the result for the inclusion and exclusion criteria. The last 
subchapter will be an overview of accepted articles that passed the previously mentioned 
criteria by giving the readers a “brief description” that will prove a helpful insight to further 
investigation of each article that was chosen. The articles that will be presented below will be 
in order, for example 1 to 15 etc, this will make it easier to follow in tables Appendix A and 
Appendix B, which will also help with the analysis process in section 5. 

4.5.1 Database Search Result 

There are two strings that were presented in 4.2.2 that were used to do the initial search for 
the databases. The first database, ScienceDirect, got a total of 230 citations. The second 
database was web of science, with a total of 23 citations. The last was IEEE Xplore that had a 
total of 379 citations. See the table below for a better overview of the total citations 
combined. As mentioned before; “The first string will be presented as S1, and the second will 
be presented as S2.”  
 
 

Database Aimed for Total 
citations 

Science 
Direct: 

“Title search, Keyword, and Abstract”  S1: 132  
 
S2: 98  

Web of 
Science: 

Topic Search, “AI” and “Network Fault 
management” 

S1: 2 
 
S2: 21  

IEEE Xplore: Cleaning the search to focus more on computer 
related then hospital pop ups  

S1: 188  
 
S2: 191  

Total 
citations: 

632 

Table 3: Using the methods analysis, search terms and results (authors own)  
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4.5.2 Inclusions and Exclusion Criteria Result  

 
While doing a wide database search, the strings for inclusion criteria and exclusion criteria 
needs to be followed thoroughly. Only the articles that fulfilled all requirements will be 
presented in section 4.5.3.  
 
 

Types of Excluded 
Articles: 

Energy based on AI and Fault 

Motor / Car Based on AI and Fault 

Aircraft / military based on AI and Fault 

Health management based on AI and Fault 

Table 4: Exclusion types (authors own) 
 
These are just a few examples of the excluded articles of the result. Energy isn't relevant for 
this study and neither are automobiles or anything related to the military. Health care using AI 
is not relevant for the network system administrator course. 
 
When it comes to inclusion criteria a table is presented below to give the readers a bit of 
insight.  
 

Types of included 
articles:  

AI based on Fault management within the area of network 

AI used for mining using fault management data 

AI used to learn or applied within the area of Network fault 
management 

AI algorithms that are used in Network fault management 
(Computer) 

Table 5: Inclusion Types (authors own) 
 
These are just a few examples of the articles that made it to the end of this chapter. In section 
4.5.3 the articles will get a brief description of why they were accepted. 
 

4.5.3 Accepted Articles 

 
A01 was accepted because the big labeled data was gathered from faults including alarms, it 
applied four models of algorithms by supervised learning. Random Forest (RF), Artificial 
Neural Network (ANN), Support Vector Machine (SVM) and Naive Bayes (NB).  
 
A02 was accepted because of their direction of applying AI models such as: k-means, Neural 
Networks (NN) and deep neural evolution networks (DNEN).  
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A03 was accepted due to using Reinforcement learning to learn faults in cloud systems.  
 
A04 was accepted due to deep learning and was very useful in their research in Network 
Traffic Monitoring and Analysis (NTMA), using three models for their prediction; decision 
tree, logistic regression and Support Vector Machine (SVM).  
 
A05 was accepted because they applied AI in their virtual network, they used four algorithms 
to improve fault performance. Their models applied; Support Vector Machine (SVM), 
Alternating Decision Trees (ADT), Random Forest, Deep learning using stacked sparse.  
 
A06 was accepted due to mentioning the direction of different articles that used algorithms 
and AI models to give an overview of applying this for future 6G networks and using AI early 
in the development to tackle different parts of the network fault management.  
 
A07 was accepted for using different approaches to detect faults in their cellular network, 
such as SVM, K-nearest neighbours (kNN), Bayesian Classifier (NBC), Q-Learning and 
Actor-critic. 
 
A08 was accepted because of focusing on the fault tolerance within cloud computing and uses 
four algorithms.  
 
A09 was accepted due to using a RL based to improve their cellular network with the help of 
using Markov decision process (MDP) AI model.  
 
A10 was accepted because of using RL in fault management, and implementing a Multiple-
input multiple output (MIMO) and Convolutional Neural network (CNN).  
 
A11 was accepted due to using Unlabeled Data based online Failure prediction to improve 
their cloud systems. Using an algorithm called K-nearest neighbour (KKN).  
 
A12 was accepted because of using different types of machine learning to improve wireless 
sensor networks (WSNs) to detect faults.  
 
A13 was accepted to automatize prediction within the network systems using different types 
of models to achieve.  
 
A14 was accepted because of the two algorithms that help diagnose fault performance. Their 
aiming on different sets and how big each set is. 
 
A15 was accepted because of three different machine learning algorithms that were used to 
detect faults and were highly successful, they did experiments. 
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5 Analysis 
 
This is where the method analysis, the fourth step, is being applied “Analyse” of the ground 
theory.  
 
This chapter will focus on applying the method of systematic coding, by using the article 
selection inclusion and exclusions to get a value of articles that will be analysed. In analysis 
here is where different researchers apply their AI to network fault management. That will be 
categorized in different subchapters. In the analysis there will be some articles that were 
analysed and highlighted to answer and explain different applied AI technologies within 
network fault management, and the vision different researchers have and what their aim was. 
 
To be able to answer the research question, this chapter will look at things from a purely 
network fault management point of view. For example, if researchers focus on detection, they 
will be in the subchapter detection, if they focus on improving and learning from data, they 
will be in that subchapter etc. This makes it easier for the readers to understand how applied 
AI technology assisted in network fault management.  

 
Figure 3: Accepted Articles Specific Category (Authors Own)  

5.1 Making Data Driven Improvements 

A01 describes their way to understand how cellular networks function; they use big data to 
disclose previously unknown patterns and correlations. A01 explains that such knowledge 
will help the system to solve the lack of self-awareness and self-adaptiveness. The data they 
collected from a live network of labeled data includes alarms that have occurred and tickets 
that have been written, they focus on four different supervised learning algorithms to learn 
from data that was collected. 
First, they apply Random Forest (RF), their method is built on having multiple decision 
trees. This makes the tree outputs combine “by taking the most frequent prediction of all 
decision trees” A01. RF is known to be one of the most powerful algorithms in supervised 
learning because RF does not allow overfitting.  

Artificial Intelligence  applied in Fault 
Management

Detection

A05, A12, A15

Prediction

A04, A11, A13

Making Data 
Driven 

Improvement

A01, A02, A03, 
A06, A07, A08, 
A09, A10, A14
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The second method they apply is Artificial Neural Network (ANN), According to (A01) 
“Neurons are aggregated into layers that perform different kinds of transformations on their 
inputs”. They use neurons to minimize the error output by adjusting the neuron's weight and 
edges. This is used for very large labeled datasets.  
The third application is Support Vector Machine (SVM): SVM is a type of a classification 
model that works in the multidimensional spaces and constructs hyperplanes by separating the 
cases into the classes with a larger gap. According to A01, “New cases are then mapped into 
the same space and classified based on which side of the gap they fall. SVM can capture non-
linear relationships by mapping data to higher dimensions with kernels. More importantly, 
SVM is defined as a convex optimization problem, for which there are very efficient solution 
methods”.  
The last model is called Naive Bayes (NB); they used it for the binary classification. It works 
when it’s done training, the algorithm is used to make new predictions. According to A01, 
“Although this algorithm considers the unrealistic assumption that each feature is 
independent, it is very effective on a large range of complex problems”. They applied SVM 
and ANN to be the selected classifiers for higher accuracy in their studies; Accuracy = TP + 
TN / P + N. According to A01, “where TP and TN are the number of true positives and true 
negatives, and P and N are the total number of positive and negative values, respectively”. 
 
A02 talks about the network scale and how to handle the increase of devices by using AI 
techniques to learn the complex failures and localize where the information is coming from.  
They go with two approaches, the first is Alarm Analysis, and the second is Failure 
Localization. Alarm analysis was to use k-means and Neural Networks (NN), where the K-
means classifies the alarms and where the NN is used to infer the alarms attributes.  
For Failure localization, a deep neural evolution networks (DNEN) are used to find hidden 
failures and localize the real failures. A02 explained this can be used to achieve the highest’s 
accuracy when it comes to localizing the failures.  
A02 mainly focuses on automatic fault management by using AI technology to predict, detect 
and localize. The information that is gathered is from network signals, links and devices. A02 
talks about localization failures with a large number of alarms that currently appear in optical 
networks.  
 
A03 focuses deeper on the resilient method of fault tolerance in cloud computing. In their 
research their focus is on the resilient method where machine learning is used to analyse 
different methods, specifically reinforcement learning. According to A03, “Cloud systems are 
encouraged to learn by communicating with their surroundings and adjust their faults 
management techniques accordingly. RL tends to be the most popular method used in the 
fault tolerance field. RL for exploring the domain of fault and identifying important 
misdeeds”. 
 
A06 gives a general overview with different models of AI used in network fault management 
in cellular networks. A06 focuses primarily on the issues pertaining to 6G networks. The 
article discusses many areas, but for the purposes of this thesis we’ll focus on the network 
fault side of things. For real time network detection, the K-means, FCM and EM were 
mentioned. These algorithms detect faults in real time. Evaluated Self-organizing maps 
(SOM) and FCM that are unsupervised. To predict faults, they used a dynamic model that is 
supervised called Bayesian Network (BN). 
 
A07 uses classifiers that are supervised, such as SVM, K-nearest neighbours (kNN), Naive 
Bayesian Classifier (NBC). KNN is used to train and gather faulty operations. NBC uses 
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historical fault data. In reinforcement learning, the two presented systems that see use in 
cellular fault management are Q-Learning and Actor-critic. Q-Learning is used to update and 
give feedback from the environment. Actor-critic is mostly used for error signals. In fault 
management it is important to understand if there is fault or not and A07 uses SVM and kNN 
to detect that.  
 
A08 talks about the different useful approaches in cloud computing, and also gives a direction 
for the future. Brings up used algorithms that focus on fault tolerance, such as: Neural 
Network (NN), K-Nearest Neighbour (KNN), SVM (Support vector machines), 
Reinforcement learning. For future directions by applying deep learning into cloud 
computing; one of the aims was to predict faults. A08 explains that deep learning is better to 
focus on performance terms when it comes to accuracy, to help out with fault tolerance 
methods when predicting faults and to be able to correspond preventive measures. 
 
A09 uses RL-based algorithms for simulation environments to improve the performance 
within cellular networks. Using Markov decision process (MDP), to define the network 
states, transition probability, actions and rewards. By using the advantages of RL that can 
learn from previous experience and this makes it a trial-and-error learning process.  
 
A10 uses Reinforcement learning (RL) in Self-organized networks (SON) to learn fault 
management without any human supervision. A10 goal is to gather data from public cellular 
networks by using DL-Q-learning and using RL to control policies. A10 uses a Multiple-
input multiple output (MIMO) instead of single Q-learning. A10 uses a two-dimensional 
Convolutional Neural network (CNN) in a simulation that would be used to learn features 
between local connections or patterns. RL is used to learn from earlier faults to improve the 
system that will make the SON self-organized by mapping the actions and self-healing the 
functionality in response to the number of faults that was selected in the network. A10 
combined Q-learning with a deep neural network (DQN), to use it to formulate SON fault 
management with a Deep RL problem. A10 also needs to formulate a problem by defying the 
Markov Decision Process (MDP). According to A10, “In networks with thousands of cells 
and alarms, the tabular Q-learning method to keep track of the state-action values in a table 
does not scale due to this multiplicative nature”.  
 
A14 proposes two algorithms, supervised SoftMax neural (SNN) and SVM to activate off-
the-shelf tools to get promising diagnostics performance. A14 proposes to automate the 
diagnostic method to be a part of the self-healing in long term evolution-advanced (LTE-A) 
networks. A14 aims further to reduce the involvement of experts, they have to apply more 
machine learning to activate an automatic fault diagnosis. SNN is focusing on training larger 
sets, and SVM focuses on considering diagnosis problems to be small features size. 
 

5.2 AI used for Prediction 

  
A04, describes the approach about not requiring human effort when using deep learning (DL). 
They describe the advantages of DL models that are very effective for Network Traffic 
Monitoring and Analysis (NTMA) techniques, because most data from the network 
management is unlabeled or semi-labeled. The author introduces the long short-term memory 
(LSTM) model, a deep learning model that is capable of working with temporal and spatial 
data and capturing any related dependencies. Their focus is about accuracy of the data 
gathered. For the flow-based methods that use traditional ML models like; decision tree, 
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logistic regression and SVM for their traffic classification. A02, describes “despite this fact 
that ML models achieve a remarkable accuracy level, they need a massive amount of fully 
labeled data for modeling purposes”.  
 
A04 takes a different approach looking in another way to predict and forecast any failures 
before they occur to minimize the negative effects. Using Deep learning approaches to 
introduce the challenges of fault prediction to improve the functionality steps. Pairing ML 
with Deep learning gives a key advantage for future uses in this direction. A04 also mentions 
that their using DL models to analyse massive amounts of traffic will be promising to give 
helpful insights for future fault management. 
 
A11 explained that in Unlabeled Data based online Failure prediction (UDFP) they need a 
way to make it safe in their cloud systems by using a framework to test ways and to predict in 
different ways. By combining K-nearest neighbor (KNN) with UDFP the “idea for 
classification and the modularity idea of community detection to achieve clustering the 
dataset D with dynamical model based on graph theory and hierarchical clustering 
theory”A11.  
 
A13 introduces learning techniques within machine learning that have been used in fault 
management. The models that are introduced for prediction are Neural networks (NN), K-
nearest neighbors(K-NN), K-means, decision trees (DT), Bayesian networks (BN) Support 
vector machines(SVM) and the models that are used for localization are NN, K-NN, K-means 
and DT. The future goal is to make all of this automatic with help of deep learning.  
 

5.3 AI used for Detection  

 
In A05 the authors looked mostly at empowering the Virtual Network Services (VNS) by 
utilising Deep Neural networks (DNN) which introduces several levels of non-linearity 
which is claimed to improve fault performance. A05 using learning methods of AI to increase 
the learning within the area of FP management. They apply AI-based models in their 
framework for Network Function Virtualization (NFV) in their multi-cloud scenarios. In the 
framework A05 used four deep learning algorithms:  
First, Support Vector Machine (SVM), which was mostly focusing on the domain's faults and 
performance issues.  
Second, Alternating Decision Trees (ADT): ADT combines two algorithms, Decision Trees 
(DS) and boosting. Decision Tree focuses mostly on predicting, while boosting focusing on 
performance-enhancing capabilities.  
Third is Random Forest, in their framework it is used as a classifier to give accurate results, 
and used as out-of-the bag error, that gives an unbiased estimate of test and classification 
error(A05).  
Last is Deep learning using stacked sparse Autoencoder: A05 explains this as a neural 
network, where there is an input and output layer and also a hidden layer. It uses supervised 
manners to be used to train feature vectors with no labels. A05 explanation for each 
successful layer training increases the usefulness features.  
 
A15 used three different machine learning algorithms that are used for classification. The 
machine learning algorithm is, “Naïve Bayes, Support Vector Machine and nearest centroid 
algorithm” A15. Where SVM practice obtained 92.3%, Naive bayes is at 96.79% and Nearest 
centroid is at 91.02% in accuracy. This was used to train in order to detect faults. 
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A12 uses different types of machine learning subcategories to activate different types of 
learning to predict faults for Wireless Sensor Networks (WSNs). A12 describes supervised 
algorithms that have been used for fault management to give a higher accuracy of fault 
detection. A12 uses a framework to test this out in WSNs to improve the prediction which 
made the accuracy show an advantage of ML when classifying or training the systems to 
detect faults before they occur.  
 

5.4 Discussion 

 
In section five the idea was to give an abstract description then compare them in section 5.4 
after categorizing them. This will also give some insight as to what AI technologies can be 
used within the stages of network fault management. 
 
In this chapter there will be a discussion about the different types of AI technologies that are 
applied in network fault management and also answering questions like:  
 

 Which AI technologies did the different researchers use?  
 What’s the main contribution of those AI technologies to solve the fault management 

problems? 
 What stages do the researchers try to solve in network fault management in their 

papers? 
 

Moving on to the analysed articles that were accepted. The general idea is to list all the 
technologies and what data they used to give a better overview about the discussion and 
relation to the three questions that were mentioned above. 
 
Artificial Technologies 
used 

Data that was used Reference 

Supervised learning Alarms and tickets A01  
Unsupervised, Supervised  Network signals, links and 

devices 
A02 

Reinforcement learning Previous fault tolerance Data A03  
Deep learning Traffic analyses  A04 
Deep learning, Supervised Data from previous fault 

performance  
A05 

Supervised, Unsupervised Alarms and faults A06  
Supervised, Reinforcement Historical fault data A07 
Deep Learning, Supervised  Data from previous faults A08 
Reinforcement Data from previous faults A09 
Reinforcement, 
Unsupervised, Supervised, 
Deep learning 

Data from previous faults, 
Alarms  

A10 

Unsupervised Data into a Framework from 
previous faults 

A11 

Supervised  Previous fault detected A12 
Unsupervised, Supervised Data from previous faults A13 
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Supervised  Diagnosis from previous 
faults 

A14 

Supervised Detection Data A15 
Table 6: Summarized table of the accepted articles (authors own)  
 
We’re now able to use the data these systems generate in order to understand different faults 
to solve them faster. There are a lot of different approaches to think about, all of which have 
their pros and cons in how they solve different problems. Careful consideration and 
knowledge of the available options will be critical in building effective fault tolerant 
networks. 
 
Artificial Technologies Reference 
Supervised: Labeled data A01, A05, A06, A07, A08, A10, A12, A14, 

A15 
Reinforcement: Previous Actions A03, A07, A09, A10 
Unsupervised: unlabeled data  A02, A10, A11, A13 
Deep learning:  A04, A05, A08, A10 

Table 7: AI and Reference grouped 
 
Table 7 shows what articles are using supervised, reinforcement, unsupervised and deep 
learning. This shows that nine of the papers used labeled data, and the labeled data is focusing 
on classification problems.  
 
Four articles that used an unsupervised learning approach, which focuses on patterns and 
regrouping them. The main benefit of this is that focusing purely on the characteristics of the 
data allows for a more automatic and flexible approach to fault management. 
 
Four articles also went with the reinforcement learning approach, which is a method that is 
used to learn from previous faults and learn the way to correct them.  
 
Deep learning was also included in four articles that used them by adding simpler concepts 
and then later combining them to more advanced abstract. Depending on the architecture the 
deep learning model can dive into different levels of abstraction. The different categories are; 
namely generative, discriminative and hybrid deep architectures. 
 
The traditional workflow of network fault management as noted in section 2.1 fig. 1, there are 
three papers that focus on predicting the fault before the systems get affected by it. This is a 
stage it’s to predict and prevent before stage one occurs.  
 
Three articles focus on improving the stage one part with using AI’s to improve the accuracy 
to find the root fault without having problems.  
 
Nine of the articles focused on data driven improvement, this is mostly not focused on 
specified stages in the traditional network fault management and instead mostly used to 
improve the system as a whole from different directions and using different methodologies 
such as deep, supervised, unsupervised and reinforcement learning. 
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6 Results 
Final of the method of analysis the “Present“ are applied here. Analysis focused on the 
research question and problems that were underlying within fault management. This section 
will focus on three questions about which results were good for the interest of this researcher's 
aim. By having all the gathered information analysed. The three questions within the results 
of the applied research question will be separated into subchapters. 
 
In section 6.1 the challenges that were presented earlier in 2.2 will focus on showing what 
challenges network fault management faces and what AI does to solve these challenges. 
 
In section 6.2 the stages that the researchers didn’t focus on will be discussed in detail to give 
an understanding why the researchers don't focus on those areas etc.  
 
Section 6.3 answers questions of what faults will be avoidable and how AI can help solve 
future problems. 

6.1 How Does AI Support and Solve Problems for Fault Management 

 
Early in this thesis, section 2.2 brought up four challenges. Section 6.1 will give an 
explanation of how AI can solve these challenges.  
 
Starting with the first challenge faced by García et al., (2020), which was establishing patterns 
and correlations with recurring faults. A01, used four algorithms to aid with this, those 
algorithms were RF, ANN, SVM, NB.  

RF uses multiple decision trees and combines their outputs by using the most frequent 
predictions of all trees. This prevents overfitting which allows for more reliable conclusions 
as each decision tree uses multiple sets of data. Therefore, you’ll typically end up with less 
residual variation from each dataset as a result. ANN was applied to aggregate neurons into 
different layers that perform all kinds of transformations on their inputs. It’s mostly used to 
minimize the error outputs. It's a calculation of the loss function either if it is training or 
testing. SVM focuses on classifying the models into different multidimensional spaces and 
constructs hyperplanes by separating the cases into the classes with a larger gap. NB is used 
for the binary classification, used to predict faults.  

The second challenge by Ji et al., (2021), the network growth will be too complex in the 
future and this will result in more complicated faults generated. What A02 goes with is failure 
localization and alarm analysis to keep up with the growth of the network by using AI to deal 
with complex failures. K-means and NN, were to classify the alarms and NN used to infer the 
alarms attributes. Dealing with failure localization, they use a DNEN which handles complex 
failures that need to be localized. This will be a focus in the future.  

The third challenge by Ng et al., (2021), is to harden their cloud environment from faults. A11 
uses a combination of KNN with Unlabeled Data based online failure prediction (UDFP), to 
predict the failures for their cloud systems. To keep the cloud environment safe from faults, 
the general idea is to predict the faults before they even happen with help from AI 
technologies. Prediction is key to make a system safe from faults as you can detect and 
resolve them before they cause a problem. AI is key technology to achieve this.  
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The fourth challenge by Gupta et al., (2019), is to improve detection to localize the root cause 
of a fault. There are three articles A05, A15 and A12 about detection, all using supervised 
learning to achieve further accuracy and detection rates within the area of network fault 
management. A05 mostly focused on using different types of models that were targeted 
toward fault performance. A15 used three different algorithms to train fault detection; there 
are NB, SVM and Nearest centroid. NB was used in network traffic to classify and predict the 
faults.  SVM was used to find optimal hyperplanes that will separate the network traffic 
classes. Nearest centroid was used for computing each network traffic class. Where SVM 
practice obtained 92.3%, Naive bayes is at 96.79% and Nearest centroid is at 91.02% in 
accuracy. A12 was focused on detecting in WSN to predict faults, not going into specific 
algorithms, just mentioning that supervised learning methods gives a higher accuracy to 
detect faults by using a framework to test machine learning. However, the three articles use 
supervised learning to improve the detection accuracy.  

The advantages of using AI in network fault management which makes the system improve 
fault tolerance and makes it a more reliable system. The eventual goal is for this to be a fully 
automatic system.  

The disadvantages: this takes time to set up and make the AI a part of the system, there needs 
to be people with knowledge on algorithms and there needs people that know how to tackle 
problems within the area of fault management. AI also takes up a lot of resources and energy.  

6.2 How AI cannot Solve Network Fault Management 

 
In the fifteen articles that were accepted, looking back at the five stages of traditional network 
fault management, the stages described in 2.1 that the researchers don’t focus on are stage 
two, three and four. 
 
The researchers do not talk about how to isolate the problem as traditional networking does as 
they attempt to catch faults before they happen. The researchers don’t go into how to isolate 
and diagnose the problem, or talk about the fault chain causing more alarms. The stage four is 
the restoration stage, and this isn’t what AI does. AI uses algorithms to deal with the root 
problems that have occurred meanwhile the traditional network, executes pre-written scripts 
and programs.  
 
In a traditional network the administrator’s main objective is to get to stage five. The general 
idea that the researchers went with is that they want to prevent the fault/problems that will 
arise by making the system handle itself. In a perfect scenario it would be “I have a problem 
with this type of fault, let me just implement an AI system to solve it for me”, but that isn’t 
the case in reality. Gathering different data from different sources even if there are ways to 
implement algorithms, models and AI technologies like; supervised, unsupervised, 
reinforcement or semi supervised there are still some faults in network fault management that 
needs to be manually prepared, one dataset won’t work for every kind of fault. It takes 
preparation to aim for the focused area of a fault in order to solve a problem in network fault 
management. 
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6.3 How Can AI Solve Potential Problems in Network Fault Management for 
the Future 

 
With the increased growth of networks, a lot of future problems will start to appear and new 
complex faults will occur. The idea is what can be avoided when AI systems are fully 
functional and to have self-healing networks. But there are still stages within traditional 
networks that AI hasn't been the focus on. The main contribution is to make AI a self-
organized network where it handles everything by itself and in doing so it needs to learn 
everything that has been solved and what potential faults are out there, and improve by 
learning new types of faults every day.  

How can AI deal with future problems? First AI needs to identify the problem within network 
fault management. If this fault has happened before then reinforcement learning is the right 
approach to go with because it learns from previous actions. Supervised learning would be 
used to classify and label the types of faults in order to assist with diagnostics and resolution. 
If the data that was gathered is unlabeled then the focus is on patterns and regrouping them. If 
the data is too complex, the data can be divided into easier and simpler blocks and then deep 
learning can be used to enhance the previously mentioned AI methodologies. 
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7 Conclusion 
At the start of this thesis the two main topics were Artificial Intelligence and network fault 
management that were described. Facing a future problem as the network grows larger and the 
traffic will be harder for humans to keep up with. Introducing solutions within fault 
management using AI technologies will reduce future problems and can be handled in a 
consistent way. The use of a method to make this a systematic literature review was explained 
and performed. Answering the research question within the systematic method in section five 
and giving an overview how the different AI has been applied in fault management from 
different sources. The research question was answered and the analysed and the information 
from “how has recent AI research been applied in network fault management” going into 
result answering three questions that a contribution for future direction.  
 
Why was the research result useful, it’s because this will open future direction to focus on the 
stages that haven’t been the focus on and hopefully those stages will help to make this a fully 
automated system for future network fault management.  
 
In this chapter focuses on giving a future direction of research of how to improve the current 
AI to be better for future fault management. Two examples are explained and motivated 
below:  
 

 Improved dataset that can be used to aim for more automatization. Requirements that 
focus on being automatic.  

 Finding a way to make AI more resource managed. AI that is running takes a lot of 
power, energy, by finding a way to improve the resource management of the AI used. 
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Appendix A (Accepted Articles)  

Prefix Title Author & Year Database 

A01 Automatic alarm prioritization by data 
mining for fault management in cellular 

networks 

(García et al., 2020) ScienceDirect 

A02 Artificial Intelligence-driven 
autonomous optical networks: 3S 
architecture and key technologies 

(Ji et al., 2021) IEEE Xplore 

A03 Towards Resilient Method: An 
exhaustive survey of fault tolerance 

methods in the cloud computing 
environment 

(Shahid et al., 2021) ScienceDirect 

A04 Deep Learning for Network Traffic 
Monitoring and Analysis (NTMA): A 

Survey 

(Abbasi, Shahraki and 
Taherkordi, 2021) 

ScienceDirect 

A05 Fault and performance management in 
multi-cloud virtual network services 
using AI: A tutorial and a case study 

(Gupta et al., 2019) ScienceDirect 

A06 Towards artificial intelligence enabled 
6G: State of the art, challenges, and 

opportunities  

(Zhang and Zhu, 2020) ScienceDirect 

A07 Cell Fault Management Using Machine 
Learning Techniques 

(Mulvey, Foh, Imran 
and Tafazolli, 2019) 

IEEE Access 

A08 Cognitive Assurance Architecture for 
Optical Network Fault Management 

(Rafique et al., 2018) IEEE Xplore 

A09 A Framework for Automated Cellular 
Network Tuning With Reinforcement 

Learning 

(Mismar, Choi and 
Evans, 2019) 

IEEE xplore 

A10 Deep Q-Learning for Self-Organizing 
Networks Fault Management and Radio 

Performance Improvement 

(Faris B, Misar, and 
Brian L Evans) 

IEEE Xplore 

A11 A systematic literature review on 
intelligent automation: Aligning 

concepts from theory, practice, and 
future perspectives 

(Ng et al., 2021) ScienceDirect 

A12 Fault management frameworks in 
wireless sensor networks: A survey 

(Moridi, Haghparast, 
Hosseinzadeh and 

Jassbi, 2020) 

ScienceDirect 
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A13 Machine Learning for Cognitive 
Network Management 

(Ayoubi et al., 2018) IEEE Xplore 

A14 Machine Learning Based Automatic 
Diagnosis in Mobile Communication 

Networks 

(Chen, Chang, Wang 
and Lee, 2019) 

IEEE Xplore 

A15 Data Traffic Classification in Software 
Defined Networks (SDN) using 

supervised-learning 

(Raikar et al., 2020) ScienceDirect 
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Appendix B 

References Direction Learning 
Techniques 

AI Models 

A01 The data they collected from a 
live network of labeled data that 
are including alarms that have 
occurred and tickets that have 
been written. 

Supervised RF, ANN, SVM, 
NB 

A02  Automatization by using 
unsupervised and deep learning 
models 

Unsupervised (K-
means and k-
means), Deep 
learning (DNEN) 

K-means, (NN), 
DNEN 

A03 To increase the learning by using 
communication with the 
surroundings to adjust the faults 
management techniques.  

Reinforcement 
learning  

Not specified () 

A04 Predict and forecast any failures 
before they occur to minimize 
the negative effects. Using Deep 
learning approaches to introduce 
the challenges of the fault 
prediction to improve the 
functionality steps. 

Deep Learning 
(Unlabeled or 
Semi-labeled) 

Decision tree (DS), 
Logistic Regression 
(LR), SVM 

A05 Direction of Detection within the 
area of Virtual network services.  

Supervised 
learning  

DNN, SVM, RF, 
Deep learning 
using stacked 
sparse 
autoencoders.  

A06  Improvement for Future 
development for 6G 

(Not specified)  K-means, FCM and 
EM, SOM, BN. 

A07  Used to give feedback to the 
system about errors.  

Reinforcement 
learning 

Q-learning, Actor-
critic, SVM, KNN.  

A08 Focusing on deep learning with 
four algorithms.  

Deep learning and 
reinforcement 
learning 

NN, SVM, KNN,  

A09  Improving performance in 
Cellular network 

Reinforcement 
learning 

MDP 

A10  Automatization without human 
supervision 

Reinforcement 
learning 

SON, MIMO, CNN. 
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A11 Used for prediction during online 
UDFP.  

(Not specified) Combined KNN 
and UDFP.  

A12 Detection faults in wireless 
sensor networks.  

Machine learning Not specified any 
models. 

A13  Focusing on future direction to 
automatized the prediction. 

Not specified  KNN, K-means, 
DT, BN, NN, SVM 

A14 Focuses on diagnoses with the 
different models, one for bigger 
problems and one for smaller. 

Supervised SNN, SVM 

A15 Used for detection, aim with 
classification using three 
algorithms 

Supervised NB, SVM, Nearest 

 

 


