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Abstract 
The SSL/TLS protocols over HTTPs main tasks are to encrypt communication and provide 

verification to the user that the website is the one it is claiming to be. With an increase in e-

government and agencies using e-services where sensitive information can travel over the 

Internet the need for SSL/TLS has increased and will continue to increase. This study 

therefore aims to provide answers to how the Swedish agencies have configured their 

websites in terms of SSL/TLS and why they are at their current level of security in regards to 

SSL/TLS. A technical survey using the tool Qualys SSL Server Test was used in order to 

collect the configurations. Follow up interviews with a semi-structured qualitative approach 

was then used to answer the second research question of what factors affect why they had 

their current security level. 48,77% of agencies had some sort of implementation but the 

majority did not use SSL/TLS. The ten most common factors which affected agencies security 

levels was “Projects”, “Availability”, “Attitude towards security”, “Perceived sensitivity of 

data”, “Consultants”, “Resources”, “Knowledge of SSL”, “Security responsibility”, “E-

service”, and “Laws or other externa influence”. 
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1 Introduction 
The Internet is a public network on which information which is considered private could travel. 

Between each node on the network there is danger of both the privacy and the integrity of the data to 

be compromised. Without proper authentication of the visited website the legitimacy of the website 

cannot be verified. Also, the data exchanged between the web browser and web server can be easily 

compromised in terms of integrity and privacy. To solve this Secure Socket Layer (SSL) (which is the 

predecessor) and Transport Layer Security (TLS) is used. HTTPS is simply HTTP over SSL/TLS. 

Since this is implemented on the web server and on the web browser the interference and impact to the 

user is not blatant but still provides added security for the communication. Bocek (2015) names 

HTTPS as a promising start to protect government sites in conjunction with weeding out stolen 

certificates. 

In the context of Swedish government agencies this becomes interesting because some handles 

sensitive information in the communication between the user and server. Their websites provides 

services done over the web called e-services, which people use and trust. It is not unrealistic to assume 

some people think everything is perfectly safe and private as long as they are logged in on their 

account for example, not being familiar with the different risks at hand. Therefore how Swedish 

government agencies handles these risks, protects the communication and by extension protects the 

people is very important. What configuration (certificate, protocols, keys etc.) each website supports 

would be interesting to know as an iduvidual citizen, citizens as a whole and the agencies concerned. 

On top of this, the reasons why an agency is at a certain security level would be an even more useful 

point of study and of great interest to other agencies or companies as a whole in order to improve 

further in this area. 

2 Background 
In this chapter the history and basic components of SSL/TLS is explained. The most common 

threats will also be discussed. 

2.1 The SSL/TLS Protocol 

The protocol was first developed by Netscape Communications when Mosaic was released in 

1993. In 1994 the first version was finished but due to major flaws in the protocol it was only 

used internally and never was released. Later that same year SSL was improved upon and 

launched with the web browser Netscape Navigator as SSL version 2. Initially SSL was 

patent protected but the patent was given away and made free to use. SSL 3.0 was released in 

1995 in order to correct security issues present in SSL 2.0. For example, complementing 

Message-Digest algorithm 5 (MD5) with Secure Hash Algorithm 1 (SHA-1) as the 

cryptographic hash function. In parallel to Netscape developing and releasing SSL, Microsoft 

had been working on their own version called Private Communication Technology (PCT). 

Even though interoperability with SSL was supported, when another protocol called Secure 

Transport Layer Protocol (STLP) was proposed it was clear that a single standardized 

protocol was needed. The Internet Engineering Task Force (IETF) set up a work group 

dedicated to this and from that point the protocol would be known as TLS (Opplinger, 2009, 

page 68-71). 
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Turner and Polk (2011, page 1-2) on behalf of IETF ruled SSL 2.0 not secure enough and that 

TLS never should negotiate use of SSL 2.0. Usage of MD5, no protection of handshake 

messages, the message integrity and encryption using the same key, and weakness in the 

session making it easy to terminate by a man-in-the-middle was named the major reasons. In 

June 2015 Barnes, Thomson, Pironti, and Langley (2015, page 1-4) deprecated the SSL 3.0 

protocol as well, stating that it must not be used. No suitable record protection mechanism, 

key exchange vulnerability during renegotiation and session resumption, cryptographic 

primitives relying on SHA-1 and MD5, and the inability to adapt new features from newer 

protocols was named the major reasons. None of these flaws are present in any of the TLS 

implementations. 

The improved TLS 1.0 was released but was still very similar to SSL 3.0 and could basically 

be view as SSL 3.1 but under a single standardized protocol. A much bigger update was made 

when TLS 1.1 was released in 2006 (Opplinger, 2009, page 141). One of the big changes was 

the change to the Initialization Vector (IV) making it explicit instead of implicit. This is to 

protect against Cipher Block Chaining (CBC) attacks (Dierks & Rescorla 2006 page 4). Just 

two years later in 2008 the TLS 1.2 was released. The MD5/SHA-1 combination in both the 

Pseudorandom Function (PRF) and digitally-signed element was replaced with a single hash. 

Also, the extensions definition and Advanced Encryption Standard (AES) cipher suites being 

merged in are named major differences (Dierks & Rescorla 2008 page 4). 

2.2 Certificates 

Authorities called Certification Authorities (CAs) are the ones issuing and revoking 

certificates. CAs are recognized and trusted by the users of the Public Key Infrastructure 

(PKI). The certificates are used by SSL/TLS in order to attest to the legitimacy of the 

certificate owner (Opplinger 2003, page 186). This makes it possible authenticate the web 

server the web browser is communicating with is as the real web server of a website and not a 

fake, malicious one. With a hierarchical trust model the root CAs are on the top. They in turn 

sign and extend their trust to intermediate CAs. This creates a chain of trust that leads from 

the root certificate to a leaf certificate (Opplinger 2003, page 192). If one of the certificates in 

the certificate chain in not signed by a root CA or intermediate CA signed by root, the 

certificate will not be accepted automatically and the user will be prompted to accept it. If a 

CAs certificate becomes invalid all certificates under it will also become untrusted and 

revoked. 
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2.3 Cipher suits 

The cipher suite consists of the key exchange algorithm, the cipher algorithm and the 

Message Authentication Code (MAC) algorithm. The key exchange process is meant to create 

the pre_master_secret. From this, a new key called master_secret will be created. The 

master_secret is expanded into secure bytes and split between the client and server creating 

encryption and MAC keys on both sides. The cipher algorithm is used to encrypt the bulk 

message. This ensures privacy as only the client and server having the key can decrypt the 

message. Examples of such algorithms are RC4, Triple Data Encryption Algorithm (3DES), 

and AES. The algorithms and bit lengths affects the strength of the encryption. The MAC 

algorithms task is to protect and ensure the integrity of the message by hashing the message 

(Dierks & Rescorla 2008, page 58-67). Known problems with some algorithms are mention in 

section 2.4.  

2.4 Known attacks 

SSL/TLS has over the years been the target of different attacks. Not only are the modes of 

operations popular targets but the commonly used ciphers as well (Sheffer, Holz & Saint-

Andre 2015, page 1). The following sections name and explain some of the popular attacks 

relevant against SSL/TLS. 

2.4.1 SSL stripping 

SSL stripping is a Man-In-The-Middle (MITM) attack. By intercepting the communication 

between the client and the server the attacker redirects normal HTTP traffic back to the client, 

bypassing the SSL/TLS. This will not show any warning messages to the client and to the 

server it will look like the client communicates with HTTPS. The attacker can read all 

confidential information since there is no encryption in effect (Puangpronpitang & Sriwiboon 

2012, page 231-232). 

2.4.2 BEAST 

The Browser Exploit against SSL/TLS (BEAST) is an attack where using the encryption 

oracle, the attacker guess a plaintext and encrypts it to match against the cipher text. This 

chosen-plaintext attack makes use of the IV and CBC. An otherwise impractical task of 

guessing an entire session cookie becomes practical when padding and shifting of the block 

boundaries enables the attacker to byte by byte figure out the secret (Eldewahi, Sharfi, 

Mansor, Mohamed  & Alwahbani 2015, page 204). 

2.4.3 POODLE 

In order for clients to work with older SSL/TLS implementations they negotiate which 

protocol to use. This downgrade can be triggered by an attacker so a less secure protocol is 

being used. Padding Oracle on Downgraded Legacy Encryption (POODLE) is an attack 

which makes use of the SSL 3.0 and CBC. The clock cipher padding in CBC encryption is not 

covered by the MAC. This makes the integrity of the padding not verifiable after decryption. 

Just like with a BEAST-attack the bytes can then be guessed one by one. Reading the 

response of the server, each byte takes 256 requests at most to crack (Möller, Duong & 

Kotowicz 2014). 
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2.4.4 RC4 

This algorithm has a variety of known cryptographic weaknesses. This makes every 

implementation using this cipher insecure. It cannot be seen as acceptable protection and the 

recommendation is to not use it in SSL/TLS (Sheffer, Holz & Saint-Andre 2015, page 5). 

2.4.5 CRIME, TIME and BREACH 

Compression Ratio Info-leak Made Easy (CRIME), Timing Info-leak Made Easy (TIME) and 

Browser Reconnaissance and Exfiltration via Adaptive Compression of Hypertext (BREACH) 

are a series of attacks against the compression of traffic. The basic idea is that by guessing the 

plaintext and observing the compression of the cipher text generated you can figure out what 

the plaintext is. Because compression only happens when there is redundancy, a short, highly 

compressed output has a lot in common with the secret (Meyer & Schwenk 2014, page 200). 

2.4.6 Heartbleed 

This was originally an extension added to OpenSSL meant to provide a keep-alive mechanism 

to TLS. A client would send a request to the server containing a payload as well as a field that 

would define the length of the payload. The server would then respond with the same exact 

payload and the client would know the connection was still functioning. However, no check 

was done to see if the payload requested from the client was of the correct defined length. 

This made a request containing a larger length value in relation to the payload force the server 

to leak additional information kept in memory to match the defined length. The server’s 

private key could be extracted this way and is one of the worst vulnerabilities (Carvalho, 

DeMott, Ford & Wheeler 2014, page 63-64). 

2.4.7 PKI vulnerabilities 

Due to weaknesses in the MD5 hash algorithm where valid certificates can be made with 

colliding hash values, servers or clients could be impersonated. This way trusted certificates 

could be created from untrusted parties. Another way of attacking the PKI is to attack the 

CAs. In 2011 both the Comodo and DigiNotar CAs were compromised. The attackers then 

used the trusted CAs in order to issue trusted certificates. Further issues with certificates arise 

if CAs uses weak keys. The algorithm used and key length strongly correlates to the strength 

of the certificate. DigiCert Malaysia issued 22 certificates with RSA 512-bits which later had 

to be revoked due to the weak keys. Lastly, there is the risk of CAs accidently issuing 

certificates due to bad business processes where a certificate is given when it should not have 

been (Meyer & Schwenk 2014, page 201-203). 
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3 Problem 
The main aim of this project is to answer the question: 

“What factors plays a part in why the Swedish agencies websites currently are at a given 

level of security in regards of SSL/TLS?” 

To accomplish this, first another question that needs to be answered is: 

“What is the current SSL/TLS configuration of Swedish agencies websites?” 

The hypothesis is that availability of e-services, perceived sensitivity of the handled 

information, organizational procedures, amount of website traffic, and website administration 

expertise are major factors affecting why an agency is at a certain level of security.  

3.1 Problem description 

The phenomenon e-government has seen huge growth internationally. This has changed how 

the government and the people interact when governments now push towards providing 

services over the web (Worrall, 2011, page 3). However, Juell-Skielse (2014) researcher and 

coordinator in the field of e-government at the Department of Computer and Systems 

Sciences names Sweden who usually is at the very top in terms of IT development, as falling 

behind. The ambition however is to change this. A new test environment is being developed 

which aims to put Sweden as the world leader in e-government. With this predicted increase 

in e-service usage on the agencies websites the need to secure the increased communication 

will also increase. Sensitive information such as personal data is exchanged between the 

agency and the user and with this being sent over the public Internet, new challenges arise.  

Datainspektionen, in English: the Swedish Data Protection Autority (DPA), exists in order to 

make sure that the laws are followed in the context of personal data. They name personal data 

as “All information that can directly or indirectly be linked to a living person.” and this 

information must by law be protected in all kinds of treatment for example: collection, 

disclosure, distribution, etc. (Datainspektionen 2008a, page 6). When personal data is sent 

over the Internet, communication should be encrypted with sufficiently strong encryption 

keys (Datainspektionen 2008a, page 23-24). Datainspektionen (2008b) also states that it is not 

allowed to publicly make personal data available on the Internet, even though it is part of 

public records and not considered classified information without taking the integrity 

protection rules in the personal data act into account. Also, when transferring personal data 

over the Internet, the user must be verified that only the agency is the recipient of the data. 

This can be solved using SSL/TLS.  
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On top of this, agencies are very interesting to examine since they aim to serve the public and 

therefore are governed by additional laws and demands. The delegation appointed to develop 

the agencies names one of the aims as making it as easy as possible to as many as possible 

and to further the collective development and innovation of the society. This makes the issue 

not each of the agencies own concern, but the whole society’s. Furthermore, the technical 

implementation is also somewhat guided as the agencies always should consider open source 

software and open standards firstly when picking solutions for example (E-delegationen 2009, 

page 6-9). Also the agencies have to for example, archive their websites due to them being 

public documents (Eklund 2011). These are some examples of what separates the government 

agencies websites from commercial websites. 

Mtsweni (2015, page 1-3) names other important security issues to take into consideration as 

SQL injections, cross-site scripting, and denial of service. When three South African 

government websites were hacked there was a lack of concern from the agencies as they 

claimed there was no sensitive information residing on the web servers. On average, a website 

suffers from several serious vulnerabilities but these three are the most prevalent. However, 

protection against SQL injections will usually only protect the website itself from hacking 

and/or from becoming unavailable (Sharma & Jain 2014, page 1). Cross-site scripting could 

potentially harm the user though with for example account hijacking (Shar & Tan 2011, page 

55). But SSL/TLS protects the communication between the user and the website, aiming 

primarily to protect the users.  

To understand the factors affecting agencies websites SSL/TLS security will be important in 

developing the agencies. Having guidelines on what makes an agency good or bad in this 

aspect will be useful in the decision making of the agencies wanting to advance. The list of 

factors and the reasoning on how and why they affect agencies security will be beneficial to 

the agencies development. The agencies could discuss each factor and how applicable it is to 

them in order to pick a suitable security level or to raise awareness of missed out aspects, 

giving the agencies a more well informed basis in decision making. Also, the simple 

knowledge of what level an agency is currently on might affect people on an individual level 

to change their behavior. The result of the SSL/TLS configuration test could be used as a 

guideline to what agencies are to be trusted on the Internet and an agency’s services which 

scored poorly might be avoided over the web. On top of the two perspectives of the citizen 

and the agency, the perspective of the IT consultant is interesting. The results could be used in 

order to know what agencies to collaborate with and what to offer. This specific research has 

not been conducted before so the findings would also be of interest to the research 

community, being able to further research the individual or groups of found aspects. 
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3.2 Objectives 

The study is broken down into objectives in order to be able to fulfil the aim. The defined 

objectives follow: 

1. The first objective is to conduct a literature study and to read up on SSL/TLS. This is 

to see gain knowledge in the area of subject, see what research already has been 

conducted, pick out relevant research questions and to gather information about the 

methods to be used. 

2. The second objective is to pick the methods to be used. Using the research questions 

and information about research methodology acquired in the first objective, relevant 

methods must be chosen.  

3. The third objective is to perform the SSL/TLS configuration test. The result would be 

a list of the Swedish government agencies websites where each agency has been 

awarded a grade. This grade is to be used in order to pick out agencies for further 

studies coming from both sides of the spectrum. 

4. The fourth objective is to from the chosen agencies perform interviews in order to find 

out what the factors are affecting their website’s level of security concerning 

SSL/TLS. The results would be the factors and their role in SSL/TLS security.  

5. The fifth objective is to compile and analyse the results of the study and to present the 

final result. The final result would be the identified factors and the agencies current 

SSL/TLS configuration serving as a guideline. 

4 Method 
Given the aim and the objectives developed, appropriate methods to get the best end result 

must be selected and explained. The first step after developing objectives is to identify 

potential methods. All methods relevant to each of the objectives in the context of the aim 

should be considered and briefly elaborated upon. Next, the most suitable method is to be 

chosen and properly motivated. The criterion for this is that the method in the end will 

produce the result of the highest quality. Finally, the details of the chosen methods will be 

presented if necessary, providing a summary of how the methods will be used (Berndtsson, 

Hansson, Olsson & Lundell 2008, page 68-70). In the following sections the chosen methods 

and their necessary details are presented. 
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4.1 Literature study 

The literature study or analysis serves the purpose of systematically examine something by 

analyzing already published work. This is done with a specific purpose in mind (Berndtsson 

et al. 2008, page 58). All objectives will use a literature study to some extent in order to fulfil 

each objectives goal. Its role will only be supportive though and never the major basis of this 

study. The first objective contains much published work where a summary of the subject and 

research methods can be effectively done. The third objective is the opposite. Little to none 

published work in this specific area gives the literature only a supportive role to other more 

potent methods. For example, interview methodology etc. can be studied in the literature in 

order to perform an interview with higher quality results. 

4.2 Technical survey 

A survey has the advantage of being able to reach numerous of respondents with a relatively 

small amount of effort. Covering large numbers quickly and the ability of automating 

handling of respondents are the characteristics of a survey (Berndtsson et al. 2008, page 63). 

When this is done through technology and where the respondents are computers, these 

advantages rings even truer. This method will be the basis of the second objective to examine 

what the current SSL/TLS configuration of the Swedish government agencies websites are. 

Berndtsson et al. (2008, page 63) states that the drawbacks of a survey is that complicated 

issues are hard to examine due to lack of communication possibilities and low motivation of 

the participants. Since this is a simple test performed on computers these drawbacks are 

severely mitigated. Alternatives to this method could have been to do a non-technical survey 

or to interview the agencies. A non-technical survey would have less of the advantages where 

automation becomes harder for example, and more of the drawbacks where response rate, 

motivation, and accuracy of the response become bigger threats. Interviews would be 

impractical to perform in bulk where several hundreds of agencies need to be examined. 

There are a number of tools which can test a websites SSL/TLS configuration. After testing 

several, the choices narrowed down to Qualys SSL labs, Wormly, and Nmap. Nmap uses 

scripts to test the different aspects of SSL/TLS. It is possible to import a list of servers and 

perform bulk testing. However, no built in grade or point scheme is available for the overall 

quality of the website configuration. Since the survey itself serves as a tool in order to rank 

the agencies, some sort of grading system is needed to not having to go through them 

manually and appoint them a grade by some self-developed criteria. Wormly has a grading 

system which appoints a grade to the tested website. It is not transparent enough though and it 

can be hard to understand what a given grade means, not stating how the different aspects 

affect the final grade. Also, there is no simple way of bulk testing using this tool, making it 

time consuming developing a way or performing tests one by one. Finally, the Qualys SSL 

labs tool satisfies these expressed criteria of a grading system and the ability to test in bulk on 

top of being a very complete test. The grading system is very transparent and the official 

documentation shows how grades are calculated and clearly states changes and updates to it 

(Qualys SSL Labs 2015). 
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Firstly, the server test takes a look at the certificate of the server. This is to ensure that it is 

valid and trusted. If there is an issue with the certificate the grade is capped to “T” (Trust 

Issues) and the secondary grade will tell what the grade would have been if the certificate 

would have been in order. Thereafter, the configuration is inspected in terms of protocol 

support, key exchange support, and cipher support. All these inspected categories combined, 

form an overall score described in numbers ranging from 0 to 100. A score equal to or above 

80 gives the grade “A” whilst a score equal to or above 65, 50, 35, and 20 provides the grades 

“B”, “C”, “D”, “E”, and “F” respectively. The last step of the procedure is to apply a set of 

rules. These rules exist to handle exceptions and aspects which accurately cannot be judged 

by a scoring system. A particular configuration aspect which is unwanted caps the grade, 

giving a high scoring server a lower grade if a big weakness is found. Examples of these rules 

are that permission of SSL version 2 caps the grade to “F”, vulnerability to the BEAST attack 

caps the grade to “B”, and that vulnerability to the CRIME attack caps the grade to “B”. The 

whole set of rules and grading procedure can be inspected in the official SSL server rating 

guide document (Qualys SSL Labs 2015). 

4.3 Interviews 

Interviews are a sort of data collection where the researcher in dialog with subjects collects 

data. Different interview types are good for different objectives. An unstructured interview 

where the interview is allowed to develop freely depending on the subjects interests fits an 

exploratory objective while fully structured interviews are more descriptive using closed 

questions for example (Wohlin, Runeson, Höst, Ohlsson, Regnell & Wesslén 2012, page 62-

63). Recker (2011, page 65-66) states that “Semi-structured interviews are one of the most 

important data gathering tools in qualitative research” and that when studying a phenomenon 

within its real-life context trying to answer ‘how’ and ‘why’ in a research area where few 

studies have been conducted, the case study with semi-structured interviews are particularly 

appropriate. In this case, the third objective is to find the factors affecting why agencies have 

a certain level of security, making a qualitative case study with semi-structured interviews as 

a means of data collection most suitable. Furthermore, when dealing with small samples and 

looking for insightful or deeper knowledge the qualitative semi-structured interview is very 

useful (Recker 2011, page 66). 
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The first criterion of the agencies to be contacted for interview is the grade they got in the 

technical survey. In order to reach the full spectrum of agencies based on their current 

SSL/TLS security level, two agencies from the top (grade A-B), middle (grade C-D), and 

bottom (grade E-F) will be chosen. This is to maximize what can be learned from each 

interview session as additional organizations or individuals within the same grade category 

are not as meaningful to interview as diminishing returns of the incremental learning, called 

theoretical saturation is reached (Recker 2011, page 68). Another criterion which will affect 

agency selection is the geographical location. In the case of several agencies being in the 

same grade category, the agencies with the most favorable geographical location are selected. 

Recker (2011, page 68) states that in the area of interviewee selection, specific characteristics 

of the interviewees must be defined. The characteristic which the subject should have in this 

case is the responsibility of administration of the web server. In practice, this could take on 

different forms as the titles and roles of those could vary from agency to agency. However, 

this might have some benefits as Wohlin et al. (2012, page 63) states that it is good to include 

divergent roles and personalities in the interviews.  

The questions will be generated by studying research done in similar areas where factors 

affecting IT-security are in focus. Factors based in previous research, coupled with the gained 

understanding of the area will form the candidate factors. The interviews will be recorded, 

turned into transcript and finally analyzed using a qualitative data analyzing method. This 

method is comprised of tidying up the material, finding items (coding), creating stable sets of 

items (categorizing), creating patterns, and assembling structures (LeCompte 2000). 

4.4 Validity threats 

This section describes how the most relevant validity threats will be handled. The validity 

threats will be identified using the checklist provided by Wohlin et al. (2012, page 105). The 

complete list, including non-applicable threats is available in Appendix A. 

4.4.1 Fishing and the error rate 

Fishing is where the researcher is looking for a specific result, affecting the outcome of the 

study. The error rate is the significance level adjustment which takes place when multiple 

analyses are conducted. In this study the initial survey uses external tools and grading 

systems, not allowing own preferences to determine the outcome. Furthermore, the interview 

questions will be partly based on earlier research and the semi-structured style with open 

questions allow the interviewee to say what they think are important. The analysis of the 

interviews will use a qualitative data analyzing method making the analysis more structured 

and less likely to suffer from fishing. 
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4.4.2 Instrumentation 

The tools and methods used for data collection need to be designed accordingly to not 

influence the results negatively. In order to ensure this, the study uses recognized tools and 

methods which are the most suitable in the specific purpose of this study. The suitability of 

chosen methods is based on literature in research methodology. Issues like the construction of 

the interviews for example will be done with extensive research coupled with validity in 

mind. 

4.4.3 Mortality 

This is when subjects drop out of the study. Since the interviews are few, an interviewee 

dropping out could potentially have a big impact. The qualitative nature of the study has 

greater resilience towards this though compared to if it would have been quantitative where a 

drop out would affect the statistical power significantly. Being flexible with having multiple 

interviewee partners ready to choose from representing their security level is also a solution to 

minimize this threat.  

4.4.4 Mono-method bias 

If only a single method is used it may introduce a measurement bias. The initial survey only 

includes a single tool. However, its grading system is very transparent and can be cross-

checked against the literature study and background section where the grading determinants 

are evaluated to be rooted in reasonable factors, supported in the literature. 

4.4.5 Hypothesis guessing 

When subjects try to figure out the intended results of the study they may alter their behavior 

based on their guess of the purpose. This is applicable as the interviewees may try to come up 

with factors that may affect the SSL/TLS security but not just what is actually affecting them. 

During the interviews, tendencies like this or the need of clarification will prompt follow up 

questions asking for examples where the interviewee is asked to further explain how that 

factor is affecting them, minimizing pure speculation. 

4.4.6 Evaluation apprehension 

Trying to appear better when being evaluated is a human tendency which might affect the 

study. By first objectively measure the security there is no room for lying or trying to 

whitewash the state of their current SSL/TLS security. Anonymity will also be offered, 

reducing this threat. Not telling them their grade and how they rank relatively to other 

agencies coupled with not getting into specific vulnerabilities found in their configuration will 

help them not getting defensive as this might step on their professional pride. These combined 

efforts will reduce the threat of the interviewees feeling like having to save face and to not 

talk freely about the issues. As the interviewees are volunteers, this will by itself reduce this 

threat. 
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5 Implementation 
This section will further explain how the methods chosen were implemented. This is to offer 

transparency and ease reproduction of the study. The implementations of the methods that 

need to be explained further are the literature study, technical survey, the interviews and the 

analysis. 

5.1 Literature study 

The literature study was mainly performed using the databases “Springer Link”, “IEEE 

Xplore”, and “WorldCat Local”. The most common key phrases searched for was “E-

government”, “E-services”, “SSL/TLS”, “Identifying factors”, and “Security”. These 

keywords were combined in different phrases in order to get as relevant results as possible. In 

each of the papers found, its references were briefly examined and decided based on their 

titles if any would be relevant to further investigate. The study was done on several different 

levels. Firstly, general background knowledge of SSL/TLS and government web site security 

was searched for as well as research methods. It then narrowed down to more specific terms 

tailoring more to the area of study. However, the literature study was not the main focus of 

this study and only carried a supportive role.  

5.2 Technical survey 

The technical survey was made using the tool Qualys SSL Server Test. In order to easily test 

servers in bulk a script was used. The script was created by Mohesh Mohan and posted in 

Qualys community forum the 18
th

 of June 2015. It will use a text file with the addresses of the 

websites as input and it will create a CSV file with the results as output. The script and its 

instructions are available at “https://community.qualys.com/thread/15217”. 

The agencies websites addresses are taken from Statistics Sweden (Statistiska centralbyrån) 

and the Swedish Association of Local Authorities and Regions (Sveriges Kommuner och 

Landsting). Statistics Sweden provides the web addresses to government agencies while the 

Swedish Association of Local Authorities and Regions provides the web addresses of 

municipalities. This encompasses all of the municipalities and many of government agencies. 

The examined government agencies that was used in the analysis with their respective field is 

listed in Appendix B. Government agencies were entered into a single text file and tested the 

21
st
 of March 2016 while Municipalities were entered in a separate text document and tested 

the 2
nd

 of May 2016. The CSV file containing the results of the municipalities was 

unfortunately lost, prompting another test the 23
rd

 of May 2016. However, the municipalities 

involved in the interviews had retained their grades so it did not affect the study. A very small 

deviation could possibly have occurred in this, almost three week period but the retention of 

the contacted municipalities’ grades seems to indicate the opposite.  
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5.3 Interviews 

The interviews that were to be conducted were picked from the results of the technical survey. 

The method of contact was initially by email but as the respond rates were not satisfactory 

and the process of getting to the right person and setting up a time and date for the interview 

was very time consuming the tactic was changed into contact through phone. 

The interviewees were always allowed to pick a date and time most suitable to them to 

minimize stress, time constraints or other factors having a negative impact on the interview 

process itself. Related to this, the interviews were conducted in Swedish. The interviews were 

conducted in person as a personal meeting with the interviewee. This was met with one 

exception were in one of the interview sessions we were joined by an additional employee 

over the phone, turning the session into a mixture of a personal meeting and a conference call. 

To initiate the session, the interviewee was reminded of the aim of the study, the purpose of 

the audio recording of the interview and the promise of anonymity. The recording was 

thereafter started and the interview conducted. The questions formed from the candidate 

factors were brought and asked until saturation was reached. This was usually within 30-50 

minutes. The semi-structured interview allows for follow up questions and allows the 

interviewer to explore aspects which are deemed interesting. Therefore no exact 

representation of the questions asked is available except for in the transcriptions of the 

interviews which will not be published in their entirety due to the privacy concerns and 

promise of anonymity. However, the vast majority of questions who consistently were asked 

to all interviewees are present in Appendix C. 

The questions and areas of discussion were based on some research done in the related area of 

factors affecting security but in a more general sense. These were then transformed and 

coupled with more SSL/TLS specific questions. Topa and Karyda (2015) focused on the 

individual security behaviour and what affected this. Alavi, Islam and Mouratidis (2014) 

presented a framework to analyse the human factors. Huang, Rau and Salvendy (2007) using 

a survey identified factors which influenced people’s perception of information security. 

Connoly, Lang and Tygar (2014) examined the role of the cultural factors and individual 

values. By collecting factors from these different studies and tailoring them more towards the 

topic of SSL/TLS the interview structure was constructed.  
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5.4 Analysis 

In the technical survey, the raw data collected was cleaned up before analysis. All addresses 

which led to the same server IP were combined into one site. This is due to if the addresses 

are different pages of the same website it is handled by the same server. The results would be 

skewered, giving a false representation if this adjustment was not made. An example is 

swedenabroad.com where every website address provided was a page on the same site e.g. 

swedenabroad.com/tokyo, swedenabroad.com/rom, swedenabroad.com/jerusalem etc. They 

are all hosted on the same server, have identical configurations and are therefore consolidated 

into one in analysis. Also, some agencies referred to another agency as they were joined for 

example the Swedish embassy of Monaco and France being the same. Another part of the data 

clean-up was the exclusion of the websites where the return code was not “ready”. These 

errors are most likely due to faulty website addresses provided in the input. These errors were 

very few and will not have an impact on the results. Another assumption made was that the 

grade “Unable to connect” meant that there was no SSL/TLS implementation on that website. 

This is because if the return code is “ready” there is nothing wrong with the address; it is 

something wrong with HTTPS. If the server would have responded, it would have awarded 

the grade “No SSL/TLS”. However, HTTPS was blocked, e.g. the agency blocks all network 

traffic on unused ports; 443 in SSL/TLS’s case, resulting in the “Unable to connect”. There 

was found an exception to this though. The police agency’s website used SSL/TLS despite 

returning “Unable to connect”. In this case it is safe to assume they have other security 

systems which prohibits the scan of their server and drops the connection. This is thought not 

to be the norm but an exception among agencies and therefore relating this grade to a non-

existing SSL/TLS implementation is very accurate and the possible exceptions will not affect 

the results as they are almost non-existent.  

In order to effectively perform an analysis the recorded interviews were transcribed. The 

recordings resulted in about 4000-5000 words each and over the course of the six interviews it 

resulted in nearly 29000 words of material to analyse. The qualitative data analysing method 

was implemented using the tool Atlas.ti. This is qualitative data analysis and research 

computer software designed to aid in the analysis process. The transcribed interviews were 

processed within this tool. The codes were created whenever the interviewees’ answers could 

be related to the research question. This is not always explicit but often a concept or a theme. 

This means the coding is not a keyword counter but a structured way to record where a 

concept emerged. For example, the answers “We cannot afford […]” and “We have to 

prioritize due to a weak budget.” would both be coded with the code “resources”. This also 

eliminates triggering if the respondent stutter or restart the sentence as the codes are 

interpreted and set on the complete answer. Using build-in tools such as the network view, 

word cruncher, code co-occurrence tables, etc. the codes could be seen in context in order to 

see connections, similarities, diversions, relationships, etc. This interpretation expanded upon 

form the factors which answers the research question. When trying to get in contact with a top 

grade agency there was a forwarding to a company which hosted agency websites. They were 

interviewed instead of that top grade agency and are counted as a top grade agency in the 

analysis. 
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The code co-occurrence was calculated in Atlas.ti. Since the analysis was made in the 

software, the codes and when or how they were overlapping with each other was easily 

retrieved. A co-occurrence scheme was created for each of the different security levels and by 

clicking on the co-occurring codes you were taken to the relevant sections in the transcription 

text. Co-occurrence is how often a set of two selected codes overlap with each other in 

relation to how often they exist in total, expressed as a number between zero and one. Zero 

means that they never co-occur and one means that they always co-occur. It is calculated 

using “c = n12/(n1 + n2 – n12)” where n12 is the co-occurrence frequency of the codes 1 and 

2, while n1 and n2 is their individual occurrence frequency. There are also built-in protection 

mechanisms for when values are out of range or when the code frequencies differ too much 

etc. (Friese 2015, page 271-273).  
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6 Results 
Both the results of the technical survey and the results of the interviews is presented in this 

chapter. 

6.1 Technical survey 

This part of the results corresponds to the research question of investigating the current level 

of SSL/TLS security of the agencies. The results of the technical survey which was deemed 

the most interesting is presented under this section. Using the data collected, different aspects 

of the agencies SSL/TLS configuration are compared and expressed quantitatively. After 

cleaning up the data a total of 408 agency websites were included in this analysis. 124 of 

those were government agency websites while 284 were municipal websites. The complete 

results with all measured aspects are available in Appendix D and Appendix E.  

6.1.1 Support of SSL/TLS 

Out of the 408 agencies, 199 did have some sort of SSL/TLS support on their website while 

209 did not. This includes all grades. 

Yes
48,77%

No
51,23%

SSL/TLS Support

Yes

No

 

Figure 1 SSL/TLS support of all agencies 
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Out of the 124 government agencies, 56 did have some sort of SSL/TLS support on their 

website while 68 did not. This includes all grades. 

Yes
45,16%

No
54,84%

SSL/TLS Support

Yes

No

 

Figure 2 SSL/TLS support of government agencies 

Out of the 284 municipalities, 143 did have some sort of SSL/TLS support on their website 

while 141 did not. This includes all grades. 

Yes
50,35%

No
49,65%

SSL/TLS Support

Yes

No

 

Figure 3 SSL/TLS support of municipalities 
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Out of the 408 agencies, 1 did have the grade “A+”, 24 did have the grade” A”, 5 did have the 

grade “A-“, 35 did have the grade “B”, 20 did have the grade “C”, 61 did have the grade “F”, 

53 did have the grade “T”, 27 did have the grade “No SSL/TLS” and 182 did have the grade 

“Unable to connect”. 

A+, 0,25%A, 5,88%A-, 1,23%

B, 8,58%

C, 4,90%

F, 14,95%

T, 12,99%
No SSL/TLS, 6,62%

Unable to connect, 44,61%

SSL/TLS Grades

 

Figure 4 SSL/TLS grades of all agencies 

Out of the 124 government agencies, 0 did have the grade “A+”, 11 did have the grade” A”, 3 

did have the grade “A-“, 8 did have the grade “B”, 4 did have the grade “C”, 16 did have the 

grade “F”, 14 did have the grade “T”, 7 did have the grade “No SSL/TLS” and 61 did have 

the grade “Unable to connect”. 

A, 8,87%
A-, 2,42%

B, 6,45%

C, 3,23%

F, 12,90%

T, 11,29%

No SSL/TLS, 5,65%

Unable to connect, 49,19%

SSL/TLS Grades

 

Figure 5 SSL/TLS grades of government agencies 
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Out of the 284 municipalities, 1 did have the grade “A+”, 13 did have the grade” A”, 2 did 

have the grade “A-“, 27 did have the grade “B”, 16 did have the grade “C”, 45 did have the 

grade “F”, 39 did have the grade “T”, 20 did have the grade “No SSL/TLS” and 121 did have 

the grade “Unable to connect”. 

A+, 0,35%A, 4,58%A-, 0,70%

B, 9,51%

C, 5,63%

F, 15,85%

T, 13,73% No SSL/TLS, 7,04%

Unable to connect, 42,61%

SSL/TLS Grades

 

Figure 6 SSL/TLS grades of municipalities 

6.1.2 Support of deprecated protocols 

Out of the 199 agencies which supported SSL/TLS, 21 supported SSLv2 on their website 

while 178 did not. This includes all grades. 

No, 89,45%

Yes, 10,55%

SSLv2 Support

No

Yes

 

Figure 7 SSLv2 support of all agencies 
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Out of the 56 government agencies which supported SSL/TLS, 8 supported SSLv2 on their 

website while 48 did not. This includes all grades. 

No, 85,71%

Yes, 14,29%

SSLv2 Support

No

Yes

 

Figure 8 SSLv2 support of government agencies 

Out of the 143 municipalities which supported SSL/TLS, 13 supported SSLv2 on their 

website while 130 did not. This includes all grades. 

No, 90,91%

Yes, 9,09%

SSLv2 Support

No

Yes

 

Figure 9 SSLv2 support of municipalities 
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Out of the 199 agencies which supported SSL/TLS, 71 supported SSLv3 on their website 

while 128 did not. This includes all grades. 

No, 64,32%

Yes, 35,68%

SSLv3 Support

No

Yes

 

Figure 10 SSLv3 support of all agencies 

Out of the 56 government agencies which supported SSL/TLS, 25 supported SSLv3 on their 

website while 31 did not. This includes all grades. 

No, 55,36%

Yes, 44,64%

SSLv3 Support

No

Yes

 

Figure 11 SSLv3 support of government agencies 
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Out of the 143 municipalities which supported SSL/TLS, 46 supported SSLv3 on their 

website while 97 did not. This includes all grades. 

No, 67,83%

Yes, 32,17%

SSLv3 Support

No

Yes

 

Figure 12 SSLv3 support of municipalities 
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6.2 Interviews 

The findings of the interviews are presented under this section. This part of the report 

corresponds to the research question of trying to identify the factors affecting agencies 

security level of SSL/TLS. The qualitative data is both presented in quantitative terms and in 

qualitative ones. The codes which emerged in the analysis of the interviews form the basis of 

the results discussed in this section and represent the factors affecting the SSL/TLS security 

level. In the qualitative part the codes are expanded upon, explained and put into context since 

the codes by themselves do not provide the full picture. Their context and how they relate to 

each other as well as how they relate to the research question is not always self-evident. 

Therefore, the codes are expanded upon in the qualitative section. 

 

6.2.1 Quantitative representation 

The codes which emerged as well as the number of times used in all of the six interviews: 

Projects 39 Documentation 17 

Availability 34 Multiple responsibilities 14 

Attitude towards security 33 Experience 12 

Perceived sensitivity of data 30 Priority of website 12 

Consultants 28 Education 11 

Resources 28 Number of people working with 

website 11 

Knowledge of SSL 27 Management 10 

Security responsibility 23 Perceived complexity of SSL 10 

E-service 22 Routines 10 

Laws or other external influence 19 Main user 8 

Risk 19 Perceived effectiveness of SSL 7 

Collaborations 18 Traffic 6 

Table 1 most frequently used codes of all interviews 

Many of these correspond to the candidate factors e.g. to the interview questions asked. 

However, some of these concepts emerged in analysis without being part of the standard 

interview sheet at all. “Projects”, “Security responsibility” and “Management” are examples 

of this.
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In the interviews of the agencies which had bottom grades the most frequently used codes 

were: 

Projects 13 Management 4 

Resources 12 E-service 4 

Consultants 11 Documentation 4 

Collaborations 11 Priority of website 3 

Security responsibility 9 Perceived complexity of SSL 3 

Knowledge of SSL 8 Number of people working with website 3 

Attitude towards security 8 Routines 2 

Perceived sensitivity of 

data 

7 

Experience 2 

Risk 6 Education 2 

Availability 6 Traffic 1 

Multiple responsibilities 5 Main user 1 

Laws or other external 

influence 

5 

Perceived effectiveness of SSL 0 

Table 2 most frequently used codes of agencies with a bottom grade 

“Projects” retain its position as the most commonly used code. However, “Resources” has 

climbed and “Attitude towards security” and “Perceived sensitivity of data” has dropped 

compared to the total of all interviews.
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In the interviews of the agencies which had middle grades the most frequently used codes 

were: 

Projects 19 Experience 5 

Attitude towards 

security 

15 

Laws or other external influence 5 

Availability 14 Multiple responsibilities 5 

Knowledge of SSL 12 Security responsibility 5 

E-service 11 Collaborations 4 

Perceived sensitivity of 

data 

11 

Education 4 

Resources 8 Management 4 

Risk 8 Number of people working with website 4 

Priority of website 7 Perceived complexity of SSL 4 

Documentation 6 Routines 4 

Main user 6 Perceived effectiveness of SSL 3 

Consultants 5 Traffic 3 

Table 3 most frequently used codes of agencies with a middle grade 

“Projects” retain its position as the most commonly used code. “Attitude towards security” 

and “Availability” still also remains in the top. “E-service” has climbed compared to the total 

of all interviews. 
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In the interviews of the agencies which had top grades the most frequently used codes were: 

Availability 14 Experience 5 

Consultants 12 Risk 5 

Perceived sensitivity of 

data 

12 

Multiple responsibilities 4 

Attitude towards security 10 Number of people working with website 4 

Laws or other external 

influence 

9 

Perceived effectiveness of SSL 4 

Security responsibility 9 Routines 4 

Resources 8 Collaborations 3 

Documentation 7 Perceived complexity of SSL 3 

E-service 7 Management 2 

Knowledge of SSL 7 Priority of website 2 

Projects 7 Traffic 2 

Education 5 Main user 1 

Table 4 most frequently used codes of agencies with a top grade 

“Projects” has dropped from the top down to the 11
th

 place. “Consultants” has climbed 

together with “Laws or other external influence” compared to the total of all interviews. 

“Traffic” was in the lower end which consistently was the case. 

Codes which seemed to have some correlation in co-occurrence with each other in the total of 

all interviews were: 

Code 1 Code 2 Co-

occurrence 

Consultants Security responsibility 0,21 

Availability Laws or other external 

influence 

0,2 

Table 5 co-occurrence correlation of codes in all interviews 
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Codes which seemed to have some correlation in co-occurrence with each other among the 

bottom grade agencies were:   

Code 1 Code 2 Co-

occurrence 

Number of people working with 

website 

Management 0,4 

Availability Laws or other external 

influence 

0,38 

Attitude towards security Knowledge of SSL 0,33 

Number of people working with 

website 

Multiple responsibilities 0,33 

Resources Projects 0,32 

Resources Management 0,23 

Consultants Collaborations 0,22 

Consultants Resources 0,21 

Consultants Security responsibility 0,21 

E-service Projects 0,21 

Resources Multiple responsibilities 0,21 

Availability Resources 0,2 

Number of people working with 

website 

Priority of website 0,2 

Table 6 co-occurrence correlation of codes in bottom grade agencies 

A significantly larger amount of correlations were found and with a greater correlation 

coefficient in the bottom grade agencies compared to the total of all interviews. At the top the 

“Number of people working with the website”- and “Management”-codes were shortly 

followed by “Availability” and “Management”. 



28 

 

Codes which seemed to have some correlation in co-occurrence with each other among the 

middle grade agencies were: 

Code 1 Code 2 Co-

occurrence 

Availability Attitude towards security 0,21 

E-service Projects 0,2 

Table 7 co-occurrence correlation of codes in middle grade agencies 

Very few codes showed some sort of co-occurrence correlation in the middle grade agencies. 

The highest was “Availability” and “Attitude towards security” at 0,21. 

Codes which seemed to have some correlation in co-occurrence with each other among the 

top grade agencies were: 

Code 1 Code 2 Co-

occurrence 

Routines Collaborations 0,4 

Consultants Security responsibility 0,31 

Perceived complexity of SSL Knowledge of SSL 0,25 

Perceived effectiveness of SSL Knowledge of SSL 0,22 

Availability Laws or other external 

influence 

0,21 

Table 8 co-occurrence correlation of codes in top grade agencies 

Top grade agencies have their top co-occurrence correlation of the codes “Routines” and 

Collaborations”.  
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6.2.2 Qualitative representation 

The code “Projects” was the most common code. This indicates that there is a lot of 

development happening in the field of agency websites. It was very common to have a new 

website launching or a new E-service platform in development:  

“We are in the process of starting a new project this year with a completely new 

website.” 

“[…] now we are in the process of remaking our external website which will be 

done at the end of this year […]” 

“We are in the process of building a platform together with *neighboring 

municipal* regarding E-services […]” 

“[…] now when we have a new website […]” 

The top and middle grade agencies had the traits of having either recently improved their 

website or being in the process of improving their website. The bottom grade agencies were 

split were one did not talk about projects on the website while the other did and showed 

ambition of improving: 

“[…] we are definitely not in the top […] we have a lot of work to do when it 

comes to security.” 

“We have entered a new project were we are going to update our entire external 

website.” 

Being part of projects or recently having been seems to be a factor which affects the security 

level to a large degree. The lack of projects seems to be a symptom of other underlying 

factors. In both the bottom grade agencies there was a problem with resources: 

“[…] but there is no one who takes responsibility for the website and its 

development. I for example have to ask for extra funds when doing this lift. I 

alone have to prioritize and shift time from other stuff in favour of this in order 

to be able to work…since the agency does not have the time to prioritize…they 

prioritize it but there is not enough people with the interest or knowledge.” 

“As of now, we have the excellent budget of 0kr for *agency website*. That is 

our development budget since our municipal commissioner said “What? You 

want even more money?” when we asked for a development budget. So, I have 

0kr which means that everything I do has to be funded from something else right 

now. We will ask for more funds next year, a yearly budget but we do not know 

when we will get it, if we will get it.”  
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When asking middle and top grade agencies they said: 

“[…] if it is urgent you can always depart from the budget, there is no problems 

with that. If we feel that […] there is a new weakness in something and it is 

considered serious we will have to do whatever it takes. Then there is no 

question about it.” 

“[…] money has not been the issue. […] we get funds for what we do and what 

we think is important.”  

The code “Availability” was another very common factor. It was seen by agencies as very 

important: 

“[…] well, that *agency website* even is up and running is super important. 

[…] We have a lot of things which only are available over the website so it is 

very important that it works […]” 

Not only is availability about being able to connect to the website and it being online. For 

agencies availability was very much in the aspect of accessibility for people with disabilities: 

“[…] there are two types of availability. One is that you can read the text that it 

is easy to understand. You can have it played back and listen to it, which is part 

of availability. The other is that you can reach it.” 

“The reason for me asking you about what you meant with availability is 

because when we talk about availability we very often refer to disability 

adaptation.” 

“The accessibility issues are quite important. We often get questions about them 

and how we fulfill them.” 

Availability often had a relationship with the code “Laws or other external influence”. Many 

organizations and laws are having a big influence on how the agencies prioritize development 

of their websites: 

“When I think laws and web I think more about the availability, thus the 

disability adaptation. There are a lot of laws controlling us there, making sure 

we are available to everyone in different ways.” 

“[…] laws…well there is a new EU-directive which will affect us in the 

accessibility aspect that our websites should, just like in society…it should be 

accessible […]” 

“I think about availability and to fulfill VCAG and that you are not allowed to 

discriminate anyone on the basis of different disabilities.” 
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The code “Attitude towards security” was a frequent code. The agencies explicitly valued 

security: 

“[…] we do not take security lightly. We do not. It is not like we think “no one 

wants to be at *agency website* so it does not matter” absolutely not […]” 

“For us at IT it is our maximum focus and especially the last 2-2,5 years since 

appointing someone in charge of  IT security and deliberately pushing this 

development.” 

“[…] the starting point is always that we should have a website that is as secure 

as possible […]” 

However, as much as it was deemed important, it also needed to be easy and it was not 

allowed to impact the availability: 

“It has to be easy. […] If you are not used to it, it takes more time and it is a 

hassle it becomes a resistance to use it.” 

“[…] we want people to be able to access our material and not to have a bunch 

of restrictions and limitations […]” 

A SSL/TLS implementation would not impact the availability to any noteworthy extent which 

indicates that the issue might be in the knowledge and perceptions of SSL/TLS. A top grade 

agency showed knowledge of and perceived SSL/TLS as something necessary and easy: 

“Yes, I believe it to be necessary in many cases. As soon as you send any form 

of sensitive or person bound, sensitive information over the Internet I believe 

you have to encrypt it.[…] It also fills another function which I believe to be 

important, even on public websites. It does not have to be for the encryption. It 

could be that you are given a verification of that you have come to the correct 

website that it really is *agency website* or *agency website* and not someone 

just claiming to be.[…] I think it is easy and does not require any effort on the 

users part.” 

To contrast this, a bottom grade agency expressed perceiving it as more complex: 

“[…] it is complex. There are a lot of terms, there is a lot of technology, there is 

a lot to understand and flows and servers […]” 
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The code “Perceived sensitivity of data” sets of an interesting chain of factors affecting the 

SSL/TLS implementation. The agencies did not generally believe there was sensitive 

information travelling between the user and the website: 

“[…] there is no sensitive information in that regard […] There is nothing that 

is secret or strange or anything which needs to be secured.” 

“[…] the website itself has nothing which is classified or anything…or any type 

of information like that but the information which resides there is pure 

information which is open and public […]” 

“Not at all. It is public information which is made to be consumed by as many 

as possible and should be easily available.” 

This held true except for when an e-service was involved: 

 “Only if you access the services on the website […]” 

 “Then we have the e-services where it may exist […]” 

The common solution was that the e-services were hosted externally by some sort of supplier 

or consultant which handled this communication. The agency would then only have a link to 

the service on their website: 

“All e-services are located at an external partner and there is only a link on the 

website where you are forwarded […]” 

“[…] you get to the other systems via the website but it is not the website in 

itself […]” 

This could be problematic as when the agencies outsource the e-services and the security of it, 

they also believe they outsource the responsibility: 

“They have bad purchasing expertise so they do not have any…they cannot 

order security and has a very hard time understanding the problems so often we 

have to mantle that role which is not always a success because either there is 

too little or too much security. The chance that we hit bullseye is rather slim 

[…] generally I think this is a very common agency problem.” 

From the perspective of the agencies it seems to hold true: 

“[…] we have ordered a baseline of what we want. […] it should be a good 

security level. […] it is purchased via a framework agreement so there is 

information there which we do not have to mention because it is included.” 

“[…] supplier of our website and they have the mission to supply the safest, best 

alternative to us” 

There is a lack of precise requirements which leaves the implementation up to the supplier. 
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7 Conclusions 
The final conclusions are presented under this section which consists of the summarizing of 

the results, the contribution, the discussion and suggestions of future work. 

7.1 Results 

The answer to the research question “What is the current SSL/TLS configuration of Swedish 

agencies websites?” could be summarized as: 

 48,77% of the agencies had some sort of SSL/TLS support on their websites. 

 15,94% of the agencies had top grades. 

 4,9% of the agencies had middle grades. 

 14,95% of the agencies had bottom grades. 

 12,99% of the agencies had trust issues of their certificates. 

 51,23% of the agencies had no SSL/TLS support on their websites. 

 10,55% and 35,68% of the agencies supported SSLv2 respectively SSLv3.  

The answer to the research question “What factors plays a part in why the Swedish agencies 

websites currently are at a given level of security in regards of SSL/TLS?” could be 

summarized as: 

 The ten most common factors were “Projects”, “Availability”, “Attitude towards 

security”, “Perceived sensitivity of data”, “Consultants”, “Resources”, “Knowledge of 

SSL”, “Security responsibility”, “E-service”, and “Laws or other externa influence”. 

 The combined factors of all interviews which showed the highest co-occurrence 

correlation was “Consultants” and “Security responsibility” with a coefficient of 0,21. 

 “Projects” was related to higher grades. Lack of projects was related to a lack of 

resources. 

  “Availability” was related to “Laws or other external influence which in turn affected 

how agencies prioritized development of their websites. 

 Bad knowledge of SSL/TLS and negative perceptions of SSL/TLS was related to 

lower grades. 

 “Perceived sensitivity of data” was related to “E-services”, “Security responsibility” 

and “Consultants”.  

The hypothesis of e-services and perceived sensitivity of data being major factors were 

correct. However, the rest of the hypothesis was incorrect and factors not present in either the 

hypothesis or in the question sheet emerged as strong factors. 
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7.2 Contribution 

These results can have many uses. In a way the results describe a phenomenon in a certain 

type of organisation. This is a description of reality and can be used in different purposes. The 

main purpose would be to improve the agencies SSL/TLS configuration. This purpose could 

be reached by providing it to the agencies directly and using this new knowledge they 

improve or perhaps by raising awareness to newspapers and media, putting pressure on the 

agencies to improve. By just performing the interview some of the agencies had their 

awareness increased so it is not so farfetched that this will improve some agencies SSL/TLS 

implementations. This knowledge could also be used for malicious intensions. By knowing 

which agencies have weak security it saves the ill-doers some time. Perhaps even the simple 

act of creating a understanding of how agencies are affected in this regard is a plausible use of 

the results. 

The results are mainly aimed towards the agencies and citizens but consultants and other 

operators in the field may also use this in order to reach out to the agencies. In terms of 

scientific contribution, this is a foundation. With the identified factors and their role it is 

possible to build on a smaller sub set of these factors and to specialize. This report could also 

be used as a historical timestamp where scientists go back and check the SSL/TLS 

configuration and compare it in order to see the development. The results can have very 

practical uses were the agencies manipulate particular factors in order to improve and solve 

those problems which are related to an agency with a bottom grade. 

Agius (2012) performed a study where she examined if the Swedish government agencies 

kept archives of their website. 84 out of 113 claimed they did but there was no way of 

verifying if the technical requirements were met in this survey. Interestingly enough, the 

reasons given by the agencies of why they did not archive their website shared some 

commonalities with some of this study’s factors, for example “lack of resources”, “lack of 

knowledge”, and “the issue has not been prioritized”. Zhao, J. J. and Zhao, S. Y. (2010) 

assessed the security of 51 U.S. state government websites. They found that 48% of the sites 

used SSL. This is almost identical with the findings of this study (48.77%). In addition to 

adding to the international research trying to answer what the state of the SSL/TLS security is 

of governments, the findings of this report also answer the question why.  
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7.3 Discussion 

The study has been conducted in the manner described in the objectives. The source of the 

success in answering the research questions was in the choice of methods. The Qualys SSL 

Server Test was a powerful tool which was easy to understand and provided the required 

output. Some assumptions had to be made though and those are presented in the 

implementation of the survey. Due to some exceptions to these assumptions the results may 

have some errors. For example the grade “Unable to connect” could also mean that the server 

simply was unable to be connected to at the time of the test. But with such a big data 

collection, one error does not even represent half a percent so the end result has not been 

affected hugely. Also, as the technical survey primarily was aimed to pick out agencies to 

interview this has no impact on the main contribution of the report. 

The method of the interviews was also appropriate. The semi-structured interview was 

flexible and allowed for a smooth interview where it could be adapted depending on the 

interviewee. Also, doing this qualitatively allows for questions to be added as information is 

gained from the interviews, providing an even deeper understanding. Analysing using codes 

allowed for an interpretation of the answers instead of using a computer counting keywords 

for example. This solves many issues such as synonyms or context based answers. A human 

is always better at understanding another human, providing more accurate results even if there 

are always some subjectivity and bias in interpretation. The downside of having 30-50 minute 

long interviews was the transcription phase. The interviews produced almost 29000 words of 

raw interview material which had to be analysed. During such a short timeframe an extremely 

extensive analysis of this is not possible. The analysis was still performed to a satisfactory 

degree to be able to catch the contributing factors but with unlimited time, even more 

interviews and an even more extensive analysis would have been possible. 

The validity threats were kept at bay as well. Especially the evaluation apprehension came as 

a surprise. There was never a problem with anyone becoming defensive or responding badly 

or anything of that sort. Quite the opposite, interviewees became very open. It is possible that 

the recording of the interview contributed to that. That way it does not get so structured with 

someone taking notes with a pen but it mimics a normal conversation more where it is 

possible to interact, keep eye contact and listen instead of focusing on taking notes. This is 

probably a much underrated aspect of the interview as a qualitative data collection tool. 
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7.4 Future work 

It would be interesting to see research focused on studying a smaller sub set of factors out of 

the ones identified in this study. That way an even deeper understanding could be reached on 

how some of the factors affect the agencies. Another interesting approach would be to 

perform a case-study on one of the agencies and use different ways of data collection. By 

interviewing different roles or interacting in different ways with the agency, a more complete 

picture could be painted. 

The technical survey would be interesting to update periodically. With a lot of the interviewed 

agencies running projects to update their website it would be interesting to see how this would 

affect the SSL/TLS implementation of the agencies. For example, a year from now, how 

much has the agencies developed in this aspect? 

 

This study did not classify or examine the content of the agencies websites. This could be 

done in the context of how sensitive data they have and then connect those results to the 

agencies SSL/TLS implementation in this study.
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Appendix A - Validity threats 

The complete list of validity threats as given by Wohlin et al. (2012, page 105). 

Low statistical power: If a low amount of data is collected, the statistical conclusions are 

weak. Not applicable. 

Violated assumptions of statistical tests: Some tests have assumptions on distributions and 

independent samples. Not applicable. 

Fishing and the error rate problem: Fishing is where the researcher is looking for a specific 

result, affecting the outcome of the study. The error rate is the significance level adjustment 

which takes place when multiple analyses are conducted. In this study the initial survey uses 

external tools and grading systems, not allowing own preferences to determine the outcome. 

Furthermore, the interview questions will be partly based on earlier research and the semi-

structured style with open questions allow the interviewee to say what they think are 

important. The analysis of the interviews will use a qualitative data analyzing method making 

the analysis more structured and less likely to suffer from fishing. 

Reliability of measures: A measured phenomenon shall have the same outcome if measured 

twice. Using recognized tools and methods, designing the interview based on this ensures this. 

Reliability of treatment implementation: The implementation should be similar between 

different persons and occasions. The interviews will be done under as similar conditions as 

possible in regards of length, questions asked, time of day etc. 

Random irrelevancies in experimental setting: External factors as noise or interruption may 

disturb the results. The interviews will be booked well in advance giving the interviewee time 

to make sure there is time and no interruptions occur etc. 

Random heterogeneity of subjects: Heterogeneous groups can have larger variations from 

individual differences rather than the treatment. As the interviewees are chosen from set 

criteria this threat will be reduced. 

History: Having multiple treatments to the same subject at different occasions may affect the 

result. Each subject will only be interviewed once. 

Maturation: This is where subjects change behaviour as time passes. Since this will be a 

single, 30-40 minute interview this threat is reduced. 

Testing: Each time a test is repeated the subject may respond differently by learning the test. 

Only one interview per subject will be conducted. 
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Instrumentation: The tools and methods used for data collection need to be designed 

accordingly to not influence the results negatively. In order to ensure this, the study uses 

recognized tools and methods which are the most suitable in the specific purpose of this 

study. The suitability of chosen methods are based on literature in research methodology. 

Issues like the construction of the interviews for example will be done with extensive research 

coupled with validity in mind. 

Statistical regression: When subjects are grouped by previous experiments for further studies 

of the same sort, pure statistical variation causes statistical regression. Not applicable. 

Selection: Variation of human performance may have an effect on the study depending on 

how subjects are selected. Volunteers are for example more motivated to take on a task. Since 

the subjects in the interviews are not directly the ones to be evaluated this is not a big threat. 

Mortality: This is when subjects drop out of the study. Since the interviews are few, an 

interviewee dropping out could potentially have a big impact. The qualitative nature of the 

study has greater resilience towards this though compared to if it would have been 

quantitative where a drop out would affect the statistical power significantly. Being flexible 

with having multiple interviewee partners ready to choose from representing their security 

level will also be a solution to minimize this threat.  

Ambiguity about direction of casual influence: If it is not possible to verify whether A causes 

B or B causes A this threat becomes applicable. This study aims to find as many variables as 

possible, not to measure the correlation between them. 

Interactions with selection: This is where two study groups have different behaviours based 

for example on one group learning the method quicker. As this is not an experiment 

conducted over a longer period of time this is not applicable. 

Diffusion or imitation of treatments: If a subject talk to another subject that has not yet taken 

part in the study it may affect the subject during its turn. By interviewing different agencies 

and by them being anonymous the subjects do not know which other agencies take part in this 

study.   

Compensatory equalization of treatments: If control groups gets compensated this may affect 

the study. As there is no control groups this is not applicable.  

Compensatory rivalry: Subjects getting treatments less desirable may see themselves as 

underdogs, trying to improve their results. As all subjects get the same treatment this is not 

applicable.  

Resentful demoralization: Same as the above but instead of seeing themselves as underdogs 

they give up or perform worse. As all subjects get the same treatment this is not applicable. 

Inadequate preoperational explication of constructs: If the concepts and constructs are not 

sufficiently defined the study cannot be clear either. By clearly defining the critical concepts 

this threat is reduced. 
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Mono-operation bias: If the experiment is based on a single variable, case or other operation 

the full picture might be missed. By conducting several interviews at several agencies, 

looking for several factors this threat is not applicable. 

Mono-method bias: If only a single method is used it may introduce a measurement bias. The 

initial survey only includes a single tool. However, its grading system is very transparent and 

can be cross-checked against the literature study and background section where the grading 

determinants are evaluated to be rooted in reasonable factors, supported in the literature. 

Confounding constructs and levels of constructs: Presence or absence of a construct is not 

always of primary importance to the outcome. The level of the construct may be most 

important factor. Not applicable.    

Interaction of different treatments: Other treatments the subject is taking part in may affect 

the study. Not applicable. 

Interaction of testing and treatment: The testing itself may affect the subject to be more 

receptive to the treatment. Being interviewed may affect the agency in this area. By 

discussing the issue the interview itself affected the SSL/TLS security in that agency. 

However, as this is a single interview the effect of this will not be measured during the 

interview.  

Restricted generalizability across constructs: Major side-effects of the treatment may make it 

hard to generalize into other potential outcomes even though the studied construct was 

affected positively. As all study cases will be agencies the restricted generalization will not 

affect when comparing to other agencies.    

Hypothesis guessing: When subject try to figure out the intended results of the study they may 

alter their behavior based on their guess of the purpose. This is applicable as the interviewees 

may try to come up with factors that may affect the SSL/TLS security but not just what is 

actually affecting them. This will be handled in the analysis of the interviews by coding words 

like “might” and “may”. Also, during the interviews tendencies like this will prompt follow 

up questions asking for examples where the interviewee is asked to further explain how that 

factor is affecting them, minimizing pure speculation. 

Evaluation apprehension: Trying to appear better when being evaluated is a human tendency 

which might affect the study. By first objectively measure the security there is no room for 

lying or trying to whitewash the state of their current SSL/TLS security. Anonymity will also 

be offered, reducing this threat. Not telling them their grade and how they rank relatively to 

other agencies coupled with not getting into specific vulnerabilities found in their 

configuration will help them not getting defensive as this might step on their professional 

pride. These combined efforts will reduce the threat of the interviewees feeling like having to 

save face and to not talk freely about the issues. As the interviewees are volunteers, this will 

by itself reduce this threat. 
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Experimenter expectancies: This is where the researcher is affecting the results of the study 

consciously or unconsciously by their expectations. This is mitigated by having third party 

supervisors constantly reviewing the study’s constructs like the interview script for example, 

making sure no bias is weaved into the constructs.    

Interaction of selection and treatment: This is related to having the wrong subject population, 

not representative of the population the study is meant to be applied to. The study is 

concerning agencies and the subjects will be agencies so this is not applicable.  

Interaction of setting and treatment: This is where the experiment is performed in a setting 

which is not industrial practice. This is handled by interviewing several different agencies, 

giving a representative picture. 

Interaction of history and treatment: This is where the time of the study affects the outcome. 

By conducting the interviews on different days, extreme outliers triggered by an event can be 

taken into consideration during the analysis of the data. 



 

 

Appendix B – Government agencies 

Available as a separate appendix to this report. 



 

 

Appendix C – Interview sheet 

Johan Larsson 

Undersöker SSL/TLS-säkerheten på svenska myndigheters hemsidor med hjälp av qualys ssl 

test 

Följer upp med intervjuer på vissa för att förstå de bakomliggande faktorerna 

Syftet att ökad förståelse skall kunna hjälpa och guida vid utvecklingen av hemsidorna 

Intervjuerna är semi-strukturerade och kvalitativa 

Spelar in för att smidigt kunna transkribera och analysera 

Anonymitet, skriptet godkänns av er 

 

--Grundläggande-- 

Vad är din arbetstitel? 

Vilken utbildning har du? 

Hur lång erfarenhet har du av administration av hemsidor? 

Hur många är ni som administrerar hemsidan och har ni liknande bakgrunder? (utbildning, 

erfarenhet etc.) 

 

--Individuella-- 

Hur känslig anser du informationen som färdas mellan hemsidan och webbläsaren vara? 

Hur sårbar anser du kommunikationen vara? 

Hur stor anser du risken vara att kommunikationen äventyras? (sannolikhet, konsekvens) 

Hur stor verkan anser du SSL/TLS gör för säkerheten? 

Hur komplicerat anser du SSL/TLS vara? (användare, administratör) 

 

--Organisatoriska-- 

Vilka rutiner/policier finns för utvecklingsarbete av säkerheten på hemsidan? (Riskanalyser) 

Hur skulle du beskriva säkerhetskulturen? (värden, normer, förfaranden) 

Dokumentation? 

Finns det samarbeten för utvecklingsarbete av säkerheten? (Konsulter, andra myndigheter 

etc.) 

Vilka resurser finns tillgängliga för utvecklingsarbete av säkerhet? (Tid, pengar etc.) 

Lagkrav? 

 

--Tekniska-- 

Finns det möjlighet till tvåvägskommunikation? 

Huvudmålgruppen eller huvudanvändare av hemsidan? 

Vilken typ av information består trafiken av? 

Tillgänglighet kontra säkerhet, hur sker avvägningen? 

Hur mycket datorresurser finns tillgängliga och hur påverkar SSL/TLS-implementationen 

dessa? 

Trafikmängd på hemsidan? 

Finns E-tjänster och vad är dess funktionalitet? 



 

 

Appendix D – Government agencies SSL/TLS configuration 

Available as a separate appendix to this report. 



 

 

Appendix E - Municipalities SSL/TLS configuration 

Available as a separate appendix to this report. 

 


