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Abstract
Users have a rather low security awareness, this has led to ideas about creating a security awareness
system. By using gamification, it may be possible to motivate the user to change to a more secure
behavior. The aim of this thesis is to study the relation between game elements, user and riskful
behavior (context) in order to understand which game elements has a positive/negative effect on the
users in which context. This was done by conducting a literature analysis, by collecting studies
conducted with gamified system and compare and contrast their results. The literature analysis used
four different databases and each of the databases was searched through by using four different
search terms. The results shows that there seems to be lacking gamified system within security
context, thus a conclusion could not be drawn from a literature analysis.
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1 Introduction
Computer users often expose themselves to security risks by using the Internet (Weinstein and
Neumann, 2000). Security risks, such as connecting a computer to an open Wi-Fi, buying items from
an online market (Blocket/E-bay), or posting personal/sensitive information on Social Medias. There
is support to help the user with security risks. Virus protection software (windows.microsoft.com,
2016) can help against malware attacks. Security education (Campbell, 2014) is a way to help the
user not to become a victim of security threats, by teaching the user how to protect themselves from
security threats. Organizations often use security policies (Karimi, Cowan and Alencar, 2014) to
constrain riskful behaviors. Serious games (Le Compte, Elizondo and Watson, 2015) are a way to use
games in the purpose of education. The problem with any of the support tools mentioned above is
that, it is not effective against potential user risks happening in real time. Therefore, it would be
better with a system, monitoring the user’s behavior in real time and warns the user whenever a
potential risk is about to occur, thus giving the user a chance to avoid being a victim of the
potentially riskful behavior.
This system would be of three main components; the monitoring software, a mobile application, and
a server connecting the monitoring software to the mobile application. The mobile application would
be constantly running on a smart-device, such as a smart-phone or a smart-watch. This mobile
application is running on a smart-device to force the user to shift focus from the computer to the
smart-device. This application is what is going to decrease the chance of a user engaging in a
potential riskful behavior by using the gamified system. The reason to have the gamified system on a
mobile is to force the user to switch focus from the stationary computer to the mobile, so the user is
fully engage with the gamified system.
Gamification is a way to integrate game elements in a non-game environment. A game element is a
specific part, taken from a game, such as a leaderboard. By integrating game elements in a non-game
environment has shown to be effective for users to be more motivated, encouraged, and/or aware
about the work the user is doing (Hamari, Koivisto and Sarsa, 2014). One of the main problems with
gamification is that all users are not the same. Users may vary in how they react to different game
elements. For example, some users may have a negative experience with leaderboards and some
users have a positive experience with leaderboards. This creates a problem with which game
elements that can be integrated to motivate the users. Context is also a problem with gamification
(Hamari, Koivisto and Sarsa, 2014). If the context is, for example, that a user is in the risk zone to
create a bad password and need interact with the gamification system, then having a leaderboard in
this context could have a negative effect on the password even though the user may find
leaderboard interesting, because the context is not right to have a leaderboard. This is due to the
fact that the user may, unintentionally exploit the system to get a higher score on the password,
even if the password did not get any better. For example if the system gives a score based on length
of the password, then the user could create a long but bad password just to get higher score without
a concern about the password. The competitiveness of leaderboards could lead the user to not think
critical about the password’s strength.
Le Compte, Elizondo and Watson (2015) did a study on serious games and cyber awareness, where
they try to introduce a different approach to serious games to increase cyber security awareness.
This paper is going to conduct a similar study but with gamification, due to the fact that serious
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games have to be played for a longer time, thus it cannot be applied to a real time cyber awareness
system.
Another related study was conducted by Kroeze and Olivier (2012). They used game elements from a
game called “Pokémon” in order to educate the users in developing high standard passwords. The
user creates an avatar, and this avatar evolves when the user has successfully entered a password
correct for a few times in a row. Thus training the user to remember a password and the system
slightly making the password hard to remember at each time the avatar evolves.
Due to the fact that gamification embeds game elements into daily activities, it is therefore a suitable
choice for a real time cyber security awareness system (Alfa, Yulius and Alexander, 2014). As
mentioned, there are two main problems with gamification; context (the specific area the gamified
system is supposed to help in) and users can react differently to gamification. Because of this, this
study is going to analyze the connection between specific game elements, users, and potential riskful
behaviors. This analysis is serving as a cornerstone for future work.

1.1 Thesis outline
The report is structured as follows: Chapter 2 describes the relevant domain topics to the subject of
gamification, it also describes a few, of what could be considered, potential riskful behaviors.
Chapter 3 describes the problem description, motivation why this is important to study, aim and
objectives of the study. Chapter 4 describes the chosen method to complete the aim and alternative
methods are also brought up. Validity threats and the ethical aspect are discussed as well. Chapter 5
describes which databases and search term were used for the literature analysis. It describes how
the author of this thesis chose the relevance level of a paper. Chapter 6 is the results gathered from
the literature analysis. Chapter 7 brings up related research. Chapter 8 is the discussion. The chapter
discusses the limitation of the chosen method and other findings. Chapter 9 is the conclusion,
contribution, and future work.
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2 Background
This section describes relevant domain topics to the subject of gamification and security risks.
Chapter 2.1 describes few of the potentially security risk a user can encounter. Chapter 2.2 describes
the definition of a game. Chapter 2.3 describes the definition of serious games and provides an
example of a serious game. Chapter 2.4 describes the definition of gamification and provides an
example of a gamified system. Chapter 2.5 is a brief explanation of motivation and motivational
theories.

2.1 Security risks
Rao and Pati (2012) did a study of Internet security threats among home users. The study showed
that 64% of the people did not use anti-virus software, 71% are not sure about browser security, 80%
did not know about phishing, spyware, Trojan horses, worms and malware. The problem with user
risks is the lack of security awareness. The next sub-sections is describing a few of the potentially
security risk a user can encounter.

2.1.1 Social media
Social networks are growing each day. Users are posting daily information without concern about the
information they are posting. This can be a serious problem. For example, a person was robbed
shortly after posting a status update on Facebook, saying that they were going away for a week on
vacation (Newmediaresearch.educ.monash.edu.au, 2016).
“Social networks are characterized by their users and the connection between them. Connections can
be either mutual as the friend’s connection in Facebook or unidirectional as it is in Google’s social
network Google+.” It is possible to post a short text, videos, photos, links, and for the user’s
connections to comment, share, and/or like (Wyrwoll, C, 2014). Social Medias are built around
sharing information public or private with connections/so called friends (Md Dawot and Ibrahim,
2014). For example Facebook has around 936 million active users (Socialbakers.com, 2016). This is
936 million active users sharing some sort of information, such as personal information, hobbies or
interests.
Twitter is another Social Media platform. Twitter uses “Tweets” as a form of communication
between users. These Tweets can contain short texts, photos, videos, links (Twitter Help Center,
2016). On average, around 6000 tweets are sent out each second (Internetlivestats.com, 2016). The
amount of information Social Medias disturbed each day is a lot.
In figure 1 is the form for the user to fill out for a Facebook post. In the form the user can insert a
short text message, add photos and videos, the location of the user, tag a friend connection him/her
to the post, how the user is feeling. The form also gives the possibility to change the distribution
range, as the post could only be available to the user, friends, or everyone on Facebook.
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Figure 1 - Facebook post form (Facebook, 2016)

As mention previously, this is a lot of information getting disturbed on the Internet. The information
can be minimized to only to the user’s friends (or the user only). As shown in figure 2 Facebook
provides confidentiality settings. The confidentiality settings provide the option to choose whom the
user should share information with on Facebook.

Figure 2 - Confidentiality settings (Facebook, 2016)

Confidentiality setting is one of the better ways to control the limit of information getting disturbed.
A study conducted by Farahbakhsh et al. (2013) showed that friends-list is the attribute with largest
public exposure. It is not hidden with confidentiality settings, so it gives the possibility for everyone
on Facebook to see it. In average, more than four attributes are public, and men tend to have less
privacy than women, except the setting for birthday. Dey, Jelveh and Ross (2012) did a similar study.
Their study showed that New York City users have become dramatically more private. The study
showed that an increase of 35.4% of the users have turned their friends-list private. The other
attributes such as birthday, gender, and hometown went from 12.3% privacy to 33% privacy. Their
study also showed that women tend to be more private than men.

2.1.2 Password handling
Password is a form of authentication between the user and the computer system, and it has been a
cornerstone of security for decades (Conklin, Dietrich and Walz, 2004). The Internet is growing, and
so does the amount of accounts a user has on multiple platforms. “For example, an average user has
8.5 different Web accounts, 6.5 passwords (each of which is shared across 3.9 different websites)”
4

(Taneski, Hericko and Brumen, 2014). This forces the user to remember all the accounts and
passwords that has been created by the user. Users may have to use memory aids in order to
remember everything (Conklin, Dietrich and Walz, 2004).
Using the same password on multiple online platforms is a security concern. Users seem to
underestimate the security risk of reusing passwords than using aids to remember passwords
(Hayashi and Hong, 2011). In the study conducted by Hayashi and Hong (2011), it showed that 60.3%
of the users did not use password aids to remember the passwords and 30% of the users used
browsers’ auto-fill features. The auto-fill feature can look like, as shown in figure 3. The auto-fill
feature works by storing username and password in the system of the browser with each of the web
site associate with the login information, giving the user the ability to auto-login on these web sites
without having to insert the login information.

Figure 3 - Auto-fill feature from chrome (Google, 2008)

Most web sites also have a save login information button close to the login screen, so the auto-fill
feature is just not a Google chrome feature as shown in figure 4.

Figure 4 - Auto-fill feature on a web site (authors own)

This is not a safe way to store passwords because these types of systems can be potentially accessed
by unauthorized people, and passwords can be stolen. For example, a Trojan house can be installed
on the user’s computer, and this virus can steal the passwords and the associated username, if the
login information is stored on the computer.
One example is password handling on Facebook
Facebook gives one example of password handling and why it is a potential risk to use the same
password on multiple platforms. Figure 5 shows what happens if the user enters an old password
when trying to login. “You entered an old password!” This gives the hacker information about
whether a password has previously been used. The hacker can with this information try to use that
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password on other online platforms used by the victim. It also shows that Facebook is storing old
passwords. This is why password handling is an important topic.

Figure 5 - Facebook failed to login (Facebook, 2016)

A study conducted by Stanton et al. (2005) showed that security training, awareness, knowledge of
monitoring, and rewards indicated a positive correlation with password changing, but it then was
more likely for the user to write the password down. In the study, they analyzed four different
organizations and discussed six password behaviors (password change, how good the password is,
how many writes the password down, how many share passwords in a group, how many share
passwords in the organization, and how many share the password outside the organization).

2.1.3 Phishing
Phishing is an attack on users, where the attacker uses a replica of a web site in order to lure the user
in believing it is a legitimate web site. The point of a replica web site is to lure the user to insert
sensitive information, such as ID, credit card details or passwords into the replica web site, giving the
attacker the sensitive information. The attacker can then use this information for example identity
theft attacks or to transfer money from the user’s bank account. The attacker often sends e-mails to
potentially victims. The e-mail’s objective is to be the “bait”, as the e-mails are constructed to seem
like it was sent by, for example, a legitimate bank, Social Media web site or auction web sites. The
attacker construct these e-mails with some made up cause, like “Your password has been changed, if
you want to change it back, click this link: URL”. The URL is leading the potential victim to a malicious
website (Chen and Guo, 2006).
In figure 6 there is an example of a phishing e-mail as explained above. The e-mail is constructed to
lure the victim to believe a withdrawn has been done from the victim’s bank account. The e-mail
then has a URL which leads the victim to a malicious website, and guides the user to input personal
information, thus scamming (A fraudulent scheme) the victim of their personal information.
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Figure 6 - Phishing e-mail to lure the potentially victim (authors own)

2.1.4 Online fraud
Kävrestad (2014, p.25) defines online fraud as “Online fraud is a fraud where computerized tools are
used for partial or full delivery of the fraud.” The definition of fraud is “A fraud is a crime were [sic]
the fraudster is deceiving the victim into giving him something of value.” (Kävrestad, 2014, p.23)
This definition of online fraud covers a wide base of different frauds. For example phishing defined in
chapter 2.1.3 could be defined as an online fraud, as the attacker could be after “something of
value”. If the phishing e-mail is after the victim’s money then it is considered as online fraud. If the
phishing e-mail is after the victim’s personal information it is not considered as online fraud.
Keyword in the definition given by Kävrestad (2014) is “something of value”, and “something of
value” is defined as an object which has a value (money) to it. For example, a mobile has a value in
money and therefore it could be considered “something of value”.
Since the definition of online fraud covers a wide base of different online frauds this section and
study covers a few of the online frauds:
●

●

Auction fraud – The fraudster is creating an online auction with the purpose of selling an
object. The victim is then transferring money to the fraudster in advance in order to buy the
object. When the transfer is complete, the fraudster is not going to send the object. There
are other variants of this scheme. For example, one scheme is that the fraudster is going to
send another object then what the victim tried to purchase. The object could be something
cheap or something free, such as a rock. The schemes works in different context, as the
security on the online auction websites can vary (ic3.gov, 2016).
Nigerian letter – The fraudster is contacting the victim by e-mail and ask victim for help. The
fraudster offers the victim an opportunity to share a percentage of millions of dollars. As the
fraudster wants to transfer money between two countries, the victim is asked to pay a fee in
order to make the transfer possible. The victim is never getting the percentage of the
millions of dollars, and instead sends the paid fee to the fraudster (ic3.gov, 2016).
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●

Rental frauds – The fraudster appears to be renting out a property to the victim. The victim
is asked to pay a fee in advance in order to get access to the property. After the money has
been transferred to the fraudster, then the fraudster is going to stop responding and the
victim is not receiving any access to the property. The fraudster is often going to duplicate a
real advertisement, and change the e-mail address, thus the fraudster seems more
legitimate (ic3.gov, 2016).

2.2 Games
“Dictionaries tend to define a game as physical or mental contest, played according to specific rules,
with the goal of amusing or rewarding the participants. When seeking a definition of the more
specific term video game, we are likely to encounter a description such as ‘a game played against a
computer,’ which would more accurately be worded as ‘a game played with a computer’” (Zyda,
2005, p.25). From this, video games could be defined as a mental contest, played with a computer,
by following a set of rules, for entertainment, and getting a reward.
Tekinbaş and Zimmerman’s (2004) definition of a game uses the following structure:
●
●
●
●
●

Player(s) – The participants. The game needs to be played by someone. A game can be
played by one or more players.
Artificial – “Games maintain a boundary from so-called ‘real life’ in both time and space.”
Conflict – A contest to achieve the quantifiable outcome.
Rules – Rules provides a structure on what the player(s) can and cannot do within the game.
Quantifiable outcome – The end-game. There needs to be goal/aim with the game, such as
the participants either have to win or lose.

The only difference between these two definitions of games is that Salen and Zimmerman’s
definition specify a game with artificial. Other than that both definition uses players, conflict/mental
contest, rules and outcome as the core elements of a game. This study is using these core elements
to be able to define what can be considered as a game element and what cannot. If an object fits one
of the core elements mention above, that object can be defined as a game element. An example
could be a score board which fills the criteria for conflict/mental contest, thus it can be defined as a
game element. Time fills the criteria for conflict or rules depending on the aspect. The aspect could
be to tell the player when to stop, then it could be defined as a rule, or if the time is used to push the
player to be faster, then it could be defined as a conflict. Either way, time can be defined as a game
element.

2.3 Serious games
As an example of a serious game, Sheng et al. (2007) did a study on a serious game called “AntiPhishing Phil”. Anti-phishing Phil is a game developed to educate the users about phishing (see figure
7). The player (user) is playing as a fish named Phil. Phil is hungry, and wants to eat worms, so he can
become a bigger fish. The problem is that the worms are associated with URLs. These URLs can be
either to legitimate web sites or to phishing web sites. The player playing needs to choose the right
worms to eat before running out of time. Phil’s father is guiding the player by giving tips on how a
user can detect phishing URLs, thus using entertainment in the purpose of educating the users about
phishing. Anti-phishing Phil uses rounds, score, lives and time with the purpose of entertainment. If
the user chose a good URL, then the user is going to achieve points. If the user chose a phishing URL,
then the user is going to lose points. This is with the purpose of educating about phishing threats.
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The study showed a positive result in educating the users about phishing attack by letting them play
Anti-Phishing Phil.

Figure 7 - Anti-phishing Phil (Ucl.ac.uk, 2016)

Serious games are defined as a mental contest, played with a computer by following a set of rules,
with the use of entertainment; it can be used to corporate training, education, health, public policy,
and strategic communication objectives (Zyda, 2005). Mitamura, Suzuki and Oohori (2012, p.1812)
definition of serious games, is: “serious games are games that are developed according to the
concept of ‘digital gaming used to resolve a wide range of societal challenges relating to politic,
business, medicine, military affairs and including education’”. Both of these two definitions of serious
games appear to be similar to each other. Zyda’s definition includes that the user is playing with a
computer by following a set of rules. This is not mentioned in Mitamura, Suzuki and Oohori’s
definition, but they are saying that serious games are games, so from the definition of games in
chapter 2.1, their definition does not exclude that serious games are not using a computer to play
with by following a set of rules. The main achievement from these two definitions of serious games is
to help with a specific problem, such as education, healthcare or business.

2.4 Gamification
“Gamification is defined as a process that integrates game elements into gameless objects in order to
have gameful characteristics” (Yohannis, Denny Prabowo and Waworuntu, 2014, p.289), this means
that gamification uses game elements (badges, levels, time constraints, etc.) in a non-game
environment, to make the system have gameful characteristics, meaning it is not a full game. It only
uses elements from games. Deterding et al. (2011) says that gamification refers to: the use, design,
elements and characteristic for games in non-game context. This means that gamification is in
between a full game and parts, gaming and playing. A way to play a game whilst having fun, but it is
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not a full game. This is seems to be similar to Yohannis, Denny Prabowo and Waworuntu’s definition.
But the main point is that it is not a game, but uses characteristics from games and applies them to a
non-game context.
The non-game context can be a lot of different things. The context can be, such as, to help users to
learn a new programming language, help kids with cancer track their pain, motivate users to track
calorie intake, etc. All these examples are non-game context, which gamification can be applied to.
In figure 7 there is an example of a gamified system. Teamtreehouse.com (2016) is a platform that
offers programming courses to the users. This system uses gamification to motivate the “students”
to be active, and encourage them to learn in a “fun” way instead of the old fashion way of “grinding”.
In a study conducted by Hamari, Koivisto and Sarsa (2014) it is shown that the majority of
gamification systems gave a positive effect in motivation but not in all aspects. In this example,
Treehouse uses achievements to encourage the users. These achievements can be obtained by the
users when the objective of the achievements has been accomplished as shown in figure 8. For
example one of the achievements is named “Creating HTML Content”. The user has to create HTML
content in order to obtain this achievement.

Figure 8 - Treehouse application gamification system (Teamtreehouse.com, 2016)

A gamification system does not have to use achievements in order to try and encourage the user. A
gamification system can use game elements such as time, challenges, gifts, but the most common are
points, leaderboard and badges. A gamification system does not have set number in how many game
elements are needed in order to be defined as a gamified system, as long as the system has “gameful
characteristics” (Hamari, Koivisto and Sarsa, 2014).
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2.5 Motivation
A gamified system purpose is to invoke a positive behavior on the user, such as motivating the user.
Motivation can be divvied into two different theories; extrinsic motivation and intrinsic motivation.
Extrinsic motivation is when the user is desired to get an outcome (reward) for the activity they have
been doing. It can be for example, clean a room in order to do be able to go outside and play. The
activity is to clean the room and the reward becomes to be able to go outside and play. Intrinsic
motivation is engaging in an activity because the user feels that it is personally rewarding. It can be
that the user cleans a room because it is relaxing for the user. The user does not get anything out of
it, except personal rewards (Ryan and Deci, 2000). Gamification can use different game elements in
order to trigger these motivations, for example, using badges to create extrinsic motivation.
Motivational affordance can be divvied into ten different categories; points, leaderboards,
achievement/badges, levels, story, goals, feedback, rewards, progress and challenges. These types of
categories can be used for extrinsic/intrinsic motivation.
There are many different theories about how to increase motivation (only one is brought up in this
section), which gamified systems can be built around in order to have a higher possibility to increase
motivation in the user. For example, one motivational theory is temporal motivation theory,
developed by Steel and König (2006), which uses four different parameters in order to calculate
motivation. The equation is as follows:
𝑀𝑜𝑡𝑖𝑣𝑎𝑡𝑖𝑜𝑛 =

𝐸𝑥𝑝𝑒𝑐𝑡𝑎𝑛𝑐𝑦 ∗ 𝑉𝑎𝑙𝑢𝑒
1 + 𝐼𝑚𝑝𝑢𝑙𝑠𝑖𝑣𝑒𝑛𝑒𝑠𝑠 ∗ 𝐷𝑒𝑙𝑎𝑦

By using this equation when creating a gamified system, it can be used to help improve and analyze
maybe why a user felt the gamified system encouraging/discouraging.
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3 Problem description and motivation
This section describes the aim of this study, and it motivates why this research is important and for
whom it is important to. The objectives in how the aim can be achieved are discussed, and expected
results.

3.1 Problem description
The purpose of this study is to analyze the relation between game elements, users and potential
security risks. Gamification uses game elements in a non-game context. Gamification can be
ineffective if it is implemented poorly (Rojas, Kapralos and Dubrowski, 2013). A specific game
element could be used in the wrong context, thus having a negative effect on the users interacting
with the gamified system, or a game element is not fulfilling its purpose of increasing motivation,
encouragement, or productivity because the user is experiencing the game element discouraging, as
the user feels the elements is in the way of doing their work. If a good relation between game
elements, users and potential security risks can be established, then it can have a positive effect on
gamified systems and the users.
The main point of the cyber security awareness system is to capture potential riskful behavior and
warn the user by using a gamified mobile application in order to try and change the behavior. In this
aspect there are two main points: Capture the potentially riskful behavior before it happens. Gamify
a mobile application with the purpose to make the user aware of the potentially riskful behavior. The
relation between game elements, user, and potential security risks is then important so the gamified
application can fulfil its purpose. If the gamified mobile application is using game elements that have
a negative effect on the user in one of the security threats contexts, then it could lead to the user
continuing the riskful behavior. For example if a user is about to create an easily guessed password,
and this was captured by the system, then by having a gamified system with working game
elements(game elements having a positive effect) in this context, it can have a better chance to have
a positive impact on the user to create a better password. This behavioral change on the user can be
a crucial part for a better security, as the risk of someone else getting unauthorized access is
minimized with a better password. This why it is important to know which game elements could have
this positive impact on the user and which game elements could have a negative impact. Security is
highly important for corporations (level of importance can vary depending what the corporations are
doing), and if this system can be created and having a positive effect on users it could show to have
great impact on the security.

3.2 Aim and objectives
The aim of this study is to analyze the relation between game elements, user, and potential security
risks.
●

Objective 1: Information. Gather information about gamified systems in potential security
risks
▪ Information about state of the art gamified systems in the context of potential
security risks
▪ Analyze what game elements are being used in each of the gamified systems
gathered from the previous step.
▪ Analyze the results of the literature gathered from step one.
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●

Objective 2: Analysis. Analyze whether the relation can be establish between game
elements, users, and potential riskful behaviors.

3.3 Expected results
The author beliefs that there is a relation between game elements and users, but the variance of
game elements that could trigger motivation, engagement, or productivity within the user is too
broad. Computer games can have a broad variance of aspects (game elements) in order to keep as
many of the players satisfied, or computer games target just a small audience. With that in mind, a
literature analysis on gamified system is showing that gamified system have a partial positive effect
or none at all on users, due to the fact that the game elements was wrong for the target group, or
the system did not have a enough aspects to keep everyone satisfied, but there is a relation between
game elements and users.
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4 Method
This chapter describes the chosen method to achieve the aim of this study, and why it was chosen.
Alternative methods are mentioned as well and why they were ruled out. Validity threats are
discussed and which are the potential threats to this literature analysis. The ethical aspect of a
literature analysis is discussed.

4.1 A literature analysis
A literature analysis is a viable option for the aim and objectives of this study. A literature analysis is
a way to make an analysis of existing published sources, with a specific purpose (Berndtsson et al.
2008). The specific purpose, in this study, is to analyze the relation between game elements to users
for multiple security threats. By studying existing published sources about gamification and security
threats, it could reveal enough information to analyze a relation between them, as existing published
sources can contain the information needed.
The risks with a literature analysis are missing information or collecting too much information.
Accordingly to Berndtsson et al. (2008), one difficulty is completeness. They say that it is impossible
to really know whether enough material has been considered in a literature analysis, but the
importance of a literature analysis is that whether the reader can trust the results. Missing
information can be crucial to the validity, as the information that was missed could give another
conclusion then what was drawn in the analysis. The other risk with collecting too much information,
it is a consequence of derailing from the phenomena being studied. Therefore it is important to, in a
systematic way, search and collect relevant information. In chapter 2, in this paper, everything that is
potentially relevant is explained. Few of the potentially security risks are explained and gamification
is explained as well. The definition of games, serious games and gamification is needed to do the
literature analysis in a systematic way. They can be used to know which keywords to use for the
databases, and to determine what is relevant. This is so the risk of missing information is minimized.
The definitions of games, serious games and gamification can also be used to determine what is
irrelevant. As mentioned, collecting too much information, it is a consequence of derailing from the
phenomena being studied. By using the definitions, they can be used to keep the literature in the
scope of gamification.
By using an expert in the domain can be helpful to not derail from the phenomena being study and
help to cover relevant parts (Berndtsson et al. 2008). An expert could give insight in which articles are
good to have in the analysis; the expert can also help with knowledge about conferences in the
subject of gamification and security risks thus strengthen the systematic way to approach a literature
analysis. Sebastian Deterding is considered an expert within gamification, and his definition of
gamification is being used in this study to determine what is relevant and irrelevant. But no expert is
used for help with insights about which conferences, databases or articles are good to include in the
analysis.

4.2 Alternative methods
A closed interview is an interview where the interviewer asks a fixed set of questions during a
session. Interviews have its strengths and weaknesses, and these are closely linked to the
researcher’s ability to undertake interviews. Interviewer and interviewee needs to trust each other in
order to get valid results from the interview (Berndtsson et al. 2008).
14

Surveys use structured forms to ask questions to participants. Statistical techniques can be used to
analyze the responses of the participants. The advantage with a survey is that it can reach a large
number of respondents, as an interviewee is not needed for each of the respondents.
The advantage of these two methods over a literature analysis is that a more specific result could be
gathered. The questions or the survey can be controlled in order to not derail from the aim of this
study, as a literature analysis need to find previous research to be able to achieve the aim.
The disadvantage, and why these were not chosen, is because of the time frame is limited. To be able
to answer the aim, a set of gamified system prototypes are needed in each of the security contexts.
With these prototypes, questions can be formed and sent out with a survey or interviews can be
conducted with a set of closed-questions about the systems. This is why a literature analysis was
chosen instead, as it analyzed existent information about gamified systems.

4.3 Validity threats
Wohlin et al. (2012) presents four categories of threats to the validity of experiments. All threats
cannot be applicable to all experiments, but for a full list of the threats to the validity go to appendix
B, as this section discusses the threats which can be applied to this literature analysis. There are
other threats which can be applied to the papers which were gathered during the literature analysis,
but as discussed in the subsection external threats, these threats cannot be controlled.
Conclusion validity
Low statistical power – If the power is low, there are certain risks with the drawn conclusion. To
minimize this threat, the number of participants is added to the table of the literature analysis. If the
number of participants is low, then a strong conclusion cannot be drawn, but it can be used as an
indicator.
Fishing and the error rate – By strictly following a systemic literature analysis, this threat can be
handled (using a set of criteria for determine if a paper is relevant or not can strengthen the systemic
literature analysis). Both negative results and positive results are equality important to know for
future research, thus the literature analysis needs to be strictly followed so results are not ignored
during the analysis.
Internal validity
Ambiguity about direction of causal influence –This is something this literature analysis cannot really
control. If a paper, for example, is doing a case study on a gamified system, and the results show a
positive effect with a set of game elements. If these results do not reflect which game elements is
causing what, then all game elements needs to be highlighted as the potentially game element which
is causing the positive effect.
Multiple group threats – By using control groups internal threats can be controlled. In the literature
analysis the summary (appendix A) it should be stated which papers used control groups for their
case studies. It is important to know which papers used control groups or not, when the conclusion is
drawn.
Construct validity
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Inadequate preoperational explication of construct – Definitions is a big part of this literature
analysis. For example, what is gamification. Gamification can maybe be used differently by others
than what this study does. If anything thing is unclear about the definitions, this literature study is
using the definitions mention in the background chapter.
External validity
External validity is the ability to generalize the result of the experiment to industrial practice. This is
something a literature analysis cannot control as it is an issue for the authors of the papers gathered
during the literature analysis. But it should be highlighted in the results that there could be a big
threat here to the validity of the results, as these threats could be transferred over from the paper to
the results. The results have to question on external threats, but there is nothing more that can be
done.

4.4 Ethical aspects
The ethical aspects of a literature analysis are given full credit to the authors of the papers gathered.
This can be done by including titles and references for each of the papers gathered. This is so the
reader knows where the information came from and so the authors are not discredited for their
work. All of the papers used should be available in full text from the databases used. The author is
not gathering his own data for this literature analysis.
Stereotyping the participants gathered from the literature analysis is being kept to a minimum. The
author of this thesis project are including age and gender (if it can be found) in order to analyze
whether an indication can be seen between the relation of age/gender and game elements, it is
necessary to fulfill the aim of this study. But it should be stated that the author knows that the
information gathered cannot be applied to everyone, and it is only used as an indication.
The summaries done (by the author of this thesis) from the paper gathered during the literature
analysis needs to be true and not altered with. The author is neither leaving out information that
could change the outcome of the results.
The results from the papers gathered cannot be connected to an individual participants, as the
results are either for all the participants or they make the participants anonymous by naming the
participants with “participant 1” or any other name not connected to their real name. The author
relies that the author(s) of the papers gathered have followed other ethical aspects best to their
knowledge.
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5 Realization
This chapter describes how the literature analysis has been planned out and executed. It describes
what databases that have been used, the search terms on these databases, why these search terms
were chosen, the selection of papers used in the literature analysis. This section also describes the
information gather from each of the paper used in the literature analysis.

5.1 Databases
The following databases have been searched for gamification papers are: IEEE, Scopus, ScienceDirect
and ACM Digital library. The search terms that have been used are: security AND gamification,
gamification, gamified and “motivational affordance”. All fields were included in the search. For
example of fields that were include: article title, abstract, keywords and source title. Table 3 shows
the search results in how many papers that were found with each of the search term in each of the
databases.
Table 3 - Search results

Database

Security AND
gamification

Gamification

Gamified

“Motivational
affordance”

ACM

6

338

121

5

IEEE

17

347

74

3

ScienceDirect

100

454

116

20

Scopus

261

2823

547

6

Security AND gamification search term was used to specify the search and findings to gamification
systems in a security related context. As mentioned in chapter 4, missing information is one of the
problems with a literature analysis; this is why the gamification search term was included to broaden
the search to include more gamification systems outside the security context. Most of the papers
that were found were from the search term gamification. Gamified is a close related word to
gamification, it was also used as a search term, therefore it was included. “Motivational affordance”
is the last close related word to gamification. It is important to point out that the search needs to be
done with “motivational affordance” and not just motivational affordance, just to limit the search to
a specific subject.
Derailing from the phenomena being studied is also one of the problems that were mention in
chapter 4. This was a problem of gathering too much information. This is why all search terms are
related to gamification only.

5.2 Objective 1
The selection of the papers for the literature analysis has been in iterations. Each of the iterations
has been to determine what could be relevant for the phenomena being studied. The selection of the
papers gather, during this time, has been followed by a set of criteria. These criteria are as followed:
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Game elements – The paper has to have game elements included



Non-game context – The paper should be about a gamification system in a non-game
context, thus not derailing from other close related systems



Participants – The paper should include participants which the gamification system has been
tested on

Results – The result if the gamification system gave a positive/negative result to the context which
the gamification system was being used

5.2.1 Objective 1 part 1

5.2.1.1 First iteration
The first iteration had a wide scope when it came to the criteria, as the papers were gathered by
reading the abstract/title. The paper was determined as relevant if the abstract/title was at least
close to one of the criteria. The problem with this approach is that abstract/titles are not giving the
full information to make a 100% choice, so there is a potentially risk with missing information by
leaving out a paper just based on the abstract/title. By allowing the first iteration to be this wide was
to minimize the risk of missing information.
The first iteration started with a total of 5238 papers, which were the total result of all the searches.
After the first iteration, the number of papers left was 182 out of the 5238, with the method
discussed above. There are many papers which uses gamification for a different intended meaning,
thus a big number of papers are irrelevant and disregarded for the aim of this study.

5.2.1.2 Second iteration
The second iteration followed the criteria in a more strict way. The 182 papers that were left from
the first iteration were divided into three relevance categories:


Low



Medium



High

These categories were based on the relevance of the aim of this study. Highly relevant papers were
added into the high category. Close related papers were added into the medium category. Anything
that seemed not to be related to the aim of this study was added into the low relevance category. In
the second iteration the papers followed the criteria mentioned in 4.2 in a stricter way. If a paper
fulfilled all of the criteria, the paper was added to the highly relevant category. For example if a
paper had a clear aim with the gamification system, had a result based on the participants, then it
was added a highly relevant. The papers were read loosely, but the aim of this iteration was to check
for the criteria. Papers which had, for example, just four out of the 5 criteria, was added as a medium
relevant paper. It could be a pilot study which had no participants, but argued why this gamification
system would work, which was the result. Any of the papers that were missing 3 or more of the
criteria’s was added to lowly relevant. The problem could be missing something that could argue
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against the results in a highly relevant paper, because a paper was marked as low relevance, due to
the fact that it was missing too many(3 or more) of the criteria’s, but it still could have influenced the
result.
This iteration divvied each of the papers left, into a category based on relevance and depending
which database it were found in, as shown in table 4.
Table 4 - Paper relevance

Relevance

ACM

IEEE

ScienceDirect

Scopus

High

8

7

5

8

Medium

13

10

17

12

Low

24

19

27

32

5.2.1.3 Third iteration
The third iteration was to determine which papers that were left were going to be in this study. All
highly relevant papers followed the set of criteria, the papers had game elements, a non-game
context, participants and a result connected the gamification, therefore all the highly relevant papers
were included into this study. A few papers from the medium relevance category were included as
well, due to the fact that they almost fulfilled all criteria except a small part. For example a pilot
study were used which argued why the gamification system would work, but the article did not use
any participants, because the system was in development.
Table 5 shows all the papers used in this study with title name and the aim of the paper. The
numbers are for Appendix A. Appendix A shows the game element, results, participants, method, and
motivational theories for each of the papers used, and table 5 is mapped to appendix A by number.
The aims in table 5 are short summaries done by the author of this study.
Table 5 - Papers used in this study

Nr

Title

Aim

1

Developing a model for
continuous user engagement
in social media

Better interaction on social medias (Jung and Lee, 2016).

2

Do points, levels, and
leaderboards harm intrinsic
motivation? an empirical
analysis of common game
elements

Investigating how three of the most commonly employed
game elements - points, leaderboards, and levels, - affect
users' behavior and intrinsic motivation in an image
annotation task (Mekler et al., 2013).

3

Embracing cheating in

Turn cheating into positive consequences in fitness context, as
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gamified fitness applications

the main goal of fitness applications is to encourage physical
activity (Gal-Oz and Zuckerman, 2015).

4

HealthyTogether: Exploring
social incentives for mobile
fitness applications

See how users in a group environment behave in various
settings of gamification methods: competition, cooperation
and a hybrid model of both (Chen and Pu, 2014).

5

Improving participation and
learning with gamification

Improve participation and learning with gamification, with a
new study and new gamified trail of the course was deployed
to gather additional student data (Barata et al., 2013).

6

QuoDocs: Improving
developer engagement in
software documentation
through gamification

Improving developer engagement in maintaining
documentation (Sukale and Pfaff, 2014).

7

ScoringTalk: A tablet system
scoring and visualizing
conversation for balancing of
participation

Make conversations situations balanced (Adachi, Myojin and
Shimada, 2015).

8

The ecoGator app:
gamification for enhanced
energy efficiency in Europe

Support consumer awareness for energy efficient purchase
and use of products, enhancing energy-aware and ecologically
sound behavior in everyday life (Peham, Breitfuss and
Michalczuk, 2014).

9

Wearlove: affective
communication via wearable
device with gamification

Does the wearable device supporting affine communication
actually enhance the affective communication between
couples? Do the gamified elements offer more motivation for
affective communication to couples (Joi et al., 2015)?

10

An extensible online
environment for teaching
data science concepts
through gamification

The primary goal of learn2mine is to increase the accessibility
of data science and provide a more effective learning
environment to a diverse group of students and practitioners
by integrating feedback throughout a lesson and engaging the
students via gameful experience (Anderson et al., 2014).

11

Gamification for engaging
computer science students
in learning activities: a case
study

The use of gamification to teach basic concepts of cprogramming language to undergraduate engineering
students (Ibanez, Di-Serio and Delgado-Kloos, 2014).

12

Gamification-based incentive
mechanism for participatory
sensing

If gamification is going to make users participate even in heavy
sensing task with lower retards, thus the total amount of
rewards paid by the client could be reduced (Ueyama et al.,
2014).
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13

Implementing gamification
techniques into university
study path - a case study

Increasing students' involvement into creating and completing
their projects, as this teaching method focuses on freedom of
student ideas and problem solutions with professor acting as a
consultant, not as lecturer (Laskowski, 2015).

14

Mobile application for
household energy
consumption feedback using
smart meters

Design an application to increase energy awareness amongst
the users, encourage energy savings and make the users avoid
using larger amounts of energy during the energy peaks
(Nguyen, 2014).

15

SocialCycle what can a
mobile app do to encourage
cycling?

Help citizens make better choices and to change their behavior
by making cycling more attractive, useful and enjoyable, so
that they chose to ride more often (Navarro et al., 2013).

16

Tech - gamification in
university engineering
education: Captivating
students, generating
knowledge

To help students to obtain and generate the knowledge by
transferring their own knowledge and experiences, meanwhile
trying to generate interest about the current chosen topics,
the teamwork and also to be able to develop interaction with
the other team members (Lambruschini and Pizarro, 2015).

17

Using gamification in an
online community

Proposed gamification model is to improve three aspects of
the community: bootstrapping, monitoring and sustainability.
(with focus on monitoring aspect in this study) (Kumar Bista et
al., 2012).

18

Do badges increase user
activity? A field experiment
on the effects of
gamification

Study the effects of gamification (a badge system) on user
activity in a sharing economy service (Hamari, 2015).

19

Effectiveness of gamification
in the engagement of
students

Evaluating the mechanic of games through gamification to
promote the engagement of elementary school students (Da
Rocha Seixas, Gomes and de Melo Filho, 2016).

20

Gamification in assessment:
Do points affect test
performance?

Test the effects of one particular game design element, by
experimentally manipulating whether or not students were
accumulating points while they were completing a
mathematics assessment (Attali and Arieli-Attali, 2015).

21

Gamification of task
performance with
leaderboards: A goal setting
experiment

Which leaderboards actually affect employee behavior
(Landers, Bauer and Callan, 2015)?

22

Gamifying French Language
Learning: A Case Study
Examining a Quest-based,

Explores the potential of gamifying French-language learning
by means of quest-based learning and augmented realities
(Perry, 2015).
21

Augmented Reality Mobile
Learning-tool
23

Gamifying learning
experiences: Practical
implications and outcomes

Tries to bridge the gap between theory and practice and study
the design and consequences of applying gamification in a real
educational setting (Domínguez et al., 2013).

24

Leaderboards in a virtual
classroom: A test of
stereotype threat and social
comparison explanations for
women's math performance

Examine whether or not interaction with a leaderboard
produces effects consistent with stereotype threat or social
comparison experiences (Christy and Fox, 2014).

25

Towards understanding the
effects of individual game
elements on intrinsic
motivation and performance

Investigating the effects of points, levels and leaderboards on
participants' performance and motivation in an image
annotation task (Mekler et al., 2013).

26

Increasing intranet usage
through gamification insights from an experiment
in the banking industry

Contribute to the empirical evidence in the field by designing,
implementing and evaluating a gamified intranet system
(Morschheuser, Henzi and Alt, 2015).

27

BinCam: designing for
engagement with Facebook
for behavior change

Continued work to investigate how they can engage young
adults in behaviors of recycling and the prevention of good
waste through social media and persuasive and ubiquitous
computing systems (Comber et al., 2013).

28

Gamification for data
gathering in emergency
response exercises

Can game elements be used to generate valid quantitative
data regarding the accomplishment of the exercise's goals in
order to support self-evaluation of participants (Meesters,
Ruhe and Soetanto, 2016)?

29

Gamification of community
policing: SpamCombat

Evaluate SpamCombat by identifying factors that can
potentially drive users' behavioral intention to adopt (Chua
and Banerjee, 2013).

30

How (not) to introduce
badges to online exercises

Analysis how students react to gamification features, such as
badges, and is it going to have any positive or negative effect
on their behavior (Haaranen et al., 2014).

31

Time's up: studying
leaderboards for engaging
punctual behavior

Better understand the role of leaderboards in promoting and
improving punctual behaviors (Costa et al., 2013).

32

GAFU: using a gamification
tool to save fuel

Implementation and user validation of a training tool for
saving fuel that uses some elements from the games (Magana
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and Munoz-Organero, 2015).

5.2.2 Objective 1 part 2
The second part of the first objective was to analyze which game elements were being used by the
different systems described in the papers gathered from the previous part. Due to the fact that
gamification had many different definitions from the papers that were gathered (This is one of the
validity threats: Inadequate preoperational explication of construct). To know exactly what could be
considered what, the definitions from the background chapters are used. If a game elements from
the papers fit one of the criteria from chapter 2.2, then it can be defined as a game elements
otherwise they were ignored. Unintended game elements which arose from participants using the
system were also ignored. Unintended game elements should be reflected in the results, as they are
a result of happened with the system. Some papers uses different terminology for one thing but they
mean the same. For example missions and quests, can have the same meaning in some cases but can
also vary. If the game element is said to be a mission then this paper is not interfering with the game
element, and continue to define it as a mission.
The game elements that were found from the papers are shown in table 6.
Table 6 - Game elements used

Participants

Conflict

Rules

Quantifiable outcome

Collaboration

Levels

Rules

Badges

Opponent

Missions

Points

Avatar

Difficulty

Smiles

Tips

Feedback

Hints

Reward

Timer

Phrases

Quizzes

Achievements

Practical challenges

Progress

Progress
Quests
Leaderboards

Each of these systems needs to be interact with a person to be able to function, thus a person using
the system should be considered a “player”, but it would be redundant to add “player” as all systems
needs a person to interact with it.
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Collaboration – A way of including so called friends to help with a specific purpose.



Opponent – A way of including an opponent to compete against with a specific purpose.



Avatar – A profile for the participants



Levels – Over time making a task a bit harder



Missions – The participants is sent to do something



Quests – The participants seek after something to complete the task



Difficulty – Making it challenging for the participants



Tips – Helping the participants with the given task



Hints – a helpful suggestion/clue



Timer – A to introduce time into the given task, can for example be either a stop watch or
countdown timer depending on what aspect it should be used in



Quizzes – A test in some sort



Practical challenges – Mental or physical effort from the participants in order to succeed



Progress – Over time building towards a goal



Rules – What and what not the participants can do



Badges – A type of reward, for example mark or token, given to the participants



Points – A number given to the participants based on activity done



Leaderboard – A board displaying the ranks/scores of the participants



Smiles – A reward given to one of the participants in a form of a smile



Feedback – Information given to the participants as a reward, for example, “you have done
good, but do X and it will be better”



Reward – Give a payment to a participants for doing something good that has been done



Phrases – a piece of information given to the participants for completing an activity



Achievements – A form of reward given to the participants after a accomplish a/multiple
task(s)

Progress element in the conflict column is a tricky game element to choose a column for, as it could
be considered either a conflict or a quantifiable outcome. Progression can be considered the
quantifiable outcome from doing the work, and progression can be seen as the conflict to reach the
quantifiable outcome (for example a badges). Progression is defined after how the author of the
papers defines it and how it is used. Therefore progression is added to both of the categories.
24

5.2.3 Objective 1 part 3
The last part of objective 1 is to analyze the results from each of the papers gather the previous
steps. The result section from each of the papers has been reviewed thoroughly, and the results have
to be connected to the phenomena being studied. Results outside the context should not be analyze
nor be in this study. The results taken from each of the papers are short summaries done by the
author of this bachelor thesis. The major problem with short summaries is that information can be
missed or unclear how the results were achieved. Titles are included, if the reader needs more
information about the papers.
The primary result from a paper would be the connection between a game element and a
positive/negative impact on the participants using the system. For example, if levels have a positive
impact on the students when learning English. This result can then be used to say that levels could be
used to teach out English to students, due to the fact that it had a positive result for another
gamification system. If there is no clear relation between a game element and the impact in the
result section, then it is hard to know which element is causing the impact (Ambiguity about direction
of causal influence threat discussed in 4.3). It is also important to have both positive and negative
impact included into the results later on, as both are equally important to know when creating a
gamification system.
Results can be hard to evaluate, it can be that the gamification system did not improvement
anything. This could be considered a negative impact, due to the fact that a gamified system’s goal is
to encourage, motivate, increase productivity and/or increase learning, and if the gamification
system failed to fulfill its goal, it could then be considered as a negative impact by the gamification
system. This is why it is important to have control groups or previous research to back up the results
(Wohlin et al., 2012) and be able to analyze a difference between systems before implementation of
a gamified system and study the systems impact on the participants, and how the impact is after a
gamification system has been implemented and tested on participants, thus making it easier to
analyze whether a gamification system had a negative or positive impact counter to a normal
implementation of the system.
Table 7 shows how the information is structured later on for the result section of this study. It is
divvied into seven different parts: nr, aim, game elements, results, participants, which method was
being used to achieve the result of the study, and if motivational theories were being used. It is
Table 7 – information structure

Nr

Aim

Game
elements

Results

Participants

Method

Motivational
theories



Aim – This is the aim of the analyzed paper.



Results – The results are short summaries of the result found in each of the papers. They
should reflect if the gamified system gave a positive or negative effect, and if found which
game element caused the impact.
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Participants – This column describes how many participants were used in the experiment
conducted by the study. Any potentially relevant information about the participants is also
stated in this column.



Method – How the experiment was conducted. If any control groups were included in the
experiment or if any previous studies have been conducted this can help to clarify the
results.



Motivational theories – If the author(s) of the used paper created/analyzed the gamified
system with motivational theories.
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6 Results
This section discusses the results gather from the literature analysis. All information in the
discussions can be found in Appendix A.

6.1 The relation between game elements, user, and context
With this study’s aim to establish a relation between security related non-game context with specific
game elements, and users cannot be done with the results gathered from the literature analysis. This
is due to the fact that a big majority of the gamified systems are not in a security context. Those
gamified system which can be connected to a security context are still in development (number 1 is
about social medias and number 29 about spam). The results from them could be questioned
because they have not been tested in real time, thus drawing a conclusion just based on those two
studies would not be valid. Even if these gamified systems would be in a security context, by making
an assertion with the results, it could be said that the relation could not be established anyway (with
a literature analysis). Ambiguity about direction of causal influence threat seems to have a bigger
impact than expected. The positive/negative effects cannot be established to specific game
elements. For example number 5 (table 8), had missions, levels and difficulty as game elements, and
the gamified system had a positive effect in the area it was being used. But which game elements
cannot be said is causing the effect. It could be the combination of the three, or it could only be the
levels, there is no way to tell without future research. There are some studies which minimize the
threat of Ambiguity about direction of causal influence, for example number 11 (table 8), has
information about which game elements is causing what, giving some indication that these game
elements can be good to implement in a system for learning purposes, but given the other papers
which do not specific analyze badges, it is hard to tell.
Table 8 - results from gamified systems with the purpose of learning (taken from appendix A)

Nr

Game element

Results

5

Missions, levels and difficulty

A positive effect and significant increase in students’
engagement. Highest final grade to date, but there is a lack
of statistical evidence to support a significant increase.

10

Feedback, rewards, badges
and leaderboards

A positive effect on the students with the feedback in
motivation (85% of the students felt it motivating). The rest
of the system has a partial positive/negative effect.

11

Points, badges, leaderboard
and phrases

Collecting badges showed to be the most effective driver of
participation, and the lack of badges discouraged students
from continuing work. Future research is needed to clarify
if rewards reduce or increase internal motivation. There are
some students that did not continue working after
achieving 100 points (the lowest for a grade). Leaderboard
had mixed results, as some felt ashamed of the position on
the leaderboard.
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Quests, badges and points

Quests had a positive effect on collaboration between
27

students (even though collaboration was not a game
element). Quests had a negative effect on students with
little gaming experience.
30

Badges

Badges had both a positive and negative effect on the
students.

More empirical evidence is needed about gamified system and gamified system within security
context. The results show a lack of research which explores how game elements affect users in the
context the gamified system is being used, which is necessary for the aim of this study. Therefore a
relation between game elements, users, and potential riskful behavior (or any other context from
appendix A) cannot be drawn. Future research could be the start to include more in depth research
about the relation between game elements, user, and contexts, thus introducing more empirical
evidence for others which want to study the effects of game elements in gamification. This can then
help with creating better gamified system, for example in, security, health care, or schools, to help
the people in these aspects.
There is not much that would be considered unethical shown in the results (from what is discussed in
4.4). There is one article about women and leaderboards, and the results shows that women
performed better in male-dominated leaderboards. This result can be considered stereotyping, and it
is not intended by the author to use the results in a negative way. There are no gamified systems
which uses game elements from first-person shooter in the literature analysis, so the game elements
found, are not unethical.
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7 Related work
Does gamification work?
Hamari, Koivisto and Sarsa (2014) conducted a literature analysis to see if gamification does have a
positive effect on users in different context. They searched different database for gamified system,
and took the results to see if current gamified work have a positive or negative effect in the context
the system was implemented in. Their literature analysis had a bigger pool of database searched, and
a few different types of search terms. The aim of this study is to analyze the relation between game
elements, users and potential security risks. The aim is the major difference between “Does
gamification work?” and this study. The results which hamari, koivisto and sara has is that
gamification has a partial positive effect on the users. The result from this study is that gamified
systems in a security context are rare, at least for the databases that were searched. Their results
reflect the results in this study, as gamification system seems to have partially positive effect on the
users as shown in appendix A. Their results (with a bigger pool of databases) found no gamified
systems in security related context. Both of these two studies show that gamified systems for user
learning seem to be the biggest target.
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8 Discussion
8.1 Limitations of the method
The literature analysis had its constraints. The amount of studies conducted with gamified system in
security related context was too few. There is a chance that more studies exist in security context on
other database. Given another set of search term could make the results vary as well, this is due to
the fact that studies in security context might use other search terms, thus they have not been found
in this study. This study had a heavy search on gamification terms, with the aim to find gamified
security systems, and if these systems did not use any gamification terms, they could not be found.
Some of the sample sizes from each of their papers are relatively low. For example there are a few
experiments which are conducted with small sample size (<20), so the results cannot be validated
until future research has been done, but the results can be used as an indicator.
Not many studies uses control groups in order to evaluate how their gamified system has improved
in the area it is being used, so single group threats are highly relevant. The single group studies often
rely on the survey or interview after the experiment was conducted, thus is can affect the results as
they are based on a survey/interview and not the difference between control group and
experimental group.
Motivational theories used to develop or evaluate the results were not that common only a few
papers in corporate motivational theories. The studies that included motivational theories shows to
have mixed results with their gamified system, but they seem to have an easier time to evaluate the
results. It could therefore be good to incorporate motivational theories when creating a gamified
system.
The two alternative methods mention in section 4.2 would have been better methods for the aim of
this study when knowing the results of this literature analysis. The reason for this is that the aim
could not be validated with a literature analysis, as the gamified systems in a security related context
could not be found. With the two alternative methods prototypes of the system could have been
developed with different types of game elements to gamify the system, and with interviews or
surveys the relation between game elements, user, and potentially security risks could have then
been studied.
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8.2 Expected and unexpected results

Figure 9 - The amount of game elements (summary of Appendix A)

Figure 9 shows the amount of game elements found in total of each of the papers gather during the
literature analysis. Badges, points and leaderboards are the most common ones by far. There are a
few game elements which did not come up more than ones, for example, tips, hints and quizzes.
They were only found once in a paper. Other more common game elements, such as, collaboration,
quests, levels, other types of reward system, were not that common in compare to badges, points
and leaderboards. Why badges, points and leaderboards are more common than other game
elements could be due to the easy implementation. Badges are a reward type game element, the
same goes for achievement, but they differ from each other in how they are implemented and used.
It could be plausible that these are mixed up and achievements are labeled as badges. Achievements
and other reward were found a total of ten times, which starts to be close to the total of badges.
Points are mostly like combined to leaderboards as shown in the results. A leaderboard can be
created based on the points, therefore easy to implement a competitive environment, thus could be
the reason for points and leaderboards being the most common. It was expected that badges, points
and leaderboards would be the most common game elements used in a gamified system. Hamari,
Koivisto and Sarsa (2014), mentioned this also in their study. But the unexpected is the diversity of
game elements and the low popularity of some game elements.

8.3 Participants
Gamification shows to have a better positive effect on participants in a younger age from the results
gather. There is only one study included with a younger audience, and that study shows to have
positive effect in a bigger part of the system. This could be because they are growing up in an age of
smart-phone and other technologies which includes a lot of game related terms and interactions. It is
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difficult to draw a full conclusion about this, but it is something can be investigated in future
research.
There more studies done with an older participant’s sample. Gamification shows to have a partial
positive effect, but it would be interesting if the results from the papers gathered analyzed positive
effect between ages and reflected over that. If it is, as mentioned above, that younger participants
are influenced by gamification easier. The variance between ages in some studies is very broad; it can
be between 20-60 years old, thus it cannot be validated.
Only one of the papers investigated gender and gamification. There is a mix of genders in each of the
papers, but there is no research done to investigate this further. There is a chance that the results
shows a better positive result on males than females (or vice versa), but as the results group up these
findings it cannot be validated. It could be something to do future research on, and see if there is a
difference between genders when it comes to gamification.
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9 Conclusion
9.1 Summary
The aim of this study is study the relation between game elements and users in gamified systems in
security context. This study was conducted with a literature analysis. Papers which studied the
effects of their gamified systems were gather and analyzed. Four different databases were searched
by using four different search terms to find these gamified systems. Different iterations were
conducted to determine which papers are relevant and irrelevant for the study, by using a set of
criteria. The game elements and results were gathered from each of the relevant papers that were
found. The analysis to study the relation between game elements and users in gamified systems in
security context could not be established. This is due to a lack of gamified systems in security
context. Only one paper was found which gamified a system for a security purpose, and this system is
still in development.

9.2 Contributions
This study found that there seems to be a lack of research and empirical evidence in the field of
gamification and security. Security becomes more and more important with the age of Internet and
Things. To motivate the user to keep a high standard in security is not easy. For example, to motivate
the user when it comes to password handling. This is why gamification can be useful to bring into
security, as it seems to be lacking as shown in the results. Gamification has some positive results in
schools/universities to motivate user to learn (and in other contexts), and this teaching aspect could
brought into security and teach users about security. This research can then be used as an indicator
to include more gamification into security.

9.3 Future work
As the relation could not be establish between game elements and security context, due to the fact
that there is a lack of gamified systems in security, future work is continuing on this path. A more in
depth research between the game elements, user, and context. Designing the cyber awareness
system for security which uses gamification to motivate users to keep a high standard in security can
be the next step to introduce gamification into security. The design can take help from the results in
appendix A to know which game elements shows to have a positive results in other contexts. For
example, badges shows to have some positive results when it comes to learning, and this could be
one of the game elements used for the reward system. Experiments can then be carried out to test
the system with participants and study if users feel more motivated when it comes to security by
using gamification.
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Appendix A – List of results gathered
Nr Aim

Game element

Results

Participants

Method

Motivational
theories

1

Better interaction on social
medias

Badges

Pilot study. Argues for a
positive effect based on
previous studies on
badges

Non

Designing a
new model

Uses and
gratifications
theory

2

Investigating how three of
the most commonly
employed game elements points, leaderboards,
levels, - affect users'
behavior and intrinsic
motivation in an image
annotation task

Points, leaderboard and levels

Show effective mean to
increase short-term
performance. Did not
significantly affect
intrinsic motivation.

295 participants(mean
age 32)

Online
experiment

Intrinsic
motivation
inventory

3

Turn cheating into positive
consequences in fitness
context, as the main goal of
fitness applications is to
encourage physical activity.

Points/leaderboard and points

88% was for embracing
cheating. Future
research is needed

25 participants(mean
age 30.72)

Survey

Non

4

See how users in a group
environment behave in
various settings of
gamification methods:
competition, cooperation

Badges, rules,
opponent/collaboration, smiles

Users’ activities
increased significantly.
Cooperation and hybrid
outperformed
competition in

36 participants(6
dyads in each setting,
all between age 20-30
but three)

Control and
experiment
sessions.
Interviews

Non
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and a hybrid model of
both.

motivating users to
enhance their physical
activates.

Improve participation and
learning with gamification,
with a new study and new
gamified trail of the course
was deployed to gather
additional student data.

Missions, level and difficulty

Improving developer
engagement in maintaining
documentation

Points and missions

7

Make conversations
situations balanced.

8

Support consumer
awareness for energy
efficient purchase and use
of products, enhancing
energy-aware and
ecologically sound behavior

5

6

A positive effect and
significant increase in
students’ engagement.
Highest final grade to
date, but there is a lack
of statistical evidence to
support a significant
increase.

155
participants(control
group), 87
participants(gamified)

No results about how
the gamified system is
working. The results is
about how to design
the system

49 participants and 4
participants

Points and rules

Suggest that that the
scoring system had a
positive effect. Future
research is needed

Points, levels, tips, hints, quizzes,
challenges and collaboration

A positive effect on
users’ behavior for
shopping assistant.
Neutral effect on
consumer awareness of

41

Experiment /
Questionnaire

Non

Survey /
Interviews

Non

6 Participants(age 2031)

Experiment /
Questionnaire

Non

15 participants(age 3560)

Laboratory
study with
interviews

Non

Age not found

Age not found

in everyday life.
Progress, goals, feedback and
rewards

A positive effect on the
majority of participants
on both motivation and
enjoyment

3 couple participants(6
total, age 20-31)

Interviews

Non

10 The primary goal of
learn2mine is to increase
the accessibility of data
science and provide a more
effective learning
environment to a diverse
group of students and
practitioners by integrating
feedback throughout a
lesson and engaging the
students via gameful
experience

Feedback, rewards, badges and
leaderboard

A positive effect on the
students with the
feedback in motivation
(85% of the students
felt it motivating). The
rest of the system has a
partial
positive/negative effect

35 participants +
Experts(how many,
could not be found)

Experiment /
Survey /
Expert Opinion
survey

Non

11 The use of gamification to
teach basic concepts of cprogramming language to
undergraduate engineering

Points, badges, leaderboard and
phrases

Collecting badges
showed to be the most
effective driver of
participation, and the
lack of badges

22 participants(age 2025)

Experiment /
Non
Questionnaires
/ Survey

9

Does the wearable device
supporting affine
communication actually
enhance the affective
communication between
couples? Do the gamified
elements offer more
motivation for affective
communication to couples?

sustainable lifestyles.

42

discouraged students
from continuing work.
Future research is
needed to clarify if
rewards reduce or
increase internal
motivation. There are
some students that did
not continue working
after achieving 100
points (the lowest for a
grade). Leaderboard
had mixed results, as
some felt ashamed of
the position on the
leaderboard.

students.

12 If gamification is going to
make users participate
even in heavy sensing task
with lower retards, thus
the total amount of
rewards paid by the client
could be reduced.

Levels, leaderboard, badges and
points

A positive effect as it
increased the
participation probability
went from 53%
(without gamification)
to 73%

481 participants(age
not found)

Experiment /
questionnaire

Non

13 Increasing students'
involvement into creating
and completing their
projects, as this teaching

Experiment 1(points, opponents
and leaderboard); Experiment
2(Badges, opponents and points)

Positive effect in
students’ involvement
in the didactic process
in both experiments. A

45 participants(30
participants in control
group) 63 participants(
31 control group)

Experiment A /
Experiment B

Non
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method focuses on
freedom of student ideas
and problem solutions with
professor acting as a
consultant, not as lecturer.

negative effect in
experiment B were the
average final grade in
gamified groups was
significantly lower than
in non-gamified ones.

14 Design an application to
increase energy awareness
amongst the users,
encourage energy savings
and make the users avoid
using larger amounts of
energy during the energy
peaks.

Leaderboards, collaboration and
goals

All Participants thought
the application would
have a positive effect
on their energy
awareness. Majority
thought goal would
have a positive effect.
All participants thought
the leaderboard would
be motiving.

5 participants(age 2143)

Interview

Non

15 Help citizens make better
choices and to change their
behavior by making cycling
more attractive, useful and
enjoyable, so that they
chose to ride more often.

Leaderboards, points, levels,
badges and quests

No results about the
system.

22 participants(age
not found)

Survey /
Questionnaire

Non

16 To help students to obtain
and generate the
knowledge by transferring
their own knowledge and
experiences, meanwhile

Points, levels and leaderboard

A positive effect in all
parts of the system.

How many participants Experiment /
is unknown
Survey

44

Non

trying to generate interest
about the current chosen
topics, the teamwork and
also to be able to develop
interaction with the other
team members.
17 Proposed gamification
model is to improve three
aspects of the community:
bootstrapping, monitoring
and sustainability. (with
focus on monitoring aspect
in this study)

Points and badges

Believe that badges
How many participants Experiment
helps community
is unknown
observes and
moderators to visualize
and monitor at a glance,
thus a positive effect.

Non

18 Study the effects of
gamification (a badge
system) on user activity in a
sharing economy service.

Badges

Shows to have a
positive effect on the
users, as the users were
seen to be more likely
to actively use the
service.

1410
participants(control
group) 1579
participants

Experiment

System
created with
goal-setting
related
theories in
mind, such as
social proof
theory or
theory of
planned
behavior

A positive effect on the
engagement of
students. Those with

61 participants(age 1314)

Experiment /
Survey

Non

19 Evaluating the mechanic of
games through
gamification to promote

Classdojo(Points and
collaboration)
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Age approx. 18-30

the engagement of
elementary school
students.

Classbadges(Badges)

the highest levels of
engagement were the
students with the most
badges. Those with the
lowest levels of
engagement were the
students with the least
badges.

20 Test the effects of one
particular game design
element, by experimentally
manipulating whether or
not students were
accumulating points while
they were completing a
mathematics assessment

Points

No effect on accuracy. A
positive effect on speed
of response increased.
In both studies.

1218 participants(age
18-74, study 1) 693
participants(middle
school)

Experiment

Discusses
feedback
related
theories, such
as the
concept of
locus of
attention

21 Which leaderboards
actually affect employee
behavior?

Leaderboard

Leaderboard had a
positive effect on
relatively simple tasks.
Leaderboards were
likely to have a negative
effect on participants
which do not believe in
leaderboards.

339 participants(mean
age 22.40)

Experiment

Goal-setting
theory

22 Explores the potential of
gamifying French-language
learning by means of quest-

Quests, collaboration, badges,
avatar and points

The system had a 11
positive
effect
on participants(university,
creating
a
fun

Experiment /
questionnaire

Selfdetermination
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based learning and
augmented realities.

experience, but only age hidden)
54.4% felt it motivating.
Collaboration
and
collecting
badges,
completing quests and
collaboration
best
learning motivators.

theory

23 Tries to bridge the gap
between theory and
practice and study the
design and consequences
of applying gamification in
a real educational setting.

Challenges, achievement and
leaderboard

Seems to have a
potential positive effect
on some students, and
other students felt like
the system was
discouraging (having a
negative effect).

73 participants(control Experiment /
group, university) 123 survey
participants(university)

Non

24 Examine whether or not
interaction with a
leaderboard produces
effects consistent with
stereotype threat or social
comparison experiences

Leaderboards

Women in a maledominated leaderboard
performed better than
women competing in a
female dominated
leaderboard.

23 participants(control
group, age 18-41) 67
participants(age 1841)

Experiment

Social
comparison
theory

25 Investigating the effects of
points, levels and
leaderboards on
participants' performance
and motivation in an image
annotation task.

Points, leaderboards and levels

Positive effect on
number of tags
generated. Levels and
leaderboard
significantly better than
points in this area.
Natural affect in the

143
participants(control
group, age 17-68)
130(age 17-68)

Experiment

Intrinsic
motivation
inventory
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other areas in the
study, for example no
effect on intrinsic
motivation, compared
to the plain condition.
26 Contribute to the empirical
evidence in the field by
designing, implementing
and evaluating a gamified
intranet system.

Points, timer and leaderboard

Positive effect on
increasing the time
spent on the intranet.
Positive effect for
amount of correct
answers, as well as
quality of the answers.

32 participants(control
group, age 17-55) 38
participants(age 1755)

Experiment

Non

27 Continued work to
investigate how they can
engage young adults in
behaviors of recycling and
the prevention of good
waste through social media
and persuasive and
ubiquitous computing
systems.

Quests, leaderboard, avatar,
achievements and points

Negative on the
majority of the
participants. Quests
showed to be the most
promising of all
elements.

34 participants(age 1827)

Experiment /
Interviews

Non

28 Can game elements be
used to generate valid
quantitative data regarding
the accomplishment of the
exercise's goals in order to
support self-evaluation of

Collaboration and quests

Potential positive effect
to support data
collection, but future
research needs to be
done.

How many participants Experiment /
is unknown
survey

Non
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participants?
29 Evaluate SpamCombat by
identifying factors that can
potentially drive users'
behavioral intention to
adopt.

Avatar, leaderboards, quests and
reward

The results indicate a
positive effect.
However participants
felt that using
spamcombat would be
too time-consuming.
This was just a
conceptual prototype,
future research is
needed.

120 participants(mean
age 28)

Questionnaire

Analyses
behavioral
intention with
theory of
reasoned
action, theory
of planned
behavior, and
technology
acceptance
model

30 Analysis how students
react to gamification
features, such as badges,
and is it going to have any
positive or negative effect
on their behavior.

Badges

Badges had both a
positive and negative
effect on the students.

515
participants(control
group, university) 516
participants(
university)

Experiment /
survey

Non

31 Better understand the role
of leaderboards in
promoting and improving
punctual behaviors

Points and leaderboards

Leaderboards do have a
positive effect on social
behaviors like social
comparisons.

28 participants(age 1944)

Experiment /
survey

Non

32 Implementation and user
validation of a training tool
for saving fuel that uses
some elements from the

Points, rules and achievements

Results showed a
positive effect on fuel
consumption when the
user maintains the

18 participants(control
group) 18 participants
Age is unknown for

Experiment

Non
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games.

interest in complying
with rules. Future
research is needed with
a bigger sample

50

both of the groups

Appendix B – Validity threats
Conclusion validity

Relevant or irrelevant

Low statistical power

Relevant

Violated assumption of statistical tests

Relevant

Fishing and the error rate

Relevant

Reliability of measures

Relevant

Reliability of treatment implementation

Irrelevant

Random irrelevancies in experimental setting

Relevant

Random heterogeneity of subjects

Relevant

Internal validity

Relevant or irrelevant

History

Relevant

Maturation

Relevant

Testing

Irrelevant

Instrumentation

Relevant

Statistical regression

Irrelevant

Selection

Relevant

Mortality

Relevant

Ambiguity about direction of causal influence

Relevant

Interactions with section

Relevant

Diffusion of imitation of treatments

Irrelevant

Compensatory equalization of treatments

Relevant

Compensatory rivalry

Relevant

Resentful demoralization

Relevant

Construct validity

Relevant or irrelevant
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Inadequate preoperational explication of
constructs

Relevant

Mono-operation bias

Relevant

Mono-method bias

Relevant

Confounding constructs and levels of constructs

Relevant

Interaction of different treatments

Relevant

Interaction of testing and treatment

Irrelevant

Restricted generalizability across constructs

Relevant

Hypothesis guessing

Relevant

Evaluation apprehension

Relevant

Experimenter expectancies

Relevant

External validity

Relevant or irrelevant

Interaction of selection and treatment

Relevant

Interaction of history and treatment

Relevant

Interaction of setting and treatment

Irrelevant
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