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Abstract

Information security, information management systems and more specifically information clas-
sification are important parts of an organisations information security. More and more in-
formation is being processed each day, and needs to be secured. Without proper information
classification guidelines in place and lacking research within the subject, organisations could
be vulnerable to attacks from third parties. This project displays a list of best practices found
within information classification guidelines published online by different organisations. Out of
100 reviewed documents, 30 included information classification guidelines, and when analysed
with a thematic analysis provides best practices within information classification.

Keywords:information classification, information security, guidelines, ISO standards, best prac-
tices
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1 Introduction
Information security is important in most organisations today, and this is especially important
when considering the impact breaches on confidentiality, integrity or availability can have on
an organisation (Whitman & Mattord, 2011). It is also important that the individuals inside
an organisation are aware of the importance of information security (M. T. Siponen, 2000).
A keystone within information security are information security management systems (ISMS)
(Okamoto & Tanaka, 1989). Within an ISMS, information classification plays an important role
(ISO/IEC, 2014b).

Humans within organisations interact with computers every day. The human element is an
exploitable part of information security (Nohlberg, 2008). Without information classification
the sensitivity of the information may be unknown to the individual. This weakness can be ex-
ploited by a third party. Many of the parts used in an information security management system
(ISMS) are well documented such as risk analysis and creating an information security policy
for a company. The ISO (International Organization for Standardization)/IEC (International
Electrotechnical Commission) 27000 standard focuses on information security techniques and
gives examples on threats, vulnerabilities and how to reduce risks for an organisation. The
means an unauthorised party receives secret information can be via technical exploits or ex-
ploiting the human weakness. It is important to understand that there are more than one way
an unauthorised party can obtain the information, and that if they do, it could have devastating
effects on an organisation. Therefore it is important for system administrators to not only focus
on securing the technical side of information security, but also the administrative side.

An individual should be able to use a guideline combined with their expertise to make a more
accurate decision within a subject (WHO, 2014). A good guideline according to Steinbrook
(2007) has several key attributes including validity, reliability, flexibility, clarity and repro-
ducibility. To create a good guideline, all of these attributes has to be included. Evidence is an
important part of guidelines as well, implementing guidelines that are not based upon evidence
might cause misinformation. A best practice is a concept often related to management and ad-
ministration. A best practice can be defined as performing a task in an optimal way (Perleth,
Jakubowski, & Busse, 2001).

According to Bergström and Åhlfeldt (2014) both ISO/IEC 27000 and COBIT generally covers
information classification, but not very in-depth. Seeing as they so generally touch the subject
of information classification, while it is still an important part of information security, and more
specifically the risk analysis (Oscarson & Karlsson, 2009). It is often up to the organisations
themselves to determine the value of information, and classify it. There are several ways to
classify information. This study will find out and provide an analysis on information classifica-
tion documents found online.

Performing an analysis on how different organisations have implemented information classi-
fication guidelines, as well as analysing the best practices of the guidelines implemented by
these organisations a better understanding can be found.
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2 Background
There are several frameworks developed for information security and risk analysis developed
by organisations such as the International Organization for Standardization(sic) namely the
ISO/IEC 27000 series (Sulaman, Weyns, & Höst, 2013). Information classification is an impor-
tant step to perform before continuing on towards the risk analysis. Information classification
however, does not have many developed frameworks, guidelines or even much research done
(Oscarson & Karlsson, 2009).

2.1 Information
Information is something of fact, it does not have to be the truth, nor does it have to be relevant
to anything. Information is always something that describes and can be interpreted, an example
of information would be someone claiming they are in pain (Israel & Perry, 1991). We cannot
know if the person is lying or telling the truth, but the claims we hear informs us that the specific
individual is in pain.

In 2006 the amount of digital information available on the internet was 161 billion gigabytes
(Al-Fedaghi, 2008). This does not include the information available on file servers hosted by
organisations or internal information. Information is processed and stored by organisations of
all types and sizes, and thus is susceptible to attacks or loss (ISO/IEC, 2014a). Information
is essential to an organisations business and therefore needs to be protected at an appropriate
level (ISO/IEC, 2014a). Information can be found on many different media such as electronic
or physical and can be transmitted verbally or via packets over a network. Many organisations
are dependant on information technology making computers and electronic information an es-
sential part of an organisation (ISO/IEC, 2014a).

Al-Fedaghi (2008) mentions that ILM (Information lifecycle management) is a process that
can help decide the value of information. This depends on several factors such as the policies,
processes, practices, services and tools used in conjunction with the information. Thus informa-
tion can be considered either valuable or not valuable, depending on the situation. Information
has several stages in a lifecycle, such as being created or processed (ISO/IEC, 2014a). Infor-
mation is valued differently depending on where in its lifecycle it is. Some information may
be valuable to an organization when created and kept secret, and then losing its value when
published (ISO/IEC, 2014a).

2.2 Information security
According to Whitman and Mattord (2011) security can be considered the quality or state of
being secure. They also state that security should have multiple layers of security to protect
the organisation. Information security is one of these layers (Whitman & Mattord, 2011). The
CIA (Confidentiality, Integrity, Availability) model is often considered the industry standard for
information security (Whitman & Mattord, 2011). According to Bernard (2007) when con-
sidering information security, all forms of data should be addressed, and this by personnel who
knows how to mitigate and identify information security risks. As previously stated information
can be found in different forms, and according to Bernard (2007), by moving information from
physical forms, such as papers it eases the process of securing the data. Some forms of data
however, cannot be migrated from a physical host and then destroyed, such as the information
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residing in human memory - then policies has to be applied (Bernard, 2007).

"Information has confidentiality when it is protected from disclosure or exposure to unautho-
rized individuals or systems" (Whitman & Mattord, 2011, p. 13). Confidentiality is important
to businesses. Failure to adhere to the confidentiality would cause sensitive information to get
into the wrong hands. Intentional or non-intentional this could have devastating effects, such as
economic loss or giving a negative reputation to a company or organisation(Campbell, Gordon,
Loeb, & Zhou, 2003). There are several methods to keep the confidentiality of information, one
of them information classification (Whitman & Mattord, 2011).

"Information has integrity when it is whole, complete, and uncorrupted" (Whitman & Mat-
tord, 2011, p. 13). Integrity means that data is not changed by an unauthorised party, being
complete and the actual information requested (Wang, 2005). Thus losing integrity means that
the data cannot be trusted as correct.

Availability is when a user can access the information requested when needed in the correct
form, if authorised to (Whitman & Mattord, 2011). Whitman and Mattord (2011) provides an
example where in a library a person, once authorised, has free access to books and can expect
to find the information available in these books in a language understandable by the person.

2.3 ISMS
An ISMS "consists of the policies, procedures, guidelines and associated resources and activ-
ities, collectively managed by an organization’s[sic] information security" (ISO/IEC, 2014a,
p.13). The ISO/IEC (2014a) standard sums it up into nine primary principles such as, the
awareness that a company needs information security, managing and assigning responsibility
for information security, prevention and detection of information security incidents and risk as-
sessments to reach acceptable levels of risk.

The importance of an ISMS is clear when realising that businesses of the world are connected
with computers, and therefore can be considered critical business assets (ISO/IEC, 2014a). The
importance and impact an ISMS has on an organisation changes depending on what organisation
it is implemented in (ISO/IEC, 2014a). The ISO/IEC 27005 standard is a standard created by
the International Organization for Standardization(sic) (ISO), providing a framework on how
to perform an appropriate risk analysis on an IT-environment. The ISO/IEC 27002 standard
has guidelines regarding implementations of ISMS and is based on the ISO/IEC 27001 stan-
dard. ISO/IEC (2014b) recommends that responsibility is delegated in regards of information
classification, and administration of company assets. It also states that assets related to infor-
mation should be identified and inventoried. The COBIT5 standard is a framework covering
risk security and information technology. The standard covers financial bases, as well as infor-
mation security and optimisation of information technology assets and resources divided in five
principles (ISACA, 2012).

2.4 Information classification
Information classification is to classify information or data. The goal of information classifi-
cation is "to ensure that information receives an appropriate level of protection in accordance
with its importance to the organization.[sic]" (ISO/IEC, 2014b, p.15). Information should be
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classified in accordance to the law, value and how sensitive the information is if revealed to
unauthorised parties. To classify information confidentiality, integrity and availability should
be considered, as well as access privileges and owner of the information (ISO/IEC, 2014b).
The standard also states that the owner of the information should be held accountable for its
classification. The classified information can be dynamic, and change depending on the value
of the information at that particular time (Bergström & Åhlfeldt, 2014).

Bayuk and Schutzer (2009) mentions that a well-known information classification scheme such
as the one from the US military with top secret, secret and unclassified could be translated into
a private sector with proprietary restricted, proprietary and public. It can be concluded that the
actual label classifying the information is of no importance unless it is connected to a secu-
rity policy, deciding what security level should be applied to the labelled information (Bayuk
& Schutzer, 2009). While the classification levels should be appropriately named (ISO/IEC,
2014b), the names does not actually make a difference in how the information is secured.

Additionally the ISO/IEC (2014b) includes some guidelines in regards to how to implement in-
formation classification guidelines within an organisation. These include, when to classify and
re-classify the information, usage of an information classification scheme, using a fair amount of
levels appropriate for the organisation and that the scheme should be consistent throughout the
organisation. The Swedish Civil Contingencies Agency (MSB) has together with the Swedish
Standard Institute (SIS) created a model for information classification (MSBFS, 2009). This
model is based upon guidelines from the ISO 27000 series.

Al-Fedaghi (2008) and ISO/IEC (2014b) states that one important process in the ILM(Information
Lifecycle Management) is classification of information. This is considered the first step when
creating ILM policies. However, information can be also be automatically classified by mining
through metadata of data and thus running algorithms classifying the information depending
on different policies (Al-Fedaghi, 2008). Some of the variables can according to Al-Fedaghi
(2008) be owner, file type, size and extension as well as how often the data is accessed and
many more. As stated by Al-Fedaghi (2008) it is important that the information is not classified
by the creator of the information, but by the system or guidelines. This does not mean that
the creator is not allowed to classify the information, merely that the information classification
should be decided by the system or guidelines, not the creator of the information.

Many ISMS needs a risk analysis, and the information classification is a major input (Oscarson
& Karlsson, 2009). Identification of information assets, their value and legal requirements are
some of the core pillars when identifying security requirements in an ISMS (ISO/IEC, 2014a).
As previously mentioned, the value of information can depend on the situation (Al-Fedaghi,
2008). Since 1995 the ISO 27000 series, then known as BS7799, or the international version
ISO/IEC17799. Describes the process of "Plan-Do-Check-Act" (PDCA). The purpose of the
PDCA guidelines was to secure information systems (M. Siponen & Willison, 2009). Infor-
mation classification is used in the Plan section of the PDCA. More specifically when giving
information its value. Information classification can also be used within decisions regarding
the budget of an organisations information security (Oscarson, 2009). Furthermore if an appli-
cation is critical to the success of an organisation. That applications information is critical as
well (Reiner, Press, Lenaghan, Barta, & Urmston, 2004). Classifying information also makes
it clear what critical assets there are in an organisation. Therefore, it can be safely assumed
that information classification is, in fact, important for all organisations using ISMS. Without
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knowing the value of information, there is no way to properly protect this information.

2.5 Existing models
MSB and SIS has as previously mentioned created a model for information classification. The
criteria in this model is mainly based on the ISO/IEC 27000 series. The focus on their model
is based on protecting the CIA triad within information security. Classification in this model
is based on severity. Translated from Swedish the levels of severity are moderate, significant
and severe. Each aspect within the CIA triad are in this model valued depending on any of
these severity levels, and consequences are taken into consideration. Each piece of information
should be classified three times, once for each CIA aspect. A single piece of information in this
model could have three different severity levels. One for confidentiality, one for integrity, and a
another one for availability. The model also states that all information used within an organisa-
tion should be classified. Classifying every document within an organisation could take years.
Therefore, the model suggests to identify information and put it into groups. These groups of
information can then be classified. This gives additional assurance that no information is missed
during the classification process. The value of information can change. Therefore, the model
proposes that the owner of the information should be responsible to make sure the information
is correctly classified at all times. Additionally, the model also provides guidance on legal as-
pects regarding the process (Oscarson, 2009).

Uninett has also created guidelines regarding information classification. The document is cre-
ated to provide assistance with information classification within higher education institutions in
Norway. The guidelines propose that information on how information should be disposed of.
Additionally, like the model created buy MSB and SIS, these guidelines state that the security
requirements for CIA should be considered. The document is detailed regarding how to fill
out their classification scheme, and how to document their information classification. This one
differs from the model created by MSB and SIS. It provides a scheme to fill out and definitions
of each category. The MSB and SIS model provides guidance on how to identify and classify
the information (Høiem, 2013).
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3 Problem
According to Luethi and Knolmayer (2009) information security is not only managed by tech-
nical aspects, but also within an organisation and its structure. According to Bergström and
Åhlfeldt (2014), while information classification is a central process in many organisations it
still has its problems. Many companies or organisations use the ISO 27000-series when classify-
ing their information (Bergström & Åhlfeldt, 2014). Even so, according to Kraemer, Carayon,
and Clem (2009) there are many issues when applying information classification such as ex-
ternal influences, human error, performance management, policies, resource management and
technology. Standards such as the ISO and COBIT provide general guidelines on how to use
information classification but fail to go in-depth, and describes it very quickly (Bergström &
Åhlfeldt, 2014). The research done by Bergström and Åhlfeldt (2014) shows that policies are
one of the larger issues within information classification. Park et al. (2010) strengthens this
argument by showing that asset management was in their study the most vulnerable section of
an ISMS.

Furthermore, a study done by Park et al. (2010) reveals that only 34.3% of the organisations
interviewed had acceptable information classification policy available. And only 25.7% had
classification guidelines implemented. Additionally there is a lack of research about informa-
tion classification in general (Oscarson & Karlsson, 2009). It is clear that information classifi-
cation has a large role in information security based upon the previous statements, and further
research is needed.

To efficiently classify data or information a sturdy and flexible policy or guidelines are required.
It is important that this does not inconvenience the organisation in question (Ghernaouti-Helie,
Simms, & Tashi, 2011). Due to lack of best practices, frameworks or guidelines, organisations
might opt out of implementing information classification guidelines (Ghernaouti-Helie et al.,
2011). According to Booysen and Eloff (1995), one of the fundamental principles of informa-
tion security includes an access control mechanism. Requirements for one of these mechanisms
is an appropriate level of protection, depending on what kind of information is accessed. One
piece of information might require a higher level of protection, while another does not. To clar-
ify what level of protection a piece of information requires, the information itself needs to be
classified. This makes it clear that information classification can help out tremendously within
information security and as an input to risk analysis. Should it be unclear to an organisation
what the value of a particular piece of information is, there is no way to properly manage its
risks.

By looking at established guidelines that has been applied by different organisations, one can
analyse and get a better understanding on what information classification guidelines are used.
Furthermore, this will give a clearer view on how these guidelines has been implemented in
existing ISMS. It can be assumed that most ISMS are created or implemented by professionals,
either within information security or system administration. The lack of research within the area
(Oscarson & Karlsson, 2009), makes existing guidelines in use by organisations an interesting
target. Especially when considering what to use as guidelines for information classification. The
ISO/IEC standards severely lack good information regarding information classification guide-
lines alleviating the implementation (Bergström & Åhlfeldt, 2014). This leads to the research
question intended to be answered within this project.
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RQ:What best practice guidelines regarding information classification exist online?

The goal of this project is to identify best practices within the information classification guide-
lines contained in documents made available by organisations on the internet. Analyse these and
compile a list of what to consider when creating guidelines within information classification.

4 Method
According to Berndtsson, Hansson, Olsson, and Lundell (2008) it is important to start of your
choice of method by identifying possible methods to use in the project. The chosen method
follows recommendations described by Keele (2007) and Wohlin et al. (2012) for a systematic
literature review (SLR). According to Keele (2007) an SLR has its differences from a traditional
literature analysis. Mainly that an SLR defines a search strategy to detect as much of the rele-
vant literature as possible. The definition of an SLR is well explained by Wohlin et al. (2012):
"Systematic literature reviews are conducted to identify, analyse and interpret all available evi-
dence related to a specific research question” (Wohlin et al., 2012, p. 45).

There are a few downsides of the chosen method. While inspired by an SLR, there are few
parts that are impossible to apply. Therefore, variations has to be used. As the author is one
person, and a traditional SLR recommends using at least two people when performing it (Keele,
2007), some deviations are to be expected. There are also issues when considering the pri-
mary studies, this projects main focus lies in best practices within documents published online.
Therefore a traditional search in academic databases cannot provide the information required.
However, by using an SLR as inspiration the documents required for this study can be found
by using searches online, academic literature will be used as references and guidelines when
creating different criteria or analysing the information. Additionally, backward and forward
searches cannot be applied due to the context of this project. In an SLR, there are a couple of
mandatory steps as described and outlined by Wohlin et al. (2012) below:

• Identification of research:
Mainly focused on developing search strings and applying them to databases. It is imper-
ative in this step that the author does not get overwhelmed by the number of results, and
avoids a high number of false positives (Wohlin et al., 2012). According to Wohlin et al.
(2012) searches and results can include grey literature, such as technical reports.

• Selection of primary studies:
It is an important part of the SLR to develop inclusion and exclusion criteria, this should
be done before performing the searches to avoid bias (Wohlin et al., 2012). Additionally
some studies might only require a quick glance, while others a deeper analysis to deter-
mine the status of the document. By using structured abstracts this process can become
easier (Wohlin et al., 2012).

• Study quality assessment:
The quality of the study or document analysed is important, while there is no universal
definition of what a quality study is, it is still imperative that the quality of the document
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is assessed (Wohlin et al., 2012).

• Data extraction and monitoring:
Once the documents has been found, data needs to be extracted. The data to be extracted
is based on the research question. Technical reports can serve as data sources for the
extraction (Wohlin et al., 2012).

• Data synthesis:
There are several ways to synthesise data. An important part is that the data analysed
must be homogeneous (Wohlin et al., 2012).
Cruzes and Dybå (2011) has identified seven methods that can be used within software
engineering namely:
Thematic analysis, narrative synthesis, comparative analysis, case survey, meta-ethnography,
refutional synthesis, meta-analysis and scoping analysis.

As method is an adaptation of a traditional SLR, detailed steps on the method and the deviations
can be found in the following subsections.

4.1 Identification of research
This part primarily identifies the documents used in the research. Due to the nature of the
project, the organisations need to have their documents published online. Therefore, the best
way to find these would be to use a search engine, in this particular study Google’s search en-
gine was used. Google was picked due to the fact that it is the largest one (Gulli & Signorini,
2005). In 2005 Google had indexed 8 billion web pages (Schmidt & Rosenberg, 2014). The
search engine works by crawling webpages, analysing them and connecting their content to
keywords. This way the usage of the keywords or search terms used by Bergström and Åhlfeldt
(2014), can be applied to find the most relevant results. While Bergström and Åhlfeldt (2014)
used research databases to search and this study will be using an internet search engine, the
keywords would still match the requested results. Since internet search engines such as Google
can also be considered databases (Cilibrasi & Vitanyi, 2007).

The search string discovered and used by Bergström and Åhlfeldt (2014) was ((security classi-
fication OR information classification OR data classification) AND information security) file-
type:pdf but according to the same paper, the term data classification generated many false
positives. The term security classification was also excluded as this study focuses on informa-
tion classification specifically. This is also the term used in the ISO 27000 series, which serves
as a strong reference point in this research. Therefore the conclusion was to use the search
string ("information classification" AND "information security") filetype:pdf.

By using Google’s search engine, it can be assumed that the results showing up are promi-
nent, and bigger organisations thanks to their pagerank algorithm, which allows Google to find
the most popular, and best hits for each keyword (Page, Brin, Motwani, & Winograd, 1999).
When using the keywords found by Bergström and Åhlfeldt (2014) one can be assured that
the search terms are more precise. Additionally, when using the AND operator one can be as-
sured that both strings enclosed by quotation marks are used in the search (Eastman & Jansen,
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2003). The study done by Eastman and Jansen (2003) also proves that using Google’s search
engine is far more accurate than other search engines. Additionally, limiting the searches to
PDF (Portable Document Format) the search operator filetype: was used to filter all the hits into
PDF files (Chevalier, 2002).

While the initial thoughts was to use another search engine to make sure that the searches
could be performed by anyone with a computer and an internet connection. This was quickly
deemed impossible by doing tests at the same time from two different geographical locations,
even when using the same search engine and search string. This is due to the fact that crawlers
exist and how they operate web-caching and search indexes change all the time (Heydon &
Najork, 1999). Regardless if the search could be replicated at one point in time, it will not be
in the future. Thus the all the searches has been saved down in its entirety and will be given
out to anyone contacting the author. Additionally, by using keywords previously identified by
other parties, the author eliminates some bias in the searches thus providing extra validity to the
method.

4.2 Selection of primary studies
This part is the selection of the documents themselves. PDF files are chosen partly because it
is used in international standards, and is being developed to use as an international standard for
every electronic document (Taft, Pravetz, Zilles, & Masinter, 2004). Additionally, PDF files
are together with HTML (Hypertext Markup Language and CGI (Common Gateway Interface
the most common web browser content (Wynn, Ullmann, & Brown, 2003). Therefore it can
be assumed, that documents found in PDF are created by professionals in their area. Consider-
ing there are many ways to create a PDF file (Taft et al., 2004). Additionally, using PDF files
removes the requirements to use several different applications to read the documents. It was
decided that using only one format would be preferable to the author.

Based on the page-ranking algorithm used by Google, it can be assumed that the first 100
hits of a Google search are the most prominent organisations, both in size and page visits (Page
et al., 1999). By then filtering out manually, using the exclusion criteria the validity of the doc-
uments will be asserted. Additionally in a study made by Brooks (2004) it was concluded that
the difference between hit 1 and 10 in a search with Googles search engine is enormous. The
expectancy of someone entering the first hit is close to 100% while the 10th hit only provided
a click potential of 13.9%. Furthermore, picking the first 100 results and if the trend stays the
same, it can be assumed that the documents found are by far the most referenced and cross-
referenced. Additionally, it can be assumed that these are also the most read ones. Finally,
limitations has to be set, using the selected search string the search generated 8130 results over
49 pages. A pilot study included 900 documents in the searches. The study show that searches
do not improve the quality of the documents after 100 results, therefore the first 100 results
were chosen.

The importance of exclusion criteria are high (Wohlin et al., 2012). Any document includ-
ing any of the exclusion criteria will be excluded from the analysis. By creating these exclusion
criteria before manually reading the documents additional validity is added to the method, as
this avoids bias (Wohlin et al., 2012). The exclusion criteria should be based on the research
question (Keele, 2007). Therefore the documents needs to be available online at the time of
the search, they need to contain information that regards information classification and they
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need to match the overall theme of the research to contain best practices within information
classification guidelines. Documents linked from another document will be excluded as well.
These are not found via the search engine. Additionally, even though there might be informa-
tion classification guidelines in other formats than PDF. Only PDF files will be chosen for this
project.

4.3 Data extraction
To extract the relevant information from the collected documents containing information clas-
sification guidelines, a method has to be used. Additionally to find best practices within this,
patterns needs to be found, as well as analysed in a systematic manner. The chosen method is
based on a thematic analysis, this method is specifically designed to analyse and report patterns
within the study. If this fails it will at worst organise and present the data in detail (Wohlin et
al., 2012).

To perform a thematic analysis the analyst can begin with a list known themes and apply the
results to these. Generally these themes can be found in the information analysed, codes can
also stem from professional experience or from the literature review itself (Given, 2008). There
can be difficulties for the author to realise that the thematic coding has advanced to the stage of
a thematic analysis. To resolve this comparing the relevance of each theme towards the research
question it is easier for the author to realize the coding stage has been completed. (Given, 2008).

This analysis will identify best practice, and based on the criteria derived from other best prac-
tice documents such as the ISO/IEC-27000 standards, many themes are chosen before the anal-
ysis begins. According to Given (2008) a thematic analysis is more than simply providing a list
of themes. The end product of a thematic analysis will provide concepts, themes, and in this
paper this will result in best practices identified from the documents and consolidated in a list
of what to consider when creating your own.

Preferably the thematic analysis will consider common patterns as well as contextual aspects
(Given, 2008), in this project the descriptive product of the thematic analysis will provide the
desired results. It is imperative that the correct information is gathered for this study, both to
raise the usability for organisations taking guidance from this work, as well as not to dig into ir-
relevant parts of the information classification thus losing validity (Berndtsson et al., 2008). An
example of using the wrong information would include what the different levels are called, this
is irrelevant when finding out best practices (Bayuk & Schutzer, 2009). Based on the ISO/IEC-
27000 standard, the following themes, has been chosen as a starting point for the analysis:

Type of organisation
This theme simply specifies if the selected document is from a private, governmental or edu-
cational organisation. This part is important as different organisations behave differently, even
within the same field. There are differences e.g. within banks, some are run by private cor-
porations while others are run by governments, these are both banks but run differently due to
the nature of the controlling organisation (Shleifer, 1998). According to Rainey, Backoff, and
Levine (1976) there are several differences between the public and private sector, such as the
differences in the goals of the organisation.

Classification levels
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The amount of classification levels used by the organisation e.g. Public, Private and Classi-
fied would count as 3 classifications. DuraiPandian and Chellappan (2006) writes that value
of information changes over time thus classification levels can change as well. According to
ISO/IEC (2014b) information should be classified in levels, and this can differ depending on
the information. These recommendations differs within different organisations and can be of
value. Additionally, ISO/IEC (2014b) states that over-classification can be counter-productive
to organisations and have them implement security measures that are unnecessarily expensive.
Under-classification can trick an organisation and result in loss of business. This is clearly an
important part of information classification and should be represented in best practice guide-
lines.

Classification Responsibility
This theme analyses if the organisation has someone who is responsible for classifying the in-
formation, and if so, who is responsible. An information owner should be responsible for their
classification (ISO/IEC, 2014b). In other circumstances this might be different due to the nature
of the information. This is an interesting factor to look at, as some organisations might use a
council or an entire department responsible for the classification of the information. What is
clear from reading the ISO/IEC (2014b) standard is that responsibility for classifying the infor-
mation is absolutely required.

Classification times
This theme analyses when information is classified, as well as re-classified. According to the
recommendations in the ISO-27002 standard information classification should be a part of an
organisations processes, and should be changed once the information or asset changes value or
sensitivity (ISO/IEC, 2014b). This can differ vastly between organisation to organisation, thus
some might classify the information once it is saved or uploaded to a file-server. While others
might have a natural order of things and wait with the classification until their information se-
curity model has reached the part where information is classified. ISO/IEC (2014b) also writes
that for each identified asset a classification should be made. It is almost self-explanatory that
in order for information to be classified, there has to be a time when the information is clas-
sified. Re-classifying might not be as self-explanatory, however as information changes value
over time it should also change classification level.

Scheme used
It is recommended by the ISO/IEC (2014b) that a model or scheme is used in conjunction with
information classification. Their recommendations include that the scheme includes rules for
safe keeping as well as destruction of the information. The scheme should be created with
confidentiality, integrity and availability in mind. It also states the model should fit the entire
organisation and its processes. This theme will examine if the organisations uses a scheme,
and what they include in this scheme. It is obvious that organisations do not only have IT-
professionals, but have people with areas of expertise within other fields as well. Having a
scheme used by the entire organisation makes it easier for an organisation to classify their data,
and for parties that have no formal information security training to properly identify and clas-
sify information.

Information identification
How the organisation identifies information. It is clearly stated in the ISO27002 standard that
assets to an organisation should be identified and put into a registry. It should also be docu-

11



mented and kept up to date (ISO/IEC, 2014b). This theme examines if one of two processes
has been used to identify the information within the organisation. One process is to gather in-
formation from running processes. This is done by analysing the organisations processes, the
example seen in Andersson et al. (2011) uses grading as an example process, in their example
a teacher is first evaluating the students performance and saves it on paper. Then the teacher
grades the student based on their performance as well as the teachers previous evaluation. Once
the grading is done, the grade is saved both electronically and on paper. This generates three
pieces of information and are easily found by tracking the process. The other process that will
be examined is if the company finds the information based on what systems they have, e.g. if an
e-mail server exists, it will generate e-mail messages, this is information as well. According to
Bayuk (2010), in many standards it is expected than an organisation to be knowledgeable if not
omniscient about the information flowing throughout the organisation, this is of course, if not
assisted by software or a process, impossible with the constant change of information a larger
organisation has. Additionally, a holistic approach would include a wide scope of view and
therefore be able to identify more attributes of the information, creating more variables to base
security or information classification on (Bayuk, 2010). If an organisation is unaware of a piece
of information that exists within the information, the organisation cannot properly classify that
information either.

It is also important to understand that not all information may be identified. Therefore, the
analysis will identify what types of information are classified. As previously mentioned infor-
mation can be in all sorts of forms and shapes (Israel & Perry, 1991). Therefore this theme will
analyse if the organisation is classifying all information or information stored electronically.
Some organisations might not need to worry about information in paper form, as they might
have other guidelines preventing some information to be printed. Or their information classifi-
cation policy classifies sensitive information and prohibits them from being printed, as well as
prevents them from being transferred by word of mouth with a written legal document about
disclosing information.

4.4 Alternative Methods
An alternative method could have been to find large organisations available on the internet,
contact these with pre-defined questions, such as a survey or interviews, both recommended
methods by Berndtsson et al. (2008). While these both would give results, this study focuses
mainly on guideline documents available on the internet. A list of documents or organisations
could be used, such as the Forbes500 list. However this would require an interview or survey to
the organisations and might generate different results from already published guidelines. While
it would generate results, another downside could be that the policies are not actually in print
or in use. Therefore, a literature study, or survey seems like the best method for this specific
purpose.

4.5 Ethics and Validity
In accordance to Vetenskapsrådet (2002) this study applies the ethical guidelines outlined. As-
sent is needed when using information provided by other parties, in the case that the informa-
tion is published publicly assent is assumed. All of the information collected in this project is
obtained by legal ways and is publicly available on the internet. No information obtained in
this project can be considered ethically sensitive, nor are any individuals identified and named
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within the project as recommended by Vetenskapsrådet (2002). While a few organisations are
mentioned in the project. They are all named as examples of a best practice, thus nothing nega-
tive is written about them. And could only have positive effects on the organisation.

It is important to keep validity in your method Berndtsson et al. (2008). They also state that
methods chosen are only valid within a certain range of uses. All of the following aspects has
been considered when creating the method. Two important threats to validity is the authors
inability to account for bias, the other is the authors influence on the study (Berndtsson et al.,
2008).

By using the ISO standards as a reference point when creating themes for the thematic anal-
ysis a certain the authors bias on what themes and guidelines are imperative for information
classification guidelines are minimized. Furthermore, when using a search string previously
used by other researchers, namely Bergström and Åhlfeldt (2014), the author can be certain that
bias is minimized and manipulation of the search results are not done by the author.

Issues regarding the authors influence on the study are not prominent in this project. The infor-
mation itself is already written and not requested by the author, thus no leading questions can
be made towards the organisations involved in the study. A potential threat towards the chosen
examples in the analysis, where the author has culled certain examples from the documents is
present. To address this the ISO-27000 series will be used as a reference point for guidelines
requires within information classification.

According to Berndtsson et al. (2008) a literature analysis may lose validity if a systematic
approach is not taken, while the chosen method is a systematic literature analysis the method in
question is described in detail to make sure that validity stays intact.

Reliability of the method is another important part of validity according to Berndtsson et al.
(2008). By using a thematic analysis on the collected information, the information can be
safely consolidated into best practices.

5 Results
This section will provide detailed information on the findings. According to Wohlin et al.
(2012) it is important when reporting the findings to an academic audience that the information
is provided both raw and analysed. This section contains the findings from the SLR. From the
100 PDF documents found in the searches, 30 provided information classification policies or
strategies usable in this review. 19 of these were documents from educational institutes, such
as universities or high schools, 8 were from organisations within the government in different
countries, such as military organisations, fire departments or municipal offices. The remaining
3 findings were from private companies whom are in this report called private organisations.
No non-profit organisations that were not governmental or educational instances were found. A
more readable example can be seen in table 1.

Table 1: Representation of organisations found in searches.

Usable Documents Educational Government Private
30 19 8 3
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It was found that 9 of these had no clear person responsible for classifying the information rep-
resented in the policies, 8 of these from the educational sector and one from the private sector.
This can be seen represented in table 2.

Table 2: Amount of policies with a clear person responsible for classification.

Responsible for classification Educational Government Private Total
Yes 11 8 2 21
No 8 0 1 9

Out of the 30 documents containing an information classification policy, 18 had no clear indi-
cation on when to classify. Represented in table 3 one can see that 13 of these are within the
educational sector, 4 within the government and 2 within private organisations. Furthermore
19 policies included no information on when to re-classify information. As seen in table 3,
12 of these were within educational organisations, 5 within governmental and 2 within private
organisations.

Table 3: Documents not including when to classify and reclassify information divided in organisational
sectors.

Lack of Educational Government Private Total
When to classify 13 4 2 18
When to re-classify 12 5 2 19

The documents were also examined to find out if the organisations used an information clas-
sification scheme. How information was classified as well as if the organisations classifies all
information available. 17 of the 30 documents did not include an information classification
scheme, 11 of these educational organisations, 5 governmental organisations and one private
organisation. These figures can be seen in table 4.

Table 4: Usage of an information classification scheme divided in organisations.

Scheme used Educational Government Private Total
Yes 8 3 2 13
No 11 5 1 17

The analysis also showed that out of the 30 documents reviewed, 15 of the educational organ-
isations, 8 of the governmental organisations and 2 of the private organisations did not include
information on how information is identified within their policies. 5 educational organisations,
did not include if all information was classified or not, these figures can be seen in tables 5 and
6.

Table 5: Documents with a clear structure how information is identified.

Information identification Educational Government Private Total
Yes 4 0 1 5
No 15 8 2 25

Additionally the analysis showed that 5 of the educational organisations, 4 of the governmental
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Table 6: Documents showing if all information is classified.

Classifies all information Educational Government Private Total
Yes 14 8 3 13
No 5 0 0 5

organisations and 2 of the private organisations did not include any information regarding CIA
considerations when classifying information. The amount of classification levels within the or-
ganisations ranged from 2-5, more detailed information can be seen in figure 1.

Figure 1: Chart of information classification levels per organisation.

A full table on all the information gathered can be seen in table 7. Reading the ISO/IEC (2014b)

Table 7: Amount of documents including the information asked for in the study.

Educational Government Private Total
Consideration for CIA 14 4 1 19
Responsible for classification 11 8 2 21
When to classify 6 4 1 11
When to re-classify 7 5 1 12
Scheme included 8 3 2 13
How to identify information 4 0 1 5
Classifies all information 14 8 3 13

standard it says that an example of a classification scheme with confidentiality in mind could
be based on 4 levels. Here it can be seen that the majority of the organisations opts to use 3
levels, and seem to favour the Public, Private, Classified type of scheme. While 36,6% adds
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either an extra layer of security to their classification. As can be seen in table 8 there are a few
organisations with the need of 5 classification levels as well as one with need of 2. Not many
organisations seem to have the need to use 5 levels of information classification. However if
organisations have sensitive information, very sensitive information and perhaps information
regarding the safety of the nation this seem like a good idea.

Table 8: Amount of classifications per organisation

Educational Government Private Total
2 Levels 0(0%) 1(12,5%) 0(0%) 1(3.33%)
3 Levels 11(57,8%) 3(37,5%) 2(66,6%) 16(53,3%)
4 Levels 7(36,8%) 3(37,5%) 1(33,3%) 11(36,6%)
5 levels 1(5,2%) 1(12,5%) 0(0%) 2(6,6%)

Examining the organisations documentations it is clear that the majority uses a person respon-
sible for the information classification. Regardless if this is following the guidelines specified
in the ISO/IEC (2014b), or if it is by the policy maker[s] themselves. It seems clear that this is
what is the top choice in organisations as can be seen in table 9. The ISO/IEC (2014b) standard
also recommends that it should be the information owner that classifies the information.

Examining the documents further, extracting the information regarding the responsible per-

Table 9: Amount of documents with a clear person responsible for information classification.

Educational Government Private Total
Responsible for classification 11(57,8%) 8(100%) 2(66,6%) 21(70%)

son for classification differs more between the organisations. The exact figures can be seen in
table 10. Documents who do not have a clear responsible person for classifying the information
are not included. Both the educational and governmental sector seem to follow the guidelines

Table 10: Role responsible for classificaion

Educational Government Private Total
Information owner 9(81,8%) 4(50%) 0(0%) 13(65%)
Department 3(27,2%) 2(25%) 0(0%) 5(25%)
Unique role 0(0%) 2(25%) 1(50%) 3(15%)
Entire organisation 0(0%) 1(12,5%) 1(50%) 2(10%)

set by the ISO/IEC (2014b), by using the information owner as responsible for classification.
25% organisations states that the entire department is responsible for classifying the informa-
tion, this might be a group effort or someone within each department is appointed to uphold that
responsibility. In 10% of the cases the entire organisation was responsible for the classification
of the information. This might be the same as with the departments, a person responsible within
the organisation, or a group effort from the organisation itself. The 15% of organisations who
has a unique role set for the organisation could be considered using the information owner as
the responsible for information classification. It is however clear, that from the 70% organisa-
tions who appoints someone responsible, the majority also regards the information owner as the
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person responsible. In most of the documents, an information owner is described as a person
who receives, creates or stores the information.

The ISO/IEC (2014b) recommends that information classification is done as part of the ISMS,
thus when to classify is accordingly an important part of information classification. Documents
not including the information when to classify or re-classify are considered not to have specific
guidelines for when to classify or reclassify. As can be seen in table 11 and 12 not many of the
documents analysed included information regarding when information should be classified. It
can be assumed that an organisation with information classification guidelines in place wants
their information to be classified. However since nothing was stated in the actual documents
there are no specific guidelines on when. Percentages are calculated within documents who
contain a record of when to classify or re-classify. Examining the information, it can be seen
that the majority of the organisations wants the information classified upon creation. A fraction
has it embedded in their iterative information security policy, and a few when the information
reaches a state that matches any of the information classification guidelines in the policy. It can
be safely assumed that organisations who wants their information classified as soon as possible
wants their information classified either upon creation or when it meets a certain criteria.

Table 11: When to classify information

Educational Government Private Total
On creation 3(50%) 1(25%) 1(100%) 5(45,4%)
Periodical 1(16,6%) 0(0%) 0(0%) 1(9%)
As soon as possible 0(0%) 2(25%) 1(50%) 3(27,2%)
When meeting criteria 2(33,3%) 2(25%) 0(0%) 2(18,1%)

When examining the re-classification it is clear that even less organisations have a set policy
on when information should be re-classified. However, the majority of the organisations re-
classifies their information once it changes. In the educational sector, the majority re-classifies
the information periodically. This could be due to being implemented in their ISMS thus mak-
ing it a natural part of the iteration. One document had information claiming that information
should be re-classified, but did not specify when. While another required specific decisions to
be made before information changed classification. Both the ISO/IEC (2014b) standard and

Table 12: When to re-classify information

Educational Government Private Total
When changed 2(28,5%) 3(100%) 1(100%) 6(54,5%)
Periodical 3(42,8%) 0(0%) 0(0%) 3(27,2%)
Specific decision 1(14,2%) 0(0%) 0(0%) 1(9%)
Not specified 1(14,2%) 0(0%) 0(0%) 1(9%)

Andersson et al. (2011) has recommendations for using a model, or scheme when classifying
information. Not only does this improve the speed of how information is classified, but provides
an intuitive and clear picture on how to classify information. Depending on the information, and
the sensitivity organisations could divide this into each part of the CIA and classify accordingly.
The analysed documents show that 43,3% of all the documents uses an information classifica-
tion scheme, this does not mean a scheme is not used for other parts of the information security
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within the companies. As seen in table 13, private organisations are most willing to use an in-
formation classification scheme. The other two are still not abandoning the thought of scheme
usage. The private organisations might be more willing to adhere to the ISO policies due to
the fact that this might benefit them, educational or governments might only use them out of
necessity or when required by a higher instance. Another assumption that can be made is that
governments or educational instances have trained personnel to handling the information and
thus feels as if there is no need to use a scheme.

Table 13: Information classification scheme usage

Educational Government Private Total
Using Scheme 8(42,1%) 3(37,5%) 2(66,6%) 13(43,3%)

As can be seen in table 5 very few of these documents had information regarding how in-
formation was identified. Only 1 document used a model to identify information. It can be
assumed that more of the organisations has some way of identifying the information. This
might be within another document of their information security policy as asset identification is
a part of the risk management process (ISO/IEC, 2014b). An aspect to bring to light is if the
organisations classify all information or only information available on computer systems. As
can be seen in table 6, 80% of all the organisations classifies all information. There might be a
reason to the remaining 20% not classifying all information, such as restricted access to some,
prohibited to share by legal documents or simply they do not have any information outside their
computer systems.

6 Analysis
This section contains the findings of the themes previously defined, as well as a clearer view on
how the organisations has applied this in their information classification guidelines. Addition-
ally, this section will highlight similarities found with the model created by the MSB and SIS.
While a comparison between the two cannot be made directly. It is important to understand that
the MSB and SIS model are created for a specific target group (Oscarson, 2009). The guide-
lines and best practices identified in this analysis are gathered from different organisations with
different goals. However, there are similarities between the two worth highlighting.

6.1 Classification levels
As seen in table 8, three or four levels when classifying information is overrepresented. For
simplicity, these levels have been named, public, private, restricted and confidential, starting
with the least restrictive level. An organisation should have the appropriate amount of classifi-
cation levels depending on the value of information inside the organisation (ISO/IEC, 2014b).
Examples on organisations found that neither over or under-classifies their information can be
found below.

Public
Western Oregon University has three levels when classifying their information. Their least re-
strictive level, "unrestricted", is explained as information that may be made available to both
members of the university and entities external to the university. Some information contained
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in here, is required to be public access by law, other simply has little to no impact if disclosed
to an unauthorized party. It does not provide any significant loss to the organisation if the infor-
mation is not available. For example, if maps of the campus has been stolen, it has low impact
on the organisations day to day activities. There might still be value in classifying the maps as
public instead leaving them unclassified. Having a classification on the maps could have pos-
itive effects on new students at the university. Additionally, loss of integrity may not provide
a significant loss to the organisation. An example would be a map of campus being altered.
While the information still has protection to avoid unauthorized modification. The information
itself can be made public to anyone who requests or finds it. It is clear that the guidelines for the
least restrictive level of information classification mostly includes information such as images
on a website, released grades or maps to the headquarters.

Private
In most of the documents, private or the second least restrictive classification level usually in-
cludes information that needs to be protected from unauthorised parties. While the information
is not business critical, much of the information is protected as in the case of California State
University, for ethical, privacy or proprietary reasons. One example included in these guide-
lines were employee salary or birthplace. If this information was leaked to an unauthorised
party it would not create complications to the organisation itself. However, if the information is
accessed by an unauthorised party it could have negative consequences for the employee. This
information should only be accessible to the employer and the employee. Additionally, private
information such as birthplace or maiden names are likely to be used in password recovery
(Rabkin, 2008). If the information regarding an employees bank account number is changed,
integrity is breached. This could have minor consequences to the organisation, but severe con-
sequences to an employee. The same could be said about breach of availability. If an employee
cannot get paid in time to pay their bills. This would have a minor impact on the organisation
itself. The repercussions to an individual would be worse.

Restricted
This level is usually used for information that is critical for an organisation or an individual.
Access to information classified at this level should only be provided when absolutely neces-
sary. Additionally, even if granted access to such information, it is often prohibited to share
with co-workers within the same workgroup. In the majority of the documents reviewed this is
the highest level of information classification. Any breach of CIA to information classified at
this level would have an disastrous effect on the organisation or individuals.

Confidential
The City University of Hong Kong is an example where 4 levels are used. Namely restricted,
confidential, internal and public. Highly sensitive information is labelled as restricted. In these
guidelines this means that breach of CIA to this information can have a significant impact on
the university, its staff, students and possibly third parties. Information labelled at this classifi-
cation level is critical to the organisations continued business. One example from the document
defines restricted information as "privileged accounts passwords of the University’s key infor-
mation systems". The specific guidelines also state that restricted information should preferably
only be used by a small number of authorised individuals. Several of the documents using 4
classification levels has one with a similar definition. If released to an unauthorised party it
could cause tremendous amounts of damage to the parties involved, and in some examples, even
include injury and death. Having this fourth level of classification is favoured by organisations
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that have secret information beyond normal secrecy. The University of Victoria defines their
fourth level of information classification as so sensitive or critical that it is entitled to extraordi-
nary protection. Not all organisations have the need for a fourth or even a fifth level within their
information classification guidelines, however as 36,6% uses four classification levels it seems
fair to illustrate the differences between three and four classification levels.

A comparison on the model created by MSB and SIS shows that the best practices identified
here, are similar to the guidelines created by professionals in the industry. The model by MSB
and SIS agree on that there should be 3 consequence level levels. The guidelines found in this
paper recommend 3-4 classification levels. The MSB and SIS model includes "unclassified" as
do some of the documents analysed. While the MSB and SIS model does not include a fourth
level of classification, it does not exclude one either.

6.2 Classification responsibility
Responsibility for classifying the information is imperative (ISO/IEC, 2014b). Without an in-
dividual responsible for classifying pieces of information, there is no assurance the information
will be classified appropriately. It is a common theme within the guidelines reviewed that there
needs to be someone or something responsible for the information classification. In the major-
ity of cases the information owner was responsible for the classification. The term information
owner in the reviewed documents is often defined as the person classifying the information, and
it is also commonly mentioned that all information needs to be assigned an owner. More often
than not, the owner of the information is the individual using it. If an individual receives an
e-mail message with information that can be considered at any classification level. Then the
individual is the owner of the information and is in this scenario also responsible to classify
the information accordingly. There are a few cases that states that the entire organisation or
department are responsible to classify the information. This does not exclude the possibility of
guidelines stating that the individual handling the information is its owner.

The importance of having a definition of information owner, information custodian or simi-
lar is exemplified in the document used by Transport for London, they briefly summarise the
definition of each role relevant to their information classification guidelines. Additionally they
do have a role called Information Owner, very like the one specified in the ISO-27002 standard,
making sure that their information classification guidelines are in fact, used.

There is a consensus between the ISO-27000 series, the model created by MSB and SIS and the
guidelines found in this document. It is up to the owner of the information to make sure that
information is classified at an appropriate level at an appropriate time.

6.3 Classification and reclassification
According to the ISO27002 standard, an identified information asset should be assigned an
classification (ISO/IEC, 2014b). Of the documents including information on when to actually
classify their information, the majority stated that information should be classified upon cre-
ation. Arguably the statements, as "soon as possible" and "when meeting a criteria" could be
considered on creation as well. While in a few of the documents the definition of when infor-
mation is created was vague, the general theme was that once the information, created, received
or found meets any of the criteria for a certain level of the information classification guidelines
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it has to be classified. Some of the documents did not include any specifics on when to classify,
however reading the documents it is clear that the information has to be classified. It can then
safely be assumed that in these cases information, as soon as it reaches any level represented in
the information classification guidelines, it should be classified.

A common pattern in when to re-classify information is that as the information has changed,
it should be reviewed and classified accordingly. A few documents has decided that the re-
classification process should be done periodically. Considering the facts of when information
should be classified, changed information could reach another level in the guidelines and should
therefore be re-classified. Information can also change in value once certain dates has passed,
e.g. products being released to the public removes the confidentiality on development of these
products. One could argue that the information has reached a different level in the classification
guidelines then as well.

While guidelines are supposed to be followed, misses can be made when classifying infor-
mation, in such a situation the Saskatoon Health Region has a fail-safe mechanism in their
guidelines, if information has not been classified, it is automatically assumed that this piece of
information is classified as internal. This removes the risk that the information is leaked to the
public if not properly classified by the organisation.

The MSB and SIS created model has similar thoughts in their document. Mainly the time
aspect of information being classified once reaching a certain level of classification. As pre-
viously mentioned, this is up to the information owner to handle. There are also similarities
regarding how the value of information can change over time.

6.4 Classification scheme
Throughout the entire ISO-27000 series schemes are a running theme. It is recommended to use
schemes when classifying information, and that this scheme should be the same for the entire
organisation (ISO/IEC, 2014b). The importance of a scheme when classifying information is
high. A majority of the documents stated that the information owner, or as defined, the creator
or receiver of the information should classify it accordingly. It is imperative that everyone in
the organisation, regardless of what field they are working in is able to classify the information
correctly. When using a scheme like the one used by The University of Warwick, classification
can be done almost as if following a checklist. The documents containing schemes had some
things in common, such as the risk or impact if the information was disclosed to an unauthorised
party. A simple example of an information classification scheme using 3 classification levels
can be seen in table 14. A majority of the documents also included access per classification,
how to destroy the information, how to store the information, release of information to third par-
ties and in a few cases, very detailed information on what approval is needed to e-mail, bring
information home or store on personal devices. Some of the documents included examples of
information and what classification level it should start out at. The general consensus in all
of the documents is that if the information matches a higher level, e.g. confidentiality breach
causes medium damage to the organisation, the information should be classified at this level.
Several of the organisations had different schemes. Some used to illustrate access levels or how
to identify the actual classification level.

The model by MSB and SIS also includes a scheme. This scheme is also very similar to the
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best practices found in this project. The major difference is that MSB and SIS displays the con-
sequence level per CIA part. The ones discovered in this project show the classification level
information should be put at in if a breach is made. Both provide the same information to a
user, in the example of MSB and SIS information classified as significant could be translated to
information classified as private in this papers example. One major difference is that the model
by MSB and SIS includes well formulated definitions of each consequence level, a majority of
the documents analysed kept it short and to the point.

Table 14: Example of information a classification scheme

Classification Confidentiality Integrity Availability

Confidential

High - Breach of
confidentiality

affects reputation
severely, critical
to organisations
business. Could

cause serious
harm to

individual.

High - breach of
integrity can

severely cripple
organisations

business or harm
reputation in an

irreparable
faction.

High - breach of
availability could
halt organisations

business
operations.

Private

Medium - Breach
of confidentiality

could affect
organisations
reputation or
operations.

Could cause
harm or distress

to individual.

Medium - breach
of integrity can

affect
organisations

reputation, cause
failure within
operations.

Medium - breach
of availability

can cause serious
damage to

organisations
operations and

reputation.

Public

None - breach of
confidentiality is
not significant.
Does negligible

damage to
organisation.

None - breach of
integrity causes

no harm to
individuals or
organisation.

None - breach of
availability is of
no significance.

6.5 Information identification
While only a few documents specified how information is identified. A majority included ex-
amples of what type of information should be classified at different levels. Identification of
information is usually done before the actual information classification process (Andersson et
al., 2011), it seems like a general theme in the documents that information has already been
identified when the information classification begins. A piece of information, when identified
should be given both a classification and an owner (ISO/IEC, 2014b). The University of Guelph
provides examples in their guidelines and examples on different types of information.

A vast majority of the documents reviewed stated that all information, regardless of form should
be classified. Most of the documents thoroughly informs the reader that information in digital
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form or on paper is still information. It was also widely mentioned that information spread
by word of mouth, in meetings or overheard still needs to be classified. At the very least the
confidentiality of the information needs to be kept.

These guidelines are almost exactly the same as the ones specified by the MSB and SIS model.
Information that is used within the agency should be classified. The model also states that
instead of classifying every document found within the organisation, information should be
grouped into themes. The reason for this is to avoid information being excluded from the pro-
cess. It is imperative according to the model that all information is classified. The consequence
levels of the information together with a risk analysis, should in the end decide on what level or
protection the information needs.

7 Conclusion
The intention of this study was to identify best practices within information classification by or-
ganisations who has published their guidelines online. A search using the first 100 documents
found, and 30 of these matched the criteria of being guidelines for information classification.
These documents were analysed using a thematic analysis. Furthermore, the best practices iden-
tified were also compared with a model created to use within Swedish governmental agencies
(Oscarson, 2009).

The results of the analysis shows that many guidelines had expanded the limited guidelines
found in the ISO-standards. As outlined in section 6 the best practices found in the analysis
were:

• The levels of information classification depends upon the different value of information
and organisation has. Organisations with information that can affect other organisations
or individuals outside the particular information requires an additional level of classifica-
tion. Clarification on the importance of each level can be found in section 6.1.

• Individuals can and to some extent should be responsible for the classification of infor-
mation. Additional roles are often added to supervise and ensure that the information
has actually been classified. It is important that roles that exist within the information
classification guidelines are clearly defined.

• Information should be classified when encountered by an individual. A review of the
classification level of information should be done once the information has changed.

• A classification scheme should be used. It should be both easy to understand and contain
possible effects if breaches to the CIA triad are made.

• All information regardless of form should be classified. It is strongly recommended to
include examples on what possible types of information there are, and how these are
identified.

It is clear that the ISO standards have great influence on how organisations perform their in-
formation classification. Guidelines are available online and best practices exist. Many of the
organisations are coherent when it comes to information classification. The organisations that
use more than three classification levels, also have highly sensitive information within their or-
ganisation. Each individual within an organisation should be responsible for the classification
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of information. Additionally there are strong recommendations that each department has an
appointed individual whom makes sure that all information is classified. Furthermore, informa-
tion should be classified as soon as the information has been identified critical enough to reach
any of the classification levels defined by the organisation. The classification should be done by
using a classification scheme, preferably one that is easy to read and understand by individuals
not educated within information security. All information, regardless of form should be classi-
fied.

Comparing the best practices identified in this project with other models. Similarities exist
with the one created by MSB and SIS. Elements of the guidelines created by Uninett, such as
when and how to dispose of information did show up in a few documents as well.

8 Discussion
The purpose of this study was to identify best practices amongst information classification doc-
uments or policies published by organisations online. Initially the thought was that there would
be lots of large Fortune500 companies having their policies available online. However none
was found. A reason for this might be that the searches included PDF files only, and larger
organisations might have their information published in HTML form. Information was gath-
ered by using a method inspired by an systematic literature review. Due to the nature of the
study and how Google’s search engine works it was necessary to save down all the webpages
with the search results. The analysis of the documents provided a greater understanding of how
information classification works within organisations. The information was gathered quite eas-
ily by using criteria that are important when it comes to information classification. Many are
connected to the ISO-27002 standard, and can thus be considered reliable aspects of the infor-
mation classification. It was therefore an easier task to realise and find the themes required for a
thematic analysis. The analysis could probably have generated even better results if the coding
was done better during the analysis. To further the validity and make sure the best practices
were indeed good choices, comparisons with the guidelines within the ISO 27000 series, as
well as the model created by MSB and SIS are made.

8.1 Selected method
The method was inspired by an traditional SLR. As the goal was to find best practices within
documents, a literature analysis was required. This presented an issue on how to analyse the
information inside the documents when found. A traditional literature analysis could have been
used to find all the different themes or criteria for a best practice within information classifica-
tion. The initial thought of the research was to:

• Find relevant documents.

• Review the documents to find actual information classification guidelines.

• Review the documents to make sure they were actual guidelines.

• Find information within the documents and consolidate the information.

• Find best practices within the documents and similarities.
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Based on the outline, a method inspired by an SLR was a perfect fit. This left only the issue
on how to find the best practices from the documents together. By using a thematic analysis,
the information contained in the different documents could be easily read and compiled into a
list of best practices identified. Additionally, an advantage over an interview or a survey would
be that the documents cannot be changed to match a question. This way the documents can be
seen as more reliable in terms of validity compared to an interview.

The method inspired by an SLR has its own challenges. One of them being not having two
people using the method and reading the documents. One of the reasons to use an SLR is to
remove bias from the author of the paper. Therefore the recommendations of having more than
one researcher when using the method. A major disadvantage of an SLR is that more effort
is needed compared to a traditional literature review (Keele, 2007). If this had been done by
more authors there would be no need to only analyse PDF documents. This creates another
disadvantage to this method, the limitation to PDF documents means that other formats were
skipped. There are reasons to believe that many guidelines might exist in HTML format. These
guidelines or documents could be in the form of a wiki or simply a website. Considering this,
there is a high possibility that a larger amount of relevant information was missed during the
research. Additionally, a thematic analysis is often done based on answers from interviews.
The interviews are usually repeated, and new questions are asked based on the results from
the analysis. Once no new information is given by the participants, the themes are set (Given,
2008). This is not possible in this paper. As documents are static text and it is impossible to ask
a document for additional information. If interviews with organisations had been used instead.
The best practices or themes could have been even more refined.

8.2 Results
The results clearly show that by using the ISO standards as baseline, best practices can be cre-
ated, and has been implemented in different organisations. However, the amount of documents
found was only 30 out of 100 that actually included information classification. Even with the
limitation of only using PDF files 30% is a low number. By not limiting the searches to PDF
files, while it would have been more time consuming to analyse all the documents, it is possible
that more documents could have been analysed.

The amount of large organisations found via the search results were disappointing, the expec-
tations were that organisations that processes large amount of information, especially personal
information would have their guidelines published online. There is reason to believe that these
large organisations might have their information classification guidelines published in HTML
format, so anyone can read it by simply using a web browser.

Overall the results were satisfactory. Best practices found within the different organisations
were found, and reasons for implementations as well. The model created by MSB and SIS in-
cludes many of the aspects found in this paper. It was also made clear that the guidelines were
often based upon the ISO series, thus strengthening the argument that a framework or better
guidelines are required.
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8.3 Societal aspects
The project itself discovered lots of educational instances, which in itself is an important part
of society. By providing guidelines on how to create information classification guidelines eas-
ier, this project can act as an asset to any system administrator creating their own guidelines.
Organisations exist all over society. If information classification becomes more widespread and
is created in a systematic manner. It will help organisations keep their information safe. Ad-
ditionally, consumers who are undeniably a part of society might have personal information
stored within the organisations would benefit from this as well. Information affects everyone in
society. Some information is more sensitive than others. Section 6.1 especially highlights that
individuals benefit from information classification as well.

8.4 Ethical aspects
According to Vetenskapsrådet (2002), there are four major demands on ethics within research.
Information, confidentiality, usage and assent. The ethical aspects of this projects are hard to
adhere to, as the information itself was published online, and organisations were only named
in a positive context it automatically adhered to the guidelines presented by Vetenskapsrådet
(2002). When reading this paper it is important to understand that the analysis is made to find
the best possible guidelines within organisations. This paper is not highlighting any negative
points of the organisations guidelines.

8.5 Scientific aspects
Research within the subject is lacking so any research done provides insight to the area. Many
of the findings such as that existing guidelines are not thorough enough and that more research
is needed have already been mentioned by numerous authors. There are a few unique aspects of
this project that shows new information. To the authors knowledge there are no current research
highlighting best practices within information classification, additionally this project highlights
the lack of information classification guidelines published by organisations online in PDF for-
mat. It has clearly shown that there is need for a framework to be developed, as organisations
have clear connections form their guidelines to the ones presented in the ISO27002 standard.

9 Future Work
It is important that information security is not only known by experts within the area, but within
all fields (Åhlfeldt et al., 2015). By using classification schemes that anyone can understand
awareness of information security is created. Classifying information should not only be con-
sidered within organisations, but also by individuals placing private information online. This
project shows that schemes like these are required. One expert, or even a team of experts could
not classify all information in an organisation alone. Even by using the model created by MSB
and SIS, by grouping up information. This would be a daunting task.

Future work could be further studies within the same area, perhaps contacting companies di-
rectly. Browsing a list of Fortune500 companies, contacting them directly asking for their
information classification policies. Additionally, a longer study or experiment could be made,
by applying the information found here together with an information security standard to create
a framework and put it into test, analyse or interview the users of the organisation regarding the
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use of these guidelines.

Interviews or studies on users within different areas of expertise could be performed to see
how users classify their private information, and thus create an understanding on how users
outside the field of computer science values their information.
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