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ABSTRACT 

Bring Your Own Device (BYOD) (where employees use their private devices for work) causes problems for 
organisations since their management systems are seldom designed for this purpose. If BYOD is not adequately 
regulated, many security and privacy issues may result. This paper proposes an analysis-design-action framework for 
designing a suitable security management strategy by combining Johnson and Scholes’ strategic management model with 
the ISO/IEC 27000-series. 
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1. INTRODUCTION 

ISO/IEC 27000-series focus on what to do when it comes to information security management (ISM), not 
how it can be done. The step from knowing what to do to understand how to do it has proved to be overly 
complex and costly for many organisations (Gilles, 2011). The ISO/IEC 27000-series is intended to assist 
organizations of all types and sizes with implementation and operation. Through the use of the standards, 
organizations can develop and implement a framework for managing the security of their information assets, 
it can also be used to prepare for an independent assessment (ISO/IEC 27000, 2014).

Although the standard is general and can be applied to different organisations in different situations it 
may cause some problems. A general problem with information security management standards are the focus 
on the existence of policies and processes, and not how they can be accomplished in practice (Siponen, 
2006). When dealing with a specific problem, standards are too general to easily be applied (Doherty & 
Fulford, 2005). 

In the last years evolution of mobile devices has gone in a high-speed, the devices are getting more and 
more like computers. Organisations are having a hard time to keep up with this pace; at the same time the 
demands from users, to get the newest devices to make their job easier, are increasing. When organisations 
fail to adopt the latest technology, more and more users start to bring their personal devices and use them in 
the work. This trend is called Bring Your Own Device, or simply BYOD, and is in many ways the opposite 
to popular information management approaches; which strive for standardization, consolidation and 
reduction of complexity (Disterer & Kleiner, 2013). At the same time it is important to find the right model 
for governance since 86 % of the costs connected with BYOD adoption are non-hardware (Barbier, et al., 
2012).This is not a security or technicians decision, it is something that has to be decided by senior 
management (Borrett, 2013; Ring, 2013).

This article will introduce a method to adopt to phenomenon like BYOD into an organisation with the 
help from ISO/IEC 27000-series and strategic management. The work is based on a literature study in the 
field of BYOD. The research question is: 

RQ: How can BYOD be adopted to an organisation? 
In section 2 a short introduction to BYOD is presented while section 3 discusses how mobile devices and 

BYOD are managed in ISO/IEC 27000-series. In section 4 a model for strategic management is introduced
and section 5 proposes a framework for adapting to BYOD. 
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2. BRING YOUR OWN DEVICE 

BYOD is growing fast and by 2016 will 38% of companies stop providing their employees with devices, 
according to a survey by Gartner, and the predicted number for 2017 is 50% (van der Meulen & Rivera, 
2013). Some major companies already got their own bring-your-own-device program, for instance Intel got 
10 000 personal devices involved in their program (Miller & Varga, 2011). However, many organisation do 
not have a strategy for devices or got old strategies that are ignored by a lot of the employees. Harris et al. 
(2012) found in their study that 36% of employees stated that they do not care about their organisations 
current policies and will use what they feel is right for them. Without clear, communicated strategies and 
education, there is a great risk that a lot of security issues will occur (Silic & Back, 2014; Walters, 2013). By 
highlighting the problem and make a strategy for BYOD organisations can get the benefits and at the same 
time reduce the risks. 

By allowing BYOD organisations hope to gain one or more benefits; the top benefits are increased 
productivity, improved flexibility and high level of user satisfaction (Miller & Varga, 2011). Another benefit 
that is mentioned when talking about BYOD is cost savings, as the user will take some of the cost from the 
device budget (Buchholz, 2012). Although there has been studies which show that cost savings from devices 
get eaten by increased cost to manage and secure the new IT environment (Harris et al. 2012; Walters, 2013).   

Risks that commonly are connected to BYOD are decreased control and security. When the device is 
private the employee will keep it even after the employment, but what will happen to organisational data 
(Walters, 2013)? Even if the former employee will delete or keep all data safe, at some point the device will 
end its life, what then? Analysis of information remaining on disks offered for sale on the second-hand 
market showed that 47% of the readable disks could be easily recovered (Jones et al. 2012). Even if the data 
is removed from the disk it can still be recovered. 

With no or little control over the device, it is hard to force updates and make sure that the antivirus 
program is up to date (Morrow, 2012). It is likely that a private device that is used for work purpose as well 
will be managed as other private devices (Disterer & Kleiner, 2013). A survey by Skype, Symantec and Tom 
Tom revealed that 40 % of users do not update their software when prompted to do so (Skype et al. 2012). 
Another study concluded that less than half of all devices in the BYOD category got at least the most basic 
protection (Camp, 2012). 

In order to identify poblems and benefits with BYOD, a systematic literature review was conducted on 
BYOD (in WorldCat, ACM, IEEE, ScienceDirect, Academic Search Elite, Web of Knowledge, Springer and 
Emerald). The review showed that research studies with focus on management for adoption to BYOD, from 
it first appears to fully implemented and supported, is missing. There are studies that point out benefits 
(Barbier, et al., 2012; Miller & Varga, 2011; Singh, 2012), threats (Disterer & Kleiner, 2013; Morrow, 2012; 
Pettey & Van Der Meulen, 2012), solutions to part of the problem (Allam, et al., 2014) and importance of 
policies (Gatewood, 2012; Oliver, 2012; Wong, 2012). 

3. THE ISO/IEC 27000-SERIES 

ISO (International Organization for Standardization) is an independent, non-governmental membership 
organization and the world's largest developer of voluntary International Standards, supported by 165 
countries. The 27000-series are developed in cooperation with IEC (International Electrotechnical 
Commission) and are still under development. ISO/IEC 27000-series is a standard for information security 
management systems, which is defined in ISO/IEC 27000:  

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines, and 
associated resources and activities, collectively managed by an organization, in the pursuit of protecting its 
information assets. An ISMS is a systematic approach for establishing, implementing, operating, monitoring, 
reviewing, maintaining and improving an organization’s information security to achieve business objectives.
(ISO/IEC 27000, 2014)

The established standards in the 27000-series that are of interest in an adoption to BYOD are shown in 
table 1. 
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Table 1. ISO/IEC standards of interest in this article. 

Standard About
ISO/IEC 27000 Information security management systems -- Overview and vocabulary
ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27003

Information security management systems -- Requirements
Code of practice for information security controls
Information security management system implementation guidance

ISO/IEC 27000 defines terms that are used in the series and provides an overview of information security 
management systems. ISO/IEC 27001 specifies requirements for the establishment, implementation, 
maintenance and continuous improvement of an information security management system. ISO/IEC 27001 
also includes requirements for the assessment and processing of information security risks. ISO/IEC 27002 
provides best practice recommendations on information security management and ISO/IEC 27003 gives 
some guidance for implementation. 

ISO/IEC 27001 (2013) state that the organisation shall determine the external and internal issues that are 
relevant to its purpose and that affect the intended results when it comes to security. It is also important to 
understand which stakeholders are relevant and which of these stakeholder requirements that are relevant to 
information security. Senior management are responsible for information security policy, it is up to date and 
communicated in the organisation. When planning, it is important to prevent and reduce the unwanted effects 
and assess whether the measures had the intended effect. 

3.1 BYOD in ISO/IEC 27002 

The ISO/IEC 27002 has two advices for BYOD: separate private and professional use and sign an agreement 
where the user more or less waives his rights. The standard also gives some code of practice for mobile 
devices in general, which of some can be adopted to BYOD, see table 2. 

Table 2. Mobile device guidelines that can be applied to BYOD. 

Advice in ISO/IEC 27002 How to manage with BYOD
Register all mobile devices Access policy 
All devices shall have physical protection
List accepted versions and prompt for updates.
Limit access to information
Controlling access
Protection against virus
Backup

BYOD policy
IT-policy
Technical
Technical
IT-policy
IT-policy

The standard also present guidance for the introduction of teleworking, which also can be applied to 
BYOD. Things that should be considered for teleworking, and also for BYOD: 

Security requirements for communication, with regard to remote connection. 
Use of virtual desktop to avoid processing of information on private devices. 
How to deal with the possibility of family and friends are using the same device. 
Access from private networks. 
The right to access private devices during investigations and updates. 
Does the licenses allow use on private devices? 
Requirements for anti-virus and firewall. 

4. A MODEL FOR STRATEGIC MANAGEMENT 

Strategic management can be summarized in three steps; strategic analysis, strategic choice and strategic 
implementation, each step consists of several activities. Figure 1 is not a picture of what it looks like in 
practice, nor an ideal way to work. It is more a model to be used when thinking through strategic problems. 
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Figure 1. Elements of strategic management, adapted from Johnson and Scholes (1993). 

The starting point is the strategic analysis where the management has to look deeper into the culture, 
stakeholder expectations, resources, strategic capability and the environment. What opportunities and threats 
are there? Analyses that can be used here are: 

Culture and stakeholder expectations 
Cultural context analysis – identify taken-for-granted beliefs from both in- and outside. 
Stakeholder analysis - who has an interest in and expectation of the organisations performance? 
Business ethics – how the organisation influence the behaviour and values of people and society. 

Resources and strategic capability 
Resource audit – identify available resources to support the strategy. 
Value chain analysis – how resources are being utilised, controlled and linked together. 
Comparison and balance of strategic capability against industry norm, best practise or historical data. 
Identification of key issues – summarization of performed analyses.

The environment 
Identify the status of the environment, static or about to change. 
What elements has affected the development and performance in the past? 
Identify key forces. 
Strategic position – how does the organisation stand against competitors? 

When all analyses are done, it is time for strategic choice; develop, evaluate and select a strategy. While 
developing a new strategy, it is important to get the answers to three questions regarding the development: 

1. What basis? 
2. Which direction? 
3. How? 
When strategic options are identified, they should be evaluated; useful criteria for evaluation is suitability, 

feasibility and acceptability. After evaluating the strategies a choice has to be made, helpful analyses here can 
be: 
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Profitability analysis - if financial return is very important. 
Cost/benefit analysis – is it worth it? 
Shareholder value analysis – how and where are the real value, changes from old strategy? 

Finally, the strategy has to be implemented in the organisation. Essential for the implementation is 
planning: 

1. Structure – Who is in charge and who is accountable? 
2. Project plan – Ensure the implementation goes as planned. 
3. Implement! 

5. A FRAMEWORK FOR BYOD ADOPTION TO A MANAGEMENT 
SYSTEM 

Using a model for strategic management in the BYOD implementation gives a clearer picture of what needs 
to be done. By adapting the model to ISO/IEC 27000-series, many of the security concerns around BYOD 
will be managed. Adopting BYOD does not necessarily represent a strategic change in business direction for 
an organisation. However, it may have implication on strategic information management and ISM, which is 
why the model has to be modified to suit this purpose. This framework gives both the security and strategic 
way of thinking and acting. The proposed framework is shown in figure 2 and explained in more details in 
this section. The main structure is from Johnson and Scholes (1993) with the security focus from ISO/IEC 
27000-series. Information security management and strategic management permeate the entire framework. 

Figure 2. The proposed framework for BYOD adoption. 

Table 3 shows, which tasks should be performed at each step, the source is either ISO/IEC 27000-series 
(ISO) or Exploring corporate strategy by Johnson and Scholes (1993; 2012) (J&S).
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Table 3. Tasks in the proposed framework, italic text show main contributions from each source. 

Tasks Source Category
Analysis 
Environmental analysis
Risk assessment
Business ethics
Stakeholder analysis
Cultural context analysis
Information classification
Resource audit
Value chain analysis
GAP analysis
Design 
Cost/benefit analysis
Shareholder value analysis
Risk elimination
Development of the strategy
Selection
Action 
Planning & allocating resources
Risk assessment for implementation
Managing change
Evaluation

J&S
ISO
J&S
ISO and J&S
J&S
ISO
J&S
J&S
ISO and J&S

J&S
J&S
ISO
J&S
J&S

ISO and J&S
ISO
J&S
ISO and J&S

Environment
Environment
Expectations
Expectations
Expectations
Resources & Capability
Resources & Capability
Resources & Capability
Resources & Capability

Option
Option
Development
Development
Selection

Planning
Planning
Implementation
Evaluation

5.1 Analysis 

During the analysis phase a number of analyses will be conducted and summarised in order to provide a 
picture of the present state in the organisation. The organisation has to determine which issues that are 
relevant and affects overall strategy and information security (ISO/IEC 27001, 2013). It is also necessary to 
analyse the effect on culture, strategic capability and organisational goals (Johnson, et al., 2012). The 
environmental analysis includes identification of the status of the organisation, important elements for 
development and key forces. The analysis phase ends with a GAP analysis where the present state compares 
with the desired state, which is set by the management or from best practice. 

Johnson and Scholes (1993; 2012) model leaves out information classification and risk assessment 
important parts of a BYOD adoption. On the other hand; ISO/IEC 27000-series misses cultural context 
analysis and business ethics. 

5.2 Design 

The design phase starts with more analyses and continues with the development of strategies. Updating 
current policies is a very important step in this phase (Gatewood, 2012; Harris, et al., 2012; Montaña, 2005; 
Oliver, 2012; Simkin, 2013; ISO/IEC 27001, 2013; Wong, 2012; Yang, et al., 2013). The information 
security policy should address the requirements derived from the business strategy, regulations, contracts, 
and the current, and expected, overall threat (ISO/IEC 27002, 2013). A Cost/Benefit analysis will be 
performed, but since financial return is not the main focus a profitability analysis will not be necessary.

The main contribution from ISO/IEC 27000-series here is the risk elimination; Johnson and Scholes 
(1993; 2012) add a focus on the benefits and values for shareholders. 

5.3 Action 

When turning the strategy into action it is, according to ISO/IEC 27001 (2013), important to perform risk 
assessment. This is done associated with the planning of the implementation. When planning the 
implementation, an education for the employees should be planned in conjunction with implementation  
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(ISO/IEC 27002, 2013). Organisation structure and design, which appear in Johnson and Scholes (1993; 
2012) model is left out because a reorganisation is not necessary for this kind of adaptation. After the 
implementation it is very important to evaluate if the strategy delivered the expected result (ISO/IEC 27001, 
2013).

6. CONCLUSION 

BYOD is a phenomenon that is not well managed in business management systems and creates concerns 
among security experts and IT technicians. It is time for the senior management to act and get a structure so 
they can determine how BYOD should be handled in the business. Without a strategic decision, BYOD will 
exist in the organisation but unregulated. This may lead to information being compromised and without 
control. 

As with any strategic change, the work has to be methodical and with substance behind the decisions to 
be sustainable. In this case, information security plays an important role and the strategic work need support 
from information security management. The proposed framework combines the strategic management 
process with the information security management from ISO/IEC 27000-series. Even though BYOD is used 
as an example in this paper, the framework can be used to any adoption to new phenomenon that not fit into 
the existing management system. 

Future work should focus on further analysing and extending this framework and evaluate it in practice. A
way to extend the framework is to develop guidelines for BYOD or similar phenomena. 
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