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Abstract 

Frauds conducted online are crimes that are and has been increasing in numbers over the last years. 
Government reports shows that this is the case in Sweden as well as internationally. As of today the 
Swedish legal systems lacks a definition and categorization approach for online frauds. This thesis 
aims at developing such definition and a classification scheme that can be used to classify online 
frauds. Further, this thesis suggests and evaluates a defense mechanism for use in arenas were 
online frauds are executed. The results bring a definition and classification scheme that has been 
developed in cooperation with the Swedish police and validated with a judge from a Swedish court. 
The evaluation of the suggested defense mechanism indicates that our suggested defense 
mechanism has the potential to make internet users less susceptible to online fraud attacks. 
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1 Introduction 
Frauds that make use of the Internet are crimes that are increasing in numbers (Brottsförebyggande 
rådet, 2013a). As seen in media over the past years it is a crime were individuals are often targeted. 
One such fraud scheme that took place in 2013 was a scheme where the fraudster dialed Swedish 
citizens. When answering the call the victim heard a voice of a woman in trouble, the call was then 
ended. When the victim re-dialed the number he ended up calling a number that was very expensive 
(Lennander, 2013). There are several examples of frauds in online auctions were the fraudster 
appears to be selling something but when the victim pays up-front nothing is delivered. In 2012 a 
man was sentenced to prison for such a fraud scheme were he defrauded several victims and got a 
total of over 361 000 SEK (Svenska dagbladet, 2012).  

A common suggestion for defense against online frauds is to gather knowledge before entering a 
potentially fraudulent situation. This introduces the problem that the potential victims need to get 
knowledge about all potential fraud schemes before they may encounter a fraudster. This thesis 
proposes and evaluates a defense mechanism that aims at providing this knowledge in a situation 
where it can be needed. As described in coming chapters it is also evident that there are several 
suggestions for how online frauds should be defined. There is, however, no proper definition in use 
within the Swedish legal system. In order to work with online fraud in a well-structured manner, a 
definition and structured way of categorizing among online fraud schemes could be useful. This 
thesis will aim at generating such a definition and categorization scheme.   

In order to investigate the domain of online fraud this thesis implemented a mixed-method approach 
combining qualitative and quantitative research. One aim was to create a definition of online frauds 
and categorize online frauds in a way that could be useful for the Swedish legal system. To meet this 
aim an action-based approach that involved persons from the different parts of the Swedish legal 
system was used. Several interviews were held with the participants to create a useful result. 
Another aim was to analyze the usefulness of a defense mechanism presented in this thesis. This 
analyze was performed as a survey were the participants tested the mechanism in two distinct 
scenarios were it is possible to implement the mechanism.   
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2 Background 
This section provides an explanation and introduction to online fraud and introduces the defense 
mechanism that this thesis will evaluate. Since this thesis discusses online frauds, which is a legal 
term, criminological aspects in relation to this thesis is discussed.  

2.1 Introduction to online fraud 
Alnajim (2009) says that online fraud is when the internet is used as the arena to commit a fraud. As 
described by Action Fraud (2014b), fraud is when someone tricks another person with the objective 
of getting a dishonest advantage over that person. In Swedish law, fraud is defined as act where an 
attacker deceives the victim in order to make the victim give the attacker something of value. 
According to Swedish law, a fraudster can be convicted to imprisonment for up to two years 
(Grannsamverkan, 2014). According to Grannsamverkan (2014) it is often hard to detect a fraud in 
process and frauds are commonly carried out in an online environment. The reason for why Internet 
is used to commit frauds can be that it is possible for an attacker to hide his real identity in order to 
appear anonymous (Alnajim, 2009). As described by Alnajim (2009) there is no exact number or 
classification of online frauds or types of online frauds. However, as seen in the Action Fraud list of 
online frauds (2013) there are a lot of actions that could count as online frauds including the 
following: 

x Identity frauds 
x Loan Scams 
x Internet auction frauds 
x Internet dialer scams 
x Online shopping frauds 
x Credit card frauds 

Online crime is phenomenon that affects many companies and individuals. A study from 2005 
indicated that 89% of the companies that participated in the study had experienced online crime in 
the year of 2004 (McKenna, 2005). Individual persons are also targeted by online fraudsters, in 2010 
it was estimated that one third of the American adult population where annually experiencing online 
fraud related to online commerce alone (Pratt, Holtfreter, & Reisig, 2010). Since other studies like 
Wilsem (2013) and Wyk & Benson (1997) indicated that exposure to fraud is one of the main reason 
for falling for fraud one could argue that most Internet users risk being victims of online fraud during 
their lifetime. 

A common suggestion on how to defend yourself against online fraud is to acquire knowledge about 
online fraud. As stated by usa.gov (2013) “The best way to fight Internet fraud is to learn how to 
avoid becoming a victim”. However this way of thinking assumes that the individual that is being 
targeted by a fraudster already has the knowledge he needs to avoid being defrauded. 

2.2 Proposed, situated learning influenced, defense mechanism 
This thesis proposes the use of a defense mechanism that is influenced by principles of Situated 
Learning (SL). The idea with this defense mechanism is to counter the fact that it if often suggested 
that Internet users gather knowledge about online fraud before encountering potentially fraudulent 
situations. SL is essentially a teaching technique based on the theory that someone will learn better if 
he is learning in the context where the knowledge will be used (Herrington & Oliver, 1995). 
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Researches argue the providing knowledge in the context where it is used will actually make the 
learning process more meaningful (Herrington & Oliver, 1995). 

The mechanism evaluated in this thesis is a mechanism that aims at providing Internet users with 
information about online fraud when they are in a potentially fraudulent situation. As such, the 
information will be relevant for them in their current situation. Also, the responsibility to inform the 
users about online frauds is transferred from the users to the organizations that host websites where 
frauds may take place. A mechanism can be seen as a process by which something takes place 
(Oxford dictionaries, 2013). In this context the mechanism discussed is a process of providing a user 
with information under specific circumstances.  As illustrated in Figure 1, the processes in this 
mechanism are essentially the following: 

x User enters a situation 

x It is determined if the situation can be fraudulent 

x If is it potentially fraudulent the user is presented with information about the specific type of 
fraud relevant in this situation and can then continue with what he is doing 

x If the situation is not potentially fraudulent the user does not notice the mechanism at all 

 

Figure 1 Model describing the processes in the proposed defense mechanism (authors own) 

 

Within the domain of intrusion detection false positives and negatives are often discussed. We 
believe that it is an important concept to discuss in this context as well. A false positive is when 
something is detected but should not be detected and a false negative is when something that 
should be detected goes undetected (Stallings & Brown, 2012). Detecting fraudulent behavior is 
similar to detecting intrusions in a computer network since booth is about detection of a behavior 
that differs from the normal state. It is hard to foresee a distinct difference in legitimate versus 
fraudulent behavior and for that reason an overlap between correct matches and false 
positives/negatives can be expected (Stallings & Brown, 2012). Since there is a risk of false positives a 
defense mechanism could be seen as hard to use by users and could then, as Whitten and Tygar 
(1999)argues, go unused. If the users do not find a security mechanism usable they may not use it 
and the security it is designed to provide will not be provided (Beckles, Welch, & Basney, 2005). A 
main aim with our defense mechanism is to make it non-intrusive and make it feel relevant for the 
persons that are being exposed to it. We believe that it will make user more prone to make use of it. 
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2.3 Criminological aspects 
Within criminology the concepts of means, opportunity and motive are often discussed as three 
aspects of a crime. Means are the tools needed to commit a crime, opportunity is the opportunity to 
commit a crime and motive is the motivation for committing the crime. Rogers (2000) argues that 
those concepts can be applied in cybercrime just as well as in ordinary crimes. Within cybercrime the 
means to commit a crime is often freely available on the Internet (Rogers, 2000). Rogers (2000) 
states that the means to commit an Internet-based crime is a combination of the knowledge and 
tools needed to commit the crime. Rogers (2001) described different types of online criminals. He 
argues that online fraudsters differ from other online criminals such as crackers in the sense that 
they are not modifying or attacking computer systems rather, they are committing frauds in the 
same way as fraudsters that commit frauds offline (Rogers , 2001). 

In a broad sense Jerzy Sarnecki (2009) discusses two approaches on how to handle criminal activity; 
reactive and proactive. A reactive way is about responding to crimes and involves incapacitation and 
rehabilitation of criminals. The proactive way is involved with preventing the crimes from even 
happening in the first place. Both of those approaches are essential to criminology since it is not 
possible to stop every single criminal act from happening (Sarnecki, 2009). Sarnecki (2009) says that 
the most important reason for working with crime prevention is that is makes it possible to avoid the 
damages of criminal acts. In the context of Internet crime those damages are often financial and may 
harm bout individuals, through money they lose from being defrauded, and governments, for the 
costs of investigating and managing the crimes. 

As discussed by Sarnecki (2009) crime prevention involves measures designed to make the number of 
criminal acts decrease. Sarnecki (2009) also mentions that reducing the fear of crimes and the 
damage of crimes can be a part of crime prevention, those parts are beyond the scope of this study. 
Sarnecki (2009) defines the following three measures for crime prevention: 

x Increase the number of capable guardians. 
Increasing the number of capable guardians means increasing the number of persons that 
act in a way that make others less prone to commit crimes. This can be police officers that 
may prevent crimes by being present or citizens that promote a moral standpoint that does 
not involve criminal activity. 

x Reduce the tendency to commit crimes. 
This is concerned with making people less prone to commit crimes. This can be done through 
legislation and other actions. 

x Reduce the number of feasible victims. 
This is concerned with making it hard to find victims for crimes. The idea is that if there are 
no victims there can be no crimes. In the context of online fraud this could mean that if every 
person on the Internet knew everything about online fraudsters, defrauding someone would 
be very hard and therefore not a feasible crime. Making Internet users more knowledgeable 
about online frauds would make them less susceptible to fraudsters, thus the mechanism 
proposed in this thesis falls under this crime prevention measure. 
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2.4 Current definitions of online fraud 
There is currently no common definition of the term “online fraud” for use in Swedish legislation. In 
Swedish law there is a definition of computer fraud, but it does not cover all types of online frauds 
since it only covers crimes aimed at databases and automatic data management (Polisen, 2012). The 
remainder of this section presents suggested definitions from researchers and definitions used by 
other nations.  

Alnajim (2009) use a definition of fraud similar to the one presented in a previous chapter and 
discusses that Internet is a method than can be used to carry out a fraud. In this discussion online 
fraud would be a fraud where the Internet is used as means of carrying out the crime. A similar way 
of defining online fraud is used my Action Fraud (2013) that writes that some fraudsters rely on the 
Internet to commit their frauds. 

The Australian federal police provide a more comprehensive definition of online fraud by defining 
the term as the following (AFP, 2014): 

 “The term 'online fraud' refers to any type of fraud scheme that uses email, web sites, 
chat rooms or message boards to present fraudulent solicitations to prospective victims, to conduct 
fraudulent transactions or to transmit the proceeds of fraud to financial institutions or to others 
connected with the scheme.” 

That definition implies that a fraud that uses email, chat rooms, web sites or message boards as the 
means to conduct the fraud can be called online fraud. A potential drawback of that definition is that 
it can exclude fraudulent behavior in social networks such as Facebook where there has been fraud 
attempts (Swedbank, 2014). 

According to Burns, Withworth & Thompson (2004) the FBI provided the following definition of 
online fraud in 2003: 

“…any fraudulent scheme in which one or more components of the Internet, such as 
web sites, chat rooms, and e-mail, play a significant role in offering non-existent goods or services to 
consumers, communicating false or fraudulent representations about the schemes to consumers, or 
transmitting victims' funds, access devices, or other items of value to the control of the scheme's 
perpetrators.”  

This is a definition that is written in a less clear way than the one from AFP (2014). However, the fact 
that the definition is written in this way may make room for different interpretations among 
different readers and this could pose a problem in the search for one universal definition. 

As a common denominator over all definitions discussed in this section it is clear that they all agree 
that a central part of a definition of online fraud has to be that it is a fraud that is using the Internet 
as the means of the crime. However, the definitions do not include a discussion on what “using the 
Internet” actually means. An aim in this thesis is to develop a definition of online fraud, thus all 
definitions here will be used as a starting point in that work. 

2.5 Wordlist 
The following list of word defines and describes several central words for the topic of this thesis.  
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Threat: A threat is a circumstance that has the potential to lead to harm or loss (Pfleeger & Pfleeger, 
2007) 

Attack: An Attack is defined as an attempt of ill doing. In the context of fraud the attack will be the 
attempt to trick someone. 

Attack agent/attacker/adversary: The entity that preforms some kind of attack 

Fraudster: Someone who is preforming fraud 

Victim: The entity that is the target of some kind of attack. Note that the victim is a victim regardless 
of the success of the attack. 

Attack Vector: The attack vector is the area where the attacker may place the attack. For online 
fraud the attack vector could include e-mail, online auction houses social network etc.  

Tradera: Swedish online auction house. 

Blocket: Swedish online marketplace for commerce with second hand gods. 
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3 Research goals 
The main goal of this thesis is to strife for an answer to the following main research question: 

How can online fraud be defined and prevented in Sweden? 

In order to reach the main goal the thesis will strife to achieve the following sub goals. Using sub 
goals is a strategy to clarify what the thesis aims to generate (Berndtsson, Hansson, Olsson, & 
Lundell, 2008). 

x Create a definition of online fraud and a model that describes the process of online fraud. 
x Create a descriptive model that categorizes types on online frauds and describes how they 

are committed. 
x Evaluate the use of the proposed SL influenced defense mechanism to counter specific types 

of online fraud. 
 

The remainder of this section motivates the need for research in the domain of online frauds. Also, 
related research is presented and discussed. 

3.1 Motivation 
By studying online frauds from the perspective described in the research question and sub goals, this 
thesis will provide a knowledgebase that can help in future work with online fraud prevention. As 
described in the coming sections online fraud is a problem that is currently increasing and affects 
individuals as well as society. In the following sections these three aspects will be discussed in more 
detail: 

x There is no established definition of online fraud in Sweden 
x Online frauds are increasing year by year 
x Online frauds generates a high cost for society 

Online frauds can be investigated from a corporate or private perspective where an investigation of 
corporate fraud would analyze how companies and organizations are threatened by online frauds 
and the nature of online frauds towards organizations; however this thesis will focus at investigating 
frauds aimed at individual persons. This is relevant because individual persons are not guarded by an 
IT-department that understands information security. Also, this work will mainly focus at online 
frauds in a Swedish national context. Online frauds are not a Swedish phenomenon but since frauds 
are crimes and crimes are regulated by laws (Sveriges riksdag, 2013) it is possible that there will be 
differences in different nations and cultures.    

3.1.1 There is no clear definition of online fraud 
A fraud is a crime where someone, the attacker, tries to make someone else, the victim, do 
something that the victim would not normally do (Polisen, 2013a). Some fraudsters make use of the 
Internet or computers in order to commit the frauds (Action Fraud, 2013). As discussed by Action 
Fraud (2013) online frauds can include online auction frauds, account takeovers and phishing. Even 
Nigerian letters or identify thefts can count as online frauds (IC3, 2013b). The ways in which those 
crimes are carried out are fundamentally different. Nigerian letters may be generated with a 
database and can be sent over e-mail or regular mail. Phishing and online auction frauds on the other 
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hand are carried out totally by the use of the Internet. In Swedish law there is no definition of online 
frauds that covers all types of online frauds mentioned. Swedish law only defines computer frauds 
and that is aimed at databases and automatic data management (Polisen, 2012). Lack of a proper 
definition makes it hard to get statistics describing the total number of online frauds. With no proper 
definition it is also hard to categorize among online frauds to see what kind of online frauds are 
increasing. A proper categorization could make it possible to work with preventing measures in a 
more structured manner.  

3.1.2 Online frauds are increasing year by year 
The annual numbers of reported online frauds in Sweden are increasing (Brottsförebyggande rådet, 
2013a). The American Internet Crime Complaint Center (IC3) reports that online frauds are increasing 
in America as well (IC3, 2013a).As one example it is estimated that one third of the American adults 
experience victimization annually (Pratt, Holtfreter, & Reisig, 2010).  The same picture is given by the 
European Union Agency for Network and Information Security (ENISA) (Marinos, 2013). The fact that 
online frauds are increasing is in itself a reason to study this area. 

3.1.3 Online frauds generates a high cost for society 
To the best of our knowledge, there is currently no estimation of the cost that online fraud generates 
for the Swedish society. However the annual report from the Swedish police in 2012 states that the 
police´s cost for investigating a fraud was on average 9370 SEK in 2012 (Polisen, 2013b). This average 
is however taken from all fraud crimes in 2012 and not just the online frauds and could therefore be 
inaccurate. This is the cost for the Swedish police only and the costs for the actual trial and other 
costs related to the crime are not accounted for (Polisen, 2013b). 

Since there is, as discussed above, no Swedish legal definition of the term “online fraud” it is hard to 
determine the number of online frauds in a year. However, Brottsförebyggande rådet (BRÅ) released 
a report that covers statistics about different crimes in 2012 (Brottsförebyggande rådet, 2013b). This 
report contains two fraud types that are very likely to be categorized as online frauds; Computer 
fraud and frauds with the help of Internet. The report contains other categories that may be seen as 
online frauds, such as false invoice and unspecified frauds. For the sake of this particular argument 
we choose to include fake invoices but not unspecified frauds in this cost estimate. This should result 
in an estimate that may be lower, but at least not higher than the actual cost. Based on the numbers 
from Brottsförebyggande rådet (2013b) the numbers of reported crimes in the selected categories 
are as follows: 

x Computer frauds: 22 359 
x Fraud with the help of Internet: 21 400 
x Fake invoice: 16 100 

This gives an estimated total of 59 859 reported online frauds in 2012. Multiplied with the police cost 
for investigating those frauds the cost is estimated at above 560 million SEK in 2012 alone. This is 
above the government budget for i.e. actions related to alcohol, narcotic, tobacco and gambling that 
was just under 300 million SEK for the year 2014 (Regeringskansliet, 2013). It should also be 
mentioned that the actual number of crimes in the category “Fraud with the help of Internet” should 
be even higher than reported because some crimes that should be classified in this category is 
sometimes classified in other categories (Brottsförebyggande rådet, 2013b). 
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3.2 Related research 
As stated in previous sections there are, to the best of our knowledge, no academic studies that 
study the area of online fraud as one domain. The term “online fraud” is problematic since there is, 
as far as we can find, no clear definition of the term. Thus, studying it is troublesome. However there 
are academic studies on some types of online fraud and reports from governments about Internet 
crime and online fraud, some of those are discussed here.   

The ENISA threat landscape 2013 by Louis Marinos (2013) provides an overview of current and 
coming threats related to information technology (IT). This report states that online fraud is an 
increasing crime and also classifies a number of attacks as frauds. Two attacks that could be classified 
as online frauds according to the report are Identity theft/fraud spam and phishing. The report also 
ties different threats to different attack agents and shows that the source of frauds can be any of the 
identified attack agents. Finally the report concludes that the end-user has to be taken into account 
by the information security community. In relation to this thesis this study shows that online fraud is 
a problem that needs to be studied. It also indicates that there is a lack of research within frauds 
against individuals. This thesis aims at providing a study with individuals in focus and is therefore 
responding to the needs identified by Marinos (2013). 

In the United Kingdom (UK) there is an organization called Action Fraud that works as a central 
national point where you can report and learn about frauds (Action Fraud, 2014c). Action Fraud 
defines fraud as: “Fraud is when trickery is used to gain a dishonest advantage, which is often 
financial, over another person” (Action Fraud, 2014b). Action Fraud (2014a) provides a list of ways to 
defend yourself against online frauds such as: 

x Don’t give away personal information 
x Sign up for secure payment services 
x Be aware when you get an offer that seems too good to be true from someone you don’t 

know  

One possible issue with those prevention mechanisms is that the user needs to have some kind of 
knowledge about them in order to use them. The problem with the defenses presented is that it 
requires potentials victims to acquire knowledge before being victimized. This thesis proposes and 
evaluates a defense mechanism that can provide this information before victimization without 
putting the responsibility to find the information on the users. Furthermore, the definition provided 
by Action Fraud (2014b) is provided from a viewpoint that may differ from Swedish legislation. It is 
therefore important to develop a definition from a Swedish perspective.  

An article that discusses fraud victimization in financial fraud investigated if risk-taking behavior or 
age affected the likelihood of being targeted by fraudsters (Wyk & Benson, 1997). They found that 
young age and risk-taking behavior does indeed increase the risk or being targeted by fraudsters but 
they also find that is does not increase the likelihood that they will fall for the attempted fraud. This 
indicates that risk of falling for a fraudsters attempted fraud is linked to exposure to fraud rather 
than to the factors tested. A more recent article that investigated victimization to consumer fraud 
found that low self-control, activity on online e-commerce and online forums are factors that 
increase the risk of victimization (Wilsem, 2013). Those articles indicate that the risk of being a victim 
of online fraud is dependent on activity online. Since these articles indicate that all Internet users 



10 
 

may the targeted by fraudsters it is important for a defense mechanism to be accessible to all 
Internet users. The mechanism we propose will meet this need by being presented to all users that 
are in a situation where they need the information. 

In recent research there are findings that show that there are automated ways to discover online 
fraud. In an article by Zhang, Yang, and Tseng (2012) it is demonstrated that it is possible to use a 
automated system to discover specific frauds in e-commerce. In this system all new auctions on a 
online auction house are scanned and scored based on their content. Depending on their score they 
may be flagged as possible fraud and will then be further investigated by human experts. While this 
study does not directly target the same area as this thesis it provides a way that could possibly be 
used to determine the situations where our defence mechanism should be presented to users. 

Finally, there are findings that indicate that an organization that takes measures to minimize the risk 
of fraud victimization for their customers receive a higher degree of trust from their customers 
(Hoffman & Birnbirch, 2012). While this article is not specifically targeting the focus of this thesis it is 
interesting because it demonstrates that there could be a reason for organizations to work with 
security measures. As such, it demonstrates that the outcome of this thesis can be useful for 
organizations in developing these kinds of measures. 
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4 Method 
The main research question was addressed using a mixed-method research design that combined 
qualitative and quantitative methods. The reason for this approach is that the nature of those 
methods makes them useful for different of the research sub goals. The first two sub goals aims 
towards designing models and a definition that can be useful within law enforcement. For that 
reason an action based research model as defined by  SBU(2013)where persons within the police 
takes active part in the research is feasible. SBU (2013) describes that action based research is based 
on interaction between the researcher and the participants, thus it is a qualitative method. In this 
case the research was based on series of interviews with persons within the Swedish legal system. In 
this case interviews were used to gather data that was used to design propositions for models and 
definition. Based on the proposed models and definition, more interviews were held and the models 
and definition was updated according to the new data. This process was iterated until the model and 
definitions was deemed satisfying among all participants. 

The last research goal aims at evaluating the usefulness of an SL influenced defense mechanism 
against online frauds. That goal implies that a scenario will be set up and some participants will be 
presented to the scenario and some will be presented to the scenario and the defense mechanism. 
The result will lay in the difference in behavior between the participants that were presented to the 
defense mechanism and the others. While this goal could be investigated with a qualitative approach 
a quantitative method will bring the possibility of a larger sample. Using a quantitative approach is 
necessary in order to be able to draw conclusions from the obtained results since a large sample is 
needed to avoid accidental sampling. A consequence of accidental sampling could, in this case, be 
that the persons participating in the study are not representative for the population and that could 
generate a misleading result. 

As discussed by Robson (2011) a central point in a quantitative approach is the ability to turn the 
data obtained in the study into numbers, and thereby allowing for a precise representation of the 
results. This fact also makes the qualitative approach fit for the last goal since it allows for a clear 
representation of the results. 

The remainder of this section will describe and motivate the chosen methods for this study, describe 
how they will be implemented, present expected results and expected limitations of this thesis. 

4.1 Qualitative action based research 
The action based part of this study will be implemented using qualitative interviews. This method 
allows for interaction between the participants and the researcher which is one of the properties of 
action based research. Using a qualitative method allows participants to answer in ways that 
generate ideas rather than numeric data (Zakaria, 2004). The interviews in this study will be with 
experts and the aim of the interviews will be to produce a basis of qualitative data than can be used 
to draw conclusions. The interviews will be conducted as semi-structured interviews. This type of 
interviews often contain predetermined questions and involve either groups of people or just one 
person that is being interviewed (DiCicco-Bloom & Crabtree, 2006). An important task during the 
interview process is to document what is said (Robson, 2011). In this thesis the interviews will be 
recorded and the interviewer will take notes during the interview. Recording the interviews ensures 
that nothing that is said during the interviews is missed. Taking notes allows the interviewer to 
document non-verbal cues and include personal reflections during the interview (Guion, Diehl, & 
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McDonald, 2011). Before the interviews each participant will be informed of the purpose with this 
study and asked is they accept the recording process. 

Robson (2011) argues that it is up to the interviewer to make sure that the participants are 
comfortable to talk freely during the interviews and that the interviewers own behavior will influence 
their willingness to do this. To ensure this, Robson (2011) states the following guidelines about the 
interviewer’s behavior: 

x Do not talk too much 
x Ask clear questions in a non-threatening way 
x Avoid leading, biased or long questions 
x Avoid asking multiple questions at the same time 
x Appear as if your are enjoying what you are doing  

 
Robson (2011) stresses the need for a structured approach of analyzing qualitative data. He also 
describes the strategy of thematic coding and that strategy was used in this thesis.  The main reason 
for using thematic coding is that it is suitable when including study participants into the actual 
implementation of the study and lets them act as collaborators (Robson, 2011). In this 
implementation of thematic coding we first developed a number of questions that need to be 
answered in order to reach the aim of the study. Those question acted as the themes and other 
questions where developed to be used during the interviews. The interview questions where 
designed to act as a starting point for a conversation that would reveal answers to the theme 
questions. During analysis of interview protocols all information that could answer the theme 
questions where marked to indicate what question they were answering. 

4.2 Quantitative surveys 
The surveys were performed with a quantitative approach. As discussed by Robson (2011) a central 
point in a quantitative approach is the ability to turn the data obtained in the study into numbers and 
thereby allowing for a precise representation of the results. That fits the aim of the surveys in this 
study well since the surveys aim to generate quantifiable data. A general characteristic of data 
generated from surveys is that the respondents tend to try to provide a good image of themselves 
and this can affect the data (Robson, 2011). This fact was considered during the design of the survey 
questions and analysis of the generated data. 

The first thing to consider is how the surveys will be carried out, i.e. Face-to-face, over the Internet 
etc. The surveys in this study were carried out as Internet surveys because the characteristics of that 
kind of surveys matched well with the goals of the surveys. The main reasons for using Internet 
surveys in this case was that Internet surveys allows for collection of data from a large sample in a 
relatively short amount of time (Robson ,2011). As mentioned by Robson (2011) an Internet survey 
should be short to make it more likely that the respondents get involved in the survey, in this case 
that did not pose a problem because the surveys where intended to be short to begin with. A 
drawback of using Internet surveys is that it is not possible to clarify any questions to the 
respondents if the respondent does not understand the questions (Robson, 2011). To avoid this issue 
great care must be taken when designing the questions. In this case all surveys were tested on 
potential participants before they were launched. 
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A central point in conducting a survey is that the sample of participants should represent the 
characteristics of the surveys intended population (May, 2001). In this case the intended population 
is everyone, in Sweden, that uses the Internet. May (2001) argues that the only way to generalize 
from the results of a survey is to use a probability sample. However May (2001) also states that using 
this kind of sample is not always possible. One requirement that a sample must fulfill in order to be 
called a probability sample is that every person in the population has an equal chance of participating 
in the survey. In this survey that is impossible because of the size of the population that holds a large 
portion of the Swedish population. A more convenient way of sampling would be to use a 
convenience sample where the sample is taken from people close to the researcher (Robson, 2011). 
Using such a sample will, however, generate less generalizable results (Robson, 2011). Since it is not 
feasible to get a probability sample in this thesis the aim is to get participants from different 
geographical places and with different demographic attributes. In order to achieve this, the surveys 
will be marketed over the Internet through social networks. This does not generate a probability 
sample but the sample will likely contain respondents with different backgrounds resulting in a more 
generalizable result than if convenience sampling where to be used.  

This thesis used two distinct types of surveys. One survey studied the participant’s attitudes and the 
others studied the participant’s behavior under different circumstances. The attitude survey used a 
Likert-scale since it is a commonly used scale for studying behavior (May, 2001). Robson (2011) states 
that a Likert scale is relatively easy to develop, and provides instructions for how to develop the 
scale. Those instructions where followed in this thesis. When the data from the Likert-scale was 
analyzed two values for each question where calculated. The average value for each question was 
calculated and indicated the average attitudes of the participants. A standard deviation was also 
calculated that provides an indication of how much the individual answers differed from the average 
answer values. For graphical representation of the results diagrams that show the average values and 
the standard deviation on a per-question basis, was used. 

The other surveys aimed at analyzing how one variable where depending on another variable. The 
analysis of those surveys analyzed how the participant’s answers differed depending on the 
independent variable. The data was used to calculate an average value and standard deviation per 
question, once for each variation of the indented variable. The result lies in how the values differ 
when the independent variable is changed. Diagrams were used to provide graphical representation 
of the data on a per-question basis. 

4.3 Research design 
This thesis will explore the main question by researching each of the three sub goals as defined in 
section 3. The study will be conducted with a linear approach where each sub goal is explored in 
turn. The results from the first sub goal will act as input to the next and so on. The results of all sub 
goals will contribute to the main question of the thesis. This is illustrated in Figure 2. 
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Figure 2 Overview of the overall research process (authors own) 

The implementations of the methods are presented in the coming sub sections on per sub goal basis. 

4.3.1 Create a definition and descriptive model 
This goal aims to create a definition of the term online fraud and a model that describes the 
elements of online fraud. In order to do this the analysis will begin in the current definitions 
discussed in a previous section and produce a definition and model with input from qualitative 
interviews conducted with individuals that work in or close to the Swedish legal system in the 
domain of online frauds. In order to complete this goal a list of online fraud categories will be 
generated and based on that list and current definitions of online frauds a model and definition will 
be proposed to the interview participants. Based on the response from the participants the model 
will be redesigned and this interview-redesign pattern will be iterated until a satisfying model and 
definition has been developed. 

To ensure compliance with ethical guidelines all participants will be informed of the purpose of the 
study and they will be anonymous and informed that they can leave the study at any time they want.  
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4.3.2 Create a model that categorizes online fraud 
Based on the results from the previous step a model that categorizes online frauds will be developed. 
The model will reflect categories of online frauds and be linked to the previously developed 
definition. The main source of data for this part of the thesis will be interviews with persons working 
with investigating online frauds. The reason for using interviews rather than a literature study is to 
develop a model that is useable for investigating online fraud and that contains current information. 
To reach this goal, an iterative approach will be used in the same manner as for the previous goal.  

To ensure compliance with ethical guidelines all participants will be informed of the purpose of the 
study and they will be anonymous and informed that they can leave the study at any time they want.  

4.3.3 Evaluate SL influenced learning modules in countering online fraud 
This step of the thesis analyses the usefulness of the SL influenced defense mechanism for specific 
online frauds. The defense mechanism will be analyzed using the following two separate scenarios in 
which it can be implemented: 

x Counter non-delivery frauds in online e-commerce 
x Counter automated dialer frauds 

Given those scenarios, quantitative surveys will used to gather information that answers the 
following two questions: 

x Are the intended users likely to use the defense mechanism? 
x Can the defense mechanism be a way to counter online frauds? 

The first question will be answered by the use of a survey where the potential user’s attitude 
towards using the defense mechanism is investigated. Since using the defense mechanism, as 
defined in this thesis, will require the user to actively choose to use it is relevant to investigate the 
user’s attitude towards such a mechanism. If the users are not interested in using the mechanism it 
will not be useful no matter how good it is. 

The second question will investigate if the defense mechanism can actually be used to grant the 
users the knowledge they need to handle a potentially fraudulent situation. For this purpose two 
surveys will be conducted. The first survey will analyze the defense mechanism as a mechanism 
against automated dialer frauds and the second survey will analyze the defense mechanism as a 
mechanism to counter non-delivery frauds in e-commerce.  

In the first survey the participants will be shown screenshots of a ringing telephone and they will be 
asked to decide if they would answer the call or not. One group will receive screenshots from a 
phone using the defense mechanism; those participants will see a warning on the phone. Another 
group will not see any warning and a third group will see a mixed set of pictures. The incoming calls 
will be viewed in the following two ways: 

x As a call from a number not known to the phone user. i.e. a phone number will be shown on 
the display. 

x As a call that appears to be from a person the phone owner knows, using keywords such as 
mom or darling. 
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The first way is relevant because it is not likely that a user carry the numbers of potential fraudsters 
in their contact list. However it is possible for a fraudster to make the call look like it is from a trusted 
source by submitting a Caller ID. Called ID makes it possible to submit a name together with the 
phone number when placing a call, that name may then be visible on the receivers screen (Federal 
Communications Commission, 2014) and thus, the second way is also relevant. Using caller ID 
spoofing a fraudster could send word such as “mom” or “darling” to make the user think that the call 
is legitimate (Federal Communications Commission, 2014). For this reason it is relevant to test if 
users will trust incoming calls that appears to be from a trusted source when they receive a warning. 
The data that will be used to analyze the results is the difference in the participant’s willingness to 
answer to the incoming call. 

In the second survey the participants will go through three learning modules and they will then be 
given six ads. Based on this information they will be asked to answer if each ad is trustworthy or not. 
There will be a test group that also performs the ranking but without having gone through the 
learning modules first. The data that will be used to analyze the results is the difference in ranking 
between the two groups. 

To ensure compliance with ethical guidelines all participants will be informed of the purpose of the 
study, that they will be anonymous and informed that they can leave the study at any time they 
want. This part of the study could have been performed as an experiment where the user behavior in 
e-commerce sites under different scenarios could be analyzed. However, to get valid data from such 
study it would have had to be performed in a real life scenario and it would be hard to follow several 
ethical guidelines. It could be possible to conduct an experiment in a closed setting but we made the 
assumption that using surveys would gather equally or more reliable data with much less effort, thus 
allowing for a larger sample.  

4.4 Expected results 
This thesis is expected to deliver results that can primarily be interesting for the Swedish legal system 
and persons working with prevention of online fraud in Sweden. Since it is evident, as discussed in 
previous sections, that online fraud concerns a large quantity of Internet users the results will also be 
of interest to this group of people. The aim of the study is to deliver three distinct results that will 
together increase to overall knowledge base in the area of online frauds. The expected results are 
presented in Table 1. 

Table 1 Overview of expected results 

Result Description 

Model and definition of online fraud A definition of the term online fraud and a 
model that further describes online fraud. Those 
will be developed with law enforcement in mind 
and the expectation is that they can be useful for 
law enforcement when classifying crimes. 

Model that categorizes online frauds A model that categorizes types of online frauds 
according to one or more aspects that are 
deemed important. This model can provide an 
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overview of various types of online frauds and is 
important because there is a large quantity of 
online fraud schemes that are currently 
discussed as one entity. 

Evaluation of a SL influenced online fraud 
defense mechanism 

A learning module that provides possible targets 
of online fraud with information they need to 
avoid being defrauded. The evaluation will 
answer if the intended users are likely to use the 
module and if it is likely to have any effect. The 
expectation is that we will be able to show that 
many but not all user will use the module when 
it is presented to them and that the module will 
make the users more able to identify fraudsters 
than users that are not presented with the 
module. 

 

4.5 Expected limitations of this study 
This thesis studies online fraud in the context of frauds against individuals rather than frauds against 
organizations. Whether or not the findings in this thesis are applicable for frauds against 
organizations is beyond the scope of this thesis. Also, the mechanism proposed as defense 
mechanism will not be evaluated in a real life situation and will not be evaluated as a counter 
measure for all kinds of online fraud attacks. Rather, it will be tested in a controlled environment 
where there is no risk of harm for the test participants. Even if this method is necessary to use 
because of the ethical considerations that has to be followed, eliminating the risk of harm makes the 
case study differ from a real situation and may alter the participant’s behavior. Thus, the question 
that the study can answer is “Can the defense mechanism alter persons behavior in a potentially 
fraudulent situation online?” 

As discussed in a previous sections some survey questions will emulate Caller ID fraud. The same 
Caller ID will be used in a setting with and without a warning. Since the Caller ID will not be a name 
or word that every participant is likely to have in their own phone book this could make the results 
less reliable. This is however a part of the study and should not make the study less legitimate even if 
the data may be harder to analyze.  

In a previous section three aspects of a crime (means, opportunity and motive) was discussed. This 
study is only conserved with the means part of the crime. This angle will provide a result that can 
describe how frauds are carried out but not why or what makes it possible.  The coming sections 
describe how the methods were implemented and what results they generated. 
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5 Sub goal 1: Defining and modelling online fraud 
This section covers the implementation of the methods used to reach the following research sub 
goal: “Create a definition of online fraud and a model that describes the process of online fraud”. The 
collected data and generated results are also presented and analyzed in this section. This work is 
based on the previous research and discussion on online fraud and fraud definitions as well as a 
compiled list of online frauds that is presented in Appendix A. This work was performed as an 
iterative process where the author compiled a definition and model and then analyzed those with 
experts in online fraud legislation via interviews. The implementation section below accounts for all 
iterations and the changes made to the definition and model through each step of the development 
process. 

5.1 Implementation 
In the first iteration the author assembled a model and definition based on the previously discussed 
definitions of online fraud and fraud in general as well as the list of online fraud scams available in 
Appendix A. The output of the first iteration is given as input to the next iteration where interviews 
with persons who work within the domain of online frauds are interviewed in order to create a 
model and definition that works in reality. 

5.1.1 Iteration 1 
The first step was to identify the different aspects that are present in a normal fraud. According to 
Swedish law a fraud is when someone trick someone else into doing something that that person 
would not normally do (Polisen, 2013a). That implies that a fraud always has the following two 
entities: 

x A fraudster who commits the fraud 
x A victim who is defrauded 

Given the previous discussion on means, opportunity and motive it’s reasonable to include those 
concepts into the definition of an online fraud and in this context those concepts could mean the 
following: 

x Means: The tools needed/used to commit the fraud 
x Opportunity: Opportunity could refer to the ability of the fraudster to get access to an attack 

vector.  
x Motive: the reason why the fraudster commits the fraud. 

The previous section on current definitions of online fraud indicates that a common denominator in 
earlier definitions is the fact that online fraud is fraud that uses the Internet as the means for the 
crime. This would indicate that an online fraud is a fraud where some computerized tools are used in 
order to commit fraud. With this conclusion the following suggested definition is taken as input to 
the next iteration: 

Online fraud is a fraud where computerized tools are used as the means needed to commit the crime. 

Given this definition online fraud could be modelled as shown in Figure 3. 
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Figure 3 First suggestion for model of online fraud (authors own) 

This model reflects the fraudster and the victim as entities. These entities may be one or more 
persons or organizations or a combination of the two. The model also shows that the victim holds 
something that is seen as the motive and given the list of online frauds in Appendix A the motive is 
commonly money, personal information or having the victim act in a special way. Finally the means is 
reflected in the model as the delivery method that must be included in an online fraud and other 
tools that the fraudster may have access to. The delivery method is the way the fraud is presented to 
the victim and can include email, online auction houses, ads at web sites, phone calls and more. 
Other tools that could be in the hand of the fraudster can be computer generated address lists that 
the fraudster got hold of prior to the actual fraud. The definition and model suggests that in order for 
a fraud to be considered an online fraud either the delivery method must the computerized or there 
must exist other tools necessary to commit the fraud that are computerized. 

5.1.2 Iteration 2 
This iteration takes input from interviews with persons working in the Swedish police department. 
According to statements from these interviews the model and definition were modified. The 
remainder of this section summarizes and presents the conclusions from this round of interviews. 
Based on the interviews the model and definitions is redesigned and presented in the end of this 
section. 

Summary of interviews 

The interviews were conducted and transcribed in Swedish and coming citations are translated into 
English. Two interviews where performed. The first was with one person working as an investigator 
and the other was performed with a person who previously worked with coordination of 
investigations of online frauds. All participants have a background in investigation and crime 
prevention in the area of online fraud.  In this round of interviews the subjects were not presented 
with the definition and model from iteration 1. This was to make them able to provide information 
without being influenced by any previous work. Before the interview, the participants were told that 
would be anonymous, that participation was voluntary and that they were free to end their 
participation whenever they wanted to. The participants were also informed and asked to accept 
that the interview was being recorded. 

The overall goal of the first round of interviews was to answer the following main questions: 

x What should decide if a crime is to be classified as online fraud or not? 

x What characterizes online fraud? 
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x What should control how to classify online frauds?  

Based on the interviews, conclusion about each question was drawn. Those conclusions are 
presented below. In order to divide the information from the interviews based on the questions, 
thematic coding was used.  All participants were given equal possibility to contribute to each main 
question. 

Conclusions about the question “What should decide if a crime is to be classified as online fraud or 
not?” 

The answers to this question stress the fact that there is no current definition of the term online 
fraud. The answers also describe that the main factor in defining online fraud is that it is a fraud that 
has been committed with the help of Internet. One of the participants expressed that “Fraud is an 
action when someone is persuaded into an action that brings a loss for the person that is targeted 
and an equal monetary gain for the persuader”. 

A lot was said about frauds as a crime and the properties of frauds. It can be stated that a fraud 
implies that the fraudster persuades the victim into providing him with something of value. Thus, a 
fraud brings a monetary loss for the victim and an equal gain for the fraudster.  

A key aspect is that it may not be enough to use digital tools or to persuade the victim for something 
digital in order for a fraud to be considered an online fraud.  The subjects in the interviews are rather 
describing that the actual delivery of the fraud has to be completely of partially digital. One of the 
participants said the following about the meaning of online fraud: “it is that Internet has been used 
in some way, either that the contact has been taken through the Internet or that the whole 
transaction has been carried out over the Internet.  “ 

Conclusions about the question “What characterizes online fraud?”. 

From the answers it is evident that one main characteristic of online frauds is the fact that 
committing frauds online makes it possible to reach a large amount of victims, all over the world.  

Conclusions about the question “What should control how to classify online frauds?”. 

The subjects stress the need for a way to classify online frauds and suggests that is should be based 
on the following two factors: 

1. Who the victim is 

2. How the fraud is conducted  

Redesigned definition and model 

Based on the input from the interviews it is evident that a definition should be based on the fact that 
a fraud must be delivered over the Internet in order to be called an online fraud. However it is also 
evident that one single fraud may use several different delivery methods. Table 2 lists and explains 
examples of frauds that use different delivery methods 
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Table 2 Examples of frauds that are partially delivered using computerized methods 

Fraud type Description 

Telephone frauds This fraud often originates from a computerized 
automatic dialer but ends up and the victims 
analog phone. 

Microsoft frauds This fraud scheme often originates from an 
analog call but ends on the victim’s computer 
since the victim is persuaded into installing some 
malicious software. 

 

If booth of these fraud schemes is to be called online frauds the definition must be broad enough to 
contain all fraud schemes that originate or end in a digital manner.  For that reason the following 
definition of online fraud is proposed at this point: 

Online fraud is a fraud where computerized tools are used for partial or full delivery of the fraud. 

This definition captures the fact that the delivery method must be the decisive factor when 
classifying a fraud as online fraud. It also captures fraud schemes that only partially use Internet or 
computers as delivery methods. Furthermore the definition excludes fraud schemes where the 
fraudster is aiming to get access to something digital but does not use computers for the actual 
deceiving. In this proposed definition the word fraud is intentionally left undefined since fraud itself 
is a term that is defined by law. By making the definition of online frauds rely on the legal definition 
of fraud, as is done here, the definition does not need to be revised if the legal definition of fraud 
should be changed. 

Given this new input the model of online fraud can be redesigned to reflect that the delivery of a 
fraud may contain several steps. The new model is illustrated in Figure 4. 

 

Figure 4 Suggested model of online fraud 2 (authors own) 

This model includes three distinct steps of the delivery method and given the proposed definition at 
least one of those steps has to be computerized in order for a fraud to be considered an online fraud. 
In some fraud schemes such as phishing the complete delivery method will be computerized but in 
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many telephone frauds only the initial part of the delivery will be computerized, for instance when a 
computer is used to dial numbers on a list. The dialing will be computerized but the intermediary 
communication and the endpoint can be an ordinary analog telephone. For the fraud schemes where 
the fraudster calls victims and persuades them into installing something on their computer that is 
then used by the fraudster to complete the fraud only the endpoint may be computerized but the 
frauds scheme will still count as online fraud. 

5.1.3 Iteration 3 
In this iteration one more interview was held. The interview participant were handed the model and 
definition from the previous iteration before the interview. The following section present the data 
obtained from the interview and provides a new model definition in accordance with the new 
information. 

Summary of interview 

Due to time limitations only one interview was held in this iteration. Before the interview participant 
received the definition and model from the previous iteration along with the overall questions that 
this interview aimed at answering. Those questions were the following (translated from Swedish): 

x What changes should be made to the model and definition? 

x What strengths and weaknesses do you find in the model and definition? 

The remainder of this section concludes the interview held in this iteration and presents a redesigned 
model and definition.  

Conclusions about the definition 

Given the information in the interview the definition is good and does not have to be changed. The 
participant states that it is good to base the definition on the legal definition of fraud rather than 
providing a new legal definition. 

Conclusions about the model 

Based on the information gathered from the interview it is evident that the model should be updated 
to reflect that a fraud is about a fraudster affecting the victim into giving something up. While this is 
covered by the current model the model also covers thefts. Also, the keyword “motive” is not clear 
enough and could be changed so that it reflects something of value. 

Redesigning the model 

Based on the interview the following changes were made to the model: 

x The word motive was changed to reflect something of value 

x An arrow indicating that the Fraudster is after the valuable 

x Arrows that indicate that the fraudster deceives the victim into giving him the valuable 

With those modifications the updated model is presented in Figure 5. 



23 
 

 

Figure 5 New model of online fraud (authors own) 

In this model the boxes indicate the entities in any fraud; fraudster, victim and some article of value. 
It also indicates that the fraudster may have access to other tools.  The tilted boxes visualize the 
steps in the delivery of a fraud. The dotted lines show relationships; in this case they show the 
presence of a delivery method and that the fraudster wants the article of value. Finally the dashed 
line indicates the actions of the fraudster deceiving the victim into giving up the article of value. The 
next section summarizes the work and results gathered to reach the goal “Create a definition of 
online fraud and a model that describes the process of online fraud”. 

5.2 Analysis of results from sub goal 1 
The results presented in this step are analyzed in this section. The analysis was done by an additional 
interview with a judge from a Swedish court and by practical implementation of the definition. The 
validation interview served to answer the following three questions: 

x What is a fraud? 

x What are your thoughts about the definition and its model? 

x In what ways do you think that the definition and model can be used? 

The interview was conducted in the same way as the previous interviews and the conclusion from 
this interview is presented on a per-question basis in Table 3 

Table 3 Conclusions from validation interview for the definition 

Question Conclusions 

What is a fraud? The participant validated that fraud is a crime were the 
fraudster is deceiving the victim into giving him something of 
value. 

What are your thoughts about 
the definition and its model? 

The interview showed that the participant thought that the 
model matched the definition and that the definition covered 
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the aspects of online fraud.   

In what ways do you think that 
the definition and model can be 
used? 

The participant said that she thought that the model could be 
used to explain to jurors how a specific online fraud crime was 
actually executed. 

 

This interview provided information about the model and definition that matches with the previously 
gathered information. The participant also validated the statement that a fraud implies that a 
fraudster is deceiving a victim into giving up something of monetary value. The interview also 
showed that the created model can be useful within the court to help explain how online frauds are 
executed. 

This practical implementation of the definition was conducted by analyzing each fraud scheme listed 
in Appendix A to decide what schemes that were defined as online frauds according to the definition.  
The column called “definition” in that list describes what schemes that match the definition in the 
following way: 

x Y: Matches 

x N: does not match 

x P: possible match depending on circumstances. 

As seen in appendix A, most schemes would be considered online frauds according to the definition. 
Some schemes would not be considered online frauds and that is because they fail to meet one of 
the following criteria: 

x A fraud must involve a monetary gain or the gain of some possession of value for the 
fraudster and an equal loss for the victim 

x A fraud must involve that the victim is deceived into giving something to the fraudster 

For that reason identity theft and computer intrusions will not count as frauds according to the 
Swedish law. Also, in schemes such as reshipping scams the persons involved in the reshipping will 
not be considered defrauded since he is not losing anything of monetary value.  

Some of the schemes are marked as possible matches to the description. This is because they can be 
launched in different way and depending on how they are executed the definition may include or 
exclude them. The possible matches are described below: 

x Credit card fraud: If the attacker steals the credit card it should not be considered fraud, 
however if the fraudster deceives the victim into giving up his credit card details it would 
count as online fraud. 

x Nigerian letter: if sent over e-mail Nigerian letters are online frauds, however when sent over 
physical mail they are not. 
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x Phishing: phishing e-mail aimed at gaining personal information or injection malicious 
software into the victims computers are not online frauds. However, if phishing is used to 
obtain money it is considered online fraud. 

x Account takeover: If an account is compromised by hacking, it is not a fraud. However if the 
victim is deceived into giving up the log in information to his bank account that is fraudulent. 

This practical implementation of the definition shows that the definitions excludes actions that are 
not considered frauds by the Swedish law and frauds that are not carried out online. Also, it does 
include schemes that are defined as frauds and that were a part of the delivery method is digital. This 
indicates that the definition does work in a real world situation. 

5.3 Conclusion of results for sub goal 1 
This part of the thesis was performed as an iterative development process that found information 
through interviews with persons from the Swedish legal system, the results was then validated 
through practical implementation of the results and an additional interview with a judge from a 
Swedish court. This section presents the definition and model of online fraud that was the results of 
process. The definition of online fraud produced in this process was: 

Online fraud is a fraud where computerized tools are used for partial or full delivery of the fraud. 

The definition meets the requirement that the factor that decides if a fraud should be called online 
fraud is if it was delivered to the victim in a computerized fashion. It also covers the fact that only a 
part of the delivery method needs to be computerized. Another aspect of the definition that came to 
be an important factor is that it is based on the legal definition of fraud. It is therefore not bound to 
just the Swedish legal system and it does not have to be changed if the legal definition of fraud is 
changed. 

To further clarify the concept of online fraud a model of online fraud was created. The aim of the 
model was to provide an overview of the components and events in an online fraud. The outcome of 
this process was the model presented in Figure 5, presented in section 5.1.3. 
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6 Sub goal 2: Descriptive modeling of online frauds 
This section presents the implementation of the method used to reach the sub goal “Create a 
descriptive model that categorizes types on online frauds and describes how they are committed. “ 
The input to this step of the thesis was the previously designed model and definition of online fraud 
and interviews with individuals working in the Swedish legal system. During the previous interviews 
some questions than can act as input to this step was asked. The answers to these questions 
together with the model and definition from the previous steps are taken as input. Again, an 
interactive approach was used where the model is continuously developed and presented to the 
interview participants. The following sections describe the full process and the results. 

6.1 Implementation 
The first iteration is based on the model and definition from the previous sub goal. Input is also taken 
from interviews with professionals within the Swedish law enforcement. In the subsequent iterations 
the model is validated and updated based on further interviews with the same participants. The 
following sections accounts for the processes in each iteration. 

6.1.1 Iteration 1 
This iteration created a categorization scheme that is based on the definition created in the 
exploration of the previous sub goal. The previously held interviews contain information relevant for 
the exploration of this sub goal. That information is taken into account here. The reminder of this 
section provides a summary of the gathered data relevant for this sub goal and presents a suggestion 
for a classification scheme. 

Summary of data 

The previously created definition suggests that for a fraud to be considered an online fraud it is 
essential that some part of the delivery of the fraud is digital. For that reason it is reasonable to 
divide online frauds according to the delivery method used. That approach is also suggested by the 
interview answers that indicate that the following factors should be used to categorize online frauds:  

x Who the victim is 
x Where the contact was taken 
x Who initiated the contact 

 
It was also expressed that the model should be easy to use and created in a way that makes is last 
over time. The first model, based on this data is presented in the below. 

First suggested model 

Based on the data presented above,  a model that categorizes frauds according to attack vector and 
who initiated the contact was created. A suggestion identified in the interviews was categorization 
based on who the victim is, but since the focus of this thesis is frauds against individuals such 
classification was not made. The suggested model is shown in Appendix B. The model first 
categorizes online frauds according to attack vector. The following four attack vectors have been 
identified: 

x E-mail 
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x Telephone 

x Ads 

x Social networks   

The categorization is based on the vector used for the initial contact. The next step of the model 
separates between frauds initiated by the fraudster and frauds initiated by the victim. The reason for 
putting the attack vector first is that frauds over any vector may be initiated by either the victim of 
the fraudster, thus this approach creates a model that is easier to overview. 

After those classification steps individual fraud schemes can be placed. The positioning of a fraud 
scheme will thus indicate the attack vector for the fraud and who initiated the contact. In order for a 
fraud to be categorized in the model it has to be considered an online fraud according to the 
previously created definition. 

 6.1.2 Iteration 2 
In the second iteration interviews was held with the same to participants that participated in the 
exploration of sub goal 1. The participants were presented with the model from previous iteration. 
During the interviews a discussion about the correctness, completeness and usability of the model 
was discussed.  

The remainder of this section presents conclusions from the interviews. 

Summary of interviews 

This section provides information gathered from the interviews held in this iteration.  These 
interviews aimed at answering the following overall questions: 

x What changes/updates should be done to the model? 

x Can the model be useful within the Swedish police? 

During the interviews the following information was found: 

x The suggested categorization model does provide a working way of categorizing online 
frauds. 

x The attack vectors describes in the model are not likely to change 

x New attack vectors will not appear often 

x The minimalistic approach used in this model is better than a bigger model with more need 
to updates 

x For frauds via ads that are initiated by the fraudster, it could be possible to differentiate 
between frauds schemes were the fraudster offers something that is normally free (such as 
an inheritance) and something that usually requires the victim to pay (such as goods) 

x By categorizing online frauds the police can get a better overview and see what types of 
frauds that are currently taking place and in what arenas the frauds are currently taking place 
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x While this model provides a good way to categorize online frauds it is not possible to 
determine to what extent it will be used 

Since the majority of the information gathered from the interviews indicates that the model is 
complete and that it works for its intended purpose. One suggestion for an addition to the model 
was made. Since a minimalistic model was suggested by booth participants that addition will not be 
made.  The model produces in this iteration is further analyzed in the next sections. 

6.2 Analysis of results from sub goal 2 
The results from the previously presented section are analyzed in this section. The analysis was done 
by an additional interview with a judge from a Swedish court and by practical implementation of the 
classification scheme. The validation interview served to answer the following three questions: 

x What are your thoughts about the classification scheme?  

x In what ways do you think that the classification scheme can be used? 

The interview was conducted in the same way as the previous interviews and the conclusion from 
this interview is presented on a per-question basis in Table 4. 

Table 4 Conclusions from validation interview for the definition 

Question Conclusions 

What are your thoughts about 
the classification scheme? 

The interview showed that the participant did not recognize any 
flaw in the categorization scheme and that the participant 
preferred a model with few constant factors over a model with 
more factors.   

In what ways do you think that 
the classification scheme can be 
used? 

The participant said that she thought that the classification 
scheme could help the police department to a more structured 
approach for working with online frauds. 

 

This interview indicated that the categorization scheme provides a working way to categorize among 
online frauds. The interview also indicated that while the classification scheme may be of little 
interest for the court if can provide a way for the police to structure their work with online frauds. 
Since all participants in this and previous interviews suggest a minimalistic approach with few and 
constant factors it is reasonable to exclude the previous suggestion to categorize fraudster initiated 
online frauds via ads further. However, the need for such a factor in the classification scheme should 
be validated when the classification scheme has been in use for some time.    

This practical implementation was conducted by analyzing each fraud scheme listed in Appendix A to 
verify that all schemes that were considered online fraud schemes could be categorized by the model 
in Appendix B.  The column called “categorization”, in Appendix A, describes if the fraud schemes 
could be classified by the classification model, this is annotated as follows: 
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x Y: Yes, this means that based on the available information the scheme can be classified in the 
classification scheme. 

x NI: Needs more information, meaning that the fraud scheme can be classified when 
additional information is available. 

x N: no, this means that the scheme cannot be classified in the classification scheme 

x NA: Not applicable, this is used for schemes that are not considered online frauds. 

As seen in Appendix A, all of the schemes defined as online frauds by the proposed definition can be 
classified with the classification scheme. For some schemes more information about the fraud 
scheme is needed in order to make a classification but this is a not a shortcoming of the classification 
scheme, the reason for this is that the list of frauds does not contain the needed information. This 
indicates that the classification model works in a real world situation. 

6.3 Conclusion of results for sub goal 2 
The results from the exploration of this sub goal are a suggestion for a model that classifies online 
fraud schemes. The model is presented in Appendix B. Given the information gathered through the 
interviews it is indicated that this model can provide a starting point for classification of online fraud 
schemes. The model captures the fact that frauds can be carried out using different attack vectors 
and that the communication can be initialized by the fraudster as well as by the victim. The validity of 
the results in this step was validated by a practical implementation of the model and an interview 
with a judge from a Swedish court. The interview did not indicate any flaws in the model and the 
practical implementation showed that the model manages to classify existing online fraud schemes. 
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7 Sub goal 3: Situated learning influenced defense mechanism 
against online fraud 
This section covers the implementation and results of the surveys used to evaluate the SL influenced 
defense mechanism against online fraud. In order to evaluate the defense mechanism the following 
two questions where established in section 4.3.3: 

x Are the intended users likely to use the defense mechanism? 
x Can the defense mechanism be a way to counter online frauds? 

The following sub sections will present the implementation, results and analysis for each question 
respectively.  

7.1 Are the intended users likely to use the defense mechanism? 
The survey used to answer this question was developed as a likert-scale.  The surveys were 
conducted using the online survey tool Limesurvey. This tool was used because it is an open source 
tool that is free to use1.  The front page of the survey acted as the informed consent and by pressing 
the “next” button the participant accepted the informed consent. The last page of the survey 
informed the participants where they could find the results of the study. Since the population of this 
study was Swedish citizens the survey was carried out in Swedish.  The informed consent contained 
the following information (translated from Swedish): 

“This survey is a part of a master’s thesis that, among other things, analyzes user attitudes towards a 
possible online fraud defense mechanism. For this study I wish that you, for research purposes, 
answer this survey. You answers will not be traceable to you; no information about you will be stored. 
You can decide to cancel the survey at any time without motivation. Participation in the survey does 
not bring any risks for you. Information about how you can access the results of this study is 
presented at the end of the survey. By starting the survey you accept these conditions and agree to 
participate in the survey.” 

After accepting the informed consent the participants were given the following three statements 
about online frauds (translated from Swedish): 

x I think that online frauds is a big problem 

x I am not worried about being defrauded when shopping online 

x I have the knowledge I need in order to avoid being defrauded when shopping online 

They were asked to rate the statements by selecting the answers that best corresponded with their 
attitude towards the statements. The following five answers where available (translated from 
Swedish): 

x Fits completely 

x Fits quite well 

                                                           
1 http://www.limesurvey.org/en/ 
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x Fits neither well or bad 

x Fits quite bad 

x Does not fit at all 

The participants were also given the option not to answer at all. 

After those questions the participants were given information that described a possible 
implementation of the defense mechanism in online commerce. The information was the following 
(translated from Swedish): 

A method that could potentially counter online frauds is to use a program that provides the user with 
information that makes it possible for him to identify and avoid a possible fraudster. The information 
would be presented to the user in a situation where there is a risk of being defrauded. The user has to 
actively choose to take note of the information. 

If you visit an e-commerce site such as Tradera or Blocket a system like that would be activated if you 
browse a category of gods were it is currently common with frauds. You would receive a warning that 
gave you the possibility to learn what you needed to know in order to avoid being defrauded. You 
would need to follow a link to access the information. The warning could be delivered with a pop-up 
that forces you to follow the link or close the pop-up, an example is shown in the picture below. The 
following questions analyses your attitudes toward such a system, answer with the alternative that 
best fits you. 

The picture shown to the participant is shown in Figure 6 (note that the writing in the figure is in 
Swedish). 
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Figure 6 Demonstration of possible implementation of defense mechanism (authors own) 

The following sub-section will provide the results of the survey. 

7.1.1 Results 
This section provides an overview of the results from this survey. The results are presented on a pre-
question basis. The participants were asked to respond to the following five statements, the answer 
alternatives were the same as for the previous questions: 

x I think that such a system would only be in the way 

x Such a system should be present on every website where there can be fraudsters 

x Such system should force the users to read the information before they can buy anything 

x I would follow such a link to get access to the information 

x It is important that you can read the information fast 

First, the pre-defined answers where translated to numeric values according to Table 5. 

Table 5 Translation of pre-defined answers into numeric values 

Pre-defines answer value 

Fits completely 5 

Fits quite well 4 
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Fits neither well or bad 3 

Fits quite bad 2 

Does not fit at all 1 

 

After translating the answers to numeric values the following values where calculated for each 
question: 

x Average answer value that shown the average value over all answers. 

x Standard deviation that should how much each answer, on average, differed from the 
average answer value. 

The values for the first set of questions are presented in Table 6, each question had 107 answers. 

Table 6 overview of the results for the first set of questions in the attitude survey 

Question Average 
answer value 

Standard 
deviation 

I think that online frauds is a big problem 3,71 0,94 

I am not worried about being defrauded when shopping online 3,28 1,13 

I have the knowledge I need in order to avoid being defrauded when 
shopping online 

3,59 1,07 

Overview of the results from the second set of questions is presented in Table 7. 

Table 7 Overview of the results from the second set of questions in the attitude survey 

Question Average 
answer 
value 

Standard 
deviation 

Number of 
answers 

I think that such a system would only be in the way 2,81 1,22 93 

Such a system should be present on every website where 
there can be fraudsters 

3,53 1,11 93 

Such system should force the users to read the information 
before they can buy anything 

2,52 1,26 91 

I would follow such a link to get access to the information 3,07 1,25 93 

It is important that you can read the information fast 4,49 0,72 93 
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Analysis of the attitude survey is presented in the next sub-section together with a graphical 
presentation of the individual answer values for each question. 

7.1.2 Analysis 
This section provides an analysis of the answers from each question in the survey. The questions in 
the first section of the survey are general questions about online frauds and do not bring answers 
that help analyze the defense mechanism.  They are therefore analyzed briefly in this section; full 
analysis of those questions can be found in appendix D. As several of the questions in this survey asks 
the participants to rank their knowledge and need for assistance it is important to mention that 
those kinds of questions tend to generate answers where the participants tries to present 
themselves as more knowledgeable then they actually are (Robson, 2011).  This has to be considered 
when reading the analysis of the results.  

In the first set of questions the participants acknowledge online frauds as a general problem on the 
Internet. Furthermore it is indicated than even if most participants feel that they are not worried 
about being defrauded or feel that they lack knowledge about online frauds, a substantial portion of 
the participants are worried about being defrauded (about 30% of the respondents). 

The fourth question, the first in second set of questions, was “I think that such a system would only 
be in the way”. The average answer value indicates that the participants would not be bothered by 
the defense mechanism. Figure 7 presents a visualization of the individual answers to this question. 
In Figure 7 and all remaining figures in this section the vertical axis represents answer values and the 
horizontal axis represent percentage of respondents. Thus, the length of the line in the diagram 
visualizes the percentage of answers for each answer value. In Figure 7, that shows that over 60% of 
the participants answered in one of the following ways: 

x Does not fit at all 

x Fits quite bad 

x Fits neither bad or good 

This indicates that a majority of the population would at least not see the defense mechanism as 
something disturbing. 
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Figure 7 Individual answers for the fourth question (authors own) 

The average answers to the fifth question, “Such a system should be present on every website where 
there can be fraudsters”, indicates that the respondents agrees or agrees somewhat to that a system 
like the defense mechanism should be implemented in environments where online frauds are taking 
place. As seen in the individual representation of the answers, Figure 8, fewer than 20%of the 
respondents disagree fully or somewhat to the statement in the question. This indicates that there 
would be a high acceptance for the defense mechanism on a web site where it is implemented. 

 

Figure 8 Individual answers for the fifth question (authors own)  
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The average answers for the sixth question “Such system should force the users to read the 
information before they can buy anything” indicate a low agreement to the statement in the 
question. This indicates that in order for users to accept the defense mechanism it must be up to the 
user to decide if he wants to use it or not. As shown in Figure 9, over 50% of the participants agree 
fully or partially to that the defense mechanism must not force the user to read the information.  

 

Figure 9 Individual answers to the sixth question (authors own) 

The seventh question “I would follow such a link to get access to the information” aims at evaluating 
the probability that users will actually use the defense mechanism when it is activated. The average 
answer value indicate that a substantial portion of the participant think that they would follow a link 
to read information about online frauds. As seen in Figure 10 almost 50% of the participants fully or 
partially agreed to the statement in the question indicating that they would follow a link provided by 
the defense mechanism. 

 

Figure 10 Individual answers to the seventh question (authors own) 

The eight and last question was concerning the design of the defense mechanism and asked if the 
participants thought it was important that you didn’t have to spend a lot of time on reading the 
information. The average answer value clearly indicates that the respondents think that it is 
important that they can read the information fast. This indicates that the time it talks to use the 



37 
 

defense mechanism in an important usability factor. As discussed in a previous section the perceived 
usability of a security system is an essential factor that affects how much it will be used. The 
individual answers to this question, in Figure 11, illustrates that a large portion of the participants 
fully agrees to the statement in this question. 

 

Figure 11 Individual answers to the eight questions (authors own) 

The aim of this survey was to answer the question “Are the intended users likely to use the defense 
mechanism?”. The answers to the survey indicates that a substantial portion of the participants 
thinks that the mechanism should be implemented on web sites where online frauds may take place 
and about 50% of the participants would consider using the defense mechanism. This indicates that 
the defense mechanism would be used by some of the users on a web site where online frauds may 
take place. Furthermore the results shows that is important that the defense mechanism lets the 
user decide if he wants to take part of the information or not and it is important that taking part of 
the information is not a time consuming task. Since this survey was carried out in a controlled 
environment it could not recreate some factors that exist in real life including the following: 
 

x When defrauded in real life you lose money or something valuable 
x When shopping online you use real money and there is therefore something at stake for you 

 
Since those factors were not recreated in this survey it has to be considered that another result may 
be reached if the same question is explored in a real world scenario. However this result can be seen 
as a motivation to launch such an experiment. 

7.2 Can the defense mechanism be a way to counter online frauds? 
In order to test if the defense mechanism can be used as a mechanism used to countering online 
frauds two surveys was carried out. One survey tested the defense mechanism for defense against 
telephone related frauds and the other tested the defense mechanism against frauds in e-commerce.  

In the survey that analyzed the defense mechanism against telephone related frauds the participants 
were provided with a picture of a phone that was receiving a call and asked to rate the likeliness that 
they would answer the call. They were asked to rate the likelihood that they would answer the call 
on a six-graded scale where six meant that they were sure they should answer and 1 meant they 
were sure that they would not answer. On some of the pictures, there was a warning on the phone 
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that advised the user not to pick up the phone. Some pictures contained calls from a number that 
appeared unknown to the user and others contained calls that appeared to come from names that 
could reside in a phonebook. This type of calls where used to analyze the usefulness of the warning if 
an attacker uses Called ID spoofing in conjunction with a fraud. Since the intended population of the 
study is the Swedish population the surveys were conducted in Swedish. This choice of language 
increases the likelihood that a majority of the intended population understands and can participate 
in the survey. The surveys for the different test groups contained questions according to the 
following: 

Group A: one call from unknown source, one call that appeared to be from “mom” and one call that 
appeared to be from “Älsklingen (Swedish for darling)”. None of the questions contained a warning.  

Group B: one call from unknown source, one call that appeared to be from “mom” and one call that 
appeared to be from “Älsklingen (Swedish for darling)”. All of the questions contained a warning.  

Group C: two calls from unknown source and two calls that appeared to be from “Älsklingen 
(Swedish for darling)”. One question of each type contained a warning and the other did not.  

The survey in full (with English translation of the questions) is presented in Appendix E. To ensure 
that all survey participants were assigned to one of the three surveys at random, a website gave the 
participant a link to one of the surveys through a script that selected one of the surveys with a 
randomizing function. While this approach ensured that no human factors can decide what 
participant that gets assigned to what group it also causes some difference in the group sizes. 

In order to meet the ethical guideline, suggested by Dittrich and Kenneally (2011),  that states that as 
many individuals as possible from the intended population should be able to participate in the study 
the survey was spread through social networks and the webpage where the survey was conducted. 
This method was used because it was estimated that this was a method that was possible to use and 
kept the risk of accidental sampling to a minimum. The front page of the survey acted as the 
informed consent and by pressing the “next” button the participant accepted the informed consent. 
The last page of the survey informed the participants where they could find the results of the study. 
The informed consent contained the following information (translated from Swedish): 

“This survey is a part of a master’s thesis that, among other things, analyzes how telephone users 
decide what incoming calls to answer. For this study I wish that you, for research purposes, answer 
this survey. You answers will not be traceable to you; no information about you will be stored. You 
can decide to cancel the survey at any time without motivation. Participation in the survey does not 
ring any risks for you. Information about how you can access the results of this study is presented at 
the end of the survey. By starting the survey you accept these conditions and agree to participate in 
the survey.” 

In the survey that tested the defense mechanism in an e-commerce scenario the participants were 
presented to three learning modules that provided knowledge about common indicators of 
fraudulent ads. After the learning modules the participants were asked to rate the trustworthiness of 
six ads. Three ads were known to be fraudulent , those were provided by Tradera, a Swedish online 
auction house. The other three ads where randomly chosen from the Tradera web-site and were 
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supposedly legitimate. The participants were asked to rate the ads on a six-graded scale were 1 
meant that the ad was not trustworthy at all and 6 meant that the ad was completely trustworthy.  

The learning modules were in the form of animated slideshows that showed a communication 
between a buyer and a seller. After seeing the communication the participants was asked to decide if 
the buyer acted in a way that could be fraudulent. Based on the participants answer they received 
feedback that explained if the buyer’s behavior was insecure and why. 

A control group that rated the ads without going through the learning modules was used in order to 
make it possible to analyze the effects of the learning modules. The participants were randomly 
assigned to a test group in the same fashion as for the telephone fraud survey. The results and 
analyses of those two surveys are found in the coming sections. 

7.2.1 Results 
This section covers the results from the two surveys that tested the effectiveness of the defense 
mechanism in countering online frauds. The results show how the participants answers differed 
based on if they were presented with the defense mechanism or not. 

The surveys about telephone related frauds had a total of 100 participants distributed over the three 
groups as follows: 

x Group A: 32 participants 

x Group B: 35 participants 

x Group C: 33 participants 

The results from this survey are presented in two steps. The results from group A and B was 
combined and are presented on a per-questions basis. The results for group C are presented 
independently. This is because group A and B answered the same three questions with the only 
difference that group B was exposed to the defense mechanism when group A was not. Group C 
answered two identical questions two times, once with the defense mechanism and once without it.  

Overview of the results for group A and group B are presented in Table 8. 

Table 8 Overview of results from group A and group B 

Question Average answer 
Group A 

Standard 
deviation Group A 

Average answer 
Group B 

Standard 
deviation Group B 

Call from 
Unknown number 

4,12 1,31 1,82 1,27 

Call from 
“Älsklingen” 

5,64 0,92 3,94 2,05 

Call from “mom” 5,25 1,02 3,94 2,02 

 

Overview of the results from group C is presented in table 9 
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Table 9 Overview of results from group C 

Questions Average answer 
without the 
defense 
mechanism 

Standard 
deviation without 
the defense 
mechanism 

Average answer 
with the defense 
mechanism 

Standard 
deviation with the 
defense 
mechanism 

Call from 
Unknown number 

3,66 1,40 1,45 0,94 

Call from 
“Älsklingen” 

5,03 1,50 2,36 1,49 

 

 Diagrams that provide a graphical representation of the results are present in appendix F. 

The survey that analyzed the defense mechanism against fraud in e-commerce had two test groups. 
The groups and their sizes are presented in table 10. 

Table 10 Presentation of test groups for the survey that analyzed the defense mechanism in e-commerce environment 

Group name purpose Group size 

Group 1 Went through the full survey 47 

Group 2 Control group – rated ads without defense mechanism 70 

  

As table 10 shown, group 1 was smaller than group 2. This could be because participants seemed to 
drop out of the survey for group 1 more frequently than for group 2. This can be explained by the 
fact that the learning modules demanded attention from the participants and some of the 
participants were not involved enough in the survey. This aligns with the results from the attitude 
survey that indicates that a portion of the possible users are not interested in using the defense 
mechanism. The remainder of this section provides the results for each group. First, an overview of 
the results for each question is presented and the average values for the fraudulent and non-
fraudulent ads are visualized.  

Table 11 presents an overview of the results on a per-question basis. The question names are coded 
according to the following:  

x Ad type indicating if the ad was fraudulent of not 

x Question number 

x Participants test group 

As an example nonFraud4-DM indicates that the question was about a supposedly non fraudulent ad, 
the question number was number four and the test group was the group that went through the 
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learning modules.  In the same manner Fraud1 –nonDM indicated a fraudulent ad with question 
number 1 and that the test group participants did not go through the learning modules. 

Table 11 Overview of the results for the survey analyzing the deference mechanism in e-commerce environment 

Question Average answer value Standard deviation 

Fraud1-nonDM 4,07 1,48 

Fraud1-DM 3,77 1,56 

Fraud2-nonDM 3,25 1,51 

Fraud2-DM 2,64 1,35 

Fraud3-nonDM 3,27 1,64 

Fraud3-DM 2,64 1,38 

nonFraud4-nonDM 3,26 1,60 

nonFraud4-DM 3,37 1,56 

nonFraud5-nonDM 3,01 1,65 

nonFraud5-DM 3,23 1,73 

nonFraud6-nonDM 4,02 1,68 

nonFraud6-DM 4,20 1,37 

 

As visualized in Figure 12 the results indicate that the group that went through the learning modules 
was rating the fraudulent ads as somewhat less trustworthy then the group that did just rate the ads. 

 

Figure 12 Graphical representation of average answer values for the fraudulent ads (authors own) 
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The average answer values for the supposedly non fraudulent ads indicate that the participants that 
went through the learning modules are rating the supposedly non-fraudulent ads higher than the 
group that did not go through the learning modules. The average answer values for these questions 
are visualized in Figure 13. 

 

Figure 13 Graphical representation of average answer values for the non-fraudulent ads (authors own) 

The standard deviations for all questions are indicating a substantial spread in answers among all 
questions. This shows that all answers in the answer spectra were used on all questions 
demonstrating that it is hard to determine if an ad is fraudulent or not. The next section provides an 
analysis of the two surveys aimed at answering the question “Can the defense mechanism be a way 
to counter online frauds?” 

 

7.2.2 Analysis 
This section provides an analysis of the surveys used to answer the question “Can the defense 
mechanism be a way to counter online frauds? “. First, each survey is analyzed independently and in 
the end of this section an analysis of the results from bout surveys combined is presented.    
 
The results from the survey about telephone related fraud indicated that the defense mechanism can 
be a way to counter online frauds since it makes the telephone user less likely to respond to calls 
when a warning is shown on screen. This is the case booth when reviving calls from unknown 
numbers and when receiving calls that imitate caller ID spoofing. However there is a difference in the 
results for those two types of calls. When incoming calls are received from unknown numbers the 
willingness to answer is somewhat lower than when calls are combined with caller ID spoofing. Also, 
when calls from unknown numbers generate a warning from the mechanism the likelihood that the 
user will answer is very low. This indicated that the defense mechanism can significantly lower the 
likelihood that the user will answer to fraudulent calls when the call appears to come from an 
unknown number and a warning is generated. The answers to the caller ID spoofing calls also 
indicated that the defense mechanism can be effective in mitigating telephone related frauds. 
However the standard defiance in the answers to those questions indicates a quite high degree of 



43 
 

difference between the answers.  The reason for this can be that some participants interpreted that 
they should think of the simulated called ID spoofing as if the caller ID was actually someone in their 
contact list. This could indicate that the mechanism is ineffective if a fraudster uses caller ID spoofing 
and manages to find a keyword that is present in the victim’s phonebook as a contact.  
 
The results also show that the participants in group C are overall less likely to answer calls than the 
participants in group A and group B. A possible explanation for this could be that they get more 
cautious and restrictive to all calls when they understand that the survey analyses something that 
has to do with frauds.    
 
The results from the second survey indicates that the participants that go through the defense 
mechanism are somewhat better at determining if an ad is fraudulent or not, thus demonstrating the 
possible usefulness of the defense mechanism.  However it should be pointed out that the difference 
in answers is low and should be seen as an indication rather than a clear result. Even if the 
differences in values are quite low it is evident that the participants that went through the defense 
mechanism are performing better over every single question. While this survey can be an indication 
of the usefulness of the defense mechanism it fails to imitate some of the factors that are present in 
a real world situation. These include that the participant are never going to buy anything and they 
are therefore not facing any risk based on their judgment of their ads. Also, the participants were not 
given the chance to investigate the trustworthiness of the seller by using other tools than the ad. In a 
real life situation the trustworthiness of a seller could be investigated by taking contact with the 
seller or getting help from someone else. 
 
The aim of those two surveys was to answer the question “Can the defense mechanism be a way to 
counter online frauds? “. While the choice of method makes it difficult to determine the effects of 
the defense mechanism in a real life situation it is evident that is has an effect in booth scenarios 
tested in this thesis. Thus, this thesis provides an indication that states that the proposed defense 
mechanism has the potential to be useful for countering online frauds. 
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8 Analysis 
This chapter presents an analysis of the overall processes in this work. This analysis provides a 
discussion on how the main research question was answered and a discussion on factors regarding 
scientific quality, ethics and the impact this thesis has on society. 

8.1 Achievement of goals 
The main aim of this thesis was to answer the main research question; “How can online fraud be 
defined and prevented in Sweden?”. This question was answered by exploring three sub goals that 
generated the following results: 

x A definition of online fraud and a model of online fraud developed for use within the Swedish 
legal system 

x A classification scheme that classifies different types of online frauds 
x An evaluation of a proposed defense mechanism for use in online fraud prevention   

All of those results help providing knowledge about online frauds for professionals within the 
Swedish legal system and for persons that are targeted by fraudsters online. Together, those results 
provide information that helps answering the main research question. 

8.2 Scientific quality 
Lincoln & Guba (1985) suggest four criteria for quality in research; those were considered in this 
thesis. The remainder of this section briefly introduces those criteria and discusses them in relation 
to this thesis. 

Credibility concerns the trustworthiness of the results in a study and should be considered during a 
number of aspects of the research such as information gathering, research design and analysis.  
Lincoln & Guba (1985) describe triangulation as an activity that increases the probability that the 
results will be trustworthy. In this thesis triangulation was used during the interviews in two ways; 
first, separate interviews were conducted with different respondents and second the findings from 
the interviews were analyzed with an additional interview with yet another respondent with a 
different background than the others. To ensure that the data gathered from the interviews was 
correct the interviews where transcribes and sent to the respondents so they could ensure that 
nothing was interpreted wrong. The principle of prolonged engagement was also used in the 
interviews by having the researcher and the respondents work with an action based approach over a 
period of time rather than implementing a cooperation that just stretches to a single interview. To 
achieve credible results from the surveys the surveys was developed in a way that made it easy to 
understand and appropriate for the intended population, as describes in the methods section. 

Transferability discusses the degree of witch the results can be transferred to some other context 
than the context of the study. Lincoln & Guba (1985) argues that a key aspect is to not specify the 
external validity of the study but rather to describe the study well enough for someone else to 
conduct it in another context. This study is involved in defining the concept of online fraud and that is 
an area that could interest scientific areas such as criminology and law. The results and data used to 
reach those results are accounted for and transferability in this sense should therefore be possible. 
The surveys studies the effects of a learning model build on a situated learning approach and could 
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interest researchers in, for example, education and cognition. Literature from those fields was used 
in this study to improve its transferability. 

Dependability concerns ensuring that the results are dependable. Lincoln & Guba (1985) discuss an 
approach based on external control in the sense that dependability can mean that others can 
replicate the study, reanalyze the results or analyze the study itself. To make all those actions 
possible this study provides a thorough description of the selected method’s and the implementation 
and thus makes it possible to replicate the study or analyze how it was conducted. Furthermore all 
results and data used in the study are accounted for, thus allowing someone else to re-analyze the 
data. Further, the definition and models designed in this thesis was applied on a compiled list of 
known online frauds schemes. This successful application showed that the results are useable in real 
world scenarios. 

Conformability is the property of the results to actually be supported by the data. As such 
conformability can be threatened by the researcher being biased and therefore interpreting the data 
in a way that fits his or her needs. In this study conformability was considered and the measures 
taken to ensure conformability was mainly triangulation and thorough presentation of methods, data 
and results as previously described.  

8.3 Ethical aspects 

This section provides a discussion on research ethics in relation to the area of the thesis, information 
security. Since this thesis studies an area related to criminal activities and involved human 
participants ethical considerations were made throughout the entire work process. Central points in 
this topic are that the integrity and well-being of the participants must be protected (Dittrich & 
Kenneally, 2011). Dittrich & Kenneally (2011) proposes the following four ethical principles for use in 
information and computer technology research: 

x Respect for persons 
States that all participation in experiments must be voluntary and proceeded by an 
informed consent where the subject is informed of his rights, possible risks with 
participation and informed that he is allowed to quit at any time without any negative 
consequences.  

x Beneficence 
States that the benefits of a study should be weighed against the possible risks of harm, 
the studies in this thesis was therefor designed to be non-harmful. 

x Justice 
States that all persons deserve the same treatment, the selection of participants must 
be fair. Whenever possible the sampling used in this thesis was designed to provide as 
high possibility as possible for everyone in the intended population to participate. 

x Respect for law and public interest 
Researchers must respect the laws and be transparent with results and choice of 
methods, thus the research question in this thesis is explored in a way that does not 
violate law of public interests. 
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Those principles were considered during this thesis work in combination with the following four 
guidelines proposed by Schrittwieser, Mulazzani & Weippl (2013): 

x Do not harm humans actively 
x Do not watch bad thing happen 
x Do not preform illegal activities to harm illegal activities 
x Do not conduct undercover research 

Further, the Swedish board of ethics, Etikprövningsnämnden (2014) states that all research that 
involves humans and collect personal data that the Swedish law defines as sensitive must undergo an 
ethical review.  

These ethical guidelines established a framework that was use throughout the work with this thesis. 
All participants in the studies in this thesis were actively informed that their participation was 
voluntary and that they could leave the study at any time. Also, no personal data was collected at 
any point of this thesis. 

Several if the guidelines affected the actual research design. A way to test the proposed defense 
mechanism could have been to implement it in a real world scenario and observe its effect. Another 
way to test it could have been to actually try to deceive persons into giving up information to analyze 
if the mechanism makes persons less prone to do this in a scenario with a real attack. However, such 
an approach would conflict with several of the mentioned guidelines since it would potentially put 
the participants in harm and maybe even be illegal. This lead to a more controlled design that 
complied with all of the ethical guidelines, however, it is possible that the results from the surveys 
generated less reliable data than what a real world experiment could have generated.    

8.4 Impact on society 
Apart from the academic contribution of the results in this thesis the results can also have several 
impacts on society. This section presents the impact the results in this thesis can have on society. 

A structured way of working with online fraud prevention within the Swedish legal system. As of 
today there is no common understanding of what an online fraud is. Furthermore there is no way of 
separation between different online fraud schemes. The results in this thesis provide a definition of 
online fraud and a scheme to categorize online frauds. as suggested during the interviews held with 
professionals working with online fraud prevention these results can help the Swedish legal system 
establish a more structured way of working with online frauds. By categorizing online frauds the 
participants said that is is possible to analyze what arenas that are most frequently used by 
fraudsters. As a result of that it is possible to concentrate your efforts to the areas were the effort 
can have greatest effect.      

Understanding of online frauds. The model that describes online fraud can help explaining how 
online frauds are executed. This purpose was identified during an interview with a judge from a 
Swedish court who said that it is sometimes hard for the jurors to understand how online fraud 
crimes are executed. By using the model created in this thesis it can be easier to make the jurors 
understand how a specific crime has been committed. 
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A way to prevent online fraud schemes. The proposition and evaluation of the defense mechanism 
provides a new to work with online fraud prevention. This thesis indicates that the defense 
mechanism will likely be used by a large portion of users in a potentially fraudulent situation. The 
thesis also indicates that the mechanism helps users differentiate between legitimate and fraudulent 
situations. As such, the defense mechanism can be useful for organizations that provide arenas were 
it is possible to commit frauds such as web shops or telephone providers. Previous research indicates 
that an organization that takes measures against fraudsters receive an increased degree of trust from 
their customers (Hoffman & Birnbirch, 2012). Thus, there is a motivation for organizations to 
implement and further evaluate our proposed defense mechanism.       

 



48 
 

9 Future research 
This section suggests future research related to the results produced in this thesis. The section is 
divided into two parts were the first parts discusses the definition and categorization scheme and the 
second part discusses the defense mechanism.  

As of now the definition and categorization scheme has been developed and validated with expertise 
from the Swedish legal system and applied on known online fraud schemes. While these steps 
indicate the usefulness of the definition as well as the categorization scheme future research that 
validates them when they have been used could be a way to enhance and validate them further. 
Such research could be conducted similar to the research in this thesis but with participants that 
made use of the definition and categorization scheme in the work. The results of such a project could 
improve the models further or serve to validate them. 

This thesis proposed a defense mechanism and indicated that it could be useful in countering online 
frauds. However, the methods used in this thesis eliminate factors that are present in a real world 
situation such as; 

x The participants did not face any risks 

x The participants were not able to gather more information than the information that were 
provided in the surveys 

In order to generate reliable data future research could include studies that involve those real world 
factors. Ways to do this could be by observing the defense mechanism in real world situation or 
imitating the real world factors in a controlled environment. A possible way to achieve this could be 
by designing the  study as a game were the participants receive a score based on their performance. 
In such an experiment the score would imitate the risk the participants face in a real world situation. 

As shown in this thesis, the defense mechanism can be developed for use against telephone related 
frauds. We believe that when such system is developed it could be used for research in a real world 
scenario. A way to examine the effectiveness of the defense mechanism could be to ask users of the 
system to participate in future research projects. For the users that participate in the project the 
researcher could simply call them and examine how they act when a call is placed from numbers that 
generate a warning versus a number that does not generate a warning. To get reliable data it is also 
suggested to start the project sometime after the participants installed the system. This is because 
we believe that the users will be more aware of fraudulent events just after installing a protective 
system. If the defense mechanism is implemented in an online auction house it would be possible to 
conduct another real world study by examining how the user’s behaviors are affected by the 
mechanism. In such a project it would be interesting to analyze how frequently the mechanism is 
actually used by the persons it is presented to and what effect it has on the user’s tendency to bid on 
certain auctions.  

While booth examples just presented would provide reliable data it may be hard to make the 
participants stay anonymous throughout the full study. We believe that a future research project 
could rely on gamification to get the participants involved and to create a motivating to “do good” in 
the experiment. Gamification can be a way to increase user engagement in non-gaming systems 
(Deterding, 2011). In this context gamification applied on a research project has the potential to 
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make the participants more involved in the experiment and thus generate more reliable data.  While 
this approach does not fully emulate a real world situation it offer the possibility of reliable data 
collection while still complying with all ethical guidelines previously discussed. With such design the 
participants could be presented with a game where they are to complete one or several tasks. 
Depending on how “safe” the complete the tasks they would receive a score. One test group would 
use the defense mechanism while another group would not. The expected results would be that the 
persons in the test group using the mechanism would receive better scores than the participants in 
the other group.  

While this thesis studies the proposed mechanism as a way to counter online frauds it is our strong 
belief that the mechanism can be used to increase knowledge about other things as well. It is 
therefore interesting to test the mechanism as a learning module in other within and possibly 
outside of information security. One such domain could be to develop the mechanism as an 
application that teaches users in corporate networks information aimed at enchasing the 
corporation’s security culture.  
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Appendix A – list of online fraud schemes 

The IC3 (2014) provides a list of current and ongoing online frauds and descriptions that are 
accounted for in the following table. The descriptions are rewritten from the text in the original 
source. 

Fraud type Description Definition  Categorization  

Auction fraud Auction frauds are when a fraudster 
created an online auction or ad with 
misleading information about the product 
of does not deliver the product to the 
consumer. 

Y Y 

Counterfeit cashier´s 
check 

This scam is targeted at someone who is 
selling goods over the Internet. The 
fraudster will act as a buyer and will pay for 
the goods with a cashier’s check. The check 
will be for more money than the agreed 
price but the fraudster will provide some 
explanation for this. The bank will accept 
the check as real but if it is found out as 
fake sometime after it is used the result will 
be that the seller will owe the bank money. 

Y Y 

Credit card fraud Using credit/debit cards that you are not 
authorized to use counts as credit card 
fraud. Ways to get hold of fraudulent credit 
cards include obtaining them from insecure 
websites and identity theft schemes.  

P NI 

Debt elimination In this scheme a fraudster offers to 
eliminate a victim’s loans or debts for a 
cost that is low in relation to the loans.  The 
victim has to give the fraudster his personal 
information and authorize the fraudster to 
make transactions on the victim’s behalf. 
For that reason, debt elimination scams 
bring a high risk of identity theft related 
crimes.  

Y NI 

Parcel courier email 
scheme 

In this scam a victim is contacted by the 
fraudster by email, often just after bidding 
on something in an online auction house. 
The fraudster tells the victim that the gods 
he bided on is available through some 
national or international parcel provider 

Y Y 
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and asks the victim to send him the money 
for the goods. 

Employment/business 
scheme 

In this scam fake companies search for 
employees. The victim will answer such an 
ad and will be “hired”. The company will 
pose as a company from abroad and tell 
the victim that he will receive his payment 
as a check since the company does not 
have a national bank.  

 

The check will be for an amount larger than 
the agreed salary and the victim will be 
asked to send the excess money back to 
the fake company’s foreign bank account. 
However the check will turn out to be 
fraudulent and the victim ends up owing 
the back for the money transferred to the 
abroad account. 

Y Y 

Escrow services fraud This is a fraud related to online trading. The 
fraudster will act as a seller of goods and 
when a buyer is found he will ask the buyer 
to send the money to an escrow service. 
However, in this scheme the fraudster 
compromised the true escrow service and 
created his own site that looks like the 
legitimate service. The buyer will send his 
money to the fraudulent escrow service 
buy will not receive his goods. 

Y Y 

Identity theft Identity theft is the process of stealing 
someone personal information. A common 
way to make this is to set up a site that 
looks legitimate and then have the victim 
submit sensitive information though that 
site. 

N NA 

Internet extortion Internet extortion is the process of gaining 
control of someone’s systems and tells the 
systems owner that control of the system 
will be released when the owner pays a 
fee. 

Y NI 
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Investment fraud In investment frauds the victims are being 
convinced to invest in something controlled 
by a fraudster.  

Y NI 

Lotteries Lottery fraud is when a fraudster contact 
random victims and tells them they won a 
lottery. The victim gets information saying 
that he has to provide some personal 
information or pay some fee in order to 
receive his lottery prize. 

Y NI 

Nigerian letter When using Nigerian letters a fraudster 
contact the victim and ask for help in 
transferring a large sum of money from 
some country. The victim is asked to pay 
some money to make this transfer possible 
and is promised a percentage of the 
transferred money in return. 

P NI 

Phishing/spoofing Phishing and spoofing is commonly used in 
conjunction to send victims email that 
appears to be from a legitimate source. The 
victims are forwarded to a website where 
they are asked to provide some personal 
information. The website will look 
legitimate but be controlled by the 
fraudster. 

P Y 

Ponzi/Pyramid This is a scheme where investors are 
promised high profits on investments. In 
reality no investments are made but early 
investors get money from later investors. 
The system usually collapses and a portion 
of the investors lose their money. 

Y NI 

Reshipping In reshipping scams a fraudster uses victims 
to “hide” when shopping whit fraudulent 
credit cards. The victims are recruited 
through employment ads or online chats. 
The victims will be asked to receive packets 
on the fraudster’s behalf and reship them 
to an address controlled by the fraudster. 
In this scam the victim will appear to the 
customer that uses fraudulent credit cards 
and thereby disusing the actual fraudster. 

N NA 
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Spam Spam is the process of sending bulk emails 
to a lot of recipients that did not ask for the 
emails. Spam is commonly used as a 
delivery method for other types of frauds 
or malicious software. 

N NA 

Third party receiver of 
founds 

In this scam the fraudster will recruit 
victim’s to work as a middle man for money 
transfers related to fraudulent ads. This is 
similar to the reshipping scheme but 
instead of relaying goods the victim will 
relay money. 

N NA 

 

In addition to the fraud types identified by the IC3, Auction Fraud (2014) identifies a number of more 
online fraud schemes that are present in the following table. The descriptions are rewritten from the 
text in the original source. 

Fraud type Description Definition  Categorization 

Account 
takeover 

Account takeover is when a fraudster gets 
unauthorized access to a victim’s online account. 

P NI 

Business 
directory fraud 

In this type of fraud business receive an offer to 
be part of a business catalog. The business is 
asked to reply with a form even if they don’t want 
to buy the service. However, a small print on the 
form states that the business accepts the offer 
just by returning the form. 

Y NI 

Business 
opportunity 
fraud 

In this scheme victims are contacted with offers of 
a business opportunity where they are asked to 
start their own company and do some kind of 
work or sell some product. The victims have to 
pay for the products in advance but they will turn 
out to be workless and impossible to sell. 

Y NI 

Charity 
donation fraud 

Charity donation fraud is when a fraudster poses 
as a legitimate charity organization. The victim is 
asked to donate money to the fake charity 
foundation. If the donation is made by credit cards 
over a fake website the fraudster gains access to 
the victim’s credit card details. 

Y NI 

Clairvoyant 
scams 

Clairvoyant scams are when the fraudsters tell a 
victim that he has important information about 
the victim’s future and asks for money to reveal 

Y NI 
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that information. 

Click fraud Click fraud is a fraud when the fraudster has 
company ads on a website and gets paid per click. 
In this scam the fraudster clicks the ad 
deliberately in order to get paid more. 

Y Y 

Domain name 
scams 

In this scheme the fraudster will contact 
companies and offer them to buy domain names. 
The fraudster will say that someone else wants to 
buy the name and often states that the company 
only has minutes do decide whether or not to buy 
the domain name. 

Y NI 

Fraud recovery 
fraud 

This happens when a fraudster contact former 
fraud victims and says that the money the victim 
lost can be recovered for a fee. The fraudster will 
pose as a legitimate organization. 

Y NI 

Government 
agency scams 

Fraudsters send out messages that appear to be 
from some government and ask for money or 
personal information. 

Y NI 

Health scams In this scheme the fraudster sends out offers for 
medical cures with unbelievable effects. 

Y NI 

Holiday frauds Fraudsters appear to sell holidays at very low 
costs. 

Y NI 

Identity fraud Using stolen identity when committing a fraud N NA 

Inheritance 
fraud 

A fraudster send a message to the victim telling 
him that some rich person died and left the victim 
a large inheritance The fraudster will ask the 
victim to pay fees needed to administer the 
inheritance 

Y NI 

Internet dialer 
scam 

This scheme is when the victim’s computer 
settings are modifyed so that the victims Internet 
connection is re-routed through an expensive 
phone line. 

N NA 

Land banking 
scams 

Land banking scams involve the fraudster sending 
out ads for small plots of land that as investment 
opportunity’s 

Y Y 

Loan scam The fraudster will make a victim pay an advance 
fee for a loan. One way to commit this fraud 

Y NI 
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would be to make an ad for a fast loan and appear 
to accept a loan from an applicant. The applicant 
can then be asked to pay a fee as insurance for 
the loan. 

Rental frauds This schema includes appearing to rent out a 
property and have the would-be tenants pay an 
upfront fee.  

Y NI 

Romance fraud Romance fraud is when the fraudster poses as 
someone else and makes the victim fall in love 
with that person. When the victim trusts the 
fraudster the fraudster will ask the victim for 
money or personal information. 

Y NI 
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Appendix B - First suggestion for categorizing model 
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Appendix C– Full analysis of the first set of questions in the attitude survey 

The first question was “I think that online frauds is a big problem”. The average answer value 
indicated that the respondents acknowledged online fraud’s as a problem on the Internet. While the 
standard deviation indicates that the answers where quite cohesive the DP indicates that answers 
where provided over a large portion of the spectra. Figure 14 shows the number of individual 
answers for each answer alternative and indicated that even if most answers are used by someone, 
most respondents agree fully of somewhat to the statement in the question. Thus, this answer 
indicates that most Internet users acknowledge online fraud as an issue. 

 

 

Figure 14 Individual answers for the first question 

The second question, “I am not worried about being defrauded when shopping online”, has answers 
that indicate than most Internet users are not worried about being defrauded when they are 
shopping online. However, as indicated by the DP, the full spectra of answers are used by the survey 
participants. This shows that a portion of the Internet users are indeed worried about online frauds. 
As shown in Figure 15 around 35 of the respondents answered in a way where they fully of 
somewhat denied not being worried about online frauds. Since there were 107 responses to this 
question this translates to about 30%. 

 

Figure 15 Individual answers for the second question 
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The third question was “I have the knowledge I need in order to avoid being defrauded when 
shopping online”.  The average answer value to this question indicate that there is a difference in 
how the respondents perception about the own knowledge. This is further indicated by Figure 16 
that shows that the full spectra of answers are used. Those answers could indicate that some of the 
respondents feel a need for more knowledge about online frauds and are more likely to use the 
defense mechanism. Also, it is important to mention that this question does not reveal anything 
about the respondent’s actual knowledge. 

 

Figure 16 Individual answers to the third question 
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Appendix D – Telephone related frauds survey 

Questions for group A 

The participants received three questions and each question was a picture with the following text:  

“Bedöm sannolikheten att du väljer att besvara detta samtal. 
6 innebär att du med säkerhet kommer svara och 1 att du med säkerhet inte kommer att svara.” 

That text translates into: 

”Rate the likelihood that you choose to answer this call. 
6 means that you are sure that you will answer and 1 means that you are sure that you will not 
answer.” 

The respondents where then asked to provide an answer with a number between one and six. They 
were presented to the following pictures. 

In the pictures the following translations apply; 

“Älsklingen” translates to “Darling” 

The text in the red box translates to “Fraudblocks analysis of the calling numbers indicates 
ATEMPTED FRAUD. You are advices NOT TO ANSWER” 
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Questions for group B 

The participants received three questions and each question was a picture with the following text:  

“Bedöm sannolikheten att du väljer att besvara detta samtal. 
6 innebär att du med säkerhet kommer svara och 1 att du med säkerhet inte kommer att svara.” 

That text translates into: 

”Rate the likelihood that you choose to answer this call. 
6 means that you are sure that you will answer and 1 means that you are sure that you will not 
answer.” 

The respondents where then asked to provide an answer with a number between one and six. They 
were presented to the following pictures. 

In the pictures the following translations apply; 

“Älsklingen” translates to “Darling” 

The text in the red box translates to “Fraudblocks analysis of the calling numbers indicates 
ATEMPTED FRAUD. You are advices NOT TO ANSWER” 
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Questions for group C 

The participants received three questions and each question was a picture with the following text:  

“Bedöm sannolikheten att du väljer att besvara detta samtal. 
6 innebär att du med säkerhet kommer svara och 1 att du med säkerhet inte kommer att svara.” 

That text translates into: 

”Rate the likelihood that you choose to answer this call. 
6 means that you are sure that you will answer and 1 means that you are sure that you will not 
answer.” 

The respondents where then asked to provide an answer with a number between one and six. They 
were presented to the following pictures. 

In the pictures the following translations apply; 

“Älsklingen” translates to “Darling” 

The text in the red box translates to “Fraudblocks analysis of the calling numbers indicates 
ATEMPTED FRAUD. You are advices NOT TO ANSWER” 
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Appendix E - Graphical representation of results from telephone fraud survey 

Graphical representation of the results from survey that analyzed SL influenced defense mechanism 
against telephone related fraud.  

Diagrams that shows answers for group A and B on a per question basis: 

Calls from “älsklingen” (translates to “Darling) 

Average answer values: 

 

Standard deviation: 
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Calls from unkown number 

Average answer values: 

 

Standard deviation: 
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Calls from mom 

Average answer values: 

 

Standard deviation: 
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Diagrams that represent answers in group C were the respondents received the questions with calls 
from “älsklingen” and from unknown number. The respondents received each type of question with 
and without a warning. 

Calls from “älsklingen” (translates to “Darling) 

Average answer values: 

 

Standard deviation: 
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Calls from unknown number 

Average answer values: 

 

 

Standard deviation: 
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