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Abstract: Cooperative Intelligent Transport Systems (C-ITSs) are an important development for
society. C-ITSs enhance road safety, improve traffic efficiency, and promote sustainable transporta-
tion through interconnected and intelligent communication between vehicles, infrastructure, and
trafficc-management systems. Many real-world implementations still consider traditional Public
Key Infrastructures (PKI) as the underlying trust model and security control. However, there are
challenges with the PKI-based security control from a scalability and revocation perspective. Lately,
certificateless cryptography has gained research attention, also in conjunction with C-ITSs, making it
a new type of security control to be considered. In this study, we use certificateless cryptography as a
candidate to investigate factors affecting decisions (not) to adopt new types of security controls, and
study its current gaps, key challenges and possible enablers which can influence the industry. We
provide a qualitative study with industry specialists in C-ITSs, combined with a literature analysis of
the current state of research in certificateless cryptographic in C-ITS. It was found that only 53% of
the current certificateless cryptography literature for C-ITSs in 2022-2023 provide laboratory testing
of the protocols, and 0% have testing in real-world settings. However, the trend of research output in
the field has been increasing linearly since 2016 with more than eight times as many articles in 2022
compared to 2016. Based on our analysis, using a five-phased Innovation-Decision Model, we found
that key reasons affecting adoption are: availability of proof-of-concepts, knowledge beyond current
best practices, and a strong buy-in from both stakeholders and standardization bodies.

Keywords: C-ITS; certificateless cryptography; crypto-readiness

1. Introduction

Information security plays an increasingly important role for organizations’ operation
and development. The car industry, the context in which this study takes place, is no
exception. Development of connected cars, autonomous driving, and cooperative intelligent
transport systems are but some recent examples of technologies whose operation rely on
continuous information sharing, and security from theft and wrongful manipulation [1].
Information security management is the practice of providing confidentiality, integrity,
and availability (or the CIA triad) to information and information systems in a systematic
way by identifying, selecting, and introducing security controls [2,3]. These security
controls can be “any process, policy, procedure, guideline, practice or organizational
structure, which can be administrative, technical, management, or legal in nature which
modify information security risk” ([4], p. 2). Security controls are typically identified and
selected as a result of a risk assessment, often requiring a broad set of skills and know-
how [5-7], as it aims to maximize resource allocation as well as benefit the security controls
offered in assisting (rather than burdening) organizational operation and development [8].
However, adoption of new security controls often means changes to the organization’s
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environment, which is not always perceived as useful, depending on the organization’s
change-readiness [9].

While perceived usefulness and adoption of security controls have been addressed in
numerous studies (e.g., [8,10-12]) and have been described as a fertile ground for additional
research [13], the focus has mainly been on the change recipients. That is to say, the end-user
of the security controls, such as employees within the organization who are affected by the
controls in their day-to-day work. Considering that many incidents, malicious or otherwise,
have been reported to be directly (or indirectly) the result of end-users’ avoidance or
ignorance of security controls [8], it has made sense to study factors affecting change-
readiness among recipients, to better cope with advances in security controls. However,
less attention has been paid to the affective factors among the change agents. That is to
say, those responsible for selecting and implementing the security controls in the first
place [14]. Especially when considering new, or innovative, types of security controls based
on technology that is not (yet) considered common practice. This presents a gap in the
literature on information security management, and to an extent, risk management.

In addressing this gap, this study draws on Technology Readiness Levels [15] and
an Innovation-Decision Model [16] to study the cognitive and affective factors when
considering new security controls in relation to the controls” technological maturity. While
security controls may refer to a wide array of proactive and reactive initiatives, in this
study, the focus is on cryptography—and in particular, public-key-based cryptography.
The reason for picking such a relatively narrow type of security control is twofold. First,
cryptography is a mature and widely applied security control with well-defined best
practices and standards [17]. One such example is Public-Key Infrastructure (PKI), which is
a common framework to govern and issue cryptographic keys as digital certificates. Second,
cryptography is, at the same time, under constant development with new innovations
to be considered. One such example is the development of certificateless public key
cryptography—as an alternative to PKI—which has shown to be advantageous in some
instances, such as privacy and latency [18]. Because of this duality, public-key-based
cryptography serves as a good candidate to study attitudes and interventions regarding
adoption of new (cryptographic) security controls. The car industry is a relevant setting
to examine change-readiness, as recent developments—such as in cooperative intelligent
transport systems—face new operational security challenges that rely heavily on secure
and private communication with low latency. Moreover, road infrastructure stakeholders
are also important in this setting due to their natural connection and collaboration with the
car industry.

The contribution of this study is therefore twofold. First, this study provides an
overview of the current development in certificateless cryptography within intelligent
transport systems, and analyzes it based on the Technology Readiness Levels. Second,
building upon this insight, the study furthers the research on security management, and
security control identification and selection by studying affecting factors among decision
makers when deciding on new, innovative security controls.

The remainder of this study is organized as follows. Section 2 discusses current
cryptographic systems in Intelligent Transport Systems, while Section 3 presents cer-
tificateless cryptography and how it has been applied to Intelligent Transport Systems.
In Sections 4 and 5, the Innovation-Decision Model and Technology Readiness are pre-
sented, respectively. Section 6 presents the research approach and how Technology Readi-
ness has been used to investigate the maturity in certificateless cryptography, based on
reviewing the existing literature, and how the Innovation-Decision Model was used as a
lens to study cognitive and affective factors when considering certificateless cryptography
as a security control in relation to its technological maturity. This is followed by Section 7,
which present the empirical results from the literature review and interviews. Finally,
Section 8 discusses the result while the conclusion, under Section 9, highlights the study’s
findings and implications.
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2. Cryptographic Systems in Intelligent Transport Systems

Decades of research in cooperative intelligent transport systems (C-ITSs) still has not
fully harmonized technical solutions for certain security-related challenges. One such
challenge is how to setup and manage secret keys used within the eco-system of stationary
and moving nodes in a C-ITS system. Different pilots and proof-of-concept projects such as
Nordic Way [19] and C-ROADS [20] have chosen to implement traditional PKI architectures.
This approach is also chosen for the railway side of C-ITS, where the European Rail Traffic
Management System (ERTMS) is one of the major initiatives using PKI [21]. Additionally,
the European Telecommunications Standards Institute (ETSI) has drafted a set of technical
standardization documents detailing PKI-based solutions for vehicle C-ITS systems [22].
Although PKI is a solid architecture from many perspectives, the deployment of such a
solution has some drawbacks if the architecture scales rapidly and there are large volumes
of dynamically used key-pairs; the scalability and revocation challenges are still prevalent
in the C-ITS domain [23]. For an eco-system that needs to issue, manage, and revoke
hundreds or even thousands of new key-pairs every hour, e.g., an inner-city cross-road
area during rush hour, a C-ITS system must be both computationally efficient and reliable.
Also, for cross-border scenarios where a set of secret keys for a vehicle are issued in one
domain or country, the approaching domain needs a way to handle those keys securely,
both for verification and revocation.

Security within C-ITSs, often associated with Vehicular Ad-Hoc Networks (VANET)
and Vehicle-To-Anything (V2X) communication, is still an emerging area with needs for
standardization and harmonization, even enforced in the European Union via EU direc-
tives [24]. In the eco-system of vehicles and infrastructure, several technology stacks must
be considered. For example, the usage of 5G and cellular technology, but also short-range
communication using IEEE 1609.x and IEEE 802.11p standards [25,26], e.g., the WAVE stack.
Moreover, different layers of these protocols must also be considered from a cryptographic
perspective. For example, design choices needs to be made if a certain signature functional-
ity should be available on the application layer or incorporated closer to the physical layers
for speed, security and performance. Several initiatives and projects towards cybersecurity
within these areas are ongoing, e.g., the U.S. Department of Transportation’s Intelligent
Transportation Systems Joint Program Office has several projects [27], and the European
Telecommunications Standards Institute (ETSI) has several ITS security standardizations
ongoing, particularly regarding privacy and trust model architecture [22].

3. Certificateless Cryptography

Certificate-based cryptography, also known as Public Key Infrastructure (PKI) cryp-
tography, is a method of secure communication that uses digital certificates to establish
trust between parties. It is based on the concept of public key cryptography, in which each
user has a public key and a private key. These are used for data encryption and signatures.
A digital certificate is a digital document that contains a user’s public key and a set of iden-
tifying information, such as the user’s name, address, and other identifying information.
The certificate is signed by a trusted third party known as a certificate authority (CA), who
attests to the authenticity of the public key and the identity of the user.

Certificateless cryptography (CLC) or certicateless public key cryptography (CL-PKC)
is an alternative method of secure communication that does not rely on digital certificates.
One of the main differences between certificate-based and CL-PKC is the way trust is
established between parties. In a typical PKI, trust is established through the use of the
CA who verifies the identity of users and attests to the authenticity of their public keys;
thus, being able to issue the certificates. In CL-PKC, trust is established through the use of
mathematical algorithms and protocols that eliminate the need for a trusted third party.

The notion of CL-PKC was first discussed by Al-Riyami and Paterson [18]. Primarily,
CL-PKC is used for authentication and key agreement protocols and it eliminates the key
escrow problem (KEP), as well as challenges with certificate management such as scalability
and revocation. In a CL-PKC system, the Key Generation Center (KGC) is the node that
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generates a user’s public and private keys partially, which the user then uses to complete
the key-pair generation. The user typically seeds the KGC with some secret value or identity
string, then called Identity-Based Cryptography (IBC), for further partial key generation.
For this reason, the KGC will not contain any of the final keys and, thus, no certificates are
needed as in traditional PKI. A conceptual depiction of a CL-PKC is provided in Figure 1.

e , Vehicle-2-Anything A

communication

. , Generate secret Skg A—

key flow

ID4 IDp

Figure 1. Conceptual system architecture of a CL-PKC setup with a KGC and two users ID 4 and
IDg. To generate a secret key, the user needs to make a collaborative computation with the KGC,
i.e., generating and combining sk; and sk;.

The KEP refers to a situation where a trusted third party, known as the key escrow
agent, has access to the private keys of the users in a cryptographic system. This creates
potential security and privacy concerns, as the key escrow agent can potentially decrypt or
forge messages, making users vulnerable to unauthorized access [18]. In a traditional PKI,
the KEP is not inherent, as users generate their own private keys. However, PKIs rely on
certificates to bind public keys to user identities, which can be cumbersome to manage and
validate. While IBC simplifies key management by eliminating the need for certificates, it
introduces the KEP as the trusted authority has access to all users’ private keys. CL-PKC
combines the benefits of both PKI and IBC while eliminating the KEP by separating the key
generation process between the user and the KGC. At the same time, CL-PKC avoids the
complexity of certificate management in traditional PKI systems, offering a more efficient
and secure solution for key management and authentication in cryptographic protocols.

In certificate-based cryptography, a malicious third party can impersonate the CA and
issue fake certificates, allowing them to intercept and read encrypted messages (e.g., Dig-
iNotar [28]), whereas in CL-PKC, there is no central authority that can be impersonated,
making it more difficult for an attacker to intercept and read encrypted messages. Addi-
tionally, CL-PKC is more efficient in terms of computation and communication, as it does
not involve certificate management and certificate revocation. Hence, it reduces the compu-
tational and communication overhead and makes it suitable also for environments with
low-powered IoT devices [29]. There is no standard security requirement notion for C-ITS
and VANET in the academic literature; however, we have identified a set of commonly
frequent categorizations based on the work in [30-32]. Naturally, the CIA triad is a basis,
i.e., a security model that emphasizes confidentiality, integrity, and availability of data.
Specific attack types for C-ITS relates to tracability, pseduonimzation and unlinkability; all
referring to protect the privacy and integrity of participating vehicles.

4. Innovation-Decision Model

The adoption process of innovations (such as identifying, choosing, and implementing
one security control over another, like CL-PKC over traditional PKI) can be described as
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proposed by the five-phased Innovation-Decision Model [16]. This model can help shed
light upon what stage and under what conditions an innovation was first discovered by an
individual (e.g., a decision maker on security controls), and how decisions to either adopt or
reject that innovation was made, as well as potential reinforcements of that decision. Note
that innovation with regard to the Innovation-Decision Model does not necessarily mean a
new invention. Indeed, the innovation might have been known for many years. Rather,
it refers to a technology, process, method, etc., that is previously unknown to a particular
individual (read ‘decision maker’). This individual can, faced with this innovation and
in contrast to current best-practices, norms, and knowledge, decide to either adopt or
reject this (new) solution [33]. The Innovation-Decision Model five phases are: knowledge,
persuasion, decision, implementation, and confirmation. Each one of these phases is

depicted in Figure 2 and further described below.
Implementation

DI

Current best-
practice, norms,

and knowledge Knowledge b Persuasion }—P‘ Decision [

(e.g., PKI-based
cryptography)

Confirmation J

Figure 2. The Innovation-Decision Model with its five phases, adapted based on Rogers [16].

Knowledge —This phase of the model occurs when an individual first learns about
the existence of an innovation (e.g., an idea, method, or practice) [16]. Some limited
understanding of how the innovation works is gained in this phase which can be divided
into three knowledge types. First, the innovation must not be new per se; it can have been
invented a long time ago, but is perceived as new to the individual. This type of knowledge
is known as ‘awareness-knowledge’, and can motivate individuals to learn more about
the innovation [33]. For example, by gaining ‘how-to-knowledge’—which is the next
knowledge type—in which additional practical knowledge is sought to better understand
the innovation and its uses. Last is ‘principles-knowledge’, where the individual not only
knows how an innovation works, but also why it works, which increases the chances of
effective use and adoption [33].

Persuasion—At the persuasion phase, the individual forms a favorable or unfavorable
attitude towards the innovation [16]. That is to say, knowing how and why an innovation
work does not necessarily mean an individual will or will not adopt it. Other, external,
and more feeling-centered factors may affect the decision [33]. For example, social influ-
ences from peers and colleagues can affect the attitude towards and opinion about the
innovation. The persuasion phase follows the knowledge phase, as individuals shape their
attitude towards the innovation after they know about it [33].

Decision—The decision phase is where the individual engages in activities that lead to
a decision being made on whether to adopt or reject the innovation [16]. While the decision
to adopt or reject the innovation can be made at any point in the innovation-decision process
(see step ‘a’ in Figure 2), this phase also captures two types of rejection as being either
active or passive [33]. An active rejection means the individual has tried the innovation
and considered adopting it but later decides not to (see step ‘b’ and ‘d’ in Figure 2), while a
passive rejection means the individual never considered adopting the innovation in the
first place (see step ‘c’ in Figure 2) [33].

Implementation—If the innovation is decided for adoption, this phase captures
the innovation put into practice and the potential consequences thereof (see step ‘b’ in
Figure 2) [16,33].

Confirmation—The last step of the process is the confirmation phase, in which the
individual seeks reinforcement of an adoption or rejection decision already made [16].
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The decision to adopt or reject may be reversed at this point if the individual is exposed to
conflicting messages about the innovation (i.e., combinations between the steps ‘e’ or ‘f’
and ‘g’ or ‘'h’ in Figure 2) [16]. Rejection at this point may also be the result of either having
identified an even better innovation to adopt instead, or if the implementation was not
performing satisfactorily [33].

5. Technology Readiness

In order to generate a gap analysis with a focus on measuring the technological
readiness of CLC and CL-PKC, for the C-ITS domain specifically, a technology readiness
framework is needed. Several frameworks for technology readiness have been used in
previous research and in industry, e.g., the well-known Technology Readiness Levels (TRL)
developed by the National Aeronautics and Space Administration (NASA) [15]. Several
other types of different frameworks can be used to measure an organization’s readiness
to adopt a new technology, with different perspectives; the Technology Readiness In-
dex (TRI) measures an organization’s readiness to adopt new technology by assessing its
technological infrastructure, human resources, and organizational culture [34], or the Tech-
nology Acceptance Model (TAM) assess the attitudes and perceptions of an organization’s
members towards the technology [35]. The TAM framework evaluates an organization’s
perceptions of the technology’s ease of use and usefulness, and how these perceptions
influence its adoption. No cryptography readiness frameworks, aimed for C-ITSs or similar
domains, exists. However, due to the increasing interest in quantum computing, several
frameworks and readiness strategies for adopting post-quantum secure cryptography have
been proposed [36,37].

6. Research Approach

Our conducted research consisted of four primary phases: literature analysis, tech-
nology readiness assessment, interview phase and final analysis. The literature analysis
provided necessary data from academic literature which was used in the second phase,
where an initial technology readiness assessment was conducted in order to construct a
relevant interview scheme for the subsequent phase. The goal with the interview phase was
both to measure the technology readiness assessment with the industry, and to triangulate
further what missing components there may be for CLC in C-ITS to have a stronger adop-
tion. Finally, the analysis phase concludes the gap analysis in total. We consider parameters
such as technology readiness level, theoretical differences in cryptographic properties, and
trends of the academic literature development in the field. A complete overview of the
chosed research approach is shown in Figure 3.

CLC Tweaked
Technology
Readiness Levels

J

Analysis Results

. . . . Current State of
Literature Review 4 Data Collection P{ CLC Maturity } —p CLC for C-ITS }
—————— e Y —— s
Interviews Seml-stn}ctured »  Decision Factors » Spec@hst
Interviews ‘ Interviews

Interview Guide
Based on the
Innovation-Decision
Model

Figure 3. An overview of the research approach.
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6.1. Literature Analysis

The review process was modeled after Levy and Ellis’s approach [38] and consisted of
two consecutive activities: gathering articles and extracting relevant information, followed
by analyzing and presenting the findings. IEEE Xplore, ACM Digital Library, and Google
Scholar were used to gather articles, with a search strategy that combined the terms “Cer-
tificateless”, “CLC”, “VANET”, “Vehicular”, “V2X”, “C-ITS”. The set of articles was then
narrowed down into categories based on the search strings “Authentication”, “Aggregated
signatures”, “Key agreement” and “Signcryption”. To determine inclusion, the article titles
and abstracts were examined. Also, in parallel to the search phase, we collected surveys
and literature reviews into a separate set, from which we snowballed articles that was in
scope with the inclusion criteria. Only English-language articles that addressed aspects
falling within the definition of CLC in C-ITSs were kept. Moreover, we only considered
articles published in the time frame of 2022-2023 to limit the scope into a more current view
of the topics. However, we provide a lightweight analysis on articles between 2016-2023 to
understand trends in the research area over time. The remaining articles were then divided
among the authors and processed as follows:

1. Each article was scored with CLC technical readiness level points (CLC-TRL) using
the proposed translation table found in Table 1.

2. The aggregated scoring of CLC-TRL for each specified sub-field in CLC was computed
where the final score was a majority scoring, i.e., if the majority of the articles had
score 7, that would be the final scoring.

3. Each author processed step 1 and step 2 independently, then cross-checked the results
and summarized the final CLC-TRL assessment.

Table 1. Translation table of NASA TRL into corresponding CLC in C-ITS levels.

NASA TRL CLC in C-ITS Translation: CLC TRL

TRL 1: basic principles Only theoretical work is proposed, very few papers in the field.

TRL 2: technology concept Theoretical work combined with comparative analysis with other technologies are given.

TRL 3: first experiments There are several proof-of-concepts in at least a laboratory environment or simulations.

TRL 4: validation in lab There. are se\'/eral proof-of-concepts using corresponding or similar C-ITS equipment, but not
used in real infrastructure.

TRL 5: validation on site Proof.-of-cc.)ncepts exists where the technology is tested in real C-ITS equipment in study- or
pre-pilot sites.

TRL 6: component validation Protocols are implemented and partially tested at real pilot C-ITS sites with real traffic.

TRL 7: system validation Protocols are implemented and fully tested at real pilot C-ITS sites with real traffic.

TRL 8:
TRL 9:

tested and implemented

proven in mission

Protocols are implemented and fully tested at real pilot C-ITS sites with real traffic, and evidence
for feasibility is presented.
Protocols are implemented and ready for scaled deployment in operating C-ITS sites.

The reason for step 2, to use majority scoring instead of mean values, is to avoid large
discrepancies between very small and very large scores, since the focus is on identifying
how far the most mature research has reached, regardless of the quantity of published
articles. In practice, this also meant the authors examined each extraction and discussed
the motivation thereof to resolve any differences.

6.2. Technology Readiness Levels

We used the NASA TRL framework [15] for assessing a set of pre-defined areas within
CLC for C-ITSs: authentication, aggregated signatures, key agreement and signcryption.
Each area is analyzed using the TRL, where each area consists of a set of articles found
in the literature analysis phase. The TRL levels were transformed into the CLC in C-ITSs
context using the translation provided in Table 1. There are nine levels in the framework,
where TRL 1 is the lowest and TRL 9 is the highest. TRL 1 indicates that scientific research
is just beginning and any results can be viewed for future research. TRL 2 corresponds
to when the basic principles have been studied, and there is little or no proof-of-concepts
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for the technology at this level. TRL 3 corresponds to when the technology is actively
researched; usually proof-of-concepts are constructed. The next level, TRL 4, is when the
proof-of-concept is further advanced, and TRL 5 is a continuation of TRL 4 but with more
extensive and more developed implementations, e.g., realistic simulations and tests are
conducted. TRL 6 corresponds to a fully functional prototype of the technology. TRL 7
technology requires the prototype to be demonstrated in a space environment, i.e., in a
realistic environment. TRL 8 means the technology is tested and ready for implementation,
and TRL 9 corresponds to when the technology is “flight proven” during a successful
application (mission as it is stated in the framework).

6.3. Empirical Data Collection and Analysis

Empirical data were collected by conducting interviews to capture the adoption of
CLC in C-ITSs. Interviews were selected to obtain a first-person account of the social
reality of the subject [39]. In this case, the interviews were used to provide insights
into affecting factors when deciding on new, innovative cryptographic security controls.
Selected for interviews were three subject experts. These three were selected because of their
involvement with either regulation of or standardization within C-ITSs and, therefore, in a
position to elaborate on potential, future directions and security controls. All interviews
were recorded and lasted approximately half an hour each. The interviewed subject
specialists are described in Table 2 below.

Table 2. Overview of the interviewees.

Interviewee Role Experience

Alpha Digital strategist ITS/C-ITS Cybersecurity, ITS/C-ITS > 20 years
Beta PKI specialist Cybersecurity, PKI, C-ITS > 10 years
Gamma C-ITS specialist IT-architecture, ITS/C-ITS > 5 years

To enable a more natural conversation, semi-structured interviews were used. The
structure of the interviews took inspiration from the laddering technique, so as to gain
a richer understanding of underlying reasoning and motives. The laddering technique
implies that the interviewer repeatedly asks additional, elaborating type of questions and
follow up on answers given in order to find nuances in the answers [40]. To help direct the
interviews, an interview guide was developed that consisted of a series of questions based
around the five phases from the Innovation-Decision Model. A snippet from the interview
guide with respect to the decision phase is illustrated below.

*  What are the reasons for (not) adopting new cryptographic systems (e.g., certificate-less)
to ITS?

—  What motivates the adoption of (new) cryptographic systems for ITS?

- If you were to decide today, would you be in favor of implementing certificate-less
cryptography in ITS? Why or why not?

— Do you think these motivations/reasons may change in the future?
+  Why do(n't) you think this will happen?

*  Have you ever experienced that a decision to adopt a cryptographic system was later reversed
(e.g., going from adoption to rejection, or the other way around)?

- What was the reason for reversing the decision?
-  Why do you think that arqument was made?
- What would have needed to be different for this decision (not) to have been made?

After the interviews, the recordings were partially transcribed and analyzed in two
steps. First, the transcripts were analyzed using concept-driven coding to extract relevant
answers into the five phases of the Innovation-Decision Model. Next, the extracted data
under each phase were then lifted into a new document where differences and similarities
between answers were identified and synthesized into a coherent result.
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7. Results

The current state of research in CLC for C-ITSs is presented in Section 7.1 as the result
of the literature review, while the analysis of the interviews is presented in Section 7.2.
Table 3 provides an overview of the identified gaps in CLC along with how these gaps
could be closed. These gaps were grouped into three key reasons affecting adoption of
CLC for C-ITSs: availability of proof-of-concepts, knowledge beyond current best-practices,
and a strong buy-in from both stakeholders and standardization bodies.

Seen from the Innovation-Decision Model, the findings suggest a mismatch between
the academic gaps and the practical gaps. Based on the interviews, it was shown that,
in practice, gaps mostly circulated around the knowledge and persuasion phases, which
can be said to ultimately contribute to a passive rejection (i.e., that the decision maker
never considered adopting the innovation in the first place) during a decision phase.
Meanwhile, gaps identified in the academic literature circulated around the implementation
and confirmation phases, particularly in providing insights on consequences and suitability
for CLC in a C-ITS production like environment and context.

Table 3. Overview of the identified and grouped gaps and what could be done, going forward,

to address each gap.

Gaps

Description

Going Forward

Proof-of-Concepts

Various concepts of CLC-based solutions have been pro-
posed, such as for authentication [41-58], aggregated
signing [44,59-64], key agreement [65,66], and sign-
cryption [67-73]. However, common for these pro-
posals is that they have either been tested in a con-
troller lab environment [42,47,48,59,64,74] or only theoret-
ically [41,43,45,49,50,52,53,60,62,63,65-67,73,75], typically
using a desktop or laptop computer. This has lead to
quite similar, theoretical performances as they are based
on matching setups (e.g., using MIRACL lib. Omnet++,
Veins simulations, etc.); even more so when the same PoC
are used between authors [43-45,52,53,67]. Hence, little is
still known about performance in a production-like environ-
ment and context.

Based on the interviews, one way of going for-
ward to counter this gap would be to encour-
age collaborative (government and/or inter-
national funded) C-ITS project initiatives in
which new technological advancements can
be developed, tested and assessed. Such ini-
tiatives could provide an alternative source of
cryptography knowledge in the organisations
and aid buy-in for testing new technologies
and PoC among practitioners and stakehold-
ers alike.

Best-Practices

A clearly identified gap is the lack of professional and
academic-level cryptography knowledge in the organi-
zation; from the interviews, this was frequently men-
tioned as a barrier for further developments of new se-
curity mechanisms. Practitioners from interview Alpha,
Beta, and Gamma, stayed a jour with new developments
in cryptography by Internet searches and third-party
providers recommendations, which tended to gravitate
around already-established best-practices.

Beyond employee training, education, and re-
cruitment of relevant competences within or-
ganisations, science communication plays a
role in affecting the practitioners individual
‘awareness-knowledge’. Bridging academia
and industry—e.g., by extended networking
and increased collaboration between industry
and academia—could, similarly, influence stan-
dardization projects.

Stakeholders and
Standardization

Although the academic research in CLC for C-ITSs is in-
creasing, there is little overlap with standardization bod-
ies, which are typically focused on traditional solutions.
As noted from the interviews, stakeholders tend to rely
on approved standardization requirements, which could
therefore affect a broader comprehension, development
and adoption of CLC-systems by the industry.

Further harmonization of terms, security mod-
els, nomenclature, and grouping of protocols
in CLC for C-ITSs is needed to better bridge in-
dustry, standardization bodies, and academic
work on the topic.

7.1. Current State of Research in CLC for C-ITS

In this section we will detail the current theoretical work of CLC, specifically for C-ITSs.
The amount of research in CLC is massive. A quick search on “certificateless cryptography”,
“CLC” and “CL-PKC” in Scopus, Google Scholar, Springer Link, IEEE Xplore and similar
databases gives several thousand hits. It is more difficult to extract the exact number
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of papers addressing C-ITS since several papers only use VANET or V2X as illustrative
scenarios, where the essence of the research is the mathematical framework rather than
the applicability. Therefore, we applied a filtering process during the synthesis of the
collected data, where the inclusion criteria was to have either (or both) a proof-of-concept
implementation and a significant detailed part of the paper related to VANET, V2X or
other related C-ITS concepts. From the analysis we grouped the remaining articles into
Authentication, Aggregated signatures, Key agreement and Signcryption. Although most
of the articles refer to authentication solutions, our grouping provides a more detailed
distinction of proposed techniques. In the main category Authentication single-signature
solutions were in the majority. We summarize the findings in Table 4. We note that there
exists no surveys for CLC-based security solutions for C-ITSs specifically. However, some
surveys are included in Table 4 if they partially included papers relevant for the intersection
of C-ITSs and CLC, and in that case, the proportion of schemes implemented are only
counted from the set of CLC-based schemes mentioned in the survey.

Table 4. Overview of the current subfields of CLC for C-ITS-related areas, separated into level of PoC
implementations, year and Technical Readiness Level (TRL) score.

Subfield PoC Lab PoC Industry  Reference Data CLC-TRL
2023 Q1
Authentication 33% 0% [41-46] 3
Aggregated signatures  66% 0% [59,60,75] 3
Key agreement 0% 0% [65] 1
Signcryption 0% 0% [67] 2
2022
Authentication 66% 0% [47-57,76] 3
Aggregated signatures  60% 0% [61-64,77] 3
Key agreement 0% 0% [66] 1
Signcryption 100% 0% [68-72] 4
Surveys [32,78,79]

In the analyzed time frame of 2022-2023 there was no proof-of-concept implementa-
tions on-site, i.e., corresponding to level 5 in CLC TRL. The majority of implementations,
and, thereby, performance analysis of CLC schemes, were made on laptops and/or PC
clients with varying specifications in both Ubuntu and Windows. The most-used program-
ming library for the cryptographic operations was MIRACL, e.g., in [46,59-61,67,68]. A few
projects, e.g., [60,61,68], also used network traffic simulations for testing the protocols
communication complexity; the most used simulation tool was Omnet++. The majority of
the remaining found research that included performance analysis did not have customized
implementations but instead referred to other articles and used their results to theoretically
compute their own protocol’s execution time. This would yield a CLC-TRL not higher than
3. We also examined the trend of published CLC-based solutions in C-ITSs. We conducted
a second literature search for articles between 2016-2023 and used a lightweight filtering
process where we did not classify articles into sub-fields (authentication, signcryption and
so on). The publication trend of these papers is presented in Figure 4, and we see clearly
that the number of publications in this area increases over time. The articles in 2023 were
collected up to and including Q1 of 2023.
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Figure 4. Trend analysis of CLC in C-ITSs articles over time, using linear regression to predict the
number of articles for 2023. Q1 marks the number of articles collected up to and including Q1 2023.

7.2. Specialist Interviews
7.2.1. Interviewee Alpha

Interviewee “Alpha” possesses a multifaceted background in system development,
IT architecture, and robotics engineering. However, Alpha’s involvement in C-ITSs came
later in their career. Alpha also has experience in cybersecurity. When confronted with
the concept of CLC, Alpha did not have prior knowledge of it, and similar to Beta, would
utilize the Internet to source information about it. Alpha identified significant challenges in
C-ITSs and cryptographic technologies, specifically concerning the limitations of resources.
These constraints often manifest as performance issues, such as difficulties related to
hardware computations. Alpha saw parallels between these challenges and those faced in
robotics, particularly in terms of securing data and maintaining performance as devices
become interconnected. The future of these issues, however, remained unclear to Alpha.
For instance, Alpha pondered the impact of further advancements in quantum computing.
Alpha also speculated that the evolution of technology, like quantum computing and cloud
services, might necessitate different types of security controls. The adoption of these new
security controls could prove challenging, owing to the difficulty in distinguishing between
quality requirements and business requirements. Moreover, performance issues stemming
from new security controls might also act as deterrents to their adoption.

According to Alpha, one of the keys to successfully integrating new security controls in
their organization would be securing buy-in from standardization bodies. Alpha stressed
the need for the organization to recruit personnel with competence and knowledge in
cryptography. This would facilitate a better understanding and faster adoption of new
security controls. Furthermore, involvement and active participation in innovation are
crucial for the success of the organization. Alpha also pointed out that a significant barrier
to the adoption of new controls is the organization’s tendency to adhere to previously
approved security solutions (e.g., traditional PKI solutions). Another crucial factor for em-
bracing innovation, Alpha indicated, falls on the management’s responsibility. The ability
to understand and encourage innovation could be pivotal in driving the organization’s
work towards adopting new security controls.
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7.2.2. Interviewee Beta

The interviewee, henceforth referred to as “Beta”, possesses extensive experience in the
field of IT-security, with a specific focus on authentication and PKI. Beta did not exhibit any
prior knowledge of CLC and would use Google to gather information. From Beta’s experi-
ence, there is a general tendency toward sluggish adoption of novel security technologies.
This was attributed not only to technological challenges but also political considerations.
Beta suggested that monetary factors often played a significant role, meaning there is inter-
est from the market in what standards and solutions there should be. Within Beta’s C-ITS
projects, there had not been any discussions concerning the replacement of conventional
PKI systems. Beta expressed the belief that, if compelling evidence were presented, show-
ing that a new security technology provides considerable advantages over PKI, the market
could potentially accept the idea of adoption. Beta explained that proof-of-concept is a
highly effective method for promoting the integration of new technologies. The need for
organizations to accumulate knowledge and comprehension of emerging technologies was
a point Beta strongly emphasized. Simultaneously, Beta highlighted the importance of
creating buy-in within these organizations as a key-factor. Beta noted that new technology
must be “easily consumed”, implying that it should be comprehensible and straightforward
to implement in the organization. Beta proposed that any new security technology should
be measured in terms of its maintenance costs and the extent to which it enhances the level
of security. Beta mentioned that one of the major challenges in this process is the lack of
coordination when it comes to introducing new ideas within the organization. In current
international projects, the standard practice for implementing proof-of-concepts with re-
gard to trust is to use PKI. According to Beta, it remains uncertain whether innovation is
necessary in dealing with trust-related challenges within C-ITS, or if the market’s com-
mitment to PKI solutions is robust enough to incubate the expansion of CLC and other
new technologies.

7.2.3. Interviewee Gamma

Interviewee “Gamma” has a background in IT-architecture and has worked in different
technical and project management roles within the C-ITS domain. Gamma was unfamiliar
with the concept of CLC. To gain information about CLC, Gamma would leverage the
current professional cybersecurity network, including resources like DigiCert. Gamma
highlighted that current C-ITS initiatives demonstrate a satisfactory focus on cybersecurity.
However, this focus does not typically include cryptography, but instead emphasizes the
necessity for digital signatures and technical standards. In some C-ITS projects, proof-
of-concepts are carried out for security controls; however, only including traditional PKI
solutions (i.e., not to evaluate novel security controls).

A potential barrier to the adoption of new security controls, according to Gamma,
lies in the organization becoming reliant on proprietary security solutions. To avoid this,
Gamma advocates for the use of open solutions that allow market-driven development.
For an organization to successfully adopt new security controls, Gamma underscores the
need for knowledge and competence in cryptography. This expertise should extend to
system developers possessing proficiency in these areas. Further, Gamma concludes that
the security organization in the company must also champion and understand these new
solutions, facilitating buy-in from decision makers and stakeholders. Gamma suggested
that the vehicle industry, being generally slow to adapt, must willingly accept new security
controls to expedite their adoption. In addition, standardization bodies need to be involved,
considering the industry’s heavy reliance on these standards. For any innovative security
solutions to gain traction, Gamma insists that the benefits must be clearly articulated,
justifying why it surpasses traditional PKI. Consequently, convincing organizations to test
and adopt new security solutions could be quite challenging. Finally, Gamma stated that,
in order to gauge the effectiveness of new technologies, metrics should be established to
assess the costs of maintaining and developing it, as well as the business model it promotes.



J. Cybersecur. Priv. 2023, 3 603
7.3. Interview Summary
The main key takeaways from the interviews are summarized in Table 5.
Table 5. Summary of the key takeaways from the interviews.
Id Key Takeaway
1 It is crucial to have individuals with competency in cryptography within the organization, to not only understand but also
drive and push innovation, despite the complexities of these new technologies.
2 The involvement and support of standardization bodies are indispensable for ensuring a wide acceptance and implementation
of new security controls.
3 A factor that slows down the willingness and ability to adopt new security controls such as CLC is the lack of key takeaways
land 2.
4 Organizations can become stuck with previously implemented and accepted security solutions, e.g., traditional PKI, hence do
not tend to explore new options that are not officially accepted (in standardization documents).
5 Improved proof-of-concepts of CLC-based solutions are needed, to speeding up adoption of such new security controls.

8. Discussion

Our analysis identified three main gaps in the adoption maturity of CLC-based C-ITS
solutions, based on the literature analysis and the industry practitioner interviews. We
discuss each gap in the subsequent subsections, providing insights from the collected data
in how to bridge the gaps and what factors influence the measured CLC-TRL level.

8.1. Gap 1: Proof of Concepts

We note that 0% of the summarized research in Table 4 contained onsite proof-of-
concept implementations. Instead, most implementations were on laptops in laboratory
environments or simulations. This suggests that CLC is not yet ready for the first stages of
industry adoption, since the interviewees confirmed that proof-of-concepts is one of the
key success factors for further adoption of new technology. Moreover, a detailed review of
the implementation descriptions in the literature analysis shows an unsatisfactory level of
reproducibility and comparability since many implementation details are left out, and very
few articles share source code. Several articles leave out testing and performance evaluation
in realistic environments as future work (e.g., [31,47,52,55,64]). Also, several articles referred
to a small set of previous articles that carried out implementations of the crypto operations
used in some of the CLC protocols, and used these to theoretically compute performance
metrics (e.g., [43—45,60,67]). Only a handful of the articles did simulations of network
traffic, where most implementations focused on the crypto computations. These findings
suggest that a closing of the gap relies on creating a buy-in in the industry where future
implementations are relevant. As suggested by the interview data, increased knowledge in
cryptography on the industry side, and more involvement of cybersecurity expertise from
academia in international C-ITS projects are needed for enable more prototyping.

8.2. Gap 2: Best Practices

In general, it was clear from the interviews that an increase in building cryptography
knowledge in the organization is needed; this was highlighted by all interviewees. This
indicates that, in order to pick up new security technology such as CLC, even in the first
stages of innovation, the prerequisite is to hire people skilled in cryptography, or develop
the competence in the organization. This underpins what previous studies have noted
regarding the increasingly broad expertise required for decision makers of security con-
trols [5-7]. Regardless, this would naturally lead to increased costs, not only in terms of
competence development, but also in technology development; an investment which has
shown to not always result in a more profitable product [12], thus potentially affecting the
decision phase towards a rejection. However, seen from a knowledge phase perspective,
the literature analysis indicates that the industry should be able to move towards a decision
phase fairly easily if the knowledge barrier is mitigated, since the academic research is
mature enough to be pushed towards CLC-TRL 5 and 6. If onsite proof-of-concepts can
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be implemented, tested, and assessed, a previous rejection may be reversed at this point if
the decision maker is exposed to conflicting messages about previous doubts. Although,
this most likely requires collaboration with the industry so that relevant hardware can be
provided. From the interview data, we conclude that recruitment and/or development
of skilled employees in cryptography is necessary to close this gap. Moreover, the data
also suggest that more involvement of decision makers and collaboration in the industry
towards exploring non-standard solutions (such as traditional PKI) is needed.

8.3. Gap 3: Stakeholders and Standardization

The interviews indicated two main stakeholders for a buy-in regarding CLC and other
novel security technologies: upper management and standardization bodies. The manage-
ment segment must have a buy-in in order for the organization to consider evaluating new
technology, and the standardization bodies are crucial for the market since they seem to be
very dependent on these bodies. Therefore, even if adequate cryptography competence
is gained within the organization, the persuasion phase is crucial—as can be seen from
previous studies where top management support has been shown to be key for managing
information security in practice [80]. No data from our study indicate whether there is a
natural dependency between adequate competence in cryptography and strong buy-in of
stakeholders; but, drawing on previous studies on differing risk perceptions, we can suspect
these are independent since a buy-in may be more volatile due to individual preferences.
Or put differently, knowing about does not necessarily translate into an intent to do [81].
Moreover, the literature analysis suggests that the nomenclature, notation, and grouping of
schemes is not fully harmonized; thus, potentially leading to even slower adoption due to
a lower level of comprehension. As pointed out by Sripathi Venkata Naga et al. [78] from
the literature analysis, future work in investigating notation standards as in what type of
CLC solutions there are with regards to type of application scenario, is suggested. Indeed,
lacking a common language among information security practitioners have been noted as
a major factor that slows down progression within the field [82]. Similar to cybersecurity
in general, the importance of harmonization and standardization is crucial [83], we thus
hypothesise that an increase in harmonization activities could help to minimize this gap.

8.4. Technology Readiness Assessment

Interestingly, we have identified a distinct increase in academic research of CLC within
C-ITSs (see Figure 4), but the TRL is still below onsite proof-of-concept implementations.
Simultaneously, there is a need for understanding the cryptography part of CLC in the
industry, combined with—as elaborated by interviewee Beta and Gamma—a desire to
have clear proofs as to why such technology would be more beneficial than traditional PKIL
Since standardization bodies are inclined to default to PKI, that seems to be a strong barrier
for the industry to be convinced and spend resources to evaluate new security controls.
To conclude: the current level of TRL for CLC in the domain of C-ITSs is low, where our
qualitative study indicates a knowledge gap (specifically cryptography) in the industry and
the literature analysis indicates a lack of proof-of-concept implementations that can be used
for better buy-in of the industry. The identified gaps for CLC in C-ITSs is, then, hindering
the field to be mature enough for adoption in the current state of industry and academia.

8.5. Future Research

From the interviews, it is clear that the industry has a knowledge gap in CLC. More-
over, the tendency to search for information of new security controls and technology is
not in academia but on the Internet. Can this be a barrier for closing the knowledge gap?
Practitioners have not picked up CLC yet, thus it will be very difficult to even find out
about CLC even though the fundamental research is solid, i.e., if CLC-TRL 4 is reached.
Therefore, research in how the knowledge phase can be improved is needed. We also note
that the current perception is that standardization bodies influence the adoption (or lack
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thereof) of new security controls heavily; hence, a better understanding in how the decision
making and knowledge phase works within these type of organizations, is needed.

8.6. Threats to Validity

There is a possibility that articles aimed for CL-PKC in C-ITSs scenarios have been
missed in the initial literature review phase due to missing keywords in the article or
mentioning of string such as “VANET”, “V2X” or “C-ITS” in the abstracts and conclusions.
Nonetheless, as our analysis was specifically focused on articles targeting the C-ITS context,
it is plausible that any missing articles due to the aforementioned threat suggest that the
central aspect of those articles merely employs C-ITSs as an example scenario or to illustrate
one among several potential use cases. Finally, the accuracy and reliability of data collected
through interviews are naturally subject to the respondents’ recall ability and perception.
There may be biases in the responses that may affect the quality of the data collected.

9. Conclusions

The aim of this study was to explore affective factors for decision makers when
selecting and implementing new types of security controls. Certificateless cryptography
(CLC) as a security control in Cooperative Intelligent Transport Systems (C-ITSs) was
selected as a good candidate to study this phenomenon, since it is still a relatively new
technology that has not yet been widely adopted by the industry, but has, at the same
time, been subject to academic studies for some time. Factors influencing the decision
to adopt or reject this new type of security control were studied by first investigating
current advances and gaps in CLC for C-ITSs. This was carried out by reviewing academic
articles on the topic and rank them according to a modified version of NASA’s Technology
Readiness Levels to assess the security controls (practical) maturity. Likewise, in order
to study the challenges (or gaps) and enablers that affect readiness and willingness to
adopt certificateless cryptography, the five phases of the Innovation-Decision Model was
used as a foundation for the interviews held with three domain experts. As a result, three
gaps were identified as key reasons affecting adoption. First, it was found that there
are few proof-of-concepts that take into account realistic, production like circumstances,
but remain theoretical. As such, little is still known about CLC’s practical suitability in
C-ITS, which does not inspire confidence in buy-in among practitioners and stakeholders
alike. Second, it was found that the domain experts’ principles-knowledge did not go
beyond the security controls currently seen as industry best-practice. Lastly, it was found
that there is little overlap between academic research in CLC for C-ITSs and standardization
bodies, ultimately affecting the buy-in from both stakeholders and standardization bodies.
Additional work is needed to better understand the affective factors for decision makers,
and in extension CLC for C-ITSs. To this end, each identified gap is accompanied by
suggested areas for future research and can be found in Table 3 ‘Going Forward” as well as
in Section 8.5.
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Abbreviations

The following abbreviations are used in this manuscript:

C-ITS Cooperative ITS

CLC Certificateless Cryptography

CL-PKC  Certificateless Public Key Cryptography
ITS Intelligent Transport Systems

TRL Technology Readiness Level

V2X Vehicle-to-Anything

VANET  Vehicular Ad-Hoc Network
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