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ABSTRACT 

This research study investigates the efficacy of security awareness training pro-
grams in managing information security threats. Through a systematic literature 
review (SLR) and multiple interviews, the research explains the interplay be-
tween employees' security knowledge, attitudes, and behaviors in the context of 
these training programs. It demonstrates that appropriately designed training 
initiatives can lead to improved threat detection, reporting rates, and overall se-
curity-conscious behavior. The study also highlights the role of written policies, 
standards, and governance documents in guiding and shaping these programs. 
The interviews bring in practical perspectives, validating and complementing ac-
ademic findings. Overall, this study highlights the significance of security train-
ing programs in creating a work environment that is alert against cyber threats. 

 

Keywords: Information Security, Cybersecurity, Security Awareness Training, 
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1. Introduction 

The digital world is constantly evolving, and with this evolution, there is an in-
creasing number of cybersecurity threats. To protect against these threats, or-
ganizations need to prioritize and promote security practices and security aware-
ness training among employees. These developments have significantly in-
creased the online security risk faced by society, and as a result, many organiza-
tions are taking steps to implement their cybersecurity policies effectively (Li et 
al., 2014). This is especially true considering the quantity, complexity, and acces-
sibility of malicious content and cyberattacks on the internet (Haney, Julie 
Lutters, 2020). 

Information security has become increasingly important for individuals and or-
ganizations in recent years. Several high-profile incidents, including data 
breaches and cyber-attacks on municipalities and other organizations, have 
highlighted that protecting information assets is no longer optional. It is a nec-
essary responsibility that must be taken seriously. 

Despite the availability of advanced security technology, end-users continue to 
be the weakest link in the information security chain (Furnell et al., 2018). The 
reason behind this is that employees are often required to use digital technology 
to complete their work tasks, making them a common target for cybercriminals 
and cyber threats. Organizations must educate their employees on best practices 
for maintaining a good IT security level and implement measures to protect 
against potential threats.  

Security awareness training is a type of education that helps employees under-
stand and handle risks in the digital world. The main goal of security awareness 
training is to change the behaviours of employees, making them more aware of 
today's threats. This helps to prevent potential security risks that the company 
may face. The training often includes short lessons that provide more knowledge 
about specific topics (Al-Daeef et al., 2017). 

Al-Daeef, Basir and Saudi, (2017) describes awareness as vital to any information 
security program. Individuals' lack of awareness can lead to risks such as expos-
ing personal or corporate data to untrustworthy sites, installing harmful appli-
cations, and sharing private or corporate information with others. Security 
awareness programs should be designed to influence users' behaviour and un-
derstanding. Security awareness is often defined based on its required charac-
teristics. 

Al-Daeef, Basir and Saudi, (2017) also describes security awareness as an ongo-
ing learning process where trainees understand the significance of information 
security issues, the organization's required security level, and their own security 
responsibilities. Another definition of security awareness is a state in which or-
ganization users are conscious and ideally committed to their security mission. 

Prior research has shown that security awareness training can be beneficial in 
several ways. Li et al., (2014) found that security awareness training can improve 
employees’ knowledge and attitudes toward security practices, leading to more 
secure behaviour in the workplace. Similarly, a study by Khazaei et al. (2019) 
found that security awareness training can lead to increased organizational cyber 
resilience, as employees are more likely to recognize and report potential threats. 



 

 

2 

 

Through security awareness training, employees can learn more about the value 
of cybersecurity and how to defend themselves and their company against po-
tential threats. 

This study aims to determine if medium-sized companies that have integrated 
security awareness training into their work practice have noticed any positive 
trends in how their employees behave at work and whether any statistics have 
shown that security awareness training has a beneficial impact on IT security. It 
also aims to see if security awareness training can potentially decrease the num-
ber of security incidents and vulnerabilities. 

1.1 Problem Description 

Security awareness training is vital for employees because it helps to protect both 
the individual and the organization against potential cyberthreats. In today's dig-
ital world, employees are frequently required to use digital technology to com-
plete their work tasks, making them a common target for cybercriminals. With-
out proper training, employees may not be aware of best practices for maintain-
ing online security and may inadvertently expose the organization to potential 
threats through their actions.  

Security awareness training can help employees to understand better the im-
portance of cybersecurity and how to protect themselves and their organization 
from potential threats. By educating employees on how to recognize and report 
potential threats, organizations can work to reduce their online security risk and 
protect against cyber-attacks. 

Additionally, security awareness training can improve employee knowledge and 
attitudes toward security practices, leading to more secure behavior in the work-
place (Li et al., 2014). This can be particularly important in organizations that 
handle sensitive or confidential information, as a single security breach could 
have serious consequences. 

1.2 Research aims and research question. 

The research questions for this work will be formulated as follows: 

Research question 1: How does security awareness training impact employ-
ees' attitudes, behaviours, and knowledge related to cyber risk in medium-sized 
companies? 

Research question 2: How can security awareness training impact an organi-
zation's IT security and potentially decrease the number of security incidents and 
vulnerabilities in medium-sized companies? 

The research aims to investigate the effects of security awareness training on em-
ployees' attitudes and behaviour’s related to cyber risk in the workplace, as well 
as the impact on the organization's IT security. The objective is to determine if 
the training is successful in fostering a culture of cybersecurity within the organ-
ization and decreasing security incidents or vulnerabilities. 
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2. Background 

Both the world and technology are always changing. As new technologies are 
constantly being developed, businesses and organizations must adapt to the in-
creasingly digitized world by streamlining work and managing routine tasks in 
the workplace using new methods. Not too long ago, the workspace consisted of 
a desk and a desktop computer. Working elsewhere was difficult because the of-
fice contained all the necessary equipment and information. Today's situation is 
different. The ever-evolving technology has given the workplace a fresh perspec-
tive. Employees can now bring their work with them and complete tasks from 
home, a café, or anywhere else (Matli & Wamba, 2023). Although it allows for 
greater flexibility in the workplace, it also gives cybercriminals new attack vec-
tors to exploit (Lang & Connolly, 2022).  

The coronavirus was identified at the end of 2019. The virus had many other ef-
fects besides the terrible disease. The workplace had to be managed differently 
by many organizations, and remote work became very popular. According to re-
ports, the number of phishing emails had increased by 600% at the start of 2020 
(Lallie et al., 2020). The fraudsters were knowledgeable of this, and COVID-19-
related information was frequently included in the phishing emails. According to 
Chapman, (2021) all businesses must have some level of IT security in place to 
guard against cyberattacks, regardless of their size or industry. It's crucial to 
teach employees how to use computers and think safely; security awareness 
training is a key tool in this process. 

In today's digital landscape, organizations face numerous security challenges. 
Data is a crucial aspect of digital transformation, and protecting it is vital. Com-
panies should invest in strong data management and security solutions to ensure 
the safety of private data belonging to stakeholders like customers and employ-
ees (Shahi & Sinha, 2021). Cyber threats, such as phishing, social engineering, 
malware, and data breaches, are constantly evolving and becoming more sophis-
ticated and persistent. Attackers exploit vulnerabilities in systems and networks, 
leading to financial losses, damage to reputation, and compromised sensitive in-
formation (Shahi & Sinha, 2021). Understanding and addressing these security 
challenges is crucial for organizations to safeguard their assets and maintain 
trust with stakeholders. Therefore, security awareness training plays a crucial 
role in equipping employees with the knowledge and skills to recognize and ef-
fectively mitigate these threats. By educating individuals about the ever-chang-
ing threat landscape, organizations can promote a culture of attentiveness and 
empower their workforce to actively contribute to maintaining a secure environ-
ment. 

Security Awareness Training serves as a tool to empower employees to navigate 
potential cyber threats, such as phishing attacks. Based on own previous research 
in the field, it has been noted that the number of reports sent to the IT depart-
ment increased, indicating the success of this strategy. This is the rationale be-
hind the selection of this topic for study - to determine whether more businesses 
are adopting security awareness training and observing a beneficial impact on 
their strategy. 
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2.1 Clarification of the Term “Security” 

In this work, the term "security" is used specifically to refer to cybersecurity and 
information security. It is crucial to note that this usage does not include broader 
aspects of security such as physical security, personal security, national security, 
or other areas that may be included under the general term of security. This fo-
cused approach has been adopted to allow for an in-depth exploration of the spe-
cific challenges and considerations within the domains of cybersecurity and in-
formation security. 

2.2 Phishing 

Phishing is a type of cyber-attack where malicious actors lure individuals into 
giving up their private information. This might be anything from usernames and 
passwords to sensitive details like credit cards or social security numbers 
(Medvet et al., 2008). These malicious actors often use deceptive emails that 
seemingly originate from a well-known and trusted brand or organization (Jain 
& Gupta, 2017). This approach makes the deceit all the more convincing, hence 
the term "phishing mail”. 

A typical phishing email appears to be from a trusted source, such as a bank, a 
social networking site, an online payment processor, or a corporate IT depart-
ment. The email might contain a seemingly harmless link that directs the recip-
ient to a fraudulent website. On this website, the victim is usually asked to enter 
their credentials or other sensitive information. The attacker then captures this 
data. 

Phishing emails often play on the victim's emotions, creating a sense of urgency 
or fear to motivate immediate action. They might warn of an unauthorized login 
attempt, an impending account closure, or a failed transaction. These scare tac-
tics are surprisingly effective: in fact, 65% of all successful phishing attacks occur 
because individuals click on the hyperlinks attached in these emails. This com-
pels the recipient to visit the fraudulent website and unfortunately leads them to 
disclose their personal information (Jain & Gupta, 2017). 

In other cases, a phishing email might contain an attachment that, when opened, 
installs malicious software on the user's device(Akinyelu & Adewumi, 2014). This 
software can steal information, damage systems, or give the attacker remote con-
trol over the device. 

Phishing is a significant cybersecurity threat. It relies on human error, rather 
than technological vulnerabilities, and is thus very effective against even the 
most secure systems.  In 2022 alone, the FBI’s Internet Crime Complaint Center 
reported that losses caused by phishing scams exceeded $52 million (FBI, 2022). 

2.3 Role of security awareness training 

A well-functioning security awareness training is crucial for aligning an entire 
organization with security practices in today's rapidly evolving threat landscape. 
In an article by Haney and Lutters, (2020),  the importance of going beyond mere 
compliance with training requirements is emphasized to create an effective se-
curity culture. To achieve this, several strategies are proposed. Firstly, the secu-
rity awareness team should be seen as advocates, promoting understanding of 
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security considerations and the adoption of best practices. This requires compe-
tencies in communication, creativity, and an understanding of the organization's 
goals and culture. Secondly, training should make security relatable by com-
municating its business value and connecting it to various roles within the or-
ganization. Additionally, multiple communication channels and techniques 
should be employed to engage employees and reinforce training concepts. Lastly, 
training should not only focus on awareness of threats but also provide practical 
tools and advice to address those threats and promote desired behaviours. By 
implementing these changes and measuring their effectiveness, organizations 
can elevate security awareness training to a new level and foster a robust security 
culture. 
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3. Research Method 

This section outlines the methodology and procedures that will be employed in 
the study. Research involves gathering, analyzing, and interpreting data to gain 
knowledge about a specific subject or phenomenon (Leal Filho & Kovaleva, 
2015). This study was conducted using a qualitative research approach, which is 
well-suited for exploring and understanding social phenomena in-depth. The 
primary data collection method used in this study was interviews, which were 
conducted with individuals from the selected medium-sized companies in Swe-
den. In addition to conducting the interviews, a structured literature review was 
conducted to gather information on the subject of security awareness training. 

The purpose of the interviews in this study is to gather rich, first-hand infor-
mation and insights from the participants. Semi-structured interview questions 
will be used to guide the interviews and ensure that all relevant topics are cov-
ered. Prior to conducting the interviews, a thorough review of existing literature 
on the topic of security awareness training was conducted to provide a solid foun-
dation for the study. The literature review will help to inform the design of the 
interview questions, and also serve to contextualize the responses received dur-
ing the interviews. 

This chapter will provide a detailed description of the research design, how the 
structured literature review was conducted, sample population, data collection 
methods, data coding, limitations and data analysis techniques that will be used 
in the study, along with any ethical considerations that will be considered during 
the research process. 

 

3.1 Systematic Literature Review 

Research literature reviews can serve multiple purposes, such as establishing a 
theoretical foundation for further studies, gaining an understanding of the scope 

Figure 1. Overview of research methods 
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of research on a specific topic, or addressing practical questions by examining 
existing research (Okoli & Schabram, 2010). 

The first step in conducting a systematic literature review is the selection of da-
tabases. The choice of databases will determine the scope and breadth of the lit-
erature search. It is also important to choose peer-reviewed databases, as it will 
save time and make the selection of articles as smooth as possible.  

The next step is the use of search terms. The selection of appropriate search 
terms is crucial for identifying relevant articles to the study. The use of broad 
terms will result in a large number of articles, while using more specific terms 
will result in a smaller number of articles but may miss relevant studies. The use 
of Boolean operators can help to increase the precision of the search. 

The final step is the use of exclusion and inclusion criteria. These criteria will 
filter the articles and include only those relevant to the research. 

The systematic literature review will also be conducted using the eight-step 
method described by Okoli, (2015). This method will thoroughly go through the 
existing literature on security awareness training.  

1. Defining the purpose of the review and establishing clear goals. This 
step is crucial as it guides the entire review process and helps to ensure 
that the findings of the review align with the research question. It is also 
important for the reviewers to be explicit about the purpose of the re-
view so that readers understand the scope and limitations of the study. 

2. Draft protocol and train the team: This step will not be utilized since 
there is only one reviewer.  

3. Applying practical screening criteria to determine which studies should 
be included or excluded from the review. This step is also known as 
screening for inclusion, and it requires the reviewers to be explicit about 
what studies they considered for review and which ones they eliminated 
without further examination. For excluded studies, the reviewers must 
state their practical reasons for not considering them and justify how 
the resulting review can still be comprehensive given the practical ex-
clusion criteria. 

4. Conducting a comprehensive search for literature and providing details 
of the search process. The reviewers need to be explicit in describing the 
details of the literature search and need to explain and justify how they 
assured the search’s comprehensiveness. This is important as it helps to 
ensure that the review is based on a thorough and up-to-date literature. 

5. Extracting relevant data from the selected studies. After reviewers have 
identified all the studies that should be included in the review, they need 
to systematically extract the applicable information from each study. 
This step helps to ensure that the data is consistent and comparable 
across the studies. 

6. Evaluating the quality of the studies and determining which ones will be 
excluded for insufficient quality. Also called screening for exclusion, the 
reviewers need to explicitly spell out the criteria they use to judge which 
papers they will exclude for insufficient quality. Researchers need to 
score all included papers, depending on the research methodologies 
they employ, for their quality. 
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7. Synthesizing the studies also known as analysis, this step involves com-
bining the facts extracted from the studies by using appropriate tech-
niques, whether quantitative, qualitative, or both. This step helps to 
identify patterns, trends, and inconsistencies in the data and to draw 
meaningful conclusions from the studies. 

8. Writing the review: in addition to the standard principles to be followed 
in writing research papers, the process of a systematic literature review 
needs to be reported in sufficient detail such that other researchers can 
independently reproduce the review’s results. This step is important to 
ensure the transparency and reproducibility of the review. 

Following the eight-steps provided by (Okoli, 2015), a systematic litera-
ture review can be carried out, which will provide a comprehensive and 
thorough analysis of the research that is already available on security 
awareness training and will assist in the study's further work. 

 

3.2 Database 

To find relevant articles for this assignment, ScienceDirect, ACM Digital Library, 
Emerald Insight and IEEE Xplore were chosen as the main databases. ScienceDi-
rect is a database of scientific and technical literature that includes articles from 
thousands of scientific journals and conference proceedings. All literature on Sci-
enceDirect is peer-reviewed (Lancet, 2023). This ensures that the articles in-
cluded in the database are of high quality and can be trusted as reliable sources 
of information. ACM Digital Library is a database that contains articles, confer-
ence proceedings, and other research materials from the Association for Compu-
ting Machinery (ACM), a professional organization for computer scientists and 
IT professionals (About the ACM Digital Library, 2023). Like ScienceDirect, all 
materials included in the ACM Digital Library are also peer-reviewed. IEEE 
Xplore is a digital library that contains a wide range of research materials related 
to electrical engineering, computer science, and other technical fields. It is pub-
lished by the Institute of Electrical and Electronics Engineers (IEEE), a profes-
sional organization for electrical engineers and other professionals in related 
fields. IEEE Xplore includes articles from IEEE journals, magazines, and confer-
ence proceedings, as well as a number of other types of research materials, all of 
which are peer-reviewed to ensure their quality and reliability (About IEEE 
Xplore,2023). By using these three databases, it was possible to find high-qual-
ity, peer-reviewed articles for this assignment, saving time and effort in the re-
search process. 

3.3 Search Terms, Exclusion, and Inclusion Criteria 

There are many articles and studies made on the topic of "Security awareness 
training". To locate the most relevant and helpful articles for this study, search 
terms were used to narrow down the results and concentrate on specific areas 
that were related to the study. Logical terms and operators, such as AND, were 
employed to create intricate but accurate searches that assisted in finding the 
most relevant articles. These search strategies helped to uncover a number of 
high-quality articles that were useful for the research (Jesson & Lacey, 2006). 
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Once the search terms had been established, the process of identifying and elim-
inating articles that were not relevant to the research began. The first step was to 
exclude any articles that were published prior to 2017. This helped to ensure that 
only current and relevant articles were being considered. The second require-
ment was that all of the articles included in the research must be peer-reviewed. 
This means that they had been evaluated by a group of experts in the field, who 
had checked the quality and accuracy of the research. The third step is to exclude 
any articles that are not written in English. This will help to ensure that all of the 
articles included in the research are easily understood. Additionally, it will also 
help to eliminate any potential language barriers that may hinder the under-
standing and analysis of the research. By following these inclusion and exclusion 
criteria, the search could be focused on high-quality, relevant articles that would 
be useful for the research. Any articles that did not meet these criteria were elim-
inated from the final search results. Once the initial search had been conducted 
and the search terms refined, the process of reviewing the articles began. 

In total, the search resulted in a large number of articles that were relevant to the 
research. However, by following the established inclusion and exclusion criteria, 
the number of articles was narrowed down to a manageable number that could 
be thoroughly reviewed and analysed for the literature review. Additionally, one 
article was identified through the use of backward search, which involved exam-
ining the reference lists of relevant articles. The final search strings, databases 
used, and the number of articles included in the literature review can be seen in 
the figure below. 

Table 1: Overview of research strings, database, results and how many articles 
that were included. 

Search strings Database Result Included 

"Security aware-
ness training" 
AND "users" 

ACM Digital Li-
brary 

27 2 

Security aware-
ness training 
AND “users” 

IEEE Xplore 45 2 

"Security aware-
ness training" 
AND "users" 

ScienceDirect 60 5 

"Security aware-
ness training" 
AND "users" 

Emerald insight 160 7 

 

This table presents the search strings used in different databases, the number of 
results obtained, and the number of results that were included in the research.  

3.4 Data Collection 

The data collection in this study includes two types of methods: a systematic lit-
erature review (SLR) followed by semi-structured interviews.  
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Starting with a SLR, this method is essential for providing an extensive under-
standing of the existing literature on security awareness training. It will help in 
establishing the current knowledge base, identifying gaps, and framing the con-
text for the interviews. 

Following the SLR, semi-structured interviews was employed as the second 
method of data collection. Semi-structured interviews are a popular method for 
collecting data in qualitative research studies because they allow for a level of 
flexibility and exploration while still maintaining a structured approach. During 
a semi-structured interview, the interviewer has a set of prepared questions to 
guide the conversation, but the exact order and form of the questions may be 
modified based on the interviewee's responses and the direction of the conversa-
tion (Denscombe, 2014)  This approach allows the interviewer to probe deeper 
into topics that the interviewee brings up, while also giving the interviewee the 
freedom to elaborate on their thoughts and experiences. It also allows the inter-
viewer to clarify any points and ask follow-up questions as needed.  

3.4.1 Interviews 

One of the key benefits of using semi-structured interviews is that it encourages 
the interviewee to provide detailed and in-depth information about the subject 
at hand. The questions are open-ended and focus on exploring the interviewee's 
thoughts, feelings, and experiences, rather than simply gathering factual infor-
mation. Additionally, the use of semi-structured interviews in this study allows 
for the discovery of new themes and perspectives that may not have been antici-
pated in the initial question list. This is a key advantage of using semi-structured 
interviews as a data collection method, as it allows for a more open-ended and 
exploratory approach to data collection. The semi-structured format allows for 
the flexibility to follow up on unexpected or intriguing responses, which can lead 
to the discovery of new insights and information that would not have been un-
covered through the use of a strictly structured interview format (Young et al., 
2018). This approach will enable  a more comprehensive understanding of the 
research topic and to explore the perspectives and experiences of the participants 
in greater depth. Furthermore, in order to ensure the accuracy of the collected 
data, the interviews will be transcribed verbatim. This means that every word 
spoken during the interview will be transcribed in written form, including any 
pauses, repetitions, or filler words. The transcribed interviews will be used as the 
primary source of data for the analysis. This will allow for an in-depth examina-
tion of the participants' responses and will provide a detailed account of their 
perspectives and experiences. 

Overall, semi-structured interviews offer a balance between structure and flexi-
bility, allowing for a rich and nuanced understanding of the subject being stud-
ied. This makes it a valuable method for collecting data in qualitative research 
studies and can lead to a more complete understanding of the research topic. 

3.5 Data Analysis 

After the data collection process is done, the next step is to analyse the data to 
extract insights and draw conclusions from the study.  
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3.5.1 Data Coding  

The initial phase of the analysis involves transcribing recorded interviews into a 
textual form, setting the stage for the subsequent examination. Following this, a 
methodological approach known as 'deductive category coding' is employed. This 
strategy, grounded in deductive content analysis, is generally applied when the 
analytical structure is informed by pre-existing knowledge and the research ob-
jective is focused on validating or testing a theory (Elo & Kyngäs, 2008). 

Deductive content analysis proves useful when there is a comprehensive under-
standing of the phenomenon under research. This approach permits the appli-
cation of established theoretical constructs to the data, leading to a structured 
examination. Predefined categories, in this context, guide the exploration of ex-
isting data within a new framework. 

The data is thoroughly observed during the deductive coding process, with suit-
able categories systematically assigned to each segment. These predefined cate-
gories serve as a structured framework, simplifying the organization and inter-
pretation of the data. Utilizing these categories helps identify and classify emerg-
ing patterns or themes from the data, thus ensuring uniformity in the analysis. 

This is an example of how the themes and codes were chosen, based on previous 
knowledge and the research question 1. The first theme identified was 'Shift in 
employees' attitudes towards cyber risk', with the codes 'Awareness' and 'Im-
proved understanding'. These codes helped in exploring how employees' atti-
tudes towards cyber risk changed after undergoing security awareness training. 

The second theme was 'Structure and delivery of nanolearning'. This theme fo-
cused on how the training was delivered to the employees and how the structure 
of the program contributed to their learning. The codes under this theme in-
cluded 'Program delivery', 'Time', 'Topics', and 'Adaption'. These allowed for the 
detailed analysis of how the training was received and how well it was adapted 
to fit the needs and constraints of the employees. 

Finally, the third theme was 'Challenges'. This theme aimed to identify any ob-
stacles encountered during the training and how they were addressed. The codes 
used to capture this theme were 'Maintain interest', 'Adapting to changes', and 
'Talk about it'. These codes helped in understanding the hurdles faced by em-
ployees and the organization in maintaining engagement and adapting to the 
rapidly changing cyber risk landscape. 

Through the systematic assignment of these codes to each piece of data, the anal-
ysis could capture the experiences, perceptions, and shifts in employees' atti-
tudes towards cyber risks. The study also highlighted the challenges faced and 
how they were tackled, providing insights into the efficacy and adaptability of the 
nanolearning method in cybersecurity awareness training. 

3.6 Selection 

Denscombe (2014) discusses that the selection of individuals for interviews is a 
crucial aspect of any research study. Two commonly used approaches for select-
ing interviewees are random selection and non-random selection. 

Random selection is a process where participants are selected at random without 
any specific qualifications or requirements. This approach is often used when the 
research question is broad, and the study aims to obtain a representative sample 
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of the population. However, this approach may not always be the most appropri-
ate, particularly when the research question is specific and requires participants 
with specific knowledge or expertise (Denscombe, 2014). 

Non-random selection, on the other hand, is an approach where individuals are 
specifically chosen for their relevant knowledge or expertise. This approach is 
often used when the research question is specific, and the study aims to obtain 
in-depth insights from individuals who possess unique experiences or perspec-
tives (Denscombe, 2014). 

In this study, non-random selection was utilized to ensure that the interviewees 
possessed valuable insights into the IT departments and knowledge of Security 
awareness training in medium-sized companies. This approach enhances the 
quality and validity of the study, as the interviewees are well-suited to provide 
relevant and meaningful responses to the research question. 

Each interview is expected to last approximately 20 minutes, depending on the 
depth of the answers and the discussion. Careful consideration of the selection 
process and the specific qualifications and experiences of the interviewees is cru-
cial for ensuring the quality and validity of the study's results. 

3.7 Sampling strategy 

To gain a comprehensive understanding of the general operations and practices 
of medium-sized companies in Sweden, a representative sample of 6 companies 
will be strategically selected for in-depth interviews. Choosing a study sample is 
crucial for this research project as it is often not feasible, cost-effective, or ethical 
to study entire populations. The goal of this sampling method is to select a rep-
resentative sample of medium-sized companies so that the findings from the 
sample can be extrapolated to the entire population. This allows for inferences 
and conclusions about the larger population of medium-sized companies in Swe-
den based on a smaller, more manageable subset (Marshall, 1996). 

By carefully selecting a diverse sample of medium-sized companies of varying 
industries, regions, and demographics, the perspective on the current state of 
medium-sized companies in Sweden will be broadened and any common chal-
lenges or best practices that can be shared across companies will be identified. 
Furthermore, this sample size is considered sufficient to provide a well-rounded 
and accurate picture of the current state of medium-sized companies in the coun-
try. It's worth noting that larger samples may not always provide more accurate 
results and there is usually little to be gained from studying very large samples 
as the error in the selection of the sample gets smaller as the sample size in-
creases (Marshall, 1996). 
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3.8 Participants  

Table 2: Participant Details 

 

Table 2 provides information about the interview respondents, including their 
roles in the organization, the platform used for the interview, and the alias or 
pseudonym assigned to each respondent.  

3.9 Implementation 

According to Denscombe's (2014), the predominant form of interview utilized in 
research is the one-on-one interview, wherein the researcher engages in a face-
to-face interaction with the respondent. One-on-one interviews are considered 
the most straightforward to arrange, as they necessitate communication solely 
between two parties. The individualized nature of this interview format allows 
for a more manageable and controlled interaction between the researcher and 
the participant. Moreover, during the subsequent transcription phase, the task 
is simplified as the transcriber only needs to transcribe a single voice, minimizing 
potential complexities. 

3.10 Interview Questions 

In this section, the design of the interview questions is explicated in relation to 
addressing the research questions. The interview questions are strategically for-
mulated to encompass the influence of security awareness training on various 
aspects of employees' attitudes, behaviours, and knowledge related to cyber risk 
in medium-sized companies. Additionally, the questions aim to investigate the 
potential effects of such training on an organization's IT security posture, includ-
ing the potential reduction of security incidents and vulnerabilities. The ques-
tions are designed to elicit open-ended responses from participants, in accord-
ance with the recommendation posited by (Wohlin et al., 2012) with the objective 
of obtaining comprehensive insights into the research questions.  

Interview 
Respondent 

Role in organization Platform Alias 

1 Security Manager/ In-
formation Security Co-
ordinator 

Teams IR1 

2 Product owner IT, Secu-
rity and Cloud 

Zoom IR2 

3 Security Manager Teams IR3 

4 Information Security 
Coordinator 

Teams IR4 

5 IT-Application Owner Email/Phone IR5 

6 Information security of-
ficer 

Teams IR6 
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In conducting the interviews, an initial set of general questions were asked to 
establish and understand the participant's background. These questions served 
as an icebreaker, helping to create an open and relaxed atmosphere conducive to 
a natural conversation. 

Following the introductory questions, the interview transitioned into a more fo-
cused discussion of the research questions. The first set of questions was targeted 
at understanding the impact of security awareness training on the participants' 
attitudes, behaviors, and knowledge related to cyber risk, aligning with Research 
Question 1. This in-depth exploration aimed to capture any shifts in employees' 
attitudes and the ways their behaviors and understanding of cyber risk might 
have changed as a result of the training. 

The interview then proceeded to questions relating to Research Question 2, ex-
amining how security awareness training could influence an organization's IT 
security and potentially decrease the number of security incidents and vulnera-
bilities. This section of the interview sought to gather insights into how the train-
ing could affect broader organizational IT security parameters and incident 
rates. 

Throughout the interview, the goal was to maintain an interactive conversation 
by asking follow-up questions based on the participants' responses. This ap-
proach helped to promote a natural dialogue, which was instrumental in gaining 
deeper insights and understanding. 

3.11 Metrics 

One of the study's aims is to investigate the use of security awareness training in 
medium-sized companies and the impact it has on improving security, but also 
whether it has a measurable positive impact. As mentioned before, the primary 
method for collecting data will be through interviews with relevant personnel 
within the companies. Through these interviews, one of the points will be to de-
termine whether medium-sized companies are using security awareness training 
or not, and if so, whether they have implemented any methods for measuring the 
positive impact of the training. The method used could include measuring the 
number of phishing attacks reported by the employees or other security incidents 
reported within the companies. The measurement of the impact can be done in 
different ways, and it will be through the interviews that the answers to these 
questions will be gathered. 

3.12 Expected Results 

The research aims to understand the impact of security awareness training on 
employees' attitudes, behaviours, and knowledge related to cyber risk in the 
workplace. To gain a comprehensive understanding of this topic, a representa-
tive sample of 6 medium-sized companies in Sweden will be strategically selected 
for in-depth interviews. This sample size is considered sufficient to provide a 
well-rounded and accurate picture of the current state of medium-sized compa-
nies in the country regarding their approach to security awareness training. 

The companies selected for the interviews will be diverse in nature, including 
those of varying sizes, regions, and demographics. This will enable a broad per-
spective on the current state of medium-sized companies in Sweden and identify 
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any common challenges or best practices that can be shared across companies. 
The study will take a two-pronged approach, beginning with a systematic litera-
ture review and followed by gathering information through interviews. The sys-
tematic literature review will involve searching various databases and scientific 
journals and reviewing various studies on the topic. 

This step will provide a strong foundation of knowledge by providing an overview 
of the current state of knowledge on the topic and how security awareness train-
ing affects employees' attitudes and knowledge of cyber risks. Additionally, this 
literature review will serve as material for the later conducted interviews, as it 
will provide a good understanding of the topic and the possible questions that 
can be asked. In addition, the study will also include an examination of how me-
dium-sized companies carry out security awareness training and if there are any 
measurable results. 

Through the interviews with individuals who are responsible for implementing 
and overseeing the training within the companies, the study will gather infor-
mation about the strategies used for training, the resources allocated to it, and 
any measurable results or outcomes that have been observed. The combination 
of both parts will not only provide a comprehensive understanding of the impact 
of security awareness training on employees' attitudes and knowledge related to 
cyber risk in the workplace but also on the approach of different medium-sized 
companies in handling security awareness training. Furthermore, it will enable 
a comparison of the best strategies with the best result from the companies to 
the previous research on the topic and their findings. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

16 

 

4. Systematic Literature Review 

4.1 Phishing attacks and Training Programs 

Phishing attacks are a common cyber-attack that employees may be subjected to 
and therefore require training. According to Kwak et al., (2020) spear phishing, 
the practice of sending emails with malware that appear to come from legitimate 
sources, is a common method used by hackers to target individuals or depart-
ments within organizations. It has been responsible for many high-profile 
breaches and has also been linked to attacks on industrial control systems, espi-
onage, and terrorism. Most training programs for increasing security awareness 
focus on encouraging individuals to report suspected spear phishing emails to 
incident response teams. A study by Tschakert and Ngamsuriyaroj, (2019) found 
that these training programs can effectively reduce the number of individuals 
who fall victim to these types of attacks (also known as the false-negative rate) 
and increase the confidence of participants in detecting and avoiding them. How-
ever, the effectiveness of these programs is limited by individuals' failure or ig-
norance in following recommended policies and by relapse into habitual patterns 
of email use. Research has also identified message cues, such as authority and 
urgency, and individual differences, such as personality traits and cognitive in-
formation processing, as contributing to individuals' vulnerability to phishing 
attacks. In addition, evidence suggests that individuals do not often report sus-
picious emails, and there is a lack of research on the effectiveness of different 
reporting mechanisms. To be most effective, the authors suggest that infor-
mation security awareness programs utilize various learning methods to cater to 
the target audience's preferences. In order to tailor the training program to the 
needs of the group, administrators need to assess the preferences of their target 
audience. Doing so can make the training more effective and produce better re-
sults in helping employees recognize and avoid phishing attacks. 

4.2 The Link Between Knowledge, Attitudes, and Behavior 

The importance of understanding the effectiveness and impact of security aware-
ness initiatives in the workplace cannot be overstated. Most companies want 
their employees to exhibit security-compliant behavior, so it is crucial to clearly 
understand how to promote this behavior effectively. To gain more insight into 
this topic, Sas et al., (2021) conducted a study with two aims: to examine the 
relationship between employees' security knowledge, attitudes, and self-re-
ported behavior (Study 1) and to measure the impact of a security training ses-
sion on employees' level of security awareness (Study 2). 

The results of the first study showed that there was a significant relationship be-
tween employees' knowledge and their attitudes toward security issues. In other 
words, those with more security knowledge tended to have a better attitude to-
ward security. Additionally, the study found that employees who reported having 
more security knowledge and a better attitude towards security also indicated 
that they would behave in a more secure way. However, no significant relation-
ship was found between employees' attitudes toward security and their self-re-
ported behavior. The study also looked at the influence of socio-demographic 
characteristics on security knowledge and found that age, length of career, and 
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percentage of full-time effort were all positively associated with security 
knowledge. Older employees also reported behaving in a more secure way. 

The second study conducted by Sas et al. (2021) aimed to measure the impact of 
a security training session on employees' level of security awareness. The re-
searchers found that the training had a positive effect on both employees' secu-
rity knowledge and attitudes toward security issues. However, the impact on self-
reported behavior was less strong compared to the impact on knowledge and at-
titude. Despite this, the training was still found to be effective in increasing em-
ployees' overall security awareness. 

Several studies have examined the effectiveness of different approaches to im-
proving security awareness in the workplace. Alshaikh, Maynard and Ahmad, 
(2021) conducted a study to investigate the relationship between security 
knowledge, attitude, and behavior. They found that employees with a higher level 
of security knowledge and a more positive attitude towards security were more 
likely to engage in self-reported security-compliant behavior. They also con-
cluded that security training sessions could effectively increase employees' secu-
rity knowledge and attitudes. 

In addition to traditional training methods, the use of a social marketing ap-
proach may be a promising method for changing employees' behavior related to 
information security. According to Alshaikh, Maynard, and Ahmad (2021), this 
approach involves using marketing techniques to influence the attitudes and be-
haviors of a target audience and could potentially be applied to the development 
of security awareness initiatives in the workplace. 

Fagade et al. (2017) discuss the theory of planned behavior, which provides in-
sights into why it is difficult to change the behavior of malevolent insiders when 
it comes to following security protocols. According to the theory, a person's in-
tention, perceived behavior towards crime, subjective norms, and attitude are 
key factors in predicting behavior.  

The authors point out that security managers may provide training, policies, and 
guidelines, but users may not comply even when mandated. The authors further 
suggest that pre-employment background checks and other mechanisms can 
help identify agents that pose behavioral risk. Some of these risks may be unre-
lated to employment, such as anxiety, depression, and medical conditions. Nev-
ertheless, they may help address psychological factors required to form group 
homogeneity. 

Fagade et al. (2017) concludes that behavior and external environmental influ-
ences can indicate early signs of cybersecurity risks. They suggest that human 
resource staff are particularly well trained to apply observation techniques and 
recognize high-scoring risk indicators as predictors of anomalous behavior. By 
doing so, organizations can take necessary actions to mitigate insider threats and 
enhance their cybersecurity posture. 

4.3 Non-traditional methods for improving security awareness 

in the workplace. 

Another study conducted by Abu-Amara and Tamimi, (2021) found that interac-
tive video games may be an effective method for promoting security awareness 
in the workplace. The findings discovered by Abu-Amara and Tamimi (2021), are 
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supported by the research of (Alkhazi et al., 2022) and (Tonkin and Kosasih, 
2022), which also found that non-trivial methods can be effective in improving 
security awareness. Tonkin and Kosasih's (2022) study present “Aurelius,” a cy-
bersecurity simulation game designed to train executives to understand the re-
lationship between cybersecurity policies and business outcomes. The game sim-
ulates the effects of different cybersecurity policies on an organization's profits 
and reputation and is intended to be a novel approach to cybersecurity awareness 
training, using a serious simulation game to engage players in making cyberse-
curity investment decisions and experiencing the real-time consequences of 
those decisions. This finding supports the idea that non-traditional methods can 
be effective in improving security awareness and suggests that organizations may 
want to consider using a variety of approaches in their security awareness train-
ing programs. Many organizations today provide security awareness training or 
send out warnings and advise employees on how to behave securely (Hielscher 
et al., 2021). However, old advice is rarely explicitly retired, and the language 
and cues associated with old behaviors are often left in place. This can be over-
whelming for employees whose main job is not security, as they must navigate 
the complexity and contradictions of the different instructions; implementing 
non-traditional methods can be proven effective in such cases.  

Overall, it is clear that both traditional and non-traditional methods can be ef-
fective in improving security awareness in the workplace. In order to ensure the 
success of security awareness initiatives, it may be necessary for organizations to 
use a combination of methods, tailoring their approach to the specific needs and 
characteristics of their employees. 

 

4.4 Enhancing Information Security Awareness Training Pro-

grams (SAT) 

The effectiveness of security awareness training programs (SAT) in managing 
information security and safeguarding organizational assets cannot be over-
stated. These programs are widely recognized as a crucial component of an or-
ganization's comprehensive information security strategy, aiming to increase 
employee awareness (Alyami et al., 2022). In a study by Dahabiyeh, (2021), im-
portant factors for improving Security Awareness Training (SAT) programs are 
described. The study shows that the technological context had the greatest influ-
ence, followed by the environmental context, and then the organizational con-
text. Within each context, several important factors were identified, including 
usability and implementation, content quality, customization capabilities, inte-
gration, top management support, employee engagement, presence of dedicated 
IT security personnel, vendor support team, and compliance with regulations 
and guidelines. Emphasizing a proactive approach, SAT programs primarily fo-
cus on mitigating unintentional security breaches resulting from employees' lack 
of awareness. Through active participation in these programs, employees gain 
comprehensive knowledge of prevalent security threats, available countermeas-
ures, and the potential consequences of violating security policies. Building upon 
the crucial role of SAT programs in managing information security, Stewart and 
Jürjens, (2017) highlights the importance of organizational policies in their re-
search. According to Stewart and Jürjens, (2017), these policies act as founda-
tional rule sets, designed to safeguard an organization's network and assets 
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against fraudulent activities and embezzlement. Especially if they are spoken of 
in the training programs. 

Stewart and Jürjens, (2017) argues that these security policies effectively deter 
unlawful activities, such as unauthorized intrusion into computer systems, view-
ing of inappropriate websites, and theft of company software. They underscore 
the crucial role of compliance, asserting that adherence to these policies is cen-
tral to their effectiveness. Although the study’s analysis of security policies might 
not be exhaustive, he acknowledges their substantial role in shaping employee 
behavior and implementing security practices within an organization. Their 
work emphasizes the interconnectedness of policies, compliance, and the overall 
effectiveness of information security management in an organization. 

Moreover, SAT programs aim to reinforce employees' understanding of their 
roles and responsibilities in protecting the organization's valuable information 
assets. The importance of promoting a strong security culture among employees 
and developing their cybersecurity skills is also emphasized in the literature 
(Bada & Nurse, 2019) Tailoring programs to SMEs'(Small- and Medium-sized 
Enterprises) resources and providing practical and relevant advice tailored to the 
company's operations are key considerations. Governments and local organiza-
tions offer support through various initiatives, including security objectives, 
training, hardware, and software tools. However, engaging SMEs effectively in 
cybersecurity initiatives can be challenging due to their limited resources and 
focus on operational activities. Effective communication and engagement strat-
egies are crucial to increase awareness and understanding of cybersecurity 
among SMEs. 

It is clear that security awareness training programs, including those designed 
for SMEs, play a vital role in mitigating security risks. The effectiveness of such 
programs can be enhanced by considering the factors highlighted in the litera-
ture, such as technological usability, content quality, customization capabilities, 
top management support, and employee engagement. Furthermore, tailoring 
programs to SMEs' specific needs and providing practical support and resources 
from governments and local organizations can significantly contribute to the de-
velopment of a strong security culture and improved cybersecurity skills among 
employees. 

Bada and Nurse, (2019) also emphasizes the need for further research and de-
velopment to provide concrete programs and interactive support for SMEs in 
different locations and cities. By bridging the gap between research and practical 
implementation, we can ensure that SMEs receive effective cybersecurity train-
ing and support tailored to their unique contexts and limitations. This ongoing 
research will ultimately lead to the continuous enhancement of SAT programs, 
positively influencing employees' behaviors and beliefs, and strengthening the 
overall information security posture of organizations, including SMEs. 

4.5 Importance of tailored and Context-based Training 

Tailored training is emerging as a central element for the effectiveness of Secu-
rity Education, Training, and Awareness (SETA) and Information Security 
Awareness (ISA) programs. Alyami et al. (2022) emphasizes the importance of 
tailoring SETA programs to employees' learning styles and job roles, suggesting 
that personalized training plans and adaptive learning platforms are key for en-
gaging participants. 
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Pattinson et al. (2020) reinforce this notion in the context of ISA programs, find-
ing that the alignment of training type with participants' learning preferences 
and demographics, including age and gender, is more significant than training 
frequency. They assert that custom-tailored interventions are critical for ISA en-
hancement. 

In contrast, Zhang et al. (2021) bring attention to the negative consequences of 
inadequate security training initiatives. Their study reveals that employee’s ex-
press dissatisfaction and reduced engagement when training fails to address 
their unique needs and the specific security requirements of their organization. 
This highlights the risks of not implementing customization in security training. 

Together, these studies form a compelling case for the significance of tailored 
training in security awareness programs. By integrating the insights from Alyami 
et al. (2023), Pattinson et al. (2020), and Zhang et al. (2021), it becomes evident 
that customization, which takes into account learning preferences, job roles, and 
demographic characteristics, is essential in fostering engagement and meeting 
the unique security needs of both individuals and organizations. Organizations 
are urged to design and continuously adapt their security training programs with 
customization at the forefront to achieve effective and impactful outcomes.  
 
In addition to tailoring training based on learning styles, job roles, and demo-
graphic traits, an innovative technique called Context-Based Micro-Training 
(CBMT) is gaining attention in SETA. Kävrestad et al. (2023) shed light on CBMT 
as a way to offer training right when users come across situations where that 
training is needed. For instance, teaching users about secure passwords just as 
they are creating an account or educating them on phishing when they are about 
to open an email that might be sketchy. By giving the right information at the 
right time, CBMT raises awareness and makes sure the learning is relevant and 
can be used immediately. This approach is beneficial because it addresses the 
challenges of knowledge retention and ensures that the training is timely, di-
rectly applicable, and less likely to be viewed as an interruption, hence encour-
aging user participation and engagement. 

4.6 Connecting the dots from the SLR 

Security awareness training is important for managing information security and 
safeguarding an organization's assets. This is also true in medium-sized organi-
zations. However, the effectiveness of these programs hinges on a range of fac-
tors that influence employee behavior and the training's overall efficacy. 

Phishing attacks remain one of the most prevalent cyber threats that employees 
face. Training programs that concentrate on educating employees about phish-
ing attacks have been found effective in reducing false negatives and maintaining 
confidence in identifying malicious emails. Nevertheless, a tendency to revert to 
habitual email usage patterns and disregard for policies can undermine this ef-
fectiveness. Understanding the relationship between knowledge, attitudes, and 
behavior in security compliance is critical. Employees who possess a higher level 
of security knowledge are likely to have more positive attitudes towards security. 
While training can positively impact knowledge and attitudes, it has been found 
to be less effective in modifying behavior. 
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Diversifying training approaches is significant in catering to the varying prefer-
ences and learning styles of employees. Employing a mix of traditional and in-
novative training methods is instrumental in engaging employees and ensuring 
the effectiveness of training programs. 

Moreover, the effectiveness of Security Awareness Training (SAT) programs is 
influenced by various contexts, including technological, environmental, and or-
ganizational factors. It is imperative to take a proactive approach, emphasizing 
the quality of content, customization, support from top management, and em-
ployee engagement. Additionally, a robust policy framework is vital for guiding 
employee behavior. Small- and Medium-sized Enterprises (SMEs) face unique 
challenges due to resource constraints, and targeted support from government 
and local organizations can be instrumental. 

Tailoring training programs to employees' learning styles and job roles has been 
identified as a critical factor in promoting engagement and improving the effi-
cacy of Security Education, Training, and Awareness (SETA) and Information 
Security Awareness (ISA) programs. 

In conclusion, an effective security awareness training program should be com-
prehensive and tailored, considering individual differences among employees. It 
is essential to combine traditional training methods with innovative approaches, 
incorporate a robust policy framework, engagement from top management, and 
adapt to the specific security needs and characteristics of the organization. Train-
ing has a limited impact on behavior change, so complementary strategies are 
necessary to strengthen the organization's overall security posture. 
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5. Results  

5.1 Interviews  

The result presents the findings and implementation of the interviews con-
ducted. The results are based on the codes and themes derived from a deductive 
category coding approach, aligned with the research questions. 

The first step in analysing the data collected through the interviews is to tran-
scribe it into written form. Once transcribed, a deductive category coding ap-
proach will be employed to examine the data. This approach involves applying 
pre-existing categories or concepts derived from relevant literature and theories 
to the data. 

To ensure a systematic and focused analysis, the coding process will involve care-
fully applying the predetermined categories to the interview transcripts. Each 
relevant excerpt of data will be assigned to the corresponding category based on 
its alignment with the established criteria. This deductive category coding ap-
proach allows for a structured analysis that connects the research questions with 
the identified categories. 

By utilizing this deductive coding method, this study aims to provide a compre-
hensive understanding of the research questions while building upon existing 
knowledge and theoretical frameworks. The subsequent sections will present the 
detailed results and insights obtained from the analysis, organized according to 
the predetermined categories. 

5.1.1 Impact of Security Awareness Training on At-

titudes, behaviours, and Knowledge 

 

 

 

Figure 2, Themes and codes related to Research Question 1 (authors own) 
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Shift in employee attitudes towards cyber risks 

In the exploration of how security awareness training changes the way employees 
in medium-sized companies think and act about cyber risks, some common ideas 
emerged from the interviews with all respondents. 

All of the respondents talked about how important it is to keep the training going. 
They agreed that one training session isn't enough. IR2 said that continuous 
training really helps employees understand more about cyber risks. IR1 also no-
ticed that employees started to act differently after they introduced regular secu-
rity training. This shows that training needs to happen regularly to really make a 
difference. 

Everyone mentioned that having the support of management can make a big dif-
ference in how employees see cyber risks. IR3 was clear about this, saying, "you 
need the bosses on board to build a real security culture in the company." This 
idea matched what IR2 and IR1 said about their experiences getting people in 
their companies to understand how important cybersecurity is. 

IR4 added that not only is management support crucial, but the active involve-
ment of both employees and managers in raising information security issues has 
increased. IR4 highlighted that they often reach out for advice or report suspi-
cions, such as emails that could be phishing attempts or other questions related 
to information security. 

Ir5 mentioned that employees even outside the IT-department have developed a 
better understanding of the importance of IT-security. This shows that the 
broader organizational awareness and underscores that the training is not just 
benefiting the IT-department but the company as whole.  

IR3, IR1, IR4 and IR6 emphasized that the attitudes of the employees have 
changed for the better. IR3 mentioned that employees are more engaged and ac-
tively participate by asking questions during trainings and conferences. IR3 
stated, "They are more cautious now; they don't thoughtlessly click on links, and 
they don't authenticate without thinking twice." Similarly, IR1 noted that the 
staff has become more aware of cyber risks and security measures. This indicates 
that the employees have gained a better understanding of why the trainings are 
conducted and have become more open to participating and understanding the 
importance of these programs. IR1 points out one significant change in behav-
iour since the introduction of nano-learning programs, saying, "Another notice-
able change is that we have seen the staff taking better care of their work areas. 
For example, we have noticed that they now tidy away sensitive papers from their 
desks when they go home or go for lunch to ensure that no unauthorized person 
has access to them. This shows an increased awareness of handling sensitive in-
formation and greater caution in the work environment." IR6 mentions, "What 
I can say is that when we send out phishing tests, the IT department gets calls 
from employees who have received emails that they find suspicious. This sug-
gests that they have gained knowledge somewhere about being vigilant for phish-
ing emails. It's possible that they have learned this through the trainings we have 
provided, but we haven't been able to definitively measure if it's directly linked 
to the trainings. However, this is something positive we have observed in their 
behavior." 
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Structure and Delivery of Nanolearning 

IR2,IR1 and IR6 emphasized the importance of tailoring the training to suit each 
individual's needs and skills. They saw this as a pivotal aspect for the success of 
the training and to effect change in employees' behaviours. IR2 highlighted how 
their nano-trainings are structured in short, intensive sessions. He stated, “If one 
happens to click on a fraudulent phishing email, the user undergoes a brief, tar-
geted training against that specific type of phishing email. The training is there-
fore adapted according to the specific content of the email that was clicked on, 
which the program keeps track of." 

IR6 echoed the views of IR2 and IR1 and added an additional layer of insight. 
IR6 stated, "Yes, the most important thing when it comes to organizing a training 
is to adapt it to the target group, and that it resembles the work environment the 
employees are actually in." This comment by IR6 emphasizes not only the need 
for individualization but also the importance of contextualizing the training to 
be reflective of the actual work environment. 

Meanwhile, IR3 underscored the breadth and relevance of the training programs' 
content, "The programs cover several important aspects that employees should 
be aware of and consider in their daily work. On our internal intranet, the train-
ing is designed to cover specific topics related to our work, such as phishing at-
tacks, ransomware, selection and management of secure passwords, secure re-
mote work, conduct in public environments, and handling of fake news." In ad-
dition to this, IR3 stressed the importance of variety in the training programs to 
maintain engagement and ensure that employees are well-informed and pre-
pared for security challenges. IR3 also mentioned that crucial information is 
shared at larger meetings and conferences where everyone can participate and 
receive the information at the same time. This is a viewpoint that IR2 echoed, 
emphasizing the importance of discussing the significance of nano-learning pro-
grams in larger groups and management meetings to incorporate them naturally 
into work tasks. 

IR2, IR1, IR5 and IR6 rely on external programs for their nanolearninge-pro-
grams, and all three are highly satisfied with the outcome. Before starting the 
training, IR2 and IR1 chose to first gauge the organization's awareness level by 
sending out false emails. As IR1 explained, “To get an idea of where we stood, we 
began the training by sending out a phishing email”. This strategy provided both 
IR2 and IR1 with a solid basis to determine how to begin the training and at 
which level. 

The use of external programs was something all four respondents were satisfied 
with, and they appreciated the automated process. However, they also saw the 
importance of being able to adapt the exercises more specifically. IR1 explained, 
“Our external training program has different modules, and we have tailored it to 
our needs. We took a base module and modified it, so we have gradually devel-
oped the trainings to make them more advanced and able to handle new threats." 

 

Challenges 

IR2 highlighted the initial resistance experienced when introducing nano-learn-
ing programs, primarily due to individuals' resistance to change and the addi-
tional content in their inboxes. However, this resistance was short-lived. He 
noted, "The change became positive when the end users realized the value, they 
derived from it. They received more security training without sitting through 
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lengthy, boring courses where they did not always understand everything." This 
issue was not experienced by either IR1 or IR3. Instead, IR1 initially saw a chal-
lenge in getting staff to prioritize information security and to take the time for 
training seriously. To address this, IR1 said, "I have actively requested time dur-
ing our staff meetings to discuss the importance of information security and the 
significance of these trainings." This approach led to greater employee engage-
ment and seriousness toward the training. 

IR3 added that it was previously challenging to engage employees, but it has re-
cently become an expectation, and no one wants to be the one causing costly 
damages to the company. IR3 also mentioned that "much has come for free via 
media monitoring on the topic, and when big incidents have occurred, everyone 
has heard about it." 

IR6 echoed IR1 and IR3’s sentiments on engagement, focusing on the method of 
communication. IR6 emphasized, "It is also important not to just send out an 
email that says 'Click here to start the training' when at the same time we are 
trying to teach people not to click on links in emails without thinking. This be-
comes contradictory." This underscores the need for a coherent communication 
strategy, similar to IR1’s approach of using staff meetings to address information 
security. 

IR5 identified a mindset challenge, similar to the initial resistance mentioned by 
IR2, but on an individual level. He stated, “I think the biggest problem has been 
getting all the employees to understand that this can happen to anyone in the 
company. I believe many thinks: it will never happen to me and my computer.” 
This ties back to IR1 and IR3's focus on the importance of making employees 
understand the significance of information security. 

By promoting awareness and emphasizing the importance of cybersecurity, they 
saw increased engagement and more seriousness towards the trainings. Another 
challenge was the early integration of security awareness, particularly for new 
hires. To address this, IR3 has implemented an introductory training for new 
employees to foster early awareness and understanding of information security, 
aiding them in building a solid foundation of security awareness and promoting 
good security practices from the beginning. This aligns with IR1's sentiments, 
highlighting the importance of early and ongoing training. 

IR2 also mentions the need for empathy towards employees, saying, "We must 
remember that those working in the finance department, for example, do not 
have the same experience with IT security. It's not their specialty. We still need 
to enlighten and educate them on the topic, understanding that they may not 
have strong prior knowledge." IR1, IR3 and IR4 agreed with this, highlighting 
the importance of tailoring training to employees' varied backgrounds. 

Adapting the length of the training sessions was also seen as crucial to counter 
resistance and the risk of boring the users. IR3 illuminated the challenge of 
maintaining user interest without boring them, a sentiment shared by IR1 and 
IR2, who mentioned not making the training too tedious or lengthy. IR2 said, "If 
users have to spend an hour a week, they will get bored, but if it only takes 5-10 
minutes a week, it doesn't seem as daunting, and interest is still maintained. This 
has been important for us to achieve success." IR1 added, "The exercises only 
take 2-5 minutes, which has been predetermined by the external provider we use, 
and it has worked well for us." IR3 also highlighted this, saying, "Another chal-
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lenge is not to tire out the users and always maintain their interest. We've han-
dled this by creating short, topic-specific trainings instead of lengthy ones cov-
ering multiple subjects at once, which can cause users to lose interest." 

By actively addressing these challenges, IR1, IR2, IR3, IR4, and IR5 have ob-
served increased efficiency in the program and positive changes in employees' 
attitudes, behaviors, and understanding of cyber risks. It has become clear that 
early and continuous investment in security awareness is crucial for establishing 
a strong information culture, which is an important part of facing the challenges 
that arise along the way. This approach has also helped reduce cyber risks; a sen-
timent shared by all respondents. 

5.1.2 Impact of Security Awareness Training on IT 

Security and Incident Reduction 

 

Impact of Nanolearning 

The effect of nanolearning was clear in the insights provided by those inter-
viewed, with their comments indicating a rise in awareness and a better response 
to security threats. 

According to IR1, "We've noticed that people today pay more attention to vulner-
abilities, which we see as clear signs when they reach out to us. We used to nei-
ther measure nor talk about incidents, but now we do, and incidents get re-
ported." They stressed the importance of reporting incidents, even in situations 
when one employee clicked on seemingly reliable but compromised link. IR1 fur-
ther added, "When this was found out, it was reported right away, which let us 
isolate the impacted computer, shut it down, and reformat it." 

Similarly, IR2 pointed out the positive effects of nanolearning, stating, "We have 
not had any significant security incidents, but we've found vulnerabilities that 
weren't previously detected by employees, but instead by our IT security team." 
They emphasized the growing awareness among staff from different depart-
ments, who can now identify vulnerabilities before they turn into security inci-

Figure 3, Themes and codes related to Research Question 2 (authors own) 
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dents. IR2 remarked, "It's become part of every project, and it's certainly an ad-
vantage. Everyone has been able to contribute and think about security in other 
departments." 

In agreement with the others, IR3 recognized the positive impact of nanolearn-
ing, stating, "We can see that users are daring to report and speak up if they no-
tice anything suspicious. This is positive." They further stressed the importance 
of immediate reporting, saying, "We really stress that one should report right 
away if anything happens, so that we can make time to address the situation and 
not pretend like nothing is happening." 

IR4 contributed by stating that nanolearning significantly increased the ten-
dency to report, particularly in cases of suspected emails. IR4 pointed out that 
the main goal of raising awareness has been achieved, as evidenced by the in-
crease in reporting, questions, and dialogue about information security. Further-
more, IR4 mentioned that self-assessments showed that 98-99% of participants 
felt an increase in their knowledge of information security. 

IR1 explains that they don't necessarily have a concrete method to accurately 
measure the effect of the training programs. However, they have observed a local 
increase in reporting rates, indicating that people are becoming more conscious. 
When they initiated their nanolearning sessions, the response rate to the ques-
tions stood at 75%. In the second year, this rate increased to an average of 85%. 
"This is a clear sign that people are taking the nanolearnings seriously and ac-
tively discussing it with others." IR2, on the other hand, mentions that they can 
extract a lot of statistics from the external program they use. IR2 said, "We have 
access to a lot of statistics, including statistics from the other clients of the exter-
nal training program. Even though we do not know their names or companies, 
we can compare how we manage against others who use the same service." IR3 
notes that they handle everything in-house, and as a result, they cannot see any 
specific statistics other than noticing changes in casual conversations in the 
break room. Although less structured, this informal feedback provides valuable 
insights into the impact of their training programs. 

Together, these statements demonstrate the positive influence of nanolearning 
in increasing awareness, encouraging incident reporting, and fostering a culture 
of security consciousness within the organizations. 

 

Communication 

All respondents emphasize the importance of communication and engagement 
regarding security awareness and nanolearning within their organizations. 

IR3 states, "We communicate the importance of nanolearning to our employees 
in various ways. One of our main strategies is to consistently highlight and dis-
cuss the significance of 'security awareness training' during meetings, larger 
gatherings, and conferences. These events provide us with excellent opportuni-
ties to highlight the constant need to stay updated with the latest security prin-
ciples and procedures." IR3 continues: "In addition to this, we use our internal 
intranet to continuously share vital information and updates about security and 
nanolearning." By disseminating this information in an accessible and regular 
manner, IR3 mentions that they can reach all employees regardless of their po-
sition or job responsibilities. IR3 also mentions that they aim to implement se-
curity thinking early in new employees by initially providing them with more ex-
tensive security training, laying a foundation from the start. IR1 shares a similar 
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strategy with IR3, stating that their employees undergo MSB's DISA training as 
part of their introduction. 

IR4 adds that communication is partly achieved by informing and anchoring the 
training with management and managers, who are responsible for motivating 
and following up with their employees, and partly through information on the 
intranet. Additionally, IR4 mentions other concurrent activities, such as infor-
mation security training with each unit and information campaigns. 

IR3 notes that their operation handles quite sensitive information, "As we handle 
sensitive information in our operation, our employees are already aware of the 
importance of security, and we don't always need to communicate its im-
portance." "This awareness has made it easier for us to motivate them to actively 
participate in the nanolearning programs. They understand that their engage-
ment in these programs protects the organization, their personal data, and the 
sensitive work they perform." 

IR5 emphasizes the utilization of emails and reminders to ensure that everyone 
completes the mandatory nanolearning programs. 

IR2 notes, "Before we introduced the security awareness training program for 
the employees, I and the program's responsible sent out a phishing email to as-
sess the current level of the employee's awareness. This was done to gain insight 
into how well-prepared we were for cyber threats. After this step, we informed 
everyone about the new program. From that point, everything is more or less 
automated". The program IR2 uses adapts the training based on each individu-
al's knowledge level and the areas they have previously struggled with. Providing 
extra motivation to employees has not been deemed necessary in this context, as 
the program itself and the employee interactions appear to promote this natu-
rally. The visibility of statistics regarding which departments have yet to com-
plete their training encourages a form of mutual motivation. IR2 explains that 
the program's ranking system is a significant motivating factor in this dynamic. 
"It taps into a competitive spirit, with many striving to attain higher rankings, 
making the learning process more fun." 

Getting the management team involved is very important for successful commu-
nication to the employees. This is something both IR1, IR3, and IR6 emphasize. 
IR1: "Despite some considering they have more important things to do, we have 
made it clear to everyone, primarily the management team who has passed it on 
to all employees, that this is a priority." IR1 continues, "We are quite pleased that 
almost 90% participate this year". IR3 mentions that "The management team is 
also involved in the process. They have access to all statistics and keep the em-
ployees updated on the importance of participating in the nanolearning pro-
grams." 

IR6 highlights the role of external factors in communication, stating, "Yes, it's 
about communicating through the management how important it is and that we 
continuously remind and discuss this subject. Right now, we are also naturally 
supported by what is happening in the outside world, as social media, and news 
report on related events. This in itself serves as a form of education when the 
subject is brought up in the media, on TV, and so on." 

All respondents underscore the importance of feedback and continuous updates 
within their IT security and nanolearning programs. IR3: "Taking in feedback is 
also a crucial part; this allows employees to communicate with us about what 
they think about the training and what needs to be improved." IR1 agrees with 
this and emphasizes the importance of direct communication and feedback after 
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introductory training, creating opportunities for continuous improvements 
based on employee experiences and insights. Additionally, IR4 stated, "Abso-
lutely, evaluation and follow-up of the intended effect are an important part of 
educational efforts. We have conducted an evaluation that includes design, 
method, and with the opportunity to also leave other comments." This highlights 
the importance of evaluating the effectiveness of the educational programs. 

 

Policies and Guidelines  

All respondents agreed on the important role that written policies, standards, 
and governance documents have in their respective organizations' nanolearning 
programs. IR1 noted that many components included in the nanolearning pro-
grams are detailed in their guidelines or governing documents. Specifically, they 
have user guidelines for information security that serve as a foundational plat-
form. Additionally, IR1 shared that at the end of the nanolearning programs, 
there are often links to their governing documents where users can further read 
about a particular topic or similar. "This has been crucial for us in order to en-
hance knowledge," says IR1. IR3 follows a similar approach where their intranet 
allows further reading on certain topics and offers quizzes to test the users' 
knowledge. IR3 also emphasizes the importance of policies and guidelines as an 
additional resource for employees. The nanolearning programs address key com-
ponents that are further elaborated on in the governing documents and policies. 
IR3 notes that the nanolearning programs, governance documents, and policies 
genuinely complement each other. "If you want to know more about anything, 
the information is in our other documents," states IR3. 

IR5 adds, "All employees will read and sign the IT Use policy on an annual basis. 
If significant changes to the policy are made, employees may be required to read 
and sign the policy at that time. All policy documents are available on the intra-
net. The nanolearning modules that are sent out often involve a review of the 
previously mentioned policies and understanding how to detect threats and 
other things that can affect IT security." 

Furthermore, IR6 mentions that they are nearing completion in updating their 
governing documents and policies to communicate best practices more effec-
tively for cybersecurity. IR6 states, "We are almost done with this and are in the 
process of finalizing them. They don’t cover everything, but they explain the im-
portance of cybersecurity and other things that are important to know." 

However, IR2 has not exactly taken the same approach but mentions: "Besides 
the training program itself, I have created guidelines for information classifica-
tion. This helps employees understand how different types of data should be han-
dled. For example, if an email contains a certain type of personal data, it will be 
classified at a specific level according to the guidelines I have developed. This 
provides employees with a clear indication of what can and cannot be sent to 
external recipients, and it complements the information given in the nanolearn-
ing programs. 
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6. Discussion 

In this chapter, the discussion draws upon the findings from the systematic lit-
erature review (SLR) and the interviews conducted with all the respondents. The 
goal is to understand the study's implications regarding the role of security 
awareness training and nanolearning in organizations. Evidence from academic 
research and real-world experiences is considered to explore the connection be-
tween these two different but related perspectives. By connecting findings from 
the SLR and the interviews, a complete understanding of the topic is presented, 
evaluating how effective security training programs are at dealing with cyber 
threats. 

6.1 Key insights from Interviews focused on RQ1 

The interviews reveal an important shift in employee attitudes towards cyber 
risks, a factor found to be significant in the SLR. According to all respondents, 
continual security awareness training, when effectively implemented, leads to a 
noticeable change in employee behavior. This aligns with the findings of Sas et 
al. (2021) and Alshaikh, Maynard, and Ahmad (2021), who pointed out that se-
curity knowledge and positive attitudes towards security are linked to secure be-
havior. 

Moreover, the interviewees emphasize the importance of management support 
in instilling a strong security culture in the organization. IR3 specifically states, 
"you need the bosses on board to build a real security culture in the company." 
This observation echoes the findings of Dahabiyeh (2021), who identified top 
management support as one of the crucial factors in improving Security Aware-
ness Training (SAT) programs. 

As noted by IR1, IR3, IR4 and IR6 the increased engagement of employees and 
their cautious behavior towards potential cyber threats suggest a heightened se-
curity awareness. This increased awareness is likely to have been brought about 
by the consistent and effective training, as postulated by Tschakert and 
Ngamsuriyaroj (2019), who highlighted the benefits of training programs in re-
ducing susceptibility to phishing attacks. 

Regarding the delivery of nanolearning, both IR2 and IR1 emphasized tailoring 
the training to meet individual needs and skill levels, an approach that Kwak et 
al. (2020) advocated. This personalized training approach is seen as crucial to 
engaging employees effectively and promoting secure behavior.  IR6 also empha-
sized the importance of adapting the training to the target group and making it 
reflective of the actual work environment. This comment by IR6 aligns with the 
insights from Alyami et al. (2022) regarding the importance of tailoring SETA 
programs to employees' learning styles and job roles. This need for customiza-
tion is also underlined by Pattinson et al. (2020), who found that alignment of 
training type with participants' learning preferences and demographics is crucial 
for Information Security Awareness enhancement. This personalized training 
approach is seen as crucial to engaging employees effectively and promoting se-
cure behavior.  

IR6 highlighted the importance of a coherent communication strategy in train-
ing, illustrating the need for consistent messaging and methods in education, 
which is in line with IR1’s approach of using staff meetings to address infor-
mation security.  
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Finally, the noticeable change in the behavior of employees towards handling 
sensitive information, as noted by IR1, aligns with the idea proposed by Fagade 
et al. (2017) that pre-employment background checks and other mechanisms can 
help identify agents that pose behavioral risk, and the more cautious behavior is 
indicative of an increased awareness of these risks. 

Overall, the findings from the interviews provide practical insights that align 
with the theoretical research from the SLR, reinforcing the value of ongoing, tai-
lored security awareness training and strong management support, coherent 
communication strategies, and employee engagement in enhancing employees' 
cybersecurity behavior. The personalization and alignment with employee needs, 
as emphasized by IR6 and supported by Alyami et al. (2022) and Pattinson et al. 
(2020), are essential in fostering engagement and meeting the unique security 
needs of both individuals and organizations.  

6.2 Key insights from interviews focused on RQ2 

Cyber threats such as phishing attacks pose significant risks to organizations. As 
noted by Kwak et al. (2020), they are common tools for hackers. Training pro-
grams aimed at raising awareness about these threats have shown efficacy in 
both decreasing the number of victims and boosting participants' self-assurance 
in spotting and avoiding these dangers (Tschakert & Ngamsuriyaroj, 2019). The 
improvement in reporting rates post-nanolearning programs initiation, as seen 
in the interviews conducted, corroborates this. Participant IR1 noted an increase 
from 75% to 85% in response rate within two years of implementing the 
nanolearning sessions, hinting at the efficacy of these training programs in 
heightening awareness about such threats. 

The relationship between employee's security knowledge, their attitudes towards 
security issues, and their behavior has been well-established in studies like those 
by Sas et al. (2021) and Alshaikh, Maynard, and Ahmad (2021). Employees with 
greater security knowledge and a more positive attitude towards security are 
likely to engage in more secure behaviors. In the interviews conducted, partici-
pants IR1, IR2 and IR4 echoed these findings, mentioning employees becoming 
more aware and actively participating in discussions on security issues after the 
training programs. IR3 cited noticeable changes in casual conversations in the 
break room, indirectly indicating a shift in attitudes and behaviors. 

However, the efficacy of security training programs can be impeded by setbacks 
into old habits or neglect to adhere to recommended policies. Therefore, it is es-
sential to design these programs according to the needs and preferences of the 
target audience (Alshaikh, Maynard, and Ahmad, 2021; Sas et al., 2021). This 
was reinforced by interviewees IR1, IR2, IR3, IR4 and IR6, who stressed the im-
portance of communication and engagement in security awareness and 
nanolearning. They highlighted the crucial role of management in endorsing 
these programs and the need to adjust them based on individual knowledge lev-
els. 

Another common conclusion that emerged from both the SLR, and the inter-
views was the role of written policies, standards, and governance documents. 
They guide and shape security awareness training and nanolearning programs. 
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Stewart and Jürjens (2017) accentuated the importance of organizational poli-
cies as fundamental rules protecting an organization's assets. This view was 
somehow mirrored by all the respondents, whom all acknowledged that these 
documents were essential in their respective organizations' training programs. 

Interestingly, IR6’s experience of sending out fake phishing emails and providing 
training when recipients clicked on them is in line with the approach highlighted 
by Kävrestad et al. (2023), called Context-Based Micro-Training (CBMT). CBMT 
emphasizes providing training at the moment it is needed, ensuring it is timely 
and directly applicable. This approach is beneficial because it addresses the chal-
lenges of knowledge retention and ensures that the training is timely, directly 
applicable, and less likely to be viewed as an interruption, thereby encouraging 
user participation and engagement. This effectiveness is exemplified through 
IR6's practice, demonstrating how immediate feedback and training can signifi-
cantly impact users' awareness and behavior. 

In summary, both the SLR and the interviews conducted emphasize the critical-
ity of security awareness training programs in managing information security 
and fostering a security-conscious behavior amongst employees. Both traditional 
methods and the key role of policies and guidelines are highlighted in both stud-
ies. The real-world experiences from the interviews further validate academic re-
search, underscoring the significance of these elements in establishing effective 
security training programs. 

 

6.3 Limitations 

The study has several limitations that should be acknowledged, despite the rig-
orous research design and careful consideration of the data collection methods. 
One potential limitation is the use of a qualitative research approach, which may 
limit the generalizability of the findings to other settings. Qualitative research 
aims to explore a particular phenomenon in-depth and does not aim to produce 
statistically representative results. Therefore, the findings of this study may not 
be applicable to other types of organizations or industries. 

Another limitation is the use of semi-structured interviews as the primary data 
collection method. While this approach allows for a more open-ended and ex-
ploratory approach to data collection, it may also introduce potential biases, such 
as interviewer or participant bias. The interviewers' personal beliefs and experi-
ences may influence the interpretation of the data, and the participants' re-
sponses may be influenced by social desirability bias or their desire to present 
themselves in a positive light. 

Additionally, the selection of interviewees using a non-random approach may 
limit the generalizability of the findings. While this approach was chosen to en-
sure that the interviewees possessed valuable insights into the IT departments 
and knowledge of security awareness training in medium-sized companies, it 
may also limit the range of perspectives represented in the study. 

Finally, the sample size of 6 medium-sized companies may also be a limitation 
of this study. While the sample was selected strategically to provide a compre-
hensive understanding of the general operations and practices of medium-sized 
companies in Sweden, the findings may not be applicable to other types of or-
ganizations or industries. 
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In conclusion, while this study provides valuable insights into the topic of secu-
rity awareness training in medium-sized companies, the limitations should be 
considered when interpreting the findings and generalizing the results to other 
settings. 

6.4 Methods, implementation, and results 

The choice of combining a structured literature review (SLR) and interviews, al-
lowed for a more holistic understanding of the topic. The SLR provided a broad 
overview of the academic perspective on security awareness training, whereas 
the interviews offered real-world insights from the professionals in the field. The 
triangulation of data from these different sources enhanced the validity and cred-
ibility of the findings. 

As with any research, different understandings of the results are possible. For 
instance, changes seen in how employees act might be due to things other than 
security training. This could include changes in the company's way of doing 
things or outside factors. Also, since interviews depend on each person's views, 
their answers could be shaped by personal bias or way of seeing things. This 
could impact the understanding of the results. 

The findings from this study highlight the importance of implementing effective 
security awareness training in organizations. The interviews and the results from 
the SLR suggest that tailored and ongoing training programs, supported by man-
agement, can lead to more secure employee behaviors. Therefore, organizations 
may benefit from including such training strategies. 

6.5 Validity 

In reflecting on the validity of the research, there are several factors to consider. 
The study initially sought to conduct interviews with eight or more companies, 
but due to limited participation, only three were accomplished. This gap might 
impact the generalizability of the results. Fewer perspectives could leave out po-
tentially diverse experiences and approaches to security awareness training, 
leading to a somewhat limited understanding. This issue may be further com-
pounded by the possibility that many organizations, especially those primarily 
focused on financial operations, may not implement security awareness training 
since they have no one that works with it. Therefore, the sample may not be rep-
resentative of all types of organizations. Interviews naturally present some valid-
ity issues. Participants may be prone to providing socially desirable responses or 
could be influenced by the phrasing of the questions, unintentionally introducing 
bias into the results. Measures were taken to mitigate this, but there is always a 
risk of it affecting the responses to some extent. 

A language aspect is also crucial to consider. The interviews were conducted in 
Swedish and then translated into English. Kapborg & Berterö (2002) highlights 
that translating from one language to another can be very complex due to subtle 
differences in meaning. While some languages may share similarities with Eng-
lish, others do not. Moreover, certain words or concepts might not have direct 
translations due to cultural differences or non-equivalent terms. The translation 
process might introduce semantic changes, affecting the precision of the data 
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and its subsequent analysis. Additionally, it is important to recognize the poten-
tial impact of the researcher's own biases and preconceptions on the interpreta-
tion of the data. As highlighted by M.Berndtsson et al. (2008) the background 
and values of the researcher can “colour” their perception, observation, and in-
terpretation of the data. Despite these potential validity issues, this research de-
livers valuable insights into security awareness training in the companies in-
volved. It lays the groundwork for further, perhaps more extensive, investiga-
tions into this area. 

6.6 Ethical and Societal Aspects 

6.6.1 Ethical Aspects 

To ensure that the ethical aspects have been addressed, all respondents has been 
informed that anonymity applies to them and to companies they work for. The 
names of the interviewed respondents, personal information, or which compa-
nies they work for are not important and do not affect the results of the study. 
Offering anonymity can help to obtain selected respondents more easily and to 
express themselves honestly and confidently in the interviews. 

Beyond confidentiality, the study's ethical aspects also include the implications 
of the results on organizations and their stakeholders. Security awareness train-
ing can affect an organization’s reputation, employee morale, and trust between 
stakeholders. The results can guide organizations in making informed decisions 
regarding security practices, and this holds ethical weight as it can impact not 
only the organization but also its internal and external stakeholders. For in-
stance, adequate security awareness training can protect customer data, and the 
ethical handling of such data is critical to maintaining trust and ethical business 
practices. 

6.6.2 Societal Aspects 

The study also has broader societal implications. Security awareness training is 
not just an organizational tool but holds significance in the larger societal con-
text. 

In consideration to the United Nations 17 Sustainable Development Goals 
(SDGs) The use of security awareness training and ethical conduct in the re-
search aligns with several of the goals. The research promotes security awareness 
training which can be contributed to Goal 4: Quality Education. Goal 4.4 to be 
exact which aims to increase the number of individuals with relevant technical 
skills for employment, decent jobs, and entrepreneurship by 2030 (UN, 2018). 
Security awareness training is a crucial technical skill in the current digital work-
place. By empowering employees with the knowledge and tools to navigate the 
digital environment safely, this research can help to create a workforce that is 
better equipped for the evolving demands of modern employment. As such, se-
curity awareness training is not just a tool for risk mitigation, but it's also an 
instrument for fostering sustainable growth and enhancing vocational skills. 
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The research also aligns with Goal 9: Industry, Innovation, and Infrastructure 
(UN, 2018). By fostering awareness on mitigating cyber threats and risks, it con-
tributes to building resilient infrastructure in the digital era and supports new 
and well-working approaches for security.  

Lastly, this study's emphasis on security awareness training fits well with Goal 
17.8 of the United Nations' Sustainable Development Goals. This goal calls for 
increased use of helpful technologies, especially information, and communica-
tion technology (UN, 2018) Security awareness training teaches how to use in-
formation and communication technology responsibly and effectively. It helps 
people understand the dangers and the importance of being safe when using dig-
ital technologies. By strengthening these skills and knowledge, this study indi-
rectly supports the better and safer use of these crucial technologies, which can 
help economic and social growth in areas that are not as advanced in technology. 

In summary, ethical considerations ensure the responsible conduct of the re-
search and its implications for stakeholders, while societal aspects emphasize the 
broader consequences and contributions of security awareness training to the 
welfare and development of society.  
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7. Conclusion 

The study aimed to investigate the impact of security awareness training on em-
ployee attitudes and behaviors related to cyber risks and on IT security within an 
organization. These were the research questions: 

Research question 1: How does security awareness training impact employ-
ees' attitudes, behaviours, and knowledge related to cyber risk in medium-sized 
companies? 

Research question 2: How can security awareness training impact an organi-
zation's IT security and potentially decrease the number of security incidents and 
vulnerabilities in medium-sized companies? 

The research utilized a SLR to understand the effectiveness of various methods 
of security awareness training and how they contribute to reducing cyber risks. 
Key findings included the importance of continuous training, the correlation be-
tween security knowledge and attitudes, the effectiveness of unconventional 
training methods, and the ways to enhance the quality and relevance of these 
training programs. 

Interviews, which was the primary source of information was conducted with 
representatives from different medium-sized companies, supported the findings 
of the SLR, highlighting the positive shift in employee attitudes towards cyber 
risk due to ongoing training. The interviews further emphasized the importance 
of management support, tailored training methods, and proactive addressing of 
challenges in promoting secure behaviour among employees. 

The impact of nanolearning, a specific method of training, was another central 
theme in the interviews. Respondents discussed how nanolearning led to in-
creased awareness and improved response to security threats, underscoring the 
value of consistent communication and management support for successful im-
plementation. The role of feedback, regular updates, and well-defined policies 
and guidelines also emerged as essential aspects of these training programs. 

Additionally, it was highlighted in this study that one of the reasons why 
nanolearning was particularly effective was due to the thoughtful approach taken 
by those responsible for its implementation. The organisations didn't just imple-
ment nanolearning without prior notice. Instead, they prepared the employees 
for these trainings, and actively sought feedback. They also engaged in discus-
sions during conferences or seminars with the organisations to understand 
whether nanolearning was truly making an impact. This indicated that the re-
sponsible parties had a well-thought-out plan for the roll-out and assessment of 
nanolearning, which likely contributed to the successful implementation and 
positive outcomes seen with this study. 

The findings from the interviews provided a practical perspective to the academic 
research from the SLR, confirming the importance of continuous, customized 
security awareness training, supported by strong management commitment, in 
enhancing cybersecurity behaviour among employees. 

In summary, the research validates that security awareness training significantly 
promotes a culture of cybersecurity awareness within organizations. For these 
programs to be effective, they should be ongoing and personalized to accommo-
date individual requirements, with full backing from the organization's manage-
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ment. Additionally, when properly executed, such training initiatives can de-
crease the incidence of security breaches, thereby enhancing the overall IT secu-
rity posture of an organization. 

7.1 Future work 

The findings from this study offer several promising approaches for future work. 
While this research demonstrated the significant impact of security awareness 
training on employee attitudes and behaviors and on IT security in an organiza-
tion, there are several aspects that could be further explored. One of these aspects 
could be the Effectiveness of Various Training Methods. Since this research high-
lighted the benefits of nanolearning and continual security awareness training. 
Future work could investigate the comparative effectiveness of different training 
methods, such as workshops, short videos, simulations, e-learning, and one-on-
one sessions, in fostering cybersecurity awareness. Understanding the effective-
ness of various training methods can significantly benefit organizations. With 
such information, they could tailor their training pro-grams more efficiently, 
choosing the method that has the most significant impact on employees' atti-
tudes, behaviors, and knowledge related to cybersecurity. A comparative study 
of this nature could result in more effective and efficient security awareness 
training programs, further strengthening the cybersecurity posture of organiza-
tions. 

Additionally, since it was highlighted in this study that one of the reasons why 
nanolearning was particularly effective was due to the thoughtful approach taken 
by those responsible for its implementation, future work could also examine how 
the planning and execution strategies contribute to the success of these training 
methods. Investigating the best practices in preparing employees, collecting 
feedback, and evaluating the impact through conferences or seminars could pro-
vide valuable insights for organizations seeking to maximize the effectiveness of 
their training programs. 

The research setting was also limited to a single country, and cultural factors in-
fluencing attitudes and behaviors toward cybersecurity were not considered. Fu-
ture research could include cross-cultural studies to investigate the influence of 
different cultural contexts on security awareness and training effectiveness. 

These are just a few possibilities for future work in this field, with many more to 
explore. Cybersecurity is a critical area in our society, with the safety of individ-
uals and organizations constantly being challenged by cyber threats. As such, it 
is essential to continue to explore and develop the best methods to keep people 
and organizations secure.
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Appendices A 

Interview questions:  

 
General questions 

1. Can you tell me a bit about yourself and your role in the organization? 

2. How long have you worked within the IT department, and what are your 
primary responsibilities concerning security awareness training/nanolearn-
ing? 

3. Before we delve into the subject of nanolearning, could you share a bit of 
your experience with IT security . Studies/work experience 

Questions related to RQ1: How do security awareness training impact 
employees' attitudes, behaviours, and knowledge related to cyber 
risk in medium-sized companies? 

1. Which nanolearning programs or similar is used in your organization to 
manage vulnerabilities and cyber risks? 

2. What are the key components of these programs, and how are they provided 
to employees? In other words, in what form are the trainings given? 

3. Can you give some specific examples of changes you have observed in em-
ployees' attitudes, behaviors, and knowledge of cyber risks following the in-
troduction of security awareness training? 

4. In your experience, what are the most common challenges or barriers to suc-
cessfully implementing nanolearning programs, and how does your organi-
zation handle these challenges? 

 

Questions related to RQ2: How can security awareness training im-
pact an organization's IT security and potentially decrease the num-
ber of security incidents and vulnerabilities in medium-sized compa-
nies? 

1. Can you share your organization's experience with nanolearning and its im-
pact on reducing the number of security incidents or vulnerabilities previ-
ously observed? Can you see that the number of incidents decreased since 
the introduction of the trainings? 

2. How do you measure the effect of nanolearning when it comes to reducing 
the number of security threats or cyber incidents within your organization?  

3. How do you communicate the importance of these security trainings to your 
employees and motivate them to actively participate in nanolearning pro-
grams? 

4. How do governance documents, policies, or other standards influence the 
nanolearning programs for employees? Can you give an example of their ap-
plication? Do these documents contain guidelines, requirements, or expec-
tations to promote cybersecurity and security awareness in the organiza-
tion? 

 


