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The Human Connection to Information Security

ABSTRACT

The human factor and insider threats play a crucial role in information security. In
today’s digital age, protecting organizational data requires a deep understanding of
human behaviour and its impact on information security. The increasing volume of
electronically stored data has led to a rise in cyber threats and breaches, necessitating
effective information security policies and regulations.

This study focuses on the experiences and perspectives of employees and top
management in government agencies regarding the development, communication,
compliance, and attitudes towards information security policies and regulations. Semi-
structured interviews were conducted with participants from both top management or
information security officers and regular employees, which allowed for an in-depth
exploration of their experiences and perspectives.

The findings show that government agencies systematically develop policies by
engaging stakeholders, ensuring accessibility, and adhering to legal frameworks.
Addressing the human factor involves training, awareness programs, and top
management support. Policy development and implementation include risk assessment,
stakeholder identification, objective setting, continuous review, and integration into
daily operations. Communication channels such as intranets, training, coordinators, and
awareness events are utilized, but their effectiveness is not directly measured. Proposed
improvements include enhancing accessibility, improving policy document
management, and using clearer language.

Employees generally possess a positive attitude towards information security, though
their understanding varies, and challenges to their understanding include complex
language and unclear instructions. Compliance also varies, with difficulties arising from
technical terminology and information overload. Enhanced compliance can be achieved
through simplified language, providing better resources, and top management support.
Proactive incident management focuses on learning and risk minimization. The human
factor and insider threats remain significant concerns, which emphasizes the need for
further education, awareness training, and motivation.

Keywords: Communication, Compliance, Development, Effectiveness, Government
agencies, Human factor, Information security, Information security awareness,
Information security culture, Information security management system, Information
security policy, Insider threat
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1 INTRODUCTION

Aware, careless, competent, compliant, defiant, greedy, helpful, mischievous, negligent,
orderly, overzealous, trusting, vengeful, vigilante. In the day-to-day, these words are
traits used to describe people and are important in understanding the behaviour and
personality of individuals. These traits shape how individuals interact with the world
around them and they can have a significant impact on their personal and professional
lives (Caspi, Roberts & Shiner, 2005). In the realm of information security, these traits
take on added significance. Protecting sensitive and confidential information requires a
combination of technical solutions and a deep understanding of human behaviour and
how individuals can impact the security of this information (Mazzarolo & Jurcut, 2019).
Protection of information requires not only the implementation of technical measures,
but also a comprehensive understanding of human behaviour and the ways in which it
affects the security of information (Safa, von Solms & Futcher, 2016).

Today, organizations operate in a global and digitalized information society (van
Niekerk & von Solms, 2005) where all types of people, with varying personalities,
computer backgrounds and experiences are involved (Thomson & von Solms, 1998).
Information security is therefore a critical strategic issue in organizational management,
as the handling of sensitive data has become a concern for organizations, government
agencies and individuals. The increasing amount of sensitive data being stored and
handled electronically has led to a rise in cyber threats and information security
breaches, which can have serious consequences for organizations, including financial
losses, legal repercussions and damage to reputation (Safa, von Solms & Futcher, 2016;
Tu & Yuan, 2014).

The threats to information security can be categorized into two categories, insider and
outsider threats. Outsider threats refer to threats posed from outside the organization,
such as hackers, while insider threats refer to threats posed from within the
organization, mainly the employees (Humaidi & Balakrishnan, 2015). Outsider threats
are easier to detect and defend against and organizations have come a long way in
developing technological tools to deal with them. Insider threats, on the other hand, can
manifest itself in many ways and are harder to address (Colwill, 2009). This has made it
imperative for organizations that handle sensitive data to develop information security
policies and regulations to not only ensure the protection of sensitive data and prevent
information security problems, but also to comply with data protection laws (Colwill,
2009; Hone & Eloff, 2002a).

In order to develop effective information security policies and regulations, organizations
must understand the latest threats and vulnerabilities. This requires a comprehensive
approach that includes the development of policies and procedures for the protection of
sensitive data. Furthermore, it requires the implementation of technical and
organizational measures to ensure compliance (Hone & Eloff, 2002b). Once these
policies and regulations have been developed, it is equally important for these
organizations to communicate them effectively to employees. This requires clear and
concise communication that is accessible to all employees, as well as ongoing training
and awareness programs to ensure that employees understand the importance of
complying with these policies (Tu & Yuan, 2014).
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The attitudes of employees towards compliance with information security policies and
regulations can have a significant impact on the success of these policies. A positive
attitude towards compliance can help create a culture of security that supports the
protection of sensitive data, while a negative attitude can undermine the effectiveness of
information security policies and regulations (AlKalbani, Deng, Kam & Zhang, 2017;
Hone & Eloff, 2002b). Hence, this study investigates how government agencies, that are
responsible for handling sensitive data, develop information security policies and
regulations, as well as their methods for ensuring employee compliance. Furthermore,
the study investigates how these agencies disseminate rules and policies to their
employees and explores the attitudes of employees towards complying with these
regulations. By investigating these aspects, the study aims to facilitate improvements in
the information security practices of government agencies, ultimately leading to
enhanced protection of sensitive data and the cultivation of a culture of compliance
among employees.

Osama Abdulhadi School of Informatics 2
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2 BACKGROUND

This chapter will cover the fundamental concepts of information security, such as
management, policies, awareness and culture. It will also analyse the internal and
external factors that affect information security within organizations, as well as the
methods for developing and communicating security policies and regulations to
employees. Finally, the chapter will cover employee attitudes towards these policies and
regulations.

2.1 Information Security

Information plays a major role in supporting organizations in their business operations
and gaining a competitive edge (Tu & Yuan, 2014). In its various forms, information is
arguably an organization’s most important asset (Gerber & von Solms, 2008). The
growing use of information systems in organizations has made their vital information
vulnerable to potential cybercrime. To protect this information, organizations must take
proactive measures in today's rapidly changing environment (AlKalbani et al., 2017).
Organizations are vulnerable to attacks from both inside and outside the organization
making information security a major concern for organizational management (Tu &
Yuan, 2014). Evidence suggests that malicious forces are active on the internet and
many organizations using the infrastructure are susceptible to attacks. Companies
providing anti-virus, malware or hacker defence solutions highlight the significance of
outsider attacks (Sarkar, 2010). However, it's crucial not to ignore the potential for
problems closer to home. Just as there are records of outsider attacks, there is also proof
that insiders have been accountable for costly and significant information security
incidents (Mazzarolo & Jurcut, 2019; Sarkar, 2010). This is a concerning issue as insiders
are authorized users with a high chance of success (Sarkar, 2010).

Information security can be defined in several ways. The traditional industry standard
defines information security as preserving the confidentiality, integrity and availability
of information, also known as the CIA triad. However, this definition is not fully agreed
upon by everyone in the industry (von Solms & van Niekerk, 2013). Elmrabit, Yang &
Yang (2015) define information security as the process of safeguarding digital
information assets and achieving primary security goals, which include confidentiality,
integrity and availability. Confidentiality ensures that information is kept private and is
not disclosed to unauthorized individuals or systems. It involves making sure that data
assets are not accessible to unapproved users. Integrity guarantees that data cannot be
modified by any unauthorized parties and that the data remains the same as when it was
originally created. Availability ensures that data assets are accessible to authorized users
when requested. It ensures that data assets are always available for legitimate users.

Whitman and Mattord (2021) define information security as protecting information, its
critical elements and the systems that use, store and transmit it. They identify
confidentiality, integrity and availability of information as critical characteristics, but do
not limit the definition to these three. They add accuracy, authenticity, utility and
possession to the list. They also note that the CIA triad model is no longer adequate in
the constantly changing computer industry and that more characteristics need to be
considered and included.
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Information security furthermore, refers to a process and not a product or technology. It
used to be solely technical but has evolved to include non-technical aspects as computer
and network usage have advanced (Whitman & Mattord, 2021). Zinatullin (2016) states
that information security is a field that aims to protect a company's confidential
information and assets. It is similar to medicine in that there are generalists and
specialists who have different levels of expertise in various areas of security. The goal of
information security is to identify and protect assets, which help a company generate
revenue. The three pillars of information security are confidentiality, availability, and
integrity and they need to be linked back to business requirements. The language of the
business and the language of information security are different and security
professionals must be able to manage this translation effectively. Business and security
professionals have common ground in managing risk.

Today, information security is commonly defined in terms of secure information
properties or characteristics, including confidentiality, integrity and availability, but may
also include additional characteristics (von Solms & van Niekerk, 2013). The definitions
of information security described are largely consistent, but there are some nuances in
the way the various authors describe and conceptualize the concept. One issue that
stands out is the relative emphasis placed on the CIA triad as a defining feature of
information security. While some authors view this as a core aspect of the definition,
others argue that it is not sufficient to capture the full range of concerns and challenges
associated with information security.

Another issue that arises is the question of whether information security should be
understood primarily as a technical or non-technical phenomenon. While some authors
suggest that it has evolved to encompass a broader set of considerations beyond
technical aspects, others may view it more narrowly as a set of technical measures and
protocols for safeguarding data and systems.

Given these issues, this thesis will proceed with the definition presented by Whitman
and Mattord (2021), as it offers a more comprehensive and nuanced understanding of
information security than the other definitions. They emphasize that information
security is not limited to the CIA triad, but also includes additional characteristics such
as accuracy, authenticity, utility and possession. This broader view of information
security acknowledges the complexity and diversity of modern information systems and
the need to address a wide range of security concerns beyond just confidentiality,
integrity and availability.

Furthermore, Whitman and Mattord's definition recognizes that information security is
a process rather than a static product or technology. This perspective aligns with
contemporary thinking about information security as an ongoing and adaptive effort to
manage risks and threats in a rapidly changing digital landscape. Overall, their definition
provides a more nuanced and holistic view of information security that reflects the
complex and dynamic nature of this study.

2.1.1 Information Security Management

As the business world becomes more interconnected globally, electronic transactions are
becoming more prevalent and leading to an exponential increase in handling and storing
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of personal and sensitive data (Sarkar, 2010). Organizations are today more reliant on
Information Technology (IT) than ever before, as information technology plays a crucial
role in their daily operations and various other essential business processes (Flowerday
& Tuyikeze, 2016). They now understand the value of the sensitive data being stored and
handled, as it is considered the lifeblood of their operations. However, with the
advancement of technology and the breaking down of traditional security boundaries,
sensitive data is increasingly accessible to external parties, such as mobile users,
business partners and contractors, making it increasingly vulnerable to outsider threats
and attacks (Sarkar, 2010). Lack of information security can not only compromise the
stability of an organization but also put its survival at risk (Gerber & von Solms, 2008).
This has led to an increase in need for proper information security management, where
proper information security management is essential for maintaining a high level of
information security within organizations (Tu & Yuan, 2014).

Information security management (ISM) is a subset of information security that deals
with the interface between an organization and the security mechanisms it employs
(Coles-Kemp & Theoharidou, 2010). ISM aims to protect the confidentiality, integrity and
availability of information and mitigate its risks and threats. It is a systematic process of
implementing physical, technical or operational security controls to secure information
assets and achieve organizational goals. ISM covers the strategic, tactical and operational
aspects of an organization's information security program and can reduce security
threats and help foster secure business information sharing (Tu & Yuan, 2014).

Tu & Yuan (2014) discusses critical success factors (CSFs) that contribute to the success
of an organization's ISM. They state that effective organizational information security
management encompasses managing people, processes and technology. They propose
six constructs of ISM success model: business alignment, organizational support, IT
competence, organizational awareness, security controls development and ISM
performance evaluation. They suggest that the alignment of information security
objectives with business strategy positively affects organizational support, IT
competence and organizational awareness, which ultimately leads to an effective
information security strategy (ISS). Additionally, they emphasize the importance of
security awareness and training programs for all employees in the organization.

2.1.2 Information Security Policy

One of the most important security controls, to manage the implementation and ensure
the effectiveness of information security within an organization, is the information
security policy (ISP) (Flowerday & Tuyikeze, 2016; Hone & Eloff, 2002a). An information
security policy is a document that outlines an organization's goals and objectives for
protecting sensitive information and specifies the measures and guidelines to be
followed by employees, contractors and other stakeholders to ensure the confidentiality,
integrity and availability of information. The ISP sets the standards and expectations for
information security and outlines the roles, responsibilities and expectations for all
stakeholders to ensure the protection of information assets (Flowerday & Tuyikeze,
2016). Furthermore, it serves as a guiding document, setting the scope of information
security and demonstrating management's commitment to information security goals
and objectives. The policy outlines the organization's approach to information security
and the role it plays in achieving the organization's overall vision and mission. One of its
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main goals is to clearly establish the rights and responsibilities of those who handle
sensitive information within an organization (Hone & Eloff, 2002b).

An effective information security policy is a crucial component in achieving the
information security goals of an organization. The policy must balance the requirements
for secure information handling by users with the strategic objectives of the business. To
be effective, the information security policy must be a well-defined, practical document
that is user-focused and written in a style and tone consistent with the organization's
overall communication style and culture. The policy should be presented in a clear and
user-friendly manner and be developed in collaboration with representatives from all
stakeholders (Hone & Eloff, 2002b). Without understanding their responsibilities,
employees may struggle to abide by the policy. A policy that does not align with the goals
of the business and does not consider its core mission is likely to be disregarded
whenever it hinders productivity or revenue generation (Metalidou et al., 2014). The
commitment of top management is critical for the policy's success and the dissemination
of the policy throughout the organization. The language of the policy should be
unambiguous to prevent misinterpretation. The main document should be concise and
presented as a high-quality deliverable and the implementation of the policy should be
supported by supplementary policies, standards and guidelines (Hone & Eloff, 2002b).

2.1.3 Effectiveness

An information security policy is considered effective when it communicates the
expectations for handling information resources to users in a clear and easily
understood manner. The content of the policy is important, but the way it is presented
and communicated to the users is crucial for its effectiveness. An effective policy directly
contributes to overall information security. (Hone & Eloff, 2002b).

2.1.4 Information Security Awareness

Information security awareness (ISA) is defined as the degree or extent to which every
member of staff understands the importance of information security, the levels of
information security appropriate to the organization and their individual security
responsibilities and acts accordingly (The European Security Forum, 1993, cited in
Metalidou et al,, 2014). Information security awareness (ISA) is the most important
factor that mitigates the risk of information security breaches in organisations (Safa, von
Solms & Futcher, 2016).

Increasing information security awareness is achieved by performing processes that
educate individuals within an organization about information security policies,
procedures and best practices. The aim of information security awareness is to increase
knowledge and understanding of the importance of protecting sensitive information, as
well as to equip individuals with the skills and knowledge needed to identify and prevent
potential security threats. Information security awareness can take many forms,
including training programs, workshops and regular reminders to employees (Chen,
Shaw & Yang, 2006). The goal of information security awareness is to build a culture of
security within an organization and to ensure that all employees are equipped with the
tools they need to protect sensitive information from unauthorized access and breaches
(Amankwa, Loock & Kritzinger, 2014).
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Information security awareness can be categorized into three categories, awareness of
severity, awareness of susceptibility and awareness of benefits of security
countermeasures. Awareness of severity refers to a user's understanding of the gravity
of information security threats. Awareness of susceptibility pertains to a user's
perception of the likelihood of an organization's information being exposed to security
threats. Awareness of the benefits of security countermeasures refers to the extent to
which users recognize the positive results of engaging in secure behaviours, such as
properly using security measures (Humaidi & Balakrishnan, 2015).

Protecting information within an organization is the responsibility of all staff (Colwill,
2009). Information security awareness is a critical aspect in achieving this (Safa, von
Solms & Furnell, 2016). By raising awareness about information security, organizations
can reduce the risk of security breaches and ensure that sensitive information is
properly protected (Elmrabit, Yang & Yang, 2015). This not only helps to prevent security
incidents, but it also helps to meet regulatory requirements, maintain customer trust
and enhance the overall security culture within the organization (Lopes, Guarda &
Oliveira, 2019). Information security awareness training can provide employees with the
knowledge and skills they need to identify and avoid potential security threats and it can
help to build a culture of security within the organization that encourages all employees
to take an active role in protecting sensitive information (van Niekerk & von Solms,
2005).

2.1.5 Information Security Culture

Information security culture is defined as the collective attitudes, assumptions, beliefs,
values and knowledge that employees or stakeholders hold, which they use to interact
with the organization's systems and procedures. This interaction leads to either
acceptable or unacceptable behaviour, which is reflected in the artifacts and practices
that become part of the organization's way of protecting its information assets. This
information security culture is constantly evolving over time (Da Vega & Eloff, 2010). To
carry out information-related tasks securely on a daily basis, users must have the
necessary skills and proficiencies, as well as sufficient knowledge of how to perform
their tasks securely. Artifacts represent the visible day-to-day actions taken and
behaviour in the organization (van Niekerk & von Solms, 2005; Van Niekerk & Von
Solms, 2010). These artifacts of information security practices can be seen as a result of
the implementation of various components, such as risk management and policies. For
example, a bank (a bureaucratic organization), may use public key encryption, while an
energy and natural resource company, with a task-based culture, may use passwords to
secure files sent via e-mail (Da Veiga & Eloff, 2010).

A strong information security culture is one where employees are knowledgeable about
security policies and practices, are vigilant about potential security threats and are
committed to protecting sensitive information. The education of personnel is crucial in
building a strong culture that prioritizes information security. Employees must be
taught to value and prioritize security in their daily operations. This mindset is critical,
as it leads to a change in behaviour, turning employees from being a potential risk to
instead being an asset for information security and the organization (van Niekerk & von
Solms, 2005). In order to achieve this, security cannot be treated as an afterthought, but
must be prioritized and fully integrated into the organizational culture. This integration
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must start at the top levels of the organization and involve all employees (Corriss, 2010).
Leadership from the top management is crucial in achieving a strong security culture. It
is often said that good habits are learned from examples and the same is true for
security habits. If senior managers are not following security protocols, it sends the
message to junior staff that these protocols are not important (Walton & Limited, 2006).

2.2 The Human Factor in Information Security

Technical solutions are continuously being developed and organizations have, in that
aspect, come a long way in reducing the number of possible attacks (Aloul, 2012).
However, a system is only as strong as its weakest link and information security today
has a weak link that remains unexplored and neglected (Georgiadou, Mouzakitis &
Askounis, 2022; Metalidou et al., 2014). This weak link in information security is the
human factor (Al Zaabi, 2015; Georgiadou, Mouzakitis & Askounis, 2022: Metalidou et
al., 2014). Hackers know this and focus have shifted to trying to compromise
organizations and users by attacking the people involved, through means such as social
engineering, to gain access to the systems or other sensitive data (Al Zaabi, 2015). This
has become even more apparent with the recent transition to remote working solutions
due to the COVID-19 pandemic, where the most popular attack has become phishing
attacks (Skilji¢, 2020).

The hackers, however, are not the only threat. Often, organizations focus on the outsider
threats and depend on the insiders’ morals and ethics to not cause security issues
(Carroll, 2006). In organizations, employees have their own attitude towards
information security, either positive or negative, which directly influence the information
security and implementation of security controls (Tu & Yuan, 2014). This influence
underscores the value of cultivating a strong information security culture, as it
significantly shapes individual attitudes and the subsequent behaviours towards
security measures. Therefore, encouraging users to adhere to information security
policies is crucial in order to minimize potential threats (Bauer, Bernroider &
Chudzikowski, 2017). In 1995, an Australian company encountered this where
employees, due to lack of understanding of why they were in place, tried to circumvent
policies and regulations or pushed to have them changed or removed because they were
burdensome (Spurling, 1995). This case exemplifies the need for an established security
culture and sufficient security awareness within the organization, which fosters an
understanding of why such regulations are vital and should be adhered to.

Research on the human factor in information security has been largely neglected despite
being a crucial aspect of security. Organizations often rely on technology as a quick fix to
security problems, but it is the human element that security depends on. Survey results
have shown that even those who claim to have security awareness still engage in actions
that put the system at risk. Improper training can render even the best software or
hardware solution useless and human error, often resulting from lack of awareness or
understanding, has been consistently named as the greatest security weakness,
outpacing technology as a source of security breaches (Metalidou et al., 2014).

Information security used to rely solely on technology, but as the field has matured, it

now recognizes the importance of a holistic approach that encompasses technology,
processes, people and organizational factors, including the previously mentioned human
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factors of awareness and culture. Technical approaches alone cannot solve information
security problems, as it also involves social and organizational issues (Baker & Wallace,
2007).

2.3 Information Security Threats

Information security threats can be broadly classified into two categories, insider and
outsider threats. Insider threats are those that originate from within the organization,
such as employees, contractors, or other individuals with access to the organization's
information systems and resources. Outsider threats are those that originate from
outside the organization, such as hackers, cybercriminals, or nation-states (Humaidi &
Balakrishnan, 2015). These insider and outsider threats can be further categorized into
intentional and accidental types (Cheng, Liu & Yao, 2017).

2.3.1 Outsider Threats

Outsider threats to information security include hacking, denial of service attacks,
malware, viruses and phishing attacks through social engineering tactics. Outsider
threats are almost always intentional and are often motivated by a desire for personal or
organizational gain or a desire to cause harm (Cheng, Liu & Yao, 2017). These threats can
lead to data loss, financial loss, damaged reputation and legal repercussions (Tu & Yuan,
2014). Outsider threats are often the primary focus for organizations and is what
organizations put most of their information security efforts into. According to Colwill
(2009), 90% of security controls and monitoring are focused on outsider threats.

The defining characteristic of outsider attackers is their restricted ability to perform
their attacks. They can only achieve entry into the organization's information system by
exploiting weaknesses or gaps in its security measures. The motivation behind these
attacks is generally beyond the control of the target organization, which calls for
strengthening its technical and non-technical protection measures. This includes
enhancing its capacity to detect and prevent attacks, limiting the attacker's ability to
inflict damage and facilitating recovery in the event of a successful breach of security
(Walton & Limited, 2006).

2.3.2 Insider Threats

Insider threats can manifest itself in many ways (Colwill, 2009) and can be categorized
into two categories, intentional and unintentional (Cheng, Liu & Yao, 2017; Mazzarolo &
Jurcut, 2019). Intentional insider attacks can be driven by a variety of reasons such as
corporate espionage, anger towards their employer or financial gain. Unintentional
accidental leaks usually occur due to neglect of security measures and procedures,
inadequate technology or lack of employee awareness (Cheng, Liu & Yao, 2017). Beyond
awareness, users' mistakes can stem from ignorance, negligence, apathy, mischief or
resistance (Safa, von Solms & Furnell, 2016).

Intentional insider threats often possess a unique level of ease in execution, as they

typically do not require advanced technical skills. Additionally, insiders possess valid
authorization and are intimately familiar with the vulnerabilities of the organization,
making detection of their malicious activities challenging (Mazzarollo & Jurcut, 2019;
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Sarkar, 2010). The potential for malicious insiders to meticulously erase their tracks
from log systems and utilize contemporary technologies, such as steganography or
wireless technology to steal sensitive information only compounds the difficulty in
detecting these threats (Sarkar, 2010).

Insider threats to information security can come in the form of accidental misuse,
intentional misuse and misuse due to ignorance. Accidental misuse can occur when
employees bypass company security policies to meet business needs, leading to security
breaches such as sending confidential information to the wrong recipient or exposing
sensitive information on social media. Intentional misuse can come from insiders who
use corporate resources for their own purposes or who have malicious intentions such
as selling sensitive information or sabotaging the company's infrastructure. Misuse due
to ignorance happens when employees are unaware of how to effectively protect data,
leading to incidents such as unencrypted data being lost or stolen or the use of
proprietary software without realizing it. Additionally, insiders can also cause harm by
modifying operating systems, networks, hardware, or applications, either accidentally or
intentionally. These modifications can leave the system vulnerable to attacks or data
breaches (Sarkar, 2010).

Sharing username and password with co-workers, recording them on sticky notes
displayed on desks or monitors, opening unknown emails and attachments,
downloading software from the internet and leaving computer systems logged in while
unattended are all examples of mistakes employees make and that are an unintentional
insider threat to information security (Safa, von Solms & Futcher, 2016). Being lured into
opening malicious emails or attachments is an example of being susceptible to a social
engineering attack, specifically a phishing attack (Mazzarolo & Jurcut, 2019). Social
engineering attacks are usually considered an outsider threat because the source of the
attack is an outsider, but the attack is carried out by exploiting the weaknesses or trust
of internal entities within an organization (Metalidou et al., 2014). However, social
engineering attacks can also be carried out by internal sources too, making it an insider
threat (Sarkar, 2010).

Dealing with insider threats can be challenging as insiders often have necessary access
to systems and sensitive information to perform their job duties. However, this same
access that is crucial to their work can also be used to cause significant harm. This ability
to cause harm while having legitimate access makes the insider threat particularly
serious and difficult to mitigate (Walton & Limited, 2006).

2.3.3 Probability and Impact of Information Security Threats

In terms of probability, malicious outsider threats are more likely. Those with motives to
cause significant harm to a company's information systems, such as theft of confidential
information, disruption of capability or wreaking havoc are typically outside the
corporation, including rival companies, enemies or criminals (Walton & Limited, 2006).
However, insider threats pose a greater risk to organizations as insiders have legitimate
access to sensitive information, knowledge of the organization's processes and assets
and the ability to cover their tracks (Colwill, 2009). This ease of access and extensive
knowledge makes the insider threat particularly serious, even though the vast majority
of insiders are trustworthy. The few exceptions to this can be divided into two
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categories, the disaffected and the subverted. The subverted refer to those who have
deliberately chosen to undermine or attempt to overthrow an established system or
organization while the disaffected refer to those who are dissatisfied with the
organization or its policies and may act in ways that increase the risk of a security
breach (Walton & Limited, 2006). Outsiders typically need to gather intelligence and
overcome security barriers, while insiders can target information directly. Outsiders may
also exploit insiders by subverting them to steal information, as outsourcing and third-
party access can dilute security controls (Colwill, 2009). While technical and other
measures may somewhat reduce the damage, the primary focus of defensive measures
should be on deterring discontent and countering subversion. To a certain extent, in
terms of probability, the insider threat can be managed by the organization, unlike the
outsider threat, which is beyond its control (Walton & Limited, 2006).

In terms of impact, no outsider technological attack has ever come close to causing the
downfall of a significant corporation or organization. On the other hand, the downfalls of
Barings, BCCI, Worldcom, Enron, Societe Generale and the recent cases of Satyam,
Stanford and Madoff were caused by shortcomings in internal controls and unethical
behaviour by a limited number of authorized employees, often in high-ranking positions,
known as trusted insiders (Colwill, 2009).

2.3.4 Investments to Protect Against Information Security Threats

Investment in controls to protect against insider threats is limited. Studies show that
70% of fraud is carried out by insiders rather than outsider criminals, yet 90% of
security controls and monitoring are focused on outsider threats. While technical
controls for insiders exist, they should not be considered as the sole solution. A greater
investment in organizational human factors is necessary to balance the funding in
technology. Given the right motivation and time, humans can bypass most technical
controls (Colwill, 2009).

Organizations invest heavily in creating robust perimeter defences to safeguard their
essential infrastructure and data from outsider threats such as hackers. However,
although necessary, these defences do not cover the breaches committed by insiders.
According to the Verizon 2009 Data Breach Investigations Report, insider breaches
remain significantly more destructive compared to other sources of attack (Verizon,
2009, cited in Sarkar, 2010). Although, outsider threats have a higher probability
(Walton & Limited, 2006), Sarkar (2010) states that the Verizon 2009 Data Breach
Investigation Report (2009) showed a rise in the number of insider breaches. Despite
this, organizations primarily concentrate on averting outsider attacks (Sarkar, 2010).
The lack of addressing the insider threat can be due to several factors like organizations
not realizing it is happening, fearing bad publicity, being in denial or not knowing how to
handle it (Colwill, 2009).

2.4 Development of Information Security Policies and Regulations

Developing the information security policy can be challenging, but it is a vital part of the
organization's strategy for achieving a high level of information security (Héne & Eloff,
2002a). The development goes beyond mere policy formulation and just creating and
implementing it. Organizations must understand the various steps involved in the policy
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development process, otherwise they risk creating an ineffective, deficient, redundant
and irrelevant policy that lacks support from users (Flowerday & Tuyikeze, 2016).
Although there is a vast amount of research on information security policies there is no
consensus or definitive guide on how they should be developed. Rather than relying on a
one-size-fits-all approach, the development of an information security policy should put
more emphasis on addressing the unique information security needs of each individual
organization (Paananen, Lapke & Siponen, 2020). However, there are general steps
involved in the policy development process such as conducting a risk assessment,
identifying stakeholders, setting security objectives, developing, reviewing,
implementing, maintaining and updating the policy. Furthermore, there are common
components of what an information security policy should contain, such as scope, roles,
responsibilities and security controls (Flowerday & Tuyikeze, 2016; Ismail, Widyarto,
Ahmad & Ghani, 2017; Knapp, Franklin Morris, Marshall & Byrd, 2009). The following
subsections will elaborate further on the key steps involved in the development of
information security policies and outline the essential content that should be included in
the policy.

2.4.1 Assessment of Policies and Risks

The process of policy formation begins when the need for addressing an issue arises.
This could result in the creation of a new policy or the revision of an existing one.
Information analysis plays a vital role in every stage of policy making, starting with
identifying the problems and risks (Ismail, Widyarto, Adiyarta, Syafrullah & Tajuddin,
2022). Policy assessment is a process of evaluating existing policies, standards,
guidelines and procedures. The categorization of the proposed change as strategic or
tactical will influence later steps in the process, but if the organization is implementing
the model for the first time, it is considered strategic. The policy assessment step
includes four sub-processes: analysing the policy environment, identifying policy gaps
and contradictions, summarizing policy assessment results and developing policy
recommendations. These sub-steps result in a decision on whether to approve the
proposed changes and an assessment of their impact on existing policies (Rees,
Bandyopadhyay & Spafford, 2003).

The process of risk assessment must identify, analyse and evaluate the information
security risks and controls related to an information system or service in a systematic
manner. This provides a comprehensive and organized view of the current IT security
risks and the security measures needed to manage them (Ismail et al., 2022). Risk
assessment involves evaluating the current state of the organization's information
security, including identifying potential threats and their associated risks, as well as
determining vulnerabilities and assessing the efficiency of existing security controls
(Flowerday & Tuyikeze, 2016; Ismail et al., 2017; Rees, Bandyopadhyay, & Spafford,
2003).

2.4.2 Stakeholder Identification, Engagement and Role Definition
Identifying key stakeholders and ensuring their engagement is an important aspect of
the development of an information security policy. Stakeholders can include employees,

management, customers, partners, regulators and others who have an interest or are
impacted by the organization's information security practices (Ismail et al., 2017).
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Once the stakeholders have been identified, it is important to engage with them to
gather input on security requirements and priorities, understand their perspectives and
needs and to ensure that their voices are heard in the policy development process. This
can ensure that the stakeholders are committed to it and that they act as advocates for
the policy post-implementation (Paananen, Lapke & Siponen, 2020). Furthermore, it is
important to set clear roles and responsibilities for each stakeholder to ensure that
everyone understands their obligations and how they fit into the overall information
security program (Flowerday & Tuyikeze, 2016). Each individual in an organization
must understand their specific role and responsibilities in maintaining information
security, as well as the impact of their actions on the overall security of the organization
(van Niekerk & von Solms, 2005).

2.4.3 Setting Security Objectives and Determining Security Controls

After conducting a policy and risk assessment, management should perform a security
strategy (Flowerday & Tuyikeze, 2016). The security strategy is a comprehensive plan
that outlines the future business and security objectives and the necessary security
controls to support the organization in reaching these objectives. To develop a security
strategy, a session should be held with key management personnel to identify future
business initiatives, identify security options, prioritize security initiatives and
document the security strategy (Rees, Bandyopadhyay & Spafford, 2003).

2.4.4 Policy Development

Development of the policy itself where it is important to consider industry standards,
best practices, legal and regulatory requirements, and other relevant frameworks (Hone
& Eloff, 2002b). In light of the growing significance of information security across
organizations globally, international laws, regulations, standards and policies have been
established to aid organizations in safeguarding their information. There is a growing
expectation from stakeholders for organizations to comply with these policies and
regulations. These pressures influence the behaviours of organizations in their efforts to
protect their information in today's dynamic environment (AlKalbani et al., 2017).

Different standards and regulations exist with varying objectives, requirements and
specifications. The International Organization for Standardization (ISO) is an example. It
sets international standards for a variety of industries, including information technology
and information security (Lopes, Guarda & Oliveira, 2019). The collection of ISO
standards that pertain to information security is known as the ISO/IEC 27000 series
(International Organization for Standardization [ISO], 2018). ISO standards provide a
common framework and set of guidelines for organizations to follow to ensure
consistency and quality in their operations (Koza, 2022). Another example is the General
Data Protection Regulation (GDPR). GDPR is a regulation by the European Union (EU)
that protects the privacy and personal data of EU citizens. It sets standards for how
personal data should be collected, processed and stored by organizations operating
within the EU. These standards and regulations are designed to promote consistency and
best practices in their respective area of focus and require organizations to demonstrate
compliance with these standards and regulations through regular audits and
assessments (Lopes, Guarda & Oliveira, 2019). GDPR has legal force and carries penalties
for non-compliance as it is a regulation, while ISO compliance is voluntary. However,
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some countries or industries may require compliance with specific ISO standards as a
regulatory requirement (Lopes, Guarda & Oliveira, 2019). ISO standards are used by
organizations globally, while GDPR regulations only apply to organizations operating
within the EU. In the United States, for example, the Federal Trade Commission (FTC) is
the agency responsible for protecting consumer rights and preventing anti-competitive
business practices and in the United Kingdom, the Information Commissioner's Office
(ICO) acts as the independent regulator for data protection and privacy (Wolff & Atallah,
2021).

These international information security standards, frameworks and regulations offer
guidance and requirements for writing an effective policy. Common elements of an
information security policy include the need and scope of information security,
management's commitment statement and the roles and responsibilities of users (Hone
& Eloff, 2002a). These international standards, such as ISO, are designed to be flexible,
allowing organizations to adapt them to their specific needs and requirements. They are
also designed to be enforceable, so that organizations can be held accountable for non-
compliance (Gerber & von Solms, 2008). The standards can provide guidance to
organizations on how to develop their policies, but it is important to remember that the
policy must reflect the organization's culture and goals and not copy a template or
another organization's policy (Hone & Eloff, 2002a; Ismail et al., 2017).

2.4.5 Policy Review and Approval

The policy should be reviewed and approved by key stakeholders, such as executives,
legal counsel and information security personnel to ensure that it meets the
organization's needs and requirements and that it complies with relevant standards,
laws and regulations (Flowerday & Tuyikeze, 2016; Knapp et al., 2009).

After creating the policy document and conducting initial coordination, it should be
assessed by an independent party or group, such as a policy evaluation committee
before final approval. A policy evaluation committee is established to provide a
comprehensive platform for evaluating and assessing the effectiveness of security
policies, standards, baselines and guidelines that impact the entire organization. This
committee should consist of stakeholders from various parts of the organization, tasked
with ensuring that security policies, standards, baselines and guidelines are well-
written, clearly understood, properly coordinated and feasible for the people, processes
and technologies they affect. An independent review has several benefits, including a
sounder policy through scrutiny from different perspectives, increased support from a
wider range of stakeholders and improved credibility through input from specialist
reviewers. The policy must be presented to the reviewing party and any issues
addressed, the objective, context and potential benefits explained and justification
provided for the need for the policy. The policy creator must address comments and
recommendations for changes, make necessary adjustments and revisions and finalize
the policy for management approval (Howard, 2003).

The purpose of the approval process is to gain management support and endorsement of
the policy through a signature from a high-level company official. This approval enables
and ideally triggers the implementation of the policy. The policy creator must determine
the appropriate approval authority, coordinate with them, present the policy review
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recommendations and work to secure broader management support. If the approval
authority is hesitant to fully approve the policy, the creator must handle issues of interim
or temporary approval (Howard, 2003). In the event that a policy proposal is
disapproved, the developers may be required to revise the policy or certain portions of it
in accordance with the feedback from the reviewing party (Knapp et al., 2009).

2.4.6 Implementation and Communication

Once the policy has been approved, it moves into the implementation phase of its
lifecycle and should be implemented across the organization (Ismail et al., 2022). The
first step in this phase is communicating the policy. This involves distributing the policy
to employees and others affected by it, considering factors such as geography, language,
culture, unauthorized disclosure and the role of the supervisory chain in communication.
A plan for policy communication, implementation, or rollout can help address these
issues and provide details on the resources required, resource dependencies, employee
acknowledgment and visibility-enhancing strategies (Howard, 2003). This may involve
providing training and education on security procedures and guidelines and establishing
a process for regularly monitoring and reviewing the policy to ensure it remains effective
and relevant (Ismail et al., 2022).

2.4.7 Evaluation, Maintenance and Updates

The information security policy should be an evolving document that keeps pace with
the growth and development of the organization (Hone & Eloff, 2002b). The continuous
evaluation of the policy is necessary once implementation has begun. With technology
advancements and the rise of internet usage, new security threats are appearing more
frequently (Ismail et al., 2022). Regular updates are crucial to ensure the policy supports
the organization's vision and mission and remains relevant and up-to-date. The review
period should align with the organization's normal business cycles, taking into
consideration that certain times may not be suitable for change or new ideas. For
example, financial year-end periods can be critical and busy, making users less receptive
to change (Hone & Eloff, 2002b). Continuous evaluation, maintenance and updates
ensures the current status and validity of a policy. This involves tracking changes that
may impact the policy, such as changes in technology, processes, people, organization, or
business focus and making recommendations for policy modifications accordingly. It also
involves documenting policy changes and maintaining effective version control for policy
integrity. When changes to the policy are necessary, key functions such as review,
approval, communication and compliance must be revisited (Howard, 2003).

2.5 Communication of Information Security Policies and Regulations

An effective information security policy is dependent on the users knowing about it. The
policy should be disseminated across the entire organization in a manner that fits with
the organization's traditional methods and can be reinforced through training and
awareness sessions with top management support (Hone & Eloff, 2002b). The
responsible party for disseminating security procedures should be the proponent, but
they should strive to involve the communications department, if there is one, to help
carry out this task (Howard, 2003).
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2.5.1 Awareness Training

Without ensuring that every person involved understands their roles and
responsibilities and has the proper training, it is impossible for organizations to secure
the confidentiality, availability and integrity of information in today's highly connected
systems. It's crucial for individual users to understand the specific operational controls
that depend on their behaviour for effectiveness. Extensive awareness and training
programs are necessary to achieve this level of knowledge (van Niekerk & von Solms,
2005). Training, awareness and education serve not only to spread policy but also to
establish a security-focused culture, reducing the risk of insider attacks (Coles-Kemp &
Theoharidou, 2010).

To ensure that subjects are aware of the information security policy, user training and
testing are essential. User participation in activities is crucial for changing security
behaviour. Changing formal policies into an informal change in security behaviour
requires long-term continuous efforts to institutionalize the changes. This can be a
significant challenge, as subjects may have adopted values and behaviours from other
sources, such as other organizations or their personal lives, that impact their adoption of
the new policy (Paananen, Lapke & Siponen, 2020).

Every organization should have a comprehensive security awareness program where all
employees undergo periodic training, with additional smaller briefings as needed. The
training should include education of employees on the dangers of social engineering
techniques and how to protect sensitive information (Sarkar, 2010). A formal security
awareness program sponsored by the organization is a means to raise overall
understanding and awareness of information security. Security awareness programs can
be carried out through various means such as newsletters, posters, promotional items
and web pages (Chen, Shaw & Yang, 2006). The training program is the primary method
of communicating security policies, procedures and requirements throughout the
organization. This can increase employee knowledge and involvement in security efforts
(Tu & Yuan, 2014).

2.5.2 Regular Reminders and Updates

It is important to have regular reminders and updates in communication of information
security policies in an organization because employees tend to forget or overlook
security protocols over time (Knapp et al., 2009). This is particularly true in
organizations where employees are constantly being exposed to new technology and
work processes (Mazzarolo & Jurcut, 2019). Regular reminders and updates can help
keep security top of mind and ensure that employees remain vigilant in following
security policies and procedures (Da Veiga & Eloff, 2010). Additionally, regular
reminders and updates can help ensure that security policies remain relevant and up-to-
date in light of changing threats and technologies (Amankwa, Loock & Kritzinger, 2014;
Ismail et al., 2017). Regular communication further contributes to fostering a culture of
security awareness and responsibility, where employees take security seriously and feel
empowered to report any potential security risks (Van Niekerk & Von Solms, 2010).

This must also be adhered to when an employee departs from the organization, whether
through retirement or a job change. This should involve a farewell interview to remind
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the employee of their security obligations and responsibilities, to retrieve any company
property such as badges or keys and to provide the opportunity for the employee to
voice any security-related concerns or provide feedback (Walton & Limited, 2006).

2.5.3 Monitoring and Enforcement

Monitoring tracks and reports on policy compliance effectiveness. This information is
gathered from employee and supervisor observations, formal audits, assessments,
inspections, reviews, violation reports and incident response activities. The monitoring
function involves ongoing efforts to monitor compliance or noncompliance through both
formal and informal methods and reporting any deficiencies to relevant management for
action. The duty of monitoring compliance with security policies, standards, baselines
and guidelines that apply to the whole organization is shared among employees,
managers, the audit function and the information security function. Every employee
bound by security requirements should aid in monitoring compliance by reporting any
deviations they notice. (Howard, 2003).

The main duty of enforcing security requirements lies with managers of individuals
affected by the policy. Enforcement provides the strength behind a policy's compliance.
It involves management's response to policy violations with the aim of preventing or
deterring repeat incidents. Once a violation is discovered, corrective action must be
taken to address the people, processes and technologies involved, in order to reduce the
likelihood of future violations. Including information on corrective actions in awareness
efforts can be highly effective (Howard, 2003). Top management must demonstrate their
support for the desired outcomes by exhibiting the appropriate behaviour and by
providing incentives for good behaviour and consequences for negative behaviour. Both
incentives and consequences are crucial in shaping employee adherence to information
security policies (van Niekerk & von Solms, 2005).

2.6 Employee Attitudes Towards Information Security Policies and
Regulations

The attitudes of employees towards compliance with information security policies and
regulations are an important factor in ensuring that organizations can reduce the risks
associated with insider threats (van Niekerk & von Solms, 2005). Employees who have a
positive attitude towards compliance are more likely to adhere to the policies and
regulations that they are required to follow (Da Veiga & Eloff, 2010).

Employee attitudes towards information security can vary greatly and are closely
related to information security awareness and culture. A strong information security
culture is built on the foundation of employee awareness and understanding of the
importance of protecting confidential information (Safa, von Solms & Furnell, 2016).
Some employees understand the importance of protecting confidential information and
take the necessary precautions to maintain the security of that information. When
employees understand the significance of their actions, they are more likely to embrace
security policies and procedures, making them an integral part of their work (AlKalbani
etal, 2017). They understand that their actions can have a significant impact on the
company's reputation and financial stability and they take their responsibilities
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seriously, thus becoming an asset to information security instead of being a risk (van
Niekerk & von Solms, 2005).

On the other hand, a lack of employee awareness and understanding can lead to a weak
security culture and a higher likelihood of security breaches (van Niekerk & von Solms,
2005). In this scenario, employees may view security measures as an annoyance or an
obstacle to their work and they may be less likely to comply with security policies or
take the necessary precautions to protect confidential information (Sarkar, 2010). They
may ignore security policies, find ways to bypass security constraints that are in place,
use weak passwords, or be careless when handling confidential information (Chen, Shaw
& Yang, 2006). These employees may also be more likely to fall for phishing scams or
other types of social engineering attacks (Safa, von Solms & Futcher, 2016).

Therefore, it is crucial for organizations to foster a positive information security culture
by promoting information security awareness and regularly educating employees about
the importance of security (van Niekerk & von Solms, 2005). By creating an
environment in which employees understand the impact of their actions on information
security and the organization as a whole, organizations can build a stronger, more
secure culture and reduce the risk of security breaches.
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3 PROBLEM AREA

There has been a marked escalation in the frequency of accidental data breaches caused
by insider threats in recent times (Cheng, Liu & Yao, 2017). In 2008, a contractor for the
UK Home Office, working for the UK government, lost a USB stick with unencrypted data
on all 84,000 prisoners in England and Wales, resulting in the termination of a contract
worth £1.5 million (Sarkar, 2010). In 2011, a Texas State server published the personal
data of 3.5 million citizens online for an entire year. In 2016, a staff member of the
Australian Red Cross accidentally placed documents containing confidential information
of over 550,000 blood donors onto an unsecured public-facing website directory on their
website. These documents contained birth dates, sexual activity, drug use and medical
histories of the blood donors (Cheng, Liu & Yao, 2017).

Alongside these accidental breaches, malicious insider threats have been increasingly
reported (Cheng, Liu & Yao, 2017). In 2005, the UK's National Hi-Tech Crime Unit
prevented the world's largest attempted bank fraud when thieves, disguised as cleaning
staff, attempted to steal £220 million using keystroke loggers installed on computers at a
London bank branch of a Japanese bank (Sarkar, 2010). In 2010, confidential documents
of US diplomatic cables were leaked to WikiLeaks. This was orchestrated and executed
by an insider entity. In 2013, an IT contractor for Vodafone Germany accessed the
company's database system, resulting in the theft of personal information and bank
account details of up to two million customers (Cheng, Liu & Yao, 2017). In the Capital
One data breach in 2019, an insider stole over 100 million customer records, including
140,000 social security numbers and 80,000 linked bank details of customers
(Mazzarolo & Jurcut, 2019).

These events highlight the damage that an insider can cause and the importance of
protecting valuable and sensitive information and assets. They also highlight both the
growing trend of cybercrime and the negligent actions of insiders within organizations.

Information resource protection largely relies on human cooperation. The human aspect
is widely acknowledged as a weak aspect of information security (Metalidou et al., 2014;
van Niekerk & von Solms, 2005). Insider threats and the human factor pose a significant
danger to companies, institutions and organizations (Cheng, Liu & Yao, 2017). Whether
intentional or unintentional, staff can cause significant damage to an organization
through actions such as stealing intellectual property, sabotaging facilities or disclosing
confidential information in various ways. Mainly, this is due to lack of awareness among
staff and absence of an information security culture within the organization (van
Niekerk & von Solms, 2005).

Although it is impossible to eliminate all risks, they can be reduced and residual risks
can be controlled through a combination of administrative, technical and physical
controls. Additionally, providing awareness training and ensuring readiness to respond
to incidents can further help control these risks (Mazzarolo & Jurcut, 2019). However,
this is not an easy task as many parts within an organization have an effect on the
information security. Every organization has a diverse mix of intricate infrastructure,
employees, consultants, management and partners with their own perspectives, values
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and attitudes (Sarkar, 2010). To protect an organization's assets, information security
best practices include a comprehensive security policy tailored to the organization,
enforceable firm regulations, effective enforcement of these policies and good
communication (Mazzarolo & Jurcut, 2019). Despite recognizing their significance
however, many organizations still fail to develop information security policies and
regulations (Paananen, Lapke & Siponen, 2020). The collected and reviewed literature
shows a significant amount of research on information security within organizations, but
there is a lack of studies on how this work has been conducted in government agencies.

3.1 Problem/Question

In accordance with the problems described, the aim of this study is to address the
existing challenges in government agencies responsible for handling sensitive data by
enhancing their information security practices and improving communication strategies.
The study investigates how these agencies develop effective information security
policies and regulations, as well as how they implement strategies to ensure employee
compliance. Additionally, it investigates how these agencies disseminate rules and
policies to their employees and explores the attitudes of employees towards complying
with these regulations.

By gaining a deeper understanding of the development, communication and employee
attitude aspects associated with information security, the study seeks to enable
government agencies to improve their information security work, protect sensitive data
more effectively, and enhance employee engagement in complying with regulations. To
achieve this, this study will answer the following research questions.

1. How do government agencies work to develop information security policies and
regulations?

2. How do these government agencies communicate information security policies
and regulations to employees?

3. What are the attitudes of these government agencies’ employees towards
compliance with information security policies and regulations that they must
adhere to?

The first question aims to investigate the processes that goes into developing
information security policies, taking into consideration the overall attitude of the
organization towards information security, what actors are included in the processes
and how they make sure the policy adhere to international standards and regulations.
The second question aims to investigate how these organizations work to communicate
policies and regulations to staff in order to raise awareness and foster an information
security culture within the organizations. The third question aims to explore the
perception of staff towards communicated policies and regulations, their compliance
with these policies, the impact of these policies on their daily work and how that affects
their attitudes towards the policies and regulations. Furthermore, the question aims to
identify challenges and barriers that these organizations face in ensuring employees’
compliance to these policies and regulations.
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3.2 Delimitations

This thesis will concentrate on government agencies in the public sector that handle
sensitive data, such as personal or classified information. The study will not investigate
private sector organizations or organizations in other industries. The focus on
government agencies is crucial due to several factors. They manage highly sensitive
data, and breaches can lead to severe consequences for both individuals and the nation
(Alotaibi & Furnell, 2014). Maintaining public trust is essential for government agencies,
and data security plays a critical role in this aspect. Studying these agencies can provide
insights into protecting against cybersecurity threats and ensuring national security. It
can also help improve information security standards across different sectors by setting
an example for the private sector and other organizations (Herold, 2018). Government
agencies must comply with strict regulations and legal requirements regarding
information security (Kwon & Johnson, 2013). Analysing their work with policies can
offer insights into best practices and compliance challenges.

Furthermore, government agencies often face different budgetary and resource
constraints than private organizations (Heeks & Stanforth, 2007), making it valuable to
investigate their information security policies and practices. Lastly, interagency
collaboration can pose unique challenges in maintaining information security (Dawes,
2009). By studying these authorities, the study can explore the impact of collaboration
on the development and enforcement of information security policies and regulations.

The study will also focus on the human factor and the insider threat and the method
used will be qualitative interviews of top management or information security officers
and regular employees. This thesis will therefore not evaluate technical security
controls, but instead focus on human factors to show that protecting the organisation
from insider threats, whether intentional or unintentional, can only be achieved if a
holistic approach is taken.

3.3 Expected results

The expected result of this thesis is a better understanding of the processes and
practices used by authorities in the public sector to develop and implement information
security policies and regulations as well as the communication and compliance
strategies used to ensure adherence to these policies. Additionally, the study aims to
identify any challenges or barriers to compliance with information security policies and
regulations and to provide recommendations for addressing these issues. The results of
this study can contribute to the improvement of information security both in the public
sector and the private sector, reducing the risk of data breaches, protecting sensitive
information from unauthorized access, and overall improving information security
within organizations. Considering the fact that government agencies often are seen as
role models for the private sector in how information security work should be
conducted (Herold, 2018), the findings of this study can serve as valuable insights and
best practices for both sectors.
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4 METHOD

This chapter provides an in-depth description of the methodology utilized in the
research, including the purpose and process of conducting a literature review. It
highlights the rationale for undertaking a comprehensive literature review and how it
helped in shaping the research questions and objectives. The chapter goes on to outline
the data collection methods employed in the study, including details about the
participants, recruitment processes and the instruments used to gather data.
Additionally, it presents an overview of the data analysis techniques employed to
examine the data, drawing out key insights and findings. The ethical considerations
taken into account during the research process are also discussed, highlighting the steps
taken to ensure that the study was conducted in an ethical manner and that the
participants' rights were safeguarded. Finally, the chapter outlines the measures
undertaken to guarantee the validity and reliability of the research findings. It discusses
various techniques used, such as triangulation and member checking, to ensure the
credibility and dependability of the data and analysis.

4.1 Chosen Method

After formulating a suitable question for investigation, the next step is to select a
suitable and structured approach. This is crucial for the project's success. In essence, the
implementation of a systematic method is the essence of research. Research
methodology refers to an organized approach to problem-solving that is carried out in a
logical, orderly and systematic way. It involves a wide range of techniques and
procedures that are used to gather and analyse data, test hypotheses and draw
conclusions that can be evaluated by others (Berndtsson, Hansson, Olsson & Lundell,
2008). Research methodology is a critical aspect of any research study as it provides a
framework for conducting the research and helps ensure that the results obtained are
valid and reliable. In order to design a rigorous and effective research study, the
research methodology need to be carefully considered and the methods chosen has to be
appropriate for the research question. Some of the key elements of research
methodology include research design, data collection and analysis, sampling techniques
and ethical considerations (Patton, 2015). Research methodology helps ensure that the
results obtained are valid, reliable and can be trusted. It is important to understand how
and why each step of the methodology is carried out, as the nature of the problem guides
the decision on which method to use. Determining the appropriate research method
requires understanding the nature of the problem and the desired outcome of the study
(Berndtsson et al., 2008).

There are several research methodologies for collecting and analysing data, including
quantitative, qualitative and mixed methods (Askarzai & Unhelkar, 2017). Most methods
share similar traits, such as the presence of a problem to be defined, goals to be
accomplished and a phase of problem examination (Berndtsson et al., 2008). However,
these methods have their strength and weaknesses and are better suited for certain
research questions and goals (Askarzai & Unhelkar, 2017). It is important to carefully
consider the research question, data and the intended outcome when choosing the
appropriate method (Berndtsson et al.,, 2008).
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The choice of methodology depends on the specific research question and the goals of
the research study (Berndtsson et al., 2008). The purpose of this thesis is to gain
knowledge on how government agencies, that handle sensitive data, work to develop
information security policies and regulations and ensure compliance to them.
Additionally, the study aims to gain knowledge on how these agencies communicate
rules and policies to employees and what the attitudes of employees are towards
compliance with information security policies and regulations. The central theme of this
thesis is the human factor in information security and thus the objectives are achieved
by exploring the experiences, behaviours, attitudes, beliefs and values of individuals and
the personnel within an organization, ranging from top management down to the
employees. Acquiring in-depth knowledge about these experiences is crucial in meeting
the established objectives. Hence, it is believed that a qualitative approach is the most
appropriate methodology for this study. Berndtsson et al. (2008) states that, unlike the
quantitative methodology, qualitative methodology allows for a thorough collection of
information through two-way communication between the respondent and the
interviewer, which in this study is essential for achieving the set goals.

4.1.1 Chosen Data Collection Method

The method of conducting interviews can vary and serve various purposes. There are
several styles of interviews in qualitative research (Berndtsson et al., 2008). These
include open interviews (unstructured), closed interviews (pre-structured/structured)
and semi-structured interviews (Baumbusch, 2010). When determining the suitable
form of interview for the study, various factors must be taken into account. Different
interview styles have unique advantages and disadvantages and these are closely
associated with the researcher’s ability to conduct interviews. If the researcher opts to
utilize interviews, there are several aspects to consider in terms of preparation and
implementation (Berndtsson et al., 2008).

Structured interviews are a way of conducting an interview where the interviewer
follows a pre-determined questionnaire or protocol, asking the same set of questions in
the same order to each participant and not allowing for any additions or deletions of
questions. These interviews are good for studies that need precise data and the
researcher has a clear understanding of the data that is required (Berndtsson et al.,
2008). Semi-structured interviews are more flexible, allowing for follow-up questions
and a more natural flow of conversation based on the participant's answers. These
interviews are suitable for studies that require in-depth data and allow for the discovery
of new insights (Baumbusch, 2010). Lastly, unstructured interviews are the least
structured and allow the participant to lead the conversation, making them suitable for
studies that aim to gain an understanding of a particular phenomenon (Berndtsson et al.,
2008).

In this study, semi-structured interviews were selected. As the central theme of the study
is to comprehend the underlying attitudes, beliefs and values that influence human
behaviour and decision-making in the realm of information security, the semi-structured
interview approach allows a more flexible and natural flow of conversation, while still
guiding the conversation towards the central themes and objectives of the study. This
approach enabled probing deeper into the participants’ experiences, gather rich data
and uncover new insights (Baumbusch, 2010), which aligns with the set goals.
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4.1.2 Chosen Data Analysis Method

The data collected can be analysed using either a deductive or inductive approach.
Qualitative deductive analysis involves evaluating the data collected in a study to
determine if it supports pre-existing generalizations, explanations, theories, or results.
In contrast, qualitative inductive analysis involves the creation of new concepts,
explanations, theories or results from the specific data collected in the study (Patton,
2015).

In this study, the qualitative inductive analysis approach was used. The motivation for
this is that the method allows generation of new and unique insights and understanding
of the data collected. It allows identification of patterns and connections in the data that
may not have been previously considered and development of new concepts,
explanations, theories or results from the data. The method is particularly useful when
studying complex or novel phenomena where pre-existing generalizations or theories
may not fully capture the intricacies of the data (Patton, 2015), which is the case here.
Furthermore, the inductive approach encourages a deeper exploration of the data,
allowing for previously unseen connections and relationships to be uncovered and to
gain a more comprehensive understanding of the data (Patton, 2015), which is the goal
of this study.

There are several methods that can be used to conduct a qualitative inductive analysis,
including grounded theory, thematic analysis, content analysis and more (Patton, 2015).
In this study, the thematic analysis method is employed, which is a method for analysing
and interpreting qualitative data to identify recurring themes or patterns. Thematic
analysis is often used to explore the experiences and perspectives of study participants,
uncover underlying patterns and relationships and provide significant insights. Unlike
methods like content analysis, for example, which can be more structured and
systematic, thematic analysis is typically a more inductive and flexible process that
allows for identification of themes as they emerge from the data (Braun & Clarke, 2022).

4.2 Implementation of Study

The study was implemented in three main phases, literature review, data collection and
analysis. First, a comprehensive literature review was conducted to provide a strong
foundation for the research and to identify gaps in the field that need to be addressed.
Next, the data collection process was initiated. Finally, the collected data was subjected
to analysis.

4.2.1 Literature Review

A literature review can serve multiple purposes and can be utilized in different ways. It
can stand alone as a comprehensive examination of previous studies and literature in a
particular field. It can also serve as a preliminary stage in a larger research project,
providing the foundation and context for the research to follow. Additionally, it can be a
component of a finished research report, serving to summarize and synthesize previous
findings and studies relevant to the topic being studied (Knopf, 2006).
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In this study, the literature review served as a preliminary stage in the larger research
project. The motivation for conducting it in this study was to address several key
objectives in the preliminary stage. Firstly, it was conducted to identify a problem area in
the field and establish the background context for the research. By reviewing previous
research and studies, the aim was to identify any gaps in the existing literature, which
could provide opportunities for new and original research. It also served to justify the
research by demonstrating its significance and relevance, while helping to define the
research question by providing insight into relevant questions in the field. Additionally, it
aimed to avoid duplicating previous research and ensure that the study added new and
valuable insights to the field. It played a crucial role in providing the foundation for the
research and ensuring that it was well-informed, original and made a valuable
contribution to the field. Finally, it aided in designing the interview guide, as the
questions were based on the information gathered from the literature review.

In order to gather relevant literature for the study, a comprehensive search of academic
journals and other sources was conducted using databases such as ACM Digital Library,
Google Scholar, [EEE Xplore, Libris, LibSearch, SAGE Journals Online, ScienceDirect,
SpringerLink and Taylor & Francis Online. The search process began with the use of
broad search terms that are relevant to the study's context, such as "information
security”, "human factor" and "international standards." This was followed by a
refinement of the search strategy to more closely align with the purpose of the study,

utilizing more specific search terms such as "insider threats”, "information security in
government agencies", “information security policy compliance” and "information
security awareness" to hone in on the specific areas of the problem. This iterative
process of searching and refining was repeated until a sufficient number of relevant

sources was located.
4.2.2 Interview Guide

Two interview guides were prepared prior to reaching out to the participants, based on
the information gathered in the thesis background section. The questions were
categorized into the three research questions that the thesis intends to answer.
Participants holding top management positions and information security officers were
expected to respond to all three research questions, whereas employees were expected
to answer questions only related to research questions two and three.

For top management and information security officers, the interview guide comprised a
total of 19 questions, with research question one consisting of four questions, research
question two consisting of four questions and research question three consisting of nine
questions. Two introductory questions were also asked regarding the respondents’ roles,
responsibilities and for how long they have been working in their current role. The
interview guide for employees contained a total of 17 questions, with research question
two consisting of four questions and research question three consisting of 10 questions.
The employees were also asked six introductory questions regarding their roles,
responsibilities, for how long they have been working in their current role, their
technical skills, their awareness of threats as well as policies and regulations and one
question about their understanding of their organization’s policies and regulations.
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The decision to prepare two separate interview guides, one for top management or
information security officers and the other for employees, was based on the differing
roles and responsibilities of these groups. Top management and information security
officers are responsible for developing, implementing and communicating information
security policies and regulations, while employees are responsible for adhering to these
policies and regulations in their day-to-day work.

The interview questions in the guide for top management and information security
officers focus on their experiences and expertise in developing policies and regulations,
as their methods for communicating these rules and policies to employees as well as
their perception of employees’ compliance and adherence to these policies and
regulations. In contrast, the interview questions in the guide for employees focus on
their attitudes towards compliance with information security policies and regulations
and their perception of how these rules and policies are communicated to them.

Another reason for preparing separate interview guides is that top management and
information security officers may have more experience and knowledge in the
development of policies and regulations. Therefore, their interview questions can delve
into the details of how policies and regulations are created and implemented. On the
other hand, employees can provide more insight into how these policies and regulations
affect their work and how they, along with their co-workers, respond to them.

The interview questions in the guide for employees also allow them to share their
experiences in adhering to information security policies and regulations. This
information can provide valuable insight into the effectiveness of the policies and
regulations in achieving their intended goals. Meanwhile, the interview questions in the
guide for top management and information security officers can gather information on
how to improve these policies and regulations to ensure better compliance and security.

4.2.3 Recruitment of Respondents

Before starting the interviews, a process of participant selection was conducted. The
purpose was to identify individuals who were deemed suitable for the study, taking into
account the research objectives and questions to be addressed. Participants were
selected based on their ability to provide valuable insights into the research questions.
For this reason, top management, information security officers and regular employees
within different government agencies were included in the sample. The final sample
consisted of ten participants, with two from top management, four information security
officers and five regular employees being interviewed. The inclusion of top management
and information security officers was intended to provide insight into the development
and communication of information security policies and regulations. The regular
employees were chosen to provide a perspective on the perception and attitudes
towards these policies and regulations and their communication.

The initial contact with the participants was initiated through an email which was sent
out to representatives of chosen government agencies. The email included a
comprehensive description of the study’s objectives. The description was based on the
background research and aimed to provide a nuanced and brief explanation of the
problem being addressed. The modalities of the interview process were presented as a
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choice to the participants, with options for either in-person or online interviews through
an online platform of their choice. Participants were informed that they had the right to
cancel the interview at any point as well as the right to decline to answer a question,
regardless of any reason they might have.

In addition, the email specified that the interviews would be recorded in audio format
and that the interview would be transcribed and translated. The email further stated
that the participants would be sent back the translated data for verification, to ensure
that the data was an accurate representation of what was discussed in the interview. The
email also stated that the collected data, after verification, would be used in the thesis
and then permanently erased once the verification had been received. Furthermore, it
was emphasized that no personal information, including information about the
respondent or the organization they represent, would be collected.

Finally, the email provided the respondents with an outline of the questions that would
be asked during the interview. These questions were categorized into the three central
questions driving the research.

In total, 11 individuals were interviewed, six information security officers or top
management and five regular employees. To maintain the confidentiality and anonymity
of the respondents, their roles are not identified directly. Instead, codes are used to
associate the descriptions with the respondents, such as “RM5” for respondent 5. The
only differentiation that is made is between respondents from top-level management or
information security officer positions and those who are regular employees. The
purpose of this is to distinguish between the opinions of regular employees and those
responsible for information security work, which is important in order to show the
differences and similarities in opinions based on what role the respondent have. The
code “RM” (Respondent Management) refers to top management or information security
officers, whereas “RE” (Respondent Employee) refers to employees with no information
security role.

Table 1 - Respondents

Respondent Interview time

RM1 51 minutes, 39 seconds
RM2 47 minutes, 41 seconds
RM3 1 hour, 6 minutes, 41 seconds
RM4 45 minutes, 38 seconds
RM5 49 minutes, 29 seconds
RM6 28 minutes, 25 seconds
RE1 29 minutes, 20 seconds
RE2 25 minutes, 47 seconds
RE3 35 minutes, 15 seconds
RE4 41 minutes, 22 seconds
RE5 22 minutes, 50 seconds
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4.2.4 Ethical Considerations

In today's society, research holds a prominent place and high expectations are placed on
it. This places a significant responsibility on researchers to act with integrity in their
work, not only towards the participants in their research, but also towards all those who
may be impacted by their results, either directly or indirectly. Researchers are expected
to conduct their work with the highest standards of quality, free from outside influence
and manipulation and with a commitment to acting in the greater good rather than their
own personal or stakeholder interests (Hermerén, 2017).

Researchers must have a strong understanding of the knowledge, methodologies and
ethics in their field. Deviation from good research practices can have negative
consequences, including damage to the research process, strained relationships between
researchers, loss of trust, waste of resources and potential harm to research participants
or the environment. Three main forms of research misconduct include deliberate
fabrication, falsification and plagiarism, which all distort the research record. Other
forms of violation in good research practices can also harm the integrity of the research
process and harm the reputation of the researcher (ALLEA, 2017).

The obvious starting point for research ethics consideration is the individual protection
requirement, which consists of four main requirements. These are the information
requirement, the consent requirement, the confidentiality requirement and the
utilization requirement (Swedish Research Council, 2002).

The information requirement states that the researcher is obligated to notify the
participants involved in the research about its objective. They should also be made
aware of the conditions associated with their involvement and that participation is
optional and can be stopped at any time. The information relayed should also include all
aspects of the current study that reasonably may affect the respondent’s willingness to
participate. Additionally, they should be informed that the information collected during
the study will only be used for the purpose of the research and not for any other
purposes. The consent requirement states that the participants have the right to make an
informed decision about their involvement in the research by being informed about its
purpose. Additionally, the requirement states that the participants can stop their
participation at any time without facing any negative consequences and must not be
subjected to undue pressure or influence. The confidentiality requirement states that the
confidentiality of all individuals involved in the study should be given the utmost priority
and personal information should be stored in a secure manner to prevent unauthorized
access. The utilization requirement states that the information gathered about
individuals can only be utilized for research purposes and not for any other objectives
(Swedish Research Council, 2002).

Due to the delicate nature of the study, it was essential to ensure that the collected data
cannot be linked back to the participants or their associated organization in any way. To
achieve this goal and ensure anonymity and confidentiality, several safety measures was
implemented. No personal details about the participants or their associated organization
was gathered. As a further precautionary measure, each participant was assigned a code
to protect their identity and this code was used throughout the research process and
reporting of the results to refer to the specific participant. To protect the collected data,
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it was stored on a local password-protected computer and when the research was
completed, all data was permanently erased.

4.2.5 Conduction of Semi-Structured Interviews

The interviews were conducted through online communication platforms such as Skype
or Zoom, with the audio from the interviews being recorded. The interviews were
recorded using the software OBS Studio. They lasted between 30 and 60 minutes. Before
starting, the participants were informed of the conditions, including their right to cancel
the interview at any time, the option to decline answering any question, the recording of
the interview, the purpose of the study and the handling of the collected data. After
obtaining their consent, the recording and interview began. The questions used in the
interview were based on the interview guide provided to the participants via email prior
to the interview. To create a relaxed atmosphere, the interviews were semi-structured,
taking on a conversational tone. This approach allowed the participants to delve into
additional topics they felt were relevant to the research while still ensuring the
conversation was guided and kept focused on the primary subject matter.

During the conduct of these interviews, the aforementioned guidelines for ethical
considerations, outlined by the Swedish Research Council (2002), were adhered to. To
ensure compliance with the four requirements within the individual protection
requirement, several precautions were taken.

To meet the information requirement outlined by the Swedish Research Council (2002),
the participants were fully informed about the study from the outset. They received an
email detailing the purpose of the study and the conditions on initial contact and this
information was also provided before the start of the interviews. The consent
requirement (Swedish Research Council, 2002) was met by advising the participants of
their right to withdraw from the study at any time after being informed of the research
purpose and they were asked if they still wanted to participate after being informed of
the conditions. They were informed that they were under no obligation to answer any
question, regardless of any reason they might have. To ensure confidentiality, all
collected data was stored on a local password-protected computer with limited access.
No personal or organizational identifying information was recorded or collected during
the study. The collected data was permanently deleted after the conclusion of the
research and the participants were informed of these measures on initial contact and
before the interviews. Finally, to meet the utilization requirement (Swedish Resource
Council, 2002), the participants were informed of the intended use of the information
collected, both on initial contact and before the interviews and they were assured that
the information would only be used for research purposes.

Following the completion of the interviews, the audio recordings were transcribed and
then translated from Swedish to English. To ensure accuracy, the translated data was
sent back to the participants for verification to confirm that it accurately reflected what
was said by the participant in the interview. Upon receiving verification, the process of
compiling and analysing the data was initiated.
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4.2.6 Conduction of Data Analysis

The first step in the thematic analysis process is to familiarize with the data collected
from the interviews (Braun & Clarke, 2022). This was done by reading through the
transcripts of the interviews several times, taking notes and marking significant
statements, quotes and insights. The transcripts were thoroughly reviewed and re-read
multiple times to get a deep understanding of the content. After reviewing the
transcripts, codes were assigned to themes that emerged in the data. These codes were
used to categorize the data into meaningful themes. The coding process was done
manually and involved highlighting and labelling specific segments of text that were
relevant to each theme. Each theme was highlighted in a different colour. The selection of
the appropriate tool for analysing the collected material was narrowed down to two
options, Microsoft Word and Adobe Acrobat Reader. Ultimately, Adobe Acrobat Reader
was preferred over Microsoft Word due to its user-friendly features that allow for
seamless navigation between multiple documents and effortless navigation to comments
via a panel positioned on the right side of the screen.

4 comments

information security since 2014. And we are certified according to the ISO
27001, 2013 standard. So, we follow the requirements of the standard and
we have a management system that also covers the environment and work

environment. So, we have a process for governing documents. We have a
Frameworks, Regulations, Standards and Laws

@ 175

Policy development process

PAGE 2

v 4

Frameworks, Regulations, Standards and Laws

security. And then the process is that I am the one who initiates the work At
our agency, each department has an information security coordinator that |
work with. We also have a data protection officer and an IT security officer.
So, the information security coordinators, me, the IT security officer and the
data protection officer have weekly meetings. And when I start the work, |
produce a draft according to the requirements of the standards as to what it
should contain. Then it is discussed in this grouping that I mentioned. Then
we send the draft out for consultation within the government agency via
these coordinators. Then we receive comments. Then, when we have received
comments, we also send it to the general counsel for comments. And when
it's ready, it goes to the management teams and to the director-general for a
decision. So, the whole process, it can be an interactive process for a period
of time before we get it right. And then it is ultimately the director-general
who decides on the policy after that.

Figure 1 - Encoding material in Adobe Acrobat Reader

To ensure easy identification of the themes for the marked data, a colour was assigned to
each segment based on a theme-specific colour code. Specifically, the first letter of the
coded theme was used to select a corresponding colour. For example, the colour purple
was assigned to the theme "policy development process" as both the theme and the
colour start with the letter 'p'. This method was adopted to enable quick identification of
the theme associated with each segment of data.
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The coding process began by breaking down the transcripts into smaller segments and
identifying meaningful and relevant themes that emerged from the data. These segments
were coded and similar codes were grouped into broader themes. Once the themes had
been identified, they were analysed in more detail in order to gain a deeper
understanding of the attitudes and perspectives of the participants. This involved
looking for patterns and connections between the themes, as well as identifying any
discrepancies or outliers that might provide insights into the attitudes and perspectives
of the participants. The themes were then grouped together into categories that aligned
with the research questions. For the first research question, themes related to how the
government agencies work to develop information security policies and regulations
were grouped together. For the second research question, themes related to how these
agencies communicate the policies and regulations to their employees were grouped
together. And for the last research question, themes related to the attitudes of employees
towards the policies and regulations were grouped together.

Consideration was taken into removing bias and maintaining credibility of the findings
by ensuring that the data was analysed objectively, without making assumptions or
preconceptions about the participants or their attitudes. To achieve this, efforts were
made to remove any personal bias from the coding and analysis process. This involved
continuously reviewing and reflecting on the codes and themes, seeking feedback from
fellow students and critical friends and striving to maintain an open-minded and
objective perspective.

After the initial coding and theme development, the data was reviewed again to ensure
that all relevant themes were captured and accurately represented. This involved
comparing and contrasting the themes with the original data and making necessary
adjustments to the themes and codes. Finally, the themes and codes were reviewed one
last time to verify that they accurately reflected the research questions and provided
meaningful answers. This involved a critical evaluation of the themes, codes and data to
ensure that they were not oversimplified or misinterpreted and that the findings were
robust and reliable.

Overall, the thematic analysis process involved a systematic and rigorous examination of
the data in order to identify the themes and patterns that emerged and to gain a deeper
understanding of the attitudes and perspectives of the participants. The process was
conducted in a methodical and objective manner, with a focus on removing bias and
ensuring the validity and reliability of the findings while still accurately answering the
research questions.
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Table 2 - Identified Themes

Identified Themes
How do government agencies work to Reasons for Policy and Regulations
develop information security policies and Development
regulations? Frameworks, Standards and
Regulations

Involvement of Stakeholders
Human Factor and Insider Threats

Essential Steps

How do these government agencies Intranet

communicate information security policies Education and Training

and regulations to employees? Information Security Coordinators
Effectiveness
Improvements

What are the attitudes of these government General Attitude

agencies’ employees towards compliance Awareness

with information security policies and Culture

regulations that they must adhere to? Ensuring Compliance
Challenges in Ensuring Compliance
Incidents
Incident Management
Human Factor and Insider Threats
Improvements

4.2.7 Validity and Reliability

Another aspect that needed to be taken into account was the validity and reliability of
the research. When studying a problem, the researcher’s prior experiences, values and
beliefs affect the way the research question is viewed, analysed and reported. To ensure
trustworthy results that are independent of personal experiences, research methods are
used to address potential threats to validity. It is important to be aware of these threats,
as well as the variations in handling them, as they can impact the application of the
chosen research method in the project (Berndtsson et al., 2008).

Validity refers to the relationship between what the researcher intends to measure and
what is actually measured (Berndtsson et al., 2008) and can be categorized into two
categories, internal validity and external validity (Merriam, 1995). Reliability refers to
the accuracy and robustness of the research method used. A method can only be
considered valid and reliable within a certain range of uses. There are two main threats
to validity in qualitative research, the researcher's own biases and the influence of the
setting on the research. To address these threats, the researcher should acknowledge
their own biases and account for them in the analysis of the findings and be aware of any
changes in the setting that may occur during the research. In order to ensure the overall
quality of the research project, it is important to consider these threats and address
them appropriately (Berndtsson et al., 2008).

Internal validity in research is concerned with the accuracy of observations and
measurements made. It is a crucial aspect in both positivist and qualitative research,
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with the latter viewing reality as a constantly evolving concept. Strategies to ensure
strong internal validity in qualitative research include triangulation, member checks,
clear statement of researcher's experiences, assumptions and biases and immersion in
the research situation. Reliability in research is concerned with the repeatability of
findings. In the natural sciences, it is determined through repeated measurements of a
phenomenon using objective methods. However, in social sciences, the study of human
behaviour makes it difficult to rely on repeated measures. In qualitative research, the
focus is on dependability and consistency, which can be achieved through triangulation,
peer examination and audit trails. External validity, also known as generalizability,
refers to the ability to apply the findings of a study to other situations. In qualitative
research, it is a challenge due to the absence of statistical extrapolation from a sample to
a population. Alternative views of generalizability in qualitative research include
working hypotheses, concrete universals and reader or user generalizability. Strategies
to strengthen the external validity of qualitative research include thick description,
multi-site designs, modal comparison, and sampling within (Merriam, 1995).

To ensure the validity of the study, both internal and external validity were considered
throughout the research process. In order to achieve this, several concepts were
integrated into the study design, including within-sampling, thick descriptions,
triangulation, member checking, peer review, collecting rich and detailed data, and
reflexivity. Within-sampling was executed by selecting a diverse group of participants
from different work roles within the target organizations, providing a comprehensive
understanding of information security practices. Thick descriptions were used to
provide sufficient information for readers to assess the relevance of the study to their
own experiences. To minimize researcher bias, member checking was employed, which
involved returning the gathered data to the participants for review and confirmation.
The use of multiple sources and methods of data collection, including a literature review
and qualitative interviews, served as a means of triangulation. The peer review process
was implemented through regular assessments of the study by fellow students and a
designated critical friend. Rich and detailed data was obtained through in-depth
interviews to enhance both the validity and reliability of the study. The application of
reflexivity was achieved through a combination of self-reflection, triangulation and the
utilization of multiple research methods such as a literature review and qualitative
interviews.

To ensure reliability, an audit trail was also implemented. The audit trail provides a

comprehensive record of all actions taken during the study, allowing other researchers
to replicate the study and confirm the results, thus ensuring repeatability.
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5 ANALYSIS

This chapter presents the analysis of the data collected from the interviews that were
conducted with the 11 individuals, including six top-level management or information
security officers and five employees without any information security roles. The top-
level management or information security officers included a unit manager, a business
developer currently acting as an interim information security officer, two information
security officers, a chief information security officer (CISO) or information security
coordinator, and an information security strategist. The employee respondents
consisted of one team coordinator and four caseworkers. The gathered materials have
been classified according to the factors and research questions outlined in the
background chapter. Themes that correspond to each category are then presented.

The material presented incorporate, at relevant points, direct quotes from the
respondents, except for data gathered from RM1, who explicitly requested to not be
directly quoted in the thesis. Furthermore, certain words from the quotes have been
excluded to avoid identifying the participant or the organization they represent. The
identifying words that are removed have been replaced with “[identifying]”. If any parts
are excluded for other reasons, the explanation will be provided in the same format,
using another descriptive word to indicate the reason, such as “[irrelevant]”.

5.1 Development of Information Security Policies and Regulations

The participants are first asked introductory questions about their roles and
experiences. After the introductory questions, the interview continues with four
questions about the development of information security policies and regulations. These
questions cover the processes followed by government agencies, the individuals
involved, the impact of human behaviour, insider threats and recommended essential
steps to be taken. These questions, regarding the development of policies and
regulations, were only asked to top management or information security officers and not
to the regular employees.

5.1.1 Reasons for Policy and Regulations Development

Policy development begins when an issue arises that necessitates the creation or
modification of a policy (Ismail et al., 2022). The process of evaluating a policy involves
four sub-steps, collectively known as the policy assessment process. These include
examining the policy environment, identifying any gaps or inconsistencies in the policy,
summarizing the results of the policy assessment, and developing recommendations for
policy improvement. Following these steps, a decision can be made on whether to
approve proposed changes and an assessment can be conducted to determine the
potential impact on existing policies (Rees, Bandyopadhyay & Spafford, 2003).

RMS5 explains that the need for a new policy or regulation often arises due to a new
regulatory framework or identified gaps in their information security work. Incidents
can also trigger the process of developing procedures to avoid similar occurrences in the
future. The approach is scenario-based and can include an independent internal audit to
identify and recommend new regulations. RM4 notes that their certification requires the
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development of policies, and that they have recently created a policy for information
security RM3 cites an example of a challenge they faced during the COVID-19 pandemic
which led to them conducting an assessment that resulted in the creation of a policy for
online communication.

Similar to the findings of Ismail et al. (2022), the respondents highlight that the need for
development of policies is heavily scenario-based and is influenced by their internal
events and organizational environment.

5.1.2 Frameworks, Standards and Regulations

Hone and Eloff (2002b) emphasize the importance of taking into account industry
standards, best practices, and legal and regulatory requirements when developing
policies and regulations. This sentiment is echoed by the respondents, who discuss the
significance of adhering to standards, frameworks, regulations, and laws set by the
government and other agencies. While their responses have minor differences, they
fundamentally align with Hone and Eloff's statement. They emphasize the importance of
compliance with data protection laws, archive legislation, and security protection
legislation, as well as guidelines from the Swedish Civil Contingencies Agency (MSB).
These guidelines are crucial to the policy and regulation development processes carried
out by the authorities represented by the respondents.

RM1 states that their organization follows government procedures and external
authorities, adhering to laws, regulations, and guidelines provided by these entities. For
information security, they rely on MSB guidelines, which are based on the ISO 27000
(ISO, 2018) package. These guidelines govern various aspects of their work, including
structure, information handling processes, documentation practices, and distribution of
responsibilities. RM2 shares a similar perspective but also includes additional
legislations that their organization must follow when creating policies and regulations,
such as the security protection legislation, archive legislation, data protection, and ISO:

"[...] it's based on the requirements that the government imposes on us as
a government agency. Then there are the MSB's regulations, the security
protection legislation, the archive legislation, data protection, and of
course IS0 in this too. Based on the regulatory requirements for the
authority, the policies and regulations are drawn up.” - RM2

Although RM3 does not explicitly mention using MSB's guidelines, they underscore the
importance of considering the ISO 27001 (ISO, 2013) and 27002 (ISO, 2022) packages.
They also mention utilizing the PDCA (Plan, Do, Check, Act) cycle framework in their
work, including policy and regulation development:

"[...] we have a traditional Plan, Do, Check, Act (PDCA) cycle. We follow it
for much of our work. Even when we make policies and regulations
around this." - RM3

RM4 highlights the necessity of complying with MSB's regulations, particularly the
2020:6 (MSBFS 2020:6) and 2020:7 (MSBFS 2020:7) regulations, which align with the
ISO standard. They also reference ISO 27001 (ISO, 2013) and 27002 (ISO, 2022)
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packages for information security, ISO 14001 (ISO, 2004) for environmental
management systems, and regulations established by the Swedish Work Environment
Authority. RM4's management system also dictates their use of the PDCA cycle
framework.

RMS5 cites the GDPR, the Security Protection Act (SFS 2018:585), and the Public Access
to Information and Secrecy Act (OSL) (SFS 2009:400) as regulations they must follow:

"The authority works to establish systematic information security work in
all respects, the ISO 27000 series is used and put in relation to regulations
such as GDPR, the Security Protection Act, OSL, etc. Much of an
authority's information security work is highly regulated by various types
of regulations.”" - RM5

RM6 mentions working according to the methodological support from MSB. Interviews
reveal that while MSB's guidelines are heavily based on the ISO standard and followed by
government agencies, at least two agencies are not ISO certified. RM1 and RM5 share the
view that ISO certification is unnecessary and excessively expensive compared to its
benefits. Only RM4 explicitly states their organization is ISO certified. It is unclear
whether the remaining three agencies that are interviewed have been certified by ISO, as
this information is not disclosed. According to Hone and Eloff (2002a), standards like
ISO provide instructions and mandates for crafting effective policies. This is primarily
how these government agencies utilize them according to the statements that are being
provided. As per Lopes, Guarda and Oliveira (2019), standards like ISO lack legal force
and do not impose penalties for non-compliance. In these cases, the government
agencies are subject to regulations and standards established by the MSB, which are
derived from the ISO standard and do impose penalties for non-compliance. This
indicates that, while ISO standards themselves do not have penalties for non-compliance,
MSB's standards and regulations do.

5.1.3 Involvement of Stakeholders

According to Paananen, Lapke and Siponen (2020), it is crucial to engage with
stakeholders to collect their feedback on security requirements and priorities,
comprehend their perspectives and needs, and guarantee that their opinions are
considered during policy development. This approach can enhance stakeholder
commitment and encourage them to support the policy post-implementation. Policy
reviews and approval is another crucial step in the process. Key stakeholders, including
executives, legal counsel and information security personnel, should review and approve
the policy to ensure that it meets the organization's needs and requirements, as well as
relevant standards, laws and regulations (Flowerday & Tuyikeze, 2016; Knapp et al.,
2009).

RM2 states that policy documents are prepared by a network of professionals such as
lawyers, information security coordinators, and data protection experts. These
departments work together to create the documents, which are then sent up to the
highest decision maker for review and decision. The IT department plays a crucial role in
implementing and adapting these policies. The preparation of these documents is an
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ongoing process, and the national network ensures that they are constantly updated and
adapted.

RM3 states that their policies are written by the security function, which consists of a
group of four developers. The policy is then sent out for review to different parts of the
organization. RM4 describes a similar process in their organization, where it begins with
RM4 initiating the work and producing a draft based on the requirements of the
standards. RM4 then discusses the draft with the organization’s information security
coordinators, IT security officer, and data protection officer in weekly meetings. The
draft is then sent out for consultation within the agency, and comments are received
from various stakeholders. The draft is also sent to the general counsel for their input.
Once the draft is finalized, it goes to the management teams and the director-general for
review and a decision. RM4 notes that the process can be an interactive one that takes
time to get right, and the final decision on the policy is made by the director-general.
Similarly, the organization that RM5 represents involve specialists, the business that the
policy or regulation will cover, managers and other decision makers in the process:

“Specialists who know security issues, that is specialists in legislation.
Also, the business that the regulation will cover. And managers and other
decision makers who will approve the policy or regulation.” - RM5

RM6 states that a large number of people are involved in information security in their
organization. These include lawyers who specialize in specific types of legislation such
as public access, confidentiality, and data protection. Additionally, the head of security,
archivists, IT department, administrative organization, controllers, management, and the
communication department are all involved. RM6 emphasizes that information security
is an organizational issue that cuts across the entire organization and requires
collaboration from all departments.

Both the literature and the statements from the respondents emphasize the importance
of engaging with stakeholders during the development of security policies. Paananen,
Lapke, and Siponen (2020) highlight the necessity of collecting stakeholder feedback,
understanding their perspectives, and ensuring their opinions are considered
throughout the policy development process. Similarly, RM2, RM3, RM4, RM5, and RM6
describe the involvement of various stakeholders, including legal counsel, information
security coordinators, data protection experts, and management, in the creation and
review processes of their information security policies and regulations. Key
stakeholders, as noted by Flowerday & Tuyikeze (2016) and Knapp et al. (2009), should
review and approve the policy to ensure its alignment with organizational needs, legal
requirements, and relevant standards. This process is also evident in the statements
provided by the respondents and includes policy review and approval by an independent
party, usually consisting of key stakeholders. In these cases, the independent party is not
outside the organization, but they are an independent party in the sense that they were
not involved in drafting the policy. According to Howard (2003), having an independent
party or group assess the policy document has several benefits, including the
development of a sounder policy through scrutiny from different perspectives, increased
support from a wider range of stakeholders and improved credibility through input from
specialist reviewers. Although it is evident that these respondents’ organizations use
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independent parties to review the policies and regulations, they do not mention the
benefits of it.

5.1.4 The Human Factor and Insider Threats

The participants are asked how they address the human factor and insider threats when
developing information security policies and regulations. The common consensus is that
this is not done with policies, but rather through other means such as culture building,
incident management, education, training, governance and guidance.

RM1 states that in their organization it is not achieved with policies, but through culture
building. A few years back they used to have an approach to information security similar
to that of "police officers" where employees were punished for making mistakes. Staff
responsible for information security would only deliver negative messages and solely
inform employees of their wrongdoings. This led to incidents not being reported out of
fear for repercussions and in other ways hindered employees in their daily work.
However, RM1’s organization have since shifted their focus towards being helpers and
supporters instead. This change has proven to be better and more efficient according to
RM1, who further notes that many colleagues in the field are making the same transition.

RM2 shares a similar sentiment and states they work towards having an open climate
and dealing with it through training. They emphasize the importance of a non-
judgmental culture that views mistakes as opportunities for learning rather than
opportunities for punishment. Mistakes should instead be handled in a way that
contributes to growth and development for the organization

“Well, we do a lot of training and we put a lot of effort into having an
open climate. It is like, well, making mistakes is nothing, it's also a way for
us. So, we can learn from mistakes. So, it is a very, what can I say, non-
judgmental culture and it's very important for safety work that it is like
that, so to speak.” - RM2

RM3 states that policies have limitations when it comes to dealing with the human factor.
They can write rules on what is allowed and what is not, but it is not enough. However,
policies are essential in ensuring that the organization communicates clearly and
consistently with its employees. To support policies, the organization produces guiding
or supporting documents that are communicated in an easily understandable way and
they provide training courses that support these documents. RM3 gives an example of
how the organization had to tackle the issue of holding sensitive meetings during the
pandemic, which led to the development of a policy that specified what types of
information.

RM4 highlights that their organization have policies and procedures in place for
information classification, security measures and risks, as well as guidance for handling
information belonging to any class. RM4 further states that incidents and mistakes still
happen despite these measures. In such cases, they have a procedure for incident
management and reporting, which involves reporting the incident to a group that
analyses it based on its type. The information owners and the department where the
incident occurred then propose measures to address the issue and to prevent it from
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happening again. RM4 also emphasizes the importance of learning from incidents to
avoid similar mistakes in the future. To keep track of incidents, they receive quarterly
reports that detail the type of incident, such as personal data incidents, system
breakdowns or security breaches. RM4 then reports the incidents to management and
other authorities, such as the Swedish Authority for Privacy Protection (IMY) and MSB, if
necessary. Finally, RM4 states that the information security coordinators within these
departments are responsible for ensuring that employees are aware of the procedures
and policies related to information security. They work within the departments to
anchor the policies and procedures and to remind employees about them. In addition to
training initiatives, the aforementioned incident management procedures govern how
incidents are reported. Although not all incidents are reported, RM4 notes that more and
more people are reporting incidents that have occurred.

RMS5 takes a different approach to the question and claims that the human factor is
something that is handled through the use of technology. RM5 also makes a
differentiation between intentional and unintentional threats and how they are handled.
According to RM5, insider threats can arise from deliberate violations of rules as well as
unintentional negligence, and dealing with each type of threat requires different tools. If
the threat is unintentional, culture and guidelines are used to prevent and manage it,
whereas intentional threats, such as unauthorized behaviour and deliberate risk-taking
actions are handled with certain tools such as log management and other types of
follow-ups. They also have an internal investigation that deals with incidents. RM5
further mentions that proactive work is important and is something they do, where
background checks and verification of qualifications during the recruitment process is
conducted. Additionally, RM5 notes that designing working methods in the organization
also helps manage unintentional mistakes by building IT systems that make it difficult to
make mistakes and easy to do the right thing.

RM6 instead mentions responsibilities within the organization and emphasizes that
everyone has their own responsibility to know the internal governance and the laws and
regulations that govern the business overall. The organization stresses the importance of
keeping oneself updated and each level up the managerial ladder has a regular line
responsibility to ensure that issues are dealt with. While their laws may not focus on the
human factor, the internal governance of the organization emphasizes that employees
must take responsibility for handling the authority's information correctly and in
compliance with the governance in place. Van Niekerk and von Solms (2005) state that
each individual in an organization must understand their specific role and
responsibilities in maintaining information security, as well as the impact of their actions
on the overall security of the organization, which falls in line with the statement from
RMé6:

“There is a rule that everyone has their own responsibility. Everyone has
their own responsibility to know which... partly our internal governance,
but also the laws and regulations that govern the business overall. So, it's
something that we emphasize, that it's everyone's responsibility to keep
themselves updated. But then at each level up there, like at the
managerial level and so on, there is a regular line responsibility, that the
manager is responsible for his or her activities. So, you have a slightly
greater responsibility to ensure that the issues are dealt with.” - RM6
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The literature highlights the human factor as the weakest link in information security
and emphasizes the importance of a holistic approach that encompasses technology,
processes, people, and organizational factors (Georgiadou, Mouzakitis & Askounis, 2022;
Metalidou et al., 2014; Baker & Wallace, 2007). In line with this, respondents similarly
recognize that addressing the human factor and insider threats cannot be solely
achieved through policies, but also through culture building, incident management,
education, training, governance, and guidance. By fostering an open and non-judgmental
culture, providing clear guidance and procedures, managing and reporting incidents, and
emphasizing individual responsibility, the participants’ strategies align with the
literature's call for a holistic approach to address the human factor and insider threats in
information security (Tu & Yuan, 2014; Van Niekerk & von Solms, 2005).

5.1.5 Essential Steps

The participants are asked what they think are the most important steps to consider
when developing policies and regulations. According to Paananen, Lapke and Siponen
(2020), there is no established method or definitive guide for developing information
security policies and regulations. Therefore, it is crucial for organizations to prioritize
tailoring policies and regulations to fit their unique needs. However, authors Flowerday
and Tuyikeze (2016), Ismail et al. (2017) and Knapp et al. (2009) agree on a set of
essential steps that should be incorporated into the policy development process. These
steps include conducting a risk assessment, identifying stakeholders, setting security
objectives, developing, reviewing, implementing, maintaining, and updating the policy.
There is a shared consensus among these authors on what should be included in an
information security policy, specifically scope, roles, responsibilities, and security
controls. RM2, RM3, RM4 and RM6 all mention some of these steps and content that they
implement in their policies and in their development processes.

RM2 starts by emphasizing the importance of having a basic knowledge of the business
and its environment when developing information security policies and regulations.
They highlight that different types of organizations have different requirements, and that
it is important to adapt the policy to fit the unique needs of the business, which is in line
with the view of Paananen, Lapke and Siponen (2020). Additionally, the respondent
stresses the importance of creating a policy that can be implemented in practice and is
not just a document that sits on a shelf. The policy should be something that everyone in
the organization can relate to and adhere to.

RM3 acknowledges that there is no right and wrong, but mention several factors that are
important, such as ensuring the scope, sticking to accepted definitions, adhering to
constitutional requirements, standards and directions, setting goals, ensuring top
management’s commitment, and defining roles and responsibilities:

“There is no right and wrong here, it's more about how you think you can
ensure that you cover everyone.” - RM3

RM4 mentions that developing policies and procedures that are relevant, simple,
understandable and easily accessible for those who are going to use them is crucial. RM5
mentions that there is no set process model, but rather a set of guidelines and practices
that are typically followed:
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“There is no process model or equivalent for the procedure, but there is a
guideline, checklists and a practice or whatever you want to call it for
what is usually done.” - RM5

RMS5 further states that when developing information security policies and regulations,
the actual implementation, anchoring, and communication are often the challenges,
particularly in a large organization with many employees. RM5 continues with noting
that it is crucial to have a communication strategy and to take help from business
developers. Additionally, there should be a security role that sits far out in the
organization, such as an ambassador, with whom there can be regular communication.
RM5 further acknowledges that implementation, communication, follow-up, setting
security goals, and determining security controls are all crucial aspects of developing
effective policies and regulations. However, setting effective security objectives can be
complicated, and it is often neglected or left as the last priority.

RM6 states that identifying stakeholders to obtain broad support is crucial when
developing information security policies and regulations. This includes considering
issues beyond just information security and identifying those who are affected by
management policies. Additionally, RM6 emphasizes the importance of implementing
policies beyond just having them on paper and integrating them into daily operations:

The varying answers and opinions provided by the respondents align with the findings
of Paananen, Lapke, and Siponen (2020), who suggest that there is no universally
accepted method or definitive guide on how to approach the topic. RM3 and RM5
explicitly mention this by stating that there is no right or wrong way, but rather that
there are guidelines for how it is usually done and that the focus should be on how to
ensure that the work is inclusive of everyone in the organization. The respondents’
responses are also consistent with the recommendations of Flowerday and Tuyikeze
(2016), Ismail et al. (2017), and Knapp et al. (2019) regarding the critical steps involved
in developing an information security policy and the essential components that a policy
should contain.

5.2 Communication of Information Security Policies and Regulations

According to Hone and Eloff (2002b), an effective information security policy is dependent
on the users knowing about it. The policy should be disseminated across the entire
organization in a manner that fits with the organization's traditional methods and can be
reinforced through training and awareness sessions with top management support. The
participants were asked questions regarding their views on the communication of
information security policies and regulations. These questions were asked to both top
management and information security officers as well as to regular employees.

5.2.1 Intranet

All participants, both from top management and information security officers as well as
the regular employees, mention their intranet as a means of communication. This
indicates that the intranet is one of the most common and primary means of
communication within the organizations. Management speaks of the intranet as a tool to
publish news, changes, policies, and procedures and employees also use the intranet to
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access this information. This shows that the intranet is a central channel for information
dissemination within the organization.

The use of the intranet as a communication channel is supported by Héne and Eloff
(2002b), in the sense that they suggest that conventional communication methods
should be used to communicate policies and regulations within an organization. This
makes the approach of using the intranet logical since employees use the intranet for
extended periods in their work and it is a platform that everyone in the organization can
access. By using the intranet, the organization ensures that everyone has access to the
same information and that it is communicated through a platform that employees are
familiar with. The fact that both management and employees use the intranet for
communication purposes also suggests that it is an effective method of communication.
The intranet provides a centralized location for policies and regulations, making it easier
for employees to access them. The intranet can also be updated in real-time, further
ensuring that employees have access to the latest information through notifications and
newsletters that are published on it.

5.2.2 Education and Training

Hone and Eloff (2002b) emphasise that, while policies and regulations should be
communicated through conventional methods, they also need to be reinforced with
training and awareness sessions. Sarkar (2010) states that every organization should
have a comprehensive security awareness program where all employees undergo
periodic training, with additional smaller briefings as needed. According to Tu and Yuan
(2014), such training can lead to increasing the knowledge and involvement in security
efforts by employees. All respondents indicate that there is a big focus on training and
education, where regular and role-specific training is something that these organizations
do extensively. RM1 state that they provide training courses for its employees to learn
how to do their job effectively, including more specific and targeted training courses
aimed at different types of groups. The employees are divided into different groups to
increase competencies and handle sensitive cases, with additional special training
provided to certain groups for specific areas such as handling sensitive personal data.
RM1 recognizes the importance of both practical everyday help and specialized training
in educating and training their employees.

RM2 discusses the training packages offered by the organization. They mention that the
organization produces their own films about various topics, and these films are made by
staff members, which makes them relatable and effective. RM2 further explains that the
organization creates their own educational material for information security, data
protection, and security protection. The organization offers a variety of training courses
that vary in length, from short courses that take five to ten minutes to more solid courses
that take upwards of an hour or more. RM2 emphasizes the importance of having
different types of training available to employees, as not all employees will respond to
the same type of training.

RM4 explains that they have several training programs to raise awareness about
information security and safety in their organization. They have developed PowerPoint-
presentations for new employees, mandatory training through the DISA training portal,
and workplace meeting materials. They also have a presentation about their
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management system for information security. The organization is considering a
systematic approach to refresh and remind employees about safety issues and
management systems, possibly through workplace meetings or departmental coffee
breaks:

“We have these PowerPoint presentations that the information security
coordinators and we have jointly developed, which is, so to speak, an
introduction where they sit down with the new employee and go through
the basics. Then we have the mandatory training DISA, which is a special
training and which is in our training portal that is mandatory for
everyone to go through. Then we have also had workplace meeting
material on safety work to raise awareness of safety in general.” - RM4

RMS5 states that they have an introductory training package for new employees, which
includes a predetermined part that all employees receive and a customized part based
on the specific role of the employee. RM5’s organization also organize theme days and
conference days on topics that are relevant to the current security challenges faced by
the organization, which is often influenced by what the government and media are
discussing. RM6 further continues on the same track as the other respondents and
mentions that they provide general training courses for all employees, as well as
targeted training for specific employees who work with certain issues or have specific
roles and responsibilities.

RE1 state that employees’ training start during their first week on the job and includes
handling sensitive as well as confidential data, communication protocols, and
confidentiality requirements. The basic training lasts for six months, and before starting
any tasks, employees must complete it. RE1 continues with reporting that they are
happy with the basic training and that it is good. The training is well-structured, starting
with the basics and gradually increasing in complexity. The training courses are designed
to be taken over time, and after six months, more advanced courses can be taken for
those who wish to become experts in the field. Some employees may require advanced
training due to the sensitive nature of their work:

“The basic training you get at the beginning, the first week you start
working, was great. It was very clear and the actual training part is very
well structured. It kind of increases gradually. You start with the basics
and then you increase your knowledge.” - RE1

RE2, RE3, RE4 and RES5, like RE1, confirm that they have undergone extensive training
related to information security and compliance. The training usually starts with an
introductory course, which is followed by regular training on specific topics or as new
threats emerge. They find that the training is generally clear and effective in building a
culture of security and compliance. This supports the findings Sarkar (2010), and Héne
and Eloff (2002b) on the benefits of training in building a culture of security and
compliance.

All respondents indicate a significant focus on training and education, highlighting
regular and role-specific training in their organizations. This is in line with Sarkar’s
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(2010) findings, which stresses the need for comprehensive security awareness
programs, periodic training, and additional briefings as needed. Tu and Yuan (2014)
highlight the potential for increased knowledge and employee involvement in security
efforts as a result of such training. RM1, RM2, and RM6 discuss the provision of targeted
training courses for different types of groups within their organizations, which aligns
with Sarkar (2010)'s recommendations. Similarly, RM4 and RM5 mention introductory
training packages for new employees and theme days on relevant security challenges,
respectively, which is consistent with the literature's emphasis on ongoing training and
awareness-raising (Hone & Eloff, 2002b; Tu & Yuan, 2014).

5.2.3 Information Security Coordinators

All respondents notes that departmental information security coordinators are used to
communicate information security policies and regulations. RM3 explains that the
coordinators are responsible for communicating new guidelines or policies to employees
through various channels, such as departmental meetings or emails. RM4 adds that the
coordinators also provide training to new employees and ensure that all employees are
aware of the organization's management system for information security. They are also
responsible for reminding employees of the policies and procedures and making sure
they know where to find them. RE4 mentions that they receive information on changes
or new threats through workplace meetings with the coordinators, emphasizing that
utilizing information security coordinators is effective in informing employees. The use
of departmental information security coordinators is not explicitly mentioned in the
literature, but plays an important role in communicating information security policies
and regulations according to the respondents.

5.2.4 Theme Days

RM3, RM4 and RM5 mention theme days as a way of reaching out, where the
organizations have specific days or periods where more emphasis is put on cyber- and
information security. RM3, RM5, RE2 and RE4 mention the Information Security Month.
The Information Security Month is an annual campaign held in October with the aim of
raising awareness and skills in information and cyber security among individuals and
companies. It is carried out by the Swedish MSB and the police, with the participation of
partners from private, public and non-profit sectors. The campaign is part of the effort to
increase the minimum level of information and cyber security in society. October is also
the European Cyber Security Month, organized by ENISA, with the same goal of raising
awareness of information and cyber security among the public and organizations
(Swedish Civil Contingencies Agency [MSB], 2022b). The information security month is
something that RM3, RM5, RE2 and RE4’s organizations participate in. Theme days and
specific days as a means to communicate and reach out to employees is also not
mentioned in the literature, but is something that is done in these organizations.

5.2.5 Effectiveness

Hone and Eloff (2002b) claim that an information security policy is considered effective
when the content communicates to users the expectations for handling information in a
clear and easily understood manner. But although the content is important, the way it is
communicated and presented to the users is crucial. Each respondent asserts that they
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do not specifically measure the efficacy of their communication channels. Instead, they
rely on follow-ups and assessments to gauge effectiveness.

RM1 and RM4 note that completion rates of their training campaigns provide an
indication of efficacy, although they clarify that this only measures their success in
getting people to participate, not the effectiveness of the training itself. Another tool
mentioned by RM4 that can offer insight is MSB's Infosdkkollen. Infosédkkollen is a tool
designed to assist municipalities, regions, and government agencies in monitoring and
improving their systematic information security work. The tool is an Excel-based form
that requires input from various parts of the organization to answer questions about
different aspects of information security work. The responses are then endorsed by
management and used to provide feedback on the level of work and which areas need
improvement. The feedback also includes tips on relevant support and links for further
development. Organizations that use Infosakkollen can report their results to MSB,
which provides feedback and recommendations based on the data collected. The
Infosdkkollen benchmark allows organizations to compare their results with other
responding organizations and collaborate on the results (MSB, 2022a).

RM1 and RM4 highlight that this tool does not provide insight into the effectiveness of
their communication or outreach efforts to employees. Instead, it solely indicates the
level of their information security work through self-assessment based on questions
designed by MSB. RM4 however, mentions that they are currently awaiting an external
audit, which they believe will offer a more comprehensive evaluation of their outreach to
employees.

RM3 mention that each department does a maturity assessment once a year that
provides them with an indication of how well they comply with policies and other parts
around it. This is measured using a model called CMMI (Capability Maturity Model
Integration). CMMI is a process improvement maturity model for the development of
products and services, published by the Software Engineering Institute of Carnegie
Mellon University. It can be used to integrate IT Risk Management with any IT process
improvement efforts, as it covers activities that guide the implementation of highly
mature development and service processes. CMMI is not focused on projects, but on
regular business processes that are executed daily, and during the maturity
improvement process execution, information about expected operational risks can be
gathered and passed to IT Risk Management. Risk treatment measures from IT Risk
Management can be included in the process design. Therefore, CMMI has a broad scope
and can be applied to various concrete business processes (European Union Agency for
Cybersecurity [ENISA], n.d.). RM3 further emphasizes that the CMMI assessment does
not provide them with specific numerical data. Instead, it offers a general indication of
their performance by presenting them with broad figures that give an idea of the scale of
a given situation.

RM2 notes that a strong indication of the effectiveness of their communication is the
high level of interest among employees to learn more. According to RM2, the fact that
employees request exercises indicates that their outreach is successful. They argue this
based on that people are unlikely to request something they have no knowledge of. In
addition, RM2 mentions that they conduct follow-ups and surveys on the
implementation of policies and regulations, a practice that is also mentioned by RMé6:
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“I wouldn't say effectiveness, but we follow up on implementation. We
have made random samples of these general training courses and seen
like ‘have you understood what it is about? Do you know how to use this?,
but also measure the level of knowledge.” - RM6

RM5 acknowledges that the effectiveness of communication is not systematically
measured and is often unsatisfactory in many places. They stress that they can identify
reasons for communication gaps, but find it challenging to determine how to improve
communication for greater impact. They further assert that they lack a tool to measure
effectiveness and instead rely on assessments that serve as a basis for devising a new
strategy for the next time a policy or regulation is developed, rather than a specific
systematic approach.

While the literature highlights the importance of effective communication, the
participants reveal that their organizations do not have specific measurements for
evaluating communication efficacy. Instead, they rely on indirect indicators such as
follow-ups, assessments, and employee interest. These findings suggest that
organizations may benefit from developing and implementing more systematic
approaches to measure communication effectiveness in the context of information
security policies and regulations.

5.2.6 Improvements in Communication

The respondents offer various suggestions for improving communication of information
security policies and regulations within their organizations. RM1 discusses their
agency's work on developing an ISMS and stresses the importance of making
information logically connected and easily searchable. They highlight the challenges in
managing complex issues that fall between legal, security, IT, and management, resulting
in a large amount of information that is not logically connected, making it difficult to
navigate and find answers to specific questions.

RM3, similar to RM1, acknowledges the difficulty of managing interconnected
documents within the organization. They focus on the challenge of revising and
modifying these documents and suggest the agency function as an internal referral body
to ensure accurate referrals and adjustments to policy documents. RM3 emphasizes the
importance of ensuring that everyone is updated and referring correctly:

“And then you see, well, ‘here you are referring to our old policy here'
‘That's not how it applies at all, but this is how it applies’ and then you
adjust it. So, there are improvements to be made there, I think. I don't
know how, but in some way at least ensure that everyone is updated and
referring correctly.” - RM3

RM2 emphasizes the need to educate individuals on information security's importance
and argues it is a collective responsibility. They recommend that policy documents
should be communicated in a way that highlights the significance of information security,
making it easy for individuals to understand its importance.

Osama Abdulhadi School of Informatics 46



The Human Connection to Information Security

RM4 acknowledges room for improvement in their organization, having conducted a
review, developed new procedures, rewritten old ones, and created new guidelines for
employees. RM4 notes that procedures and guidelines must be easily accessible and that
information security coordinators within departments should effectively reach out with
new documents.

Both RM5 and RM6 emphasize the importance of personal contact and interaction with
employees for effective communication of information security policies and regulations.
They suggest being present in the organization, meeting employees, and addressing
concerns. RM5 acknowledges the challenges of reaching out to many employees with
limited safety personnel: “Something that is considered to be important and have a great
effect is to be present in the organization, meet them, talk to them and let them ask
questions. Explain what the purpose of the regulation is, what risks the regulations are
intended to manage. However, this is often difficult in a large organization where the
number of people working with safety is small in relation to the total number of
employees.” - RM5

RE1, RE3, and RE4 propose having accessible information security officers or personnel,
while RE1 and RE5 suggest using workshops with real-life cases for effective policy
communication. RE2 highlights the need for clearer instructions in policies and
regulations. RM5, RE2, and RES5 express concerns about the language used in these
documents, which can be difficult to understand. RE3 and RE5 mention the challenge of
finding specific information within these documents:

“Furthermore, the policies and regulations themselves could be easier to
understand and easier to search in for specific information.” - RE3

“[...] it is not always easy to find among all the content that exists in these
documents. Because there is a lot and filtering through it all is a big task
in itself. If  search for a specific thing, the search can return several
documents, so it can be very tough and frustrating.” - RE5

5.3 Employee Attitudes Towards Information Security Policies and
Regulations

The attitude of employees in organizations towards information security can be either
positive or negative and this can have a direct impact on the implementation of security
controls and overall information security (Tu & Yuan, 2014). Employee attitudes are
strongly linked to information security awareness and culture and can vary significantly
(Safa, von Solms & Furnell, 2016). It is therefore imperative for users to adhere to
information security policies in order to mitigate the risk of information security issues
(Bauer, Bernroider & Chudzikowski, 2017).

5.3.1 General Attitude
According to the respondents from top management and information security officers,

the overall attitude of employees towards information security policies and regulations
is positive, but some respondents lift certain things that require attention.
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RM1 observes that employees are generally cooperative and eager to comply with
policies once they are aware of what is expected of them, but acknowledges that some
may find the regulations cumbersome and hindering to their work. RM2 emphasizes that
their organization has a high level of compliance, with employees actively requesting
training exercises, indicating an interest and willingness to do the right thing. RM3
believes that most employees are positive and think that clarity is a good thing, but
acknowledges that they have not made any direct measurements on it. RM4 notes that
there has been a change in the level of acceptance towards information security in recent
years, with greater awareness of the threats and a higher willingness to prioritize safety
over convenience. RM4 observes that their employees possess knowledge of their ISMS,
but acknowledges that they may not always comprehend the expectations placed on
them. Additionally, RM4 acknowledges that their authority is composed of passionate
experts who sometimes may prioritize their own issues over the goals of the authority,
which RM4 means can be a problem. RM4 further notes that their employees are well
aware about potential threats and risks but may not always know how to respond to
them. RM5 acknowledges that the importance of information security has been
increasingly accepted and recognized in recent years, with external factors such as global
tensions, media coverage, and the growing prevalence of digitization in daily life being
contributing factors to this. RM6 states that their employees grasp the significance of
information security and compliance, but may not fully comprehend the need for
themselves to change.

The employees are asked about their perspective on the importance of adhering and
complying to information security policies and regulations. Their responses further
support the notion that employees have a positive attitude towards these policies and
regulations. All respondents stress the significance of complying with them. RE1, RE3,
RE4 and RES5 further recognize the importance of following them and doing things right
because of the importance of representing a government agency specifically, and
handling the unique sensitive information that their positions entail.

When employees have a positive attitude towards compliance, they are more likely to
follow the policies and regulations that are in place (Da Veiga & Eloff, 2010). The success
of information security policies and regulations can be significantly influenced by the
attitudes of employees towards compliance. A positive attitude can foster a security
culture that prioritizes the protection of sensitive data, whereas a negative attitude can
diminish the effectiveness of such policies and regulations (AlKalbani, Deng, Kam &
Zhang, 2017; Hone & Eloff, 2002b). The statements and responses from both top
management and employees suggest a positive attitude towards compliance with
information security policies and regulations. The respondents acknowledge that
employees are generally cooperative and willing to comply with policies, but that there
can be certain obstacles to overcome. However, it is evident that these obstacles are
seldomly related to the attitudes of the employees, but rather to their understanding and
knowledge of the content in the documents. The importance of adhering to these policies
and regulations is recognized and emphasized by both top management and employees.
This positive attitude towards compliance and information security in general is
essential in ensuring that the government agency handles sensitive information safely
and it is evident that the employees grasp the significance of information security and
compliance.
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5.3.2 Awareness

Information security awareness is the most important factor that mitigates the risk of
information security breaches in organisations (Safa, von Solms & Futcher, 2016).
Increasing information security awareness is achieved by performing processes that
educate individuals within an organization about information security policies,
procedures and best practices. The aim of information security awareness is to increase
knowledge and understanding of the importance of protecting sensitive information, as
well as to equip individuals with the skills and knowledge needed to identify and prevent
potential security threats (Chen, Shaw & Yang, 2006). By raising awareness about
information security, organizations can reduce the risk of security breaches and ensure
that sensitive information is properly protected (Elmrabit, Yang & Yang, 2015). This not
only helps to prevent security incidents, but it also helps to meet regulatory
requirements, maintain customer trust and enhance the overall security culture within
the organization (Lopes, Guarda & Oliveira, 2019).

In the survey, the employees were asked to rate their level of threat awareness,
awareness of policies and regulations, as well as their understanding of them using a
scale ranging from one to five. The following tables present the rating scale and
descriptions of the rating scales that was employed to evaluate the levels of awareness
and understanding:

Table 3 - Rating Scale of Awareness and Understanding in Relation to Threat Awareness
and Policies/Regulations

Rating Threat Awareness Policies and Policies and
Regulations Regulations
Awareness Understanding
1 Minimal awareness Minimal awareness Inadequate
understanding
2 Limited awareness Limited awareness Limited understanding
3 Decent awareness Decent awareness Basic understanding
4 Extensive awareness Extensive awareness Comprehensive
understanding
5 Exceptional awareness = Exceptional awareness Profound
understanding
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Table 4 - Rating Scale of Awareness and Understanding in Relation to Threat Awareness
and Policies/Regulations - Scale Descriptions

Threat
awareness

Policies and
Regulations
Awareness

Policies and
Regulations
Understanding

Minimal awareness

Limited awareness

Decent awareness

Extensive awareness

Exceptional awareness

Minimal awareness

Limited awareness

Decent awareness
Extensive awareness
Exceptional awareness
Inadequate
understanding
Limited understanding

Basic understanding

Comprehensive
understanding

Profound
understanding

Lack of understanding of potential
threats, with limited knowledge of risks
and vulnerabilities.

Somewhat restricted understanding of
threats, with gaps in knowledge of risks
and vulnerabilities.

Reasonable level of knowledge and
understanding of common threats, risks
and vulnerabilities.

Broad-ranging and comprehensive
understanding of various threats, risks
and vulnerabilities.

Outstanding level of knowledge and
understanding of complex threats, with
knowledge about proactive anticipation
and mitigation measures.

Basic awareness of policies and
regulations, with limited familiarity.
Incomplete awareness with gaps in
knowledge of relevant policies and
regulations.

Solid awareness of key policies and
regulations relevant to the organization.
Comprehensive knowledge of policies and
regulations for effective compliance.
In-depth knowledge of intricate details of
policies and regulations, ensuring full
compliance and effective navigation.
Insufficient knowledge and
comprehension, below the desired level.
Restricted comprehension with
significant gaps in knowledge.
Foundational or rudimentary grasp of
fundamental principles.

Thorough and all-encompassing
comprehension of policies and
regulations.

Exceptional insight into the intricacies
and application of policies and
regulations.

The employees were also asked to provide a motivation for their rating. The responses
indicate that employees have a strong awareness of threats as well as a strong awareness
of policies and regulations, but that their understanding of them vary:
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Table 5 - Employee Awareness and Knowledge

Respondent Threat Policies and Policies and

Awareness Regulations Regulations
Awareness Understanding

RE1 5 5 5

RE2 4 5 3

RE3 4 5 2

RE4 5 5 5

RE5 4 5 3

All respondents state that their high level of awareness of both threats as well as policies
and regulations is a result of the training that they have received. RE1 and RE4
additionally note that information security is integrated into many organizational
activities, which has also contributed to their solid understanding of policies and
regulations. RE2, RE3, and RES5 attribute their lower understanding of policies and
regulations to factors such as the complexity of the language used in them, unclear
instructions, and difficulty in finding specific information due to the overwhelming
amounts of available documents.

5.3.3 Culture

According to Amankwa, Loock, and Kritzinger (2014), the aim of promoting information
security awareness is to foster a culture of security in an organization and to ensure that
all staff have the necessary resources to safeguard sensitive information against
unauthorized access and data breaches. A robust information security culture involves
employees who are knowledgeable about security policies and practices, alert to
potential threats, and committed to protecting sensitive information.

RM1 describes a shift in their information security culture where they went from being
police officers and enforcers who only delivers negative messages to becoming helpers
and supporters who are there to help and something good is happening. This shift has
led to a more efficient and effective culture, where the focus is on controlling and
managing the right things, not just checking things for the sake of it. RM1 claims that
being police officers had a negative impact on the employees. RM1 also mentions that
this shift towards a more positive and helpful culture is a trend in the industry, with
many colleagues undergoing a similar journey to become trainers or helpers.

RM2 emphasize the importance of having an information security culture in order to
create a safe and secure working environment. Technical solutions such as passwords
and access controls are important, but they cannot replace the need for a culture of
awareness and the sense of personal responsibility among employees which falls in line
with Baker and Wallace's (2017) argument that technical approaches alone cannot solve
information security issues and that social and organizational measures must also be
involved. RM2 further acknowledges that building this culture requires long-term effort
and training, as well as a non-judgmental approach to mistakes that allow for learning
and improvement:
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“Well, we do a lot of training and we put a lot of effort into having an
open climate. It's like, well, making mistakes is nothing, it's also a way for
us... So, we can learn from mistakes. So, it's a very, what can I say, non-
judgmental culture and it's very important for safety work that it's like
that, so to speak.” - RM2

RE1, RE2Z, RE3, RE4 and RES5 all recount the same narrative, stating that their
organizations have an open climate where colleagues inform each other of mistakes and
where management are forgiving and view mistakes as learning opportunities rather
than grounds for punishment.

RM2 continues and cites examples of employees politely reminding colleagues to carry
their service cards or asking about unfamiliar colleagues who are not wearing their
them. RM2 means that when that happens it is a sign that they have succeeded in
creating the desired culture. RM2 further states that scenario-based training and a solid
introduction scheme can help establish this culture, and that it is important to set the
culture early on with new employees, which is something that they work with and try to
achieve through introductory training.

RMS5 discusses different communication methods used to create and anchor a culture of
information security within their organization. They highlight the intranet as an
important channel for reaching everyone, along with news feeds and specific pages.
However, they note that these methods are not enough to create a strong culture and
supplements them with training, such as classroom training and digital meetings. They
also hold safety days where lectures are given and further communication is facilitated.

Van Niekerk and von Solms (2005) states that that educating personnel is a critical step
in creating a culture that prioritizes information security and that this mindset leads to a
behavioural shift, transforming employees from potential risks to assets for information
security and the organization. The authorities that have been interviewed share this
view. RE1, REZ, RE3, RE4, and RE5 all recount the extensive effort their organizations
put into education and awareness training and emphasize how their training have led to
them recognizing and prioritizing security in their daily work.

5.3.4 Ensuring Compliance

Respondents discuss various methods to ensure compliance with information security
policies and regulations. RM1 shares that their transition from a policing role to a
supportive one has positively impacted compliance. This shift allows them to focus on
pertinent issues instead of merely going through the motions. Their IT organization
employs a well-developed process, governance, and follow-up, ensuring necessary
security and compliance activities are performed in processes like development. RM2
recounts a similar approach, incorporating security and information security issues into
the development process from the beginning rather than addressing them later. RM2
argues that including security in small increments throughout the development process
helps maintain its importance in everyone's minds and ensures it is part of the entire
development chain.
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RM3 mentions the CMMI model, asserting its effectiveness in evaluating their
organization's performance. They view this assessment as a reliable gauge of their
compliance level and a basis for taking appropriate measures. Additionally, RM3
acknowledges the incident management process as another means of assessing
compliance efforts' efficacy, noting that this approach is more reactive in nature and
provides insight into what works and what doesn't. However, they express a preference
for avoiding reactive approaches and note that it is not their favored method of
addressing compliance issues.

RM4 adopts an approach prioritizing a workplace culture where employees meet
compliance requirements through routine job duties without actively considering
specific regulations or legislation. RM4's organization aims to achieve this by restricting,
simplifying, and clarifying areas within their control. RM4 also mentions using external
and internal audits to assess compliance efforts, with external audits crucial for avoiding
overconfidence and ensuring objective evaluations.

RM5 and RM6 discuss follow-up surveys and incident statistics collection to identify
non-compliance root causes. Targeted measures like communication or training can then
be directed to relevant business areas, aiming to prevent future undesirable events. RM5,
like RM1 and RM2, includes information security and security considerations
throughout the procurement or development process of policies and regulations.

RE1, RE2, RE3, RE4, and RES5 rely on training for compliance and rarely refer to policies
and regulations. When encountering issues, employees consult colleagues or managers
instead of referring to policies and regulations. Only RE3 and RES5 report consulting
governing documents for guidance in addition to colleagues or managers:

“I fall back a lot on what I've learned during my training. I only open up
and read the policies and regulations in certain situations that require it.”
- RE3

“But it is usually quickly handled either by looking at our governing
documents or asking colleagues or management about instructions on
what to do.” - RE5

These approaches to ensuring compliance generally align with Howard (2003),
emphasizing enforcement, corrective action, and awareness efforts. However, regular
employees' experiences suggest room for improvement in providing accessible
resources and guidance to better understand and comply with policies and regulations.
Statements from RE1, RE2, RE3, RE4, and RE5 suggest that while Howard (2003)
emphasizes enforcement and management's role in policy compliance, employees may
benefit from additional support and resources to help them understand and adhere to
information security policies and regulations in practice.

5.3.5 Challenges in Ensuring Compliance
To encourage employee compliance with information security policies, top management

must exhibit support for desired outcomes by demonstrating appropriate behavior and
offering incentives for positive behavior while imposing consequences for negative
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actions (van Niekerk & von Solms, 2005). The respondents discuss various challenges in
ensuring compliance with information security policies and regulations. RM1 and RM5
highlight the difficulty of implementing effective information security tasks in large,
complex organizations. Reaching the right people with the right information becomes
challenging due to the organization's size and complexity. RM5 notes that the scarcity of
information security specialists relative to the total workforce exacerbates this
challenge:

“[...] these are large organizations where there can be many different
levels of management and if there are also quite few people working with
security issues in relation to the number of total employees, this can be a

challenge.” - RM5

RM1 and RM3 mention the challenge of managing vast amounts of information,
guidelines, and employees, with information security policies and regulations
constituting only a small part. Effectively communicating information and preventing
information security policies from being overlooked among other documents and tasks
is challenging. RE2 shares this sentiment, stating that handling large amounts of
information can be overwhelming:

“Then I can think that certain information that is communicated is very
overwhelming. It's like a lot at once and it can be difficult to take it all in.”
- RE2

RM3, RM4, and RM5 emphasize the need to simplify information security policies and
regulations, making them less formal and easier to understand. Technical, legal, or safety
terminology can hinder employee comprehension and compliance. RE2, RE3, and RE5
express similar concerns about understanding the language or terminology used in
policies and regulations:

“You have different languages. People working in security use a different
language. It may be technical language that comes entirely from the
security industry. It may be that it is, it depends a little on what it is,

sometimes it can be about legal terms that are incomprehensible to those
who do not work with the issues. And it can also involve technical terms.
Both law and technology and the technical language associated with
these discussions are often very well used in security work. And this can
often be a reason why you may not reach the final recipient.” - RM5

Furthermore, RM5 acknowledges the challenge of understanding employees' daily lives,
making it difficult to adapt information security measures to their realities. This issue
arises when security professionals become too disconnected from employees.

RM2 identifies numerous challenges, including impatience, balancing protection with
avoiding shortcuts, dealing with strong-willed individuals, keeping up with rapidly
evolving technology, and addressing outsider threats. RM2 also mentions immature
management that fails to understand the importance of information security, although
they clarify this is based on past experiences and not their current workplace. This
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challenge primarily stems from the costs of implementing information security
measures without immediate visible impact and the perception that information
security can be restrictive.

Addressing these challenges requires simplifying and clarifying language, understanding
employees' realities, and balancing security with usability. Coupled with strong support
from top management, as suggested by van Niekerk & von Solms (2005), organizations
can improve compliance with information security policies and regulations.

To shape employee compliance with information security policies, top management
should demonstrate their support for desired outcomes by exhibiting appropriate
behaviour and providing incentives for good behaviour and consequences for negative
behaviour (van Niekerk & von Solms, 2005).

5.3.6 Incidents

RM3, RM4, RM6, RE1, RE2, RE3, and RE4 mention occurrences of clicking on suspicious
links and opening email attachments at their workplaces. RM4, RM5, RM6, RE1, RE2,
RE3, and RES cite incidents where information was sent to the wrong address or
incorrect information was transmitted. RM3 and RE3 report incidents of sensitive
information stored in inappropriate locations, while RM5 discusses instances of
employees transmitting sensitive information through the wrong channels or ignoring
safety measures due to their complexity. RE1, RE2, RE4, and RE5 note cases of sensitive
information written on paper and left visible on desks. RE1, RE2, and RE3 recount
incidents of leaving computers logged in and unattended, and RE2 and RE4 report
incidents of failing to secure hardware before leaving for the day. Additionally, RE2
discusses cases of colleagues forgetting to close designated rooms and granting
unauthorized access to restricted areas. RE3 reports visiting websites on their work
computer which is not permitted under their regulations.

The main reasons cited for these incidents are convenience, accommodation, and lack of
knowledge. While these are generally minor mistakes, RE4 cautions that they can
become significant under certain circumstances. RE1 and RE5 recount instances of
recording information in the wrong journal, with RE5's case being more severe due to
the sensitive nature of the information.

Some respondents mention major incidents, such as RM6's account of an employee
mistakenly sending a former employee's final salary to a fraudster. The employee's
desire to be helpful led to a failure to adhere to regulations and work in a risk-based
manner. RE2 recalls a similar incident of unauthorized access to a restricted room. RE1
and RE4 mention major incidents where colleagues accessed cases involving individuals
they were personally acquainted with for personal reasons. RE1 recalls another incident
where an employee handled a case involving someone that they had a relationship with:

“[...] but a colleague who had a relationship with a client and at the same time handled
their case. It's weird, because the thing is that first of all you are biased. So, there were so
many things that happened, but that colleague got a reminder and not much more than

that.” - RE1
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RM3 also notes incidents of employees storing organizational data on personal devices
and discussing cases in public areas prior to their employment at the organization.

Metalidou et al. (2014) found that those who claim to have security awareness still
engage in actions that jeopardize information security, such as clicking on suspicious
links and opening email attachments. Cheng, Liu, and Yao (2017) point out that
unintentional leaks often occur due to neglect of security measures, inadequate
technology, or lack of employee awareness. The respondents provide examples of such
mistakes, including allowing colleagues into restricted areas without service cards,
leaving sensitive information visible, and leaving computers logged in while unattended.
These findings align with Safa, von Solms, and Futcher (2016), who state that sharing
usernames and passwords, recording them on visible sticky notes, opening unknown
emails and attachments, downloading software from the internet, and leaving computer
systems logged in while unattended are all examples of employee mistakes. Sarkar
(2010) states that intentional misuse can come from insiders who use corporate
resources for their own purposes, as recounted by RE1 and RE4 in their organizations.

5.3.7 Incident Management

Each of the respondents’ organizations have established systematic incident
management procedures in place, which may vary to an extent, but the fundamental
principle is consistent. In the event of an incident, it must be reported, followed up and
dealt with accordingly. The specific steps involved in handling the incident do differ
among the organizations. All respondents emphasize the importance of having a non-
judgmental approach to handling incidents.

RM2 emphasizes the importance of non-accusatory incident management, where the
primary goal is to inform rather than blame. This approach aims to create a safe
environment where people feel comfortable reporting incidents without fear of being
reprimanded. The organization recognizes that everyone is capable of making mistakes
and strives to minimize stress caused by incidents:

“But it's not an accusatory or suspicious conversation, but more of an
information conversation.” - RM2

RM3 outlines their incident detection process, which involves not only reported
incidents but also proactive measures such as storage area searches to locate misplaced
information. When misplace information is found, they are promptly reported as
incidents. The incident is then analysed by specialized groups based on its type before
being returned to the information owner for handling. Information security officers also
conduct quarterly incident reports, which are then shared with management. Similarly,
RM4’s organization reports both simple and serious incidents and follows up on them as
needed. The incident is analysed by specialized groups before being returned to the
information owner for handling. In addition, the organization conducts quarterly
incident reports that are shared with management. Depending on the severity of the
incident, they may also report to supervisory authorities such as IMY and MSB.

RM5’s organization uses surveys as a follow-up measure, compiling incident statistics to
gauge the "temperature” of the situation. They then direct measures to the relevant
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departments to prevent further incidents. Employees are also required to report
phishing emails and spam on a daily basis. Similar to RM4, RM5’s organization may also
report incidents to supervisory authorities such as IMY, MSB, and the Swedish Security
Service (SAPO) based on the severity of the incident:

RM1, RM2, RM3, RM4, RM5, and RM6 however, all emphasize the importance of having a
non-judgmental approach to handling incidents. RE1, REZ, RE3, RE4, and RE5 all share
similar views that align with that notion. They emphasize that their organizations
prioritize education and development over punishment as a means of managing
incidents. These respondents share that their organizations have well-established
guidelines and rules for handling incidents, with an emphasis on reporting incidents
regardless of how minor they may seem. In addition, they report that their organizations
foster a culture of open communication where mistakes are viewed as opportunities for
growth and improvement. They highlight that the severity of the incidents determines
the measures taken after reporting, but that their organizations always maintain a focus
on learning from the incident and taking measures to prevent similar incidents from
occurring in the future. The employees further report that their organizations try to
proactively approach incident management through training, having guidelines in place
and cultivating a supportive culture of learning and improvement that helps minimize
the risk of incidents happening.

To shape employee compliance with information security policies, top management
should demonstrate their support for desired outcomes by exhibiting appropriate
behaviour and providing incentives for good behaviour and consequences for negative
behaviour (van Niekerk & von Solms, 2005). In contrast, the respondents’ experiences
imply that a non-judgmental approach to handling incidents is more effective than
punishment in shaping employee compliance with information security policies and
regulations. By prioritizing education and development, cultivating a culture of open
communication, and proactively approaching incident management instead, the
organizations create an environment that encourages compliance and prevents incidents
from occurring in the first place.

5.3.8 The Human Factor and Insider Threats

RM2 highlights the importance of having a competent and united team. However, some
members may not understand the importance of their work, which can be detrimental to
the team's success. It is crucial for the competent members to work with those who need
support to ensure everyone is working together and contributing equally to the team's
success. Otherwise, even one weak link can affect the entire team's performance:

“So yes, I think it's important to get an operation together so that
everyone feels that they are working together. Because it's like one person
who can, like, even if I do everything, it doesn't matter if the person next
to me does everything wrong. Then I will still suffer.” - RM2

RM3 states that having a policy alone does not provide security in terms of the human
factor and insider threats, rather it provides a direction. It is essential to work on
education and awareness to ensure that people understand the policy and comply with
it. Additionally, RM3 believes that the human factor is crucial, and feedback from
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employees can help understand and address difficulties in complying with policies. RM3
also points out that being a hot topic in the media helps employees understand the
importance of information security and motivates them to find ways to avoid security
breaches in the workplace:

“So yes, it certainly helps a lot that it is a hot topic in newspapers and the
like, I think. I think many people read and follow the news and see
websites that are down due to overload attacks, you read about someone
who has been fined for not handling personal data properly. So, I think
that as an employee you get a pretty good picture of the threats that exist
around the information. And that helps us because then people come to us
and want to find a way to avoid it happening in the workplace, so to
speak.” - RM3

RM4 states that the human factor is always present, but outsider threats may feel more
relevant currently due to the rise in hacking incidents. However, RM4 believes that the
majority of employees and managers want to do the right thing and that providing them
with tools and easy-to-understand explanations can facilitate this. Additionally, mistakes
should be viewed as opportunities for learning and improving, and employees should be
encouraged to take responsibility for their own education and understanding of
information security rather than relying solely on others to provide them with
information. RM4 put emphasis on that everyone wants to do the right thing, and it is the
organization's responsibility to make it as easy as possible for them to do so:

“But the basic attitude is that everyone wants to do the right thing, you
just have to provide the tools and conditions to be able to do the right
thing. And also pointing out my own responsibility to be able to look up
information and know where to find it. It's not just that you should be fed
like a baby bird with here you are and here you are. But you should also
have a responsibility yourself.” - RM4

RMS5 states that the human factor is a major threat from both a corruption as well as an
infiltration perspective, and is often underestimated compared to outsider threats. There
is a need to be more careful and suspicious, and to work on managing insider threats as
well as outsider threats. It is important to keep track of permissions and work with
technical solutions to ensure that people are who they claim to be and that logging
systems are used in a responsible way. In recent times, there have been examples of
infiltration and espionage in Sweden, and these security risks can affect vital operations
or Sweden's security in general. Corruption and other types of irregularities are also a
constant concern, as they can damage public confidence in authorities and the state as a
whole.

RMS6 states that understanding and acting in a certain way is a crucial part of security
measures, and it cannot be forced upon anyone. It is important to invest as much energy
and effort in the human factor as in technology and control, because technical solutions
alone are not enough. It is necessary to understand why security measures are in place
and how to ensure that people do not take shortcuts or get annoyed:
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5.3.9 Improvements to Employee Attitudes

The respondents mention several ideas for improving their employees’ attitudes
towards information security policies and regulations. RM1, RM3, and RM4 suggest that
regulations should be simple and clear, with instructions that are easily comprehensible.
They propose developing regulations that are not overly complex and communicating
them in a straightforward and easily understood manner. They argue that this would
make it easier for employees to comply with information security policies and help them
do the right thing. RM3 highlights the use of tabular instructions to explain procedures,
while RM4 suggests providing specific guidance and support for various assets and
utilizing relatable examples from everyday life:

“I think we can, we have seen that something that employees really like.
It's simple, like tabular instructions and how to do things. Employees
usually want answers to simple things, like ‘can I print on my printer at
home?’” - RM3

“And simple help and advice and support. And that you make it simple and
understandable and use examples from everyday life.” - RM4

RM1 and RM4 emphasize the significance of providing employees with appropriate tools
that are functional, relevant, and effective. They suggest that good tools are necessary for
successfully improving employees’ attitudes.

“Instead, employees need access to the tools and information that make it
easy for them to do the right thing” - RM4

RM2, RM3, RM5 and RM6 talks about anchoring and mentions different approaches to
achieving it. RM2 suggests getting employees to prioritize the organization's greater
good over individual projects through encouraging collaboration:

“So, on a [identifying], the average [identifying] thinks that their project
is the most important project. Somebody has to say what is most
important. And once again, it is a question of priorities, of prioritising
activities. What is most important for our activities. If something
happens, then we should prioritise this and this should take a back seat.” -
RM2

RM3 proposes educating employees about the benefits of governance and information
security by demonstrating their advantages, as well as the consequences of non-
compliance. RM5 suggests instilling a sense of responsibility in employees by explaining
the importance of certain routines and safety measures, highlighting the negative
consequences of non-compliance, and emphasizing the benefits of adhering to
information security practices:

“I think we can always be clearer and demonstrate the benefits of having
governance in this area.” - RM3
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“You have to assume that the will is there, but in order to achieve
desirable attitudes and behaviours, not only the will is required, but also
an understanding of why you need to take different routines and safety
measures. It can often be a matter of describing the negative
consequences that could occur if we do not succeed in doing this in the
right way, and then perhaps the people who this is about can then relate
to it.” - RM5
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6 RESULT

This chapters aims to answer the study’s three research questions. The chapter is
structured according to the order that the research questions has been presented in
previous chapters.

6.1 How do government agencies work to develop information
security policies and regulations?

This question is answered based on the experiences and recollections of the respondents
from top management and information security officers.

6.1.1 Policy Development Process

The analysis shows that government agencies adopt a systematic approach to develop
information security policies and regulations, taking into account the unique context and
requirements of their organizations. The process is often triggered by various factors,
such as legal or regulatory requirements, changes in the threat landscape, technological
advancements, or organizational restructuring. The respondents highlight the
importance of understanding the organization's operations, risk factors, and stakeholder
interests in developing policies and regulations. They collectively emphasize the need to
tailor policies and regulations to the specific needs of the organization, considering
aspects such as its size, industry, and the nature of the information processed.

Engaging stakeholders from the initial stages of policy development is a key aspect
emphasized by the respondents. This ensures that policies and regulations are created
with input from those affected by them, leading to more effective and relevant outcomes.
Stakeholders include not only employees but also partners, customers, and regulators
who have a vested interest in the organization and its information security. Another
critical element is the focus on making policies and regulations practical and easily
implementable. The respondents note the importance of creating policies that are
accessible, easy to understand, and applicable in day-to-day operations. They stress that
policies should not merely be documents that sit on a shelf but should serve as living
guidelines that everyone in the organization can relate to and adhere to.

The agencies also pay attention to adherence to legal requirements, industry standards,
and best practices, ensuring that the developed policies and regulations comply with the
relevant legal and regulatory frameworks. This includes taking into account
constitutional requirements, international standards, and directions from relevant
authorities. The respondents mention standards and regulations, such as MSB's
regulations, which are based on the ISO 27000 package (ISO, 2018). The ISO 27000
series, along with other ISO packages like the ISO 14001 (ISO, 2004) for environmental
management systems, help guide organizations in creating effective policies. Some
respondents mention using the Plan, Do, Check, Act (PDCA) cycle framework in their
work when developing policies and regulations. Additionally, GDPR, the Security
Protection Act (SFS 2018:585), and OSL (SFS 2009:400) are also cited as essential
regulations to comply with.
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6.1.2 The Human Factor and Insider Threats

The analysis reveals that the human factor is a significant concern for government
agencies when addressing information security. The respondents however, acknowledge
that the human factor is not sufficiently addressed through policies alone, as policies
cannot fully account for human behaviour and the complexities of human decision-
making. To effectively address the human factor, the respondents emphasize the need for
a combination of training, awareness programs, and fostering a culture of security
awareness. This involves raising employees' understanding of their roles and
responsibilities in maintaining information security and ensuring that they have the
necessary knowledge and tools to mitigate risks.

The agencies also highlight the importance of clear communication strategies when it
comes to information security policies and regulations. This includes disseminating
information through various channels, engaging employees in the policy development
process, and fostering open lines of communication between different departments and
levels of the organization. The role of top management in addressing the human factor is
also stressed by the respondents. They point out that top management's commitment
and involvement are essential for creating a culture of security awareness and ensuring
that employees understand the importance of adhering to policies and regulations.

6.1.3 Essential Steps

The respondents identify several essential steps that should be considered when
developing and implementing information security policies and regulations. These steps
include conducting a risk assessment, identifying stakeholders, setting security
objectives, developing, reviewing, implementing, maintaining, and updating the policy.

Risk assessment is highlighted as a crucial starting point for policy development, as it
enables the organization to understand its vulnerabilities and prioritize its efforts in
addressing the most pressing risks. This also ensures that the developed policies and
regulations are relevant to the organization's specific needs and requirements.
Identifying stakeholders and obtaining their support is mentioned as another essential
step in policy development. This involves considering the needs and concerns of all
parties affected by the policies and regulations, including employees, partners,
customers, and regulators. Setting security objectives is also emphasized as a critical
aspect of policy development. The respondents note that this can be a complex process,
often neglected or left as the last priority. However, clear and measurable security
objectives are necessary for guiding the organization's efforts and ensuring that the
policies and regulations are effective in achieving the desired outcomes.

Lastly, the respondents highlight the importance of continuous review, implementation,
maintenance, and updating of policies and regulations. This involves ensuring that the
policies remain relevant and effective in the face of changing threats, technologies, and
organizational requirements. The respondents stress that policies should not be static
but evolve over time as the organization and its environment change.

Implementing policies and regulations in day-to-day operations is emphasized as a
critical factor in their effectiveness. The respondents point out that merely having
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policies and regulations on paper is not enough. They must be integrated into the
organization's daily activities and procedures. This includes assigning roles and
responsibilities, monitoring compliance, and regularly evaluating the policies'
effectiveness.

6.2 How do these government agencies communicate information
security policies and regulations to employees?

This question is answered based on the experiences and recollections of the respondents
from both top management or information security officers and regular employees.

6.2.1 Communication Channels

Various communication channels are employed to convey information security policies
and regulations to employees. One of the primary methods identified is the use of the
intranet, which serves as a central hub for disseminating news, policy changes, and
procedures. Both top management and employees utilize the intranet extensively,
ensuring that everyone has access to the same information on a familiar platform. This is
in line with Hone and Eloff's (2002b) suggestion that conventional communication
methods should be used for policy communication within organizations.

Another important aspect of policy communication is education and training.
Respondents from the agencies highlighted a significant focus on providing regular and
role-specific training to employees. This approach aligns with the literature, which
emphasizes the need for comprehensive security awareness programs and periodic
training to increase employee knowledge and involvement in security efforts (Sarkar,
2010; Tu & Yuan, 2014). Examples of such training include introductory packages for
new employees, theme days addressing current security challenges, and targeted
courses for specific employee groups.

In addition to the intranet and training programs, departmental information security
coordinators play a crucial role in policy communication. These coordinators are
responsible for sharing new guidelines or policies with employees through various
channels such as departmental meetings or emails. They also provide training to new
employees, ensure awareness of the organization's management system for information
security, and remind employees of policies and procedures. Respondents reported that
this method of communication is effective in informing employees, although the
literature does not explicitly mention the use of information security coordinators.

Finally, theme days or specific periods where they focus on information security, such as
the Information Security Month, are employed by government agencies to place greater
emphasis on cyber and information security. This annual campaign, held in October, aims
to raise awareness and skills in information and cyber security among individuals and
organizations. Participation in such events allows agencies to further communicate
policies and regulations to employees and reinforce the importance of information
security.
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6.2.2 Effectiveness

The respondents state that they do not measure the efficacy of their communication
channels directly, but instead relies on follow-ups and assessments instead to get
indications. Some respondents note that completion rates of training campaigns can
provide an indication of efficacy, but these only measures participation, not the
effectiveness of the communication channels themselves. One tool mentioned,
Infosdkkollen, is designed to assist organizations in monitoring and improving their
systematic information security work. However, it does not provide insight into the
effectiveness of communication or outreach efforts to employees. Some respondents are
awaiting external audits, which they believe will offer a more comprehensive evaluation
of their outreach. A model called CMMI (Capability Maturity Model Integration) can be
used to assess compliance with policies and other aspects of information security.
However, this assessment does not provide specific numerical data, but rather a general
indication of performance.

A strong indication of communication effectiveness is the high level of interest among
employees to learn more, as well as the use of follow-ups and surveys on policy
implementation. However, respondents acknowledge that effectiveness is not
systematically measured, and they lack a tool for this purpose. They rely on assessments
as a basis for devising new strategies for policy or regulation development.

6.2.3 Improvements in Communication

In order to enhance the communication of information security policies and regulations
within government agencies, respondents suggest various improvements. One area of
focus is the need for a well-connected, consistent, and easily accessible ISMS. This is
essential because the current state of documentation is often vast and difficult to
navigate, leading to confusion among employees. Agencies should ensure that the ISMS
is logically connected and searchable, enabling employees to find the information they
need more easily.

Another suggestion is to improve the management system for maintaining the coherence
and relevance of policy documents. Agencies could function as internal referral bodies to
ensure accurate referrals and adjustments to policy documents, which would help keep
everyone updated and referring correctly. This would help tackle the challenge of
managing numerous interconnected documents and streamline the process of revising
and modifying them.

Educating employees who do not work directly with information security about its
importance is also crucial. Information security is a collective responsibility and not
solely the task of the IT department. Policy documents should be communicated in a way
that emphasizes the significance of information security and makes it easy for employees
to understand its importance. Agencies should also work on improving accessibility and
the presentation of their procedures and guidelines. Ensuring that information security
coordinators within each department make efforts to reach out effectively with new
documents can further help bridge the communication gap.
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Personal contact and interaction with employees are other important aspects of
communicating information security policies and regulations. Establishing relationships
with employees, understanding their reality, and addressing their questions and
concerns can lead to more effective communication. However, this may be challenging in
large organizations where the number of people working with safety is small compared
to the total number of employees. Some employees propose having information security
officers or personnel that are easily accessible, as well as utilizing workshops to
communicate policies and regulations more effectively. Incorporating real-life cases into
these workshops can further help employees better understand and apply the
information presented to them.

Clearer instructions and more comprehensible language in policy documents can also
lead to better understanding and application of information security policies and
regulations. Security experts should consider their target audience and ensure that the
language used in these documents is accessible and easy to understand. Lastly, making it
easier for employees to search for specific information in policies and regulations is a
crucial improvement. Filtering through extensive documents can be time-consuming and
frustrating, so streamlining the search process can greatly enhance the overall
communication of information security policies and regulations within government
agencies.

6.3 What are the attitudes of these government agencies’ employees
towards compliance with information security policies and
regulations that they must adhere to?

This question is answered based on the experiences and recollections of the respondents
from both top management or information security officers and regular employees.

6.3.1 General Attitude, Awareness and Culture

The overall attitude of employees towards information security policies and regulations
is positive. Both top management and information security officers confirm that
employees are generally cooperative and eager to comply with the policies once they
understand the expectations. Some respondents also note that employees may find the
regulations cumbersome and hindering to their work. However, the willingness to
prioritize safety over convenience has increased in recent years, as the importance of
information security has become more recognized.

Employee perspectives support these findings, with respondents emphasizing the
importance of adhering to and complying with information security policies and
regulations. Many employees understand the significance of their role within a
government agency and the sensitive nature of the information they handle, further
reinforcing their commitment to compliance.

Employees have a strong awareness of threats and policies, but their understanding of
the policies and regulations varies. High levels of awareness can be attributed to the
training employees have received, with some respondents also citing the integration of
information security into many organizational activities. However, some employees
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reported lower understanding of policies and regulations due to factors such as complex
language, unclear instructions, and difficulty finding specific information amidst the
large volume of available documents.

The data highlights a shift in information security culture from enforcement and
negative messaging to support, assistance, and fostering a positive environment. This
shift has led to a more efficient and effective culture, focused on managing and
controlling the right aspects of security. Employees also report an open climate within
their organizations, where mistakes are viewed as learning opportunities instead of
grounds for punishment. Various communication methods, training, and safety days are
used to create and anchor a culture of information security within these organizations.
The interviewed authorities emphasize the importance of educating personnel in
developing a culture that prioritizes information security and aids in transforming
employees from being potential risks to being assets instead for the organization.

6.3.2 Compliance

The attitudes of government agencies' employees towards compliance with information
security policies and regulations vary, but generally, they appear to be aware of their
responsibilities and recognize the importance of adhering to these policies. However,
employees face certain challenges in ensuring compliance, which may affect their
attitudes towards these policies and regulations.

Employees rely on their training to ensure compliance and rarely refer to policies and
regulations directly. They consult with colleagues or managers for guidance when facing
issues rather than examining the policies and regulations themselves. This suggests that
while employees may have a basic understanding of their responsibilities, there may be
room for improvement in providing accessible resources and guidance to help them
better understand and comply with these policies and regulations.

Challenges in understanding the language or terminology used in policies and
regulations also affect employees' attitudes towards compliance. Several respondents
express that the difficulty in comprehending the technical, legal, or safety terminology
used in these documents poses a challenge to their own compliance with information
security measures. This reinforces the need for simplifying and clarifying the language
used in policies and regulations to make them more comprehensible and accessible to
employees. Furthermore, employees may be overwhelmed by the amount of information
they need to process, as mentioned by RE2, who finds certain information to be
overwhelming and difficult to take in. This indicates that employees might struggle to
maintain a comprehensive understanding of their responsibilities related to information
security compliance.

To improve employee attitudes towards compliance, it is essential to address these
challenges. This can be done by simplifying and clarifying the language used in policies
and regulations, providing better resources and guidance, and understanding the
realities of employees' day-to-day work. Additionally, strong support from top
management can help to foster a positive attitude towards compliance, as they can
demonstrate their commitment to information security by exhibiting appropriate
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behaviour and providing incentives for good behaviour while enforcing consequences
for negative behaviour.

6.3.3 Incidents and Incident Management

The attitudes of employees in government agencies towards compliance with
information security policies and regulations appear to be mixed. While they
acknowledge the importance of these policies and regulations, employees still perform
actions that deviate from them. In the incidents reported, employees have made
mistakes like clicking on suspicious links, opening email attachments, sending
information to the wrong address, or storing sensitive information in inappropriate
places. The reasons behind these mistakes include a desire for convenience, trying to be
helpful, and lack of awareness. Although these mistakes are often minor, the respondents
recognize that they can lead to severe consequences depending on the context. Major
incidents have also occurred, including fraudsters obtaining sensitive information and
employees accessing information for personal reasons. These incidents emphasize the
need for vigilance and strict adherence to information security policies and regulations.

Regarding incident management, the organizations have systematic procedures in place
that prioritize reporting, follow-up, and handling of incidents. They also encourage a
non-judgmental approach, creating a safe environment where employees feel
comfortable reporting incidents without fear of repercussions. This approach recognizes
that everyone is capable of making mistakes and aims to minimize the stress caused by
incidents. The organizations promote a culture of open communication, with mistakes
being viewed as opportunities for growth and improvement. They proactively approach
incident management through training, guidelines, and a supportive culture that
minimizes the risk of incidents happening. This focus on learning and development,
instead of punishment, encourages employees to comply with information security
policies and regulations, ultimately reducing the likelihood of incidents occurring in the
first place.

6.3.4 The Human Factor and Insider Threats

The attitudes of employees in these government agencies towards compliance with
information security policies and regulations appear to be a mix of understanding,
willingness, and occasional confusion or reluctance. The human factor and insider
threats are significant concerns for the respondents, who emphasize the importance of a
competent and united team. They recognize that even one weak link can affect the team's
performance, and that providing education, awareness, and motivation is crucial for
ensuring that employees understand and comply with information security policies and
regulations.

Respondents also acknowledge that while external threats, such as hacking incidents,
are on the rise, the human factor and insider threats should not be underestimated. They
believe that most employees and managers want to do the right thing, but providing
them with the tools and easy-to-understand explanations is essential for ensuring
compliance. They also stress the importance of viewing mistakes as opportunities for
learning and improvement as well as encouraging employees to take responsibility for
their own education and understanding of information security.

Osama Abdulhadi School of Informatics 67



The Human Connection to Information Security

6.3.5 Improvements

The respondents emphasize the importance of simplicity and clarity in regulations and
instructions. By developing straightforward and easily comprehensible regulations,
employees are more likely to comply and do the right thing. Examples of this approach
include using tabular instructions to explain procedures and providing specific guidance
and support for various assets, while also utilizing relatable examples from everyday life.
The significance of providing employees with appropriate tools that are functional,
relevant, and effective is also emphasized. Having the right tools in place is crucial for
successfully improving employees' attitudes towards compliance.

Another approach to improving attitudes involves anchoring the importance of
compliance within the organization. This can be achieved by encouraging collaboration
and prioritizing the organization's greater good over individual projects. Educating
employees about the benefits of governance and information security, as well as the
consequences of non-compliance, can further help create a sense of responsibility.
Employees need to understand why routines and safety measures are important, and by
highlighting the negative consequences of non-compliance and the benefits of adhering
to information security practices, they may be more likely to relate to the importance of
compliance and adopt the desired attitudes and behaviours.

6.4 Summary

Government agencies develop information security policies and regulations through a
systematic approach that accounts for their organizations' unique context and
requirements. This process may be triggered by legal or regulatory requirements,
changes in the threat landscape, technological advancements, or organizational
restructuring. Key aspects of this approach include stakeholder engagement, adherence
to legal requirements, and addressing the human factor. The development and
implementation of information security policies involve risk assessment, stakeholder
identification, setting security objectives, and continuous review, implementation, and
maintenance of policies. Policies must be integrated into daily activities and procedures,
and prioritizing employee awareness and training is crucial to effectively mitigate risks.

These government agencies communicate information security policies and regulations
to employees using various channels, such as the intranet, through education and
training, departmental information security coordinators, and theme days. However, the
effectiveness of these channels is not systematically measured, and improvements are
needed. Enhanced communication can be achieved by improving the ISMS for better
accessibility, streamlining the policy document revision and modification process,
emphasizing the importance of information security for all employees, and personalizing
contact with employees. Additionally, providing clearer instructions, using
comprehensible language, and streamlining the search process for specific information
can enhance communication.

Employees of government agencies generally have a positive attitude towards
compliance with information security policies and regulations. They understand the
importance of their role in handling sensitive information and possess a strong
awareness of threats and policies. However, their understanding of the policies varies,
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with some employees facing challenges related to complex language and unclear
instructions. The information security culture has shifted towards support and positive
reinforcement, leading to a more effective culture focused on managing the right aspects
of security.

The employees are generally aware of their responsibilities. They however, rely on their
training and consult with colleagues or managers for guidance instead of referring
directly to policies and regulations. Challenges in understanding the language and
terminology used in policies affect employees' attitudes and compliance. To foster a
positive attitude towards compliance, simplifying and clarifying language in policies,
providing better resources and guidance, and ensuring strong support from top
management are necessary. Incidents of non-compliance still occur, often due to
mistakes or lack of awareness. Incident management focuses on reporting, follow-up,
and handling incidents while fostering a non-judgmental and open environment,
encouraging employees to report incidents without fear of repercussions. Addressing the
human factor and insider threats are significant concerns, and providing education,
awareness, and motivation is essential for compliance. Improvements can be made by
simplifying regulations and instructions, offering functional and relevant tools,
anchoring the importance of compliance within the organization, and educating
employees about the benefits of compliance and consequences of non-compliance.

The purpose of this thesis was to enable government agencies improve their information
security work, protect data more effectively, and enhance employee engagement in
complying with regulations. This was achieved by answering the three aforementioned
research questions (read chapter 3.1). By addressing each question, the answers provide
results that give valuable insights into the processes involved in policy development, the
strategies used for communicating these policies, and how employee compliance with
information security policies and regulations is currently. The results also highlight
potential improvements in the communication and compliance of information security
policies and regulations within government agencies, which can enhance the
effectiveness of their information security practices. The insights into possible
improvements, combined with the findings from the research questions, contribute to a
more comprehensive understanding of the factors influencing the effectiveness of
information security policies and practices within government agencies. This knowledge
can inform future research and help develop strategies to enhance information security
in these societally critical organizations.
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7 DISCUSSION

This chapter reflects on and discusses the study's research methodology, results,
societal, scientific and ethical aspects, as well as provides suggestions for future research
in the field.

7.1 Method

One of the key strengths of the qualitative method used in this study is its ability to
provide rich, detailed, and contextualized information about the experiences and
perspectives of participants (Berndtsson et al., 2008). By conducting semi-structured
interviews with both top management or information security officers and regular
employees, a wide range of perspectives and experiences on the development,
communication, and compliance with information security policies and regulations was
captured. This allowed for a more nuanced understanding of the challenges and
successes faced by the government agencies in managing information security, which
would not have been possible through quantitative methods. Another strength of the
qualitative approach, particularly the use of semi-structured interviews, is its flexibility
(Berndtsson et al., 2008). This format allowed for the exploration of topics that emerged
during the interviews, which may not have been anticipated in the initial literature
review.

However, the qualitative method also has some limitations that should be considered
when interpreting the findings. One limitation is the potential for researcher bias to
influence the data collection and analysis process. Although steps were taken to mitigate
this risk, such as basing interview questions on the literature review, member checking,
and using a systematic approach to the thematic analysis, it is important to acknowledge
that personal biases could still impact the interpretation of the results. Another
limitation of the study is the relatively small number of participants, which may limit the
generalizability of the findings. Although the qualitative method is not focused on
producing statistically representative data, the insights gained from this study may not
necessarily apply to all government agencies or organizations and their employees. In
this thesis, this limitation was mitigated through conducting long interviews, which
allowed for the collection of rich data from the respondents. Future research could
further address this limitation by conducting interviews with a larger and more diverse
sample of participants, potentially including individuals from various government
agencies, organizations and countries.

The respondents were also informed before the interviews of what questions would be
asked. Providing the interview guide beforehand can potentially lead to rehearsed or
overly polished answers, which can negatively impact the results. Participants may also
be less likely to raise topics that are relevant to the research question but were not
covered in the interview guide. In a sensitive topic like information security, employees
may also feel pressured to provide answers that align with the views of their
organization or superiors, which can be due to fear of repercussion for expressing their
honest opinions.
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7.2 Result

The findings reveal that government agencies primarily work systematically and
collaboratively to develop these policies, involving multiple stakeholders to ensure the
effectiveness and comprehensiveness of the regulations. The process is dynamic, with
continuous improvement, adaptation, and evaluation being critical aspects that help
agencies stay up to date with the ever-evolving threat landscape. Communication plays a
vital role in disseminating information security policies and regulations to employees.
The results highlight the use of intranets, training programs, education programs, and
departmental information security coordinators as primary communication channels.
These methods have proven effective in raising awareness and improving employees'
knowledge about information security. However, the research also identifies the need for
systematic measurement of communication effectiveness and suggests various
improvements, such as simplifying language, tailoring messages, and prioritizing
personal contact with employees.

The attitudes of employees towards compliance with information security policies and
regulations are predominantly positive, with most employees recognizing the
importance of adhering to these guidelines. Despite this positive outlook however,
employees' understanding and knowledge of policies and regulations vary, presenting
obstacles to successful compliance. To fully capitalize on the positive attitude and ensure
effective compliance, the research suggests that the organizations should address these
challenges and focus on improving employees' understanding of the policies. Employee
awareness and understanding of threats, policies, and regulations are key to fostering a
strong information security culture. The findings suggest that although employees have a
high level of threat and policy awareness, their understanding of regulations varies due
to factors such as language complexity and unclear instructions. Therefore, simplifying
regulations and providing clearer instructions are essential to improve employees'
understanding and compliance.

The results also highlight a shift towards a more supportive and positive information
security culture, moving away from a strictly punitive approach. This change encourages
open communication, learning from mistakes, and fostering personal responsibility. To
further develop this culture, a combination of training, communication methods, and
early integration of information security principles for new employees is recommended.
Various approaches are employed by organizations to ensure compliance with
information security policies and regulations. Some respondents mentioned shifting
from being enforcers to helpers and supporters, allowing them to focus on pertinent
issues. Others emphasized incorporating security measures throughout the development
process or evaluating the organization's performance using models like CMMI.
Workplace culture, follow-up surveys, and incident statistics also play a role in
maintaining compliance.

The results further acknowledge the human factor as a significant threat and emphasizes
the importance of managing insider threats through monitoring permissions,
implementing technical solutions, and ensuring responsible use of logging systems.
Furthermore, the results suggest that investment in the human factor is as important as
investing in technology and control.
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While the study offers valuable insights, it is essential to acknowledge the limitations of
the results. One limitation is the variability in employee responses due to the qualitative
nature of the interviews. This could lead to potential biases or inconsistencies in the
data. Furthermore, the results are based on employees' self-reported attitudes and
experiences, which may not accurately reflect their actual behaviour or the
organization's reality. This self-reporting bias might have led to an overemphasis on
positive attitudes or an underreporting of negative experiences. Another limitation is the
small sample size, which might not have captured the full range of perspectives across
different government agencies, job roles, and levels of seniority. As a result, and as
previously mentioned, the study's findings may not be generalizable to all government
agency employees. Additionally, the results might be influenced by factors such as the
specific organizational culture, leadership styles, and environmental differences in
information security regulations.

Another important aspect of the results and a possible limitation to take into
consideration is the concept of effectiveness in relation to information security policies
and communication, which is multifaceted and somewhat elusive. In this research,
effectiveness is specifically defined according to Hone and Eloff’s (2002b) definition,
which states that effectiveness is achieved when an information security policy
communicates expectations for handling information resources in a clear and easily
understood manner, with emphasis being on the content and its communication.
However, this definition cannot be applied to all research and all organizations, as its
determination is often contingent on the context and criteria set by the entity making the
assessment. Effectiveness could be interpreted in numerous ways, from policy
adherence, reduction in security incidents, to improved awareness among users. This
plurality of interpretation introduces a subjectivity that is inherent in the definition and
assessment of effectiveness. It is also important to acknowledge that what is deemed
effective from the viewpoint of top management or information security officers may not
be perceived as such by an employee or from the perspective of an external auditor
(Siponen, Mahmood & Pahnila, 2014). The subjective and context-dependent nature of
effectiveness means that results drawn under one specific definition or set of
circumstances might not be applicable or provide the same insights in a different setting.

Effectiveness is also usually not a binary state, but rather it exists on a continuum. It can,
for example, be a spectrum ranging from wholly ineffective to highly effective, with many
nuances in between. There is no clear line dividing effective and ineffective, but rather a
sliding scale that depends on specific metrics and performance indicators. It's also vital
to note that effectiveness might be contextual and temporal, where a policy or
communication strategy is effective in one context or time period but less effective in
another (Ifinedo, 2012). Findings may therefore vary significantly when different
indicators are used to measure effectiveness. This should be taken into consideration
when extrapolating these results to different contexts or when comparing them to
studies using different definitions or measures of effectiveness.

7.3 Societal Aspects

As government agencies handle a vast amount of sensitive and confidential data,
ensuring the security and protection of this information is crucial to maintain public
trust and safeguard the interests of citizens. In this digital age, information security has
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become a primary concern for societies across the globe. Cyber threats are constantly
evolving, making it increasingly important for government agencies to adopt robust
information security measures. By implementing comprehensive policies and
regulations, these authorities can prevent unauthorized access to sensitive data and
mitigate the risks associated not only with cyberattacks, but also threats posed by
insiders. In turn, this enhances the overall security of nations and contributes to a safer
digital environment for all citizens.

One key societal implication is the importance of fostering a strong information security
culture within government agencies. The results show that employees' attitudes towards
compliance with information security policies and regulations are predominantly
positive, which can contribute to the establishment of a security culture that prioritizes
the protection of sensitive information. However, to fully capitalize on this positive
attitude, agencies should address challenges related to employees' understanding and
knowledge of policies and regulations. By doing so, government agencies can ensure that
employees are well-equipped to safeguard sensitive information and contribute to a
secure digital society. Another significant aspect is the need for effective communication
and collaboration between various stakeholders, including government agencies,
employees, and the general public. Communication plays a vital role in disseminating
information security policies and regulations to employees, raising awareness, and
improving knowledge about information security. By enhancing communication
methods and tailoring messages to make them more relevant and meaningful,
government agencies can ensure that employees understand the importance of their role
in maintaining information security and fostering a secure digital environment.

The results also emphasize the importance of balancing security with usability,
especially in the context of compliance with information security policies and
regulations. Simplifying policies, adapting them to employees' realities, and addressing
language barriers can help overcome some of the challenges faced by employees in
understanding and complying with these regulations. By striking this balance,
government agencies can set examples for other sectors and create an environment that
encourages compliance and prevents incidents from occurring in the first place.

7.4 Scientific Aspects

Research on the development, communication, and compliance with information
security policies and regulations within government agencies offers valuable insights
into the scientific aspects of information security. These findings contribute to an
expanding body of knowledge on best practices for devising, conveying, and
implementing information security measures across organizations. Since government
agencies often serve as models in the field, understanding their methods can inform
other organizations and promote the study of information security.

However, research specifically focusing on information security within government
agencies is limited. This study involved interviews with 11 respondents, which may not
provide a sufficient foundation. The participants came from different government
agencies operating in various areas, potentially reducing the generalizability of the
results. While respondents shared similar approaches, such as a systematic method for
developing information security policies, involving many organizational components in
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the process, and using comparable communication channels to disseminate governing
documents, there were notable differences in some responses. This study can therefore
be supplemented with research on a larger and more diverse sample of government
agencies, focusing on specific sectors or domains, to enhance the generalizability and
applicability of the findings.

7.5 Ethical Aspects

In order to address the research questions, interviews were conducted with government
agency employees holding various roles. Given the sensitive nature of the study,
adherence to the four research ethics aspects (read chapter 4.2.4) was crucial. This had
multiple positive outcomes. Trust was established with the respondents, leading to more
reliable and valid responses. Obtaining informed consent ensured that participants felt
comfortable sharing their genuine opinions without experiencing pressure or coercion.
Additionally, by informing participants about the confidential handling of their data and
guaranteeing their anonymity, they were more inclined to disclose sensitive information.
Adhering to these research ethics aspects not only yielded credible results but also
enhanced the overall credibility of the study. However, one drawback of adhering to the
research ethics aspects was the time-consuming and resource-intensive nature of the
process, which consequently limited the scope of the study and lead to potentially
important information not being collected during the interviews.

As for the study results, the ethical aspects of information security policies and
regulations in government agencies are crucial to consider,; as they impact not only the
organizations themselves but also the wider society that they serve. This study provides
an opportunity to examine the ethical implications of government agencies’ practices
and the potential consequences of non-compliance. One key ethical aspect is the
responsibility of government agencies to protect sensitive and confidential information.
As organizations that handle a vast amount of personal data, government agencies have
an ethical obligation to ensure that the information they manage is secure and
safeguarded against potential breaches. Failure to do so could result in significant harm
to individuals whose data is compromised, as well as to the reputation and
trustworthiness of the government agency involved.

The results highlight the importance of fostering a culture of compliance and personal
responsibility within the government agencies to meet this ethical obligation. By
promoting a positive attitude towards information security and ensuring that employees
understand the importance of adhering to policies and regulations, organizations can
create an environment that prioritizes the protection of sensitive information. This focus
on culture and personal responsibility helps to minimize the risk of data breaches and
supports the ethical duty of government agencies to protect the information they hold.

Another ethical aspect is the transparency and openness of government agencies in their
information security practices. The research reveals a shift towards a more supportive
and positive information security culture, moving away from a strictly punitive
approach. This encourages open communication, learning from mistakes, and fostering
personal responsibility. By adopting a non-judgmental approach to handling incidents
and emphasizing education and development over punishment, government agencies
can create a culture that values transparency and continuous improvement. This
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ethically sound approach allows employees to learn from their mistakes and contribute
to a more secure environment. The results also underscore the need for accessible,
coherent, and understandable information security policies and regulations.
Government agencies have an ethical obligation to ensure that employees can easily
comprehend and navigate these policies, as this directly impacts their ability to comply
with them. By simplifying language, providing clear instructions, and making policies
easier to navigate through, government agencies can support their employees in
understanding and adhering to information security requirements.

Finally, the results highlight the importance of addressing the human factor in
information security. Ethically, it is essential to invest in education and awareness to
ensure that employees fully understand the implications of their actions and the
potential consequences of non-compliance.

7.6 Future Research

This thesis provides valuable insights into current practices and challenges in
information security. However, there is always room for further exploration and
understanding, particularly as technology and the threat landscape continue to evolve.
Future research in this area could focus on several key areas to help government
agencies improve their information security practices and better protect sensitive
information.

One potential area of research is the creation of innovative and more efficient methods
for conveying information security policies and regulations to employees. Existing
communication channels sometimes fall short in ensuring comprehensive
understanding and compliance with information security requirements. Exploring new
approaches, such as the use of gamification, interactive learning modules, or
personalized training programs, could enable government agencies to engage employees
more effectively and heighten information security awareness.

Assessing the efficacy of various information security practices, policies, and regulations
also warrants further exploration. Many government agencies do not directly measure
the effectiveness of their communication channels, often relying on follow-ups and
assessments for mere indications. Establishing more accurate and robust evaluation
methods for gauging the impact of information security policies and practices on
employee behaviour and overall security posture could help organizations pinpoint
areas requiring improvement and apply targeted interventions.

The results highlight the use of models and assessment tools like the CMMI. While these
instruments aid organizations in evaluating their information security practices and
identifying areas needing improvement, there is a notable absence of tools for assessing
communication channels and outreach efforts. This gap suggests an opportunity for
advancing research and development of evaluation methods in this area. Developing and
validating new tools and models for assessing information security communication
effectiveness could substantially progress the field and offer organizations valuable
insights to refine their practices.
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Delving deeper into the factors that contribute to a positive information security culture
within government agencies is also essential. The results reveal that a supportive and
non-judgmental approach to incident handling can be more effective than punishment in
encouraging employee compliance with information security policies and regulations. A
more thorough understanding of specific contributing factors to a robust information
security culture, such as leadership styles, employee engagement, and organizational
values, could enable government agencies to devise targeted interventions to bolster
their security culture.

One of the important steps in the communication of policies, according to the literature,
is the monitoring of compliance. This is not particularly mentioned by the respondents.
However, monitoring can give rise to several problems, such as potential impacts on
employee trust and morale. While monitoring can enhance policy compliance and
promote security, it may also give rise to feelings of distrust if not properly implemented,
thereby potentially affecting productivity and the work environment negatively. This
dual nature of monitoring presents a compelling case for future research. The concept of
trust, a significant aspect in organizational settings, can be a standalone research area,
particularly in relation to its impact on information security. Future studies could delve
into how different monitoring strategies influence employees' trust levels, perception,
and behaviour, and how these factors subsequently shape their attitude towards
information security and overall job satisfaction. Such understanding could assist
organizations in establishing monitoring practices that ensure policy compliance while
also fostering a trustful and positively engaged workforce.

Lastly, future research should investigate the long-term influence of enhanced
information security practices on overall trust and confidence in government agencies to
emphasize the benefits of operating securely. As government agencies manage sensitive
data and provide crucial services, maintaining public trust is vital. Studying the
relationship between information security practices, employee behaviour, and public
trust could yield valuable insights for government agencies striving to improve their
reputation and retain the confidence of the citizens they serve.
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The Human Connection to Information Security

APPENDIX A: INTERVIEW INVITATION

Hi.

My name is Osama Abdulhadi and I am studying my last year of the Systems Science
programme at the University of Skévde. I am currently writing my degree project and as
part of my degree project [ am conducting a study on information security in
government agencies and [ would like to invite you to participate in an interview.

The purpose of this study is to gain knowledge on how government agencies work to
develop and enforce information security policies and regulations and to identify
challenges these agencies face in communicating and enforcing these policies and
regulations. Your participation and insights as an employee of a government agency
would be greatly appreciated.

The interview will be anonymous and apart from your position within the organisation,
no identifying information will be presented in the thesis, either personal or related to
the organisation that you represent. The interview is expected to last approximately 60
minutes and will be conducted either in person or via any online communication
software such as Zoom. Whichever suits you best. The interview will be audio recorded
and the recording will be permanently deleted after the completion of the study.

[ want to interview both someone responsible for information security and an employee
with no information security role who can answer questions about how information
security is perceived. The questions that will be asked to you are about your views on
the development of information security policies and guidelines, how these are
communicated to employees and how the employees adopt them.

[ am very grateful if you want to participate in this study. Please send me an email with
your interest in participating no later than the

Kind regards
Osama Abdulhadi
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APPENDIX B: INTERVIEW INFORMATION AND TERMS

Before we start the interview, [ just wanted to inform you about the purpose of the study
again and just bring up some more information about it.

The purpose of the study is to gain knowledge on how government agencies work to
develop and enforce information security policies and regulations and to identify
challenges these agencies face in communication, enforcement and compliance with
them. The main focus of the thesis is on the human factor in information security.

e The interview will be completely anonymous, meaning that no identifying
information about you or the organisation you represent will be included in the
work. The only thing that may be mentioned is your role.

¢ You have the right to choose not to answer any specific question for any reason
and you have the right to cancel the interview at any time.

e All information collected will be treated confidentially and will only be used for
academic purposes.

e The interview will be recorded in audio format. The interview will then be
transcribed and translated into English.

e The transcribed and translated interview will be sent to you for verification that
it is consistent with what was said today. The data collected will not be used in
the thesis until I have gotten your approval. Once the interview has been
transcribed and translated, the recording will be deleted.

Given this information, do you still wish to continue with the interview?
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APPENDIX C: INTERVIEW GUIDE - MANAGEMENT & IS-PERSONNEL

Introductory Questions

Can you briefly describe your role and responsibilities within the
organisation?
How long have you been working in your current role?

Development

Can you describe the process that your organisation goes through to develop
information security policies and regulations for information security?

Which people within the organization are involved in the development of
information security policies and regulations?

How does your policies and regulations deal with the human factor and
insider threats in information security?

In the literature, different researchers and experts address different steps that
are important in the development of information security policies. If you
could choose a few steps that you personally believe need to be taken when
developing information security policies, what would they be?

Communication

Can you describe the communication channels used to communicate
information security rules and policies to employees?

How do you measure the effectiveness of these communication channels?

If possible, can you describe what training or awareness programs are in place
to help employees understand and comply with information security policies
and regulations?

How do you think the communication of information security policies and
regulations could be improved in your organisation?

Employee Attitudes

How do employees in your organization typically respond to and comply with
information security policies and regulations?

How does your organization ensure that these policies and regulations are
followed?

Can you discuss specific challenges or obstacles that your organization has
encountered in ensuring compliance with information security policies and
regulations?

Can you give examples of information security incidents that have been
prevented due to employee compliance with policies and regulations?

If possible, can you give examples of information security incidents that have
occurred due to employees not following policies and regulations and if so,
how did you deal with them?

In your opinion, what are the main challenges in ensuring compliance with
information security policies and regulations in your organisation?
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¢ How do you think employee attitudes and behaviour regarding information
security can be improved in your organisation?

e Whatis your view on the human factor and the insider threat in information
security?

¢ Do you think I missed asking about something you think is important?
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APPENDIX D: INTERVIEW GUIDE — EMPLOYEES

Introductory Questions

Can you briefly describe your role and responsibilities within the organization?
How long have you been working in your current role?

How would you rate your awareness of your organization’s policies and
regulations on a scale of 1 to 5, with 1 indicating minimal awareness and 5
indicating exceptional awareness? Please provide an explanation for your rating.
How would you rate your awareness of information security threats towards you
and your organization on a scale of 1 to 5, with 1 indicating minimal awareness
and 5 indicating exceptional awareness? Please provide an explanation for your
rating.

How would you rate your understanding of your organization’s policies and
regulations on a scale of 1 to 5, with 1 indicating an inadequate understanding
and 5 indicating a profound understanding? Please provide an explanation for
your rating.

Communication

How were you informed about your organization's policies and regulations?
Do you feel that these policies and regulations were clear and easy to
understand?

Have you received any training or awareness training on information security
policies and regulations? If so, how do you perceive the effectiveness of the
education/training for your understanding and compliance with these
policies?

Can you describe any suggestions or improvements you would suggest for the
communication and application of information security policies and
regulations in your organization?

Employee Attitudes

Can you describe your understanding and awareness of your organization's
information security policies and regulations?

Can you give examples of policies and regulations that your organization has
for handling sensitive data?

Have you ever had any concerns or questions about these?

How do you ensure compliance with these policies and regulations in your
daily work?

Have you personally ever had any incidents of non-compliance with
information security policies and regulations? If so, can you describe the
situation and the outcome?

Have you ever been aware of a colleague not complying with information
security policies and regulations? If so, how did you handle the situation?
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¢ What do you think about the importance of following information security
policies and regulations in your work?

e Have you ever become aware of any incidents of insider threats in your
organization?

¢ Do you feel that you have received sufficient education and training on these
policies and regulations?

e Have you ever found yourself in a situation where you were unsure how to
comply with a particular policy or regulation? How did you handle it?
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