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ABSTRACT 
In the highly digitalised world in which we live today, information and information 
systems have become critical assets to organisations, and hence need to be safe-
guarded accordingly. In order to implement and work with information security in a 
structured way, an Information Security Management System (ISMS) can be imple-
mented. Asset management is a central activity in ISMS that aims at identifying, as-
signing ownership and adding protection to information assets. One activity within 
asset management is information classification that has the objective to ensure that 
the information receives an appropriate level of protection in accordance with its im-
portance to the organisation. Information classification is a well-known practice for 
all kinds of organisations, both in the private and public sector, and is included in dif-
ferent variants in standards such as ISO/IEC 27002, COBIT and NIST-SP800. 
However, information classification has received little attention from academia, and 
many organisations are struggling with the implementation. The reasons behind why 
it is problematic, and how to address such issues, are largely unknown. Furthermore, 
existing approaches, described in, for example, standards and national recommenda-
tions, do not provide a coherent and systematic approach to information classification. 
The short descriptions in standards, and literature alike, leave out essential aspects 
needed for many organisations to adopt and implement information classification. 
There is, for instance, a lack of detailed descriptions regarding (1) procedures and con-
cepts, (2) how to tailor the approach for different situations, (3) a framework that 
structures and guides the classification, (4) what roles should be involved in the clas-
sification, and (5) how information with different granularity is handled.  
This thesis aims to increase the applicability of information classification by develop-
ing a method for information classification in ISMS that draws from established stand-
ards and practice. In order to address this aim, a Design Science Research (DSR) study 
was performed in three cycles. A wide range of data was collected, including a series 
of interviews with experts and novices on information classification, a survey, most of 
the Swedish public sector information classification policies, and observations. There 
are three main contributions made by this thesis (1) the identification of issues and 
enablers for information classification, (2) the design principles underpinning the de-
velopment of a method for information classification, and (3) the method for infor-
mation classification itself. Contributions have also been made to the context around 
information classification, such as, for example, 20 practical suggestions for how to 
meet documented challenges in practice. 



 

 

 
 



 

 

IX 

SAMMANFATTNING 
I den starkt digitaliserade värld vi lever i idag har information och informationssystem 
blivit kritiska tillgångar för organisationer och därför måste dessa följaktligen skyddas. 
För att implementera och arbeta med informationssäkerhet på ett strukturerat sätt 
kan ett ledningssystem för informationssäkerhet (LIS) implementeras. Hantering av 
tillgångar är en central aktivitet i LIS som syftar till att identifiera tillgångar, fastställa 
lämpligt ansvar och bestämma lämplig skyddsnivå för informationstillgångar. En ak-
tivitet inom hanteringen av tillgångar är informationsklassificering som har som mål 
att se till att information får en lämplig skyddsnivå i enlighet med dess betydelse för 
organisationen. Informationsklassificering är en allmänt känd och välanvänd praxis 
för alla slags organisationer, både inom den privata och offentliga sektorn. Dessutom 
finns informationsklassificering beskrivit som en del av flera standarder exempelvis i 
ISO/IEC 27002, COBIT och NIST-SP800. 
Informationsklassificering har emellertid fått lite uppmärksamhet inom akademin och 
dessutom kämpar många organisationer med införandet. De underliggande orsakerna 
till varför det är problematiskt att implementera och använda informationsklassifice-
ring är i mångt och mycket oklara. Vidare tillhandahåller exempelvis befintliga stan-
darder och nationella rekommendationer inget sammanhängande och systematiskt 
beskrivit tillvägagångssätt för att skildra informationsklassificering. De korta beskriv-
ningarna i standarder och vetenskaplig litteratur utelämnar väsentliga aspekter som 
krävs för att kunna implementera informationsklassificering i en organisation. Det 
finns till exempel brist på detaljerade beskrivningar avseende (1) förfaranden och be-
grepp, (2) hur man kan anpassa tillvägagångssättet för olika situationer, (3) ett ram-
verk som strukturerar och styr klassificeringen, (4) vilka roller som ska vara involve-
rade i klassificeringen och (5) hur information med olika granularitet hanteras. 
Denna avhandling syftar till att utveckla en metod för informationsklassificering som 
bygger på standarder och praxis och som kan användas som en del av LIS-arbetet. För 
att möta detta syfte genomfördes en DSR-studie (Design Science Research) i tre cykler. 
Ett brett spektrum av data har samlats in som en del av detta arbete, inklusive en serie 
intervjuer med experter och nybörjare om informationsklassificering, en enkätunder-
sökning, ett antal observationer samt en insamling av de flesta svenska myndigheters 
klassificeringspolicyer. Det finns tre huvudsakliga bidrag med denna avhandling (1) 
identifiering av problem och möjliggörare för informationsklassificering, (2) design-
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principer som ligger till grund för utvecklingen av en metod för informationsklassifi-
cering och (3) metoden för informationsklassificering. Det har också gjorts bidrag till 
kontexten kring informationsklassificering. Exempelvis beskrivs och ges 20 praktiska 
förslag för hur man bemöter väldokumenterade utmaningar inom riskanalys och vid 
val av skyddsåtgärder. 
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INTRODUCTION 
Information is a perennially essential asset for organisations and needs to be protected 
accordingly (Shameli-Sendi et al., 2016). Central to the protection is information clas-
sification, where the loss of, for example, confidentiality, integrity or availability to an 
asset is estimated and translated into a loss of business value to the organisation 
(Raggad, 2010). Information assets are crucial for sustaining a competitive advantage, 
but still, organisations report issues when performing classification in practice 
(Shedden et al., 2016). As information classification serves as input to risk analysis, 
deficiencies in the classification ultimately lead to inaccurate risk assessments 
(Shedden et al., 2016). This work addresses such issues and presents the development 
of a method for how to classify information assets. In this work, we align with the de-
scription from Goldkuhl and Karlsson (Accepted), where development is the struc-
tured practice of analysing requirements, devising an artefact (method) based on ex-
isting knowledge and empirical findings, and evaluating to what extent the artefact 
fulfilled the requirements. 
Information assets are big business for organisations, and so are the costs associated 
with cybercrime, which are expected to increase to more than 6 trillion USD by 2021, 
according to Cybersecurity Ventures (2018). Information security is applied to counter 
cybercrime such as breaches. Information security can be defined as the “preservation 
of confidentiality, integrity and availability of information” (ISO/IEC 27000, 2018, 
p. 4). Information security is a broad concept and consists of security measures that 
are both technical and administrative. A management system, or Information Security 
Management System (ISMS) such as the ISO/IEC 27000 family can be used to manage 
information security. ISO/IEC describe ISMS to consist of “the policies, procedures, 
guidelines, and associated resources and activities, collectively managed by an or-
ganization, in the pursuit of protecting its information assets. An ISMS is a system-
atic approach for establishing, implementing, operating, monitoring, reviewing, 
maintaining and improving an organization’s information security to achieve busi-
ness objectives.” (ISO/IEC 27000, 2018, pp. 11-12) ISMS is typically built on a stand-
ard that in turn stems from “generally accepted principles”, or “best practices” 
(Siponen & Willison, 2009 p. 269). Organisations face pressure to adopt an ISMS with 
continuously evolving threats (Hsu et al., 2012). Many organisations adopt an ISMS 
to address different legal or contractual demands or because they are required to due 
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to compliance requirements from governments (Gerber & von Solms, 2008; Smith et 
al., 2010).  
Much effort has traditionally been directed at developing the technical aspects of in-
formation security (Siponen & Oinas-Kukkonen, 2007), where the socio-technical as-
pects were neglected (Ashenden, 2008). In this work, the focus is therefore on admin-
istrative security including, for example, policies, standards, and procedures (Åhlfeldt 
et al., 2007). The particular focus is on information classification. Information classi-
fication is important because if an organisation does not know the value or what infor-
mation they possess, they might not know how to protect it adequately (Shedden et al., 
2016). The classified information then serves as input to the risk analysis, where risks 
are identified and expressed in terms of the combination of consequence and likeli-
hood (ISO/IEC 27005, 2018). Following the risk analysis, the security techniques 
needed to fulfil the levels of protection are put in place.  
Information classification is a well-established practice that originates from the mili-
tary. The probably most well-known classification scheme comes from the US military, 
where the levels top secret, secret, and unclassified information are used (Bayuk, 
2010). Information classification is a practice recommended to be used in a number 
of ISMS standards. For example, in the ISO/IEC 27000 family, and in the Control Ob-
jectives for Information and Related Technologies (COBIT) framework, where it is 
referred to as data classification. Information classification is also included in other 
management standards, such as in the American NIST-SP800, and in the Payment 
Card Industry Data Security Standard (PCI-DSS) (Niemimaa & Niemimaa, 2017). Fur-
thermore, information classification is a mandatory activity for government agencies 
in several countries, for instance in the UK (Cabinet Office, 2018), Australia 
(Australian Government, 2020), and Sweden (MSBFS 2016:1, 2016). In the private 
sector, information classification is also a well-established activity due to legal require-
ments, e.g. for protecting personally identifiable information (Raman et al., 2014). 
With the introduction of EU's General Data Protection Regulation (GDPR) in 2018, 
information classification has gained further momentum as organisations need to 
identify and value their information to avoid breaches and large fines (Mansfield-
Devine, 2016). 
The problem space is presented below, followed by the aim and objectives of the thesis. 
This is followed by a summary of the contributions, related research, and the delimi-
tations of the work. Finally, an outline of the thesis is provided.  

1.1 PROBLEM SPACE 
When working with information security in an organisation, i.e. trying to protect and 
preserve the confidentiality, integrity, and availability of information assets, the usual 
approach is to follow some established approaches or activities for doing so. ISO/IEC 
27000 (2018) outlines a lifecycle consisting of the following activities: “a) identify in-
formation assets and their associated information security requirements b) assess 
information security risks […] c) select and implement relevant controls […] d) mon-
itor, maintain and improve” (ISO/IEC 27000, 2018 p. 14). The information security 
requirements can be identified through an understanding of: “a) identified infor-
mation assets and their value; b) business needs for information processing, storage 
and communication; and c) legal, regulatory, and contractual requirements.” 
(ISO/IEC 27000, 2018 p. 14). In Information Security Risk Management (ISRM), pro-
cesses with similar activities have been proposed, for example by Straub and Welke 
(1998), Alberts and Dorofee (2002) and ISO/IEC 27005 (2018). There is varying depth 
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in process and activity descriptions between standards and other literature, but mostly 
it is minor differences (Fenz et al., 2016). Most approaches include activities for iden-
tifying and classifying assets, risks analysis and implementing security controls 
(Baskerville et al., 2014; Shedden et al., 2010; Whitman & Mattord, 2014; Visintine, 
2003). 
The first step is to identify all information assets in an organisation systematically, 
something described as a challenge for many organisations (Bunker, 2012; Ku et al., 
2009; Ozkan & Karabacak, 2010). This can be done by following the advice from 
ISO/IEC 27005 (2018), for example, on how to identify assets and where information 
can reside in systems. There is also a myriad of other approaches suggested for the 
identification of assets, including Caralli et al. (2007) and Tatar and Karabacak (2012).  
The next step is to classify the information, which is the focus of the work in this thesis. 
There are a number of aspects to consider when looking at information classification, 
including what to classify, how to design classification scheme, what to include in an 
information classification policy, how to perform the classification, what is the output 
of classification, and what to document.  
Many of the questions above lack a clear answer, and despite the relatively widespread 
adoption of information classification, a Forrester report concludes that information 
classification is an overlooked activity among security and risk professionals 
(Kindervag et al., 2015), something also acknowledged in existing research (Oscarson 
& Karlsson, 2009; Shedden et al., 2016). Furthermore, Breier (2014) argues there are 
few papers, standards and tools in the area. 
Many organisations struggle to perform classification (Collette, 2006; Fenz et al., 
2014; Ghernaouti-Helie et al., 2011; Glynn, 2011; Hayes, 2008; Kane & Koppel, 2013; 
Wangen et al., 2018). The exact reasons why classification is perceived as problematic 
have been investigated from several perspectives. However, no coherent view of such 
causes appears in the literature. One reason is the military tradition that is believed to 
be non-transferable to a corporate setting (Bayuk, 2010; Gantz & Philpott, 2013; 
Grandison et al., 2007; Jafari & Fathian, 2007; Lindup, 1995; Parker, 1996; Parker, 
1997; Ramasamy & Schunter, 2006). The military tradition has led to a focus on the 
confidentiality aspect, and consequently, confidentiality has been prioritised over in-
tegrity and availability when it comes to information classification (Gantz & Philpott, 
2013).  
Baškarada (2009) described that one of the inhibitors is developing the classifications 
itself, however without providing any details on exactly why it is so. Niemimaa and 
Niemimaa (2017) followed the implementation of information classification in an 
organisation and saw that “the standard described the practice of information classi-
fication in a general and universal manner without explaining how the practice 
could be accomplished in any particular organisation.” (Niemimaa & Niemimaa, 
2017, p. 6) In other words, they address the gap of turning the standard into policy, 
which then is turned into organisational practice. 
Another example of general descriptions not expanding on the details can be seen in 
Figure 1.1. The figure is adapted from a national guideline on how to classify infor-
mation as a part of the activity “business analysis” published by the Swedish Civil Con-
tingencies Agency (Andersson et al., 2011). The dashed line encircling the activity 
“Classify information assets” is one example of many where the information classifi-
cation activity is a “black box”. Other examples come from COBIT (Etges & McNeil, 



CHAPTER  1  INTRODUCTION 

 

4 

2006) and NIST (Stine et al., 2008). An expansion of the black boxes could be benefi-
cial for conveying the tasks performed when information is classified. 

Figure 1.1: A model of the activity “business analysis” where information classification is a central activity. Adapted from 
Andersson et al. (2011). 

Another challenge is also the decision of the information value (Aksentijevic et al., 
2011; Al-Fedaghi, 2008). Information classifications are a subjective judgement, 
which leads to inconsistent classifications (Baškarada, 2009; Booysen & Eloff, 1995; 
Eloff et al., 1996; Ku et al., 2009; Parker, 1996). It might be due to very complex clas-
sification schemes (Parker, 1996) or because the scheme does not fit the business’s 
needs (Parker, 1997). The subjective judgement in information classification refers to 
the lack of an explicit process and criteria for deciding on the value of the information 
in question. In practice, this means that two individuals might classify the same type 
of information differently, which leads to situations where information might get un-
der- or overclassified and hence not receive the correct level of protection. Thompson 
and Kaarst-Brown (2005) argue that a number of aspects come into play when infor-
mation is classified, such as social and cultural perspectives as well as a person’s 
awareness of organisational, economic, legal and social contexts. The challenge of sub-
jective judgement is often an ignored area, both in practice and research. As a result, 
it creates tension between the classification scheme, implemented information secu-
rity controls, and the information that employees are using (Kaarst-Brown & 
Thompson, 2015). 
The classification is followed by a risk analysis and implementation of security con-
trols. Hence, the output of the information classification serves as input to the risk 
analysis. From a risk analysis perspective, it is not always evident what information to 
classify, and how to do it (Ozkan & Karabacak, 2010; Sajko et al., 2006). Also, the risk 
analysis outcomes are often described as inaccurate because of shortcomings in the 
information classification phase (Shedden et al., 2016; Spears, 2005; Webb et al., 
2014). Even though information classification is the foundation for risk analysis, ex-
isting methods downplay the role of information classification and how it is imple-
mented in organisations (Wangen et al., 2018). There are additional issues from a risk 
perspective. Grimaila and Fortson (2007) raise the lack of usable documentation of 
information assets as a considerable problem that must be addressed. If there is a lack 
of documentation, effective damage assessment might not be enabled (Grimaila & 
Fortson, 2007). 
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The relation between information classification, risk analysis and security controls are 
described in the literature as a rational and sequential process. There is, however, 
some evidence that the process is not as rational and sequential in practice. For exam-
ple, Parker (2007) describes that the activities can be performed in a different order 
or in parallel. Coles-Kemp (2009) questions how the activities interact in practice and 
describes the activities as constantly being under a process of adaptation. There are 
also laws and regulations such as GDPR that demand specific security controls for the 
protection of, for example, personal data (Diamantopoulou et al., 2020). Such laws 
and regulations imply a direct relationship between information classification and se-
curity controls. 
In other words, there is a gap between what should be performed in the activities ac-
cording to how they are described in formal processes and what is performed in prac-
tice (Alaskar et al., 2015; Niemimaa & Niemimaa, 2017; Njenga & Brown, 2012; 
Shedden et al., 2010; Siponen, 2006; Taylor, 2015; Taylor & Brice, 2012).  
For organisations struggling with information classification, a way forward is pro-
posed in this work through the development of a method for information classification. 
The focus is not only on the classification process and its associated descriptions but 
also on the context around information classification. 

1.2 AIMS AND OBJECTIVES 
The overall aim of the work is to increase the applicability of information classifica-
tion by developing a method for information classification in an information security 
management system. In order to address this aim, a set of objectives have been 
specified: 

O1. Identify and characterise the inhibitors and enablers in the information classifica-
tion process. 

O2. Develop design principles that support the development of a method for infor-
mation classification. 

O3. Based on O1 and O2 develop a method for information classification. 
The first objective, O1, targets the general area of information classification. Even 
though information classification is a well-known activity for valuing information that 
has been around for decades, it is under-researched (Oscarson & Karlsson, 2009; 
Shedden et al., 2016). A firm understanding of inhibitors and enablers is needed as a 
basis for further development of the field, but also as a basis for developing a method 
for information classification.  
The second objective, O2, seeks to formulate a theoretical base, based on a set of design 
principles (DP) that can be used to support the development of a method for infor-
mation classification. The DPs are based on kernel theories, existing knowledge within 
the Information Systems Security (ISS) field or empirics. 
The third objective, O3, based on the results from O1 and the DPs in O2, is to develop 
a method for information classification. 

1.3 L IST OF INCLUDED PUBLICATIONS 
This doctoral thesis is a comprehensive summary with seven included publications. 
Figure 1.2 illustrates the relationship between the aim and objectives and the included 
publications. The block arrows also show the progression of the work performed as a 
part of the thesis. The work started with O1 and continued to O2, and then finally to 
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O3. Please note that Chapter 6 is listed as a contribution among the papers. Chapter 6 
is an extended version of the method for information classification intended for prac-
titioners.  

Figure 1.2: The relationship between the included publications, the aim and objectives of the thesis.  

The included publications are: 
I. Bergström, E., & Åhlfeldt, R.-M. (2014). Information Classification Issues. In K. 

Bernsmed & S. Fischer-Hübner (Eds.), Secure IT Systems. NordSec 2014. Lecture 
Notes in Computer Science, vol 8788 (pp. 27-41). Springer International Publishing. 

II. Bergström, E., & Åhlfeldt, R.-M. (2015). Information Classification Enablers. In J. 
Garcia-Alfaro, E. Kranakis, & G. Bonfante (Eds.), Foundations and Practice of Se-
curity. FPS 2015. Lecture Notes in Computer Science, vol 9482. (pp. 268-276). 
Springer International Publishing. 

III. Bergström, E., Anteryd, F., & Åhlfeldt, R.-M. (2018). Information Classification Pol-
icies: An Exploratory Investigation. In Proceedings of the Annual Information In-
stitute Conference, Eds. G. Dhillon and S. Samonas, March, 26-28. Las Vegas, NV. 
USA ISBN: 978-1-935160-19-9 

IV. Bergström, E., Lundgren, M., & Ericson, Å. (2019). Revisiting Information Security 
Risk Management Challenges: A Practice Perspective. Information and Computer 
Security, 27(3), 358-372. 

V. Lundgren, M., & Bergström, E. (2019). Dynamic Interplay in the Information Secu-
rity Risk Management Process. International Journal of Risk Assessment and Man-
agement, 22(2), 212-230.  

Aim: To increase the applicability of information classification by developing a method for
information classification in an information security management system
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VI. Bergström, E., & Lundgren, M. (2019). Stress Amongst Novice Information Security 
Risk Management Practitioners. International Journal on Cyber Situational 
Awareness, 4(1), 128-154. 

VII. Bergström, E., Karlsson, F., & Åhlfeldt, R.-M. (Submitted). Developing an Infor-
mation Classification Method. Submitted for review to Information and Computer 
Security. 

1.4 RELATED RESEARCH 
Work in the information classification domain is fragmented, both regarding publica-
tion year and in which area the work is published. Even though searches for infor-
mation classification return a large number of publications, most publications are not 
about the classification process, but rather mention it only briefly. Information classi-
fication research, in general, is limited, with few research contributions focusing on 
the classification process itself (Oscarson & Karlsson, 2009; Shedden et al., 2016). 
However, there is some literature with this focus, and a more detailed overview of in-
formation classification approaches, and how they relate to this work can be found in 
Section 3.3. Identified information classification approaches have been divided into 
three groups based on the focus of the approach. The groups are (1) standards, (2) 
national approaches, and (3) other approaches.  
 
International standards 
For example, ISO/IEC 27001 (2017), ISO/IEC 27002 (2017), and ISO/IEC 27005 
(2018) provide many important aspects of information classification and rationales. It 
is well-known that there is a gap between formal and actual processes in Information 
Security Management (ISM) and that turning standards into practice is a difficult task 
(Njenga & Brown, 2012; Shedden et al., 2010; Siponen et al., 2006; Taylor & Brice, 
2012). Standards are foundations for the development of, for instance, national ap-
proaches to classification, and to some extent also to other approaches.  
 
National approaches 
Most countries offer some advice in documents describing national approaches to clas-
sification. For example, in the UK, the Government Security Classifications are used 
(Cabinet Office, 2018). In Sweden, guidelines aid the preparation, implementation and 
usage (Swedish Civil Contingencies Agency, 2018). 
 
Other approaches 
Other approaches include,  for example, a simplified approach for classifying processes 
or applications by Fibikova and Müller (2011). Their approach gives a rationale on how 
information can be classified with a lower granularity rather than considering every 
single asset. Another approach directed at the monetary valuation of assets is de-
scribed by Vidalis (2010) and gives some input on roles that need to be included in the 
classification, such as senior managers, stakeholders, and staff. 

1.5 DELIMITATIONS 
The area of information classification is large, spans over several academic fields, and 
many more avenues could be explored. Some delimitations have been made in order 
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to take on information classification. Below follows a presentation of areas delimited 
from this work.  
 
Information assets 
There is much debate concerning what information is and what an information asset 
is and is not. Some scholars even claim that it could even be “difficult, if not contro-
versial, to describe what an information asset is.” (Dakova et al., 2018 p. 2) Infor-
mation is viewed differently in different fields. For example, from a supply chain man-
agement perspective, information is a commodity, and from an intellectual capital per-
spective, information is an intangible asset (Dakova et al., 2018). In this work, the de-
scription from ISO/IEC 27002 is used: “The value of information goes beyond the 
written words, numbers and images: knowledge, concepts, ideas and brands are ex-
amples of intangible forms of information. In an interconnected world, information 
and related processes, systems, networks and personnel involved in their operation, 
handling and protection are assets that, like other important business assets, are val-
uable to an organization’s business and consequently deserve or require protection 
against various hazards.” (ISO/IEC 27002, 2017, p. vi) 
 
Monetary valuation 
Related to the information asset discussion is information valuation, where the focus 
is on the understanding of the monetary (economic) value of digital information assets 
(Viscusi & Batini, 2014). Information value is a crucial issue in information systems 
management and a part in the area of information economics (Viscusi & Batini, 2014). 
Numerous methods for valuing information from an economic perspective have been 
developed (Viscusi & Batini, 2014). Although an economic perspective can be present 
in information classification, the focus is different as it is not the value of the infor-
mation that is considered during such classification (Wangen, 2017). Instead, what a 
loss of, for example, confidentiality would entail in terms of monetary loss is consid-
ered (Wangen, 2017). Calculations or estimations on such losses are difficult to assess 
in information security (Wangen, 2017). Estimations are not only considered very dif-
ficult, but can also lead to endless discussions between business and IT making infor-
mation classification unnecessarily difficult (Fibikova & Müller, 2011). 
 
Automatic classification 
There is a research stream investigating approaches to classify information automati-
cally. One example is Virtanen (2001), who proposes a solution for re-classification 
where previous data is used to recalculate the classification automatically. Approaches 
with the same intent are presented by DuraiPandian and Chellappan (2006) and 
Hayat et al. (2006). In this work, only manual classification is considered. Manual in-
formation classification is to the best of the author’s knowledge the most well-used 
practice. To date, no organisation using any automatic classification tool has been en-
countered. Often when there is an issue in the ICT area, an easy fix is to implement 
some tool or technology to resolve the issue. However, in this work, the stance from 
Everett (2011) is followed, i.e. that information classification is very much a human 
and a process problem. The argument used by Everett (2011) is that even if a technol-
ogy fix was enough, there are no tools available that can classify based on phrases or 
keywords without the need for manual intervention. 
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Labelling 
Labelling is a part of asset management, and after the information has been classified, 
a label should be applied to the information. Labelling is seen as a crucial requirement 
for information sharing (ISO/IEC 27002, 2017). Adding a label might be the most 
well-known consequence of information classification, as it is displayed in many mov-
ies, where classified documents have been marked with TOP SECRET. Applying a big 
red stamp to a physical paper is not a problem, but adding a label to all electronic 
information can be problematic for several reasons. Firstly, there are issues with the 
representation of the label on a binary level because computer systems normally do 
not enforce labelling (Fibikova & Müller, 2011; Winkler, 2011). Furthermore, there are 
issues with high granularity information when there is an aggregation of data in data-
bases  (Blyth & Kovacich, 2006a), and issues tracing classification labels outside a sin-
gle application  (Demsky, 2011). One remedy to reduce the problem is not to label all 
information but only sensitive or critical information (Cabinet Office, 2018; ISO/IEC 
27002, 2017). There is also research about what the label should consist of (see Blazic 
and Saljic (2010) and Collette (2006)). 
In practice, information can be found everywhere. In databases, as log data, and in 
documents spread across different platforms using different file systems. Any issues 
that may arise when labelling a specific piece of information are most often of a tech-
nical nature. A label is an addition of meta-data that needs to be inserted in files, sen-
tences in files or cells in a database. These aspects are not considered in this thesis, but 
the labelling task is included in the developed method.  
 
Handling routines 
Another consequence of classification is the handling routines or procedures for han-
dling assets that outline handling, processing, storing and communication of the clas-
sified information (ISO/IEC 27002, 2017). How to use handling procedures or how to 
develop them are not included in the developed method as they are extremely organi-
sation-specific. The typical handling routine is a direct mapping of security controls to 
a specific consequence level (ISO/IEC 27002, 2017). The work of developing or apply-
ing handling guidelines is not a part of this work, as it has to be decided by the organ-
isation's demands and risk analysis. 
 
Public sector 
It is well known in the area of information security that obtaining field data on how 
activities are enacted in practice can be problematic because of the sensitivity of the 
topic itself (Baskerville et al., 2018; Kotulic & Clark, 2004). In this work, Swedish pub-
lic sector organisations have been chosen as study objects. The reasoning behind this 
was twofold: (1) due to the principle of public access to official records, internal poli-
cies are generally more accessible, and (2) the Swedish public sector is required to 
work systematically with ISMS, however, there is no nationally enforced standard. 
Thus, the Swedish public sector has adopted different approaches to information clas-
sification in practice, which was also confirmed in Bergström et al. (2018). A more 
detailed description of the study context can be found in Subsection 4.2.3. 

1.6 THESIS OUTLINE 
As the artefact developed in this work is a method for information classification in-
tended for organisational use, not only the academic community is in focus, but also 
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practitioners. Therefore, an outline specifically designed to make the thesis accessible 
for practitioners is presented in Section 1.6.1.  
An overview of the thesis structure can be seen in Figure 1.3. 

Figure 1.3: The thesis structure.  

The thesis consists of seven chapters, and the content of each chapter is presented as 
follows: 

Chapter 1: This chapter introduces the thesis topic and gives a brief background 
to information classification. It is followed by an introduction to the 
problem space and a presentation of the aim and objectives. Then the 
papers underpinning the thesis are briefly introduced and related to 
the aims and objectives. The related research is then presented and 
followed by the delimitations that have been made. 

Chapter 2: The chapter provides the necessary background and starts by intro-
ducing the domain in which the work has been performed. This is fol-
lowed by an introduction to information security management and the 
standards that exist in the area. This is followed by a more compre-
hensive description of information classification, related synonyms to 
information classification, and information classification practices. 

Chapter 3: Method theory is presented in this chapter. The chapter starts with a 
discussion on what a method is and how method is viewed in this 
work. Then method requirements for an information classification 
method are presented. Finally, a comprehensive overview of existing 
standards, national approaches, and other approaches for information 
classification is related to the previously presented method require-
ments.  

Chapter 4: This chapter presents the overall research design. Design Science Re-
search (DSR) is the research method adopted, and hence DSR is intro-
duced in detail, including an overview of the DSR cycles performed as 
part of this work. Furthermore, the research context and an overview 
of the developed design principles underpinning the developed 
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method for information classification are presented.  Additionally, 
supporting research methods that have been applied as a part of the 
thesis work are presented. The chapter ends with a discussion of the 
potential ethical consequences that can come as a part of DSR projects. 

Chapter 5: The work has been performed in three DSR cycles, and the chapter 
presents the results per DSR cycle to increase transparency for the 
reader. That implies the results are presented chronologically and 
show how the method was iteratively developed. The chapter ends 
with a summary of each of the included papers. 

Chapter 6: This chapter presents the method of information classification. The 
chapter is divided into three sections. The first section gives an over-
view of the method for information classification and introduces what 
is needed to prepare for setting up information classification in an or-
ganisation. The second section focuses on how to design the 
information classification scheme. Finally, the third section 
introduces how to perform classification as a part of the day-to-day 
operations. 

Chapter 7: The last chapter discusses the contributions of the thesis and their im-
plications for research and practice. The limitations and possibilities 
for future work are also discussed. 

1.6.1 SUGGESTED TRACK FOR PRACTITIONERS 
Chapter 6 presents the method for information classification. The chapter is intended 
to be read as a stand-alone chapter. It is, however, difficult to assess the prior 
knowledge of the reader and therefore a shorter track for practitioners is outlined here.  
As a practitioner reading this, you are probably well aware of the problems implement-
ing information classification in an organisation. Still, a brief look at the problem space 
in Section 1.1 gives some motivations found in the literature. Perhaps some new 
knowledge regarding the issues can be found here. It is also recommended to have a 
look at chapter 1.2, where the aim and objectives are presented. The background in 
Chapter 2 can be browsed if there are any particular questions regarding for example, 
information classification (Section 2.3) or information classification practices (Section 
2.5). 
In Section 3.3, the method for information classification is related to common infor-
mation classification approaches such as the one in the ISO/IEC 27000 family. To fully 
comprehend the comparison, Section 3.2 is a prerequisite as it introduces the require-
ments used in the comparison.  
Chapter 4 is about the research design and research methods. In addition, the design 
principles that underpin the method are introduced here. Chapter 5 presents the re-
sults, and here the focus could be on Section 5.4, where a summary of the included 
papers are given. The summary provides a condensed view of the papers and function 
as pointers to where specifics can be located. Also, section 5.5, which summarises the 
transformations from method requirements to design principles, can give an under-
standing of why certain choices have been made. 
Finally, in Chapter 6, the method for information classification is presented. It is also 
possible to start here and go back to Chapter 1 and follow from there if questions arise. 
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BACKGROUND: INFORMATION 
SECURITY MANAGEMENT 
This chapter introduces ISM. The chapter describes the extensive flora of standards, 
frameworks and best practices for ISM, and makes some sense of what has been re-
ferred to as an alphabetical soup by Tomhave (2005). Information classification is also 
presented with one section specifically about information classification practices. 
An overview of how this chapter is structured in relation to the thesis can be seen in 
Figure 2.1. 

 
Figure 2.1: The structure of the background chapter in relation to the thesis.  

Before delving into the specifics of the management and associated standards, it is 
important to present the overall domain in which this work is performed. Information 
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Systems is an area where there has been an ongoing discussion of the definition for 
years (Dhillon, 2007). Add security, and another dimension of complexity is 
introduced. The field of Information Systems Security (ISS or ISsec) is about the pro-
tection of the information system of an organisation.  
A holistic approach to ISS has been deemed necessary to sufficiently protect assets 
(Dhillon, 2007; Gerber & von Solms, 2005). A holistic approach requires social and 
organisational aspects to be considered, not just the technical. One including way of 
viewing the ISS concept is to secure an information system on three levels that contin-
uously interact: the technical, formal and informal (Dhillon, 2007). Figure 2.2 shows 
these three levels as described by Dhillon and Backhouse (1996). 

 
Figure 2.2: Technical, formal, and informal. Adapted from Dhillon and Backhouse (1996). 

The technical level consists of, for example, the hardware, software and network infra-
structure. The formal level consists of, for example, policies, standards, and proce-
dures that are driven by the informal level consisting of, for example, awareness, be-
liefs and culture (Åhlfeldt et al., 2007). In this work, we align with the holistic view of 
ISS.  

2.1 INFORMATION SECURITY MANAGEMENT 
Traditionally, information security has been viewed as a technical matter (Siponen & 
Oinas-Kukkonen, 2007), where organisational and societal norms were taken for 
granted, but this is no longer the case (Coles-Kemp, 2009). The socio-technical nature 
of the field has mostly been neglected, but challenges related to human aspects of ISM 
have started to attract more attention (Ashenden, 2008). Today, researchers are in-
creasingly interested in understanding ISM (Niemimaa & Niemimaa, 2017).  
It is hard to precisely define what ISM is because of the entanglement of the social and 
the material within information security (Coles-Kemp, 2009). It is, however, 
commonly considered that information security needs to be managed in a structured 
way, and this is typically referred to as ISM. Such ISM can be described as 
“[p]rotecting information assets through defining, achieving, maintaining, and 
improving information security effectively is essential to enable an organization to 
achieve its objectives, and maintain and enhance its legal compliance and image. 
These coordinated activities directing the implementation of suitable controls and 
treating unacceptable information security risks are generally known as elements of 
information security management (ISO/IEC 27000, 2018, p. 11). A similar definition 
comes from the OECD stating that “[s]ecurity management should be based on risk 
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assessment and should be dynamic, encompassing all levels of participants’ activities 
and all aspects of their operations. […] Information system and network security 
policies, practices, measures and procedures should be coordinated and integrated 
to create a coherent system of security” (Organisation for Economic Co-operation and 
Development, 2002 p. 12). A structured approach to reach these objectives is to 
implement a management system. To implement a management system is a common 
approach in other areas as well, such as quality management (ISO 9000), and envi-
ronmental management (ISO 14000). In the area of information security, an 
Information Security Management System (ISMS) can be seen to consist of “the 
policies, procedures, guidelines, and associated resources and activities, collectively 
managed by an organization, in the pursuit of protecting its information assets”  
(ISO/IEC 27000, 2018, p. 11). 
There is a possibility that the security controls are not working together or that some 
aspects of information security are left out if an ISMS is not implemented. One of the 
main reasons for choosing to use ISMS is that it tries to take an overall approach to 
information security so that no aspect is left out or missed in the implementation of 
information security. Sometimes the term Information Systems Security Management 
(ISSM) is used synonymously with ISMS, but in this work, the latter term will be used.  

2.2 INFORMATION SECURITY (RISK)  MANAGEMENT 
STANDARDS AND APPROACHES 

A large number of different security controls are typically implemented as part of an 
organisation’s information security work. There are more than 1000 standards in the 
information security field focusing on various aspects; from technical standards to 
comprehensive standards covering broader areas of information security, such as ISM 
standards (Department for Business, 2013). 
 
The ISO/IEC 27000 family 
One example of a well-known and a well-used set of standards is the ISO 27000 family, 
which among other things offer best practice recommendations for initiating, imple-
menting and maintaining ISMS. The ISO 27000 standards family stems from the ‘90s 
and the British standard BS7799. The BS7799 standard consisted of two parts, where 
part one was about best practices for ISM, and ISO/IEC adopted it and released it as 
ISO/IEC 17799 (Kokolakis & Lambrinoudakis, 2005). Part two of the BS7799 stand-
ards focused on the implementation of ISMS and was adopted as ISO/IEC 27001 
(Kokolakis & Lambrinoudakis, 2005). The ISO/IEC 17799, was renamed and released 
as ISO/IEC 27002:2005 to align with the ISO 27000 family. There are close to 50 
published standards in the 27000 family today, and more are in development. The 
standards that primarily relate to the work in this thesis are ISO/IEC 27000 (2018), 
ISO/IEC 27001 (2017), ISO/IEC 27002 (2017), ISO/IEC 27003 (2017) and ISO/IEC 
27005 (2018). 
 
Information Security Risk Management 
ISO/IEC 27005 (2018) is a standard providing guidelines for Information Security 
Risk Management (ISRM) in an organisation. Risk management is the “coordinated 
activities to direct and control an organization with regard to risk.” (ISO/IEC 27000, 
2018, p. 9) There are several standards and approaches that aim at identification, val-
uation and a risk-based selection of security controls (Baskerville et al., 2014). Such 
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standards and approaches include, for example, the Central Computer and Telecom-
munications Agency Risk Analysis and Management Method (CRAAM), the Opera-
tionally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) framework, 
and NIST 800-30 (Shameli-Sendi et al., 2016). There is also a large number of ap-
proaches proposed as a result of research projects. For example, Shameli-Sendi et al. 
(2016) investigated more than 20 such approaches as part of their taxonomy work. 
There are significant similarities between many approaches, and standards such as, 
for example, ISO/IEC 27005 (2018) and NIST SP 800-30 (2012) outline a process to 
identify and classify assets and existing countermeasures, assess risks and their likeli-
hood in order to mitigate or accept those risks (ISO/IEC 27005, 2018; NIST SP 800-
30, 2012). Similarly, Straub and Welke (1998) and Spears and Barki (2010), have out-
lined ISRM as containing activities for identifying and prioritising information assets 
and security risks, in order to implement and monitor countermeasures. A general 
ISRM process based on the activities information classification, risk analysis and se-
lection of security controls can be seen in Figure 2.3. 

Figure 2.3: A typical ISRM process consisting of the activities: information classification, risk analysis and selection of 
security controls. 

Evaluation of additional ISRM processes has also shown that there are only minor dif-
ferences in their description (Fenz et al., 2014). While there are variations in specific 
steps or depth, the process descriptions typically include activities for identifying and 
classifying information, predict risks, and implement adequate countermeasures 
(Baskerville et al., 2014; ISO/IEC 27005, 2018; Shedden et al., 2010; Whitman & 
Mattord, 2014; Visintine, 2003). Hence, information classification or valuation as it is 
often referred to in ISRM is also a part of most ISRM literature.  
 
Other standards and approaches 
Closely related to ISMS in some aspects are the Information Technology Service Man-
agement (ITSM) standards. Such standards include, for example, the Information 
Technology Infrastructure Library (ITIL), COBIT and the ISO/IEC 20000 family (IT 
Service Management and IT Governance). There is a trend towards refining ITSM, and 
for example, ITIL v2 contained a separate security management publication, whereas 
ITIL v3 did not, due to the existence of other ISMS standards (Clinch, 2009). Similarly, 
COBIT give references to other standards (such as the ISO/IEC 27000 family) for de-
tails (Mataracioglu & Ozkan, 2011).  
Another standard that relates to the field is The Open Group Information Security 
Management Maturity Model (O-ISM3) (The Open Group, 2017). O-ISM3 is compat-
ible with the ISO 27000 family. Still, it uses a different approach where O-ISM3 aims 
at defining and measuring what people do in activities that support security and does 
not consider a large number of security controls as in ISO/IEC 27001 (The Open 
Group, 2017). 
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The Federal Information Security Management Act of 2002 (FISMA) is a federal law 
that recognises the importance of information security to US economic and national 
security interests (National Institute of Standards and Technology, 2020). The Na-
tional Institute for Science and Technology (NIST) provides the details for how to 
manage information security in a set of standards ranging from the management per-
spective to detailed descriptions of security controls for specific standards.  There is 
considerable overlap between FISMA and ISO 27000, but FISMA can be considered 
more encompassing in total (Gikas, 2010).   
ISMS is a mandatory activity for many organisations due to legal regulations. Japan 
mandates ISO/IEC 27001 for many government contracts (Gillies, 2011). In the US, 
all federal agencies, and all contractors need to adhere to FISMA (Gikas, 2010). In 
Sweden, it is a mandatory activity for all government agencies (MSBFS 2016:1, 2016). 

2.3 INFORMATION CLASSIFICATION 
In ISMS, asset management is a central activity since it establishes ownership of all 
organisational assets. An inventory is performed where all assets such as software, 
physical assets, services, people and their skills and experience, intangibles such as the 
reputation, and the information in the organisation, are identified (ISO/IEC 27002, 
2017). The information can be found in many places in the organisation, and it can 
take different shapes and be both digital and analogue. After the inventory, ownership 
or responsibility is designated to all assets and guidelines are set up for acceptable use 
of the assets. Based on how important the asset is in terms of business value or security 
classification, levels of protection need to be identified (ISO/IEC 27002, 2017). The 
information identified as an asset should be classified according to its value and criti-
cality to the organisation.  
 
Information sharing 
Information classification is essential for several reasons. One reason is that 
classification helps to set some of the boundaries for how information sharing with 
other organisations can take place. A performed classification tells the value of the 
information for the organisation, but not how it is protected. This creates a challenge 
for organisations, especially considering that organisations are increasingly depend-
ent on other organisations for value creation (Partanen & Möller, 2012). Cherdantseva 
and Hilton (2013) argue for consensus use of classification schemes, but also 
acknowledge the difficulties in achieving it. In a study by Niemimaa (2016), infor-
mation classification was seen as an internal concern that was never discussed within 
the investigated organisation’s network. The information classification policies were 
not aligned between the organisation’s inhibiting protection and sharing. Regulated 
schemes can be used to ameliorate the alignment problem. Regulated schemes are of-
ten used on a national level within countries, such as in the UK (Cabinet Office, 2018), 
and the US (Gikas, 2010). Not all countries use regulated schemes.  Sweden, for exam-
ple, has chosen a decentralised approach with more independent government agen-
cies. This decentralised approach has led to information sharing limitations between 
government agencies, for instance, in the fight against serious organised crime 
(Swedish Government Official Reports Series, 2011).  
If regulated schemes cannot be used for some reason, there are still things that can be 
done. One approach is to synchronise the protection levels of the security controls ra-
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ther than synchronising the classification levels. This type of approach has been cho-
sen for synchronising Computer Emergency Response Teams (CERT) (ENISA, 2013). 
In practice, it is done using the Information Sharing Traffic Light Protocol (ISTLP) 
that has been developed for enabling information sharing between different countries.  
 
The classification scheme 
The classification scheme must be considered to explicate the underlying information 
sharing issues fully.  The classification scheme is typically constructed as a matrix with 
two dimensions; the security aspects considered (e.g., confidentiality, integrity, and 
availability), and the potential impact if there is a loss of confidentiality, integrity or 
availability represented as a scale. In each cell in the matrix, a descriptive text can be 
found containing the consequence related to a loss of, e.g. confidentiality (Oscarson & 
Karlsson, 2009). The constructs of an information classification scheme can be seen 
in Figure 2.4. 

Security aspect (→) 
Potential impact (↓) Security aspect 1 Security aspect 2 … Security aspect n 

Potential impact level 1 
 

Text describing the level 1 
potential impact of a loss 
of security aspect 1 

… … … 

Potential impact level 2 
… … … … 

Potential impact level 3 
… … … … 

…  … … … … 
Potential impact level m 

… … … 
Text describing the level 
m potential impact of a 
loss of security aspect n 

Figure 2.4: The constructs of an information classification scheme. In the example, the cells in dark grey show the secu-
rity aspects, the medium grey cells show the scale of potential impact, and the light grey cells contain a text describing the 
potential impact of a loss of a security aspect. 

The security aspects considered are decided by the organisation using the classifica-
tion scheme, and could vary with organisational needs. Traditionally, there has been 
an emphasis on confidentiality, as information classification practices stem from the 
military sector (Bayuk, 2010; Gantz & Philpott, 2013). However, standards such as 
ISO/IEC 27002 (2017), and FIPS 199 (National Institute of Standards and Technology, 
2004) both recommend considering confidentiality, integrity and availability, i.e. the 
CIA triad. The CIA triad has been heavily discussed over the last few decades, and it 
has been described as no longer adequate in addressing the environments of today (Na 
et al., 2019; Whitman & Mattord, 2014). What should be additionally considered is 
disputed but could be, for example, accountability, auditability, authenticity/trustwor-
thiness, non-repudiation, privacy (Cherdantseva & Hilton, 2013), or reliability 
(ISO/IEC 27000, 2018).  
The potential impact refers to a scale that represents the loss of, for example, CIA. 
ISO/IEC 27002 (2017) does not specify or give any recommendations on a scale or the 
naming of the levels. The only thing given is an example with four levels, and an in-
struction that each ”level should be given a name that makes sense in the context of 
the classification scheme’s application.” (ISO/IEC 27002, 2017 pp. 15) FIPS 199 de-
fines three levels: low, moderate and high (National Institute of Standards and 
Technology, 2004). ISO/IEC 27005 (2018) recommends using any number of levels 
between 3 and 10 but also states that a higher level of granularity makes consistent 
classification throughout the organisation difficult. According to Axelrod et al. (2009), 
a typical organisation might have between three and five levels. Photopoulos (2008) 
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recommends adopting a scale with the minimum number of levels, but not so few that 
it becomes too general to be useful. In the end, it may be like Fibikova and Müller 
(2011) put it: “A good classification scheme needs to satisfy two contradicting condi-
tions: 1. It needs to be simple so that it can be understood by the information owners 
and user… 2. The classification scheme must not be oversimplified.” (Fibikova & 
Müller, 2011, p. 40)  
The descriptive text used in the cells of the classification matrix describes what poten-
tial impact the loss of a security aspect has. For instance, an example of the second-
lowest impact of a confidentiality loss is exemplified by ISO/IEC as ”disclosure causes 
minor embarrassment or minor operational inconvenience.” (ISO/IEC 27002, 2017, 
p. 16) FIPS 199 specifies the moderate impact of a confidentiality loss as “the 
unauthorized disclosure of information could be expected to have a serious adverse 
effect on organizational operations, organizational assets, or individuals.” (National 
Institute of Standards and Technology, 2004 pp. 6) In Sweden, the recommendations 
for the second-lowest level are defined as “information where loss of confidentiality 
means moderate negative impact on the organization and its assets, other organiza-
tions or individuals.” (Oscarson & Karlsson, 2009 pp. 10) From these examples, we 
can see that different approaches have been taken in describing both the potential loss, 
and from what perspectives the potential loss should be considered.  
 
Re-classification 
The information classification can change over time (Spears & Parrish Jr, 2019). For 
example, an annual report from a stock market company contains very sensitive infor-
mation before it is published, but at the point of publication, the classification changes. 
When a classification is performed on a previously classified asset, it is referred to as 
a re-classification. The classifications must be up-to-date. Otherwise, the information 
might be under- or overprotected. If the information is overprotected, it can lead to 
higher costs since more security controls are needed. There are also other 
consequences with overclassification of information. One example is unintended 
operational consequences that hinder people from doing their job when metadata is 
used to label information that, in turn, hinders them from accessing the information 
(Everett, 2011). Another example is when information is overclassified to protect the 
asset owners, which again inhibits information access (Taylor, 2013). Under-
classification, on the other hand, means that the information is not as protected as it 
should be and becomes more exposed than it should.    
 
Granularity 
The input to information classification is information assets. There are different ap-
proaches on how to identify the information assets and on what granularity the infor-
mation should be valued. The granularity of classification is debated in the literature.  
A higher granularity, e.g. every file or even sentences in a text document, can enable 
access to information (Alqudah & Nair, 2011; Burnap & Hilton, 2009). A lower 
granularity, such as grouping information types or categories of information, will lead 
to a decrease of classifications (Fibikova & Müller, 2011; ISO/IEC 27002, 2017). It is 
also easier to protect, for instance, an entire database if all the information in it has 
the same classification, as access controls are easier to implement (Blyth & Kovacich, 
2006b). 
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Other lower granularity approaches include classifying networks (Collette, 2006), 
business processes or applications (Fibikova & Müller, 2011), or an information sys-
tem, such as a database or content management system (Shedden et al., 2016). These 
approaches are similar and consider bigger chunks of information and take a stance 
from the highest information value that is included in a system. Consequently, the sys-
tem is protected based on the most highly valued information. These approaches, 
which primarily classify according to information in a process or 
applications/systems, have some advantages. Classification can be done less 
frequently and as a collaborative task bringing in more specialist competencies. The 
drawbacks are that some information might be overclassified as all information in the 
process/application/system will inherit the highest classification from the identified 
information types. Additionally, there is a possibility that risks in the individual assets 
are missed, as they might have their own special threats and vulnerabilities and 
thereby have a unique risk profile (Shedden et al., 2016).  
The approach of using a lower granularity is the most common (Shedden et al., 2010). 
It has been used successfully in most Swedish government agencies, as well as in pri-
vate organisations, such as Daimler Financial Services (Fibikova & Müller, 2011). 
Horne et al. (2019) found that organisations sometimes, either through accident or 
convenience, mix high and low-value information when storing it. Such practices could 
waste money on unnecessarily expensive security controls (Horne et al., 2019). Ulti-
mately it is difficult to keep everything stored with precisely the correct countermeas-
ures all the time. Therefore, it is assumed that it is better to overprotect some infor-
mation rather than the opposite. 

2.4 VALUATION AND *CLASSIFICATION 
Information classification is sometimes referred to as security classification, data clas-
sification, or valuation. The terms are sometimes treated as overlapping, separated or 
synonymous in some literature, for example, in Montesino and Fenz (2011). There are 
also claims that the terms are variable and sometimes uninformative, and an attempt 
at trying to define a new definition has been made by Collard et al. (2017). The same 
authors also claim that COBIT is the only standard speaking about data classification 
and that it is unclear if COBIT considers the additional value found through infor-
mation (Collard et al., 2017).  
The term valuation or asset valuation is closely related to ISRM and the most common 
term in such literature. For example, (ISO/IEC 27005, 2018) give implementation 
guidance on how to implement valuation in an organisation. Searches for the term 
data classification show many false positives as it is used to describe other types of 
classification than information classification (Bergström & Åhlfeldt, 2014). There are, 
however, also a significant number of papers describing information classification as 
data classification, e.g. in Collette (2006), Everett (2011), Glynn (2011), and 
Photopoulos (2008). 
Information, data and security classification all aim at protecting information against 
security breaches. The term security classification can also be used to describe the 
scale of potential impact. For example, Agrawal (2017) describes security classification 
as the level of protection needed for an information object. Agrawal (2017) uses a scale 
consisting of OPEN, INTERNAL and CONFIDENTIAL in their work to denote the lev-
els of potential impact when performing an information classification. Furthermore, 
there is more focus on the confidentiality aspect in security classification. This has led 
to ancillary handling of other security aspects than confidentiality. (Gantz & Philpott, 
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2013). Security classification can be referred to as classified information, and most 
countries in the world have developed classification schemes for handling information 
related to national security (Kaarst-Brown & Thompson, 2015). Wikipedia (2020) 
provides an impressive list with the equivalent of classification markings for more than 
100 countries.  
The approach to security classification could differ from information classification. 
Security classification is seen more as a one-man-show (Axelrod et al., 2009). Infor-
mation classification, on the other hand, is a group activity (ISO/IEC 27005, 2018). 
From a security control perspective, security classifications are more likely to include 
a mapping between how confidential the information is and how it should be 
protected. This is evident by looking at, for example, national laws regulating how 
information should be protected. In the US, for example, classification is done 
following FIPS Publication 199 (National Institute of Standards and Technology, 
2004). Security controls are applied in accordance with FIPS Publication 200 
(National Institute of Standards and Technology, 2006), and NIST Special Publication 
800-53 (National Institute of Standards and Technology, 2015). In Sweden, the secu-
rity act refers to both information classification and security classification, where the 
security classification for higher levels of confidentiality has a direct mapping to secu-
rity controls (SOU 2015:25, 2015).   
It is also valuable to have a look at the term categorisation. Sometimes, the term clas-
sification is referred to as categorisation. Mainly American public administration re-
fers to classification as categorisation (Collard et al., 2017). One such example is FIPS 
Publication 199, describing the Standards for Security Categorization of Federal Infor-
mation and Information Systems (National Institute of Standards and Technology, 
2004). 
To sum up, when it comes to classification, there is no difference between data and 
information (Collard et al., 2017). There might be some differences between security 
classification and information classification. Examples of potential differences include 
the individual or group approach to classification and the security classifications 
relation to classified information. Finally, valuation is the more common term to use 
in ISRM-related literature. In this thesis work, the theoretical foundation draws from 
information classification, security classification, data classification and valuation 
literature. However, the term information classification will be used inclusively 
throughout the work. 

2.5 INFORMATION CLASSIFICATION PRACTICE 
Practitioners, organisations and governments turn to standards as they offer substan-
tial authority (Niemimaa & Niemimaa, 2017). Standards often describe an “accepted” 
approach and provide a possibility to learn about successful ISS experiences of other 
organisations (von Solms & von Solms, 2004). Standards are based on best practices 
(Niemimaa & Niemimaa, 2017), and organisations face institutional pressures to 
adopt such practices (Hsu et al., 2012). This pressure to comply comes from, for 
example, legislation or to meet the constantly evolving threats facing organisations 
(Niemimaa & Niemimaa, 2017). Many scholars have recognised the gap between for-
mal and actual processes in ISM as turning standards into practice is easier said than 
done (Njenga & Brown, 2012; Shedden et al., 2010; Siponen, 2006; Taylor & Brice, 
2012). Little attention has been directed at investigating the gap between standard and 
practice in the area of information classification despite the importance. One notable 
work is from Niemimaa and Niemimaa (2017), who studied the translation from ISS 
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best practice on information classification into local policy and how this was turned 
into practice at an organisation. This study found that the ISS best practice prescrip-
tions were insufficient for local action and that they offered a plan that fell short be-
cause of the complexity of actual organisational life (Niemimaa & Niemimaa, 2017). 
One aspect of this is the general lack of information classification competence among 
employees in organisations. Åhlfeldt et al. (2015) identified information classification 
competence as one important future trend. 
Most scholarly literature in the area has focused on organisations handling infor-
mation critical to national security, while literature focusing on areas other than na-
tional security is virtually non-existent (Thompson & Kaarst-Brown, 2005). This was 
also the conclusion of a study trying to identify information classification practices 
online (Mikkelinen, 2015).  
Information classification is a common and mandatory activity for government agen-
cies in many countries. It is also well-established in the private sector due to legal re-
quirements, e.g. for protecting personally identifiable information (Raman et al., 
2014). Information classification could also be demanded to be eligible to be a sub-
contractor to the government (Cabinet Office, 2018). A survey into cybersecurity 
breaches with more than 1000 respondents in the UK revealed that 58% of all large 
firms, and 46% of firms overall, covered classification in their security policies 
(Department for Culture, 2016). Despite the numbers, it is unclear how many of these 
firms have actually turned their policy into practice. The classification practice in the 
Swedish public sector has also been investigated. In 2014, 43% of the government 
agencies used information classification, and another 24% were working on imple-
menting it (Swedish Civil Contingencies Agency, 2014). In Swedish municipalities, the 
situation is dire. In 2015, only 75 of 241 municipalities that answered an information 
security survey used information classification (Swedish Civil Contingencies Agency, 
2015). Of those 75 municipalities, only 10 did it regularly (Swedish Civil Contingencies 
Agency, 2015). The survey also showed varying responsibility regarding who is respon-
sible for the classifications, and that 58% of the municipalities did not use a specific 
method for information classification (Swedish Civil Contingencies Agency, 2015).  
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METHOD THEORY 
The theoretical foundation of this thesis is built on the concept of method. Section 3.1 
presents the method concept, that is the view of what a method is. In Section 3.2, the 
Method Requirements (MR) are presented. The MRs have been formulated to address 
the information classification problems previously presented. Finally, in Section 3.3, 
the MRs are related to existing information classification approaches. An overview of 
how the chapter is structured can be found in Figure 3.1. 

Figure 3.1: The structure of the method theory chapter.  

3.1 METHOD CONCEPT 
Methods are widely debated concepts in the area of Information Systems Development 
(ISD) (Cronholm & Ågerfalk, 1999). Many scholars have tried to define the concept of 
method (Brinkkemper, 1996; Checkland, 1981; Goldkuhl et al., 1998). The method 

Contributions and 
outlooks

A method for information 
classification

Results

Research design

Method theory

Background: information 
security mangement

Introduction

Thesis

Method concept

Method requirements

Information classification 
approaches



CHAPTER 3  METHOD  THEORY 

 

28 

concept in the area of ISS is not clearly defined or elaborated, and concepts such as 
framework, model, process, and approach are used as synonyms for an ISS method 
(Kolkowska, 2013). Furthermore, methods in the ISS field can even be considered 
underdeveloped compared to the IS field (Siponen et al., 2008). In this work, the 
similarities between IS and ISS are embraced following the same reasoning as in 
Kolkowska (2013). Hence, we view methods in ISS as something used to support the 
design and development of an ISS, similarly as methods in IS are used to support the 
design and development of an IS. Also, extensive knowledge on methods exist in the 
ISD field, as methods have been a part of the field since the sixties. Consequently, it 
makes sense to take advantage of that knowledge. 
Confusion is created when mixing the use of the terms method and methodology. The 
IS literature contains many examples of such mixing (Wynekoop & Russo, 1995). In 
an IS context in Europe, the term method is used to describe a systematic procedure 
of conducting systems development, and methodology refers to the study of methods. 
In North America, the term methodology is used as the term methods in Europe (Iivari 
et al., 2000). In this thesis, the term method or information classification method re-
fers to the outcome, i.e. the artefact developed in this thesis. Research method, on the 
other hand, refers to the research approach used to develop the information classifi-
cation method.  
When analysing descriptions of what a method is, there is a recurring pattern of simi-
lar elements in them. To exemplify, the following method definition from Jayaratna 
(1994) states that method is “an explicit way of structuring one’s thinking and ac-
tions. Methodologies contain model(s) and reflect particular perspectives of ‘reality’, 
based on a set of philosophical paradigms. A methodology should tell you ‘what’ steps 
to take and ‘how’ to perform those steps but most importantly the reasons ‘why’ those 
steps should be taken, in a particular order.”  (as cited in Cronholm and Ågerfalk 
(1999, p. 4)) Fitzgerald et al. (2002) describe method as a “coherent and systematic 
approach, based on a particular philosophy of systems development, which will 
guide developers on what steps to take, how these steps should be performed and why 
these steps are important in the development of an information system.” (Fitzgerald 
et al., 2002, p. 5) 
Although the method concept is used slightly differently, some components of what a 
method should constitute emerge. First, there must be a set of procedures to perform, 
which are explicit, coherent and systematic. Secondly, there is a philosophy or per-
spective that represent the method’s rationale. Finally, a method includes models or 
means of representing the method. In other words, a method should be able to answer 
the “how”, “why”, and “what”. A method should have a prescriptive character that ex-
plains what to do in different situations to arrive at certain goals (Goldkuhl et al., 
1998). 
A method can be seen as a “whole” consisting of different “parts” (Cronholm & 
Ågerfalk, 1999). “Whole” is a monolithic view where the method is integrated and de-
pendable, and the antipole of this is “parts” or “fragments” that are independent and 
separated from each other (Röstlinger & Goldkuhl, 1994).  A combination of the two is 
referred to as “method components” (Röstlinger & Goldkuhl, 1994). The method com-
ponents should be separated, adaptable, modifiable, combinable, exchangeable and 
reusable (Röstlinger & Goldkuhl, 1994). A method component can be seen as a self-
contained part of a method expressing how to transform one or several inputs into a 
defined output (Karlsson & Wistrand, 2006). This modular view of method means that 
these components can be exchanged for other components that produce the same type 
of result. This view also makes it tailorable and flexible, i.e. possible to fit different 
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situations (Karlsson & Ågerfalk, 2009). Method components can be combined in dif-
ferent ways to create new methods (van Slooten & Brinkkemper, 1993). These new 
ways are referred to as route maps (van Slooten & Brinkkemper, 1993). Route maps 
are aimed at turning method components into situated methods (Aydin & Harmsen, 
2002). If there are choices in a method, these can be referred to as routes. Based on 
the situation, the routes can help implementers or users of a method to make a choice. 
We align with the method definition put forward by Goldkuhl et al. (1998), where a 
method is organised as a set of method components that includes the parts procedure, 
notation, and concepts that are closely linked. Figure 3.2 illustrates the relationship 
between method component, perspective, framework and co-operation forms. 

 
Figure 3.2: Relationship between method component, perspective, framework and co-operation forms. Adapted from 
Goldkuhl et al. (1998). 

The procedures describe how to work, i.e. meta concepts such as processes, activities, 
and information flow. The notation is the representational guidelines, semantics, and 
syntax. The procedure and notation are tightly coupled, and concepts could be seen as 
the overlapping parts of procedure and notation (Goldkuhl et al., 1998). The method 
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(Sandkuhl et al., 2014). The framework clarifies, among other things, which compo-
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method components because the sequence of method components is always the same 
(Sandkuhl et al., 2014). The co-operation forms refer to the people involved and their 
roles. The perspective is the conceptual and value basis of the method and can be im-
plicitly or explicitly expressed in the method (Goldkuhl et al., 1998). The method de-
signer’s perspective is important, as the background will colour the method. My back-
ground might have influenced the perspective here. I started working with network 
and systems administration, and later on with IT service management. Pragmatism 
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Procedure

Concepts

Notation

Method component

Perspective

Framework
Co-operation 

forms



CHAPTER 3  METHOD  THEORY 

 

30 

example, Siponen and Oinas-Kukkonen (2007). However, technology is rarely the only 
answer. 
To give an example of how an ISS method could be viewed based on the method defi-
nition put forward by Goldkuhl et al. (1998), we use information classification. 
ISO/IEC 27002 (2017) outline activities performed as a part of the information classi-
fication. Such activities include accounting for requirements affecting the information, 
classification of information and labelling of information. These activities can be seen 
as method components. Each of the method components needs to have a procedure, 
notation and concepts. If we use the requirements method component as an example, 
concepts include, for example, internal and external requirements such as national 
and international laws and regulations. The procedures describe the workflow and 
provide instructions regarding what kind of activities and information are relevant. In 
this case, it is wise to start working on the external legal requirements as they could be 
legally binding and hence trump internal requirements. The notation contains creat-
ing a record documenting the requirements affecting the information.  
Together the method components form a structure, the framework. The framework, 
in this case, consists of two routes, each outlining the method components necessary 
for classifying high or low granularity assets. The perspective of pragmatism explained 
earlier is visible in the requirements component. It is exemplified with the use of pre-
compiled lists with excerpts from laws and regulations enabling a fast identification. 
Finally, the co-operation forms include describing that the procedures are best per-
formed as a workshop. Participants include the information owner, system adminis-
trators and users of the information. For the requirements component, lawyers, for 
example, could bring additional valuable knowledge.  

3.2 METHOD REQUIREMENTS 
This thesis aims to develop a method for information classification. The underlying 
motivation for developing a method can be based on practical needs or theoretical 
ideas (Goldkuhl & Karlsson, Accepted). Existing knowledge and empirical data can be 
turned into a set of MRs addressing these needs (Ralyté & Rolland, 2001). Hence, in 
this work, the identified information classification problems have been turned into 
MRs. In total, four MRs have been formulated. The MRs address the identified needs 
found in the problem space and also address what a method for information classifi-
cation needs to consist of. 
The identified problems and associated MRs have been formulated as: 
 
MR1. A method that solves the defined tasks of information classification needs to 
include a set of procedures, concepts, and notations. 
There are several standards for information classification, such as ISO/IEC 27002 
(2017), ISO/IEC 27005 (2018), and FIPS 199 from the National Institute of Standards 
and Technology (2004). There are also guidelines from national bodies, such as the 
Australian Government (2020), the UK Cabinet Office (2018), and the Swedish Civil 
Contingencies Agency (Andersson et al., 2011),  and practices from the industry, such 
as Fibikova and Müller (2011). Despite all these initiatives, how information 
classification is to be implemented is downplayed in existing methods (Wangen et al., 
2018). As a consequence, organisations are struggling with the implementation of 
information classification (Baškarada, 2009; Bayuk, 2010). Furthermore, it is well-
discussed what a method is, and regardless of the extensive body of literature 
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mentioning approaches to classify information, it is unclear what a method for 
information classification should consist of. Hence, MR1 is motivated by the shared 
understanding that a method consists of three interrelated parts, the procedures, 
concepts, and notation (Brinkkemper, 1996; Checkland, 1981; Goldkuhl et al., 1998). 
The procedures to perform in information classification can be, for example, the iden-
tification of internal or legal requirements. The concepts relate to essential aspects of 
the problem domain, such as confidentiality, integrity and availability, and the infor-
mation assets. Notation refers to the need to express the method for information clas-
sification using representational guidelines, semantics, and syntax. 
 
MR2. A method for information classification needs to be tailorable to different 
situations and contexts. 
Different organisations require different things from an information classification 
method. For example, the classification scheme might need to contain different 
security aspects. The traditional confidentiality focus stemming from the military 
tradition (Bayuk, 2010; Gantz & Philpott, 2013), and the CIA recommendation in, e.g. 
ISO/IEC 27002 (2017) might not be enough to adequately address the environments 
of today (Whitman & Mattord, 2014). Another example is what scales of potential 
impact to use, an area where, for example, ISO/IEC 27002 (2017) does not mention 
more than one example of four levels, and where the National Institute of Standards 
and Technology (2004) specifies three levels.  
 
MR3. The information classification method needs to include a description of roles 
and how they interact. 
It is unclear precisely who should be involved in the information classification. The 
recommendations given in, for example, ISO/IEC 27002 (2017) and Andersson et al. 
(2011) are that the information owners should be responsible for information classifi-
cation. However, the responsibility is often owned by senior executives, and the task 
to perform the classification is delegated to others. Literature has shown that it can, 
however, be hard to get acceptance from all to drive the implementation of a classifi-
cation scheme in an organisation and to clearly define the ownership (Collette, 2006; 
Janczewski & Xinli Shi, 2002). Furthermore, the information value can be different 
depending on the viewpoint. For example, the value can differ from an economic or 
environmental perspective, which adds complexity to the classification. This would 
imply that different organisational roles need to be involved in the classification to 
explore different perspectives fully. MR3 also draws from the co-operation forms as 
described by Goldkuhl et al. (1998).  Co-operation is how different people interact and 
co-operate when performing method-guided work (Goldkuhl et al., 1998). Also, roles 
and division of work are included (Goldkuhl et al., 1998). That is the people involved 
in the classification of information assets in this case. Finally, there is also an issue 
regarding how information classification is performed in practice. Very little work 
describes how to perform information classification. 
 
MR4. The information classification method needs to support the classification of 
assets with different granularity. 
MR4 draws from the literature describing different approaches to information classi-
fication regarding the granularity of the information classified. There is a scale ranging 
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from classifying information with high granularity to low granularity. In the high gran-
ularity approaches, every file, or even sentences in a text document, is classified 
(Alqudah & Nair, 2011; Burnap & Hilton, 2009). In the lower granularity approaches, 
information is classified based on information types (National Institute of Standards 
and Technology, 2004),  groups (ISO/IEC 27002, 2017), networks (Collette, 2006), 
business processes or applications (Fibikova & Müller, 2011). The high granularity ap-
proach can enable access to information, as more detailed security controls are 
implemented (Alqudah & Nair, 2011; Burnap & Hilton, 2009). The low granularity 
approach reduces the number of classifications in the organisation (Fibikova & Müller, 
2011; ISO/IEC 27002, 2017) and enables more people to participate in the 
classification. The method needs to cater to different demands depending on the 
granularity. 

3.3 INFORMATION CLASSIFICATION APPROACHES 
This section presents the results of an analysis of existing approaches for information 
classification by relating them to the formulated MRs. The analysis is a contribution 
that provides knowledge on what current approaches for information classification ad-
dress in relation to the formulated MRs.  
A narrow view of what constitutes an information classification method would dis-
qualify most existing approaches. Most encountered approaches lack procedures, con-
cepts and notation. Therefore, policies, guidelines, standards and frameworks would, 
to a large extent, be excluded with such a view. To be able to compare and relate exist-
ing literature to this work, we use the term approach inclusively, regardless of how 
authors denote their respective approaches. This is similar to how, for example, Saleh 
and Alfantookh (2011) compare risk management methods from ISO/IEC, OCTAVE, 
and Microsoft as methods, and how Stergiopoulos et al. (2018) use risk assessment 
methods inclusively. 
A summary of the analysis of existing information classification approaches is pre-
sented in Table 3.1. The left column shows the reviewed information classification ap-
proaches, and the other four columns show how each reviewed approach supports the 
MRs. How the respective approaches support the MRs is shown using the legend: ‘‘+” 
to indicate that the approach supports the MR, ‘‘–” to indicate that the approach does 
not support the MR, and “*” to indicate that the approach supports the MR partly.  
The identified approaches have been divided into three groups based on the focus of 
the approach. The groups are (1) standards, (2) national approaches, and (3) other 
approaches. The coarse division has been chosen because the standards are the foun-
dation for several national approaches and some of the other approaches. The national 
approaches are also in their own category since they are either mandatory or recom-
mended to be used, for example, in the public sector of a country. There are also some 
research papers describing national approaches, and such papers fall in this category. 
Finally, the other approaches group is the rest of the approaches that do not fall natu-
rally into the two previously mentioned categories. These approaches can be based on 
standards or be completely unrelated.  
Each of the groups is exemplified by a number of approaches identified as a part of the 
thesis project. We do not claim the list is complete, as most national approaches are 
missing from the table. Not all ISRM approaches are included either since they collec-
tively suffer from the same deficiencies and have a limited view on how to handle as-
sets (Shedden et al., 2016). Finally, each group is also presented and discussed sepa-
rately. Examples of the relation between MRs are given to exemplify how the approach 



CHAPTER 3  METHOD  THEORY 

 

33 

is fulfilling or lacking from an MR viewpoint. If the MR is not supported by an ap-
proach, the discussion is omitted. 
Table 3.1: Summary of the analysis of how existing methods for information classification support stated MRs. 

Examples of existing information classification approaches MR1 MR2 MR3 MR4 

Standards 

ISO/IEC 27000 family (ISO/IEC 27001, 2017; ISO/IEC 
27002, 2017; ISO/IEC 27003, 2017; ISO/IEC 27005, 
2018) 

* + - * 

FIPS 199, National Institute of Standards and Technology 
(2004) * + - + 

National approaches 

Cabinet Office (2018) * - - - 

Oscarson and Karlsson (2009) * * - - 

Andersson et al. (2011) * - * * 

Swedish Civil Contingencies Agency (2018) * + * * 

Farn et al. (2008) * - - - 

Other approaches 

Fibikova and Müller (2011) * - - * 

Tatar and Karabacak (2012) * - - - 

Xianliang et al. (2007) * - - - 

Breier and Schindler (2014) - - - - 

Foroughi (2008) - - - - 

Leitner and Schaumuller-Bichl (2009) - - - - 

COBIT (Etges & McNeil, 2006; ISACA, 2012) * * * * 

Fernandez and Garcia (2016) - + - - 

Vidalis (2010) * - * - 

Legend: + indicates that the approach supports the MR, – indicates that the approach does not support the MR, * indi-
cates that the approach supports the MR partly. 

The details for the summary in Table 3.1 can be found in the following three sections. 
Before going into those details, a small summary highlighting the most important 
takeaway messages from the analysis follows below. 
As can be seen in the table, none of the methods fulfil all the MRs. This is hardly sur-
prising as few of the approaches claim to be methods.  
COBIT (ISACA, 2012) and the Swedish Civil Contingencies Agency (2018) describe 
approaches that score the most partly fulfilled MRs. The COBIT framework is quite 
detailed in its descriptions and touches all topics formulated in the MRs. The approach 
described by the Swedish Civil Contingencies Agency (2018) is also encompassing 
from the viewpoint of the MRs. It is not unexpected as the approach needs to cater to 
different organisational needs because of the lack of one specific national approach. 
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Despite this, the descriptions fall short in some aspects, e.g. lacking a model overview, 
and lacking descriptions of how to handle information with different granularity. 
It can be noted that many of the approaches meet very few of the MRs. The reasons for 
this could stem from the fact that they appear in peer-reviewed publications. In such 
outlets, more extensive descriptions are rare. Also, the approaches found were nar-
rower in scope than the standards. 
The national approaches are often more encompassing in their description and give 
more practical advice. The aim of the national approaches is different than the MRs 
described here. National approaches are often about one specific implementation, and 
the documents are not usually written with flexibility in mind. Consequently, there are 
few met MRs among the national approaches. Nevertheless, the national approaches 
are a rich source of practical advice for how to implement information classification.  

3.3.1 STANDARDS 
The ISO/IEC 27000 family of standards describes information classification in several 
of their publications. ISO/IEC 27001 (2017) describes the requirement of implement-
ing information classification, and the ISO/IEC 27002 (2017) standard provides a two-
page description of the implementation of information classification. ISO/IEC 27003 
(2017) gives practical guidance on how to implement the 27000 family in an organi-
sation. ISO/IEC 27005 (2018) describes the valuation of assets as a part of ISRM. 
From an MR1 angle, the ISO 27000 family does provide a set of procedures and con-
cepts guiding the implementation, but the process provided is only briefly described. 
ISO/IEC 27005 (2018) illustrates the ISRM process, but it lacks a model or other 
means for representing information classification. 
For MR2, the description in the standard provides some guidance, as it separates in-
formation classification, labelling, and handling of assets in separate sections which 
can be interpreted as components. The standard also describes taking business needs 
as well as legal requirements into account, further mentioning aspects that could be 
considered components. ISO/IEC 27005 (2018) explains more in detail different types 
of assets and provides a list of example assets to ease the identification. In addition, 
examples of scales, and the naming of scales are given. Combined with ISO/IEC 27002 
(2017), it can be said that ISO/IEC 27000 balances between giving concrete advice on 
how to implement information classification, and still staying on a general level to be 
applicable for all. 
There is little guidance on MR3. The focus is more on accountability, ownership of 
assets, and handling guidelines, i.e. giving people who deal with information assets 
guidance on how to protect and handle them. 
MR4 is about handling different types of granularity, and the standards are vague on 
the input. Everything should be classified, and there are guiding lists in ISO/IEC 
27005 (2018) offering help on where assets could be and what they are. Furthermore, 
it is also suggested to group information with similar protection needs to reduce the 
need for case-by-case risk analysis and custom design of security controls. 

3.3.2 NATIONAL APPROACHES 
In the UK, the Government Security Classification policy (GSC) is used to ensure all 
government data is appropriately protected (Cabinet Office, 2018). GSC is a hands-on 
policy for describing how a specific approach is to be used in practice. The aim of the 
document is not to guide other organisations on how to develop their classification 
policies. GSC primarily relates to MR1 as it provides the procedures to perform, but 
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not entirely as it lacks, for example, a model or other means for representing the ap-
proach. There are several aspects of GSC worth mentioning as good examples of, for 
instance, the explicit descriptions of the security controls that are a consequence of the 
classification. 
The Swedish Civil Contingencies Agency publishes a guideline that covers many as-
pects of ISMS from preparation, implementation to continual improvement. It is de-
veloped to complement the ISO/IEC 27000 family of standards with explanations on 
how to implement in practice (Swedish Civil Contingencies Agency, 2018). The guide-
line was initially published by Andersson et al. (2011), but parts of the information 
classification came from previous work by Oscarson and Karlsson (2009). In the last 
few years, the guideline has been updated and is currently maintained by the Swedish 
Civil Contingencies Agency (2018). 
Looking from an MR1 viewpoint, there is a set of procedures, concepts, and notations 
as a starting point. Andersson et al. (2011) describe three activities in information clas-
sification: to identify information assets, to identify requirements, and to classify in-
formation. From an MR3 angle, there is an embryo for who should be included and 
how the activity should be performed. It is, for example, recommended not to be more 
than ten people during the classification, otherwise, it is hard to handle the discus-
sions. Also, it is mentioned that lawyers in the organisation can assist with the identi-
fication of legal requirements. For MR4, business processes are given as a starting 
point. A discussion about assets is also included, but the rest of the granularity issue 
is missing.   
The updated guideline from the Swedish Civil Contingencies Agency (2018) has im-
proved many aspects of aiding an organisation in developing their classification 
scheme. From the viewpoint of MR1, some of the components are there, but, for ex-
ample, no model describing the information classification is given. MR2 is well de-
scribed, and there are many actionable suggestions for how to adapt and develop a 
classification scheme, taking into consideration, for example, the scale, security as-
pects and perspectives of consequences.  
The approach is vague on MR3, and primarily describes the whole ISMS rather than 
the specifics for information classification. The approach mainly mentions lower gran-
ularity assets (MR4), such as IT systems and IT infrastructure in association with the 
information classification.  

3.3.3 OTHER APPROACHES 
Fibikova and Müller (2011) describe a simplified approach for classifying processes or 
applications, thereby partly fulfilling MR4. They describe the approach to classifying 
applications used in Daimler Financial Services AG. They also share some information 
on a tool developed in Excel with the aim of decreasing the classification effort. For 
MR1, some of the rationales are presented, but the work is primarily aimed at present-
ing one specific approach rather than supporting the implementation in other organi-
sations. 
A hierarchy-based asset valuation method intended for simplified classification is pre-
sented by Tatar and Karabacak (2012). Their method is described quite briefly but 
provides a rationale for the simplified classification of assets, and for the relationship 
between identification and valuation of assets.  
Control Objectives for Information and Related Technologies (COBIT) is a framework 
for IT government and governance created by ISACA (formerly Information Systems 
Audit and Control Association). COBIT is generally described on a higher level than, 
for example, ISO/IEC 27001 (Mataracioglu & Ozkan, 2011). The framework itself also 
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references standards in association to its descriptions (e.g. ISO/IEC 27001 and ITIL). 
COBIT uses a process-oriented approach and gives a starting point to defining infor-
mation and system ownership (ISACA, 2012). The outputs are classification guide-
lines, data security and control guidelines, and data integrity procedures, i.e. the focus 
is more on the ISM process. For assistance in the actual implementation of COBIT, 
one can turn to, for example, Etges and McNeil (2006), who outline the process and 
the requirements for classification. The ownership can be done as a business impact 
analysis, where the most critical information is identified in the first instance. After 
that, all other information in the organisation is identified. From the viewpoint of 
MR1, COBIT does not provide a graphical overview of the classification process. Etges 
and McNeil (2006) provide an overview, but it lacks a detailed explanation of the in-
formation classification process. 
MR2 is about how tailorable the method is, and with the high-level description, com-
ponents can be identified. It is, however, unclear how tailorable it is in practice.  
MR3 targets the roles involved in classification. In COBIT, the ownership role is im-
portant as the owner is responsible for the classification. ISACA (2012) outlines stake-
holders in relation to information in general and classifies them into three groups: 
information producers, information custodians, and information consumers.  
As COBIT is described on a higher level, many specifics are left out from an MR4 point 
of view. Some aspects are, however, more detailed than in, for instance, ISO/27002. 
In the activity where information is identified, the recommendations include consid-
ering “content types (procedures, processes, structures, concepts, policies, rules, 
facts, classifications), artefacts (documents, records, video, voice), and structured 
and unstructured information (experts, social media, email, voice mail, RSS feeds)” 
(ISACA, 2012 pp. 160). Furthermore, the classification should be based on a content 
classification scheme, and sources of information should be mapped to the classifica-
tion scheme. The information sources should be collected, collated and validated 
based on information validation criteria (e.g. understandability, relevance, im-
portance, integrity, accuracy, consistency, confidentiality, currency and reliability). 
Vidalis (2010) presents an approach for calculating the value of information assets in 
the threat assessment process. Some rationales for MR1 are given, such as the defini-
tion of assets and where information can be located. Primarily, the approach is about 
the monetary assessment of assets. Viewing from a role-viewpoint (MR3), Vidalis 
(2010) gives some input. Current knowledge of senior managers, stakeholders and 
staff are mentioned.  
There are a number of approaches focusing on the valuation process with respect to 
dependencies among assets. The dependencies are about representing how assets af-
fect the value of each other (Breier & Schindler, 2014; Fernandez & Garcia, 2016). 
Common among these approaches is that there is a limited focus from an MR point of 
view. Instead, these approaches contribute to assessing the correct value during the 
classification by considering the dependencies among assets.
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RESEARCH DESIGN 
This chapter presents the research design, which is the research approach and the re-
search methods used. Furthermore, it introduces the overall research paradigm 
adopted in this thesis project and a reflection on ethical considerations. An overview 
of the chapter can be seen in Figure 4.1 

 
Figure 4.1: The structure of the research design chapter.  

4.1 RESEARCH APPROACH 
As the IS field shows a great diversity in the problems addressed, the theoretical foun-
dations, and the research methods to collect, analyse and interpret data (Benbasat & 
Weber, 1996), it is essential to convey the different underlying philosophical para-
digms (Oates, 2006). Therefore, some of the underlying philosophical stances are clar-
ified here. 
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A research paradigm can be seen as “the set of activities a research community con-
siders appropriate to the production of understanding (knowledge) in its research 
methods or techniques”  (Hevner & Chatterjee, 2010, p. 7). A research paradigm can 
include ontology, epistemology, and research methods (Scotland, 2012). Ontology, or 
how the world is viewed, and the epistemology, which is how knowledge can be 
acquired, differ in the IS field (Oates, 2006). The IS field is multi-paradigmatic 
(Vaishnavi & Kuechler, 2019). The traditional paradigm has been positivism, but in-
terpretative research is a well-established strand in the field (Oates, 2006; Walsham, 
1995, 2006).  In the ISS field, the situation is similar, and until the end of the 1990s, 
the majority of ISS research was from a positivist perspective (Dhillon & Backhouse, 
2001). However, the technical orientation in the majority of traditional ISS methods 
leads to solutions being implemented in organisations that are neither adapted nor 
accepted. Therefore, there is a need to increase practitioners’ and researchers’ under-
standing of the fundamentals of ISS (Siponen, 2005). Hence, there is a call for more 
interpretative studies in the ISS field (McFadzean et al., 2006; Siponen, 2005).  
Interpretative research is focused on understanding a phenomenon by including the 
individual’s perspective, on investigating the interaction among individuals and the 
historical and cultural contexts (Creswell, 2009). Interpretivism can be seen to bring 
into consciousness hidden social forces and structures (Scotland, 2012). An interpre-
tative approach to ISS offers advantages, as it can bring a holistic view into the problem 
domain, “especially within the scope of networked organisational forms, instead of 
the simplistic, one-dimensional, explanation, more suitable for hierarchically struc-
tured organisations” (Dhillon & Backhouse, 2001, p. 141). 
As information classification is performed in an organisation, with individuals per-
forming the classification, it can be seen as a people and process problem that cannot 
be solved by “simply throwing technology at the problem” (Everett, 2011 p. 5). Hence 
an interpretivist approach was chosen here. 
The research method adopted is the DSR method put forward by Vaishnavi and 
Kuechler (2015). In DSR, it is central to design artefacts, something the IS field is in-
creasingly concerned with (Gregor & Jones, 2007). Several scholars, including 
Orlikowski and Iacono (2001), and Benbasat and Zmud (2003) argue that historically, 
too little research has focused on artefacts, its effects, context, and capabilities. The 
term artefact describes something artificial that is constructed by humans, and as 
something which does not occur naturally (Simon, 1996). In the context of DSR, 
artefacts can be constructs (vocabulary and symbols), models (abstractions and 
representations), methods (algorithms and practices), and instantiations 
(implemented and prototype systems) (Hevner et al., 2004; March & Smith, 1995; 
Oates, 2006). Method as an artefact can be interpreted differently and the method 
concept is ambiguous in an IS context. It is important to distinguish ISD methods 
from, for example, algorithms expressed in software products (Goldkuhl & Karlsson, 
Accepted). One inclusive way of viewing the method concept is described by Hevner et 
al. (2004): methods “provide guidance on how to solve problems, that is, how to 
search the solution space. These can range from formal, mathematical algorithms 
that explicitly define the search process to informal, textual descriptions of ‘best prac-
tice’ approaches, or some combination.” (Hevner et al., 2004, p. 79) Furthermore, 
DSR creates and evaluates artefacts that are “intended to solve identified organiza-
tional problems” (Hevner et al., 2004 p. 77), of which information classification is a 
clear example according to for example Niemimaa and Niemimaa (2017).  
The research process was structured according to the DSR process model put forward 
by Vaishnavi and Kuechler (2015). There are several similar notable DSR alternatives 
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within IS and engineering (e.g. Hevner et al., 2004; Nunamaker et al., 1991; Peffers et 
al., 2007; Takeda et al., 1990; Walls et al., 1992). Vaishnavi and Kuechler (2015) were 
chosen because the approach is consistent with DSR processes suggested in earlier 
DSR papers within information systems and engineering, and because the phases in-
cluded in the model are well described. 
In the context of DSR, it can be noted that DSR can also be seen as its own research 
paradigm (Gregor & Hevner, 2013; Hevner et al., 2004). Another example is Vaishnavi 
and Kuechler (2019), who contrast positivist and interpretative to design. Oates 
(2006) contrasts positivist, interpretative and critical realism, but argues that all three 
paradigms can use design science as a research method. 
A number of supporting research methods, which can be seen as the specific tech-
niques for how the data is collected and analysed, have been adopted in order to reach 
the aim and objectives. In interpretative research, there is often a strong connection 
to qualitative data collection and qualitative data analysis (Oates, 2006). Therefore, in 
each of the DSR cycles, research methods reflecting the interpretative approach were 
adopted. Scotland (2012) argues that this implies that there is a need for research 
methods that yield insight and understanding of behaviour, that can help to explain 
actions from the participant’s perspective, and which do not dominate the partici-
pants. Therefore, suitable qualitative methods include open-ended interviews, open-
ended questionnaires, and open-ended observations. An overview of the adopted re-
search methods in the respective DSR cycles is described in more detail in Section 4.3, 
supporting methods. 

4.2 DESIGN SCIENCE RESEARCH 
The research method adopted for this thesis is DSR, as described by Vaishnavi and 
Kuechler (2015). According to their DSR process, each DSR cycle contains five process 
steps: (1) awareness of problem, (2) suggestion, (3) development, (4) evaluation, and 
(5) conclusion. An overview of the DSR process is shown in Figure 4.2.  

Figure 4.2: The Design Science Research process, adapted from Vaishnavi and Kuechler (2015).  
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Vaishnavi and Kuechler (2015) describe DSR as having a problem-centred initiation 
that starts with the awareness of the problem and leads to a proposal. The next process 
step is the suggestion where a tentative design is produced. In the development phase, 
the tentative design is further developed, and the artefact is produced. This is followed 
by an evaluation, where the artefact is evaluated. The final DSR step is the conclusion 
that either finalises the whole research effort or leads to the start of a new cycle. The 
knowledge attained is then inputted to the fine-tuning of the artefact and communi-
cated. 

4.2.1 DSR THEORY 
There are different views on theory in the IS field. One way of viewing it is to follow 
the classification of theories from Gregor and Jones (2007), which identifies five 
interrelated types of theories: (1) theory for analysing, (2) theory for explaining, (3) 
theory for predicting, (4) theory for explaining and predicting, and (5) theory for 
design and action. All theory types inform the theory for design and action, but the 
theory for explaining and predicting and the theory for design and action have the 
strongest relationship. This strong relationship exists because, “[k]nowledge of people 
and information technology capabilities informs the design and development of new 
information systems artefacts” (Gregor & Jones, 2007 p. 629). In practice, this 
knowledge and these capabilities serve as input to the design process; otherwise, it is 
implied that design is a random process (Kuechler & Vaishnavi, 2012). Two inter-
twined aspects are in focus in design theory: (1) how to build an artefact, i.e. the devel-
opment process knowledge and (2) what the artefact should look like when built, i.e., 
the DPs (Gregor, 2002). Kuechler and Vaishnavi (2012) emphasise the importance of 
practice-based insight or theory informs the process of developing the artefact. Sarker 
and Lee (2002) similarly argue that the theory behind a design theory should be aca-
demic theory or practitioner theory-in-use. 
Hence, it is essential that the developed method for information classification is in-
formed by theory. Method is in itself a complicated topic as explicated earlier, and the 
very design of a method needs to adhere to theory; hence the MRs presented in Section 
3.2. Figure 4.3 gives an overview of the process from problem to an evaluated artefact. 
The process is based on an adapted version of the process described by Kolkowska 
(2013). A need to address information classification problems came from the initial 
problem identification. The needs are then formulated as MRs. Each MR is then trans-
formed to DPs based on either kernel theories, existing knowledge from the ISS field 
or from empirics. The instantiated DPs are the artefact, i.e. the method for information 
classification. Finally, the evaluations then inform whether the development is fin-
ished or if MRs and DPs need to be refined or if a new MR/DP needs to be added.  
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Figure 4.3: The relation process from problem to artefact. Adapted from Kolkowska (2013). 

Following the DSR method leads to DPs formulated at different points in time. Figure 
4.4 summarises the DPs and the relation to the MRs as they were formulated in the 
last DSR cycle. For the exact details on why and when DPs were formulated, and what 
informed the transformation, see Chapter 5. 
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Figure 4.4: The relation between method requirements and design principles.  

4.2.2 RESEARCH METHOD CONSIDERATIONS  
When the thesis project started, the intended research path was to conduct one soft 
case study (Braa & Vidgen, 1999) and follow up with four action case studies (Braa & 
Vidgen, 1999). The studies were supposed to be carried out in a Swedish regional coun-
cil targeting several aspects of information classification. One of the action cases was 
expected to focus on developing a conceptual model of the information classification 

The method for information classification should 
be conceptually compatible with the 
information classification security control in 
ISO/IEC 27002.

The process in the information classification 
method should be described using an 
established notation.

The procedural guidelines for the information 
classification method should be empirically 
grounded to not deviate too far from 
established practices.

The information classification method should be 
based on method components to make it 
tailorable.

The information classification method should be 
flexible to fit different organisational needs.

The information classification method should 
support an adaptable ISM process.

The information classification method should 
include guidance on concrete ways to interact.

The information classification method should 
include guidance on how to identify 
participants.

The information classification method should 
support classification of information with 
different granularity.

The starting point for a low granularity 
route should be a process or system/
application.

The starting point for a high granularity 
route should be a single asset.

DP1

The method for information classification should 
be conceptually compatible with the 
information classification security control in 
ISO/IEC 27002.

DP2

DP3

DP4

DP5

DP6

DP7

DP8

DP9

DP9.1

DP9.2

The information classification method needs to 
support the classification of assets with different 
granularity.

MR4

The information classification method needs to 
include a description of roles and how they 
interact.

MR3

A method for information classification needs to 
be tailorable to different situations and contexts.MR2

A method that solves the defined tasks of 
information classification needs to include a set 
of procedures, concepts, and notations.

MR1
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process. This plan was changed when the focus changed to the development of an ar-
tefact, the information classification method. 
When the objective is to build an artefact, Action Research (AR) is an apparent alter-
native research method to DSR. AR is a well-established research method (see, for 
example, Baskerville (1999); Checkland and Holwell (1998)) in the IS field. There are 
elements in the AR method that follow a similar path to DSR. There is, for instance, a 
focus on practical issues, it follows an interactive approach, there are multiple data 
generation research methods, and collaboration with practitioners (Oates, 2006).  
The main reason for adopting DSR instead of AR is that AR has more emphasis on 
change, and requires close collaboration with practitioners. Throughout the thesis 
project, there has not been one organisation in focus, but rather a mix of actors on 
different levels. At the beginning of the thesis project, a regional council invited the 
author to work closely with them in developing a method for information classifica-
tion, and follow the implementation of it using AR. Despite being a great opportunity, 
the decision was made to include more organisations because it would otherwise be 
harder to generalise the results. At this point, more organisations also started to show 
an interest in participating, which led to the decision to generalise the project, include 
more actors and to use DSR. 

4.2.3 RESEARCH CONTEXT 
This subsection describes the context in which the thesis project has been carried out. 
A holistic view of the domain has been adopted, and as the underlying research para-
digm is interpretative, the research context can colour the transformation from MRs 
to DPs. The data collected is primarily from the Swedish public sector. The DPs are 
formulated as generic as possible so that they could be used to develop another method 
for information classification, e.g. in the private sector or another country setting. The 
public sector is organised differently in different countries and offer different services. 
Therefore, the different parts of the Swedish public sector that were encountered in 
this work are outlined and explained below. Motivations on why selections have been 
made are also included. 
The public sector in Sweden is rather significant and influential and is primarily 
organised in government agencies, regional councils, and municipalities. A broad ap-
proach has been selected to cover as many facets as possible on practice. Therefore, 
data has been collected from a national perspective, government agencies, regional 
councils, and municipalities. 
 
National governing 
Sweden differs from most other countries in how government agencies are organised. 
The ministries (or governmental departments) are headed by a minister and are 
divided into government agencies (cf. bureaus) that handle a specific sector of public 
administration. The difference is that in Sweden, the government agencies are not a 
part of a department like in most other countries. Ministers in Sweden are not allowed 
to make decisions regarding activities in the government agencies directly, only via the 
government. In practice, this means more autonomy for government agencies, with a 
lesser degree of central control. This has practical implications for, for example, ISM. 
It is recommended that all government agencies follow ISO/IEC 27001, and ISO/IEC 
27002, and hence implement information classification (MSBFS 2016:1, 2016). But it 
is not outlined precisely how to do so. In other words, it is up to the individual govern-
ment agency to select their approach, including the classification scheme. This has led 
to proliferation, and many agencies have developed their own practices. Most agencies 
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rely on the ISO/IEC 27000 family, but there are also examples of other approaches. In 
combination with the principle of public access to official records, the different areas 
of the Swedish public sector constitute good study objects, as access to their underlying 
guidelines should be publicly available upon request. 
 
Government agencies 
There are currently 457 government agencies (Statistics Sweden, 2020), of which 238 
were included in this work. The excluded government agencies are primarily embas-
sies, and courts that to a large extent use the same information classification guide-
lines. The included agencies represent a wide range of functions for the society, includ-
ing the Swedish Armed Forces, the Swedish Tax Agency, the Swedish Police, the Swe-
dish Civil Contingencies Agency, the Swedish Pensions Agency, and the Swedish 
Transport Administration. The government agencies provide services on a national 
level within specifically defined areas that are determined by the Government of Swe-
den through eight ministries. Many of the included government agencies handle sys-
tems and information that are critical to society. But most of them handle little infor-
mation that could be expected to cause exceptionally grave damage to national inter-
ests. 
 
A national perspective 
Information security is primarily handled by the Ministry of Justice, through the sub-
division of the Swedish Civil Contingencies Agency. One of the responsibilities of the 
Swedish Civil Contingencies Agency is to support and coordinate the societal work on 
information, and cybersecurity. This is done through the Office of Cybersecurity and 
Critical Infrastructure Protection (Swedish Civil Contingencies Agency, 2020). One 
section in this office is the Information Security Governance Section that supports gov-
ernment agencies, municipalities, regional councils, and private organisations with 
advice, aid in risk and threat analyses, and maintains guidelines aiding the implemen-
tation of ISMS (Swedish Civil Contingencies Agency, 2020). Since the Swedish Civil 
Contingencies Agency is in charge of these tasks, they have a national perspective on 
ISMS implementation and thereby influence information classification practices in 
Swedish organisations.  
 
Regional councils 
There are 21 self-governing local authorities called regional councils in Sweden. These 
councils provide public healthcare, public transport and promote regional develop-
ment. Centralised IT organisations provide a wide array of IT services to a large heter-
ogeneous group of users. It is a challenging environment in which to implement an 
ISMS, especially considering that healthcare is a major part of the councils. With more 
and more cybercriminals targeting higher-value records such as health-related per-
sonally identifiable information  (IBM Security, 2016), the regional councils are under 
increasing pressure. 
Regional councils collaborate on some aspects of the ISMS implementation. The larger 
councils have for example collaborated on classification. Therefore, it was decided to 
include one council in this work to represent the regional perspective. The selected one 
has over 50.000 employees and is distributed over many municipalities, which makes 
it one of the largest in Sweden.  
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Municipalities 
There are 290 self-governing municipalities in Sweden. The municipalities are respon-
sible for providing, for example, childcare, primary and secondary schools, elderly care 
and emergency services (excluding police). Municipalities are also responsible for 
some services critical to society, such as providing fresh drinking water. Also, the in-
frastructure for electricity and broadband can be owned and managed by municipal 
companies. Similarly, as with the regional councils, services must be provided to a het-
erogeneous group of users. 
One large and two medium-sized municipalities are included in this work. The reason 
for including few municipalities is that they have not come as far as the government 
agencies and regional councils in their ISM work. For example, the Swedish Civil 
Contingencies Agency (2015) found through a survey that only ten municipalities clas-
sified information regularly. The municipalities are not mandated to implement infor-
mation classification as government agencies are. However, with the recent GDPR and 
the Directive on security of network and information systems (NIS Directive), the 
pressure to identify and value assets has increased. Municipalities taking their first 
steps in implementing information classification were identified, and two medium-
sized municipalities were contacted. Studying these organisations presented an oppor-
tunity to learn from security novices where the hardships in the implementation are 
and the difficulties of being a novice. The large municipality was contacted because the 
CISO (Chief Information Security Officer) was an expert on the implementation of 
ISMS and an ISO/IEC 27000 contributor.  

4.2.4 DSR CYCLES IN THIS THESIS  
The identification of issues and enablers for information classification, the transfor-
mation of the DPs underpinning the method and the development of the method for 
information classification have been performed in three DSR cycles. Each of the DSR 
cycles had a specific focus and utilised different research methods and data collection 
techniques to reach the intended results. Table 4.1 gives an overview of the focus, re-
search methods, and data collection used in each DSR cycle. In addition, the relation 
to the objectives and resulting publications are presented per DSR cycle. For more de-
tails on the data collection, see Table 5.1, Table 5.3, and Table 5.5, where the data col-
lection of the respective DSR cycles are presented. 
Table 4.1: Summary of focus, research method, data collection, relation to objectives and resulting publications for each 
DSR cycle. 

DSR 
cycle 

Focus Research methods and data collec-
tion 

Relation to objectives Publications 

1  Focus on deepening our 
understanding of the domain, and 
on identifying information classifi-
cation issues and enablers found in 
theory and practice. 

Systematic literature reviews (on 
inhibitors and enablers). 
Email survey, interviews document 
collection (government agency sur-
vey), and observations. 

O1 I, II, III 

2 Focus on the information classifica-
tion process and developing an 
information classification method. 

DSR in three cycles using results 
from DSR cycle 1 complemented 
with observations, interviews and 
additional document collection. 

O2, O3 VI, VII 

3 Focus on the context around infor-
mation classification, the relation to 
risk analysis and security controls. 

Literature review, interviews, and 
document collection. 

O2, O3 IV, V 

 
DSR cycle 2 was performed as DSR in three cycles, with the aim of developing the 
method, here called DSR cycle 2.1-2.3. Table 4.2 shows a summary of all DSR cycles 
performed in the thesis, highlighting the focus of each DSR iteration according to the 
DSR phases. 
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Table 4.2: Summary of all DSR cycles performed in the thesis, highlighting the focus of each cycle according to the DSR 
phases outlined by Vaishnavi and Kuechler (2015). 

DSR cycle Awareness of  
problem 

Suggestion Development Evaluation Conclusion 

1 Information secu-
rity managers and 
the actors doing 
the actual classifi-
cation lack a ge-
neric information 
classification 
method with asso-
ciated descriptions. 

Visualise the infor-
mation classifica-
tion process using 
a model. 

A model describing 
the whole infor-
mation classifica-
tion process was 
developed.  

Expert interview 
with an internal 
modelling expert. 

Too big, lacked the 
possibility to add 
choices. 

2.1 Remains the same. Clarify that it is a 
process with 
choices and reduce 
the size. 

Reworked using 
BPMN, sub-pro-
cesses added. 

Group evaluation 
at a workshop or-
ganised by the 
Swedish Civil Con-
tingencies Agency.  

Process descrip-
tions were not 
clear. 

2.2 Remains the same. Clarify the text de-
scriptions of the 
method. 

Textual description 
of the method re-
vised.  

A group evaluation 
at a Swedish infor-
mation security re-
search network. 

Lacked an interna-
tional perspective 
in the example, and 
relation to han-
dling guidelines 
was missing. 

2.3 Remains the same. Revise method to 
make it more ge-
neric and fit an in-
ternational context. 

Replaced textual 
descriptions to fol-
low ISO/IEC 
27002 (2017). 
Added a textual 
connection to han-
dling guidelines. 

It was separately 
evaluated at the 
Swedish Civil Con-
tingencies Agency, 
a government 
agency, and a re-
gional council us-
ing expert inter-
views. Besides, a 
group evaluation 
with a panel of 
novice information 
security managers 
was held. 

Lacked infor-
mation on how the 
relation to the risk 
analysis and secu-
rity controls is han-
dled in practice. 
Also, how the 
model handles the 
input of varying 
granularity was 
identified as an 
open issue. 

3 Remains the same. Revise method to 
consider risk analy-
sis and selection of 
security controls. 
Add a separate 
model handling 
high granularity in-
formation. 

Revised descrip-
tions of labelling, 
the responsibility, 
the workshop ap-
proach, and how to 
design the scheme. 
Created the low 
granularity route. 

A panel of infor-
mation security 
managers evalu-
ated it. 

 

4.3 SUPPORTING RESEARCH METHODS 
A number of supporting research methods have been applied to reach the aim and 
objectives. 
 
Systematic literature reviews 
It became apparent from the very beginning of the project that the literature on infor-
mation classification was unstructured. Furthermore, it was not very evident what 
remedies existed for the issues encountered in the initial interviews. Two systematic 
literature reviews (SLRs) were initiated to address these issues. SLRs aim to provide a 
synthesis of knowledge in an area (Wohlin et al., 2013). To do so, one of the SLRs 
focused on information classification issues and the other one on information classifi-
cation enablers. The SLRs followed the guidelines from Kitchenham and Charters 
(2007), which was chosen as a research method for several reasons. First and fore-
most, Kitchenham and Charters (2007) research method stems from computer science 
and has been used successfully by a number of authors in ISS. Additionally, following 
the protocol as described by Kitchenham and Charters (2007), creates better transpar-
ency towards the reader. Finally, the author already had the experience of performing 
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a successful SLR following the Kitchenham and Charters (2007) guidelines. This SLR 
is published as paper VIII (Bergström & Söderström, 2014). 
 
Analysis 
The data synthesis performed as a part of the SLRs was descriptive (non-quantitative) 
as described by Kitchenham and Charters (2007), and used coding techniques as de-
scribed by Strauss and Corbin (1998). The first steps were to use open coding (Strauss 
& Corbin, 1998) to find similarities and differences among all the data extracted from 
the literature. The next step in the reviews was to use axial coding (Strauss & Corbin, 
1998) to connect the data found to categories. An adapted variant of the thematic cat-
egories of human and organisational factors in information security (external influ-
ences, human error, management and organisation of computer and information se-
curity, performance management, policy, resource management, and technology) 
from Kraemer et al. (2009) was chosen for the classification of the data in the infor-
mation classification issue SLR. A different classification was selected in SLR on ena-
blers where the three broader and well-known levels of management (strategic, tacti-
cal and operational) (von Solms & von Solms, 2006) were used for classifying the data. 
In addition to the SLRs, literature reviews were carried out as a part of each DSR cycle. 
These literature reviews were problem-driven, i.e. updated on new problems found as 
a part of the design process.  
 
Survey 
Field data were collected in a number of ways. As a starting point, an email survey was 
sent out, following the recommendations from Bryman and Bell (2011), to all Swedish 
government agencies with four reminders over a period of one year to allow for the 
highest participation possible. A survey was chosen for collecting data, as it supports 
collection from a large group in a systematic and standardised way (Oates, 2006). A 
combination of closed-ended questions (such as demographic questions) and open-
ended questions was used in the survey. The decision to include open-ended questions 
was taken to enable the collection of as much rich data as possible. The open-ended 
questions targeted, for example, what model or standard their internal model was 
based on, and if modifications had been implemented (as opposed to the suggestions 
made by the Swedish Civil Contingencies Agency). Furthermore, it was asked in asso-
ciation with the survey if the government agencies could submit their internal infor-
mation classification policies for review. 
Questions possible to quantify were quantified to represent the overall situation better 
and show the distribution of answers. The qualitative responses in the survey were 
compiled into Excel sheets based on the research objectives. The results were coded 
with open coding following the recommendations from Strauss and Corbin (1998) to 
find similarities and differences. After the initial categorisation, the results were the-
matically coded (Ayres, 2008) based on the objectives. 
 
Observations 
Observations were performed in DSR cycle 1 and 2. In DSR cycle 1, the observations 
were with six groups focusing on how they worked in the classification process. Notes 
were taken, serving as a foundation for interviews that followed the observations. In 
DSR cycle 2, four observations with security novices were completed. These observa-
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tions were recorded and partly transcribed. All observations were performed as a com-
plete observer, meaning that we took no part in the workshops (Oates, 2006). All ob-
servations were, however, followed by a possibility for the observers to ask the ob-
served participants questions. 
 
Interviews 
A number of semi-structured individual or group interviews were completed during 
all the DSR cycles. All interviews were prepared following advice on how to prepare 
interviews from Bryman and Bell (2011) and Oates (2006). The common theme in all 
the interviews was the preparation of open-ended questions used to avoid imposing 
one’s own perceptions on the interviewees' answers, recording and transcription. Ad-
ditionally, for the interviews with experts in DSR cycle 3, a contact summary was used. 
A contact summary is filled out immediately following each interview aimed at captur-
ing the most salient points from the interview (Miles & Huberman, 1994).  
The analysis of data for the experts was performed based on qualitative content anal-
ysis (Cho & Lee, 2014). More specifically, for paper V (Lundgren & Bergström, 2019a), 
initial codes were established based on all combinations of unidirectional relations be-
tween the activities information classification, risk analysis and security controls.  The 
interview transcripts were then subjected to concept-driven coding (Spencer & 
Ritchie, 2002), identifying chunks of text that exemplified a particular code. The result 
was then discussed among the authors and merged into one coding manual for each 
code to get a common view. Secondly, the authors individually examined the text 
within each coding manual and highlighted points of interest and characteristics. The 
authors then discussed and synthesized differences and similarities from each coding 
manual highlights. For paper IV (Bergström et al., 2019) the interview transcripts were 
coded concept-driven (Spencer & Ritchie, 2002), based on a set of refined ISRM chal-
lenges from Fenz et al. (2014). The categorised material was then discussed and 
thematised into themes of knowing through a practice-based lens (Orlikowski, 2002). 
 
Case study 
Finally, a case study was performed to study the implementation of information clas-
sification by the security novices. The case study was inspired by the case study proto-
col described by Yin (2003). The reason for setting up a case study was to frame the 
novice-perspective from the rest of the data, as most of the previously collected data 
most likely came from non-novices. The case study included the four previously men-
tioned video-recorded observations, three group interviews, documents collected in 
the municipalities, and a validation. The data analysis was performed in three steps, 
based on qualitative content analysis (Cho & Lee, 2014).  

4.4 ETHICAL CONSIDERATIONS 
All research projects need to address and consider ethical issues. In DSR projects, 
there are possible societal and ethical consequences that can follow from the use of the 
created artefact (Johannesson & Perjons, 2014). Despite the importance, current DSR 
research methods do not include an ethical component (Myers & Venable, 2014). 
There is complementary literature, such as Myers and Venable (2014), that has sug-
gested six ethical principles for DSR research. In this work, the six principles from  
Myers and Venable (2014) have been used. 
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Principle 1 - The Public Interest 
The artefact developed as a part of the thesis work is meant for the best interest of the 
public. As the artefact is a method for information classification, the implementation 
and use of information classification based on this work could potentially affect many 
different stakeholders. The method has been developed to help organisations imple-
ment information classification. Information security is central in society, and the 
method has been developed with the best interest of the public in mind. In practice, 
this is embodied by the inclusion of many actors in the design process. For example, 
most Swedish government agencies were contacted, and a broad selection of partici-
pants was observed and interviewed. 
 
Principle 2 - Informed Consent 
From the very start of the project, all contacts aiming at obtaining data from interview-
ees and organisations included the aim of the data collection and how the data could 
be used. Also, informants have been offered to withdraw if deemed necessary.  
In the email survey, the introduction explained that all collected data would be pre-
sented anonymously. Furthermore, it was stated that the results may be used for au-
thoring scientific publications and shared with the Swedish Civil Contingencies 
Agency and the Swedish Standards Institute. 
Observations started with an introduction explaining the aim of the observation and 
the project. Also, the steps for ensuring anonymity and how the collected material 
would be handled were explained. The observations in DSR cycle 1 were not recorded, 
so notes were taken instead. During DSR cycle 2, the observations were recorded and 
partially transcribed. In the transcription, the participants were made anonymous. 
All interviews (both individual and group interviews) started with a short description 
of the aim of the research project, that all collected data would be presented anony-
mously, and that the session was recorded. As information classification could be mis-
taken for classified information, it has also been important always to mention that the 
interviews have no intention of obtaining any classified information. The questions for 
all interviews have targeted, for example, information classification practices, but 
never any classified information.  
The interviews in DSR cycle 1 and 2 were performed face-to-face, and the author used 
a digital recorder that was placed visibly on the table between the interviewer and the 
interviewee(s). By doing so, it both increased transparency towards the interviewee(s) 
and better recording quality was achieved. The interviews in DSR cycle 3 were per-
formed using a mix of telephone and online video conferencing systems to limit trav-
elling. All interviews were recorded and transcribed. One week before the interviews, 
a short email reminder was sent out to prepare the participants. The email contained 
the aim of the interview and a set of broad, open-ended questions. The intention of the 
questions was to prepare the interviewees for the type of questions used during the 
interview and to make them start thinking about their respective practices. 
 
Principle 3 - Privacy 
Several measures were taken in order to protect the privacy of the stakeholders that 
contributed to the work of this thesis.  
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Possibly several of the interviewees and organisations could have been referred to with 
their identity disclosed in this work if asked. However, already from the very begin-
ning, a decision was taken to keep the organisations and interviewees anonymous. The 
only exception is the Swedish Civil Contingencies Agency who were asked to reveal 
their identity. The reason behind naming this specific agency is that they have a special 
role concerning information security in Sweden and because they have organised 
workshops where evaluations were performed. Furthermore, they are responsible for 
the national guidelines and have ordered a commissioned report. 
For other subjects and organisations, the identity has been hidden. The transcriptions 
were anonymised during the transcription. 
 
Principle 4 - Honesty and Accuracy 
To the best of the author’s knowledge, all sources of knowledge in this work have been 
referenced according to academic rigour. The development of the artefact is based on 
a series of papers published in peer-reviewed journals and conference papers. Most 
data collection, e.g. everything in paper IV, V, VI and X, was double-checked. In prac-
tice, these transcripts were produced by one author and double-checked and corrected 
in their entirety by a co-author.  
 
Principle 5 - Property 
To the best of the author’s knowledge, there are no conflicts regarding intellectual 
property rights related to the thesis work. 
 
Principle 6 - Quality of the Artefact 
Classifications performed wrongly could result in the loss of CIA and potentially affect 
all types of stakeholders, depending on what type of information is classified. There-
fore, several steps have been taken to ensure that the quality of classifications per-
formed with the method is high. For example, the method emphasises the importance 
of documenting the result and thereby, the underlying reasons why a classification de-
cision was made. The documentation component of the method should limit the risks 
of performing hasty and possibly wrong classifications. Another example is addressing 
that information classification is ultimately a subjective business, and the workshop 
approach should contribute to more informed classification decisions.  
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RESULTS 
This chapter discusses the results presented in this thesis. The results are presented 
according to the respective DSR cycle. To increase transparency, each DSR cycle is 
presented according to the phases as described by Vaishnavi and Kuechler (2015). The 
chapter ends with a summary of the included papers, and a summary of the MRs and 
DPs. An overview of the structure of the chapter can be seen in Figure 5.1. 

Figure 5.1: The structure of the results chapter.  

5.1 DSR CYCLE 1 –  THE DOMAIN 
The focus in the first DSR cycle was on deepening the understanding of the domain by 
performing literature surveys on issues and enablers in the information classification 
field. Additionally, a survey on classification practices in governmental Sweden, and 
observations gave input on classification practices. The first DSR cycle addressed is-
sues identified early in the research process, such as the need for a graphical overview 
of the information classification process. 
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5 .1.1 AWARENESS OF PROBLEM 
To better understand the area of information classification, several data collection ef-
forts were initiated to obtain data and gain awareness of the problem. An overview of 
the data collection in the first DSR cycle is shown in Table 5.1. 
Table 5.1: An overview of the types and quantities of data collected in DSR cycle 1. 

Type of data collection Quantity Organisation(s)/databases 
Email survey 245 agencies contacted (217 replied, and 103 of those had imple-

mented information classification) 
Swedish government agencies 

Document collection 82 of 103 agencies sent a total of 124 documents (1024 pages) Swedish government agencies 
Observations 6 groups, 22 participants (45 min-1 h) A Swedish regional council 
Semi-structured  inter-
views 

1 group interview (3,5hours) with senior information security man-
agers (3 respondents) (25 pages transcribed) 
3 group interviews (30-38 minutes) with 14 observation partici-
pants (24 pages transcribed) 

A Swedish regional council  

Workgroup 4h workshop, with 6 participants (7 pages of notes) SIS/TK-318 (Swedish Standards 
Institute/Technical Committee 
318, Information Security) 

Systematic literature 
review on classification 
issues 

1545 papers found in searches, and after full-text review, 52 papers 
were included in the review. 

IEEE Xplore, Inspec (Ovid), Sci-
enceDirect (Elsevier), Springer 
Link, The ACM Guide to Compu-
ting Literature. 

Systematic literature 
review on classification 
enablers 

1545 papers found in searches, and after full-text review, 49 papers 
were included in the review. 

IEEE Xplore, Inspec (Ovid), Sci-
enceDirect (Elsevier), Springer 
Link, The ACM Guide to Compu-
ting Literature. 

 
Initial interviews and discussions with three senior information security managers 
from the regional council took place, and in the discussions, some information classi-
fication challenges were identified. Issues included the classification scheme itself, 
e.g., number of levels, and wording in the scheme. Furthermore, the process itself, the 
relation to risk analysis, and issues on subjective judgement were discussed. As a 
complement, the author also participated in a workgroup within SIS/TK-318 (Swedish 
Standards Institute/Technical Committee 318, Information Security). The workgroup 
worked on an addition to the ISO/IEC 27000 standard family by addressing the hur-
dles when implementing ISMS in organisations. The goal of the workgroup was to 
work on a simplified ISMS, including a more pragmatic view of information classifica-
tion. In this group, there were representatives from both the public and private sector. 
The issues addressed were very similar to the discussions with the regional council. 
Hence, initial ideas formed around what needed to be addressed in the area of infor-
mation classification to increase the applicability of the current standard as described 
in ISO/IEC 27002 (2017). These initial ideas primarily related to the lack of a model 
describing the information classification process, the number of levels in the scheme, 
and the relation to risk analysis and security controls. More specifically, the lack of a 
model stemmed mainly from the overview in Figure 1.1. During the interviews, the 
question on what takes place in the activity “Classify information assets” was raised 
several times. 
With this in mind, two SLRs were initiated, one focusing on information classification 
issues, and the other one on information classification enablers. The SLRs contained 
both scientific and practitioners-oriented literature. Both literature reviews revealed a 
fragmented landscape covering many aspects ranging from technical to organisational 
issues and enablers. However, when looking from the perspective of Glynn (2011), 
some patterns of important inhibitors and enablers started forming. The view from 
Glynn (2011) is that technology can help, but ultimately, classification is a subjective 
business often best done like a collaborative task. The patterns included: information 
classification guidelines in organisations are described as too generic (see Baškarada 
(2009); Bayuk (2010) or Janczewski and Xinli Shi (2002)) or too complicated (see, for 
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example, Ghernaouti-Helie et al. (2011)). The same applies to the classification scheme 
that also can be too complex (see Parker (1997) or Saxby (2008)) or too limited that 
leads to the development of local practices within organisations (see Seifert and Relyea 
(2004) or Feinberg (2004)). In other words, there is a problem translating the stand-
ard into guidelines and organisational practice on a balanced level that fit organisa-
tional needs. 
To better understand and anchor the developed method in practice, an email survey 
was sent out to all 245 government agencies in Sweden. The survey contained ques-
tions about their practices, such as responsibilities, if they built their practices on a 
specific standard and the perceived ease of applying their method in practice. 217 (ap-
prox. 89%) of the agencies replied, and of those, 103 agencies (approx. 58 %) claimed 
to perform information classification as a part of their information security work. In 
addition to the survey, a request to submit their internal classification schemes and 
supporting documentation was made. 82 agencies of 103 (approx. 80 %) sent their 
documentation. This data encompassed 1024 pages of classification schemes and sup-
porting documentation. More details on the email survey can be found in Bergström 
et al. (2016), and Bergström et al. (2018).  
Furthermore, six groups from a regional council (with a total of 22 participants) were 
observed performing information classification. These observations made it clear that 
there was a problem with subjective judgement. In the observations, all groups per-
formed classification of the information types in the same process, but the groups 
ended up with different results for the same information types. The observations were 
immediately followed up by group interviews to dig deeper into the reasons why this 
happened. It was evident that the classification process was challenging to understand, 
and when the interviewees were asked if a graphical overview – i.e. a first step towards 
a method – could assist them in their work, a security coordinator from the regional 
council answered: "definitely... then it would be possible to follow the information 
asset [through the process]... That would make it much easier".  Moreover, several 
respondents had problems understanding the information classification scheme. One 
respondent even said: "I don't think we understood the classification scheme", which 
is one of several components in an information classification process. 
With this as a backdrop, the initial awareness of the problem was expressed as infor-
mation security managers and the actors doing the actual information classification 
lack a generic information classification method with associated descriptions. 

5.1.2 SUGGESTION 
Initially, the focus was on visualising the classification process using a model. The fo-
cus was on identifying the activities in classification and structuring the overall flow of 
the activities. In the first version of the model, no special attention was directed to the 
modelling language used. 

5.1.3 DEVELOPMENT 
The first version of the model was developed as a process model; assuming infor-
mation classification has a clearly defined start and end. The main aim was to capture 
the process as described by ISO/IEC 27002 (2017) and complement with input from 
practice. The result was then to be described as a model. Practice needs to be added as 
for instance, internal and external requirements are not clearly explained in ISO/IEC 
27002 (2017). In an effort to focus on the classification scheme itself, and on making 
the model less encompassing, several aspects, such as the connection to handling 
guidelines and labelling, were excluded. 
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Figure 5.2: The initial process model developed to visualise the information classification process. 
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The model used the terms and descriptions from the Swedish Civil Contingencies 
Agency (2009), Andersson et al. (2011) and Oscarson and Karlsson (2009). Most Swe-
dish government agencies used such terminology, and it was believed to lessen term-
specific discussions in the evaluations. The language was, however, ancillary at this 
point as capturing the process, and the flow, was the focus. The author developed the 
first embryo of a model, which was then fed into a group modelling exercise with the 
author and one of the supervisors. This led to the development of the model that is 
presented in Figure 5.2. The model is read from the activity “Identify process or sys-
tem”, and ends with handing over the result to the risk analysis. 

5.1.4 EVALUATION 
The evaluation was held internally at the University of Skövde with a process 
modelling expert. The author presented the model and explained the flow by giving an 
information classification example. The discussion that followed made it evident that 
it would be beneficial to use a more powerful notation that can express choices. The 
main reasons were the complexity of the method’s model, where all activities were 
modelled on the same layer. This resulted in an overly complicated process model that 
was difficult to communicate. Another benefit of changing the notation is that it would 
enable a structuring of the process into sub-processes, and thereby reduce the com-
plexity of the overall process. Furthermore, the excluded labelling and relation to han-
dling guidelines was discussed, as they are critical aspects of the classification. Another 
reason for changing was that if labelling and handling guidelines are excluded entirely, 
the method will not be compliant with current standards or practice. It was therefore 
decided to include these tasks in DSR cycle 2. 

5.1.5 CONCLUSION 
The process model developed in the first DSR iteration was deemed incomplete, and 
too premature to be communicated to other audiences. Much of the initial effort was 
directed at understanding the area of information classification, and as no literature 
reviews existed about information classification, two publications were authored. Pa-
per I (Bergström & Åhlfeldt, 2014) focuses on information classification issues. Paper 
II (Bergström & Åhlfeldt, 2015) focuses on information classification enablers. The 
classification practices in Swedish government agencies were presented as paper III 
(Bergström et al., 2018). A broader view on the classification practices in Swedish gov-
ernment agencies, including a comparison with three countries was also published as 
paper X (Bergström et al., 2016). The latter publication was ordered by the Swedish 
Civil Contingencies Agency as a report to be used as input to their work on upgrading 
the national guidelines for ISMS implementation. An overview of the publications pre-
sented as a part of DSR cycle 1 can be found in Table 5.2. 
Table 5.2: An overview of the publications presented as a part of DSR cycle 1. 

Publication number Reference 
I Bergström, E., & Åhlfeldt, R.-M. (2014). Information Classification Issues. In K. Bernsmed & S. 

Fischer-Hübner (Eds.), Secure IT Systems. NordSec 2014.  Lecture Notes in Computer Science, vol 
8788 (pp. 27-41). Springer International Publishing. 
 

II Bergström, E., & Åhlfeldt, R.-M. (2015). Information Classification Enablers. In J. Garcia-Alfaro, E. 
Kranakis, & G. Bonfante (Eds.), Foundations and Practice of Security. FPS 2015. Lecture Notes in 
Computer Science, vol 9482. (pp. 268-276). Springer International Publishing. 

III Bergström, E., Anteryd, F., & Åhlfeldt, R.-M. (2018). Information Classification Policies: An Explora-
tory Investigation. In Proceedings of the Annual Information Institute Conference, Eds. G. Dhillon 
and S. Samonas, March, 26-28. Las Vegas, NV. USA ISBN: 978-1-935160-19-9 

X Bergström, E., Åhlfeldt, R.-M., & Anteryd, F. (2016). Informationsklassificering och säke-
hetsåtgärder [Information classification and security controls] (HS‐IIT‐TR‐16‐002). School of In-
formatics, University of Skövde. 
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Progress reports were sent continuously to the Swedish Civil Contingencies Agency, 
both as a part of the ordered study, but also because of interest shown by the Swedish 
Civil Contingencies Agency to stay informed. Furthermore, the results were commu-
nicated at the annual Swedish IT Security Network for PhD Students (SWITS) in 2014, 
where the issues in the information classification process were presented. Further-
more, at SWITS 2015, the enablers were presented.  

5.2 DSR CYCLE 2 –  THE METHOD 
In the second DSR cycle, DSR was used as a research method for the process of devel-
oping the components for information classification. This cycle (DSR cycle 2) consists 
of three cycles (DSR cycle 2.1 to DSR cycle 2.3), but here, these three cycles will be 
presented together in each phase. The reason for choosing to use DSR in a DSR cycle 
is that all the DSR cycles in study 2 were iterations on the method components consti-
tuting the method for information classification. 

5.2.1 AWARENESS OF PROBLEM 
The main problem addressed in this cycle was the same as in DSR cycle 1: information 
security managers and the actors doing the actual classification lack a generic infor-
mation classification method with associated descriptions. As concluded in the eval-
uation of DSR cycle 1, the method would benefit from changing the notation to a more 
powerful one that could also express choices. Also, as not all components were in place 
in the first DSR cycle, the information classification method was incomplete. Further-
more, little focus had been directed at the associated descriptions. Hence, these as-
pects were considered more thoroughly to make the method complete. 
It was also decided to observe and interview information classification novices as a 
part of the data collection. The reasons were that literature pointed towards difficulties 
in finding motivation for implementing information classification among organisa-
tions not motivated by law or regulations (Collette, 2006; Hayes, 2008). Furthermore, 
the literature mentioned problems related to the development of classification 
schemes (Baškarada, 2009) and too generic standards (Bayuk, 2010). Information 
classification is perceived as difficult to implement in an organisation according to, for 
example, Tatar and Karabacak (2012). In addition, empirics from the interviews in 
DSR cycle 1, showed frequent mentions of similar issues related to the implementation 
of information classification in the respective investigated organisations. As a result, 
novices were contacted to investigate these aspects.  
An overview of the data collected in DSR cycle 2 can be seen in Table 5.3. One evalua-
tion is counted as data collection as it was set up to be a joint evaluation and data 
collection. The other evaluations performed are presented in Subsection 5.2.4. 
Table 5.3: An overview of the types and quantities of data collected in DSR cycle 2. 

Type of data collection Quantity Organisations(s) 
Interview 2,25h with one senior information security manager (expert on the 

implementation of ISMS, and ISO/IEC 27000 contributor) 
A Swedish municipality 

Interview 1,5h with one senior information security manager (expert on the 
implementation of ISMS) 

A Swedish government agency in 
the area of health and social affairs 

Interview 2,5h with one senior information security manager (expert on the 
implementation of ISMS) 

Swedish regional council 

Observations 4 observations with two groups (information classification and risk 
analysis) 

Two Swedish municipalities 

Group interviews  2 group interviews (1,25h), 11 respondents (2 pages transcribed) Two Swedish municipalities 
Group interview 1h with 4 respondents from two Swedish municipalities (8 pages 

transcribed) 
Two Swedish municipalities 

Evaluation 1,5h evaluation with 22 participants  21 public sector organisations 
ISRM documentation 10 documents in total (76 pages) Two Swedish municipalities 
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5 .2.2 SUGGESTION 
In the first iteration of DSR cycle 2 (DSR cycle 2.1), the focus was on developing a 
method addressing the issues encountered in DSR cycle 1. It was decided to adopt a 
new notation. This was formulated as DP2: “the process in the information classifica-
tion method should be described using an established notation,” which was 
transformed from MR1. Discussions with a modelling expert regarding the aim of the 
method for information classification lead to a review of alternative options of repre-
sentation. Primarily the Unified Modeling Language (UML) and Business Process 
Model and Notation (BPMN) were considered as they are both well-known and well-
used modelling languages. UML is object-oriented and stems from software engineer-
ing, while BPMN is process-oriented. Both UML and BPMN would be possible to use 
as they both support modelling of business processes, but BPMN was selected as it has 
a primary goal of being understandable by all business stakeholders (Peixoto et al., 
2008). Furthermore, BPMN has seen a significant increase in use in both industry and 
academia over the past years and is seen by many as the de facto standard for process 
modelling (Dijkman et al., 2011).  
The initial model that came from DSR cycle 1 was detailed, but to proceed with the 
conversion to BPMN, the structure of the process model needed to be reworked. That 
meant components needed to be identified to make it manageable (targeting MR2).  
At this point, in DSR cycle 2.1, DP4 was formulated: “the information classification 
method should be based on method components to make it tailorable.” Additionally, 
DP5 was formulated: “the information classification method should be flexible to fit 
different organisational needs.” DP4 stems from the method definition from Goldkuhl 
et al. (1998), where a method is organised as a set of modules, termed method compo-
nents. DP5 stems from practice where it was highlighted that there are different needs 
in different organisations, e.g. regarding the size of the classification scheme, and what 
security aspects to consider. For instance, an agency under the Ministry of Health and 
Social Affairs removed availability and added traceability as considered security as-
pects. This was done despite the recommendations in ISO/IEC 27002 (2017) and 
Andersson et al. (2011) to use CIA. The reason for removing availability was because 
“this is handled within the internal SLAs that we have within the agency. The avail-
ability requirements of information come from the organisation to the IT depart-
ment, but not as a part of information classification”. The addition of traceability was 
motivated by “direct legal requirements” (A large government agency under the Min-
istry of Health and Social Affairs). The initial model did not allow for these types of 
changes and hence did not support any flexibility. The rework of the process model 
started by identifying the skeletons of method components (targeting MR2).  
In the second cycle of DSR cycle 2 (DSR cycle 2.2), the focus was turned to the descrip-
tions of the method. This meant providing detailed descriptions of the method com-
ponents that are anchored in explicit definitions and goals. That, in turn, meant MR1 
was in focus. 
In the third cycle (DSR cycle 2.3), the objective was to make the method more generic 
to fit an international context. In practice, that meant addressing MR1. As a result,  
DP1 was formulated: “the method for information classification should be conceptu-
ally compatible with the information classification security control in ISO/IEC 
27002.” The reasoning behind DP1 is that the method needed to use terminology that 
is generally accepted. The issue was brought up several times. The security-novices 
experienced stress stemming from a mismatch in the language used in their tool and 
the organisation. It was also discussed during one evaluation, where terminology in 
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the presentation differed from the terminology used in their organisation. A final mo-
tivation was that most of the prior work with the method had been done in Swedish, 
and to provide a more systematic approach for the translation, ISO/IEC 27002 was 
used. 
Furthermore, DP7 (targeting MR3) was formulated: “the information classification 
method should include guidance on concrete ways to interact.” It was evident during 
the observations and interviews with the novices that they had issues deciding how to 
perform the classifications, which needed to be addressed in the model descriptions. 

5.2.3 DEVELOPMENT 
As the first step in DSR cycle 2.1, following DP2 (targeting MR1), the notation was 
changed to BPMN using the recommendations in Dumas et al. (2013). With the change 
to BPMN, it was also possible to structure the process into sub-processes and reduce 
the complexity of the process following DP4 (targeting MR2). That also meant that it 
was possible to identify the components and separate them more clearly. The method 
was also complemented with the work-flow from how the model is applied in practice 
following DP3. This meant to include some additions to what is included in the stand-
ard, such as the importance of highlighting internal and external requirements in ad-
dition to legal requirements.  
In the second iteration, we mainly addressed the textual description of the method, 
which was revised to clarify and add details on how to perform activities. That meant 
addressing DP3 and DP5 so that the input and output of method components became 
more distinct. 
In DSR cycle 2.3, the descriptions were updated to follow ISO/IEC 27002 (2017), and 
partly the potential impact definitions from the National Institute of Standards and 
Technology (2004). This update addressed DP1. Moreover, DP7 was addressed, and a 
textual description of concrete ways to interact was included in the method descrip-
tion. The ideas behind the addition came from collecting best practices found in the 
supporting documentation collected in DSR cycle 1.  
Finally, a clarification of the connection to the handling guidelines was added in the 
textual description of the model (addressing DP1). 

5.2.4 EVALUATION 
The selection of evaluation activities for each DSR cycle was motivated by the method’s 
maturity and how it evolved over time. As the maturity of the artefact increased, the 
evaluation became more complex. The evaluations in DSR cycles 2.1 and 2.2 were per-
formed using expert panel discussions. 
The evaluation in DSR cycle 2.1 was done in a workshop organised by the Swedish Civil 
Contingencies Agency. The theme of the workshop was information classification im-
plementation. The workshop was attended by approximately 55 senior information 
security experts from around 45 organisations in the public sector. The purpose of the 
panel was to get broad input from a national and government agency perspective. The 
evaluation was performed by describing the tasks in the method components, and by 
giving an example of a generic information type flowing through the method. The com-
ponents were discussed after the presentation. The focus was primarily on the 
components and the relationship between components. 
 The evaluation gave an account of how the method was interpreted by potential 
adopters. The evaluation, therefore, also gave valuable input to the development of the 
descriptions of the method components. For instance, a need to support different ISM 
processes was confirmed during the evaluation. 
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DSR cycle 2.2 was evaluated using an expert panel similarly as in DSR cycle 2.1, but 
the focus was on adapting the method to suit an international context. Hence, the tar-
get was academia and an international perspective. The method was presented for a 
Swedish information security research network with around 75 attendees. The presen-
tation introduced the method components and showed the flow of an information type 
through the method. The evaluation primarily led to the objective of using ISO/IEC 
27002 as opposed to the Swedish variants. The textual descriptions were also changed 
to be less vague, as there were some ambiguities in the naming of tasks. 
In DSR cycle 2.3, the method was evaluated using expert interviews in three organisa-
tions with a total of five participants. The selected organisations were the Swedish Civil 
Contingencies Agency, one government agency, and a regional council. Besides these, 
an evaluation with a panel of novice information security managers was also held. 
A decision to perform several evaluations with different actors was taken since previ-
ous evaluations targeted specific aspects of the method. The selection of organisations 
targeted different perspectives: a national perspective (the Swedish Civil Contingen-
cies Agency), a government agency perspective, and a regional perspective. All inter-
views followed the same protocol, which was designed based on the guidelines put for-
ward by Bryman and Bell (2011). All experts received a brief summary of the protocol 
before the interviews, containing a short background, aim, objective, together with the 
method. The information was sent via e-mail a week before the respective evaluations. 
Providing the participants with a background allowed them to become familiar with 
the method in advance. 
The first evaluation was with three senior security specialists at the Swedish Civil Con-
tingencies Agency working with the national perspective on systematic information 
security management. Following the evaluation, the method was clarified in several 
ways. For example, external requirements were made explicit due to the feedback re-
ceived. 
The method was then evaluated by a senior information security manager at a Swedish 
government agency. The evaluation primarily led to clarifications of the descriptions 
of method components. Examples include internal requirements and how to prepare 
lists of requirements. A discussion about the relationship between specific require-
ments and classification values followed. How such relationships are handled, and 
how they affect the method, were raised as an issue.  
The third evaluation had a regional perspective. The method was evaluated by a senior 
information security manager who said: “I don’t think it is hard to identify with the 
method, I think this is how I have perceived and understood the process” when ques-
tioned about the method in relation to how they work with information classification. 
Also, some feedback was given on how to compose the workshop. From their experi-
ence, the method lacked some depth in the description of who to include in the classi-
fication workshop.  
The final evaluation in DSR cycle 2.3 was with a panel consisting of 22 novice infor-
mation security managers from 21 public sector organisations. Novice managers were 
chosen to see if the method could satisfy their needs. The reasoning behind this comes 
from Silverman (2020), who recommends qualitative approaches to take the results 
“back to the people.” (Silverman, 2020, p. 96) The evaluation highlighted several as-
pects of the method, e.g. the importance of documenting the classification during the 
classification process. Another aspect discussed was the perceived need for staying 
compliant with standards. The managers felt the pressure to remain compliant or fol-
low the flow in a specific tool rather than developing and adapting their processes to 
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fit their organisational needs. Conveying flexibility and giving pragmatic suggestions 
are important ingredients in a method according to their experiences.  
The evaluations took between 1,5 and three hours and allowed for extensive discus-
sions about the method. In all the evaluations in DSR cycle 2.3, the direct relationship 
with security controls, and the role of the risk analysis were discussed. Additionally, 
there were discussions on how information with different granularity would fit the 
method. The examples used in the evaluations had a system or application granularity. 
The discussions touched on how information with higher granularity, e.g. a single doc-
ument should be handled.  

5.2.5 CONCLUSION 
An overview of the publications presented as a part of DSR cycle 2 can be found in 
Table 5.4. Based on the feedback from DSR cycle 2.3 where the issue of granularity 
was identified, a decision to postpone publishing the method until finished was taken. 
Therefore, paper VII entitled “Developing an Information Classification Method” is 
under review. An expanded practitioner-oriented version of paper VII is presented in 
Chapter 6, making the chapter a contribution of this thesis. 
Based on the data collected from the security novices, paper XI, using a security-re-
lated stress lens, was authored (Lundgren & Bergström, 2019b). The paper was invited 
to be published in the International Journal on Cyber Situational Awareness as an ex-
tended version. This journal publication is paper VI (Bergström & Lundgren, 2019).  
Table 5.4: An overview of the publications presented as a part of DSR cycle 2. 

Publication number Reference 
VI Bergström, E., & Lundgren, M. (2019). Stress Amongst Novice Information Security Risk Manage-

ment Practitioners. Intl. Journal on Cyber Situational Awareness, 4(1), 128-154. 
VII Bergström, E., Karlsson, F., & Åhlfeldt, R.-M. (Submitted). Developing an Information Classification 

Method. Submitted for review to Information and Computer Security. 
XI Lundgren, M., & Bergström, E. (2019, 3-4 June). Security-Related Stress: A Perspective on Infor-

mation Security Risk Management. Proceedings of the 2019 International Conference On Cyber Se-
curity and Protection of Digital Services (Cyber Security), Oxford, UK. 

 
There was a continuous exchange of information with the Swedish Civil Contingencies 
Agency to update them on the progress of the method throughout the whole DSR cycle. 
The evaluations in primarily DSR cycle 2.1, and 2.2, could also be seen as communica-
tion, as they included many actors from both the public sector and academia. Finally, 
the method was also presented at SWITS 2016 and SWITS 2017.  

5.3 DSR CYCLE 3 –  CONTEXT AROUND CLASSIFICATION 
The feedback from DSR cycle 2 centred around the activities associated with infor-
mation classification, such as the risk analysis that needs an identified and valued as-
set as input. Also, attention was directed at the input of information with different 
granularity to the method. Finally, the input on clarifications in the method compo-
nents was fed into DSR cycle 3. 

5.3.1 AWARENESS OF PROBLEM 
The literature typically describes information classification as input to risk analysis 
sequentially followed by security controls (ISO/IEC 27001, 2017; Spears & Barki, 
2010; Straub & Welke, 1998). In both previous cycles, interviews touched the subject 
of relationships to risk analysis and security controls. When turning to the literature, 
it is recognised that there is a gap between formal and actual processes (Alaskar et al., 
2015; Niemimaa & Niemimaa, 2017; Siponen, 2006), but the interplay, i.e. how they 
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affect each other in practice, largely remains a question. For example, the direct rela-
tionship between information classification and security controls was a practice in 
some encountered organisations. However, the relationship is not well-described in 
the literature.  
That the granularity of inputs varies was known since the beginning of DSR cycle 1 
when it was found in the systematic literature reviews. Higher granularity of the infor-
mation implies classifying files or even sentences in a text document (Alqudah & Nair, 
2011; Burnap & Hilton, 2009). Information can also be classified based on information 
types (National Institute of Standards and Technology, 2004),  groups (ISO/IEC 
27002, 2017), networks (Collette, 2006), business processes or applications (Fibikova 
& Müller, 2011). The granularity of information was also discussed early on in the in-
terviews. It was decided in the suggestion phase of DSR cycle 1 that the method should 
take input of lower granularity, such as systems/applications or business processes. 
The decision came from encountered practices that were almost exclusively low gran-
ularity. It was believed higher granularity information could be input in the same pro-
cess. However, during the evaluations of DSR cycle 2, especially during DSR cycle 2.3, 
it became clear that the method must explicitly support information with higher gran-
ularity, e.g. for the classification of a document. The underlying reason is that in a 
classified system or process, information might be overprotected. If information is ex-
tracted and shared, e.g. based on a request from the public, the information requested 
could have a lower value than the system classification. Therefore, the method needed 
to be complemented to support input of other types than the low granularity infor-
mation. 
In order to collect data on the relationships between risk analysis and security con-
trols, and how granularity is handled in practice, experienced professionals in organi-
sations handling important information were targeted. The selection of organisations 
was based on the document collection from DSR cycle 1, where 82 Swedish govern-
ment agencies submitted their internal policies. Based on a review of the policies, four 
organisations that demonstrated particularly mature ISRM processes were selected. 
These organisations represent different sectors and provide functions critical to soci-
ety. The key responsible ISM roles within the respective organisation were identified 
and interviewed. In three of the four organisations, the selected interviewees were also 
the author of their internal policy.  
The last issue transferred from DSR cycle 2 is how the workshop approach was de-
scribed. The description of how to perform the workshops lacked depth. More specif-
ically, there were issues with who is responsible for the classification and who should 
be included to participate in the classification workshops. 
An overview of the data collection in DSR cycle 3 is shown in Table 5.5. 
Table 5.5: An overview of the types and quantities of data collected in DSR cycle 3. 

Type of data collection Quantity Organisation(s) 
Interview 1,15h with a security specialist (16 pages transcribed) A Swedish government agency in 

the area of health and social affairs 
Interview 1,25h with a security architect (16 pages transcribed) A Swedish government agency in 

the area of environment and en-
ergy 

Interview 1h with an information security coordinator and an IT-architect (10 
pages transcribed) 

A Swedish government agency in 
the area of enterprise and innova-
tion 

Interview 0,9h with a director of preparedness and response (10 pages tran-
scribed) 

A Swedish government agency in 
the area of public sector coordina-
tion 

Evaluation  1h with 16 senior information security managers (11 pages tran-
scribed) 

From 14 public sector 
organisations 
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5 .3.2 SUGGESTION 
The focus was primarily on the main issues identified in DSR cycle 2.3, the granularity, 
the relation to other the ISRM activities, and the description of the workshop ap-
proach. 
Targeting MR 4, DP9 was formulated: “the information classification method should 
support the classification of information with different granularity.” Two different 
granularities, high and low, were found to be adequate. The high and low granularities 
were described as two different approaches with different participants. Here we align 
with the route terminology from van Slooten and Brinkkemper (1993) to describe the 
two approaches as routes. Routes help tuning method components into situated meth-
ods (Aydin & Harmsen, 2002). In this case, the situation is different if low or high 
granularity information needs to be classified. Hence, the routes used in this work are 
the high granularity route and the low granularity route. The naming is used in a 
similar way to how, for instance, van de Weerd et al. (2006) present their standard 
route and complex route. 
To clarify that there are two main routes in the method, high and low granularity, 
DP9.1 and DP9.2 were formulated to emphasise this. DP9.1 was formulated as: “the 
starting point for a low granularity route should be a process or system/applica-
tion.” Dp9.2 was formulated as: “the starting point for a high granularity route 
should be a single asset.”  The suggestion affected the method, and a new model de-
scribing the high granularity route was needed. The model for the low granularity 
route was kept from DSR cycle 2, so instead of creating one overall model, the decision 
to have two models were taken. The main reason was that it was problematic to add 
more choices without making the model too complicated. 
To emphasise the importance of the selection of participants in the classification, DP8 
(targeting MR3) was formulated: “the information classification method should in-
clude guidance on how to identify participants.” In general, a good starting point is to 
identify the asset owner (Caralli et al., 2007; Wangen et al., 2018). Other than that, 
there is little advice on whom to include as the literature is vague on the topic. It was 
decided to go back and review the information classification documentation collected 
as a part of DSR cycle 1 to gain more knowledge on the topic. In addition, a review of 
the literature around what competence is, and frameworks describing competences in 
the information security of the IT field, was undertaken. More specifically the Euro-
pean standard, e-Competence Framework (EN 16234-1:2019, 2019), the Competence 
requirements for information security management systems professionals (ISO/IEC 
27021, 2017), and the Cybersecurity Workforce Framework from NIST (Newhouse et 
al., 2017) were included. However, they all provide a high-level view of information 
classification, and for example, the ISO/IEC 27021 (2017) mention classification as 
part of the competence “documentation” rather than actually outlining what compe-
tence is needed for classification. Also, the term competence is well-discussed with 
several definitions in the literature, but there is considerable confusion regarding what 
it actually means (Klink & Boon, 2003; Lundqvist et al., 2011). Instead of describing a 
more detailed competency map of what skills and knowledge are needed to perform 
information classification, a decision was taken to update the workshop approach 
based on the data collected in the previous DSR cycles. More on the competence in 
relation to information classification can be found in the 7.3, where a path forward is 
described. 
Finally, DP6, targeting MR2 was formulated as: “the information classification 
method should support an adaptable ISM process.” DP6 highlights that information 
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classification can be input to not only the risk analysis but also to the selection of se-
curity controls. To be adaptable, there needs to be additional emphasis on, for exam-
ple, the documentation that is a part of the output of the classification.  

5.3.3 DEVELOPMENT 
The model for the high granularity route was based on the model describing the low-
level route. When a single asset is classified, no other assets are affected. This meant 
changing the component where identification of information types in a process or sys-
tem/application is performed, to identify the scope on a single asset. Also, since there 
is only one asset in question, there is no need for the component created for selecting 
the highest classification values from a list of classified assets. Finally, there is no need 
for documentation, so this was also removed. In essence, the high granularity route is 
a reduced version of the low granularity route. 
To investigate the relation to the risk analysis and the selection of security controls, a 
project was defined focusing on the ISRM process itself, and the activities it consists 
of.  Based on the data collected, a number of textual clarifications were made in the 
documentation of the method. For example, a whole subsection (6.2.4) on the direct 
connection between information classification and security controls was added to the 
method.  
To clarify how information classification is performed, the collected documentation 
from primarily government agencies was reviewed, and the textual descriptions for the 
responsibility and the workshop approach were extended. Examples include highlight-
ing the importance of starting a workshop with an introduction of how classification 
is performed. 

5.3.4 EVALUATION 
A final one-hour evaluation was held for a panel of information security managers. In 
total, 16 senior information security managers from 14 public sector organisations par-
ticipated. The evaluation followed the same protocol as described in Subsection 5.2.4, 
i.e., sent the method in advance, and presented with an example. Much of the focus in 
the discussion that followed was on the role of the risk analysis, and the direct rela-
tionship between information classification and security controls. The participants 
recognised that they also perform classification either with the relation implicit or ex-
plicit and one of the participants, a senior information security manager, summarised 
the discussion as: “It is in my world not so much about how one views risk… it is more 
about… that it feels natural to do it that way”. There was also discussion around being 
pragmatic, and that the method advocates a pragmatic attitude towards classification. 
An example from this was the discussion about the suggested starting point for an or-
ganisation (an initial subjective classification of the most critical systems/applications 
or business processes in the organisation). One senior information security manager 
emphasised the importance of not drowning in information when starting with classi-
fication, which is a common trap. The senior information security manager stressed 
the importance of being pragmatic and said that in the beginning, one needs to think 
about, “What is possible to perform? Do that!... that feels much better than the more 
theoretical: ’you should classify all information, start now!’” 

5.3.5 CONCLUSION 
In DSR cycle 3, two publications were authored, as can be seen in the overview in Table 
5.6. Paper IV was authored by Bergström et al. (2019). It revisits a number of ISRM 
challenges originally described by Fenz et al. (2014), and addresses how organisations 
meet these challenges in practice. Paper V; Lundgren and Bergström (2019a) explore 
the interplay between the activities in the ISRM process in practice.  
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Table 5.6: An overview of the publications presented as a part of DSR cycle 3. 

Publication number Reference 
IV Bergström, E., Lundgren, M., & Ericson, Å. (2019). Revisiting Information Security Risk Manage-

ment Challenges: A Practice Perspective. Information and Computer Security, 27(3), 358-372. 
V Lundgren, M., & Bergström, E. (2019). Dynamic Interplay in the Information Security Risk Manage-

ment Process. International Journal of Risk Assessment and Management, 22(2), 212-230. 

5.4 SUMMARY OF INCLUDED PAPERS 
This section summarises the seven appended papers. The papers contribute to ful-
filling the aim and objective of the thesis. Each included paper is presented with a short 
motivation to what research gap it addresses, what was studied in the paper, and what 
the key findings are. The findings in each paper are also related to the method for in-
formation classification. Finally, my contribution to each included paper is presented. 

5.4.1 PAPER I :  INFORMATION CLASSIFICATION ISSUES 

 
Paper I targets O1 and aims at identifying and classifying information classification 
issues. Information classification is an overlooked area (Oscarson & Karlsson, 2009; 
Shedden et al., 2016). Despite being a core activity in ISMS, there are no systematic 
approaches describing information classification issues. To be able to address the aim 
and provide a comprehensive and structured overview of the issues, an SLR was initi-
ated. It was decided to cast a wide net to collect as many issues as possible. 1545 papers 
were identified in the search, and after a series of filtering and reviews, 70 papers were 
classified thematically. The thematic categories came from an adapted variant of hu-
man and organisational factors in information security by Kraemer, Carayon, and 
Clem (2009).  
The SLR contributes to the field primarily by reviewing and summarising in a struc-
tured way what is known about information classification issues. The paper has con-
tributed in several ways to the method for information classification. One finding was 
that organisations have different needs regarding security aspects and the number of 
levels in the classification scheme, thereby contributing to DP5. Another example is 
the granularity issue that was identified as a part of this study. That a method for in-
formation classification needs to support information with different granularity (DP9) 
became known as a result of the SLR. A final example of how the paper informed the 
method is the issue of labelling. The SLR showed that not all information can be la-
belled and that there are challenges labelling information in many types of systems 
(Blyth & Kovacich, 2006a; Demsky, 2011; Fibikova & Müller, 2011; Winkler, 2011). 
Labelling is included in the method as one of the method components. The SLR helped 
explain why labelling is an important part of information classification despite playing 
a small role in the practices encountered.  
I am the main author of this paper, and the SLR was designed and executed by me. I 
had the responsibility for the analysis and coding of the papers. I wrote the majority 
of the paper. 
 

Bergström, E., & Åhlfeldt, R.-M. (2014). Information Classification Issues. In K. Berns-
med & S. Fischer-Hübner (Eds.), Secure IT Systems. NordSec 2014.  Lecture Notes in 
Computer Science, vol 8788 (pp. 27-41). Springer International Publishing. 
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5 .4.2 PAPER I I :  INFORMATION CLASSIFICATION ENABLERS 
 

 
Paper II targets O1 and aims at identifying and classifying information classification 
enablers. The paper can be seen as a logical continuation of paper I, as it addresses 
what can be done about the issues previously identified. The research approach using 
SLR was the same as in paper I. After four rounds of sorting and the exclusion of 1496 
papers, 49 papers were classified thematically into the themes: strategic, tactical and 
organisational.  
The paper contributes to the field by reviewing and summarising the information clas-
sification enablers. Several of the findings in the paper have contributed to the method 
for information classification. One such example is Johnson et al. (2009) who de-
scribed not only the workshop approach to information classification (targeting DP7) 
but also suggested participants (targeting DP8). Another finding in this study was to 
raise the abstraction level and classify information with a lower granularity (DP9.1) 
(Collette, 2006; Fibikova & Müller, 2011). Collette (2006) also emphasised the use of 
best practices for information classification and this input was one of the reasons for 
undertaking the collection of information classification policies that was performed as 
a part of the study in paper III. A final example is the importance of using the same 
classification scheme throughout the whole organisation that informed DP3 
(Escalante & Korty, 2011; Freeman, 2011; Smith & Eloff, 1999).  
I am the main author of this paper, and the SLR was designed and executed by me. I 
had the responsibility for the analysis and coding of the papers. I wrote the majority 
of the paper. 

5.4.3 PAPER I I I :  INFORMATION CLASSIFICATION POLICIES: AN 
EXPLORATORY INVESTIGATION 

 

Paper III targets O2 and aims at investigating how information classification is used 
in practice through an analysis of information classification policies. It also aims to 
understand turning standard into policy, which is then turned into organisational 
practice. The study also addresses the call for more research on infosec policies 
(Siponen et al., 2008). There are very few studies investigating information classifica-
tion policies. One example is Niemimaa and Niemimaa (2017), who studied infor-
mation classification policies and how the policy was turned into practice. Their study 
found that the prescriptions in the policy were not enough for turning it into practice, 
thereby suggesting the descriptions need to be more extensive and have a fit closer to 
organisational needs. The collected policies give a unique insight into information 

Bergström, E., & Åhlfeldt, R.-M. (2015). Information Classification Enablers. In J. 
Garcia-Alfaro, E. Kranakis, & G. Bonfante (Eds.), Foundations and Practice of Se-
curity. FPS 2015. Lecture Notes in Computer Science, vol 9482. (pp. 268-276). 
Springer International Publishing. 

Bergström, E., Anteryd, F., & Åhlfeldt, R.-M. (2018). Information Classification 
Policies: An Exploratory Investigation. In Proceedings of the Annual Information 
Institute Conference, Eds. G. Dhillon and S. Samonas, March, 26-28. Las Vegas, 
NV. USA ISBN: 978-1-935160-19-9 
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classification policies, especially considering the difficulties in even obtaining such 
policies online (Mikkelinen, 2015).  
The data collection consisted of an email survey sent to 245 Swedish government agen-
cies. 217 agencies replied, and 103 agencies sent their information classification poli-
cies. Several aspects of information classification were addressed, such as when clas-
sification is performed, who is responsible, and factors that impact the turning of pol-
icy into practice. The paper contributes to the field in several ways. First, it is one of 
the only papers investigating lower-level policies, especially with a focus on infor-
mation classification.  Secondly, it sheds light on several aspects of classification, such 
as how the responsibility for information classification is addressed, when it should be 
performed, and issues of turning the policy into practice.  
The paper contributes in several ways to the method for information classification. The 
collection of information classification policies is empiric data. Thereby a grounding 
in practice is provided, addressing DP3. The vast majority of the gathered policies are 
developed based on ISO/IEC 27002 (2017), thereby contributing to DP1. Another ex-
ample is contributions to DP5, where the necessity of having a flexible method in order 
to fit different organisational needs is addressed. A wide collection of policies contrib-
utes to an understanding of different needs. Here, the empirical data showed a width 
of practices regarding the design of, for example, the classification scheme and the 
selection of security aspects. 
I am the main author of this paper. I initiated the study, and I decided on the scope of 
the study. The second author primarily handled the email data collection as a part of a 
project performed for the Swedish Civil Contingencies Agency. I performed the rest of 
the data collection, the analysis, and the writing of the paper. 

5.4.4 PAPER IV:  REVISITING INFORMATION SECURITY RISK 
MANAGEMENT CHALLENGES: A PRACTICE PERSPECTIVE 

 
Paper IV targets O2 by revisiting six previously defined ISRM challenges described by 
Fenz et al. (2014). The challenges are current and fundamental challenges affecting 
how information security managers come up with sound results in their ISRM pro-
cesses. The challenges from Fenz et al. (2014) were updated with more literature de-
scribing the issues and investigated from a practice-perspective. The aim was to pro-
vide insights into the challenges based on current practice. This is important since 
ISRM literature is primarily focused on how practitioners should conduct ISRM, not 
how they actually perform ISRM (Shedden et al., 2010). Swedish government agencies 
were study objects for collecting empirical data. The agencies were selected based on 
the maturity of their ISRM processes. The knowledge of maturity came as a result of 
the work on paper III. The data collected consisted of internal infosec policies and 
lower-level policies describing their respective information classification approaches. 
Besides, semi-structured interviews with senior information security managers were 
performed. The data was analysed by applying a practice-based view (Feldman & 
Orlikowski, 2011; Orlikowski, 2002), a lens of knowing (Orlikowski, 2002).  
The paper addresses how to meet current ISRM challenges in practice by providing a 
set of actionable advice. It was observed that content within ISRM processes is not 

Bergström, E., Lundgren, M., & Ericson, Å. (2019). Revisiting Information Secu-
rity Risk Management Challenges: A Practice Perspective. Information and Com-
puter Security, 27(3), 358-372 
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created by the espoused descriptions found in standard approaches, but in practice 
formed by employees’ ambition, intent, and experiences. The challenges from Fenz et 
al. (2014) were met by practice that had evolved as a result of what “made sense” for 
the practitioners. Hence, the paper highlights the importance of learning from what 
people do in practice, as opposed to what they should do. 
From the perspective of the information classification method, several contributions 
came from the results in this paper. As the paper addresses information classification 
practice, DP3 was central. As a result, several aspects of the text describing the method 
were clarified. One example is the description of the benefits of performing an initial 
in-depth identification of all infrastructure. Another example was to add text describ-
ing the benefits of raising the abstraction level by identifying the most sensitive infor-
mation types in systems. 
DP9, DP9.1 and DP9.2 were formulated as a part of the work on this paper. The im-
portance of the granularity was already known, but the decision to separate into two 
models was a result. Also, how the workshops are performed in practice and who is 
involved (targeting DP8) came from this work. 
I am the main author of this paper. The idea behind the paper came from a joint dis-
cussion between the authors. All parts of the paper, such as data collection, analysis 
and writing, was a joint effort between primarily the first two authors. 

5.4.5 PAPER V:  DYNAMIC INTERPLAY IN THE INFORMATION SE-
CURITY RISK MANAGEMENT PROCESS 

 

 
Paper V targets O2 by investigating the relationship between the activities in a general 
ISRM process. A traditional ISRM process can be seen as the continuous process for 
identifying and prioritising information assets and security risks, to implementing and 
monitoring security controls, followed by a feedback operation to be repeated, if nec-
essary. Such processes are described by, for example, Straub and Welke (1998) and 
ISO/IEC 27000 (2018). Some literature challenges the traditional view, and for exam-
ple, Parker (2007) suggest ISRM activities can be broken apart, be performed in par-
allel or in a different order. Paper V investigates how the ISRM processes interplay in 
practice. 
As the scope of the paper is broader than information classification, it contributes not 
only to information classification but also other ISRM activities such as the risk anal-
ysis and how the ISRM process is portrayed. The results indicate that the traditional 
view of activities performed in a predetermined order does not reflect reality, as shown 
in Figure 5.3. The solid arrows represent unanimous recognition of the relationship by 
all investigated organisations, whereas dashed arrows represent differing recognition 
of the relationship.  
Contrary to the traditional view, a direct relationship was found between information 
classification levels and security controls. All the investigated organisations used ei-
ther explicit or implicit security controls as a consequence of the classification. The 
direct relationship has strengthened over time because of legal requirements, such as 
the EU’s GDPR. Such regulations force security requirements for certain information 

Lundgren, M., & Bergström, E. (2019). Dynamic Interplay in the Information Se-
curity Risk Management Process. International Journal of Risk Assessment and 
Management, 22(2), 212-230. 
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types. This, in turn, indicates that the risk analysis plays a different role than the tra-
ditional risk analysis. Instead, the organisations used risk analysis as a filter, e.g. when 
predetermined security controls became too expensive.  

Figure 5.3: The relationships between ISRM activities as found in paper V.  

The paper contributes in several ways to the method for information classification. 
One of the conclusions in the paper is that information classification can be input to 
not only the risk analysis but also to the selection of security controls. Hence, a method 
for information classification needs to support different ISM processes (targeting 
DP6). Another example is the insights on what triggers an information classification 
(targeting DP3). Examples of triggers are time, incidents, changes in requirements, 
system changes, and procurements. 
I am the second author of this paper. The idea behind the paper came from a joint 
discussion between the authors. All parts of the paper, such as data collection, analysis 
and writing, were a joint effort. 

5.4.6 PAPER VI :  STRESS AMONGST NOVICE INFORMATION SE-
CURITY RISK MANAGEMENT PRACTITIONERS 

 

 
Paper VI targets O2 by aiming at investigating security-novice ISRM practitioners’ en-
actment of ISRM. It has been shown that carrying out ISRM activities require consid-
erable expertise (Shedden et al., 2010; Wangen, 2017). However, not much research 
has been performed on ISRM from a security-novice perspective (Osborn & Simpson, 
2018). Therefore, the study set out to study two security-novice organisations using 
Security-Related Stress (SRS) as an analytical lens (D'Arcy et al., 2014). SRS is based 
on technostress, i.e. stress experienced by ICT professionals (Ayyagari et al., 2011; 
Ragu-Nathan et al., 2008). Based on technostress and SRS descriptions, the SRS con-
cept was further conceptualized by adding an ISRM perspective.  
The data collection consisted of interviews, observations, group interviews and the col-
lection of internal information security policies and lower-level policies describing 
their respective ISRM activities such as information classification. 
The paper contributes to the field in a number of ways. The paper advances and ex-
tends the SRS literature by adding an ISRM perspective on the SRS lens. The paper 
also shows that the SRS lens can successfully be applied in the ISRM field.  
From the perspective of the method for information classification, there are several 
ways in which the paper contributes. DP7 (targeting MR3) was formulated as a part of 
the work with this paper. It was apparent that the managers struggled when deciding 

Information
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Risk
Analysis

Security
Controls

Risk
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Bergström, E., & Lundgren, M. (2019). Stress Amongst Novice Information Se-
curity Risk Management Practitioners. International Journal on Cyber Situa-
tional Awareness, 4(1), 128-154. 
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how to perform the ISRM activities, and whom to include. Also, the description of the 
workshop was updated by adding, for example, the suggestion to prepare an embryo 
of possible information types in the system being classified. Another example is DP1, 
which was formulated as part of the work with this paper. The need for using a lan-
guage conceptually compatible with ISO/IEC 27002 (2017) was shown in the observa-
tions and interviews. The participants struggled and discussed how terms differed be-
tween the tools they used and their policies, causing unnecessary confusion. 
Paper VI is a revised and expanded version of Paper XI (Lundgren & Bergström, 
2019b). The main additions included a validation, a new summary of the results and 
an extension of the SRS section. 
I am the main author of this paper. The idea behind the paper came from a joint dis-
cussion between the authors. All parts of the paper, such as data collection, analysis 
and writing, were a joint effort. 

5.4.7 PAPER VI I :  DEVELOPING AN INFORMATION CLASSIFICA-
TION METHOD 

 
Paper VII targets O3 by presenting the development of a method for information clas-
sification. Despite all standards, national guidelines and other approaches described 
in literature, organisations struggle with the implementation. Existing literature has 
not provided extensive advice on how to approach information classification in organ-
isations systematically. The paper presents the MRs, a summary of the DSR cycles and 
the DPs. Also included are the models presented in Chapter 6. The method is described 
with shortened descriptions compared to Chapter 6, to fit a paper format. 
The paper is mainly based on the data collected in paper I-VI. However, the focus of 
this paper is on the information classification method and the method development 
that were previously unpublished. The paper contributes to the field in several ways. 
First, it presents a detailed and well-elaborated process for information classification. 
The method provides a hands-on-tool for how to implement an information classifica-
tion process in an organisation. Secondly, it presents the DPs underpinning the 
method. The DPs offer an opportunity for method developers in the ISS field to draw 
from the development if they want to develop another method for information classi-
fication. 
I am the main author of this paper. I initiated the study, and I decided on the scope of 
the study. The MRs and DPs were developed iteratively over time with regular discus-
sions among the authors. I wrote the majority of the paper. 

5.5 SUMMARY OF METHOD REQUIREMENTS AND DESIGN 
PRINCIPLES 

The initial problem identification showed a need to address issues regarding infor-
mation classification. Based on the problems, a set of MRs were formulated. The MRs 
were then transformed to DPs based on either kernel theories, existing knowledge in 
the field or empirical data. This summary aims at summarising the problems, MRs, 
DPs, and what led to the transformation to DPs, as these parts are found in different 

Bergström, E., Karlsson, F., & Åhlfeldt, R.-M. (Submitted). Developing an Infor-
mation Classification Method. Submitted for review to Information and Com-
puter Security. 
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chapters. The summary is divided into four parts, each starting from the perspective 
of MR1-MR4, respectively. 
There has been a clear route from MR to DP for some of the DPs. For other DPs, the 
transformation was gradual over time. The summary highlights the most important 
contributions to the transformations. 

5.5.1 MR1 TO DP1,  DP2 AND DP3 
A summary of the DPs that were transformed to address MR1 can be found in Figure 
5.4. 

 
Figure 5.4: A summary of how DP1, DP2, and DP3 were transformed from MR1.  

DP1 was formulated as: “the method for information classification should be concep-
tually compatible with the information classification security control in ISO/IEC 
27002.” The reasoning behind it was to make the method generic and widely under-
stood so that it could be used in any country or any setting. To be able to translate 
terms into the local language could be vital in adapting a method. One way of translat-
ing is to use commonly accepted terms such as the ones defined by ISO/IEC. The DP 
stems from collected empirical data. The DP was discussed over time in many inter-
views. One often-discussed issue was that the terms and descriptions differed signifi-
cantly among the investigated Swedish organisations, creating confusion. Also, col-
lected documents provided input on the issue and the importance of using a standard-
ised language. 
DP2 was formulated as: “the process in the information classification method should 
be described using an established notation.” Based on feedback from the first DSR 
cycle, it was decided to use a well-known and well-used modelling language to repre-
sent the method. BPMN was chosen as its primary goal is to be understood by many 

A method that solves the defined tasks 
of information classification needs to 
include a set of procedures, concepts, 
and notations.

MR
1

The method for information classification 
should be conceptually compatible with the 
information classification security control in 
ISO/IEC 27002.

DP1

The method for information classification 
should be conceptually compatible with the 
information classification security control in 
ISO/IEC 27002.

The process in the information classification 
method should be described using an 
established notation.

DP2

The procedural guidelines for the 
information classification method should be 
empirically grounded to not deviate too far 
from established practices.

DP3

Empirics: Interviews and document collection provided input 
on the importance of using standardised terms.
ISO/IEC 27002 was chosen as it provides a description of 
terms and information classification.

Empirics: Interviews revealed the importance of basing the 
method on established practices. Otherwise, the method 
would not be used. The reasoning is similar to standards that 
are also based on best practices.

Empirics: Necessary to use an established notation.
Existing knowledge: BPMN is understandable by many 
stakeholders (Peixoto et al., 2008). BPMN is the de facto 
standard for process modelling (Dijkman et al., 2011).
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stakeholders (Peixoto et al., 2008). Furthermore, both industry and academia view 
BPMN as the de facto standard for process modelling (Dijkman et al., 2011). 
DP3 was formulated as: “the procedural guidelines for the information classification 
method should be empirically grounded to not deviate too far from established prac-
tices.” For a method to be used, it cannot deviate too far from established practices. 
The DP draws primarily from the interviews where the importance of established prac-
tices was discussed. Standards are based on best-practices (Niemimaa & Niemimaa, 
2017). Similarly, this method should build on collected practices. For the development 
of the method, this meant including both literature and examples found in empirics. 
Examples of existing knowledge included the benefits of using the same scheme 
throughout the whole organisation (Escalante & Korty, 2011; Freeman, 2011; Smith & 
Eloff, 1999). Empirics gave insights on the benefits of performing an initial in-depth 
identification of all infrastructure, and on what triggers an information classification. 

5.5.2 MR2 TO DP4,  DP5 AND DP6 
A summary of the DPs that were transformed to address MR2 can be found in Figure 
5.5. 

Figure 5.5: A summary of how DP4, DP5, and DP6 were transformed from MR2.  

DP4 was formulated as: “the information classification method should be based on 
method components to make it tailorable.” For a method to become more tailorable 
to organisational needs, it was decided to use method components. The method com-
ponents are separated components that could be adapted, modified, exchangeable and 
reusable (Röstlinger & Goldkuhl, 1994). The method components draw from method 
theory (Goldkuhl et al., 1998; Röstlinger & Goldkuhl, 1994).  
DP5 was formulated as: “the information classification method should be flexible to 
fit different organisational needs.” DP5 stems from practice, where both interviews 
and document collection showed the necessity of supporting different organisational 
needs. Examples include varying security aspects and different scales of potential im-
pact in the classification scheme. Investigated organisations also had different views 
on the necessity and possibility of using labelling, for instance.  

A method for information classification 
needs to be tailorable to different 
situations and contexts.

MR
2

The information classification method 
should be based on method components to 
make it tailorable.

DP4

The information classification method 
should be flexible to fit different 
organisational needs.

DP5

The information classification method 
should support an adaptable ISM process.DP6

Theory: Method components draw from method theory 
(Goldkuhl et al., 1998; Röstlinger & Goldkuhl, 1994)

Empirics: Interviews and document collection showed the 
need of supporting different organisational needs. E.g. 
varying security aspects, and scales of potential impact.

Existing knowledge: Not necessarily sequential relationship 
between ISM activities (Coles-Kemp, 2009; 
Diamantopoulou et al., 2020; Parker, 2007).
Empirics: Mainly interviews showed many relationships 
between ISM Activities confirming the importance of 
supporting an adaptable process
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DP6 was formulated as: “the information classification method should support an 
adaptable ISM process.” DP4 and DP5 focus on the method for information classifi-
cation. DP6 aims at taking what is outside the method into account. Some existing 
knowledge pointed out that the activities information classification, risk analysis and 
selection of security controls could be performed in a different order (Parker, 2007). 
Coles-Kemp (2009) argues, for example, that relationships continuously adapt and 
interact. Lastly, Diamantopoulou et al. (2020) mention that laws can lead to a direct 
relationship between classification and specific controls. Empirics, mainly from inter-
views, showed a wide array of relationships between activities. It was thereby con-
firmed that a method needs to be able to provide input to both risk analysis and secu-
rity controls. In practice, this is realised, for example, by highlighting the importance 
of documentation throughout the information classification, by creating an extensive 
record supporting the upcoming activities. 

5.5.3 MR3 TO DP7 AND DP8 
A summary of the DPs that were transformed to address MR3 can be found in Figure 
5.6. 

 
Figure 5.6: A summary of how DP7 and DP8 were transformed from MR3.  

DP7 was formulated as: “the information classification method should include guid-
ance on concrete ways to interact.” Not many details on how to perform classifications 
can be found. Some recommendations to conduct a workshop can be found in existing 
literature, such as Johnson et al. (2009), and national guidelines such as those from 
the Swedish Civil Contingencies Agency (2018). Interviews, observations and docu-
ment collection clarified several aspects on how to perform classification in practice, 
for instance, on the difference between high and low granularity routes. Another ex-
ample is how to kick-start a classification. This can be done by preparing an introduc-
tion to what will be performed during the classification. Additionally, if examples of 
potential information types from the system/process in question could be prepared in 
advance, time will be saved when starting a classification. 

The information classification method 
needs to include a description of roles 
and how they interact.

MR
3

The information classification method 
should include guidance on concrete ways 
to interact.

DP7

The information classification method 
should include guidance on how to identify 
participants.

DP8

Existing knowledge: Input on the workshop approach, e.g. 
from Johnson et al. (2009) and national guidelines such as 
from the Swedish Civil Contingencies Agency (2018).
Empirics: Interviews, observations and document collection 
clarified, e.g. how to perform classifications., how to lead, and 
how to start classifications effectively.

Empirics: Observations and interviews from security-novices 
showed a need for aiding identification of participants.
Existing knowledge: Input on participants and the importance 
of asset owners as a starting point (Caralli et al., 2007; ISO/IEC 
27005, 2013; Johnson et al., 2009; Wangen et al., 2018).
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DP8 was formulated as: “the information classification method should include guid-
ance on how to identify participants.” Empirics, specifically when observing and in-
terviewing the security-novices, showed a need for highlighting DP8 as a separate DP. 
It was clear the novices were struggling and that DP7 did not properly address the 
selection of the classification participants. DP7 and DP8 can be seen as partly overlap-
ping, but it was decided to highlight DP8 explicitly. Some existing knowledge was pri-
marily found in national guidelines and from Johnson et al. (2009) that outlined a set 
of participants. The central role of the asset owner is commonly mentioned in stand-
ards and literature as a good starting point for the identification (Caralli et al., 2007; 
ISO/IEC 27005, 2018; Wangen et al., 2018). 

5.5.4 MR4 TO DP9,  DP9.1 AND DP9.2 
A summary of the DPs that were transformed to address MR4 can be found in Figure 
5.7. 

 
Figure 5.7: A summary of how DP9, DP9.1, and DP9.2 were transformed from MR4.  

DP9 was formulated as: “the information classification method should support the 
classification of information with different granularity.” The SLRs performed at the 
beginning of the thesis work showed different examples of granularity when classify-
ing information. It was assumed varying granularity could be used as input to the same 
process. Over time, as interviews were conducted, an understanding grew that the 
routes are different depending on the granularity. The low granularity route is nor-
mally a classification that is performed more rarely on a system by a group. The high 
granularity route is more of a daily job task, such as deciding classification on a specific 
asset. To clarify that there are two main routes, high and low granularity, DP9.1 and 
DP9.2 were formulated to emphasise this.  
DP9.1 was formulated as: “the starting point for a low granularity route should be a 
process or system/application.” The literature gave many examples of classifying with 

The information classification method 
needs to support the classification of 
assets with different granularity.

MR
4

The information classification method 
should support classification of information 
with different granularity.

DP9

Empirics: The interviews over time gave an understanding of 
the necessity of being able to classify both high and low 
granularity assets.

Existing knowledge: Several low granularity routes are 
described (Collette, 2006; Fibikova & Müller, 2011; ISO/
IEC 27002, 2013; National Institute of Standards and 
Technology, 2004; Shedden et al., 2016).
Empirics: Interviews, observations and document 
collection showed the importance of using low granularity 
classification, and that it was the most common route.

Empirics: Interviews revealed the necessity of handling 
high granularity assets when, for example, a single 
document is requested in a classified system.
Existing knowledge: Importance on high granularity 
(Alqudah & Nair, 2011; Burnap & Hilton, 2009).

The starting point for a low 
granularity route should be a 
process or system/application.

DP9.1

The starting point for a high 
granularity route should be a single 
asset.

DP9.2
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low granularity, such as classifying information types, groups of information types, 
networks, processes, and applications (Collette, 2006; Fibikova & Müller, 2011; 
ISO/IEC 27002, 2017; National Institute of Standards and Technology, 2004; 
Shedden et al., 2016). Interviews and observations contributed to understanding the 
importance of simplifying classifications by viewing more information each time. Doc-
ument collection from government agencies showed that low granularity was the most 
common route. 
DP9.2 was formulated as: “the starting point for a high granularity route should be a 
single asset.” Knowledge on viewing information with a higher granularity, such as 
every file, or sentences in a document, came from, for example, Alqudah and Nair 
(2011) and  Burnap and Hilton (2009). Interviews revealed the necessity of handling 
high granularity assets in addition to low granularity ones. The main reason is that 
information can be overprotected when using low granularity classification. If 
information with higher granularity is requested, a new classification decision must be 
made based on the particular asset rather than the system or process. Hence a method 
must support both. 
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A METHOD FOR INFORMATION 
CLASSIFICATION 
Walls et al. (1992) argue that a design theory should have two characteristics, a theo-
retical base and explicit guidance for practitioners. Similarly, Gregor and Hevner 
(2013) recommend DSR authors to include a description of the artefact that, “should 
occupy the major part of the paper” (Hevner et al., 2004 pp. 350). Hence, this chapter 
presents the method for information classification more in depth for practitioners. It 
is, therefore, a contribution on its own, since it summarises the included papers and 
adds extended motivations and descriptions. 
The chapter is written to highlight best practices encountered during the thesis pro-
ject. The intent behind adding extended descriptions is to provide additional guidance 
to make the method implementable for practitioners. The method is based on data 
collected during the entire project, but references to exactly where a specific type of 
advice comes from have been omitted to increase readability. 
This chapter is divided into three sections. The first section introduces what is needed 
for setting up information classification in an organisation. The section also presents 
an overview of the low granularity route to information classification, as it is the pri-
mary route for classification. The second section focuses on how to design the 
information classification scheme. The third and final section introduces how to 
perform classification as a part of the day-to-day operations. The high granularity 
route is also described in detail in this section. 
An overview of how the chapter is structured in relation to the thesis can be found in 
Figure 6.1.  
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Figure 6.1: The structure of the method for information classification chapter.  

6.1 PREPARING FOR CLASSIFICATION 
Information classification is included in several standards such as the ISO/IEC 27000 
(2018) family. Sometimes information classification is referred to as valuation, as in 
ISO/IEC 27005 (2018), security classification or data classification (Etges & McNeil, 
2006). Fundamentally, all these approaches have the same aim, to value information 
assets. Therefore, the method should be applicable regardless of the underlying stand-
ard. The document is written with ISO/IEC 27002 (2017) as a frame of reference, and 
the terminology and structure primarily follow ISO/IEC 27002 (2017). 

6.1.1 TARGET AUDIENCE 
The text is mainly intended for two categories of readers: (1) individuals coordinating 
or who have the formal responsibility for the information security in an organisation, 
or some other ISS management role and (2) individuals interested in, or who partici-
pate in, the classification of information. Coordinators of information security are 
usually labelled CSO (Chief Security Officer), CISO (Chief Information Security Of-
ficer) or Security Officer. These roles typically have the responsibility to either develop 
or refine internal policies regarding information classification. They are also recom-
mended to participate in classifications, as results tend to be more consistent within 
the organisation if they participate. 
Anyone else interested in, or participating in, information classification can also ben-
efit from reading this chapter, as it elaborates on the classification details.  

6.1.2 GRANULARITY OF THE INFORMATION 
Information classification is not an isolated activity in the ISMS, as it depends on other 
activities. Information classification also creates output necessary for coming activi-
ties. The inventory or identification of assets, assignment of ownership of assets, and 
decisions of acceptable use of assets should be performed before the classification.  
One crucial decision is what granularity of the information the classifications should 
be based on. This decision needs to be decided on an organisational level as it affects 
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all classifications. Is classification going to be performed as a part of the day-to-day 
operations, or more irregularly? The decision is tightly coupled with the view on which 
granularity the classifications are to be performed. Information can be classified with 
varying granularity, as shown in Figure 6.2. 

? LowHigh

 
Figure 6.2: Granularity routes when classifying information, ranging from individual sentences to information in a pro-
cess consisting of several systems.  

In the high granularity route, individual sentences in documents, or individual cells in 
a database are classified. This type of classification is generally reserved for infor-
mation critical to society. Classification of individual documents is another route with 
slightly lower granularity. Moving up the scale implies classifying a system, or an ap-
plication, which typically provides a service to the organisation. This route suggests 
that many information types within a system or application need to be classified. In-
formation types in a generic system could be, for example, customer data, personal 
data, or log data. Lower granularity is when whole networks or business processes con-
taining even more information types are classified. 
The vast majority of the investigated organisations follow a low granularity route and 
classify either based on system/application or business process. A low granularity 
route leads to fewer classifications in the organisation, and more time and effort can, 
therefore, be directed at each classification. It is essential to point out that if systems 
are classified, the process perspective should still be present, as interconnections to 
other systems could be missed if solely looking at one specific system at a time. 
When investigating the value of a system or a process, it is imperative to understand 
that not all information gets classified at the same time. Instead, several information 
types are classified, and then a final classification value is put on the system. The value 
selected is the highest value encountered among the information types. In other words, 
the most valuable information will set the bar for the security controls, and some 
information will effectively be overprotected. One could also implement a variety of 
security controls matching the different classifications in the same system. Such an 
approach can be challenging and sometimes even considered a less effective use of 
resources. 
It is important to stress that all information should be classified. Unless all 
information is identified and valued, there is a possibility that not all information will 
receive the proper protection. Not only information stored digitally should be 
classified, but rather all types of information, regardless of representation. Also, 
intangible information, such as trademarks, brands, knowledge and concepts should 
be classified, despite the apparent difficulties of doing so. When higher sensitivity 
information has been classified, there is a possibility to spend less time and effort on 
classifying less sensitive information types. The reasoning behind this approach is that 
the system will already protect the less valuable information with more security 
controls than the information value requires. 
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This method recommends classifying with low granularity and following the 
instructions in this chapter. Organisations and individuals sometimes need to classify 
information with higher granularity. For example, if there is a public request for a 
document in an organisation, this document can have the same or lower classification 
as the classified business process/system. Classifying high granularity assets is easy as 
it follows a simplified route of low granularity. 

6.1.3 OVERVIEW OF THE LOW GRANULARITY ROUTE 
The low granularity route, as shown in Figure 6.3, consists of five method components: 

1. Business process/system analysis 
2. Requirements 
3. Classification of information 
4. Labelling 
5. Selection of final business process/system classification 

Each method component is explained in detail in section 6.3.1-6.3.5 in the same order 
as listed above. 
The method described in Figure 6.3 should be read top-down and starts with the “In-
formation classification needed” event. This type of event occurs, for example, when a 
new information system has been procured, a new process has been proposed, or if 
there is a scheduled re-classification. The information classification is terminated by 
the “Information classification done” event. This implies that all identified infor-
mation types have been classified, which in practice will occur when it is not possible 
to identify more information types in a business process or system. 
As can be seen in Figure 6.3, some activities result in different data objects, i.e. results 
from the information classification. These results are described in association with the 
respective method component that produces the result.  
It is essential to mention that a consequence of the classification is that a handling 
guideline is applied. Handling guidelines cover how information is handled, transmit-
ted, stored, or communicated. In practice, the handling guidelines should match the 
value of the information, so that a higher classification value entails higher demands 
on access methods, encryption, and other security controls. The work of developing or 
applying handling guidelines is not a part of this work as it ultimately has to be decided 
by the organisation's demands and risk analysis. 
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Figure 6.3: An overview of the low granularity route where business processes or systems/applications are classified. 
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6 .1.4 PREPARING BUSINESS PROCESS/SYSTEM ANALYSIS 
The task “Identify next information type in business process or system/application” in 
the method component “Business process/system analysis”, is aimed at identifying all 
the information in a system/application or a business process.  
Most organisations will have some type of register containing an inventory of their 
information systems/applications or business processes. It is a prerequisite for per-
forming information classification, so if it is lacking, step one is to make an inventory. 
If possible, the inventory should contain meta-data about the system. Such infor-
mation concerns, for example, ownership, usage, stakeholders, and essential infor-
mation types such as personal data. The meta-data will come in handy once it is time 
to put together the workshop, invite participants, and start the actual classification. 
Based on the information in the inventory, an initial subjective classification of the 
most critical systems/applications or business processes must be made. Here, the po-
tentially most valuable information for the organisation is identified. These most val-
uable assets will be the starting point for classification in the organisation. The rea-
soning behind this is that the organisation might not cope with classifying all assets 
within a short period, and hence the most valuable assets will be classified first. Sub-
sequently, these assets will receive appropriate security controls first. Starting by clas-
sifying the most critical information is also an acknowledged approach described by, 
for example, Bayuk (2009), Aksentijevic et al. (2011), and Alberts and Dorofee (2002). 
Another suggestion is to start by classifying all the infrastructure in the organisation. 
By doing so, the existing security controls and information types for the infrastructure 
will be known. As the same infrastructure components are a part of many processes, 
the classification will be simplified if the infrastructure components are valued before 
starting the classification. 

6.1.5 PREPARING REQUIREMENTS 
For each information type identified in the task “Identify next information type in 
business process or system/application”, the tasks “Identify external requirements af-
fecting the information type”, and “Identify internal requirements affecting the infor-
mation type” are performed.  
The first task aims to identify the external requirements that follow from the infor-
mation type identified. Following that task is to identify internal requirements. Before 
the first classification is performed, it is recommended to prepare lists of all external 
and internal requirements to save time and increase consistency in the classifications. 
This is also emphasised by ISO/IEC 27001 (2017) as a requirement when establishing 
the ISMS.   
When it comes to the external requirements, the idea is to prepare a shortlist of legal 
requirements potentially affecting information types. Examples of laws that could af-
fect the information are data protection regulations (to protect individuals), and free-
dom of information laws (to allow access by the general public to data held by national 
governments). To a certain extent, the laws are sector-specific, and examples include 
patient data laws if the sector is related to health care, or environmental laws. Inter-
national and national laws affecting the sector in which the organisation operates is a 
recommended starting point. Furthermore, some common laws affect most organisa-
tions, such as data protection and privacy laws. External requirements also include 
requirements coming from outside the organisation. Some external stakeholders can 
potentially affect the classification, e.g. customers, suppliers, and shareholders. Exam-
ples of external requirements affecting the classification are requirements specified in 
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agreements with cloud and outsourcing providers. Often, these requirements are reg-
ulated in agreements. 
The internal requirements come from stakeholders within the organisation, e.g. from 
managers, the board, union, or employees. The requirements can be found in, for ex-
ample, internal documentation or guidelines, but will not always be communicated in 
writing or as requirements. 
The lists prepared for the external and internal requirements are recommended to 
contain an excerpt from the law, external or internal documents or agreements. Pref-
erably, the excerpt is then followed by an applied example of how the requirement can 
affect the classification. Such an example can help interpret whether or not a require-
ment is applicable when the classification is performed. It is also important to high-
light that if a specific requirement has a particular security control as a consequence, 
it needs to be marked, as that would indicate a minimum classification level. 
The external and internal requirements might need to be compiled with the aid of legal 
personnel. If the lists are collected so that non-legal employees can interpret them, the 
need for including lawyers in the actual classification might be reduced. Other stake-
holders eliciting requirements could consist of, for example, those responsible for out-
sourcing, as this is an activity tightly coupled with CIA requirements. 

6.1.6 WHEN CLASSIFICATION SHOULD BE PERFORMED 
There are two main aspects to consider regarding when classification should be 
performed. The first aspect is to decide when hitherto unclassified information assets 
should be classified. Secondly, when re-classification of previously classified assets 
should be completed.  
When a new system is introduced or procured, information classification should be 
performed. If there are already systems operating within the organisation, the 
recommendation is to identify the most important ones and start classifying those. 
There is a balance between keeping all classifications up-to-date and performing other 
job functions. It is common that classification participants have non-security related 
roles as their primary roles in an organisation. Therefore, organisations often have to 
choose classification over other tasks, so it is crucial to find the right balance between 
performing classifications and other tasks. 
Performed classifications reflect a snapshot in time, and the value of information can 
increase or decrease over time. Optimally, the classification is immediately changed to 
reflect an information value. This can often be hard in practice as the trigger for the 
changing value is not always evident. Apparent examples of triggers are, for example, 
the changing value when an annual report is made public or when a decision is made 
to make a document public. Other less obvious examples are changing legal 
requirements affecting information or changes in threats towards the information. A 
way of handling re-classification is to know triggers and to re-classify if a trigger 
appears. To re-classify assets regularly, at a pace the organisation can cope with, is 
essential. The most commonly encountered timespan for when to re-classify is 
between 1-3 years for existing systems. Also, triggers such as when a system is 
changed, upgraded, developed, integrated or retired, should be known and used. Other 
triggers for a re-classification include if a system starts being used for new information 
types or if highly valued information types are removed from a system. Also, if there 
are changed organisational practices, changed legal requirements, changes in threats, 
risks or severe incidents, these could act as triggers. 
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It is important to emphasise that organisations constantly create and perhaps receive 
new information that is unclassified until someone classifies the information. With the 
process/system approach to classification, this information will not be classified until 
a re-classification is performed. However, the information will inherit the 
classification of the system where the information is stored. There must be an 
understanding in the organisation that systems classified at a certain level should not 
have any higher-valued information stored in it. Such information can be 
communicated internally through handling guidelines, stating acceptable use and 
handling of assets. 

6.1.7 RESPONSIBILITY 
It is necessary to establish who is responsible for information classification. The CSO, 
CISO or similar is responsible for the coordination of information classification within 
the organisation, but not necessarily for classifying all the processes or systems in the 
organisation. The size of the organisation, in terms of the number of systems, people, 
and roles involved, decides the exact approach. There could even be overlapping re-
sponsibilities in some organisations. However, the general rule is that all infor-
mation/system/process/object owners should be responsible and report their docu-
mented results to the CSO/CISO. The CSO/CISO can then focus on planning, following 
up or participate in classifications and be a unifying force that tries to level out differ-
ences when valuing.  
More on the benefits of coordinating the classifications within the organisation can be 
found in Subsection 6.3.4, which describes the documentation process. 
Also, all employees must understand how they are allowed to handle information, even 
if they are not part of the classification team. 

6.1.8 THE WORKSHOP APPROACH 
Information classification of low granularity assets is a time-consuming activity, best 
performed as a workshop. Even when an organisation has prepared lists of infor-
mation systems/applications or business processes, or lists of external and internal 
requirements, it takes time.  
The idea behind having a workshop instead of letting, for example, the system owner 
or the CSO perform the classification alone, is that identifying all information types in 
different information systems/applications, or business processes, is a complex en-
deavour. Furthermore, the asset may require being viewed from different perspectives 
by different stakeholders to be valued correctly. 
The information/system/process/object owners are responsible for having their infor-
mation system/application or business process classified. That does not necessarily 
mean they also have to lead the workshop. If possible, the person with the most expe-
rience of information classification could lead all or most classifications. In most or-
ganisations, the CSO/CISO would be the person with the most experience, and would, 
therefore, be the person leading the workshops. 
When it is time to perform an information classification, the workshop leader must 
send out a call for participation to the stakeholders of the information system/appli-
cation or business process. The call for participation should be sent out in good time. 
As much background material as possible should be attached to allow the participants 
to prepare themselves. When it comes to who is a stakeholder or not, there are not any 
given list of stakeholders that would always apply. A rule of thumb could be to include 
representatives from stakeholder groups such as information producers, information 
custodians, and information consumers (ISACA, 2012).  
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The obvious participant is the information/system/process/object owner. Also, repre-
sentation from system administrators can help the identification of information in the 
process/system. System administrators’ knowledge about, for example, how and what 
is saved in logs and connection to other systems, is valuable input. Furthermore, de-
pending on the type of system, lawyers could bring valuable knowledge on, for 
example, whether specific laws apply to certain information types or not. Users of the 
information in a system/process can also be very useful, as they can bring in a user 
perspective that might otherwise be lost. 
A stakeholder identification approach is not included in this method. One can turn to, 
for example, ISO/IEC 27005 (2018) for additional input on the stakeholder identifi-
cation if necessary. 
Not all participants may have been involved in classifications before. Therefore, is it 
recommended to start classifications with a small introduction outlining what is going 
to happen. Illustrations from previous classifications can be shared to exemplify, for 
instance, how information types are identified, and what information types there are. 
If the workshop leader can prepare an embryo of possible information types in the 
information system/application being classified, it can help aid the start of the classi-
fication.  

6.2 DESIGNING THE SCHEME 
Information classification is just one component in an organisation's ISMS and needs 
to be adapted to be used within the organisation. The classification scheme is typically 
constructed as a matrix with two dimensions, as illustrated in Figure 6.4. The security 
aspects (e.g. CIA) are the dark grey cells, and the potential impact if there is a loss of, 
confidentiality, for example, is represented as a scale in the medium grey cells. The 
light grey cells in the matrix contain a text describing the potential impact of the loss 
of a security aspect. Usually, this is done by giving perspectives on the potential im-
pact. 

Security aspect (→) 
Potential impact (↓) Confidentiality Integrity Availability 

None Unexpected disclosure… no 
adverse effect… 

Unauthorized modification… 
no adverse effect… 

Disruption of access… no ad-
verse effect… 

Limited Unexpected disclosure… lim-
ited adverse effect… 

Unauthorized modification… 
limited adverse effect… 

Disruption of access… limited 
adverse effect… 

Serious Unexpected disclosure… 
serious adverse effect… 

Unauthorized modification… 
serious adverse effect… 

Disruption of access… serious 
adverse effect… 

Severe Unexpected disclosure… se-
vere adverse effect… 

Unauthorized modification… 
severe adverse effect… 

Disruption of access… severe 
adverse effect… 

Figure 6.4: The primary constructs of an information classification scheme. The cells in dark grey show the security 
aspects, the medium grey cells show the scale of potential impact, and the light grey cells contain a text describing the 
potential impact of a loss of a security aspect. 

The same classification scheme should be used throughout the whole organisation. 
Otherwise, there is a possibility that the same or similar information types could be 
classified in different ways throughout the organisation. The following subsections will 
introduce all facets of how to design a classification scheme.  

6.2.1 SECURITY ASPECTS 
The columns in the classification scheme are recommended to be used for the security 
aspects. The security aspects are considered fundamental for information security and 
included in most definitions. The security aspects commonly refer to the CIA triad, i.e. 
confidentiality, integrity and availability. But any aspect needed by the organisation 
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could be considered depending on the organisational needs. Traditionally, confidenti-
ality has been the central security aspect, but with time, more aspects have been 
considered by organisations. The recommendation is to stick to at least CIA, as is used 
in ISO/IEC 27002 (2017), and the example in Figure 6.4. If needed, other security 
aspects, such as accountability, auditability, authenticity/trustworthiness, non-repu-
diation, privacy, traceability or reliability, could be considered. The recommendation 
is to adhere to established aspects rather than trying to invent one’s own, if there are 
needs other than the CIA-triad. Similarly, the security aspects must be defined, and 
the recommendation is to use the ISO/IEC definitions if possible. 
It is imperative to consider legal requirements before deciding on the security aspects, 
as such requirements could demand certain aspects to be used. For example, the secu-
rity aspect traceability is often mentioned as a legal requirement. Hence traceability 
might need to be included in the scheme if such requirements exist. Similarly, there 
might be internal requirements, such as Service Level Agreements (SLA), primarily 
handling availability. Regulation of availability in SLAs can cause organisations to ex-
clude this security aspect. The reasoning behind this is that all information will have 
specific availability requirements specified as a consequence of the system in which it 
resides. Thus, the need for deciding on a classification for something that is already 
regulated otherwise is reduced. 

6.2.2 SCALES OF POTENTIAL IMPACT 
The scale of potential impact is generally represented as the rows in the classification 
matrix. There are two fundamental aspects to decide, the number of rows and the nam-
ing of them. The key is to find a balance between having enough levels so that the 
scheme becomes useful and at the same time as few as possible to make the classifica-
tion easy. Three to four levels are the most commonly encountered practice. There 
might be an advantage in using an even number of levels such as four. Insecurity can 
cause classifications to end up in the middle when using an odd number.  
When it comes to the naming of the scales, there are many ways of doing it. The most 
important consideration is that the scale makes sense in the organisation where the 
scheme is used. If there are already existing scales, for example, for describing conse-
quences in the risk assessment, the same scale can be re-used to create consistency. 
The lowest level, where the least important information from a CIA perspective is 
found, could be called, for example, none or insignificant, as shown in Figure 6.4. The 
information on the lowest level is not unimportant and does require security controls. 
Still, it could be regulated through the use of a baseline or minimum requirements on 
security controls. For many organisations, most information could be a part of this 
classification level. When it comes to the rest of the scale, alternatives, such as low, 
moderate, high or limited, serious, severe, could be used. Nevertheless, the recom-
mendation is to use a scale that ties in with the wording of the perspectives of potential 
impact.   
For a more advanced implementation, it can be noted that it is possible to use a varying 
number of levels for different security aspects. For example, confidentiality and integ-
rity could use four levels, and availability could use three levels. There are several rea-
sons why there might be a varying number of levels. If the organisation uses SLAs, 
there might already be a scale for availability, which can contain additional or fewer 
levels than the scale of potential impact. It might be better not to try to remove or add 
levels of confidentiality and integrity to match availability in such a case. Similarly, for 
some organisations, confidentiality might require a higher granularity, while integrity 
and availability do not, resulting in more levels for one of the security aspects.   
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6 .2.3 PERSPECTIVES OF POTENTIAL IMPACT 
There should be a descriptive text in each of the cells in the matrix. The text describes 
the potential impact of the loss of a security aspect. To demonstrate; the second-
highest impact of a confidentiality loss is exemplified by ISO/IEC as ”disclosure has a 
significant short term impact on operations or tactical objectives” (ISO/IEC 27002, 
2017 pp. 16). FIPS 199 specifies the moderate impact of a confidentiality loss as “the 
unauthorized disclosure of information could be expected to have a serious adverse 
effect on organizational operations, organizational assets, or individuals.” (National 
Institute of Standards and Technology, 2004 pp. 6) From these examples, ISO/IEC 
specifies the loss to be seen from the perspectives of operations or tactical objectives, 
while FIPS 199 specifies organisational operations, organisational assets, or individ-
uals. Based on the practices encountered, an approach similar to FIPS 199 is recom-
mended as a starting point, with the following three perspectives: (1) own 
organisation, (2) other organisation or (3) individuals. Depending on the sector in 
which the organisation operates, the perspectives can be either complemented or re-
placed with others. Other examples of consequence perspectives encountered include 
economic, legal, environment, costs, sanctions, and negative publicity. Regardless of 
which perspectives are chosen, the scale must make sense for the organisation. For 
example, the economic perspective could be complemented with a scale, where the 
lowest level has no economic consequence and then increasing up to the highest level 
where a percentage of the annual budget is given as a consequence. In practice, it might 
be hard for employees in certain organisations to quantify and relate to economic con-
sequences, while others may find it easier (ISO/IEC 27005, 2018).  
The perspectives aim at taking on different viewpoints. During the classification, the 
workshop participants must then consider what, for example, a loss of confidentiality 
leads to for their own organisation, or other organisations or individuals. Explicitly 
mentioning the perspectives works as a reminder during the workshop, and forces the 
participants to consider the perspectives. In many cases, there will be a difference in 
the value from different perspectives. For example, the unexpected disclosure of an 
information type could have a serious adverse effect for an individual, but not for the 
organisation as a whole. The recommendation is to calculate the final classification 
value by selecting the highest value encountered, as this decides the highest potential 
impact from the perspectives.  
In this work, we use a modified variant based on the example from ISO/IEC 27002 
(2017), and the potential impact definitions from National Institute of Standards and 
Technology (2004), where the cells are represented as: 

• Unexpected disclosure of information has no adverse effect on their own or-
ganisation, other organisations or individuals. 

• Unexpected disclosure of information has a limited adverse effect on their 
own organisation, other organisations or individuals. 

• Unexpected disclosure of information has a serious adverse effect on their 
own organisation, other organisations or individuals. 

• Unexpected disclosure of information has a severe adverse effect on their own 
organisation, other organisations or individuals. 

For integrity, the scale and the perspectives would remain the same, but instead, “un-
authorised modification or destruction” would be used. For availability, “disruption 
of access to or use of information” would be used. That means a classification scheme 
taking perspectives into account could be designed, as shown in Figure 6.5. 
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Security aspect (→) 
Potential impact (↓) Confidentiality Integrity Availability 

None Unexpected disclosure of in-
formation has no adverse ef-
fect on their own organisation, 
other organisations or individ-
uals. 

Unauthorized modification or 
destruction of information has 
no adverse effect on their own 
organisation, other organisa-
tions or individuals. 

Disruption of access to or use 
of information has no adverse 
effect on their own organisa-
tion, other organisations or in-
dividuals. 

Limited Unexpected disclosure of in-
formation has a limited ad-
verse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Unauthorized modification or 
destruction of information has 
a limited adverse effect on 
their own organisation, other 
organisations or individuals. 

Disruption of access to or use 
of information has a limited 
adverse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Serious Unexpected disclosure of in-
formation has a serious ad-
verse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Unauthorized modification or 
destruction of information has 
a serious adverse effect on 
their own organisation, other 
organisations or individuals. 

Disruption of access to or use 
of information has a serious 
adverse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Severe Unexpected disclosure of in-
formation has a severe ad-
verse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Unauthorized modification or 
destruction of information has 
a severe adverse effect on their 
own organisation, other or-
ganisations or individuals. 

Disruption of access to or use 
of information has a severe 
adverse effect on their own or-
ganisation, other organisa-
tions or individuals. 

Figure 6.5: The classification scheme used as an example in this work. 

The perspectives are supposed to alleviate the classification by introducing specific 
views on the information. This, of course, presents more work, as more perspectives 
need to be considered. A fairer classification result might compensate for the addi-
tional time spent. 
There are several possible ways of implementing the perspectives in practice. An ex-
plicit approach is to perform one separate classification per perspective. Another ap-
proach is to consider the perspectives more implicitly during the classification.  
In this work, the recommendation is to consider the perspectives as explained in Sub-
section 6.3.3, i.e. to consider the perspectives implicitly during the classification. How 
the perspectives can be visualised explicitly is not discussed in any standards. Only 
two examples were encountered during this work, where one of them is a very recent 
addition from the Swedish Civil Contingencies Agency (2018), and the other one was 
investigated in practice at a Swedish regional council.  
To exemplify how perspectives of potential impact can be implemented explicitly, an 
example based on the classification scheme in Figure 6.5, is shown in Figure 6.6. Here, 
the scheme makes the perspectives explicit and forces the workshop to consider all 
perspectives. The final classification value is calculated by selecting the highest value 
encountered in each perspective, as this decides the final value. 
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Security aspect (→) 
Potential impact (↓) Confidentiality Integrity Availability 

None X  X   X    
Limited  X   X    X 
Serious    X    X  
Severe       X   
Final classification Limited Serious Severe 

Figure 6.6: An example of how perspectives of potential impact can be visualised in the classification scheme. 

One drawback of such an approach is that the descriptive text in the cells of the classi-
fication scheme is removed. Otherwise, there will be far too much text in the matrix. 
The descriptive text could of course easily be implemented by the use of, for example, 
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a “mouse-over function”, where the text is displayed when the cursor is moved over a 
cell in the matrix.  

6.2.4 CONNECTING CLASSIFICATION TO SECURITY CONTROLS 
A common approach found in our studies was the creation of a direct relationship be-
tween information classification levels and security controls. A specific classification 
level was then met with specific security controls. The reasoning stems from legal re-
quirements, i.e. that certain information types require particular security controls by 
law. With the introduction of, for example, GDPR, and the NIS directive, the relation-
ship has been further strengthened. 
The direct relationship can also help remove some of the ambiguous decision-making 
in finding appropriate security controls, as they are a consequence of the classification. 
More time and effort can then be directed at specifying the security controls as a part 
of preparing for the classification rather than performing information classification.  
If controls become a consequence of the classification, the risk analysis will be 
performed differently. The risk analysis will assume a different role than traditionally 
described in ISMS, where the classification serves as input to the risk analysis which, 
in turn, serves as input to the selection of security controls. If there is a direct relation-
ship between classification and controls, the risk analysis will instead be performed on 
an organisational-wide basis as a starting point of the ISMS work. Many have argued 
that the risks are relatively static during the risk analysis and that most systems will 
have the same risks. Consequently, this step could be skipped. This approach 
marginalises the risk analysis and could be seen as quite radical. More studies on the 
effects of this approach are necessary, and for more on this topic, see Future work, 
Section 7.3. 

6.3 PERFORMING INFORMATION CLASSIFICATION 
This section describes how the classification is performed for a business process/sys-
tem. It is assumed proper preparations have been made, and that a scheme has been 
designed before starting the classifications.  
Following the overview introduced in Subsection 6.1.3, the method components are 
explained in more detail here, as well as the documentation that takes place during the 
classification. What happens during the classification workshop is also described in 
more detail in this section. 

6.3.1 BUSINESS PROCESS/SYSTEM ANALYSIS 
The method component “Business process/system analysis” is shown in Figure 6.7. 
When a business process or system/application has been selected for classification, 
the task “Identify next information type in business process or system/application” is 
performed. The tasked is aimed at identifying all the information types in a system/ap-
plication or a business process.  
Much time and effort can be spent on trying to identify information types, and it is 
acknowledged as a difficult task in literature. There are several strategies and methods 
available for how to do this in a structured way,  as proposed by, for example, Caralli 
et al. (2007) or Tatar and Karabacak (2012). Also, ISO/IEC 27005 (2018) provides 
advice on identification and where information can reside. A pragmatic approach is to 
try to identify as many information types as possible, but focus on the ones that could 
be considered most valuable.  
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Figure 6.7: The method component business process/system analysis. 

An initial broader discussion or brainstorming among the workshop participants can 
help identify most information types. Similarly, if there are very valuable intangible 
assets, they should become known quite early on, and hence classification could be 
performed on these assets. It is important to point out that when a critical information 
type has been identified, and perhaps classified at the highest level, the search for more 
information types could stop. However, there is a great advantage in continuing t0 
work through the whole process/system to identify as many information types as 
possible. Then a good foundation for the complete classification and better 
documentation for future re-classifications are created. 
For each identified information type, a record needs to be created. The record should 
contain a short description of the information type, its usage and which organisational 
roles use it. The information in the record is essential, as it gives additional contextual 
information needed for deciding on the final classification of the information type. 
Additionally, it might come handy in the future, for instance, during the risk analysis. 

6.3.2 REQUIREMENTS 
Shown in Figure 6.8 is the next method component, “Requirements”.  This component 
starts with the task “Identify external requirements affecting the information type”. 
The task aims at identifying the external requirements that follow from the infor-
mation types that were identified in the previous method component. The starting 
point is the prepared list of laws (as described in Subsection 6.1.5). It is recommended 
to systematically go through the list and check the requirements that apply to the in-
formation type in question.   
The next step is to “Identify internal requirements affecting the information type”. The 
task aims at eliciting the internal requirements that follow from the information type 
identified. Similarly, the starting point is the prepared list. 
In many cases, the pre-defined lists will enable a fast classification of the information. 
If laws or requirements are regulating the handling and protection of the information, 
there is likely an associated classification level matching the information value.  

Information
classification 

needed

Identify next 
information type in 
business process or 
system/application

Record about 
the identified

Information type

List of all business 
processes or 

systems/
applications 

Found

Not found

no

Business process/
system analysis 



CHAPTER 6  A  METHOD FOR INFORMATION 
CLASSIFICATION 

 

95 

The record of the information type created in the previous task should contain a com-
ment about the reasoning why or in some cases, why not external or internal require-
ments affected the information type.  

Figure 6.8: The method component requirements. 

6.3.3 CLASSIFICATION OF INFORMATION 
After the external and internal requirements have been elicited, it is time to classify 
the identified information type. As is shown in Figure 6.9, the classification is carried 
out as one, two or more sub-processes that are independent of each other. That is to 
say that it does not matter if confidentiality, integrity, availability or any other security 
aspect is classified first.  

Figure 6.9: The method component classification of information. 
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In the method described here, the security aspects of CIA were used. CIA is included 
in most information security definitions and also used in  ISO/IEC 27002 (2017), and 
FIPS 199 (National Institute of Standards and Technology, 2004). As shown in Figure 
6.9, “Confidentiality check”, “Integrity check” and “Availability check” are sub-pro-
cesses. These sub-processes structures are illustrated by the confidentiality check in 
Figure 6.10. Together, the sub-processes constitute an implementation of the infor-
mation classification scheme.  

Figure 6.10: The confidentiality check sub-process. 
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The “Confidentiality check”, “Integrity check” and “Availability check” events occur 
when a classification is performed. The process is exclusively split using an XOR gate-
way. The gateway indicates that it is a decision activity that leads to different outcomes 
and that only one way is possible. That is to say that each information type can only 
have one valuation. The decision that has to be made is on what level a loss of confi-
dentiality would cause the organisation harm from the perspectives considered. The 
four choices available use the text descriptions, as described in Subsection 6.2.3.   
After one choice has been made, the process is joined in another XOR gateway. Here 
the task is to document the result. After it is documented, the sub-process is finished 
and returns to the main process.  
A decision on the value of the information types has to be made for each sub-process. 
If there are different valuations from the perspectives of their own organisation, other 
organisations or individuals, the highest value should be selected for each information 
type. For the confidentiality, integrity and availability checks, the method would be 
identical, except for the text describing the classification choices,  as discussed in Sub-
section 6.2.3.  

6.3.4 LABELLING 
After a classification result has been reached for an information type, it is time for the 
next method component. “Labelling”, as shown in Figure 6.11, starts with the task “An-
alyse labelling of the information and archive the result”. In this task, the classification 
result is archived so that the record with meta-data is saved for future use. Next is an 
XOR gateway, where a decision has to be made on whether the information type is to 
be labelled or not. If the decision is not to label the information type, it leads to the 
task “Identify next information type in business process or system/application”. A de-
cision to label leads to the task “Label the information type”. If a label is added, the 
classification result reached in the method component “Classification of information” 
is added to the information type.  

Figure 6.11: The method component labelling. 
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there can be very different approaches depending on the information type. The classi-
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issue of adding the label to a specific piece of information is many times of a technical 
nature, and not considered in this work. The vast majority of the organisations inves-
tigated as part of this work did not label anything, i.e. skipped this component entirely. 
It is also important to point out that the classification refers to the whole information 
type. That means some information of the same information type could have a lower 
valuation than the value assigned to the whole information type. If there is a need to 
handle a single asset, such as a document, classification could be performed on that 
asset. In this case, that is when the high granularity route is used.  
The recommendation is to not label information with the lowest classification, i.e. 
where an “Unexpected disclosure of information has no adverse effect…”, as is con-
sistent with the reasoning in, for example, the UK (Cabinet Office, 2018). If possible, 
the higher levels could be labelled. 

6.3.5 SELECTION OF FINAL BUSINESS PROCESS/SYSTEM CLAS-
SIFICATION 

The last activity is to set the final classification of the business process or system. This 
is done when all the information types have been classified, and no more information 
types can be found. The selection is made in the method component that is shown in 
Figure 6.12.  

Figure 6.12: The method component selection of the final business process/system classification. 

The selection of the final classification is made by reading the classification values 
from the database where all classified information types are stored, and selecting the 
highest classification values found for confidentiality, integrity and availability, re-
spectively. The final classification values are then written into the central database as 
a classification value that represents the whole business process/system. 
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6 .3.6 DOCUMENTATION 
A significant aspect of the classification is the documentation of the process. A record 
about each information type is created, and throughout the process, data about, for 
example, usage, and external or internal requirements affecting the information type 
are added. The record serves as input to the classification, where a decision is made 
based on the collected knowledge.  
There are many ways to implement the documentation process, from specific tools to 
a more paper-based process with paper templates. The most commonly encountered 
practice was the use of a spreadsheet file as a template for a system/process. One way 
of implementing it is to use one file per system/process, and then create a record in 
the file per information type in the system/process. The external and internal require-
ments can be added to such a file. It is then easy to generate a shortlist of all require-
ments that apply to the information type being classified. 
Ideally, a tool created specifically for supporting the information classification should 
be used. There are tools like this, such as Klassa, which has been developed for use by 
Swedish municipalities and regional councils (Sveriges Kommuner och Landsting, 
2020).  
Regardless of the type of tool, it is clear that much can be gained if the tool or template 
is connected to a central repository where all classifications are saved. Reasons for 
having a central repository include the possibility for managers to access all performed 
information classifications to get a current overview. Also, if an information type has 
been classified in one system within an organisation, it is likely the same information 
type will have the same classification in another system. Hence, it is possible to ho-
mogenise the classification of specific information types within the organisation. Fur-
thermore, if a record exists with motivations behind one particular classification, 
much time and effort can be saved when a re-classification is triggered.  
Lastly, with the final selection of the classification value for the business process/sys-
tem, there are great benefits of using a central repository. If there are plans to add new 
information types to a system, it is easy to check if the information type is classified 
lower than the current classification. If it is classified lower, the system should deliver 
enough security to protect the new information type. Similarly, with a repository, it is 
easy to check that all systems deliver enough security in a larger process. 

6.3.7 OVERVIEW OF THE HIGH GRANULARITY ROUTE 
There are occasions when classification needs to be performed on higher granularity 
assets, and not on a business process or system. For example, if a document is re-
quested as a part of public access to information. In this case, a classification decision 
might have to be performed before handing out the document. The requested docu-
ment is protected with the security controls used to protect the most valuable asset in 
the business process or system in which it resides, i.e. possibly overprotected.  
The route for classifying individual assets is a modified and simplified version of the 
low granularity route described previously in this work, but in which the basic mech-
anisms for classifying information are still present. An overview of the high granularity 
route is shown in Figure 6.13. 
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Figure 6.13: An overview of the high granularity route. 
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The route for classifying high granularity assets should be read top-down and starts 
with the “Information classification needed” event. This type of event occurs, for ex-
ample, when a document needs to be classified. The first task is to “Identify the infor-
mation asset”, i.e. the extent of it, and what type of information it contains. This is 
followed by the method component “Requirements”, which aims at identifying exter-
nal and internal requirements affecting the asset at hand. Next, the information is clas-
sified according to the description in Subsection 6.3.3. Following the classification is 
the method component “Labelling” where it is decided if a label is to be applied to the 
asset or not. The information classification is concluded by the “Information classifi-
cation done” event.  
As can be seen in Figure 6.13, there is a significant difference in the documentation 
compared to Figure 6.3. When classifying high granularity assets, no record needs to 
be created, as the final classification value only reflects the specific asset.  
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CONTRIBUTIONS AND OUTLOOKS 
Chapter 7 discusses the contributions of the thesis and their implications for research 
and practice. The limitations and possibilities for future work are also discussed.  
An overview of the chapter can be found in Figure 7.1. 

 
Figure 7.1: The structure of the concluding remarks and future work chapter.  
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developed for information classification. The method for information classification 
has been developed in an iterative approach following DSR and is thereby continu-
ously evaluated. The evaluations have been performed by experts from different areas 
to ensure validity. 
There are three main contributions made by this thesis: (1) the identification of issues 
and enablers for information classification, (2) the DPs, and (3) the method for infor-
mation classification. All three of these main contributions directly address the overall 
aim of the thesis, which is to increase the applicability of information classification by 
developing a method for information classification in an ISMS. Table 7.1 shows a more 
detailed description of how the aim and objectives relate to the publications. 
Table 7.1: Summary of thesis aim, objectives and publications. 

Aim Objectives Publications 

To increase the applicability of 
information classification by 
developing a method for infor-
mation classification in an in-
formation security management 
system. 

O1. Identify and characterise the inhibitors and enablers in the infor-
mation classification process. I, II  

O2. Develop design principles that support the development of a method 
for information classification. III, IV, V, VI 

O3. Based on O1 and O2 develop a method for information classification. VII, Chapter 6 

7.1.1 CONTRIBUTIONS TO RESEARCH 
The first main contribution is the two systematic literature reviews of information clas-
sification inhibitors and enablers. There is plenty of literature mentioning information 
classification, but to the best of our knowledge, no systematic reviews summarising 
the inhibitors and enablers of information classification have been published. The con-
tribution made in organising the literature in the area is significant by itself and for 
the ISS community. Besides, it also serves as a foundation for the method. 
The second main contribution is the ten DPs formulated to support the development 
of a method for information classification. The DPs are formulated based on kernel 
theories, existing knowledge and empirics experienced as part of the thesis work. Ex-
amples of theories used are method components (Goldkuhl et al., 1998; Karlsson & 
Ågerfalk, 2009), practice theory (Feldman & Orlikowski, 2011; Orlikowski, 2002), and 
security-related stress (that draws from coping theory and technostress (D'Arcy et al., 
2014)). The DPs thereby address the call for theoretical grounding of ISS methods as 
requested by, for example, Siponen and Iivari (2006). The DPs can be used as a start-
ing point for ISS researchers or practitioners wanting to pursue the development of an 
information classification method of their own. Several of the DPs highlight aspects of 
information classification that have not been well-described previously, such as the 
importance of considering the input of different granularity, for example. 
The third main contribution is the method for information classification that has been 
developed based on: (1) the theoretical background found in O1 (Identify and charac-
terise the inhibitors and enablers in the information classification process), and (2) 
the DPs formulated in O2 (Develop design principles that support the development of 
a method for information classification). The method for information classification 
contributes to ISS research and practice in several ways. Paananen et al. (2020) called 
out for more empirical studies as well as artefact building, which is something this 
research contributes to. 
The developed method also takes into account the context around information classi-
fication. Therefore, this work also contributes to other parts of the ISRM process. For 
example, in paper IV (Bergström et al., 2019), contributions to knowings using prac-
tice theory were made. Practice theory is an established theory that has been applied 
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numerous times in the IS field, but few contributions in the ISS field have utilised 
practice theory. This work shows that a practice theory lens could help demonstrate 
how ISRM challenges are met in practice. 

7.1.2 CONTRIBUTIONS TO PRACTICE 
The developed method contributes to ISS practice as it offers a formalised method for 
supporting the implementation of information classification in an organisation. Chap-
ter 6, where the method is presented, could help partly fill the gap between formal and 
actual processes in ISM (Njenga & Brown, 2012; Shedden et al., 2010; Siponen et al., 
2006; Taylor & Brice, 2012). Paananen et al. (2020) point out that standards may be 
mandatory. Still, they provide little advice on development, something that is espe-
cially true in the area of information classification, where ISS best practice prescrip-
tions have proved to fall short (Niemimaa & Niemimaa, 2017). Organisations wishing 
to implement information classification as a part of their information security work 
can view the method as a “proof-of-concept”; it can serve as an example of how to 
proceed with such development based on the DPs. The method has been developed to 
improve the implementation in all kinds of organisations, not just public ones. This is 
conveyed, for example, through MR2: A method for information classification needs 
to be tailorable to different situations and contexts. In practice, it is expressed by, for 
instance, the possibility to add and remove security aspects or levels of consequence, 
but also by not mandating the labelling, for example. The method also explicitly sup-
ports the input of information with very varying granularity, such as a document ver-
sus a server running a service. Furthermore, the figures used to give an overview of the 
method can be read without supporting descriptions, creating an approachable sum-
mary of the method. However, most non-modelling experts will probably benefit from 
having a supporting description accompanying the models. 
This work also contributes to the context of information classification. Such contribu-
tions can be found in paper V (Lundgren & Bergström, 2019a), where the relationship 
between the activities information classification, risk analysis and security controls 
was explored. It was found that the risk analysis could be performed differently and 
play different roles. The traditional view of the ISRM process often described in the 
literature is first to classify the information, then perform a risk analysis, implement 
countermeasures and finally to monitor, maintain and improve (ISO/IEC 27000, 
2018; Straub & Welke, 1998). However, it was found that not following the traditional 
flow was perceived as something negative, regardless of whether an alternative ap-
proach worked for the organisation. Such insights might help encourage managers re-
sponsible for information security to make security work regardless of whether they 
perceive themselves as being compliant or not. 
Another contribution to practice is from paper IV (Bergström et al., 2019), which ex-
plores how six current ISRM challenges, originally identified by Fenz et al. (2014), are 
met in practice. These six challenges were refined, and 20 practical suggestions for 
organisations were given. Approximately half of these suggestions are not specific for 
information classification, but rather for other parts of the ISRM process. One exam-
ple includes describing, for example, the importance of using ethical and moral con-
sequences to motivate the ISRM process internally, rather than using laws and regu-
lations as a threat.  

7.2 L IMITATIONS 
Information classification is a multifaceted problem, and not one single measure will 
solve, for example, the subjective judgement issue. The developed method does not 
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claim to address all of the issues with information classification, but rather take it a 
step in the right direction. There are some limitations to this work that need to be 
discussed. Most of the empirical data has been collected in the public sector in Sweden. 
Therefore, the results may, to some extent, be limited by this context. The same con-
textual limitation applies to the evaluation of the DPs. Thus, there is a risk the findings 
are context-dependent and that it would be challenging to transfer them to the private 
sector or other countries. Hence it would be beneficial if the method were applied in 
other sectors and countries too, to allow for more general conclusions to be drawn 
from the results. Also, such implementations could provide additional evaluations of 
the method.  
Related to the context limitation is the possibility that the Swedish Civil Contingencies 
Agency is colouring the results, as they have an increasingly strong impact on the rec-
ommendations for the public sector in Sweden. The analysis of the collected classifi-
cation schemes shows that Swedish government agencies use several standards and 
approaches as a foundation for their classification approaches. This indicates that the 
limitation could be considered limited, but still not negligible. 
Another limitation is in the limited number of interviews performed with experts and 
novices, which means the results cannot be generalised statistically. The focus in this 
work has not been on statistical generalisations, but rather on the understanding of 
the information classification practice in organisations. Qualitative studies can lead to 
rich insights with sampling from a few respondents possessing expertise in a chosen 
area (Kvale, 1996; Patton, 2014). Additional interviews would have been desirable, but 
considering the extreme difficulties (Cram et al., 2019) in obtaining field data in the 
ISS field (Baskerville et al., 2018; Kotulic & Clark, 2004), opting for saturation of the 
chosen topics is a viable approach (Mason, 2002). 
There are also aspects of information classification that ultimately are organisational-
specific or even asset-specific. In those cases, no exact recommendations can be given. 
In practice, it is implied that the method applied in two different contexts can turn out 
very differently. To give one example: according to both the developed method and, 
for example, ISO/IEC 27005 (2018), the number of levels in the classification scheme 
could differ substantially. The consequence of different schemes could be that the in-
formation is valued differently. However, in the end, the protection of the information 
could be the same or similar regardless of the underlying classification scheme, as risk 
analysis and security controls are applied later on.  
The stakeholder perspective on participation in information classification workshops 
is limited. The focus has been on developing a method that supports the identification 
of stakeholders, rather than pointing out the stakeholders. This is done by giving ad-
vice on examples of roles to include, and by clearly assigning the responsibility of the 
classification. To explicitly point out the stakeholders for information classification is 
difficult. Organisational roles can have the same description in different organisations, 
but people holding the roles may have different knowledge and skills. What an indi-
vidual can contribute to the classification is what is sought after, not the role itself. 
This limitation is further discussed in the next section. 
The last limitation – or reflection – regarding the work on information classification, 
is what alternatives there are to performing information classification. The current 
body of literature, including the standards, seems to take for granted that information 
needs to be identified, valued and then subjected to risk analysis. Finally, security con-
trols are selected and implemented. It is hard to imagine an organisation not assessing 
the information they possess as a part of their information security work. Still, there 



CHAPTER 7  CONTRIBUTIONS AND OUTLOOKS  

 

109 

could be alternatives to the practices assumed by most organisations. One such alter-
native could be to skip the classification and implement rigorous access controls for 
all information. The obvious drawback of such an approach would be restricted access 
for less sensitive information. 

7.3 FUTURE WORK 
Many more aspects of information classification can be investigated. One aspect in-
tended to be investigated further is the relationship between information classification 
and security controls. Such an investigation could be used to complement the infor-
mation classification method. The relationship was described as a part of DSR cycle 3, 
but the focus could be to investigate further how organisations handle the relationship 
in practice. Specifically, the attention could be directed at what role risk analysis 
should play in such a scenario, and how risks are handled in organisations using such 
practice.  
Another idea related to the relationship between information classification and secu-
rity controls is to make the implicit relation explicit by developing support for infor-
mation classification participants. Such support could be seen as a mirror image of the 
information classification scheme. The levels of the consequence of a loss of confiden-
tiality, integrity and availability can be mapped to levels of security controls. 
Cherdantseva and Hilton (2013) presented a Reference Model of Information Assur-
ance & Security (RMIAS) which is similar to what is suggested here. The differences 
lie in the execution, where RIMAS tries to be very generic and suitable for “purposes 
such as education, benchmarking, consultancy, the facilitation of communication, se-
curity policy development and others.” (Cherdantseva, 2014 pp. 287) RIMAS is based 
on a security development life cycle, information taxonomy, security goals and security 
measures. A future approach could be based on parts of the information taxonomy, 
focus on CIA, and connect the security controls from an information classification per-
spective. 
Another avenue worth exploring is the relation to information sharing. When sharing 
information between organisations, the classification scheme itself only states how 
valuable the information is to the organisation. It is based on the own organisation’s 
needs but does not say how it is protected. For the receiving organisation, that means 
that they know how valuable the information is for the sending organisation, but not 
how to protect it. This issue is also identified by, for example, Cherdantseva and Hilton 
(2013), who argue for a consensus use of classification schemes. In practice, it is hard 
to achieve, and ultimately it does not imply the same level of protection. The ISTLP 
(ENISA, 2013) was developed by ENISA as a protocol for supporting the sharing of 
information between different countries’ CERTs. ISTLP focuses on the usage of the 
information sent between organisations and describes four levels of how the infor-
mation can be shared and used.  The aim of future work could be to develop a proof-
of-concept that can be used by organisations for mapping their classification scheme 
to security controls on a more general level. 
Also, as was discussed in the limitations section, the stakeholder perspective and com-
petences could be explored further. First, there is the question about complementing 
the method with an approach that better identifies the stakeholders that need to par-
ticipate in a particular information classification. Secondly, it might be interesting to 
explore the competencies required to participate in the classification. Thirdly, how 
teams that perform the classification can be constructed based on competencies. Sev-
eral existing approaches try to define the competencies needed in ISMS or ISRM, e.g. 
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the European standard, e-Competence Framework (EN 16234-1:2019, 2019), the 
Competence requirements for information security management systems profession-
als (ISO/IEC 27021, 2017), and the Cybersecurity Workforce Framework from NIST 
(Newhouse et al., 2017). However, they all provide a high-level view of information 
classification, and, for example, the ISO/IEC 27021 (2017) mention classification as 
part of the competence “documentation” rather than outlining what competence is 
needed for classification. A study on the skills and knowledge required to perform in-
formation classification could be very valuable for those responsible for information 
classification when they are assigning classification teams. A more detailed compe-
tency map could bring more clarity on who to include and why. Additionally, better 
team composition from a competence perspective could also potentially reduce the 
subjective judgement associated with information classification.  
To sum up, information classification would benefit from more attention from practi-
tioners and researchers. To know the value of the information in an organisation is 
central to keeping the information protected – still, it is a bit of a neglected area. The 
socio-technical aspects of information security are increasing in importance. New laws 
and regulations demand more from organisations possessing information. More and 
more individuals work with information security-related tasks. Together this makes 
information classification an increasingly important area of research and one worth 
exploring more! 
 
 
 



 

111 

 

 
REFERENCES 

 
 
  



 

112 

 



 

113 

 

 

 

 

 

 
REFERENCES 
Agrawal, V. (2017, 26-28 June). A Framework for the Information Classification in ISO 

27005 Standard. Proceedings of the 4th International Conference on Cyber 
Security and Cloud Computing (CSCloud), New York, USA. 

Åhlfeldt, R.-M., Andersén, A., Eriksson, N., Nohlberg, M., Bergström, E., & Fischer-
Hübner, S. (2015). Kompetensbehov och kompetensförsörjning inom 
informationssäkerhet från ett samhällsperspektiv [Competence needs and 
provision of information security from a societal perspective] (HS-IIT-TR-15-
001). School of Informatics, University of Skövde.  

Åhlfeldt, R.-M., Spagnoletti, P., & Sindre, G. (2007). Improving the Information Security 
Model by using TFI. In H. Venter, M. Eloff, L. Labuschagne, J. Eloff, & R. Solms 
(Eds.), New Approaches for Security, Privacy and Trust in Complex 
Environments (Vol. 232, pp. 73-84). Springer US. https://doi.org/10.1007/978-
0-387-72367-9_7 

Aksentijevic, S., Tijan, E., & Agatic, A. (2011, 23-27 May). Information security as utilization 
tool of enterprise information capital. Proceedings of the 34th International 
Convention on Information and Communication, Technology, Electronics and 
Microelectronics (MIPRO), Opatija, Croatia. 

Al-Fedaghi, S. (2008, 9-12 December). On Information Lifecycle Management 
Proceedings of the 3rd Asia-Pacific Services Computing Conference (APSCC), 
Yilan, Taiwan.  

Alaskar, M., Vodanovich, S., & Shen, K. N. (2015, 5-8 January). Evolvement of Information 
Security Research on Employees' Behavior: A Systematic Review and Future 
Direction. Proceedings of the 48th Hawaii International Conference on System 
Sciences (HICSS), Hawaii, USA. 

Alberts, C. J., & Dorofee, A. (2002). Managing information security risks: the OCTAVE 
approach. Addison-Wesley Longman Publishing Co., Inc.  

Alqudah, B. I., & Nair, S. (2011). Toward Multi-Service Electronic Medical Records 
Structure. In S. C. Suh, V. P. Gurupur, & M. M. Tanik (Eds.), Biomedical 
Engineering (pp. 243-254). Springer New York. https://doi.org/10.1007/978-1-
4614-0116-2_19  

Andersson, H., Andersson, J.-O., Björck, F., Eriksson, M., Eriksson, R., Lundberg, R., 
Patrickson, M., & Starkerud, K. (2011). Verksamhetsanalys [Business analysis]. 
https://www.informationssakerhet.se/siteassets/gamla-metodstodet-for-lis/2.-
analysera/verksamhetsanalys.pdf 

https://doi.org/10.1007/978-0-387-72367-9_7
https://doi.org/10.1007/978-0-387-72367-9_7
https://doi.org/10.1007/978-1-4614-0116-2_19
https://doi.org/10.1007/978-1-4614-0116-2_19
https://www.informationssakerhet.se/siteassets/gamla-metodstodet-for-lis/2.-analysera/verksamhetsanalys.pdf
https://www.informationssakerhet.se/siteassets/gamla-metodstodet-for-lis/2.-analysera/verksamhetsanalys.pdf


REFERENCES 

 

114 

Ashenden, D. (2008). Information Security management: A human challenge? 
Information Security Technical Report, 13(4), 195-201. 
https://doi.org/10.1016/j.istr.2008.10.006  

Australian Government. (2020). 8 Sensitive and security classified information. Attorney-
General’s Department, Australian Government. 
https://protectivesecurity.govcms.gov.au/sites/default/files/2020-03/Policy8-
Sensitive_and_security_classified_information-24March2020.pdf 

Axelrod, C. W., Bayuk, J. L., & Schutzer, D. (2009). Enterprise Information Security and 
Privacy. Artech House.  

Aydin, M. N., & Harmsen, F. (2002). Making a Method Work for a Project Situation in the 
Context of CMM. In M. Oivo & S. Komi-Sirviö (Eds.), Product Focused Software 
Process Improvement. PROFES 2002 (pp. 158-171). Springer Berlin Heidelberg. 
https://doi.org/10.1007/3-540-36209-6_15  

Ayres, L. (2008). Thematic coding and analysis. The Sage encyclopedia of qualitative 
research methods, 868-869. https://doi.org/10.4135/9781412963909.n451  

Ayyagari, R., Grover, V., & Purvis, R. (2011). Technostress: technological antecedents and 
implications. Mis Quarterly, 35(4), 831-858. https://doi.org/10.2307/41409963  

Baškarada, S. (2009). Analysis of Data. In Information Quality Management Capability 
Maturity Model (pp. 139-221). Vieweg+Teubner. https://doi.org/10.1007/978-3-
8348-9634-6_4  

Baskerville, R., Rowe, F., & Wolff, F.-C. (2018). Integration of Information Systems and 
Cybersecurity Countermeasures: An Exposure to Risk Perspective. SIGMIS 
Database, 49(1), 33-52. https://doi.org/10.1145/3184444.3184448  

Baskerville, R., Spagnoletti, P., & Kim, J. (2014). Incident-centered information security: 
Managing a strategic balance between prevention and response. Information & 
Management, 51(1), 138-151. https://doi.org/10.1016/j.im.2013.11.004  

Baskerville, R. L. (1999). Investigating information systems with action research. 
Communications of the AIS, 2(3), 4. https://doi.org/10.17705/1CAIS.00219  

Bayuk, J. (2009). Data-centric security. Computer Fraud & Security, 2009(3), 7-11. 
https://doi.org/10.1016/S1361-3723(09)70032-6  

Bayuk, J. (2010, 5-8 October). The utility of security standards Proceedings of the 44th 
Annual International Carnahan Conference on Security Technology (ICCST), San 
Jose, CA., USA.  

Benbasat, I., & Weber, R. (1996). Research Commentary: Rethinking "Diversity" in 
Information Systems Research. Information Systems Research, 7(4), 389-399. 
https://doi.org/10.1287/isre.7.4.389  

Benbasat, I., & Zmud, R. W. (2003). The identity crisis within the is discipline: defining 
and communicating the discipline's core properties. Mis Quarterly, 27(2), 183-
194. https://doi.org/10.2307/30036527  

Bergström, E., Anteryd, F., & Åhlfeldt, R.-M. (2018, 26-28 March). Information 
Classification Policies: An Exploratory Investigation. Proceedings of the Annual 
Information Institute Conference, Las Vegas, NV., USA. 

Bergström, E., & Lundgren, M. (2019). Stress Amongst Novice Information Security Risk 
Management Practitioners. Intl. Journal on Cyber Situational Awareness, 4(1), 
128-154. https://doi.org/10.22619/IJCSA.2019.100128  

Bergström, E., Lundgren, M., & Ericson, Å. (2019). Revisiting Information Security Risk 
Management Challenges: A Practice Perspective. Information and Computer 
Security, 27(3), 358-372. https://doi.org/10.1108/ICS-09-2018-0106  

Bergström, E., & Söderström, E. (2014). Reference Implementations - Usages And The 
Quest For A Definition. In I. Mijatovic & K. Jakobs (Eds.), EURAS 2014 (pp. 17-
31). Wissenschaftsverlag Mainz.  

Bergström, E., & Åhlfeldt, R.-M. (2014). Information Classification Issues. In K. Bernsmed 
& S. Fischer-Hübner (Eds.), Secure IT Systems. NordSec 2014.  Lecture Notes in 

https://doi.org/10.1016/j.istr.2008.10.006
https://protectivesecurity.govcms.gov.au/sites/default/files/2020-03/Policy8-Sensitive_and_security_classified_information-24March2020.pdf
https://protectivesecurity.govcms.gov.au/sites/default/files/2020-03/Policy8-Sensitive_and_security_classified_information-24March2020.pdf
https://doi.org/10.1007/3-540-36209-6_15
https://doi.org/10.4135/9781412963909.n451
https://doi.org/10.2307/41409963
https://doi.org/10.1007/978-3-8348-9634-6_4
https://doi.org/10.1007/978-3-8348-9634-6_4
https://doi.org/10.1145/3184444.3184448
https://doi.org/10.1016/j.im.2013.11.004
https://doi.org/10.17705/1CAIS.00219
https://doi.org/10.1016/S1361-3723(09)70032-6
https://doi.org/10.1287/isre.7.4.389
https://doi.org/10.2307/30036527
https://doi.org/10.22619/IJCSA.2019.100128
https://doi.org/10.1108/ICS-09-2018-0106


REFERENCES  

 

115 

Computer Science, vol 8788 (pp. 27-41). Springer International Publishing. 
https://doi.org/10.1007/978-3-319-11599-3_2  

Bergström, E., & Åhlfeldt, R.-M. (2015). Information Classification Enablers. In J. Garcia-
Alfaro, E. Kranakis, & G. Bonfante (Eds.), Foundations and Practice of Security. 
FPS 2015. Lecture Notes in Computer Science, vol 9482. (pp. 268-276). Springer 
International Publishing. https://doi.org/10.1007/978-3-319-30303-1_17  

Bergström, E., Åhlfeldt, R.-M., & Anteryd, F. (2016). Informationsklassificering och 
säkerhetsåtgärder [Information classification and security controls] (HS‐IIT‐
TR‐16‐002). School of Informatics, University of Skövde.  

Blazic, A. J., & Saljic, S. (2010, 10-16 February). Confidentiality Labeling Using Structured 
Data Types. Proceedings of the Fourth International Conference on Digital 
Society, St. Maarten, Netherlands Antilles. 

Blyth, A., & Kovacich, G. L. (2006a). IA and Software. In Information Assurance (pp. 191-
212). Springer London. https://doi.org/10.1007/1-84628-489-9_14  

Blyth, A., & Kovacich, G. L. (2006b). Security Standards. In Information Assurance (pp. 
235-240). Springer London. https://doi.org/10.1007/1-84628-489-9_17  

Booysen, H. A. S., & Eloff, J. H. P. (1995). Classification of objects for improved access 
control. Computers & Security, 14(3), 251-265. https://doi.org/10.1016/0167-
4048(95)00001-O  

Braa, K., & Vidgen, R. (1999). Interpretation, intervention, and reduction in the 
organizational laboratory: a framework for in-context information system 
research. Accounting, Management and Information Technologies, 9(1), 25-47. 
https://doi.org/10.1016/s0959-8022(98)00018-6  

Breier, J. (2014). Asset Valuation Method for Dependent Entities. Journal of Internet 
Services and Information Security, 4(3), 72-81. 
https://doi.org/10.22667/JISIS.2014.08.31.072  

Breier, J., & Schindler, F. (2014). Assets Dependencies Model in Information Security Risk 
Management. In Linawati, M. S. Mahendra, E. J. Neuhold, A. M. Tjoa, & I. You 
(Eds.), Information and Communication Technology. ICT-EurAsia 2014, Lecture 
Notes in Computer Science, vol 8407 (pp. 405-412). Springer Berlin Heidelberg.  

Brinkkemper, S. (1996). Method engineering: engineering of information systems 
development methods and tools. Information and Software Technology, 38(4), 
275-280. https://doi.org/10.1016/0950-5849(95)01059-9  

Bryman, A., & Bell, E. (2011). Business Research Methods (3rd ed.). Oxford University 
Press, USA.  

Bunker, G. (2012). Technology is not enough: Taking a holistic view for information 
assurance. Information Security Technical Report, 17(1–2), 19-25. 
https://doi.org/10.1016/j.istr.2011.12.002  

Burnap, P., & Hilton, J. (2009, 1-7 February). Self Protecting Data for De-perimeterised 
Information Sharing Proceedings of the Third International Conference on 
Digital Society (ICDS '09) Cancun, Mexico.  

Cabinet Office. (2018). Government Security Classifications May 2018 Version 1.1. 
Cabinet Office. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/715778/May-2018_Government-Security-Classifications-
2.pdf 

Caralli, R. A., Stevens, J. F., Young, L. R., & Wilson, W. R. (2007). Introducing octave 
allegro: Improving the information security risk assessment process. Software 
Engineering Institute, Carnegie Mellon University. 
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2007_005_001_14
885.pdf 

Checkland, P. (1981). Systems thinking, systems practice. Wiley.  

https://doi.org/10.1007/978-3-319-11599-3_2
https://doi.org/10.1007/978-3-319-30303-1_17
https://doi.org/10.1007/1-84628-489-9_14
https://doi.org/10.1007/1-84628-489-9_17
https://doi.org/10.1016/0167-4048(95)00001-O
https://doi.org/10.1016/0167-4048(95)00001-O
https://doi.org/10.1016/s0959-8022(98)00018-6
https://doi.org/10.22667/JISIS.2014.08.31.072
https://doi.org/10.1016/0950-5849(95)01059-9
https://doi.org/10.1016/j.istr.2011.12.002
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2007_005_001_14885.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2007_005_001_14885.pdf


REFERENCES 

 

116 

Checkland, P., & Holwell, S. (1998). Action Research: Its Nature and Validity [journal 
article]. Systemic Practice and Action Research, 11(1), 9-21. 
https://doi.org/10.1023/a:1022908820784  

Cherdantseva, Y. (2014). Secure* BPMN-a graphical extension for BPMN 2.0 based on a 
reference model of information assurance & security [Doctoral dissertation, 
Cardiff University]. http://orca.cf.ac.uk/74432/7/cherdantsevay.pdf 

Cherdantseva, Y., & Hilton, J. (2013, 2-6 September). A Reference Model of Information 
Assurance & Security. Proceedings of the Eighth International Conference on 
Availability, Reliability and Security (ARES), Regensburg, Germany. 

Cho, J. Y., & Lee, E.-H. (2014). Reducing confusion about grounded theory and qualitative 
content analysis: Similarities and differences. The Qualitative Report, 19(32), 1.  

Clinch, J. (2009). ITIL V3 and Information Security. AXELOS.com. 
https://www.axelos.com/case-studies-and-white-papers/itil-v3-and-
information-security 

Coles-Kemp, L. (2009). Information security management: An entangled research 
challenge. Information Security Technical Report, 14(4), 181-185. 
https://doi.org/10.1016/j.istr.2010.04.005  

Collard, G., Ducroquet, S., Disson, E., & Talens, G. (2017, 10-12 May). A definition of 
Information Security Classification in cybersecurity context. Proceedings of the 
11th International Conference on Research Challenges in Information Science 
(RCIS), Brighton, UK. 

Collette, R. (2006). Overcoming obstacles to data classification [information security]. 
Computer Economics Report (International Edition), 28(4), 8-11.  

Cram, W. A., D’Arcy, J., & Proudfoot, J. G. (2019). Seeing the Forest and the Trees: A Meta-
Analysis of the Antecedents to Information Security Policy Compliance. MIS 
Quarterly, 43(2), 525-554. https://doi.org/10.25300/MISQ/2019/15117  

Creswell, J. W. (2009). Research Design Qualitative, Quantitative, and Mixed Methods 
Approaches (Third ed.). SAGE Publications Inc.  

Cronholm, S., & Ågerfalk, P. J. (1999). On the concept of method in information systems 
development (19). (Linköping Electronic Articles in Computer and Information 
Science, Issue 4). Linköping University Electronic Press. 
https://www.ep.liu.se/ea/cis/1999/019/cis99019.pdf 

Cybersecurity Ventures. (2018). 2019 Official Annual Cybercrime Report. Cybersecurity 
Ventures. https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-
HG-2019-Official-Annual-Cybercrime-Report.pdf 

D'Arcy, J., Herath, T., & Shoss, M. K. (2014). Understanding Employee Responses to 
Stressful Information Security Requirements: A Coping Perspective. Journal of 
Management Information Systems, 31(2), 285-318. 
https://doi.org/10.2753/MIS0742-1222310210  

Dakova, J., Antunes, P., & Chiu, Y.-T. (2018, 26-30 June). A Pluralistic Approach to 
Information Valuation. Proceedings of the 22nd Pacific Asia Conference on 
Information Systems (PACIS), Yokohama, Japan. 

Demsky, B. (2011). Cross-application data provenance and policy enforcement. ACM 
Transactions on Information and System Security, 14(1), 1-22. 
https://doi.org/10.1145/1952982.1952988  

Department for Business, Innovation & Skills Cabinet Office. (2013). UK cyber security 
standards: research report. Department for Business, Innovation & Skills 
Cabinet Office. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-
research-report.pdf 

Department for Culture, Media & Sport,. (2016). Cyber Security Breaches Survey 2016 
Main Report. Department for Culture, Media & Sport. 

https://doi.org/10.1023/a:1022908820784
http://orca.cf.ac.uk/74432/7/cherdantsevay.pdf
https://www.axelos.com/case-studies-and-white-papers/itil-v3-and-information-security
https://www.axelos.com/case-studies-and-white-papers/itil-v3-and-information-security
https://doi.org/10.1016/j.istr.2010.04.005
https://doi.org/10.25300/MISQ/2019/15117
https://www.ep.liu.se/ea/cis/1999/019/cis99019.pdf
https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
https://doi.org/10.2753/MIS0742-1222310210
https://doi.org/10.1145/1952982.1952988
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf


REFERENCES  

 

117 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/fil
e/521465/Cyber_Security_Breaches_Survey_2016_main_report_FINAL.pdf 

Dhillon, G. (2007). Principles of information systems security: text and cases. John Wiley 
& Sons.  

Dhillon, G., & Backhouse, J. (1996). Risks in the use of information technology within 
organizations. International Journal of Information Management, 16(1), 65-74. 
https://doi.org/https://doi.org/10.1016/0268-4012(95)00062-3  

Dhillon, G., & Backhouse, J. (2001). Current directions in IS security research: towards 
socio-organizational perspectives. Information Systems Journal, 11(2), 127-153. 
https://doi.org/10.1046/j.1365-2575.2001.00099.x  

Diamantopoulou, V., Tsohou, A., & Karyda, M. (2020). From ISO/IEC 27002:2013 
Information Security Controls to Personal Data Protection Controls: Guidelines 
for GDPR Compliance. In S. Katsikas, F. Cuppens, N. Cuppens, C. 
Lambrinoudakis, C. Kalloniatis, J. Mylopoulos, A. Antón, S. Gritzalis, F. Pallas, J. 
Pohle, A. Sasse, W. Meng, S. Furnell, & J. Garcia-Alfaro (Eds.), Computer 
Security. CyberICPS 2019, SECPRE 2019, SPOSE 2019, ADIoT 2019. Lecture 
Notes in Computer Science, vol 11980. (pp. 238-257). Springer International 
Publishing.  

Dijkman, R., Hofstetter, J., & Koehler, J. (2011). Business Process Model and Notation. 
Springer, Berlin, Heidelberg.  

Dumas, M., La Rosa, M., Mendling, J., & Reijers, H. (2013). Process Identification. In 
Fundamentals of Business Process Management. Springer Berlin Heidelberg. 
https://doi.org/10.1007/978-3-642-33143-5_2  

DuraiPandian, N., & Chellappan, C. (2006, 11-13 April). Dynamic information security level 
reclassification. Proceedings of the 2006 IFIP International Conference on 
Wireless and Optical Communications Networks, Bangalore, India. 

Eloff, J. H. P., Holbein, R., & Teufel, S. (1996). Security classification for documents. 
Computers & Security, 15(1), 55-71. https://doi.org/10.1016/0167-
4048(95)00023-2  

EN 16234-1:2019. (2019). e-Competence Framework (e-CF) - A common European 
Framework for ICT Professionals in all industry sectors - Part 1: Framework. 
European Committee For Standardization.  

ENISA. (2013). Security certification practice in the EU: Information Security 
Management Systems - A case study, v.1, October 2013. ENISA. 
https://www.enisa.europa.eu/publications/security-certification-practice-in-
the-eu-information-security-management-systems-a-case-
study/at_download/fullReport 

Escalante, D., & Korty, A. J. (2011). Cloud Services: Policy and Assessment. EDUCAUSE 
Review, 46(4), 60-61.  

Etges, R., & McNeil, K. (2006). Understanding data classification based on business and 
security requirements. ISACA Information Systems Control Journal, 5(1), 1-8.  

Everett, C. (2011). Building solid foundations: the case for data classification. Computer 
Fraud & Security, 2011(6), 5-8. https://doi.org/10.1016/S1361-3723(11)70060-4  

Farn, K.-J., Lin, S.-K., & Lo, C.-C. (2008). A study on e-Taiwan information system security 
classification and implementation. Computer Standards & Interfaces, 30(1–2), 1-
7. https://doi.org/10.1016/j.csi.2007.07.001  

Feinberg, L. E. (2004). FOIA, federal information policy, and information availability in a 
post-9/11 world. Government Information Quarterly, 21(4), 439-460. 
https://doi.org/10.1016/j.giq.2004.08.004  

Feldman, M. S., & Orlikowski, W. J. (2011). Theorizing Practice and Practicing Theory. 
Organization Science, 22(5), 1240-1253. https://doi.org/10.1287/orsc.1100.0612  

Fenz, S., Heurix, J., Neubauer, T., & Pechstein, F. (2014). Current challenges in information 
security risk management. Information Management & Computer Security, 
22(5), 410-430. https://doi.org/10.1108/IMCS-07-2013-0053  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521465/Cyber_Security_Breaches_Survey_2016_main_report_FINAL.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521465/Cyber_Security_Breaches_Survey_2016_main_report_FINAL.pdf
https://doi.org/https:/doi.org/10.1016/0268-4012(95)00062-3
https://doi.org/10.1046/j.1365-2575.2001.00099.x
https://doi.org/10.1007/978-3-642-33143-5_2
https://doi.org/10.1016/0167-4048(95)00023-2
https://doi.org/10.1016/0167-4048(95)00023-2
https://www.enisa.europa.eu/publications/security-certification-practice-in-the-eu-information-security-management-systems-a-case-study/at_download/fullReport
https://www.enisa.europa.eu/publications/security-certification-practice-in-the-eu-information-security-management-systems-a-case-study/at_download/fullReport
https://www.enisa.europa.eu/publications/security-certification-practice-in-the-eu-information-security-management-systems-a-case-study/at_download/fullReport
https://doi.org/10.1016/S1361-3723(11)70060-4
https://doi.org/10.1016/j.csi.2007.07.001
https://doi.org/10.1016/j.giq.2004.08.004
https://doi.org/10.1287/orsc.1100.0612
https://doi.org/10.1108/IMCS-07-2013-0053


REFERENCES 

 

118 

Fenz, S., Plieschnegger, S., & Hobel, H. (2016). Mapping information security standard ISO 
27002 to an ontological structure. Information and Computer Security, 24(5), 
452-473. https://doi.org/10.1108/ICS-07-2015-0030  

Fernandez, A., & Garcia, D. F. (2016, 24-26 August). Complex vs. simple asset modeling 
approaches for information security risk assessment: Evaluation with MAGERIT 
methodology. Proceedings of the Sixth International Conference on Innovative 
Computing Technology (INTECH), Dublin, Ireland. 

Fibikova, L., & Müller, R. (2011). A Simplified Approach for Classifying Applications. In N. 
R. Pohlmann, Helmut; Schneider, Wolfgang (Ed.), ISSE 2010 Securing Electronic 
Business Processes (pp. 39-49). Vieweg+Teubner. https://doi.org/10.1007/978-
3-8348-9788-6_4  

Fitzgerald, B., Russo, N., L., & Stolterman, E. (2002). Information Systems Development: 
Methods-in-Action. McGraw-Hill Higher Education.  

Foroughi, F. (2008, 2-4 July). Information asset valuation method for information 
technology security risk assessment. Proceedings of the World Congress on 
Engineering, London, UK. 

Freeman, E. (2011). Information and Computer Security Risk Management. In S. Ghosh & 
E. Turrini (Eds.), Cybercrimes: A Multidisciplinary Analysis (pp. 151-163). 
Springer Berlin Heidelberg. https://doi.org/10.1007/978-3-642-13547-7_8  

Gantz, S. D., & Philpott, D. R. (2013). Chapter 2 - Federal Information Security 
Fundamentals. In S. D. Gantz & D. R. Philpott (Eds.), FISMA and the Risk 
Management Framework The New Practice of Federal Cyber Security (pp. 23-
52). Syngress. https://doi.org/10.1016/B978-1-59-749641-4.00002-3  

Gerber, M., & von Solms, R. (2005). Management of risk in the information age. Computers 
& Security, 24(1), 16-30. https://doi.org/10.1016/j.cose.2004.11.002  

Gerber, M., & von Solms, R. (2008). Information security requirements – Interpreting the 
legal aspects. Computers & Security, 27(5–6), 124-135. 
https://doi.org/10.1016/j.cose.2008.07.009  

Ghernaouti-Helie, S., Simms, D., & Tashi, I. (2011, 7-9 September). Protecting Information 
in a Connected World: A Question of Security and of Confidence in Security 
Proceedings of the 14th International Conference on Network-Based Information 
Systems (NBiS), Tirana, Albania.  

Gikas, C. (2010). A General Comparison of FISMA, HIPAA, ISO 27000 and PCI-DSS 
Standards. Information Security Journal: A Global Perspective, 19(3), 132-141. 
https://doi.org/10.1080/19393551003657019  

Gillies, A. (2011). Improving the quality of information security management systems with 
ISO27000. The TQM Journal, 23(4), 367-376. 
https://doi.org/10.1108/17542731111139455  

Glynn, S. (2011). Getting To Grips With Data Classification. Database and Network 
Journal, 41(1), 8-9.  

Goldkuhl, G., & Karlsson, F. (Accepted). Method Engineering as Design Science. Journal 
of the Association for Information Systems.  

Goldkuhl, G., Lind, M., & Seigerroth, U. (1998). Method integration: the need for a learning 
perspective. IEE Proceedings - Software, 145(4), 113-118. 
https://doi.org/10.1049/ip-sen:19982197  

Grandison, T., Bilger, M., O'Connor, L., Graf, M., Swimmer, M., Schunter, M., Wespi, A., & 
Zunic, N. (2007, 21-21 May). Elevating the Discussion on Security Management: 
The Data Centric Paradigm Proceedings of the 2nd IEEE/IFIP International 
Workshop on Business-Driven IT Management (BDIM), Munich, Germany.  

Gregor, S. (2002). Design theory in information systems. Australasian Journal of 
Information Systems, 10(1), 14-22. https://doi.org/10.3127/ajis.v10i1.439  

Gregor, S., & Hevner, A. R. (2013). Positioning and presenting design science research for 
maximum impact. Mis Quarterly, 37(2), 337-356. 
https://doi.org/10.25300/MISQ/2013/37.2.01  

https://doi.org/10.1108/ICS-07-2015-0030
https://doi.org/10.1007/978-3-8348-9788-6_4
https://doi.org/10.1007/978-3-8348-9788-6_4
https://doi.org/10.1007/978-3-642-13547-7_8
https://doi.org/10.1016/B978-1-59-749641-4.00002-3
https://doi.org/10.1016/j.cose.2004.11.002
https://doi.org/10.1016/j.cose.2008.07.009
https://doi.org/10.1080/19393551003657019
https://doi.org/10.1108/17542731111139455
https://doi.org/10.1049/ip-sen:19982197
https://doi.org/10.3127/ajis.v10i1.439
https://doi.org/10.25300/MISQ/2013/37.2.01


REFERENCES  

 

119 

Gregor, S. D., & Jones, D. (2007). The anatomy of a design theory. Journal of the 
Association for Information Systems, 8(5), 312-335. 
http://hdl.cqu.edu.au/10018/10454  

Grimaila, M. R., & Fortson, L. W. (2007, 1-5 April). Towards an Information Asset-Based 
Defensive Cyber Damage Assessment Process. Proceedings of the 2007 IEEE 
Symposium on Computational Intelligence in Security and Defense Applications 
(CISDA), Honolulu, HI, USA. 

Hayat, Z., Reeve, J., Boutle, C., & Field, M. (2006, 23-25 October). Information Security 
Implications of Autonomous Systems. Proceedings of the IEEE Military 
Communications Conference 2006 (MILCOM), Washington, DC, USA. 

Hayes, J. (2008). Have data will travel - [IT security]. Engineering & Technology, 3(15), 
60-61. https://doi.org/10.1049/et:20081510  

Hevner, A., & Chatterjee, S. (2010). Design Research in Information Systems: Theory and 
Practice. Springer US.  

Hevner, A. R., March, S. T., Park, J., & Ram, S. (2004). Design science in information 
systems research. Mis Quarterly, 28(1), 75-105. 
https://doi.org/10.2307/25148625  

Horne, C. A., Maynard, S. B., & Ahmad, A. (2019, 15 December). A Theory on Information 
Security: A Pilot Study. Proceedings of the 14th Pre-ICIS Workshop on 
Information Security and Privacy, Munich, Germany. 

Hsu, C., Lee, J.-N., & Straub, D. W. (2012). Institutional Influences on Information Systems 
Security Innovations. Information Systems Research, 23(3-part-2), 918-939. 
https://doi.org/10.1287/isre.1110.0393  

IBM Security. (2016). IBM X-Force Threat Intelligence Report 2016.  
Iivari, J., Hirschheim, R., & Klein, H. K. (2000). A Dynamic Framework for Classifying 

Information Systems Development Methodologies and Approaches. Journal of 
Management Information Systems, 17(3), 179-218. 
https://doi.org/10.1080/07421222.2000.11045656  

ISACA. (2012). COBIT 5 Enabling Processes. ISACA.  
ISO/IEC 27000. (2018). Information technology – Security techniques – Information 

security management systems – Overview and vocabulary.  
ISO/IEC 27001. (2017). Information technology – Security techniques – Information 

security management systems – Requirements.  
ISO/IEC 27002. (2017). Information technology – Security techniques – Code of practice 

for information security controls.  
ISO/IEC 27003. (2017). Information technology – Security techniques – Information 

security management systems – Guidance.  
ISO/IEC 27005. (2018). Information technology – Security techniques – Information 

security risk management.  
ISO/IEC 27021. (2017). Information technology – Security techniques – Competence 

requirements for information security management systems professionals.  
Jafari, M., & Fathian, M. (2007). Management Advantages of Object Classification in Role-

Based Access Control (RBAC). In I. Cervesato (Ed.), Advances in Computer 
Science – ASIAN 2007. Computer and Network Security. (Vol. 4846, pp. 95-110). 
Springer Berlin Heidelberg. https://doi.org/10.1007/978-3-540-76929-3_11  

Janczewski, L., & Xinli Shi, F. (2002). Development of Information Security Baselines for 
Healthcare Information Systems in New Zealand. Computers & Security, 21(2), 
172-192. https://doi.org/10.1016/S0167-4048(02)00212-2  

Jayaratna, N. (1994). Understanding and Evaluating Methodologies: NIMSAD, a 
Systematic Framework. McGraw-Hill, Inc.  

Johannesson, P., & Perjons, E. (2014). An introduction to design science. Springer 
International Publishing Switzerland.  

http://hdl.cqu.edu.au/10018/10454
https://doi.org/10.1049/et:20081510
https://doi.org/10.2307/25148625
https://doi.org/10.1287/isre.1110.0393
https://doi.org/10.1080/07421222.2000.11045656
https://doi.org/10.1007/978-3-540-76929-3_11
https://doi.org/10.1016/S0167-4048(02)00212-2


REFERENCES 

 

120 

Johnson, M. E., Goetz, E., & Pfleeger, S. L. (2009). Security through Information Risk 
Management. Security & Privacy, IEEE, 7(3), 45-52. 
https://doi.org/10.1109/msp.2009.77  

Kaarst-Brown, M. L., & Thompson, E. D. (2015, 4-6 June). Cracks in the Security 
Foundation: Employee Judgments about Information Sensitivity. Proceedings of 
the 2015 ACM SIGMIS Conference on Computers and People Research, Newport 
Beach, CA, USA. 

Kane, G., & Koppel, L. (2013). Chapter 1 - Information Protection Function One: 
Governance. In G. K. Kane, Lorna (Ed.), Information Security (pp. 1-11). Elsevier. 
https://doi.org/10.1016/B978-0-12-417232-6.00001-1  

Karlsson, F., & Wistrand, K. (2006). Combining method engineering with activity theory: 
theoretical grounding of the method component concept. European Journal of 
Information Systems, 15(1), 82-90. 
https://doi.org/10.1057/palgrave.ejis.3000596  

Karlsson, F., & Ågerfalk, P. J. (2009). Towards Structured Flexibility in Information 
Systems Development: Devising a Method for Method Configuration. Journal of 
Database Management, 20(3), 51-75. https://doi.org/10.4018/jdm.2009070103  

Kindervag, J., Shey, H., & Mak, K. (2015). The Future Of Data Security And Privacy: 
Growth And Competitive Differentiation. Forrester Research, Inc. 
https://www.forrester.com/report/The+Future+Of+Data+Security+And+Privac
y+Growth+And+Competitive+Differentiation/-/E-RES61244 

Kitchenham, B., & Charters, S. (2007). Guidelines for performing Systematic Literature 
Reviews in Software Engineering (Vol 5.). EBSE Technical Report EBSE-2007-
01. https://community.dur.ac.uk/ebse/resources/guidelines/Systematic-
reviews-5-8.pdf 

Klink, M. R. d. v., & Boon, J. (2003). Competencies: the triumph of a fuzzy concept. 
International Journal of Human Resources Development and Management, 
3(2), 125-137. https://doi.org/10.1504/ijhrdm.2003.002415  

Kokolakis, S., & Lambrinoudakis, C. (2005). ICT Security Standards for Healthcare 
Applications. The European Journal for the Informatics Professional, 1(4), 47-
54.  

Kolkowska, E. (2013). A method for analyzing value-based compliance in systems security 
[Doctoral dissertation, Örebro University]. Örebro. http://www.diva-
portal.org/smash/record.jsf?pid=diva2%3A607584&dswid=-7990 

Kotulic, A. G., & Clark, J. G. (2004). Why there aren't more information security research 
studies. Information and Management, 41(5), 597-607. 
https://doi.org/10.1016/j.im.2003.08.001  

Kraemer, S., Carayon, P., & Clem, J. (2009). Human and organizational factors in computer 
and information security: Pathways to vulnerabilities. Computers & Security, 
28(7), 509-520. https://doi.org/10.1016/j.cose.2009.04.006  

Ku, C.-Y., Chang, Y.-W., & Yen, D. C. (2009). National information security policy and its 
implementation: A case study in Taiwan. Telecommunications Policy, 33(7), 371-
384. https://doi.org/10.1016/j.telpol.2009.03.002  

Kuechler, W., & Vaishnavi, V. (2012). A Framework for Theory Development in Design 
Science Research: Multiple Perspectives. Journal of the Association for 
Information Systems, 13(6). https://doi.org/10.17705/1jais.00300  

Kvale, S. (1996). InterViews: An Introduction to Qualitative Research Interviewing. SAGE 
Publications Inc.  

Leitner, A., & Schaumuller-Bichl, I. (2009, 10-12 September). ARiMA - A New Approach to 
Implement ISO/IEC 27005. Proceedings of the 2nd International Symposium on 
Logistics and Industrial Informatics, Linz, Austria. 

Lindup, K. R. (1995). A new model for information security policies. Computers & Security, 
14(8), 691-695. https://doi.org/10.1016/0167-4048(96)81709-3  

https://doi.org/10.1109/msp.2009.77
https://doi.org/10.1016/B978-0-12-417232-6.00001-1
https://doi.org/10.1057/palgrave.ejis.3000596
https://doi.org/10.4018/jdm.2009070103
https://www.forrester.com/report/The+Future+Of+Data+Security+And+Privacy+Growth+And+Competitive+Differentiation/-/E-RES61244
https://www.forrester.com/report/The+Future+Of+Data+Security+And+Privacy+Growth+And+Competitive+Differentiation/-/E-RES61244
https://community.dur.ac.uk/ebse/resources/guidelines/Systematic-reviews-5-8.pdf
https://community.dur.ac.uk/ebse/resources/guidelines/Systematic-reviews-5-8.pdf
https://doi.org/10.1504/ijhrdm.2003.002415
http://www.diva-portal.org/smash/record.jsf?pid=diva2%3A607584&dswid=-7990
http://www.diva-portal.org/smash/record.jsf?pid=diva2%3A607584&dswid=-7990
https://doi.org/10.1016/j.im.2003.08.001
https://doi.org/10.1016/j.cose.2009.04.006
https://doi.org/10.1016/j.telpol.2009.03.002
https://doi.org/10.17705/1jais.00300
https://doi.org/10.1016/0167-4048(96)81709-3


REFERENCES  

 

121 

Lundgren, M., & Bergström, E. (2019a). Dynamic Interplay in the Information Security 
Risk Management Process. International Journal of Risk Assessment and 
Management, 22(2), 212-230. https://doi.org/10.1504/IJRAM.2019.101287  

Lundgren, M., & Bergström, E. (2019b, 3-4 June). Security-Related Stress: A Perspective 
on Information Security Risk Management Proceedings of the 2019 International 
Conference On Cyber Security and Protection of Digital Services (Cyber Security), 
Oxford, UK.  

Lundqvist, K. Ø., Baker, K., & Williams, S. (2011). Ontology supported competency system. 
International Journal of Knowledge and Learning, 7(3-4), 197-219. 
https://doi.org/10.1504/IJKL.2011.044539  

Mansfield-Devine, S. (2016). Data classification: keeping track of your most precious asset. 
Network Security, 2016(12), 10-15. https://doi.org/10.1016/S1353-
4858(16)30116-7  

March, S. T., & Smith, G. F. (1995). Design and natural science research on information 
technology. Decision Support Systems, 15(4), 251-266. 
https://doi.org/10.1016/0167-9236(94)00041-2  

Mason, J. (2002). Qualitative Researching (Second ed.). SAGE Publications Inc.  
Mataracioglu, T., & Ozkan, S. (2011). Governing information security in conjunction with 

COBIT and ISO 27001. International Journal of Network Security & Its 
Applications, 3(4), 111-116.  

McFadzean, E., Ezingeard, J.-N., & Birchall, D. (2006). Anchoring information security 
governance research: sociological groundings and future directions. Journal of 
Information Systems Security, 2(3), 3-48.  

Mikkelinen, N. (2015). Analysis of information classification best practices [Bachelor of 
Science, University of Skövde]. Skövde. http://www.diva-
portal.se/smash/get/diva2:856360/FULLTEXT01.pdf 

Miles, M. B., & Huberman, A. M. (1994). Qualitative Data Analysis: an expanded 
sourcebook (2nd ed.). SAGE Publications Inc.  

Montesino, R., & Fenz, S. (2011, 22-26 August). Information Security Automation: How 
Far Can We Go? Proceedings of the Sixth International Conference on Availability, 
Reliability and Security (ARES), Vienna, Austria. 

MSBFS 2016:1. (2016). Myndigheten för samhällsskydd och beredskaps föreskrifter  om 
statliga myndigheters informationssäkerhet [The Swedish Civil Contingencies 
Agency's Regulations on Government Agencies Security Information Security]. 
https://www.msb.se/siteassets/dokument/regler/rs/b74a7b16-36a5-4de8-8f15-
1297c37f1324.pdf 

Myers, M. D., & Venable, J. R. (2014). A set of ethical principles for design science research 
in information systems. Information & Management, 51(6), 801-809. 
https://doi.org/10.1016/j.im.2014.01.002  

Na, O., Park, L. W., Yu, H., Kim, Y., & Chang, H. (2019). The rating model of corporate 
information for economic security activities. Security Journal, 32(4), 435-456. 
https://doi.org/10.1057/s41284-019-00171-z  

National Institute of Standards and Technology. (2004). FIPS Publication 199: Standards 
for Security Categorization of Federal Information and Information Systems. 
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf 

National Institute of Standards and Technology. (2006). FIPS Publication 200: Minimum 
Security Requirements for Federal Information and Information Systems. 
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf 

National Institute of Standards and Technology. (2015). NIST Special Publication 800-53 
Revision 4: Security and Privacy Controls for Federal Information Systems and 
Organizations. 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf 

https://doi.org/10.1504/IJRAM.2019.101287
https://doi.org/10.1504/IJKL.2011.044539
https://doi.org/10.1016/S1353-4858(16)30116-7
https://doi.org/10.1016/S1353-4858(16)30116-7
https://doi.org/10.1016/0167-9236(94)00041-2
http://www.diva-portal.se/smash/get/diva2:856360/FULLTEXT01.pdf
http://www.diva-portal.se/smash/get/diva2:856360/FULLTEXT01.pdf
https://www.msb.se/siteassets/dokument/regler/rs/b74a7b16-36a5-4de8-8f15-1297c37f1324.pdf
https://www.msb.se/siteassets/dokument/regler/rs/b74a7b16-36a5-4de8-8f15-1297c37f1324.pdf
https://doi.org/10.1016/j.im.2014.01.002
https://doi.org/10.1057/s41284-019-00171-z
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


REFERENCES 

 

122 

National Institute of Standards and Technology. (2020). FISMA Background. NIST. 
Retrieved 2020-05-12 from https://csrc.nist.gov/projects/risk-
management/detailed-overview 

Newhouse, W., Keith, S., Scribner, B., & Witte, G. (2017). NIST Special Publication 800-
181: National Initiative for Cybersecurity Education (NICE) Cybersecurity 
Workforce Framework. 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181.pdf 

Niemimaa, E. (2016, 27 June-1 July). A Practice Lens for Understanding the Organizational 
and Social Challenges of Information Security Management. Proceedings of the 
20th Pacific Asia Conference on Information Systems (PACIS), Chiayi, Taiwan. 

Niemimaa, E., & Niemimaa, M. (2017). Information systems security policy 
implementation in practice: from best practices to situated practices [journal 
article]. European Journal of Information Systems, 26(1), 1-20. 
https://doi.org/10.1057/s41303-016-0025-y  

NIST SP 800-30. (2012). Guide for Conducting Risk Assessments. 
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-
30r1.pdf 

Njenga, K., & Brown, I. (2012). Conceptualising improvisation in information systems 
security. European Journal of Information Systems, 21(6), 592-607. 
https://doi.org/10.1057/ejis.2012.3  

Nunamaker, J. F., Chen, M., & Purdin, T. D. M. (1991). Systems Development in 
Information Systems Research. 7(89-106). 
https://doi.org/10.1080/07421222.1990.11517898  

Oates, B. J. (2006). Researching Information Systems and Computing. SAGE Publications 
Inc.  

Organisation for Economic Co-operation and Development. (2002). OECD guidelines for 
the security of information systems and networks: Towards a culture of security. 
http://www.oecd.org/dataoecd/16/22/15582260.pdf 

Orlikowski, W. J. (2002). Knowing in Practice: Enacting a Collective Capability in 
Distributed Organizing. Organization Science, 13(3), 249-273. 
https://doi.org/10.1287/orsc.13.3.249.2776  

Orlikowski, W. J., & Iacono, C. S. (2001). Research commentary: Desperately seeking the 
“IT” in IT research-A call to theorizing the IT artifact. Information Systems 
Research, 12(2), 121-134. https://doi.org/10.1287/isre.12.2.121.9700  

Osborn, E., & Simpson, A. (2018). Risk and the Small-Scale Cyber Security Decision 
Making Dialogue—a UK Case Study. The Computer Journal, 61(4), 472-495. 
https://doi.org/10.1093/comjnl/bxx093  

Oscarson, P., & Karlsson, F. (2009). A National Model for Information Classification 
Proceedings of the AIS SIGSEC Workshop on Information Security & Privacy 
(WISP2009), Phoenix, AZ, USA.  

Ozkan, S., & Karabacak, B. (2010). Collaborative risk method for information security 
management practices: A case context within Turkey. International Journal of 
Information Management, 30(6), 567-572. 
https://doi.org/10.1016/j.ijinfomgt.2010.08.007  

Paananen, H., Lapke, M., & Siponen, M. (2020). State of the art in information security 
policy development. Computers & Security, 88, 1-14. 
https://doi.org/10.1016/j.cose.2019.101608  

Parker, D. B. (1996). The classification of information to protect it from loss. Information 
Systems Security, 5(2), 9-15.  

Parker, D. B. (1997). The strategic values of information security in business. Computers & 
Security, 16(7), 572-582. https://doi.org/10.1016/S0167-4048(97)80793-6  

Parker, D. B. (2007). Comparison of Risk-Based and Diligence-Based Idealized Security 
Reviews. EDPACS, 36(3-4), 1-12. https://doi.org/10.1080/07366980701804805  

https://csrc.nist.gov/projects/risk-management/detailed-overview
https://csrc.nist.gov/projects/risk-management/detailed-overview
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181.pdf
https://doi.org/10.1057/s41303-016-0025-y
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://doi.org/10.1057/ejis.2012.3
https://doi.org/10.1080/07421222.1990.11517898
http://www.oecd.org/dataoecd/16/22/15582260.pdf
https://doi.org/10.1287/orsc.13.3.249.2776
https://doi.org/10.1287/isre.12.2.121.9700
https://doi.org/10.1093/comjnl/bxx093
https://doi.org/10.1016/j.ijinfomgt.2010.08.007
https://doi.org/10.1016/j.cose.2019.101608
https://doi.org/10.1016/S0167-4048(97)80793-6
https://doi.org/10.1080/07366980701804805


REFERENCES  

 

123 

Partanen, J., & Möller, K. (2012). How to build a strategic network: A practitioner-oriented 
process model for the ICT sector. Industrial Marketing Management, 41(3), 481-
494. https://doi.org/10.1016/j.indmarman.2011.05.002  

Patton, M. Q. (2014). Qualitative Research & Evaluation Methods: Integrating Theory 
and Practice. SAGE Publications Inc.  

Peffers, K., Tuunanen, T., Rothenberger, M., & Chatterjee, S. (2007). A Design Science 
Research Methodology for Information Systems Research. Journal of 
Management Information Systems, 24(3), 45-77. 
https://doi.org/10.2753/mis0742-1222240302  

Peixoto, D., Batista, V., Atayde, A., Borges, E., Resende, R., & Pádua, C. (2008, 2-6 June). 
A comparison of BPMN and UML 2.0 activity diagrams. Proceedings of the VII 
Simposio Brasileiro de Qualidade de Software, Florianópolis, Brazil. 

Photopoulos, C. (2008). Chapter 2 - Data Classification. In C. Photopoulos (Ed.), 
Managing Catastrophic Loss of Sensitive Data (pp. 15-45). Syngress. 
https://doi.org/10.1016/B978-1-59749-239-3.00002-X  

Raggad, B. G. (2010). Information security management: concepts and practice. CRC 
Press.  

Ragu-Nathan, T. S., Tarafdar, M., Ragu-Nathan, B. S., & Tu, Q. (2008). The Consequences 
of Technostress for End Users in Organizations: Conceptual Development and 
Empirical Validation. Information Systems Research, 19(4), 417-433. 
https://doi.org/10.1287/isre.1070.0165  

Ralyté, J., & Rolland, C. (2001). An Assembly Process Model for Method Engineering. In 
K. R. Dittrich, A. Geppert, & M. C. Norrie (Eds.), Advanced Information Systems 
Engineering. CAiSE 2001 (pp. 267-283). Springer Berlin Heidelberg. 
https://doi.org/10.1007/3-540-45341-5_18  

Raman, K., Beets, K., & Kabay, M. E. (2014). Developing Classification Policies for Data 
Sixth Edition. In Computer Security Handbook (Vol. 1, pp. 1885-1903). John 
Wiley & Sons, Inc. https://doi.org/10.1002/9781118820650.ch67  

Ramasamy, H. V., & Schunter, M. (2006, 23-25 October). Multi-Level Security for Service-
Oriented Architectures Proceedings of the IEEE Military Communications 
Conference 2006 (MILCOM), Washington, DC, USA.  

Röstlinger, A., & Goldkuhl, G. (1994). Generisk flexibilitet – På väg mot en 
komponentbaserad metodsyn [Generic flexibility - Towards a component-based 
method view] VITS Höstseminarium, Linköping, Sweden.  

Sajko, M., Rabuzin, K., & Bača, M. (2006). How to calculate information value for effective 
security risk assessment. Journal of Information and Organizational Sciences, 
30(2), 263-278. https://doi.org/10.31341/jios  

Saleh, M. S., & Alfantookh, A. (2011). A new comprehensive framework for enterprise 
information security risk management. Applied Computing and Informatics, 
9(2), 107-118. https://doi.org/10.1016/j.aci.2011.05.002  

Sandkuhl, K., Stirna, J., Persson, A., & Wißotzki, M. (2014). Terms and Concepts in 
Enterprise Modeling. In Enterprise Modeling: Tackling Business Challenges 
with the 4EM Method (pp. 23-38). Springer Berlin Heidelberg. 
https://doi.org/10.1007/978-3-662-43725-4_3  

Sarker, S., & Lee, A. S. (2002). Using a positivist case research methodology to test three 
competing theories-in-use of business process redesign. Journal of the 
Association for Information Systems, 2(1), 7. 
https://doi.org/10.17705/1jais.00019  

Saxby, S. (2008). News and comment on recent developments from around the world. 
Computer Law & Security Review, 24(2), 95-110. 
https://doi.org/10.1016/j.clsr.2008.01.013  

Scotland, J. (2012). Exploring the philosophical underpinnings of research: Relating 
ontology and epistemology to the methodology and methods of the scientific, 

https://doi.org/10.1016/j.indmarman.2011.05.002
https://doi.org/10.2753/mis0742-1222240302
https://doi.org/10.1016/B978-1-59749-239-3.00002-X
https://doi.org/10.1287/isre.1070.0165
https://doi.org/10.1007/3-540-45341-5_18
https://doi.org/10.1002/9781118820650.ch67
https://doi.org/10.31341/jios
https://doi.org/10.1016/j.aci.2011.05.002
https://doi.org/10.1007/978-3-662-43725-4_3
https://doi.org/10.17705/1jais.00019
https://doi.org/10.1016/j.clsr.2008.01.013


REFERENCES 

 

124 

interpretive, and critical research paradigms. English Language Teaching, 5(9), 
9-16. https://doi.org/10.5539/elt.v5n9p9  

Seifert, J. W., & Relyea, H. C. (2004). Do you know where your information is in the 
homeland security era? Government Information Quarterly, 21(4), 399-405. 
https://doi.org/10.1016/j.giq.2004.08.001  

Shameli-Sendi, A., Aghababaei-Barzegar, R., & Cheriet, M. (2016). Taxonomy of 
information security risk assessment (ISRA). Computers & Security, 57, 14-30. 
https://doi.org/10.1016/j.cose.2015.11.001  

Shedden, P., Ahmad, A., Smith, W., Tscherning, H., & Scheepers, R. (2016). Asset 
identification in information security risk assessment: A business practice 
approach. Communications of the Association for Information Systems, 39(1), 
297-320. https://doi.org/10.17705/1CAIS.03915  

Shedden, P., Smith, W., & Ahmad, A. (2010, 30 Nov.-2 Dec.). Information security risk 
assessment: towards a business practice perspective Proceedings of the 8th 
Australian Information Security Management Conference 2010, Perth, Australia.  

Silverman, D. (2020). Interpreting qualitative data (6th ed.). SAGE Publications Inc.  
Simon, H. A. (1996). The sciences of the artificial (Third ed.). MIT press.  
Siponen, M. (2006). Information security standards focus on the existence of process, not 

its content. Communications of the ACM, 49(8), 97-100. 
https://doi.org/10.1145/1145287.1145316  

Siponen, M., Baskerville, R., & Heikka, J. (2006). A Design Theory for Secure Information 
Systems Design Methods. Journal of the Association for Information Systems, 
7(11), 725-770. https://doi.org/10.17705/1jais.00107  

Siponen, M., & Iivari, J. (2006). Six design theories for IS security policies and guidelines. 
Journal of the Association for Information Systems, 7(7), 445-472. 
https://doi.org/10.17705/1jais.00095  

Siponen, M., & Oinas-Kukkonen, H. (2007). A review of information security issues and 
respective research contributions. SIGMIS Database, 38(1), 60-80. 
https://doi.org/10.1145/1216218.1216224  

Siponen, M., & Willison, R. (2009). Information security management standards: 
Problems and solutions. Information & Management, 46(5), 267-270. 
https://doi.org/10.1016/j.im.2008.12.007  

Siponen, M., Willison, R., & Baskerville, R. (2008, 14-17 Dec. ). Power and practice in 
information systems security research. Proceedings of the 29th International 
Conference on Information Systems, Paris, France. 

Siponen, M. T. (2005). An analysis of the traditional IS security approaches: implications 
for research and practice [journal article]. European Journal of Information 
Systems, 14(3), 303-315. https://doi.org/10.1057/palgrave.ejis.3000537  

Smith, E., & Eloff, J. H. P. (1999). Security in health-care information systems—current 
trends. International Journal of Medical Informatics, 54(1), 39-54. 
https://doi.org/10.1016/S1386-5056(98)00168-3  

Smith, S., Winchester, D., Bunker, D., & Jamieson, R. (2010). Circuits of Power: A Study of 
Mandated Compliance to an Information Systems Security "De Jure" Standard in 
a Government Organization. MIS Quarterly, 34(3), 463-486. 
https://doi.org/10.2307/25750687  

SOU 2015:25. (2015). En ny säkerhetsskyddslag [A New Security Act]. 
https://www.regeringen.se/49bb84/contentassets/08d4b02afbc348edad916de
817105a9c/en-ny-sakerhetsskyddslag-sou-201525 

Spears, J. L. (2005). A Holistic Risk Analysis Method for Identifying Information Security 
Risks. In P. Dowland, S. Furnell, B. Thuraisingham, & X. S. Wang,  Security 
Management, Integrity, and Internal Control in Information Systems. IICIS 2004, 
Boston, MA. 

https://doi.org/10.5539/elt.v5n9p9
https://doi.org/10.1016/j.giq.2004.08.001
https://doi.org/10.1016/j.cose.2015.11.001
https://doi.org/10.17705/1CAIS.03915
https://doi.org/10.1145/1145287.1145316
https://doi.org/10.17705/1jais.00107
https://doi.org/10.17705/1jais.00095
https://doi.org/10.1145/1216218.1216224
https://doi.org/10.1016/j.im.2008.12.007
https://doi.org/10.1057/palgrave.ejis.3000537
https://doi.org/10.1016/S1386-5056(98)00168-3
https://doi.org/10.2307/25750687
https://www.regeringen.se/49bb84/contentassets/08d4b02afbc348edad916de817105a9c/en-ny-sakerhetsskyddslag-sou-201525
https://www.regeringen.se/49bb84/contentassets/08d4b02afbc348edad916de817105a9c/en-ny-sakerhetsskyddslag-sou-201525


REFERENCES  

 

125 

Spears, J. L., & Barki, H. (2010). User participation in information systems security risk 
management. MIS Quarterly, 34(3), 503-522. 
https://doi.org/10.2307/25750689  

Spears, J. L., & Parrish Jr, J. L. (2019). Is security requirements identification from 
conceptual models in systems analysis and design: The Fun & Fitness, Inc. case. 
Journal of Information Systems Education, 24(1), 17-29.  

Spencer, L., & Ritchie, J. (2002). Qualitative data analysis for applied policy research. In A. 
Bryman & R. G. Burgess (Eds.), Analyzing qualitative data (pp. 173-194). Taylor 
& Francis Group.  

Statistics Sweden. (2020). Välkommen till det allmänna myndighetsregistret [Welcome to 
the public government registry]. Retrieved 2020-05-12 from 
https://www.scb.se/vara-tjanster/myndighetsregistret/ 

Stergiopoulos, G., Gritzalis, D., & Kouktzoglou, V. (2018). Using formal distributions for 
threat likelihood estimation in cloud-enabled IT risk assessment. Computer 
Networks, 134, 23-45. https://doi.org/10.1016/j.comnet.2018.01.033  

Stine, K. M., Kissel, R., Barker, W. C., Lee, A., Fahlsing, J., & Gulick, J. (2008). SP 800-60 
Rev. 1. Volume I: Guide for Mapping Types of Information and Information 
Systems to Security Categories; Volume II: Appendices to Guide for Mapping 
Types of Information and Information Systems to Security Categories. 
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-
60v2r1.pdf 

Straub, D. W., & Welke, R. J. (1998). Coping with Systems Risk: Security Planning Models 
for Management Decision Making. MIS Quarterly, 22(4), 441-469. 
https://doi.org/10.2307/249551  

Strauss, A., & Corbin, J. (1998). Basics of Qualitative Research: Techniques and 
Procedures for Developing Grounded Theory. SAGE Publications Inc.  

Swedish Civil Contingencies Agency. (2009). Modell för klassificering av information - 
rekommendationer [A model for classification of information - 
recommendations]. https://www.msb.se/RibData/Filer/pdf/25602.pdf 

Swedish Civil Contingencies Agency. (2014). En bild av myndigheternas 
informationssäkerhetsarbete 2014 – tillämpning av MSB:s föreskrifter [A 
picture of governmental agencies work with information security 2014 - 
application of the Swedish Civil Contingencies Agency guidelines] (978-91-7383-
478-0). https://www.msb.se/Produkter--tjanster/Publikationer/Publikationer-
fran-MSB/En-bild-av-myndigheternas-informationssakerhetsarbete-2014/ 

Swedish Civil Contingencies Agency. (2015). En bild av kommunernas 
informationssäkerhetsarbete 2015 [A picture of the municipalities work with 
information security 2015] (978-91-7383-619-7). 
https://www.msb.se/RibData/Filer/pdf/27967.pdf 

Swedish Civil Contingencies Agency. (2018). Metodstöd för systematiskt 
informationssäkerhetsarbete [Method support for systematic information 
security work]. Swedish Civil Contingencies Agency. Retrieved 2020-05-12 from 
https://www.informationssakerhet.se/metodstodet/ 

Swedish Civil Contingencies Agency. (2020). Enheten för systematisk 
informationssäkerhet (CS-SI) [Information Security Governance Section]. 
Retrieved 2020-05-12 from https://www.msb.se/sv/om-
msb/organisation/avdelningen-for-cybersakerhet-och-sakra-kommunikationer/ 

Swedish Government Official Reports Series. (2011). SOU 2011:80 Informationsutbyte vid 
samarbete mot grov organiserad brottslighet [Information exchange in 
collaboration against serious organized crime]. 
http://www.regeringen.se/493fcf/contentassets/ea7da1c1f60f462192da93a831f
9785c/informationsutbyte-vid-samverkan-mot-organiserad-brottslighet 

https://doi.org/10.2307/25750689
https://www.scb.se/vara-tjanster/myndighetsregistret/
https://doi.org/10.1016/j.comnet.2018.01.033
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
https://doi.org/10.2307/249551
https://www.msb.se/RibData/Filer/pdf/25602.pdf
https://www.msb.se/Produkter--tjanster/Publikationer/Publikationer-fran-MSB/En-bild-av-myndigheternas-informationssakerhetsarbete-2014/
https://www.msb.se/Produkter--tjanster/Publikationer/Publikationer-fran-MSB/En-bild-av-myndigheternas-informationssakerhetsarbete-2014/
https://www.msb.se/RibData/Filer/pdf/27967.pdf
https://www.informationssakerhet.se/metodstodet/
https://www.msb.se/sv/om-msb/organisation/avdelningen-for-cybersakerhet-och-sakra-kommunikationer/
https://www.msb.se/sv/om-msb/organisation/avdelningen-for-cybersakerhet-och-sakra-kommunikationer/
http://www.regeringen.se/493fcf/contentassets/ea7da1c1f60f462192da93a831f9785c/informationsutbyte-vid-samverkan-mot-organiserad-brottslighet
http://www.regeringen.se/493fcf/contentassets/ea7da1c1f60f462192da93a831f9785c/informationsutbyte-vid-samverkan-mot-organiserad-brottslighet


REFERENCES 

 

126 

Sveriges Kommuner och Landsting. (2020). Informationsklassning och handlingsplan 
[Information classification and action plan]. Sveriges Kommuner och 
Landsting,. Retrieved 2020-05-12 from https://klassa-info.skl.se/ 

Takeda, H., Veerkamp, P., Tomiyama, T., & Yoshikawam, H. (1990). Modeling Design 
Processes. AI Magazine, 11(4), 37-48. https://doi.org/10.5555/95788.95795  

Tatar, U., & Karabacak, B. (2012, 25-28 June). An hierarchical asset valuation method for 
information security risk analysis Proceedings of the International Conference 
on Information Society (i-Society), London, UK.  

Taylor, L. P. (2013). Chapter 8 - Categorizing Data Sensitivity. In L. P. Taylor (Ed.), FISMA 
Compliance Handbook (Second Edition) (pp. 63-78). Syngress. 
https://doi.org/10.1016/B978-0-12-405871-2.00008-7  

Taylor, R. G. (2015). Potential Problems with Information Security Risk Assessments. 
Information Security Journal: A Global Perspective, 24(4-6), 177-184. 
https://doi.org/10.1080/19393555.2015.1092620  

Taylor, R. G., & Brice, J., Jr. (2012). Fact or fiction? A study of managerial perceptions 
applied to an analysis of organizational security risk. Journal of Organizational 
Culture, Communications and Conflict, 16(1), 1-25.  

The Open Group. (2017). Open Information Security Management Maturity Model (O-
ISM3), Version 2.0. The Open Group. https://publications.opengroup.org/c17b 

Thompson, E. D., & Kaarst-Brown, M. L. (2005). Sensitive information: A review and 
research agenda. Journal of the American Society for Information Science and 
Technology, 56(3), 245-257. https://doi.org/10.1002/asi.20121  

Tomhave, B. L. (2005). Alphabet Soup: Making sense of models, frameworks, and 
methodologies. 
http://www.secureconsulting.net/Papers/Alphabet_Soup_v2.doc 

Vaishnavi, V., & Kuechler, W. (2019). Design Research in Information Systems. Retrieved 
2020-05-12 from http://www.desrist.org/design-research-in-information-
systems/ 

Vaishnavi, V. K., & Kuechler, W. (2015). Design Science Research Methods and Patterns: 
Innovating Information and Communication Technology (2nd ed.). CRC Press, 
Inc.  

Walls, J. G., Widmeyer, G. R., & El Sawy, O. A. (1992). Building Information System Design 
Theory for Vigilant EIS. Information Systems Research, 3(1), 36-59. 
https://doi.org/10.1287/isre.3.1.36  

Walsham, G. (1995). The Emergence of Interpretivism in IS Research. Information 
Systems Research, 6(4), 376-394. https://doi.org/10.1287/isre.6.4.376  

Walsham, G. (2006). Doing interpretive research [Article]. European Journal of 
Information Systems, 15(3), 320-330. 
https://doi.org/10.1057/palgreaves.ejis.3000589  

van de Weerd, I., Brinkkemper, S., Souer, J., & Versendaal, J. (2006). A situational 
implementation method for web-based content management system-
applications: method engineering and validation in practice. Software Process: 
Improvement and Practice, 11(5), 521-538. https://doi.org/10.1002/spip.294  

van Slooten, K., & Brinkkemper, S. (1993). A Method Engineering Approach to Information 
Systems Development. In N. Prakash, C. Rolland, & B. Pernici (Eds.), Information 
System Development Process (pp. 167-186). North-Holland. 
https://doi.org/10.1016/B978-0-444-81594-1.50016-7  

Wangen, G. (2017). Information Security Risk Assessment: A Method Comparison. 
Computer, 50(4), 52-61. https://doi.org/10.1109/mc.2017.107  

Wangen, G., Hallstensen, C., & Snekkenes, E. (2018). A framework for estimating 
information security risk assessment method completeness [journal article]. 
International Journal of Information Security, 17(6), 681-699. 
https://doi.org/10.1007/s10207-017-0382-0  

https://klassa-info.skl.se/
https://doi.org/10.5555/95788.95795
https://doi.org/10.1016/B978-0-12-405871-2.00008-7
https://doi.org/10.1080/19393555.2015.1092620
https://publications.opengroup.org/c17b
https://doi.org/10.1002/asi.20121
http://www.secureconsulting.net/Papers/Alphabet_Soup_v2.doc
http://www.desrist.org/design-research-in-information-systems/
http://www.desrist.org/design-research-in-information-systems/
https://doi.org/10.1287/isre.3.1.36
https://doi.org/10.1287/isre.6.4.376
https://doi.org/10.1057/palgreaves.ejis.3000589
https://doi.org/10.1002/spip.294
https://doi.org/10.1016/B978-0-444-81594-1.50016-7
https://doi.org/10.1109/mc.2017.107
https://doi.org/10.1007/s10207-017-0382-0


REFERENCES  

 

127 

Webb, J., Ahmad, A., Maynard, S. B., & Shanks, G. (2014). A situation awareness model for 
information security risk management. Computers & Security, 44, 1-15. 
https://doi.org/10.1016/j.cose.2014.04.005  

Whitman, M. E., & Mattord, H. J. (2014). Principles of Information Security (Fifth ed.). 
Cengage Learning.  

Vidalis, S. (2010). Calculating the Value of Information Assets (Newport Business School 
Working Paper Series, Issue 2-3).  

Wikipedia. (2020, 31 March 2020). Classified information. Retrieved 2020-05-12 from 
https://en.wikipedia.org/wiki/Classified_information 

Winkler, V. (2011). Chapter 3 - Security Concerns, Risk Issues, and Legal Aspects. In V. 
Winkler (Ed.), Securing the Cloud (pp. 55-88). Syngress. 
https://doi.org/10.1016/B978-1-59749-592-9.00003-8  

Virtanen, T. (2001). Design Criteria to Classified Information Systems Numerically. In M. 
P. Dupuy, Pierre (Ed.), Trusted Information (Vol. 65, pp. 317-325). Springer US. 
https://doi.org/10.1007/0-306-46998-7_22  

Viscusi, G., & Batini, C. (2014). Digital Information Asset Evaluation: Characteristics and 
Dimensions. In L. Caporarello, B. Di Martino, & M. Martinez, Smart 
Organizations and Smart Artifacts Cham. 

Visintine, V. (2003). An introduction to information risk assessment. SANS institute.  
Wohlin, C., Runeson, P., da Mota Silveira Neto, P. A., Engström, E., do Carmo Machado, I., 

& de Almeida, E. S. (2013). On the reliability of mapping studies in software 
engineering. Journal of Systems and Software, 86(10), 2594-2610. 
https://doi.org/10.1016/j.jss.2013.04.076  

von Solms, B., & von Solms, R. (2004). The 10 deadly sins of information security 
management. Computers & Security, 23(5), 371-376. 
https://doi.org/10.1016/j.cose.2004.05.002  

von Solms, R., & von Solms, S. H. (2006). Information Security Governance: A model based 
on the Direct–Control Cycle. Computers & Security, 25(6), 408-412. 
https://doi.org/10.1016/j.cose.2006.07.005  

Wynekoop, J. L., & Russo, N. L. (1995). Systems development methodologies: unanswered 
questions. Journal of Information Technology, 10(2), 65-73. 
https://doi.org/10.1057/jit.1995.9  

Xianliang, S., Dong, L., Hailong, Z., & Wenjie, Z. (2007, 9-11 June). Research on Supply 
Chain Information Classification Based on Information Value and Information 
Sensitivity Proceedings of the 2007 International Conference on Service Systems 
and Service Management, Chengdu, China.  

Yin, R. (2003). Case Study Research : Design and Methods (Third ed.). SAGE Publications 
Inc.  

 

https://doi.org/10.1016/j.cose.2014.04.005
https://en.wikipedia.org/wiki/Classified_information
https://doi.org/10.1016/B978-1-59749-592-9.00003-8
https://doi.org/10.1007/0-306-46998-7_22
https://doi.org/10.1016/j.jss.2013.04.076
https://doi.org/10.1016/j.cose.2004.05.002
https://doi.org/10.1016/j.cose.2006.07.005
https://doi.org/10.1057/jit.1995.9




 

129 

 

 
PUBLICATIONS IN THE 

DISSERTATION SERIES 

 
 
  



 

130 

 
 



 

 

 

PUBLICATIONS IN THE 
DISSERTATION SERIES 
1. Berg Marklund, Björn (2013) Games in formal educational settings: obstacles for the 

development and use of learning games, Informatics. Licentiate Dissertation, ISBN 
978-91-981474-0-72. 

2. Aslam, Tehseen (2013) Analysis of manufacturing supply chains using system dynam-
ics and multi-objective optimization, Informatics. Doctoral Dissertation, ISBN 978-
91981474-1-43.  

3. Laxhammar, Rikard (2014) Conformal Anomaly Detection-Detecting Abnormal Tra-
jectories in Surveillance Applications, Informatics. Doctoral Dissertation, ISBN 978-
91-981474-2-14.  

4. Alklind Taylor, Anna-Sofia (2014) Facilitation matters: a framework for instructor-led 
serious gaming, Informatics. Doctoral Dissertation, ISBN 978-91-981474-4-55.  

5. Holgersson, Jesper (2014) User participation in public e-service development: guide-
lines for including external users, Informatics. Doctoral Dissertation, ISBN 978-91-
981474-5-26.  

6. Kaidalova, Julia (2015) Towards a Definition of the role of Enterprise Modeling in the 
Context of Business and IT Alignment, Informatics. Licentiate Dissertation, ISBN 978-
91-981474-6-97.  

7. Rexhepi, Hanife (2015) Improving health care information systems – A key to evidence 
based medicine, Informatics. Licentiate Dissertation, ISBN 978-91- 981474-7-68.  

8. Berg Marklund, Björn (2015) Unpacking Digital Game-Based Learning: The complexi-
ties of developing and using educational games, Informatics. Doctoral Dissertation, 
ISBN 978-91-981474-8-3.  

9. Fornlöf, Veronica (2016) Improved remaining useful life estimations for on-condition 
parts in aircraft engines, Informatics. Licentiate Dissertation, ISBN 978-91-981474-9-
0.  

10. Ohlander, Ulrika (2016) Towards Enhanced Tactical Support Systems, Informatics. Li-
centiate Dissertation, ISBN 978-91-982690-0-0.  

11. Siegmund, Florian (2016) Dynamic Resampling for Preference-based Evolutionary 
Multi-objective Optimization of Stochastic Systems, Informatics. Doctoral Disserta-
tion, ISBN 978-91-982690-1-7.  



 

 

12. Kolbeinsson, Ari (2016) Managing Interruptions in Manufacturing: Towards a Theo-
retical Framework for Interruptions in Manufacturing Assembly, Informatics. Licenti-
ate Dissertation, ISBN 978-91-982690-2-4.  

13. Sigholm, Johan (2016) Secure Tactical Communications for Inter-Organizational Col-
laboration: The Role of Emerging Information and Communications Technology, Pri-
vacy Issues, and Cyber Threats on the Digital Battlefield, Informatics. Doctoral Disser-
tation, ISBN 978-91-982690-3-1.  

14. Brolin, Anna (2016) An investigation of cognitive aspects affecting human performance 
in manual assembly, Informatics. Doctoral Dissertation, ISBN 978- 91-982690-4-8.  

15. Brodin, Martin (2016) Mobile device strategy: A management framework for securing 
company information assets on mobile devices, Informatics. Licentiate Dissertation, 
ISBN 978-91-982690-5-5. 

16. Ericson, Stefan (2016) Vision-based perception for localization of autonomous agricul-
tural robots, Informatics. Doctoral Dissertation, ISBN 978-91-982690-7-9. 

17. Holm, Magnus (2017) Adaptive Decision Support for Shopfloor: Operators using Func-
tion Blocks, Informatics. Doctoral Dissertation, ISBN 978-91-982690-8-6. 

18. Larsson, Carina (2017) Communicating performance measures: Supporting continu-
ous improvement in manufacturing companies, Informatics. Licentiate Dissertation, 
ISBN 978-91-982690-9-3. 

19. Rexhepi, Hanife (2018) Bridging the Information Gap: Supporting Evidence-Based 
Medicine and Shared Decision-Making through Information Systems, Informatics. 
Doctoral Dissertation, ISBN 978-91-984187-1-2.  

20. Schmidt, Bernard (2018) Toward Predictive Maintenance in a Cloud Manufacturing 
Environment: A population-wide approach, Informatics. Doctoral Dissertation, ISBN 
978-91-984187-2-9.  

21. Linnéusson, Gary (2018) Towards strategic development of maintenance and its effects 
on production performance: A hybrid simulation-based optimization framework, In-
formatics. Doctoral Dissertation, ISBN 978-91-984187-3-6. 

22. Amouzgar, Kaveh (2018) Metamodel Based Multi-Objective Optimization with Finite-
Element Applications, Informatics. Doctoral Dissertation, ISBN 978-91-984187-4-3. 

23. Bernedixen, Jacob (2018) Automated Bottleneck Analysis of Production systems, In-
formatics. Doctoral Dissertation, ISBN 978-91-984187-6-7. 

24. Karlsson, Ingemar (2018) An Interactive Decision Support System Using Simulation-
Based Optimization and Knowledge Extraction, Informatics. Doctoral Dissertation, 
ISBN 978-91-984187-5-0.  

25. Andersson, Martin (2018) A Bilevel Approach To Parameter Tuning of Optimization 
Algorithms Using Evolutionary Computing, Informatics. Doctoral Dissertation, ISBN 
978-91-984187-7-4.  

26. Tavara, Shirin (2018) High-Performance Computing For Support Vector Machines, In-
formatics. Licentiate Dissertation, ISBN 978-91-984187-8-1.  

27. Bevilacqua, Fernando (2018) Game-calibrated and user-tailored remote detection of 
emotion: A non-intrusive, multifactorial camera-based approach for detecting stress 
and boredom of players in games, Informatics. Doctoral Dissertation, ISBN 978-91-
984187-9-8.  

28. Kolbeinsson, Ari (2018) Situating Interruptions in Manufacturing Assembly, Informat-
ics. Doctoral Dissertation, ISBN 978-91-984918-0-7 



 

 

29. Goienetxea, Ainhoa (2019) Bringing together Lean, simulation and optimization: De-
fining a framework to support decision-making in system design and improvement, In-
formatics. Doctoral Dissertation, ISBN 978-91-984918-1-4 

30. Gudfinnsson, Kristens (2019) Towards Facilitating BI Adoption in Small and Medium 
Sized Manufacturing Companies, Informatics. Doctoral Dissertation, ISBN 978-91-
984918-2-1 

31. Kaidalova, Julia (2019) Integration of Product-IT into Enterprise Architecture: a 
Method for Participatory Business and IT Alignment, Informatics. Doctoral Disserta-
tion, ISBN 978-91-984918-3-8 

32. Brodin, Martin (2020) Managing information security for mobile devices in small and 
medium-sized enterprises, Informatics. Doctoral Dissertation, ISBN 978-91-984918-4-
5 

 
 





 

 

 





 

 

 
  E

R
IK

 B
E

R
G

S
TR

Ö
M

  S
U

P
P

O
R

T
IN

G
 IN

F
O

R
M

A
T

IO
N

 S
E

C
U

R
IT

Y
 M

A
N

A
G

E
M

E
N

T     2020 

  

 

ERIK BERGSTRÖM 
 
Erik Bergström has a background in computer science and 
holds a M.Sc. in computer science from the University of 
Skövde. Before pursuing his Ph.D. studies, he worked as a 
systems administrator, in IT management and as a lecturer. 
His current research interest is within the field of infor-
mation systems security. 
 
In his thesis, Bergström explores the area of information 
classification, which is a central activity in the protection of 
information assets. Information classification has received 
little attention in academia, and many organisations are 
struggling with the implementation. Existing approaches, 
described in, for example, standards and national recom-
mendations, do not provide a coherent and systematic ap-
proach to information classification. The short descriptions 
in standards, and literature alike, leave out essential aspects 
needed for many organisations to adopt and implement in-
formation classification. 
 
Thus, in his thesis, Bergström presents a method for infor-
mation classification that draws from established standards 
and practice. 

ISBN 978-91-984918-5-2 
Dissertation Series, No. 33 (2020) 

 

 


	CHAPTER 1
	Introduction
	1.1 Problem space
	1.2 Aims and objectives
	1.3 List of included publications
	1.4 Related research
	1.5 Delimitations
	1.6 Thesis outline
	1.6.1 Suggested track for practitioners


	CHAPTER 2
	Background: Information Security Management
	2.1 Information security management
	2.2 Information security (risk) management standards and approaches
	2.3 Information classification
	2.4 Valuation and *classification
	2.5 Information classification practice

	CHAPTER 3
	Method Theory
	3.1 Method concept
	3.2 Method requirements
	3.3 Information classification approaches
	3.3.1 Standards
	3.3.2 National approaches
	3.3.3 Other approaches


	CHAPTER 4
	Research Design
	4.1 Research approach
	4.2 Design science research
	4.2.1 DSR theory
	4.2.2 Research method considerations
	4.2.3 Research context
	4.2.4 DSR cycles in this thesis

	4.3 Supporting research methods
	4.4 Ethical considerations

	CHAPTER 5
	Results
	5.1 DSR cycle 1 – The domain
	5.1.1 Awareness of problem
	5.1.4 Evaluation
	5.1.5 Conclusion

	5.2 DSR cycle 2 – The method
	5.2.1 Awareness of problem
	5.2.2 Suggestion
	5.2.3 Development
	5.2.4 Evaluation
	5.2.5 Conclusion

	5.3 DSR cycle 3 – Context around classification
	5.3.1 Awareness of problem
	5.3.2 Suggestion
	5.3.3 Development
	5.3.4 Evaluation
	5.3.5 Conclusion

	5.4 Summary of included papers
	5.4.1 Paper I: Information Classification Issues
	5.4.2 Paper II: Information Classification Enablers
	5.4.3 Paper III: Information Classification Policies: An Exploratory Investigation
	5.4.4 Paper IV: Revisiting Information Security Risk Management Challenges: A Practice Perspective
	5.4.5 Paper V: Dynamic Interplay in the Information Security Risk Management Process
	5.4.6 Paper VI: Stress Amongst Novice Information Security Risk Management Practitioners
	5.4.7 Paper VII: Developing an Information Classification Method

	5.5 Summary of method requirements and design principles
	5.5.1 MR1 to DP1, DP2 and DP3
	5.5.2 MR2 to DP4, DP5 and DP6
	5.5.3 MR3 to DP7 and DP8
	5.5.4 MR4 to DP9, DP9.1 and DP9.2


	CHAPTER 6
	A Method for Information Classification
	6.1 Preparing for classification
	6.1.1 Target audience
	6.1.2 Granularity of the information
	6.1.3 Overview of the low granularity route
	6.1.4 Preparing business process/system analysis
	6.1.5 Preparing requirements
	6.1.6 When classification should be performed
	6.1.7 Responsibility
	6.1.8 The workshop approach

	6.2 Designing the scheme
	6.2.1 Security aspects
	6.2.2 Scales of potential impact
	6.2.3 Perspectives of potential impact
	6.2.4 Connecting classification to security controls

	6.3 Performing information classification
	6.3.1 Business process/system analysis
	6.3.2 Requirements
	6.3.3 Classification of information

	7.3 Future work
	6.3.4 Labelling
	6.3.5 Selection of final business process/system classification
	6.3.6 Documentation
	6.3.7 Overview of the high granularity route


	CHAPTER 7
	Contributions and Outlooks
	7.1 Contributions
	7.1.1 Contributions to research
	7.1.2 Contributions to practice

	7.2 Limitations
	7.3 Future work

	References

