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ABSTRACT 
The rapid proliferation of mobile devices makes mobile security a weak 
point in many organisations’ security management. Though there are a 
number of frameworks and methods available for improving security man-
agement, few of these target mobile devices, and most are designed for 
large organisations. Small and medium size organisations are known to be 
vulnerable to mobile threats, and often subject to the same legal require-
ments as larger organisations. However, they typically lack the resources 
and specialist competences necessary to use the available frameworks. 
This thesis describes an Action Design Research project to devise and test 
a low cost, low learning curve method for improving mobile security man-
agement. The project is conducted together with a small Swedish consult-
ing company and evaluated in several other companies. In order to solve 
the challenge that SMEs faces; three objectives have been set:  

1. Identify existing solutions at a strategic level to managing infor-
mation that is accessible with mobile devices and their suitability 
for SMEs. 

2. Develop a framework to support SMEs to manage information in a 
secure way on mobile devices. 

3. Evaluate the framework in practice. 
The results show that simple theoretical models can be integrated with 
well-known analysis techniques to inform managers and provide practical 
help for small companies to improve mobile security practice. The most 
important contribution to both science and practice is a structured ap-
proach for managers to deal with mobile devices, or for that matter other 
technology advances that do not fit into the existing management system. 
The journey to the final solution also produced several smaller contribu-
tions to science, for example insights from C-suites about strategies and 
work with mobile devices, differences and similarities between CYOD 
(choose your own device) and BYOD (bring your own device), the role of 
security policies in organisations, and twelve identified management is-
sues with mobile devices. 
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IX 

SAMMANFATTNING 
Mobila enheter spelar en allt större roll i näringslivet och idag har i stort 
sett alla minst en mobil enhet för privat bruk och de flesta även minst en 
för arbetsrelaterade uppgifter. I många fall används samma enhet både 
privat och på jobbet. Utvecklingen har gått väldigt fort och organisationers 
säkerhetsarbete har inte hängt med fullt ut. Detta medför flera onödiga och 
ibland okända risker. Även om det finns ett antal ramverk och standarder 
tillgängliga för att förbättra säkerheten, är det få av dessa som riktar sig till 
mobila tjänster och de flesta är utformade för stora organisationer. Små 
och medelstora organisationer är kända för att vara sårbara för mobila hot 
och ofta ställs samma krav på dem som på större organisationer. Mindre 
organisationer saknar vanligtvis de resurser och specialkompetenser som 
krävs för att använda de tillgängliga ramverken. 
Den här avhandlingen beskriver ett Action Design Research-projekt för att 
ta fram och testa ett ramverk för små och medelstora företag. Ett ramverk 
som med låga kostnader och en kort inlärningskurva hjälper till att för-
bättra hantera mobila enheter på ett säkerhet sätt. Projektet genomförs 
tillsammans med ett litet svenskt konsultbolag och ramverket utvärderas i 
flera andra företag. För att lösa den utmaning som små och medelstora 
företag står inför har tre delmål satts upp:  

1. Identifiera befintliga lösningar på strategisk nivå för att hantera in-
formation som är tillgänglig via mobila enheter och lösningarnas 
lämplighet för små och medelstora företag.  

2. Utveckla ett ramverk för att hjälpa små och medelstora företag att 
hantera information på ett säkert sätt på mobila enheter.  

3. Utvärdera ramverket i praktiken. 
Resultatet visar att enkla teoretiska modeller kan integreras med välkända 
analystekniker för att stödja ledningen och ge praktisk hjälp för små och 
medelstora företag att förbättra mobilsäkerheten. Det viktigaste bidraget 
till både vetenskapen och näringslivet är ett strukturerat tillvägagångssätt 
för ledningen att hantera strategiarbetet kring mobila enheter, eller för den 
delen andra tekniska framsteg som inte passar in i det befintliga lednings-
systemet. Vägen till den slutliga lösningen gav också flera mindre bidrag 
till vetenskapen, till exempel insikter från högsta ledningen om strategier 
och arbete med mobila enheter, skillnader och likheter mellan CYOD (välj 
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din egen enhet) och BYOD (ta med din egen enhet), säkerhetspolicyns roll 
i organisationer och tolv identifierade utmaningar för organisationer kring 
mobila enheter. 
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CHAPTER 1 
INTRODUCTION 
The focus of this research is mobile devices, and how an organisation can 
build and implement a strategy that supports the organisation in control-
ling its information. In 2017 the number of security breaches that involve 
mobile devices increased by 95 % Wandera (2018). Mobile devices cause 
many problems for small and medium-sized enterprises (SMEs). In fact 
the introduction of mobile devices is the technological evolution that has 
led to the most significant information security challenge for SMEs in 
modern times (Harris and Patten, 2014). Therefore, the research setting 
for this dissertation is SMEs. In Europe, more than 99% of all businesses 
are SMEs (using the definition that a SMEs is an enterprise with less than 
250 employees (Harris et al., 2012; the European Commission, 2018)). 
What is typical for SMEs are that they usually have simple planning and 
control systems with informal rules and procedures and, less standardisa-
tion of work processes (Supyuenyong, Islam and Kulkarni, 2009). Many 
SMEs lack the resources and knowledge to manage changes that go outside 
their core competence without outside help (Hashim, 2015). Since their 
resources and information management systems are limited, a change 
such as introducing the secure use of mobile devices involves a great deal 
of work, which they cannot manage without support and a structured ap-
proach (Supyuenyong, Islam and Kulkarni, 2009; Hashim, 2015). 

1.1  FIELD OF STUDY 
This research lies in the field of information management, which is “the 
process of collecting, organising, storing, and providing information 
within a company or organisation” (Cambridge University Press, 2016). 
It further has a strong information security focus. The heavy focus on in-
formation security (“the preservation of information’s confidentiality, in-
tegrity and availability” (ISO/IEC, 2016)), means that research is tar-
geted at information security management (processes and procedures for 
putting information security into practice), which has been a driving force 
from the beginning. The author has a strong belief that information man-
agement and information security management must work together in or-
der to build a solid organisational strategy that is sustainable over time. In 
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order to accomplish this, information security needs to be incorporated in 
strategic management - “the way that a company’s executives decide what 
they want to achieve and plan actions and use of resources over time in 
order to do this” (Cambridge University Press, 2016). Thus the area stud-
ied covers 0rganisational strategies for information management and in-
formation security management of mobile devices. 
The other major focus of this research is mobile devices, which in this work 
are understood as devices that can be carried around while being used to 
access organisational data. The aim is to develop a framework - “a system 
of rules, ideas, or beliefs that is used to plan or decide something” 
(Cambridge University Press, 2016), to support managers. 

1.2  PROBLEM DESCRIPTION 
Organisations are in general relatively good at protecting their computers, 
but policies and controls for computers do not cover the threats mobile 
devices pose (Kearns, 2016). The rapid proliferation of mobile devices 
makes mobile security a weak point in many organisations’ security man-
agement. Mobile devices contain much information, and many possibili-
ties to connect to various internal and external networks and to the organ-
isation’s files. They are also small and easily misplaced or stolen, which 
makes them a particularly sensitive way into the organisation's infor-
mation (Souppaya and Scarfone, 2013; Garba et al., 2015; Khan, Abbas 
and Al-Muhtadi, 2015). Half of all organisations have at least one device 
stolen per year (MobileIron, 2017). With an increasing number of mobile 
security breaches, up 95% during 2018 (Wandera, 2018), it is clear that 
every organisation needs a strategy for how to deal with mobile devices. It 
is a major concern in nearly all organisations (iPass, 2018) and a problem 
that is in a need of a solution that will continue to work overtime. One sin-
gle data breach can be painful for an organisation when it comes to money 
and reputation (Kearns, 2016). Given all the risks, it would be easy to ban 
all mobile devices, but there are also many potential benefits. Organisation 
report that dual-use users (allowed to use their mobile device both for work 
and for private purposes) save on average 47 minutes per day (Miller and 
Varga, 2011). One reason is that they work in their own time - a study re-
vealed that 14% of employees connected to corporate resources after work 
hours. However it is not only dual-use users that work in their own time 
22% of respondents used a private mobile phone to check corporate emails 
before they went to bed (Harris et al., 2012). 
There are several security frameworks and methods available for improv-
ing security management (Da Veiga and Eloff, 2007; Dsouza, Ahn and 
Taguinod, 2014; Lepofsky and Lepofsky, 2014; ISO/IEC, 2016). However, 
few of these target mobile devices, and most are designed for large organ-
isations. Small and medium-sized organisations (SMEs) are known to be 
vulnerable to mobile threats, and often subject to the same legal require-
ments as larger organisations. However, they typically lack the resources 
and specialist competences necessary to use the available commercial 
frameworks. For instance, it costs on average about $48,000 plus the cost 
of maintaining certification (about $5 000 a year) to become ISO/IEC 
27001 certified (Verry, 2012). 
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Even if there is research investigating issues of mobile devices for organi-
sations, there is a need for improvements in the area. There is a need to 
explore how SMEs could tackle these problems, and how they currently 
work with and manage their mobile devices. 

1.3  AIMS AND OBJECTIVES 
The aim of this research is to, with help from strategic management and 
information security management, develop a framework that can support 
long-term strategy development for mobile devices based on an infor-
mation security perspective. In order to address this aim, a set of objectives 
has been specified: 

O1. Identify existing solutions at a strategic level to managing infor-
mation that is accessible with mobile devices and their suitability 
for SMEs. 

O2. Develop a framework to support SMEs to manage information in a 
secure way on mobile devices. 

O3. Evaluate the framework in practice. 

1.4  RESEARCH METHOD 
Since this work is a collaboration between academia and practice it is nat-
ural to use a research method that takes both sides into account; in this 
case action design research (ADR) is used. ADR addresses a practical prob-
lem and constructs an artefact that addresses the class of problems identi-
fied. It demands close collaboration between academia and practice. The 
empirical data collection has consisted of interviews and case studies. The 
purpose of the interviews is ‘to gather data on attitudes, opinions, impres-
sions and beliefs of human subjects’ (Jenkins, 1985), and all the interviews 
were transcribed and analysed using thematic analysis (Braun and Clarke, 
2006). Case studies are compatible with ADR since they are an empirical 
investigation that investigate a contemporary phenomenon within a real-
life context (Yin, 2009). 

1.5  RESEARCH DELIMITATIONS 
When looking at information security there are two primary approaches; 
technical security and administrative security (Åhlfeldt, Spagnoletti and 
Sindre, 2007). This work has chosen the administrative approach and does 
not examine technical solutions, since supporting strategy development is 
a primarily administrative task. The focus is on people, policies and strat-
egies, and how to support managers responsible for organisational infor-
mation.  
Though the literature base is international, all the empirical material is 
from a Swedish context and qualitative in nature. 
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1 .6  THESIS OUTLINE 
Part 1 of the thesis consists of six chapters. The following chapter provides 
the theoretical background for the research. Chapter 3 presents the re-
search method, and how it was chosen and implemented. All the papers 
included are summarised in chapter 4 and the final version of the frame-
work is explained in chapter 5. Part 1 ends with a discussion and conclu-
sion in chapter 6. 
Part 2 contains all the papers included in their full text versions. Table 1 
lists all the papers with their current status and the author’s contribution. 
 
Table 1. Papers included in this thesis. 

Paper Authors Status Contribution 
Management issues for 
Bring Your Own Device 

Brodin, M., 
Rose, J. &  
Åhlfeldt, R.-M. 

Published in Pro-
ceedings of 12th 
European, Medi-
terranean & Mid-
dle Eastern Con-
ference on Infor-
mation Systems 
2015 (EM-
CIS2015) 

I am the main au-
thor and made the 
literature review. 

Combining ISMS with 
strategic management: 
The case of BYOD 

Brodin, M. Published in Pro-
ceedings of the 
8th International 
Conference on In-
formation Sys-
tems (IADIS) 

I am the sole author. 

Mobile Device Strategy: 
From a Management 
Point of View 

Brodin, M. Published in Jour-
nal of Mobile 
Technologies, 
Knowledge and 
Society 

I am the sole author. 

Security strategies for 
managing mobile de-
vices in SMEs: A theo-
retical evaluation 

Brodin, M. Published in Pro-
ceeding of the 8th 
International 
Conference on In-
formation, Intelli-
gence, Systems & 
Applications 
(IISA) 

I am the sole author. 
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Mobile information se-
curity management for 
small organisation 
technology upgrades: 
the policy-driven ap-
proach and the evolu-
tionary implementation 
approach 

Brodin, M. & 
Rose, J. 

Published in In-
ternational Jour-
nal of Mobile 
Communications 

I am the main au-
thor and I had all 
contacts with the re-
search subjects for 
the case study. 

Improving mobile secu-
rity management in 
SME’s: the MSME 
framework 

Brodin, M. & 
Rose, J. 

Published in Jour-
nal of Information 
System Security 

I am the main au-
thor and did all the 
work in the organi-
sation, wrote the in-
ternal report and 
made the analyses. 

 

Each paper is connected to at least one of the objects in this section; Figure 
1.1 shows the connections. 

 
Figure 1.1. The connection between objectives and papers. 
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There are also some published papers with lower relevance which are not 
included in this thesis, but nevertheless contributed to the final result. 
Their contribution is presented in Table 2. 
 
Table 2. Contributions from papers with lower relevance. 

Paper Contribution to this research 
Cyber Security Training Perspectives 
(Amorim, Llinas, Hendrix, Andler, 
Gustavsson, Brodin, 2013) 

Discusses new approaches for training, 
which includes the development of serious 
games for training on cyber security. 

BYOD vs. CYOD - What is the difference? 
(Brodin, 2016a) 

Clarifies the differences between mobile 
device strategies and the security risks 
that come with each of them. Identifies 
benefits in the literature for BYOD which 
also apply to CYOD, and demonstrates 
that the same kind of strategic approach is 
valid for all kinds of mobile device strate-
gies. 

Management of Mobile Devices: How to 
Implement a New Strategy (Brodin, 2016b) 

An early version of Mobile Device Strat-
egy: From a Management Point of View, 
presented at a conference. 

A framework for GDPR compliance for 
small and medium-sized enterprises 
(Brodin, 2019) 

A generalization of the problem and solu-
tion instances when the framework is 
transferred from mobile devices for SMEs 
to dealing with the General Data Protec-
tion Regulation (GDPR). 

1.7  CONNECTION TO INDUSTRY  
This dissertation is written by an industrial doctoral student - the author 
is employed in industry, where he continued to work half time throughout 
the PhD process. Doing a PhD at half pace means, of course, that it takes 
longer, which is not necessarily negative. The longer time period increases 
the risk that the orientation or what was initially done may become out of 
date, or that someone else solves the research problem as the study is end-
ing. However, it also means that the area is allowed to mature and that the 
process itself is given the opportunity to take the time it needs. A great 
advantage of being an industrial doctoral student is the natural connection 
to industry, with a large network and opportunities for access to empirical 
material. The fact that the doctoral student works 50% in the industry 
throughout the process means that it is easier to stay updated on what is 
happening in practice and to gain access to data. However, this industry 
focus also entails a risk that the research orientation may be left behind. 
In order to manage this balance, the work has been organised with a steer-
ing group with powerful tools. The steering group, which meets once every 
six months or when necessary, consists of representatives from both aca-
demia and industry. One of the tools used to ensure the care of both bene-
ficiaries is the thesis steering model (TSM) (Heldal et al., 2014b, 2014a). 
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TSM consists of a number of gates that must be completed in order to com-
plete the research. To pass a gate, the project must show that it is beneficial 
both for industry and for academia, and that the plan is set in the right 
direction. TSM looks at business value management, research quality 
management, examination management and project control. TSM also re-
quires that there is a continually developing risk analysis that is followed 
up at regular intervals. In addition, the PhD student has supervisors from 
academia, who ensure that the project meets its scientific requirements 
and a company mentor who ensures that industry interests are taken care 
of. 
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CHAPTER 2 
THEORETICAL BACKGROUND  
Nearly every organisation uses mobile devices today, either strictly as a 
business tool, or as dual-use devices. This way of working was labelled in 
2006 in a white paper by Nokia as business mobility, and defined by Mikko 
Kosonen as the “freedom to collaborate and transact business outside tra-
ditional workplaces and times … communications on the go, with access to 
the right information at the right time” (Nokia, 2006, p.2). This chapter 
provides an overview of the theory background, which is related research, 
and the theory foundation - the theories that are used and developed in 
this work. 

2.1  THEORY BACKGROUND –  CORE CONCEPTS 
There are some core concepts that need to be established in order to set 
the scene and to clarify where the research work is positioned. 
2.1.1 INFORMATION MANAGEMENT 
There are several approaches to managing mobile devices securely in or-
ganisations, including both general information management and security 
frameworks, and some which are more mobile-specific. The general frame-
works and standards, like COBIT5 (Isaca, 2013), ISO/IEC 27000-series 
(ISO/IEC, 2016) and Information Security Governance Framework (Da 
Veiga and Eloff, 2007), are usually too complex with too heavy work de-
mands for SMEs (Brodin, 2018). COBIT5 is widely used in practice, owned 
by ISACA, and the first version was released in 1996. It is a generic tool 
useful for large enterprises, both private and public. It is built upon five 
principles: 

1. Meeting the needs of the stakeholder 
2. Covering the entirety of the project 
3. Applying a single integrated framework 
4. Enabling a holistic approach, and  
5. Separating governance from management. 

To support the principles, there are seven enablers and 37 processes 
(Isaca, 2013). COBIT5 is a comprehensive information management 
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framework but involves a steep learning curve beyond the resources of 
most SMEs. As a broad IT governance framework, it is not particularly 
strong when it comes to information security (Holmquist, 2008), which is 
the key issue raised by the emergence of mobile devices.  
The Information Security Governance (ISG) Framework by Da Veiga and 
Eloff (2007) is a theoretical framework that is well known in academia but 
not in practice. The framework has four levels (A, B, C and D), see Figure 
2.1. Level A consists of strategic, managerial/implementation and tech-
nical protection components. Level B has six categories, one strategic, four 
managerial and operational and one technical. Level C consists of several 
information security components under each of the categories in level B. 
At level D, all other considerations results in change management (Da 
Veiga and Eloff, 2007). Like COBIT, the ISG Framework is sturdy and 
comprehensive, with a higher information security focus. However, it lacks 
anchoring in practice and is more suitable as a reference for future re-
search. 

ISO/IEC 27000-series consists of several standards were 27000, 27001, 
27002 and 27003 is the most relevant for mobile devices. ISO/IEC 27000 
defines terms that are used in the series and provides an overview of infor-

Figure 2.1. ISG Framework, adapted from Da Veiga and Eloff (2007). 
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mation security management systems. ISO/IEC 27001 specifies require-
ments for the establishment, implementation, maintenance and continu-
ous improvement of an information security management system. 
ISO/IEC 27001 also includes requirements for the assessment and pro-
cessing of information security risks. ISO/IEC 27002 provides best prac-
tice recommendations on information security management and ISO/IEC 
27003 gives some guidance for implementation. Unlike the ISG Frame-
work, the ISO / IEC 27000-series has a strong foundation in practice and 
has been implemented in many large organisations. However, implement-
ing it is considered complex and costly for many organisations (Gillies, 
2011) and it is therefore not a perfect match for SMEs. Furthermore, it is 
comprehensive for information security work, but it is too heavy if the pur-
pose is to increase information security in mobile devices. 
2.1.2 INFORMATION SECURITY
Information security is a broad term which can be divided into two direc-
tions of security measures; technical and administrative (Åhlfeldt, 
Spagnoletti and Sindre, 2007), see Figure 2.2. The current research work 
is positioned in the administrative part and deals with both formal and in-
formal security. Another way to look at information security is to address 
its core aspects; human (administrative, informal), organisational (admin-
istrative, formal) and technological (technical) (Safa, Solms and Futcher, 
2016). Beyond security measures, key characteristics are usually under-
stood as CIA (Confidentiality, Integrity and Availability) (Volonino and 
Robinson, 2003). Confidentiality refers to protecting information from be-
ing accessed by unauthorised parties. In other words, only the people who 
are authorised can gain access. Integrity is the assurance that the infor-
mation is trustworthy and accurate. This means that the information is 
correct and has not been manipulated. Availability is a guarantee of relia-
ble access to the information by authorised people when they need it. 
 

 
Figure 2.2. The information security model of Åhlfeldt, Spagnoletti and Sindre (2007) 
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2.1.3 STRATEGIC MANAGEMENT 
Strategic management is another key concept for this research, describing 
the way that a company’s executives decide what they want to achieve, how 
they plan actions and the use of resources over time, in order to achieve 
the organisational goals (Daft, 2012; Cambridge University Press, 2016). 
According to Mintzberg et al (1998) the field of strategic management can 
be summarised in ten schools of thought. The first three schools are con-
cerned with how strategies should be formulated rather than how they are 
formed in practice; the next six schools focus on specific aspects of strategy 
formation and how they are made. The last school synthesises the previous 
nine. 

• The Design School – the internal situation is used to match the ex-
ternal environment. 

• The Planning School – a rigorous set of steps are taken, from anal-
ysis to implementation. 

• The Positioning School – focus on how the organisation can im-
prove its strategic position within its industry sector. 

• The Entrepreneurial School – the founder or leader makes vision-
ary strategies relying on their intuition and experience. 

• The Cognitive School – the strategic development process takes 
place in human brains and is about how management process in-
formation and make choices based on different options. 

• The Learning School – strategies develop from “lessons learned” as 
the management pays close attention to what works and learn from 
experiences. 

• The Power School – strategies are built after negotiation between 
strong forces within the organisation or between the organisation 
and external stakeholders. 

• The Cultural School – strategies are formed collectively involving 
several departments and reflect the organisation’s culture. 

• The Environmental School – strategy is a response to challenges 
from the external environment. 

• The Configuration School – the process of forming a strategy 
comes from a change from one decision-making structure to an-
other. 

The design school, where a strategy is created after an analysis of strengths 
and weaknesses of the organisation in light of the opportunities and 
threats in its environment (Mintzberg, Ahlstrand and Lampel, 1998) is 
close to the way most SMEs work today. SMEs generally use rather simple 
and informal strategy formulation processes (Andersen, Cobbold and 
Lawrie, 2001). The planning is often flexible, with a planning horizon of 
one to three years, and strategic analysis tools are seldom used 
(Stonehouse and Pemberton, 2002). Formal planning is only used by 
SMEs when they are faced with some major change or crisis (Frizelle, 
2002). Stonehouse and Pemberton, (2002) argue that a strategic manage-
ment process or framework for the analysis of the business environment 

CHAPTER 2  THEORETICAL  BACKGROUND 

 

15 

(internal and external) would benefit the organisation, improve strategic 
thinking and reduce failure among SMEs. The overall strategic manage-
ment process may start with executives evaluating their current position 
in respect to mission, goals and strategies, followed by analysing the or-
ganisation’s internal and external environments and identifying strategic 
factors that may have to change (Daft, 2012). Then a new strategy is se-
lected and implemented. Strategies can be developed in two ways; ra-
tional-analytic (through a rational and analytical process), or emergent 
(strategies emerge in the organisation over time from the bottom-up) 
(Johnson et al., 2015). One good example of emergent strategy is the need 
for a specific mobile device strategy. This since employees have found ways 
of using their own devices, even bringing their private devices to accom-
plish work tasks, without waiting for management initiatives. In SMEs, the 
decision to develop a new strategy is usually triggered by some specific 
event (Frizelle, 2002). Johnson et al. (2015) created an explorative strat-
egy framework to summarise strategic management, divided into three 
main steps (see Figure 2.3); strategic position, strategic choices and stra-
tegic implementation, with sub-tasks and focus areas on each step. The 
first literature review (Brodin, Rose and Åhlfeldt, 2015) demonstrated that 
the framework works well to frame the area of mobile device strategies. 
 

 
Figure 2.3. The elements of strategic management adapted from Johnson and Scholes (1997). 

The strategic analysis involves investigating the organisational environ-
ment, its capabilities and expectations. The purpose is to find out how it is 
at the current time, where we want to go and what benefits and threats we 
may see along the road. Strategic choice is the part where the organisation 
looks at different strategic options and evaluates them to select a strategy. 
Strategic implementation is where the organisation puts the strategy into 
action - this phase has three subsections: planning and allocating re-
sources, organisation structure and design, and managing strategic 
change. Strategic Position is concerned with the impact on the external en-
vironment, the organisation’s purpose, organisational culture and capabil-
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ity in terms of resources and competences. Strategic choices involve op-
tions for strategy in terms of directions and methods. Strategic implemen-
tation is the final part where the strategy is implemented. 
 

2.2  THEORY FOUNDATIONS –  ORGANISATIONAL 
STRATEGIES FOR INFORMATION SECURITY   
MANAGEMENT OF MOBILE DEVICES 

In modern times, the introduction of mobile devices is the technological 
evolution that posed the greatest information security challenge for SMEs, 
see Figure 2.4 (Harris and Patten, 2014). 

It is important to understand what a mobile device is, and some common 
terms used to refer to these devices in literature. A mobile device can be 
carried by the user when in use, and can be connected to some kind of net-
work,  which does not require additional hardware to connect to the Inter-
net - for instance smart phones and tablets (Dlamini and Kogeda, 2018). 
When it comes to strategies for mobile devices, there are some common 
directions to choose, see Figure 2.5.  The two extreme positions are BYOD 
(Bring Your Own Device) also known as Laissez-Faire, and UWYT (Use 
What You are Told) also known as Authoritarian. In between them is 
CYOD (Choose Your Own Device) found and is also known as the middle 
ground strategies (Harris, Ives and Junglas, 2012; Brodin, 2016a). The 
three directions do not offer a silver bullet allowing organisations to access 
all the benefits of mobile devices without putting the organisation’s infor-
mation at risk -  each situation must be assessed individually (Tairov, 
2016). 

 

Figure 2.4: Technology evolution and information security risks over time. 

Figure 2.5. Mobile device strategies, adapted from Harris et al. (2012). 
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BYOD is a strategy where the employees are allowed to use their privately-
owned devices for work purposes of adapting them to the workplace (Ali, 
Qureshi and Abbasi, 2015). It may also be the result of failing to address 
IT consumerisation, or of not having any strategy for mobile devices (Har-
ris, Ives and Junglas, 2012). This is the strategy where the organisation has 
the least control over its information, since the device is unmanaged and 
the user owns and controls it (Hensema, 2013). In general, private devices 
are less well secured, and users tend to resist the installation of encryption 
and remote wipe software since they consider that this encroaches on their 
privacy (Camp, 2012; Pettey and Van Der Meulen, 2012; Disterer and 
Kleiner, 2013). A private device will always be a private device, even if it is 
used for business purposes. It may be used by several persons in the family, 
for instance as a baby-sitter, which increases the possibility of installation 
of unwanted apps. If the user also has to pay for mobile data, the risk of 
connection to unsecure network increases. 
Organisations that want full control of their information use the UWYT-
strategy instead. With this strategy the organisation owns and controls all 
devices and their connections to organisational information (Singh and 
Phil, 2012; Garba et al., 2015). In many cases, this is seen as the old or 
traditional way of managing mobile devices, which allows flexibility of time 
and space, but not flexibility at the individual level (Singh and Phil, 2012). 
Tight control is not entirely positive, since it may indirectly encourage em-
ployees to take shortcuts and try to sidestep security measures, or simply 
to bring their own device and use it in tandem when possible. Restriction 
of access to social media and  the Internet often results in employees in-
stead of bringing private mobile devices without the employer's knowledge 
(Tairov, 2016). Achieving an effective UWYT strategy involves continually 
working with information security on several levels and conducting regu-
lar information security awareness training for all employees. 
In between the BYOD and UWYT strategies, there is a hybrid: Choose Your 
Own Device (CYOD). A recent survey revealed that 52% of respondents be-
lieve that they will be more productive if they are allowed to choose their 
own device by themselves, but 75% are not interested in contributing to 
the cost (as with the case with BYOD) (Kok, Lubbers and Helms, 2015). In 
CYOD the user may choose their device freely, either from a list of available 
devices, or from all the devices on the market. In most cases, the user is 
also allowed to use the device for private purposes as well for work tasks. 
With this approach, the user has the benefit of receiving a device that they 
like and are familiar with, and in most cases, they do not need to carry 
separate work and private life devices. At the same time, the organisation 
gets better control over the devices, while retaining the benefit of employ-
ees working during their own time (Brodin, 2016a). CYOD combines the 
freedom of BYOD with the control from UWYT (Tairov, 2016) - employees 
can choose the device they like to work with, at no personal cost, and the 
organisation supplies enterprise controlled technology (Kok, Lubbers and 
Helms, 2015; Zrinscak, Perl and Robra-bissantz, 2017). CYOD is the more 
popular approach in Europe and is gaining  popularity in the US (Kane et 
al., 2014). 
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2.2.1 INFORMATION AND SECURITY MANAGEMENT ISSUES 
WITH MOBILE DEVICES

These new approaches to the use of mobile devices forces organisations to 
design new strategies which ensure a balance between information secu-
rity and the benefits of using the devices (Tairov, 2016). Since the technol-
ogy evolution entails high information security risks, it is important that 
the work which leads to the strategy, is properly done.  The environment 
may even become more secure if the analyses leading to the strategy, the 
strategy itself and the implementation are considered thoroughly (Kok, 
Lubbers and Helms, 2015). Downer and Bhattacharya (2015) and identi-
fied four categories of security challenges with mobile devices: 

1. Deployment – is it useful, for whom and where? 
2. Technical – access control, security measures, data distribution, 

network connections and cloud storage. 
3. Policy and regulation - laws & regulations, and ethical & privacy 

issues. 
4. Human aspects – training and reactions. 

The first challenge questions whether mobile devices should be beneficial, 
and if so, how, for whom, where and why? What are the benefits and pos-
sible gains that management wants to achieve by allowing broader use of 
mobile devices? The literature describes three closely related benefits: in-
creased personal productivity, increased flexibility of time and space and 
increased user satisfaction. The key here might be increased flexibility of 
time and space which makes life easier for employees, which consequently 
makes them more satisfied and productive. Various industry studies indi-
cate that there are time and money to be saved by allowing users to use 
their mobile devices after work hours - up to 240 hours a year or $1300 
per employee (iPass, 2011; Miller and Varga, 2011; Barbier et al., 2012). 
These savings may, to some extent relate to the increased flexibility of time 
and place since users do some work in their own time at home. In a study, 
22% of the respondents checked their work e-mail before they went to bed, 
and 14% of employees connected to corporate resources after work hours 
(Harris, Ives and Junglas, 2012). Orlikowski (2007) reported employees 
whose spouses deliberately plan vacations to locations with no Internet 
connection, and others who admit that it is almost impossible not to check 
work e-mail while on vacation. Increased flexibility may also lead to in-
creased work overload (Yun, Kettinger and Lee, 2012) and personal stress 
(Green, 2002). If employees are able to use their mobile device for both 
private and work issues, they will work during their spare time, and they 
will probably also undertake private tasks during work hours, for instance 
being active on social media applications (Musarurwa et al., 2018). If in-
creased productivity is only measured by the hour’s employees access work 
related material during their own time, there is a risk that the numbers will 
be misleading. None of the vendor studies, which point to savings, dis-
cusses the possibility of employees using work time for private issues. In 
an interview study, employees said that they feel their productivity is 
higher, but at the same time negatively affected by distractions from per-
sonal issues on their mobile device (Hensema, 2013). Allowing the same 
device for both private and professional purposes, therefore brings both 
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advantages and disadvantages for employers and employees. Some argue 
that the fact that employees do not need to carry two different devices in-
creases user satisfaction (Miller and Varga, 2011; Disterer and Kleiner, 
2013) while others estimate that, though appreciated, it does not contrib-
ute significantly to work satisfaction (Harris et al., 2012). 
The issues that chiefly concern management are mostly connected to in-
formation security: device protection, information control and user secu-
rity awareness; but also to IT support resources. Since mobile devices are 
small, they are easily misplaced or stolen (Souppaya and Scarfone, 2013; 
Garba et al., 2015; Khan, Abbas and Al-Muhtadi, 2015). Half of all organi-
sations in a recent survey reported at least one mobile device stolen or lost 
(MobileIron, 2017). A stolen device might leak information if it is not pro-
tected, it is no surprise that two-thirds of all data breaches in healthcare 
are directly connected to a lost mobile device (Vrhovec, 2016). In a recent 
study, almost three out of five organisations suspect that their mobile 
workers caused a mobile security issue last year, and nearly all respond-
ents are concerned about the growing number of mobile devices and the 
security challenges they bring (iPass, 2018). Almost 80% believe that pro-
tecting the organisation’s mobile devices will be even more challenging in 
the future (Dimensional Research, 2017). A study by Whipple, Allgood and 
Larue (2012) revealed that only 18% of respondents frequently lock their 
mobile device, which implies that four out of five stolen devices may leak 
information. Even protected devices that are not stolen may leak infor-
mation. Disgruntled former employees who kept their device or new em-
ployees who are not aware of policies and processes may leak information 
(Kumar and Singh, 2015). Personnel leaving the organisation tend to ac-
cess abnormal numbers of files in the last two weeks of their employment, 
and the same pattern can be found in new employees’ first two weeks 
(Dtex, 2017).  
The issue with protection is rooted in organisation’s fear of losing control 
over their data (Gustav and Kabanda, 2016), which may lead to loss of rep-
utation or lawsuits (Kabanda, 2018). Another common issue is how to deal 
with privacy since security measures on a mobile device that monitor the 
device also threaten the privacy of the user (Gustav and Kabanda, 2016; 
Smith, 2017). In a survey with 3500 mobile workers, less than two-thirds 
thought that employees could keep their personal information private 
(Smith, 2017). Traditional technical security solutions are not effective for 
mobile device threats since they are not designed to deal with them. VPNs, 
firewalls and e-mail filtering are designed to protect internal network re-
sources; mobile devices connect intermittently to the internal network 
from everywhere without full protection, which makes them capable of 
transmitting malware into the network, and opens up for data leakage 
(Downer and Bhattacharya, 2015). Another issue is connected to backup - 
in most cases organisations cannot backup data stored on mobile devices. 
Hence this must be the user’s responsibility (Wong, 2012). Although or-
ganisations cannot be responsible for backing up devices, IT managers are 
still required to protect corporate data, which in this case, they may not 
even control (Walters, 2013). It may also be challenging to support many 
different devices that users choose, since they are not as standardised as 
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PCs. Mobile devices imply many different platforms, systems and available 
software (Hensema, 2013; Kok, Lubbers and Helms, 2015). 
The area of creating a mobile device strategy is a relatively new phenome-
non which little research directly address. When it does, it mostly focuses 
on policy updates and security awareness training. Some research argues 
that updating the information security policy or creating a new mobile de-
vice policy is the most important thing to do (Montaña, 2005; Gatewood, 
2012; Harris et al., 2012; Oliver, 2012; Simkin, 2013; Yang et al., 2013). 
Security policies may play an important role in organisations, but much 
research points at poor knowledge and understanding by employees of the 
content of their organisation’s policies (Oliver, 2012; Thomson, 2012; 
Simkin, 2013). In many cases, the policies are more like guidelines, with-
out consequences where they are broken. One reason is that policies are 
seldom read, even though the employer may believe they have communi-
cated well (Oliver, 2012). It is also unclear if a policy should be a part of a 
real solution to the problem; a major study showed no statistically signifi-
cant relationship between the existence and application of information se-
curity policies, and the incidence or severity of security breaches (Doherty 
and Fulford, 2005). For a policy to be useful, it should be anchored in staff 
practice before published, and it needs to be communicated in a clear way 
to everyone (Brodin, 2017). More important is security awareness training, 
since the policy approach is not effective for employees who are not aware 
of the risks (Pahnila, Siponen and Mahmood, 2007; Moody, Siponen and 
Pahnila, 2018), posed in this case by their mobile device. Walters (2012) 
and Gatewood (2012) encourage organisations to focus more on people 
than technical solutions and devote more time to education, and Gatewood 
(2012) points out that a forgotten and unlocked phone can lead to a disas-
ter. There are also studies that indicate that security training must be a 
part of the implementation of a new strategy  in order to get employees to 
adopt it (Markelj and Bernik, 2012; He, 2013). 
2.2.2 FRAMEWORKS FOR MOBILE DEVICE STRATEGIES
For those organisations that do not have the resources to apply a large-
scale generic information management framework, a mobile device spe-
cific one is recommended. Most of the current research in the field of man-
agement of mobile devices focuses on Bring Your Own Device (BYOD), 
since it is an emerging trend. However these frameworks are relevant for 
CYOD as well since many of the security issues are the same (Brodin, 
2016a; Kabanda, 2018).  
Allam et al. (2014) propose a model for smartphone information security 
awareness which is adapted from an awareness model from the field of 
accident prevention. Security policies and procedures for threats are 
formed that better meet the requirements of the organisation by though 
the governance of daily operations. However, Ashenden and Lawrence 
(2013) believe that awareness programmes are limited and that their effect 
on behavioural change is doubtful. Instead, they propose a social 
marketing framework which they claim to be more effective. They first 
identify behaviours they want to change by analysing user behaviour, then 
identity what benefits for users from potential modifications which 
increase security. Then they design intervention and evaluate the impact. 
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Zahadat et al. (2015) on the other hand, do not trust users at all and pro-
pose a BYOD security framework (Figure 2.6) to support internal experts 
in their work of implementing (mainly technical) security measures, for 
mobile devices into their existing business operations. A problem for SMEs 
in this case is that they normally lack the internal expertise which this 
framework aims to support. The focus is on security around BYOD and risk 
management, with suggestions for possible solutions at different levels. 

If this BYOD security framework concentrates on technical solutions, the 
BYOD Implementation Framework (Selviandro et al., 2015) takes a differ-
ent approach by focusing on organisational culture. It starts with deter-
mining organisational culture and privacy concerns. Input from privacy 
concerns will form a BYOD privacy policy, and the organisational culture 
analysis should guide the implementation of cloud management control, 
see Figure 2.7. 
 

 
 
 
 
 
 
 

Figure 2.6. BYOD security framework, adapted from Zahadat et al. (2015) Figure 2.6. BYOD security framework, adapted from Zahadat et al. (2015) 
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Another culture-focused model is the BYOD Information Security Behav-
ioural model (BIBS), Figure 2.8, which was created for the banking sector 
in Zimbabwe. The model looks at individual and organisational traits to 
form an information security culture (Musarurwa, Flowerday and Cilliers, 
2019). The personal traits are attitudes, knowledge and habits, and the or-
ganisational are environment, governance and training. The information 
security culture represents the behavioural intention to observe infor-
mation security in the organisation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2.8. BIBS model, adopted from Musarurwa, Flowerday and Cilliers (2019) 

Figure 2.7. BYOD privacy and culture framework, adapted from Selviandro et al (2015) 
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Fani, Von Solms and Gerber (2016) propose a high-level management 
framework to govern and manage BYOD within SMEs. The framework is 
divided into six sections: BYOD Security Requirements, Security Role 
Players, BYOD Strategy and BYOD Policy Plan, BYOD Policy Implementa-
tion, and BYOD Compliance. The framework takes three components into 
account (devices, employee relations and IT) as it tries to guide executive 
management through the decisions that are required for the governance of 
BYOD. There are also some older models (Basole, 2005, 2007), but they 
look at strict enterprise solutions, and the information security threats that 
we face today were not in the picture then. However, the headings, Figure 
2.9, from Basole (2005) might be to some help even today. 
 

All these models and framework (apart from COBIT5 and ISO/IEC 27000) 
have one thing in common - they are research models, which lack empirical 
validity through testing in practice. 

2.3 SUMMARY
Mobile devices offer many benefits for organisations around the globe, but 
they also bring information security-related problems. Information man-
agement and information security management need to cooperate to find 
sustainable long-term solutions. This work, therefore investigates the field 
of information security and strategic management to find ways to bring 
information management and information security management together 
in a way that is beneficial for organisations and their employees. Elements 
of strategic management (Johnson and Scholes, 1997) together with the 
ISO/IEC 27000-series (ISO/IEC, 2016) provide the basis for the frame-
work developed in this work. 
 

Figure 2.9. Mobile Enterprise Adoption Framework, adopted from Basole (2005) 
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CHAPTER 3 
RESEARCH APPROACH 
This chapter describes the research process. 

3.1  CHOOSING A RESEARCH METHOD  
In order to full fill the aim of the thesis, a research method that supports 
close collaboration with companies while building an artefact is needed. 
The following sections provide an overview of three such methods, includ-
ing the chosen one. 

3.1.1 ACTION RESEARCH (AR)  
Research using AR combines practical problem-solving with expanding 
scientific knowledge (Hult and Lennung, 1980). The researcher, therefore 
(in contrast with objectivist science) is not a neutral observer, but a partic-
ipant who takes part in in the action process (Checkland, 1999). Further-
more, the researchers must use their experience to draw lessons from the 
research object (Checkland and Scholes, 1990). The problem owner and 
the researcher are dependent on each other, and close collaboration is vital 
for success (Mckay and Marshall, 2001; Oates, 2012). In AR the researcher 
contributes to the research context with an intellectual framework and 
knowledge of the process; the problem owner with contextual knowledge 
(Burns, 1990). There are several ways of presenting the AR process - the 
most common is through some kind of cycle (sometimes with iterations) 
(Susman and Evered, 1978; Burns, 1990; Checkland, 1991; Mckay and 
Marshall, 2001). No matter which approach to AR is chosen, certain char-
acteristics are always present (Baskerville and Wood-Harper, 1998): 

1. The multivariate social setting 
2. The highly interpretive assumptions about observation 
3. The intervention by the researcher 
4. The participatory observation 
5. The study of change in social settings 
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Another important ingredient of all AR is the researchers’ commitment to 
improving practice (Baskerville and Wood-Harper, 1996). The overall goal 
is to solve a real-world problem and at the same time, increase the body of 
knowledge in science. AR is research in action, rather than research about 
action and is both participative and an approach to problem-solving 
(Coughlan and Coghlan, 2002). The AR process, also known as canonical 
action research (Davison, Martinsons and Kock, 2004) can be described in 
five phases (Figure 3.1); diagnosing, action planning, action taking, evalu-
ating and learning (Susman and Evered, 1978). 
 

 
Figure 3.1. The AR process, according to Susman and Evered (1978). 

Some possible issues with AR have been raised in the literature: 
• between the practical problems at hand and the research endeav-

our (Rapoport, 1970) 
• between roles as consultant and researcher, such as clients’ belief 

in quick actions (quick wins) versus researchers’ belief in careful 
abstract reflection before action (Rapoport, 1970) 

• with establishing rigour and objectivity according to conventional 
positivist natural science traditions (Susman and Evered, 1978) 

3.1.2 DESIGN SCIENCE (DS)  
In DS, the mission is to develop an artefact which is relevant to an unsolved 
business problem (Peffers et al., 2007; Vaishnavi and Kuechler, 2007; 
Hevner and Chatterjee, 2010; Sein et al., 2011). The designed artefact may 
be a method, model or design principle (Gregor and Hevner, 2013). There 
are two challenges in DS; to address a practical problem in a specific or-

Diagnosing:
Identifying or 

defining a 
problem

Action planning:
Considering 
alternative 

courses of action

Taking action:
Selecting a 

courses of action

Evaluating:
Studying the 

consequences of 
an action

Specifying 
learning:

Identifying 
general findings
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ganisational setting and to construct and evaluate an artefact that ad-
dresses the identified problem(s). To scientifically design something that 
practice would benefit from requires a problem identified in practice  
(Nunamaker, Chen and Purdin, 1991; Walls, Widmeyer and El Sawy, 1992; 
Rossi and Sein, 2003; Peffers et al., 2007; Vaishnavi and Kuechler, 2007; 
Hevner and Chatterjee, 2010). Furthermore, the problem should not al-
ready have a well-known solution. Hence a literature review may be a suit-
able way to start. Since there should not be any well-known solutions, it 
may be a good idea to look into an adjacent discipline to provide ideas for 
new findings in the researcher’s field (Vaishnavi and Kuechler, 2004). Be-
fore designing the solution, a solution objective or proposal should be pre-
sented (Walls, Widmeyer and El Sawy, 1992; Gregor and Jones, 2007; 
Peffers et al., 2007; Vaishnavi and Kuechler, 2007; Hevner and Chatterjee, 
2010). The proposal or objective is then further developed into a tentative 
design or the first draft of the artefact. As the name design science implies, 
the design is the central part of the research process, and the development 
of the artefact take place in a design search or development process 
(Nunamaker, Chen and Purdin, 1991; Walls, Widmeyer and El Sawy, 1992; 
Rossi and Sein, 2003; Gregor and Jones, 2007; Peffers et al., 2007; 
Vaishnavi and Kuechler, 2007; Hevner and Chatterjee, 2010). The devel-
opment is an iterative search process (Hevner and Chatterjee, 2010). The 
developed artefact must be evaluated to demonstrate that it is a valid so-
lution for the identified problem(s) it (Nunamaker, Chen and Purdin, 1991; 
Walls, Widmeyer and El Sawy, 1992; Rossi and Sein, 2003; Peffers et al., 
2007; Vaishnavi and Kuechler, 2007; Hevner and Chatterjee, 2010). The 
evaluation of the artefact may be in terms of validity (that it works), utility 
(gives value outside the development environment), quality, and efficacy. 
Evaluation can be in the form of final summative tests in case studies, or 
expert review (Vaishnavi and Kuechler, 2004). The final version of the ar-
tefact should be communicated, both to practitioners and to the research 
community (Peffers et al., 2007; Hevner and Chatterjee, 2010).  
There are several suggested design science processes - Figure 3.2 illus-
trates one of them, which starts with awareness of the problem followed 
by a solution suggestion, before iterating development and evaluation, and 
ends with the result that needs to be communicated. 
 

 
Figure 3.2: The Design Science process according to Vaishnavi and Kuechler ( 2004). 

3.1.3 ACTION DESIGN RESEARCH (ADR)  
ADR combines features of action research and design science (Sein et al., 
2011; Mullarkey and Hevner, 2019). As in DS there are two challenges: 
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firstly, to address a practical problem in a specific organisational setting 
and secondly, to construct and evaluate an artefact that addresses the class 
of problems identified. As in AR, the ADR researcher takes action in the 
organisational situation to help the practitioners to solve the problem. This 
also means that ADR shares some of the issues mentioned in relation to 
AR. These issues are discussed in more detail in section 3.3 Research eth-
ics. ADR specifies four iterative stages and seven principles (Figure 3.3). 

 
Figure 3.3: ADR stages and principles (Sein et al. 2011). 

The problem formulation stage formalises the identified problem, and in-
cludes these tasks: 

• Identify and conceptualise the research opportunity 
• Formulate initial research questions 
• Cast the problem as an instance of a class of problems 
• Identify contributing theoretical bases and prior technology ad-

vances 
• Secure long-term organisational commitment 
• Set up roles and responsibilities 

Principle 1 (Practice-Inspired Research) requires the research to be 
grounded in an actual organisational situation typical of a class of prob-
lems. Principle 2 (Theory-Ingrained Artefact) specifies that the designed 
artefact be grounded in theory, to structure the problem, to identify solu-
tions, or to guide the design process. 
Stage 2, Building, Intervention and Evaluation (BIE), concerns the itera-
tive creation and evaluation of the IT-related artefact (in this case the 
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method) through intervention in the problem organisation. The tasks per-
formed are: 

• Discover initial knowledge-creation target 
• Select or customise BIE form 
• Execute BIE cycle(s) 
• Assess need for additional cycles, repeat 

BIE may be IT-dominant (typically involving the design of a software sys-
tem), or as in this case, organisation-dominant (Figure 3.4).  

 
Figure 3.4: Organisation-dominant BIE (Sein et al., 2011). 

Principle 3 (Reciprocal Shaping) requires that the artefact is influenced 
both by the practice domain (the organisational situation) and research 
domain (researchers armed with theoretical constructs). Principle 4 (Mu-
tually Influential Roles) is designed to ensure that both practitioners and 
researchers are involved in design and intervention. Principle 5 (Authentic 
and Concurrent Evaluation) distinguishes ADR from design science by re-
quiring that evaluation of the artefact occurs continuously as it evolves. 
Reflection and Learning (stage 3) should be a continuous process that runs 
parallel with problem formulation and BIE, including the following tasks: 

• Reflect on the design and redesign during the project 
• Evaluate adherence to principles 
• Analyse intervention results according to stated goals 

Principle 6 (Guided Emergence) embodies the idea that the design evolves 
through the interaction of theory and practice, researchers and practition-
ers, and particularly through feedback provided by concurrent evaluation. 
The remaining stage is Formalization of Learning and the tasks are: 

• Abstract the learning into concepts for a class of field problems 
• Share outcomes and assessment with practitioners 
• Articulate outcomes as design principles 
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• Articulate learning in light of theories selected 
• Formalise results for dissemination 

In this stage, the research should move from specific-and-unique to ge-
neric-and-abstract, reflecting principle 7 (Generalised Outcomes). Sein et 
al. (2011) suggest three relevant forms of generalisation: (1) generalisation 
of the problem instance, (2) generalisation of the solution instance, and (3) 
derivation of design principles. 
 
Table 3. Summary of the ADR principles 

Principle  
Principle 1 - Practice-Inspired Research The research should be grounded in an ac-

tual organisational situation. 

Principle 2 - Theory-Ingrained Artefact The designed artefact should be grounded 
in theory. 

Principle 3 - Reciprocal Shaping The artefact has to be influenced both by 
the practice domain and research domain. 

Principle 4 - Mutually Influential Roles Both practitioners and researchers have to 
be involved in design and intervention. 

Principle 5 - Authentic and Concurrent 
Evaluation 

Evaluation of the artefact should occur 
continuously as it evolves. 

Principle 6 - Guided Emergence The design evolves through the interaction 
of theory and practice, researchers and 
practitioners, and particularly through 
feedback provided by concurrent evalua-
tion. 

Principle 7 - Generalised Outcomes Research should move from specific-and-
unique to generic-and-abstract. 

 

3.2  IMPLEMENTATION OF ADR/RESEARCH DESIGN  
The research method adopted for the thesis work is Action Design Re-
search (ADR) (Sein et al., 2011) since the research engages with practice, 
and the resulting framework is theory-integrated. ADR combines features 
of action research (appropriate in this case because security management 
improvements are necessary for the host organisation) and design science 
(appropriate because the outcome is a designed artefact: a framework). It 
deals with two challenges: firstly, to address a practice problem in a spe-
cific organisational setting and secondly, to construct and evaluate an ar-
tefact (here the MSME framework) that addresses the class of problems 
identified (poor mobile security management in SME’s). The following 
sections describe how each step of the ADR method supports the research 
and fulfils the research objectives. The research process is guided by the 
ADR stages and is supported by both empirical work and literature survey. 
It involves close collaboration with the primary partner organisation Actea 
Consulting AB, which is involved throughout the project, and where the 
researcher is employed. The primary partner contributions are shown in 
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table 4. Several additional organisations supplied empirical data for other 
stages of the research. 
 
 
Table 4. Contribution of the primary partner organisation. 

Who Contribution 
CEO Supports the project from start to the end. 

Time for presentations and workshops. 
Signed a collaboration agreement with the university. 
Appoints an industrial mentor. 

Industrial mentor Offers an industry perspective and ensures that the re-
search follows a direction that is of benefit to the organi-
sation. 

Various experts Support in framing the problem. 
Evaluate the artefact in each evaluation round. 

Steering group Representatives from both industry and academia form a 
steering group to ensure that the research is influenced 
both by practice and research domains and will be of ben-
efit for both. 

The organisation Contacts to CIOs for interviews. 
Contacts to other organisations with similar problems. 
Contacts to external experts for evaluations. 
Arena for presentation of findings to industry. 

3.2.1 PROBLEM FORMULATION STAGE 
The first task of the problem formulation stage is to identify and concep-
tualise the research opportunity (Sein et al., 2011). This is done in two 
steps; first in a dialog with information security experts in the primary 
partner organisation and then with a literature review on the identified 
topic. The security experts are part of the primary partner organisation and 
they are the consultants who had identified the problem in several cus-
tomer organisations. Although the problem is well known, they are not 
aware of any solution with a scientific foundation. Therefore, the problem 
formulation stage continues with a literature review. The search for rele-
vant literature is derived from Webster and Watson’s (Webster and 
Watson, 2002) structured approach for determining the source material. 
Four principal steps are followed: 

1. An extensive literature search using the WorldCat search engine 
with a broad combination of search terms (see paper 1 for exact 
terms). 

2. Manual screening for relevance. The articles are first screened by 
reading the abstracts, to filter out irrelevant articles (see paper 1 for 
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criteria), the remaining articles are downloaded in full text and 
screened again. 

3. Backward chaining, by reviewing the citations in the articles iden-
tified as relevant in step 2. 

4. Complementary forward chaining search in Web of Knowledge, Ac-
ademic Search Elite, ScienceDirect, ACM, Emerald, Springer, IEEE 
and Wiley. The search is considered complete when the comple-
mentary searches revealed a few new articles of relevance. 

The literature review results in a good picture of the state of the problem 
in the academic literature and forms a foundation for further research. Ta-
ble 5 summarises the stage. 
Table 5. Summary of problem formulation stage 

Phase Problem formulation 

Additional research methods Literature study 

Empirical sources Panel of three expert consultants 

Organisations involved Primary partner organisation 

Published output Paper 1 

3.2.2 BUILDING, INTERVENTION, AND EVALUATION 
In the BIE stage, the artefact should be influenced both by practice and 
research domains. The first version of the artefact is derived from scientific 
literature combined with discussions with experts from industry. The ar-
tefact is then developed in an iterative process with design and evaluation. 
The evaluation of the artefact occurs continuously, as it evolves with inter-
views and tests in participating organisations. Although the overall re-
search approach is Action Design Research, each individual step employs 
a recognised scientific method to support the development. 
The first building iteration starts with theoretical argumentation drawn 
from the strategic management literature and IEC/ISO 27000-series. The 
search for existing models or framework starts in the area of mobile de-
vices and continues to adjacent areas with the same method as in the pre-
vious literature search. The building activity is also supported by a litera-
ture review to identify existing solutions and issues from scientific litera-
ture; the literature review is performed with the same method as in the 
problem formulation stage. Search terms are mobile device, BYOD, 
shadow-IT, smartphone and consumerisation; alone and in combination 
with information management, security management, private, privacy, 
user-driven, framework, model and dual-use. This results in the first ver-
sion of the framework. The evaluation of the framework is made in a work-
shop with four experienced CIO/IT-managers. 
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Table 6. Summary of BIE iteration 1 

Phase BIE iteration 1 

Additional research methods Theoretical argumentation, literature 
review 

Empirical sources Expert panel, four CIO/IT-managers 

Organisations involved Primary partner organisation 

Evaluation Expert panel and peer-reviewed paper 

Published output Paper 2 

 
The second building iteration starts with a pre-structured qualitative in-
vestigation (Jansen, 2010) where the objective is ‘to gather data on atti-
tudes, opinions, impressions and beliefs of human subjects’ (Jenkins, 
1985) about the framework from a number of CIOs. The purpose of the 
interviews is to find out how close the theoretical model is to the respond-
ents’ reality. All interviews are recorded (with consent) and data analysis 
is conducted using thematic analysis (Braun and Clarke, 2006). This re-
sults in the second version of the framework, which is evaluated theoreti-
cally by comparing the framework with relevant existing models and 
frameworks in the scientific literature. Some of the existing solutions are 
presented in the background chapter of this thesis. The evaluation contin-
ues with a case study where implementation of mobile devices is followed 
in an organisation, from pre-study to fully implemented with a new way of 
working for the employees. Given the emphasis on understanding phe-
nomena within their real-life context through a rich description of partic-
ular instances (Yin, 2009), it is appropriate to adopt a case study approach. 
Case studies are the research strategy of choice where the researcher has 
little control over actual behavioural events, and where the focus is on “a 
contemporary phenomenon within some real-life context” (Yin, 2009). 
The motivation behind this case study is to find out how relevant the de-
veloping artefact is for an actual organisation, since the organisation uses 
its own implementation method. The opportunity for the case study results 
from an interview in the second building iteration. Table 7 summarises it-
eration 2. 
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Table 7. Summary of BIE iteration 2 

Phase BIE iteration 2 

Additional research meth-
ods 

Interview study, theoretical evaluation, case study 

Empirical sources, inter-
view study 

CFO/CHRO, IT firm, 50-100 employees 
Head of IT, food industry, 500-1000 employees 
Head of service operation, food industry, more than 1000 
employees 
Head of security, consulting firm, more than 1000 em-
ployees 
CISO, consulting firm, more than 1000 employees 
Head of IT, manufacturing industry, 100-1000 employees 
Head of IT, municipality, 100-1000 employees 
CIO, consulting firm, 50-100 employees 
CISO, Healthcare, more than 1000 employees 
Head of IT-security, defence industry, more than 1000 
employees 
Head of IT, municipality, more than 1000 employees 
Head of IT, municipality, 100-1000 employees 
Operational IT manager, consulting firm, 50-100 employ-
ees 

Empirical sources, case 
study 

Municipality, 100-1000 employees (also a respondent in 
the interview study) 
Interviews with IT-manager, project manager, head regis-
trar, system owner and municipal secretary. 
Evaluation form answers from all users. 
Steering documents. 

Organisations involved All organisations contributing with empirical data in this 
table. 

Evaluation Analysis of interviews, interview study 
Theoretical evaluation against literature and other exist-
ing frameworks 
Case study of a mobile device implementation 

Published output Paper 3 – Interview study 
Paper 4 – Theoretical evaluation 
Paper 5 – Case study 

 
The third and final building iteration is an expansion of earlier versions of 
the framework, with further guidance on how to use the framework. It 
takes the form of an ADR cycle in the primary partner organisation with 
an implementation based on the second version of the framework. The ex-
pansion is based on experience from previous steps in the BIE-cycle. The 
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intervention takes place in a midsize organisation where the complete ar-
tefact is fully implemented with the help of various actors in the organisa-
tion, for instance, the CIO, Quality Manager, CEO and experts in different 
parts of the work. The analysis phase is a close collaboration between re-
searchers and practitioners, with individual analyses conducted by the re-
searcher in cooperation with internal experts from the company. Data is 
collected through practitioners’ workshops, which is documented. The de-
sign phase is mostly conducted by the researcher with support from the 
CIO, with necessary decisions taken by the CEO. A flowchart is added to 
each phase to clarify which analyses and actions are to be carried out and 
in what order. More information about each analysis is added together 
with explanations of how and why they shall be performed. Implementa-
tion is carried out by a team with representatives from both academia and 
the company. Evaluation is conducted both internally, and towards the 
ADR principles. Table 8 summarises iteration 3. 
 
Table 8. Summary of BIE iteration 3. 

Phase BIE iteration 3 

Additional research methods ADR 

Empirical sources Research work in the primary partner or-
ganisation 
Contributions to the work from CIO, CEO 
and senior consultants in the primary 
partner organisation 

Organisations involved Primary partner organisation 

Evaluation In the primary partner organisation after 
implementation 
Towards the ADR principles 

Published output Paper 6 

 
The evolution of the Mobile Security Management for small and medium 
sized Enterprises (MSME) framework is shown in Figure 3.5. The evolu-
tion of the framework. on the next page. 
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Figure 3.5. The evolution of the framework. 
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3 .2.3 REFLECTION AND LEARNING 
The artefact is evolved through the interaction of theory and practice. The 
theory part is derived from scientific literature and discussions with fellow 
researchers. Practitioners contribute with expertise in how things work in 
practice, in interviews and through collaborations during the evaluation of 
the artefact in organisations. The different versions of the artefact are eval-
uated through presentations and discussions with experts from industry 
and academia, literature reviews and through implementations in differ-
ent organisations. 
The thesis steering model (TSM) (Heldal et al., 2014b, 2014a) is followed 
to ensure benefit for both academia and industry. TSM consists of a num-
ber of gates that must be passed in order to progress the research. To pass 
a gate, the project must show that it is beneficial for both industry and ac-
ademia and that future planning takes the right direction. The TSM com-
mittee of the research school decides if a project shall pass or not after con-
sidering business value management, research quality management, ex-
amination management and project control. 

3.2.4 FORMALISATION OF LEARNING 
There are various ways of formalising learning - taking the framework 
from specific-and-unique to generic-and-abstract. In this work, it is done 
by generalisation of the problem instance, from a particular problem in the 
primary partner organisation to a general class of problems in SMEs, and 
generalisation of the solution instance, from an individualised solution in 
a particular company to a generalised framework available for all organi-
sations. In order to do this, a set of design principles has been developed 
for the framework design and are presented in section 5.4. 
The framework is not adapted to a specific organisation setting and is 
tested on different organisations. Another way the work has been formal-
ised is by proper writing for both academia and practice. In academia, the 
framework has been presented in journal articles, conferences and during 
formal research presentations at the university. For practitioners it has 
been formalised in e-learning courses, sales material and presentations at 
the primary partner organisation and customers. 

3.2.5 SUMMARY OF ADR-TASKS 
Table 9, on the next page, shows the stages and tasks of ADR as imple-
mented in this research. 
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Table 9. The ADR-tasks in this research. 

Stage and task Implementation 

Problem formulation  

Identify and conceptualise the 
research opportunity 

Information security experts in the primary partner 
organisation identified a need in many of organisa-
tions to regain control over their information stored 
on mobile devices. They wanted an approach that is 
grounded in science to help other organisations 
manage their mobile devices in a secure way 

Formulate initial research ques-
tions 

At the beginning of the project as aim and objec-
tives 

Cast the problem as an instance 
of a class of problems 

SME’s are known to have typically poor mobile se-
curity management, and the existing meth-
ods/frameworks are targeted at larger organisa-
tions 

Identify contributing theoretical 
bases and prior technology ad-
vances 

Advances in the availability and usefulness of mo-
bile computing devices, general adoption for work 
purposes (also in SME’s), existing security frame-
works and standards, existing management frame-
works 

Secure long-term organisational 
commitment 

Negotiating with the primary partner organisa-
tion’s senior management and a steering group 
with representatives from both industry and aca-
demia 

Set up roles and responsibilities Researcher, mentor from industry (guiding the 
field work), senior managers (decision-makers), 
other staff from industry (interviewees and imple-
menters), TSM-team and, academic mentors 

Building, Intervention and Evalu-
ation 

 

Discover initial knowledge-crea-
tion target 

Design and evaluation based on earlier scientific lit-
erature and international standards. 

Select or customise BIE form  Organisation-dominant BIE leading to framework 
design 

Execute BIE cycle(s)  Three iterations specified above 

Assess need for additional cycles, 
repeat  

Each iteration ends with an assessment 
of the artefact 

 
Reflection & Learning 

 

Reflect on the design and rede-
sign during the project  

Many modifications and improvements during the 
project 
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Evaluate adherence to princi-
ples  

Formal evaluation given in chapter 6 

Analyse intervention results ac-
cording to stated goals  

Framework design, evaluation and improvement 

 
Formalisation of learning 

 

Abstract the learning into con-
cepts for a class of field problems 

Concept articulation as the MSME framework 

Share outcomes and assessment 
with practitioners 

Share in the primary partner organisation, explain 
to practitioners on several occasions and create a e-
learning experience for practitioners 

Articulate outcomes as design 
principles  

Design principles are presented in chapter 5 

Articulate learning in light 
of theories selected  

Incorporate theories in the design, theoretical argu-
mentation and evaluation 

Formalise results for dissemina-
tion  

Thesis preparation and publication of articles 

3.3  RESEARCH ETHICS 
Various elements of the research work need treating sensitively with re-
gard to ethics. Both sponsorship and depiction of the research's signifi-
cance (Davison et al., 2001) may be problematic since the research is 
funded by University of Skövde, KK-foundation and a private organisation. 
These sponsors come with their own requirements for consideration, 
though they are mainly requirements for research quality. There is also the 
requirement that the research must be rooted in practice. When it comes 
to the primary partner organisation their main goal is to increase 
knowledge within the organisation to give substance to the claim that they 
are a knowledge-based company. The researcher is employed in the organ-
isation and will remain so no matter what the result of this research will 
be. Since the researcher is employed by one of the sponsors there is a risk 
of bias, however all sponsors have their quality assurance tools and follow-
ups to counteract this. Furthermore, field studies and evaluations are car-
ried out in several different organisations without any interest to promote 
in the research. The ethical problem with depiction of the research's sig-
nificance is that the research may exaggerate or underplay the importance 
of the topic or outcome to avoid negative feedback from a sponsor or a 
mentor, or risking future co-operations (Davison et al., 2001). In this re-
search work, everything has been completely transparent between the re-
searcher and the various sponsors to reduce the risks. The research status 
and importance have also been evaluated several times both in academia 
and industry to ensure relevance and positioning. The research has also 
followed the gates in the thesis steering model (TSM) (Heldal et al., 2014b, 
2014a) to ensure quality and relevance for both academia and business. 
Another aspect requiring careful treatment is the empirical work, since it 
deals with information security issues which might be sensitive if dis-
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closed. Interviews were recorded with the consent of all respondents. Fur-
thermore, all recordings are stored encrypted and completely anonymised 
with no connection to the respondent’s organisation. The same thing ap-
plies to all the field studies where the data might be sensitive for the or-
ganisation if it gets into the wrong hands. All empirical details are checked 
with the respective organisations before publication. 

3.4  THE TRUSTWORTHINESS OF THE RESEARCH  
The conventional positivist research paradigm often uses validity, reliabil-
ity, and objectivity as criteria for evaluating the quality of research. The 
qualitative analysis differs from the positivist tradition in its fundamental 
assumptions, research purposes, and inference processes, thus making the 
conventional criteria unsuitable for judging its research results (Bradley, 
1993). Instead of using those three criteria to evaluate the quality of this 
work, Lincoln and Guba’s (1985) four criteria for evaluating interpretive 
research work is used: credibility, transferability, dependability, and con-
firmability. Credibility is about whether the result is credible or believable. 
Dependability is equivalent to reliability in quantitative research, indicat-
ing the stability of the result over time. Another way to work with depend-
ability is by an inquiry auditor, where an expert examines the work. Trans-
ferability is about how well the results can be applied in another context. 
It is not up to the researcher to judge, but the researcher has to deliver 
good descriptions so that other researchers may assess whether it is trans-
ferable to their context. Two of the best ways to ensure confirmability are 
recordings and field notes (Lincoln and Guba, 1985). The trustworthiness 
of this research is further discussed in chapter 6. 
 

 

43 
 

 

 
SUMMARY OF  

PAPERS 

 
 
  



 

44 

 

45

CHAPTER 4
SUMMARY OF PAPERS
This chapter provides a brief summary of the papers included in this thesis. 
Each paper is connected to one or more objectives and phases in the re-
search process. Figure 4.1 presents an overview of how each of the papers 
is linked to the research process. 

 

Figure 4.1: Relationship between the different phases of the research process and the 
publications. 
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The first phase in ADR is Problem Formulation, and paper 1 is connected 
to it. The paper presents a literature review which identifies existing issues 
in the scientific literature connected to the practice-inspired problem area. 
The second ADR phase is Building, Intervention and Evaluation (BIE), 
which has five papers from three different BIE iterations. Each paper in 
the BIE phase represents either a new version of the framework or evalu-
ation of the current framework version. The most significant intervention 
is in paper 6 where the framework is used to make a change in the primary 
partner organisation. Phases three and four are Reflection and Learning 
and Formalisation of Learning; all papers contribute to these phases. 
Each paper is connected to at least one of the objectives: 

O1. Identify existing solutions at a strategic level to managing infor-
mation that is accessible with mobile devices and their suitability 
for SMEs. 

• Paper 1, 4 and 5. 
O2.Develop a framework to help SMEs control information in a secure 

way on mobile devices. 
• Paper 2, 3 and 6. 

O3.Evaluate the framework in practice. 
• Paper 3, 5 and 6 

4.1 PAPER 1:  MANAGEMENT ISSUES FOR BRING YOUR 
OWN DEVICE (BYOD)

The studied problem in this research has been identified by practitioners 
and brought into academia. This paper explores how well the problem is 
known in the research community and what issues have previously been 
identified by researchers. 
4.1.1 RESULTS AND CONTRIBUTIONS
The paper identifies twelve management issues with mobile devices and 
connects them to a research agenda. The twelve managements issues iden-
tified through a structured literature review are shown in Table 10. 
 
Table 10: Management issues for mobile devices. 

Framework 
category 

Management issues Research agenda 

A
na

ly
si

s 

expectations 

1. increased personal 
productivity 

2. time/space flexibility 

3. increased user satisfaction 

benefits and costs 
should be established 
empirically by inde-
pendent researchers 
using methodologically 
sound techniques.  
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environment 
4. information control 

5. device protection 

cataloguing of known 
mobile information se-
curity threats and re-
sponses for BYOD 
area, and identification 
of new threats and re-
sponses; protection of 
employee privacy.  

resources and 
capability 

6. awareness 

7. support 

investigation of dis-
tributed and user-led 
information security 
awareness and sup-
port; information clas-
sification. 

D
es

ig
n 

options 8. strategic options 

improvement of nor-
mative models of stra-
tegic options based on 
empirical evidence and 
theory 

development 
9. security policy update 

10. regulatory framework 

development or im-
provement of policy 
and regulatory frame-
works from existing in-
formation security 
standards and meth-
ods, and investigation 
of improved user com-
pliance 

selection 11. business/security balance 

cross-disciplinary 
comparative assess-
ments of organisa-
tional benefit and in-
formation security risk 

A
ct

io
n 

planning  
(under researched area 
requiring further in-
vestigation) 

implementa-
tion 12. training 

materials, methods 
and tools for com-
municating and dis-
seminating regulations 
within organisations, 
(under researched area 
requiring further in-
vestigation) 

evaluation  
(under researched area 
requiring further in-
vestigation) 
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The literature review and this paper contribute to the research by pointing 
out directions for further research and highlighting existing research and 
gaps in current literature. 
4.1.2 RELATIONSHIP TO THE OBJECTIVES 
The paper responds to the first half of objective 1: (identify existing solu-
tions for information security management of data that is accessible with 
mobile devices...) by analysing existing scientific approaches related to the 
research problem. 

4.2  PAPER 2:  COMBINING ISMS WITH STRATEGIC  
MANAGEMENT:  THE CASE OF BYOD 

Bring Your Own Device (BYOD), when employees use their private devices 
for work, causes problems for organisations unless their use is regulated 
and managed in the information management system. Paper 2 proposes 
an analysis-design-action framework for designing a suitable security 
management strategy by combining Johnson and Scholes’ strategic man-
agement model (Johnson and Scholes, 1993; Johnson et al., 2015) with 
approaches around Information Security Management Systems (ISMS) 
from the ISO/IEC 27000-series (ISO/IEC, 2013a, 2013b, 2016). 
4.2.1 RESULTS AND CONTRIBUTIONS 
BYOD is a phenomenon that is not well managed in business management 
systems, and which creates concerns among security experts and IT pro-
fessionals. Senior management needs to act to regain control in order to 
manage BYOD in a secure and effective way, but to do this they need to 
have a complete picture. The framework, Figure 4.2, first guides an organ-
isation in their work to collect necessary information for senior manage-
ment to be able to make appropriate decisions in the matter, then it takes 
the organisation through the process of making a new strategy and finally, 
it takes the strategy into action. 

Figure 4.2. The first published version of the framework. 
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In the analysis phase various analyses should be made to prepare the or-
ganisation for decision making. The analysis looks deeper at the environ-
ment, ethics, culture, risks, stakeholders, resources, value chain and infor-
mation classification. A GAP analysis may also be useful. 
With support from the analyses phase, options can be formulated for sen-
ior management to act on. This is done in the design phase, where some 
further work is done to prepare for decision making in the form of 
cost/benefit analysis, shareholder value analysis, risk elimination and de-
velopment of suggestion for direction. 
When a decision is made, the organisation needs to move into the action 
phase and work with implementation. First, they need to make a project 
plan and allocate re-sources. It may also be a good idea to make a risk as-
sessment for the implementation project. Then the project should manage 
the implementation change and an evaluation concludes the work. The re-
sult from the evaluation may show a need to return to either the design or 
analysis phase. 
The contribution to this research is a first published version of the frame-
work - the foundation for future versions. 
4.2.2 RELATIONSHIP TO THE OBJECTIVES 
This paper is connected to the second objective to develop a framework to 
help SMEs to gain control over information in mobile devices. It describes 
the start of the development process and presents the first version of the 
framework. It addresses the problem more in general and does not specif-
ically target SMEs. 

4.3  PAPER 3:  MOBILE DEVICE STRATEGY -  FROM A 
MANAGEMENT POINT OF VIEW 

The framework that was developed in paper 2 was then evaluated in prac-
tice through interviews with 13 CIO (or equivalent) roles. The result of that 
evaluation is presented in paper 3 as the management point of view on 
mobile device strategy. 
4.3.1 RESULTS AND CONTRIBUTIONS 
A majority of the literature identified in paper 1 focus on policies for suc-
cess with mobile devices, point at the importance of both creating policies 
and keeping them up to date. However, many of the respondents in this 
study lack such a mobile device policy; however, they nevertheless have a 
functioning strategy. It is not necessarily the case that policies are com-
pletely missing; they are often just short and rather general. This evalua-
tion of the framework shows that it is more important to work with organ-
isational culture, education and to have good communication with em-
ployees. The literature review in paper 1 also reveal that employees seldom 
read, understand or follow policies; this is also a reason that the respond-
ents use for focusing on people instead of writing a document when they 
want to encourage change. 
One of the most important contributions to the framework from this eval-
uation is the insight that when the strategy is complete, it is not enough to 
plan and implement it and follow with an evaluation. Instead, the empiri-
cal study shows that the most important steps to take when implementing 
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a mobile device strategy are communication and training. When the strat-
egy implementation is finished, the work is not over. It is necessary to work 
with communication and training on a continuous basis and to occasion-
ally update the strategy when deficiencies are detected. This is an im-
portant learning point for the next BIE iteration - not planning, but com-
munication; not implementation, but training; not evaluation, but adjust-
ment. The last phase then becomes more operation than action. Now and 
then things happen that turn everything upside down, for instance, a major 
change in the market, new owners, an organisational change, new CEO or 
a new way of working (cloud computing or the introduction of mobile de-
vices). In these cases, it might be necessary to leave the operations mode 
to go back to analysis and start all over again by building a new strategy. 
These developments are included in the new version of the framework 
(Figure 4.3). 
 

 
Figure 4.3. The updated version of the framework according to paper 3. 

The contribution to this research is a new version of the framework, which 
is closer to practice than the one in paper 2. The most significant changes 
are to the visual elements and the earlier action phase. The analysis and 
design phases have been more closely connected, and the action phase has 
been replaced by a new cycle of communication, training and adjustment. 
The idea is that when the organisation enters the action phase, after anal-
ysis and design, it will stay there until something reverses the worldview 
of the solution and a new analysis needs to be done, which is illustrated by 
the dotted arrow on the top of the framework.  
4.3.2 RELATIONSHIP TO THE OBJECTIVES 
This paper responds to objective 2 (develop a framework to help SMEs to 
gain control over information in mobile devices), and objective 3 (evaluate 
the framework in practice). 
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4 .4  PAPER 4:  SECURITY STRATEGIES FOR MANAGING 
MOBILE DEVICES IN SMES: A THEORETICAL  
EVALUATION 

The updated framework from paper 3 was evaluated in paper 4 against ex-
isting frameworks from the literature which deal with similar challenges. 
4.4.1 RESULTS AND CONTRIBUTIONS 
The paper examines two general frameworks and compares five frame-
works that target mobile devices, one of which is the framework from pa-
per 3. The focus is on suitability for Small and Medium-sized Enterprises 
(SMEs), since large enterprises usually have information and governance 
systems that manage most challenges that come with mobile devices. 
SMEs, however, generally use simple planning and control systems, infor-
mal rules and procedures, and have less standardisation of work process, 
with more focus on operational than strategic processes. They also tend to 
have fewer resources when it comes to financing, information security ex-
perts and skilled technicians. 
The analysis framework for the evaluation is derived from Downer and 
Bhattacharya (2015) list of new business challenges with BYOD, which is 
set in an SME management context. The categories, with their sub-catego-
rise are: 

• Deployment challenges 
o Benefit 
o Control 

• Policy and regulation challenges 
o Government regulations and local laws 
o Ethical and privacy issues 

• Human aspect challenges 
o Employee training 
o Employee reactions 

Each framework is closely examined for how it deals with the challenges in 
each sub-category. It became clear quite quickly that the general frame-
works demand too many resources and too much knowledge for SMEs. 
The mobile-specific frameworks are all suitable for SMEs and are strong 
with respect to different challenges. Table 11 presents an analysis of which 
challenges each framework can help to solve - the frameworks in the table 
are: 
A – A framework for management of mobile devices 
B – BYOD Implementation Framework 
C – BYOD security framework 
D – BYOD management framework (BYODMS) 
E – The Mobile Computing Decision Framework (MCDF) 
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Table 11. Comparison of the mobile-specific frameworks. 

 A  B C  D E 

Benefit  Yes No No No Yes 

Control Yes Yes Yes Yes Yes 

Government regula-
tions and local laws 

Yes No Yes Yes Yes 

Ethical and privacy is-
sues 

Yes Yes No No Yes 

Employee training Yes No Yes Yes Yes 

Employee reactions Yes Yes Yes Yes No 

 

The contribution for this research is to highlight the need for a framework  
for SMEs, and an evaluation of the current version of the framework 
against scientific literature. 
4.4.2 RELATIONSHIP TO THE OBJECTIVES 
This paper responds to objective 1 (identify existing solutions for infor-
mation security management of data that is accessible with mobile devices 
and their suitability for use by SMEs) by identifying existing solutions in 
scientific literature and evaluating their suitability for SMEs in the area of 
mobile devices through a theoretical analysis. 

4.5  PAPER 5:  MOBILE INFORMATION SECURITY  
MANAGEMENT FOR SMALL ORGANISATION  
TECHNOLOGY UPGRADES:  THE POLICY -DRIVEN 
APPROACH AND THE EVOLVING IMPLEMENTATION 
APPROACH 

The policy-driven approach is popular in literature, but the empirical study 
in paper 4 indicates that this is not the path that always applies in practice. 
There are also other empirical studies that point at the ineffectiveness of 
that approach (Bulgurcu, Cavusoglu and Benbast, 2010; Siponen and 
Vance, 2010; Siponen, Pahnila and Mahmood, 2010). The purpose of this 
case study is to follow an implementation of mobile devices in practice to 
find out if the policy-driven approach is used. If the policy-driven approach 
is not used, then what approach is preferred? The researcher is a non-par-
ticipant observer, and no one in the implementation organisation has seen 
the framework. 
4.5.1 RESULTS AND CONTRIBUTIONS 
The paper describes two simple approaches for mobile device implemen-
tation, one from theory and one based on the empirical findings in the case 
study. Literature tends to favour the policy-driven approach, but the mu-
nicipality in this case instead used a more implementation-focused strat-
egy, which was mentioned as the evolving implementation approach. A 
reason could be that small organisations do not have the resources or ex-
pertise to create comprehensive policies and force employees to follow 
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them. A more effective way for them might be simple (and sometimes out-
dated) guidelines and reliance on trust and cooperation with employees. It 
might also be that a small implementation project like this did not provide 
a sufficient trigger for the development of a separate mobile security pol-
icy, or that the perceived threat was not great enough.  
However, the two approaches are not mutually exclusive and can easily be 
reconciled using the theory of punctuated equilibrium. Punctuated equi-
librium theory comes from evolutionary biology and describes long peri-
ods without any evolution within a species (equilibrium), that is punctu-
ated periodically by one or more events that quickly create new species. In 
the field of management, it describes how an organisation's infrastructure 
remains stable over a longer period but is sometimes disturbed by occa-
sional revolutionary upheaval (Gersick, 1991). When it comes to technol-
ogy development, the theory brings together theories of incremental 
change with theories of rapid or discontinuous change (Levinthal, 1998). 
The organisation in this case study has various kinds of policies that can 
be applied to different parts of the work with mobile devices - it may be 
that this implementation simply did not provide enough trigger for a seri-
ous policy revision. In fact, they may go through many technology im-
provements without this kind of trigger (a period of policy equilibrium). 
Technology advance might be a trigger, but so might other kinds of events, 
such as a national security scandal, regulatory changes (such as GDPR), or 
a significant internal security breakdown. 
The study also showed striking similarities between reality and the frame-
work. The project started with an analysis phase where the two most im-
portant analyses were around benefits and risks. In the case, the design 
phase was represented as an implementation plan and preparation for im-
plementation. As in the framework’s design phase the project’s second 
phase dealt with security measures and preparation for implementation. 
Preparation for implementation also included preparation for decisions by 
senior management in order to proceed. The implementation had three 
important parts: configuration and roll-out, communication and training 
and finally, evaluation. Figure 4.4 illustrates the work in the case study or-
ganisation. 

 
Figure 4.4. Structure of the organisations work with the mobile device implementation. 
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The contribution to this research is an evaluation of the current version of 
the framework, a picture of mobile device implementation in practice and 
clarification of punctuated equilibrium. Punctuated equilibrium is pre-
sented in the MSME framework as the dotted arrow from the last phase 
back to action and design phases. 
4.5.2 RELATIONSHIP TO THE OBJECTIVES 
This paper answer to objective 1 (identify existing solutions for infor-
mation security management of data that is accessible with mobile devices 
and their suitability for use by SMEs) by analysing the suitability of the 
policy-driven approach in practice, and to objective 3 (evaluate the frame-
work in practice). 

4.6  PAPER 6:  IMPROVING MOBILE SECURITY  
MANAGEMENT IN SME’S:  THE MSME FRAMEWORK  

This paper presents the final version of the framework and the instantia-
tion of it in a Swedish organisation. It also explains the evolution of the 
framework in relation to the research method. 
4.6.1 RESULTS AND CONTRIBUTIONS 
The framework is used in the primary partner organisation in their work 
to regain control of the information accessible from mobile devices, whilst 
at the same time giving their employees more freedom and easier work-
life outside the office. The work is a close collaboration between academia 
and practice since both parties are involved in every step. The framework 
is central to the whole thesis, and each part is carefully discussed and mo-
tivated. During the work, the framework is developed with flow charts for 
each phase, see chapter 5 for a more detailed description of the final ver-
sion of the framework. 
In addition to describing how the work on the framework in the organisa-
tion proceeded, the article also goes into more depth on how the frame-
work has emerged and how that process responds to the principles of ADR, 
which is also presented in chapter 6.2. 
4.6.2 RELATIONSHIP TO THE OBJECTIVES 
This paper answer to objective 2 (develop a framework to help SMEs to 
gain control over information in mobile devices) and objective 3 (evaluate 
the framework in practice). 
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CHAPTER 5 
THE MSME FRAMEWORK 
The research work has taken the framework from an initial concept to a de-
tailed framework that can help organisations in managing and creating 
strategies for mobile devices based on an information security perspective.  

5.1  THE MSME FRAMEWORK 
The final version is shown in Figure 5.1. 

 
Figure 5.1. The final version of the framework. 

The left-hand side of the framework (where the analysis and design work 
take place) and the implementation can be run as a project The right-hand 
side represents a part of continuing business operations for the future, or at 
least until something occurs that disturbs the operational equilibrium and 
forces the organisation back to the left side of the framework. The initial 
review of strategic management literature and the ISO/IEC 27000-series 
gave some guidance in what kind of analysis that would be suitable in this 
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work. The interviews with 13 top managers revealed those analyses that 
managers were interested in and which they considered important in order 
to get the management team attention. The techniques presented in this 
section are suggestions selected through experience and knowledge of the 
participating organisations. There are other techniques that do similar 
things and organisations should select techniques they are familiar with a 
focus on the result.  
5.1.1 ANALYSIS 
Figure 5.2 shows a flow-chart of the analysis phase. The first analysis is in-
formation analysis, which develops a clear picture of what kind of infor-
mation the organisation deals with, where it is stored, and how it travels. 
The next consideration is whether the information is classified correctly, 
and if there is any model for classifying information that is valid. Even if an 
information classification model exists, it may be necessary to make some 
adjustment to it in regard to mobile devices. For instance, a demand for a 
more flexible work environment with mobile devices will make information 
flow more freely, even outside the organisation’s perimeter. Does the infor-
mation classification model take heed of this? If not, the model needs an 
update before the work proceeds. If the organisation has a model that is fre-
quently used and also works even for mobile devices, the modification of the 
classification model can be skipped. Benefit Realization Management 
(BRM) can be a powerful tool to show the management team why this is 
important and what benefits they will achieve. Studies shows that BRM is a 
solid tool to predict a project’s success on the creation of strategic value for 
the business and can be effective to support the successful execution of busi-
ness strategies (Serra and Kunc, 2015). If the directives are clear and comes 
directly from the management team, or if money is not an issue, this analy-
sis may be skipped. Even if management is on board and money is not a 
problem, BRM is a good way to illustrate for the project group what is in 
scope and why. When it comes to technology advances, many people in an 
organisation have an opinion on which direction to take, and some prefer 
everything to remain. Knowing the stakeholders and how to treat them in-
creases the chances of a smooth implementation and future adherence to 
the strategy. Stakeholder analysis gives a picture of who must be kept satis-
fied, or informed, and who needs to be managed closely. When the internal 
factors are well understood, it is time to take a closer look at the external 
environment. One way to do this is through a PEST analysis, which looks at 
political, economic, socio-cultural and technological factors. With a good 
picture of both internal and external factors in place, a risk assessment can 
be performed. This is probably the most important analysis and cannot be 
skipped since it gives the foundation for the rest of the work. All other anal-
yses in this phase are inputs to the risk analysis. 
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Figure 5.2. Elaboration of the analysis phase. 

5.1.2 DESIGN 
If the preconditions for the project do not clearly indicate which direction 
the organisation wishes to take, it is now time to make a choice. Broadly 
speaking, there are three different strategies for mobile devices to choose 
from; Bring Your Own Device (BYOD), Choose Your Own Device (CYOD) 
and Use What You are Told (UWYT), see Figure 5.3. For more information 
about each strategy, see section 2.2.2.  

 
Figure 5.3. Strategies for mobile devices (Brodin, 2018). 
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Which strategy the organisation selects is important for the continuation of 
work, as it is now necessary to create the conditions for the chosen strategy. 
A central aspect when deciding the direction for the strategy is the overall 
business goals with which the strategy must align. It is difficult (if not im-
possible) to create security controls for the identified risks in the risk anal-
ysis, and to update relevant policies without a direction for the strategy. Se-
curity controls are a set of controls, selected through the chosen risk man-
agement process, which includes organisational controls such as policies 
and processes, and technical controls such as configurations/applications 
and hardware to protect the identified information assets. All security con-
trols need to be specified, implemented and monitored over time to make 
sure that they fulfil their purpose over time. The controls are expected to be 
seamlessly integrated with the business processes in the organisation. 
(ISO/IEC, 2016). When risk mitigations and policies are set then it is time 
to get approval from top management. They may not immediately accept 
everything, in which case there may be a need for some re-design, or further 
analysis. When management approves the risk mitigation (or accepts the 
risks) and approves the policy changes, the implementation can be planned 
and resources can be linked to implementation projects. 
 
Figure 5.4 illustrates the steps in the design phase. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Figure 5.4. Flow-chart for Design phase. 

5.1.3 OPERATION 
The implementation will also form the foundation for the maintenance of 
the strategy over time. The operation phase consists of a communication 
plan (how to make sure that all employees are aware of the strategy), a train-
ing plan (annual security awareness training for all employees) and an up-
date to the planning cycle to make sure that there is time for adjustments (if 
needed) in the future. The work should be connected to the organisations 
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information management system to ensure quality, continued compliance 
and updates. Communication is always important in an organisation - if the 
employees are not informed, it is difficult for them to act properly. All 
changes and updates must be communicated to everyone - it is useful to 
have clear communications channels for each type of information and to set 
expectations for each channel. For example, a notice on the intranet can be 
a good channel for information about minor updates, while email or text 
messages may be appropriate to use during crises or changes that have a 
major impact. Another good way to reinforce information and knowledge is 
through training. Security awareness and how to use the mobile device are 
in focus here. Regular training is also a good way to spread information 
about strategies and policies. Now and then it will be necessary to make 
clarifications or minor updates to steering documents and strategies, as a 
result of which educational material may also need updating. It may be ad-
visable to include a review of steering documents in the annual planning 

cycle to ensure that they are up to date and follow strategies and working 
methods. Figure 5.5 shows a flow chart for the operation phase. 
5.1.4 REVISITING ANALYSIS AND DESIGN 
After a period of time in operation, it may be necessary to go back to the 
analysis phase. The trigger for leaving the operation phase is something that 
makes the current strategy obsolete and in need of a major update. This may 
be a technological advance (as when smartphones entered organisations, 
and the need for this framework arose), a completely new business strategy, 
regulatory changes or a significant internal security breach. This is symbol-
ised in the framework as the dotted line at the top of Figure 5.1. 
5.1.5 TOOLS AND TECHNIQUES 
There are several tools and techniques which can be used when conducting 
the steps of the framework. The result is more important than the tool and 
therefore it is recommended that each organisation uses tools and tech-

Figure 5.5. Flow-chart for Operation phase.
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niques that they are familiar with. The tools and techniques used in the pri-
mary partner organisation ADR case (paper 6) can be taken as a guide for 
organisations which do not have tools and techniques for all parts. 
An information analysis can mean many different things; in this case it in-
volves developing a picture of how the information flows in the organisa-
tion, where it is stored, accessed and how it flows. It is achieved through 
workshops where all information that is or should be accessible from mobile 
devices is identified and tracked to its storage locations. The result could be 
illustrated by a data flow, use case or context diagram.  
Information classification is the tools, together with risk analysis, that tie 
protection measures to business needs (Fowler, 2003) and is important to 
ensure that information receives an appropriate level of protection in ac-
cordance with its importance to the organisation. Information classification 
is usually done in three steps: classification of information, labelling of in-
formation and handling of assets (ISO/IEC, 2013a). In order to be able to 
perform information classification the organisation must have a model or 
schema for the classification. If such a model does not exist, it must be built 
before any classification can start. In the case of the primary partner organ-
isation they had a good information classification model, but it needed to 
be updated to more clearly show for which classification levels access from 
mobile devices is allowed. Common levels of information classifications are 
public, internal, confidential and restricted. 
Benefits realization management (BRM) is a way to show how a project adds 
value to the organisation (Serra and Kunc, 2015). It might not be necessary 
to perform in every organisation, but it is a powerful tool to show how the 
project will lead to a valuable outcome. Figure 5.6 shows a way to work with 
BRM, start from the goal and work your way backward to identify what 
needs to be done. It might be tricky and time consuming to perform a BRM 
for some SMEs. In that case it is most important to reflect on what benefits 
the project might give the organisation to motivate the continued work. 
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Figure 5.6. A way to work with BRM according to Actea Consulting AB. 

Stakeholder analysis is an important tool for projects since it helps in un-
derstanding various stakeholders and to what extent they can affect the pro-
ject (Mendelow, 1981). A simple way to conduct a stakeholder analysis is to 
draw a 2x2 matrix with power on the Y-axis and interest on the X-axis and 
then plot all stakeholders into the matrix. Those in the upper left box are 
the stakeholders that must be kept satisfied - they have a lot of power but 
are not interested in the project. Those in the upper right box are the ones 
you need no manage closely - they both have power and an interest in the 
result. Stakeholders in the lower boxes do not have so much power; those to 
the left need to be monitored with minimum effort, those to the right must 
be kept informed. An example of an outcome from a stakeholder analysis is 
presented in Figure 5.7. Mindtools1 offer further directions for conducting a 
stakeholder analysis on their homepage. 

  

1 https://www.mindtools.com/pages/article/newPPM_07.htm 
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Figure 5.7. An example of a stakeholder analysis, adapted from Mendelow (1981). 

The purpose of an environmental analysis is to identify all the external and 
internal elements, which can affect the organisation and its decisions. Com-
mon techniques to perform the environmental analysis are SWOT 
(strengths, weaknesses, opportunities and threats) (Pickton and Wright, 
1998), PESTEL (political, economic, social, technological, environmental 
and legal) (Yüksel, 2012) and PEST (political, economic, social and techno-
logical) (Ho, 2014) analysis. The environmental analysis at the primary 
partner organisation was a PEST analysis which was conducted by brain-
storming around the four words and then drawing a map with the influenc-
ing factors.  
A risk analysis can be either quantitative (for instance quantitative risk as-
sessment or event tree analysis) or qualitative (for instance risk matrix or 
indicator-based approach). In the primary partner organisation, we used a 
qualitative approach in the form of a risk matrix. The risk matrix has an 
impact on one axis and probability on the other, see Figure 5.8. All identi-
fied risks receive a number for both probability/likelihood and impact/con-
sequence and get plotted into the matrix. Risks that ends up close to the top 
right corner are the ones that need the most focus. The goal is to move risks 
from the top right side of the matrix to bottom left through risk-mitigating 
controls. 
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Catastrophic  R11    

Major  R5, R7 R3  R2, R6  

Moderate   R4 R9 R10 

Minor    R8 R1 

Negligible      

Rare Un-
likely 

Possible Likely Almost 
certain 

Probability 

Figure 5.8. An example of a risk matrix. 

Information security awareness training is a process with the aim is to 
change employees’ attitudes towards information security by highlighting 
the importance of information security for the organisation, clarify policies 
and procedures and enlighten employees about their responsibilities re-
garding information security issues (Li and Siponen, 2011). It can be done 
in many ways and there is no path that is much better than the others, since 
everyone learns in their own way. It might therefore be beneficial to com-
bine different approaches such as e-learning, classroom courses and webi-
nars. There are studies that look at the possibility to match training to indi-
vidual learning style to make the training reach out to everyone (Pattinson 
et al., 2019), while others attempt to find the most effective information se-
curity awareness training method (Shaw et al., 2009; Abawajy, 2014). 
Eminaǧaoǧlu, Uçar and Eren (2009) conducted a case study where they 
looked at password security strength in a large organisation before the start 
of information security awareness training and then six and twelve months 
after the start of the training. Before the information security awareness 
training 98,8% of all passwords were broken within 24 hours; twelve 
months later only 63,6% of the passwords were broken at the same time 
period. 

5.2  EVALUATION OF THE PRIMARY PARTNER PROJECT 
The MSME framework has been evaluated several times during the process 
of creation and the final test was in the primary partner organisation, where 
the framework was used to increase information security for mobile devices. 
The results of the work were approved by the CEO and CIO, but approval 
alone is not evaluations. Instead the evaluation of the framework was done 
in two steps: risk analysis and user satisfaction. 
A risk analysis was conducted during the analysis phase and one year after 
the project ended a new risk analysis was conducted by the organisation 
(where mobile devices were a significant part of the analysis) as a part of an 
internal classified project. Firstly, the analysis was done without insight into 
the work that was done the year before on mobile units, then the group was 
given the risks identified the year before but without the risk level so that 
they could make their own assessment. When the two assessments were 
compared, the risks assessed for mobile devices were much lower than be-
fore the project. 
The second evaluation was to see if the user’s satisfaction with their digital 
tools had changed. Every month all employees receive a questionnaire 
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about their work environment with a question about their satisfaction with 
their IT-tool. An important part is their mobile devices and the possibility 
to connect to organisational data from outside the office. Since the project 
end the IT-tools have had a strong upward trend and now have a very high 
satisfaction level. This is not just due to the changes around mobile devices, 
but this is an important contribution. 

5.3  THE USE OF THE FRAMEWORK  
The framework is designed to be easy to use even in organisations without 
internal experts in mobile devices and information security. The most im-
portant thing for the organisation is to know their own business, how they 
work, how they want to work in the future, and what risks they expose their 
business to with mobile devices. It is therefore necessary to involve people 
from different parts of the business in the analysis to get a complete picture. 
Here is some additional advice before using the MSME framework: 

• Assign a project manager who has the confidence of employees and 
the trust of management. This, and knowledge of the business, is 
more important than expert knowledge in information security and 
technology. 

• Use techniques that are known to the project manager. 
• Involve key personnel and informal leaders in the work. 
• Make sure that the project manager has read and understood exist-

ing steering documents and business plan. 
• Do not stress the process. Let the work take the time it needs to make 

sure the organisation and its employees are ready to receive it. 
• Communicate the importance of the project to everyone in the pro-

ject from the start and to the rest of the organisation when there is 
something to communicate. 

5.4  DESIGN PRINCIPLES 
A further result of the development of the MSME framework is a set of nine 
design principles for researchers building a framework to help SMEs with a 
strategy to manage mobile devices. The principles have grown out of a com-
bination of theoretical, empirical and practical work. Each design principle 
is presented here with an explanation of the principle and its derivation.  
5.4.1 PRINCIPLE 1:  DEVELOP AND INSTANTIATE THROUGH 

COLLABORATION WITH SME PRACTITIONERS  
Since the work is focused on helping SMEs with an information security 
problem, it is important that the solution is developed with an understand-
ing of their conditions and the reality in which they operate. No one knows 
the environment better than SME practitioners, who know how they work 
and think; they are therefore, an important input to the framework’s usabil-
ity. In this research, this principle was a prerequisite for the work and a 
basic requirement of the financiers. 
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5 .4.2 PRINCIPLE 2:  KEEP IT  SIMPLE TO UNDERSTAND AND TO 
FOLLOW 

The framework is targeted at SMEs with limited resources and often a short-
age of expert knowledge in information security and information manage-
ment. Therefore, it is important that the framework is easy to understand 
and can be followed even by people without prior knowledge of the field. 
After initial discussions with practitioners and fellow researchers, it became 
clear that the framework should be simple to understand and follow if any-
one outside the research group should be able to use it. 
5.4.3 PRINCIPLE 3:  COVER A WIDE RANGE OF MOBILE DEVICE 

STRATEGIES 
How a mobile device is used in an organisation depends on the organisation, 
and so should the strategy. Do they have regulatory requirements or cus-
tomers that place high demands on information security? Do the employees 
work extensively in the field or mostly in office? Is the core business manu-
facturing? Is the mobile device necessary for the company's survival or a 
bonus for the employees? All organisations have their own conditions and 
challenges and there is no golden path which suits them all. During the ini-
tial literature review and first interview study it became clear that there are 
several strategies that are common in organisations and all these are valid 
approaches that need to be managed. 
5.4.4 PRINCIPLE 4:  BUILD IN FLEXIBILITY AND ADAPTABILITY TO 

INDIVIDUAL SME REQUIREMENTS 
Since each organisation has its own requirements, experience and chal-
lenges the framework must be flexible so that each organisation can adapt 
it to their conditions and use techniques that they are familiar with. During 
the interviews it became clear that, even though most organisations face 
similar challenges, their culture and history differentiate them. Therefore 
the framework must be capable of supporting a variety of organisations with 
different history and culture. 
5.4.5 PRINCIPLE 5:  DELIVER A PROCESS WHICH IS COMPATIBLE 

WITH EXISTING SME INFORMATION MANAGEMENT 
SYSTEMS AND PROCESSES 

Many SMEs already have an information management system which they 
follow, and they do not need to invent a new system to include mobile de-
vices. Therefore the end product of the framework should be capable of in-
corporation in the existing information management system, which also 
will make it easier to follow up and to ensure compliance over time. During 
interviews and discussions with practitioners and fellow researchers it be-
came obvious that many of SMEs already had a process or information man-
agement system and are not interested in an extra stand-alone process 
which they should operate in parallel.  
5.4.6 PRINCIPLE 6:  BALANCE MAXIMISING BENEFITS WITH MINI-

MISING RISK 
There are two sides of the mobile device coin: benefits and information se-
curity risks. In a perfect world, we would achieve all the benefits without 
any risks – unfortunately, this is usually impossible. The goal must, there-
fore, be to realise as many benefits as possible without jeopardising the or-
ganisation’s information. The challenge of balancing benefits with infor-
mation security risks became clear during the initial literature review. 
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5 .4.7 PRINCIPLE 7:  UPDATE SECURITY POLICIES WHERE  
NECESSARY, BUT FOCUS ON CHANGING THE BEHAVIOUR 
OF EMPLOYEES 

Information security policies are a common tool for controlling information 
security within an organisation, but it is well known that if you really want 
to make a change you have to work with the people. Employees often choose 
not to follow policies if they do not understand the purpose of them, or find 
an easier way to work; it is also common for them not to know the content 
of current policies. Therefore it is more important to focus on changing their 
behaviour. This principle was derived from the literature reviews and the 
first interview study. 
5.4.8 PRINCIPLE 8:  FOCUS ON RESOURCE EFFICIENCY 
SMEs often have limited resources, and thus it is difficult to allocate re-
sources for any length of time to projects that are not directly concerned 
with their core business. Therefore, the framework must be resource-effi-
cient for SMEs to be able to accept it. This principle was born from a litera-
ture review of SMEs, and discussions with the primary partner organisa-
tion. 
5.4.9 PRINCIPLE 9:  GROUND DEVELOPMENT IN SCIENTIFIC 

RESEARCH AND INTERNATIONAL STANDARDS  
There are frameworks for everything - a large proportion of them are de-
rived from the creator's instinct and experience, or are consulting products 
created to increase sales. A framework needs to have a foundation in science 
and international standards to act as a counterbalance to these and to create 
confidence in both the research and its outcomes.  The final principle was 
also a basic requirement of the financiers. 
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CHAPTER 6 
DISCUSSION AND CONCLUSIONS 

6.1 MOBILE DEVICE DISCUSSION 
The introduction of mobile devices into the SME’s business process can be 
seen as the greatest information security challenge for SMEs, see Figure 
2.4 (Harris and Patten, 2014). This security challenge has been inadequate 
addressed by both theory and practice. There is a consequently need to de-
velop frameworks, methods, strategies and working methods to solve this 
(Downer and Bhattacharya, 2015; Kok, Lubbers and Helms, 2015; Tairov, 
2016). In industry, the problem is often discussed, but without producing 
any real answer to the main question. In anticipation of a solution, organ-
isations continue as usual and turn a blind eye to potential problems as 
long as they see the benefit, and the problems do not become acute. 
Walker-Brown (2013) points out that users only think about security after 
a problem occurs - they lose their data or do not have access to it. It is 
therefore important to have a strategy in place even before something hap-
pens, a strategy that follows the regular operations and the long-term busi-
ness plan so that it becomes a natural part of the user's everyday life. This 
is something that has been considered during the design of the framework 
and is an important part of the analysis work in the initial phase, where 
Benefits Realization Management, Environmental analysis and Risk anal-
ysis are important tools. Stakeholder analysis is also included to ensure 
that the right people, both formal and informal leaders, are involved in the 
correct activities. 
In the literature, there is much focus on the important role of policies 
(Montaña, 2005; Gatewood, 2012; Harris et al., 2012; Oliver, 2012; 
Simkin, 2013; Yang et al., 2013). In the empirical studies, however, it has 
been found that the policy does not have such a prominent role, at least 
not in SMEs, as the literature indicates. It has even been found that organ-
isations that have a well-functioning strategy for mobile devices and few 
incidents entirely lack a documented policy for the area. There is also other 
research that points to the same result - that there is no statistically signif-
icant relationship between the existence and application of information se-
curity policies, and the incidence or severity of security breaches (Doherty 
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and Fulford, 2005). Research also shows that the understanding and read-
ing of security policies is very low (Oliver, 2012; Thomson, 2012; Wong, 
2012; Simkin, 2013). This does not mean that organisations should throw 
their policies away - this depends on what type of organisation it is and its 
degree of maturity. But for SMEs, it seems that working with people and 
giving them the right conditions and knowledge gives better results than 
creating documents (Brodin, 2017). 
Major financial gains have also being forecast for organisations with mo-
bile devices; however, these forecasts usually originate with studies from a 
few manufacturers of mobile devices solutions (iPass, 2011; Miller and 
Varga, 2011; Barbier et al., 2012). There is, to the authors knowledge, no 
independent research that has empirically validated such gains. That is not 
to say that they do not exist, but to assume that they will naturally occur 
without effort may be a bit naive. A majority of the CISOs in large enter-
prises do not trust figures from vendors since they usually are unclear or 
difficult to validate (HelpNetSecurity, 2019). Many of the frameworks 
(Selviandro et al., 2015; Zahadat et al., 2015; Fani, Von Solms and Gerber, 
2016) that have been developed for managing mobile devices assume that 
the implementation of mobile devices will automatically result in signifi-
cant benefits and do not investigate aspects of needs and usefulness. The 
use of mobile devices is a socio-technical change that cannot be reversed, 
but it can make sense to analyse where the need lies and where and how 
the organisation can benefit from it in a secure and useful way. In the 
MSME Framework, this is done through BRM, PEST analysis and input 
from the business plan. Another aspect is employee privacy when the em-
ployer could possibly monitor their employees, even in their spare time 
(Navetta, 2012; CIO-Council, 2013; Gessner et al., 2013; Kulkarni et al., 
2014; Selviandro et al., 2015). In Sweden, the awareness of this is high 
from both employers and employees, since there are strict laws covering 
how employers deal with private employee information. None of the or-
ganisations in this research was close to jeopardising their employee’s pri-
vacy - which made privacy a minor issue. Nevertheless, it cannot be ig-
nored and should be discussed during the risk analysis and during the 
PEST analysis in the MSME framework. 
The issues that most concern management are security related; device pro-
tection, information control and user’s security awareness, as well as IT 
support resources (Brodin, Rose and Åhlfeldt, 2015). This is something 
that the framework takes account of in the risk analysis, and subsequent 
risk minimisation in the design phase. Though the literature discusses 
many generic risks, there are also risks that are organisation dependent - 
these can only be identified in local risk analysis in the organisation in 
question. 
There are broadly three different types of strategies for mobile devices; 
BYOD, CYOD and UWYT. When employees are allowed to bring their own 
private devices to work and use them as a work device is called BYOD (Ali, 
Qureshi and Abbasi, 2015). BYOD came as a backlash to the traditional 
strict UWYT strategy as a result of organisations' slowness in adapting to 
the rapid development of the mobile industry. With UWYT the organisa-
tion owns and controls all devices and their connections to organisational 
information, and can manage them as they like (Singh and Phil, 2012; 
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Garba et al., 2015). In the interview study (Brodin, 2017), the UWYT-strat-
egy was found in the organisations that place unusually high demands on 
security, for example in companies that supply to the armed forces. A ma-
jor difference to UWYT 10 years ago in the US (which a large part of the 
literature is based on), is that Sweden today uses consumer products that 
are hardened, instead of customised products that may be perceived as old 
and unfriendly by users. In CYOD the user is allowed to choose their own 
device and also to some extent use it for private use, but with full owner-
ship of the organisation which thus retains some degree of control (Kok, 
Lubbers and Helms, 2015; Zrinscak, Perl and Robra-bissantz, 2017). 
CYOD is the more popular strategy among the organisations investigated 
in this research, but with more of a leaning towards UWYT than to BYOD. 
The studies have also shown that the gains that literature has identified for 
BYOD are also found for CYOD, though with fewer information security 
risks (Brodin, 2016a). However, CYOD is not entirely risk-free and re-
quires a clear strategy, and thorough organisational preparation before 
implementation. Research has also shown that people who experience 
UWYT believe that they would be more effective if they went to CYOD, 
while few see the benefits of (or even want to) move to BYOD (Kok, 
Lubbers and Helms, 2015). Regardless of strategy, the results have pointed 
out that the most important thing is that all employees are aware of what 
applies, and that they receive regular training in information security. This 
is something that other research also shows (Gatewood, 2012; Markelj and 
Bernik, 2012; Oliver, 2012; Walters, 2012; Wong, 2012; He, 2013). 

6.2 METHOD REFLECTION
This work is a close collaboration between industry and academia, and the 
chosen method had to accommodate both sides. Under these conditions, 
three possible methods were identified; Action Research, Design Science 
and Action Design Research. Of these three, Action Design Research was 
considered most appropriate, see Chapter 3 for a more detailed justifica-
tion. Action Design Research is based on four stages with five principles, 
and one way of assessing the credibility of the research is to check compli-
ance with these principles. 

6.2.1 COMPLIANCE WITH ACTION DESIGN RESEARCH
PRINCIPLES

Action Design Research has seven principles and the fulfilment of them 
may serve as an evaluation of how the Action Design Research method was 
followed in order to achieve good research practice. Table 12 present the 
principles and how they are followed in this research. 
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Table 12. The ADR principles and their fulfilment 

ADR principles In this research 
Principle 1: Practice-inspired research The research responds to known security weak-

nesses with mobile devices in SME’s (problem 
class) and deficiencies in existing methods in ad-
dressing these problems. There has been a close 
collaboration with industry since day one and the 
primary partner organisation, which identified 
the problem, has been involved to the end. Many 
other organisations have been involved during 
the project in evaluations and gathering of empir-
ical data. See Chapter 1, 2 and 3.2. 

Principle 2: Theory-integrated artefact The artefact is derived from strategic manage-
ment literature, ISO/IEC 27000 and responds to 
many concerns raised in the literature. See paper 
2, 4 and 5. 

Principle 3: Reciprocal shaping Each version of the artefact has been developed 
with input from practice and evaluated in organi-
sations (interviews with experts or implementa-
tion within the organisation). See Chapter 3.2 and 
paper 3, 5, 6 and 7. 

Principle 4: Mutually influential roles Regular meetings with representatives from both 
academia and industry to ensure the develop-
ment goes in a direction that is beneficial for both. 
A steering group, with representatives from aca-
demia and industry, has governed the work. See 
Chapter 1 and 3.2.3. 

Principle 5: Authentic and concurrent 
evaluation 

Evaluations were made continually throughout 
the design and building process. See Chapter 
3.2.2. 

Principle 6: Guided emergence The research reports an iterative and incremental 
development, from an initial framework to the 
developed form. Each step has been taken with 
both practitioners and researchers. See Chapter 
3.2. 

Principle 7: Generalized outcomes The developed method represents a solution to a 
class of problems experienced by SME’s which is 
generalised in several articles. A different instan-
tiation of the initial framework can be found in 
Brodin (2019). The framework is taken up by or-
ganisations and researchers and offered as a 
guide for consultancy projects in the area. Design 
principles are generated in chapter 5. 
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6.2.2 THE TRUSTWORTHINESS OF THE RESEARCH
Lincoln and Guba’s (1985) identified four criteria for evaluating interpre-
tive research work: credibility, transferability, dependability, and confirm-
ability. 
6.2.3 CREDIBILITY
Credibility is about whether the result is credible or believable. In this 
work, credibility is iteratively improved through complementary theoreti-
cal and empirical investigations, which provide input to the final result, the 
MSME framework. The result has also been evaluated both in practice 
(through interviews, case study and implementation), and academia 
(through peer-review and during presentations), where experts have given 
input and confirmed the relevance of the framework. 
6.2.4 DEPENDABILITY
Dependability is equivalent to reliability in quantitative research, indicat-
ing the stability of the result over time (Lincoln & Guba, 1985). To improve 
dependability and to make sure that the analysis was made on original 
data, all interviews were recorded and then transcribed in the original lan-
guage. Another way to work with dependability is by an inquiry auditor, 
where an expert examines the work. In this case, this has been done in two 
ways, both the result and the process. Several experts in different types of 
organisations have reviewed and evaluated the result and confirmed its va-
lidity in their context. All articles have been submitted to blind peer-re-
viewed conferences or journals where experts have looked at the results. 
The whole research process has been monitored by both industry experts 
and academia; with meetings between university and industry to ensure 
that the project lives up to established standards, and in order to assure 
the quality of the work. 
6.2.5 TRANSFERABILITY
Transferability is about how well the results can be applied in another con-
text. It is not up to the researcher to judge, but the researcher should de-
liver clear descriptions so that other researchers may assess whether they 
are transferable beyond their original context. In this work the method is 
specified, and the interviewed executives indicated they saw several prac-
tical ways to use this research. There is also a solid transferability from 
research to practice, see paper 6. Aspects of the work have been investi-
gated in a total of  eighteen different organisations and evaluated by vari-
ous experts. It has also been transferred to another context when a modi-
fied version of the MSME framework was used by SMEs to prepare for 
GDPR. 
6.2.6 CONFIRMABILITY
Confirmability indicates whether the research results are well-grounded in 
empirical data. Two of the best ways to ensure confirmability are interview 
recordings and field notes (Lincoln & Guba, 1985). Both of these strategies 
are used in this work, which makes it possible for anyone to check the em-
pirical base for the conclusions. Empirical results and analysis feature in 
papers 3, 5 and 6. 
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6 .3 FROM OBJECTIVES TO RESULTS
Three objectives were set in order to achieve the goal of developing a 
framework that can support long-term strategy development for mobile 
devices based on an information security perspective. The objectives are: 

O1. Identify existing solutions at a strategic level to managing infor-
mation that is accessible with mobile devices, and their suitability 
for SMEs. 

O2.Develop a framework to help SMEs control information in a secure 
way on mobile devices. 

O3.Evaluate the framework in practice. 
In relation to the first objective the project started with an analysis of cur-
rent literature to get a picture of what needs to be done. It turned out that, 
although there is much literature which discusses the problems that occur 
with mobile devices, rather few authors (besides the solution vendors) con-
sider solutions. The literature review resulted in twelve management is-
sues for BYOD and a picture of what needs to be done in order to create a 
solution that might help organisations - see paper 1. The initial result of 
objective 1 was that there were no existing solutions for information secu-
rity management of data accessible with mobile devices at the beginning 
of this project. Later in the project a new literature search for solutions to 
help SMEs with the challenges that come with mobile devices was made. 
This time the review showed some frameworks that might help SMEs with 
the problem, which are discussed in paper 4. The final contribution to ob-
jective 1 is a case study to get input from the practitioners’ side; the result 
is shown in paper 5. 
The second objective deals with the actual development of the framework 
and is an important part of the process from objective 1 to a final result. It 
started with a framework based on scientific literature and international 
standards, which is presented in paper 2. The framework was then devel-
oped with input from interviews with senior managers in several Swedish 
organisations. Their input and the second version of the framework is pre-
sented in paper 3. Finally, the framework was developed to its current form 
during implementation in the primary partner organisation and comple-
mented with flowcharts and more detailed descriptions of the analyses to 
conduct - this work is presented in paper 6. 
The last objective is to evaluate the framework in practice; this is done dur-
ing every step in the process, since every new version of the framework was 
discussed with experts from different organisations, mostly the primary 
partner organisation. The first version of the framework that was formally 
evaluated in practice was evaluated by interviews with 13 senior manage-
ment from different organisations and is presented in paper 3. The second 
published evaluation is in paper 5 and is a case study where the approach 
from practice is compared to the approach from the framework. Finally, 
the complete framework is evaluated by being used in a real mobile device 
strategy case in the primary partner organisation, from the first analysis to 
a fully implemented strategy. The result from that work is presented in pa-
per 6 and in this thesis. 
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The work with these objectives not only resulted in six papers with higher 
relevance to this thesis, but also helped various organisations. Around 
twenty organisations have been involved in the evolution of the framework 
and several of them were helped or inspired by the work. 

6.4 CONTRIBUTIONS
The major contribution of this work is the MSME framework itself. The 
framework's contribution is not only theoretical since it has both evalua-
tions and implementations in practice. It has also taken input from prac-
tice throughout its development, making a link between theory and prac-
tice. 
Besides this, there are several smaller contributions to both research and 
practice in various parts of the work. The initial literature review of mobile 
devices points out the direction for further research and highlights existing 
research and gaps in current literature. The literature review has been used 
by other researchers to motivate their research, for instance, to support the 
research question in the Reinfelder’s (2019) dissertation. The interview 
study, paper 3, provided insights from 13 C-suites into strategies and work 
with mobile devices, an angle that was missing in the current literature 
base. It was also one of the first empirical investigations about strategies 
around mobile devices in practice. There was some existing research point-
ing at the importance of communication and training when it comes to im-
plementing a new mobile device strategy (Gatewood, 2012; He, 2012; 
Markelj and Bernik, 2012; Walters, 2012); the interview study strengthens 
the argumentation with empirical data.  
There are some more recent solutions for managing mobile devices in an 
organisation and this research also highlights the different possibilities 
and point out each of these framework’s strengths, and how well each so-
lution meets the challenges that exist for SMEs. The frameworks were also 
evaluated against scientific literature to point out how SMEs can meet the 
challenges that Downer and Bhattacharya (2015) identified. The evalua-
tion of frameworks also points out that large-scale frameworks are not 
suited for SMEs when trying to regain control of information on mobile 
devices, a finding that Mubarak, Heyasat and Wibowo (2019) also high-
light. 
There are few previous articles about mobile device strategies, but the ones 
that exist are focused on updating policies, highlighting this as the single 
most important step (Montaña, 2005; Gatewood, 2012; Oliver, 2012; He, 
2013; Yang et al., 2013), though without empirical evidence. This research 
complements the policy-driven approach with empirical data from a im-
plementation, and interviews in different organisations (Brodin and Rose, 
2019). The discovery, however, was that policy updates did not play as cen-
tral and defining a role as previous research has claimed, which is also sup-
ported by my interview study (Brodin, 2017). It may be because of cultural 
differences between countries, or because researchers believe policies to 
be important without empirically investigating their beliefs. There are 
other studies, not specific to mobile devices, that point at problems with 
the policy-driven approach and compliance with policies (Chang et al., 
2007; Bulgurcu, Cavusoglu and Benbast, 2010; Siponen and Vance, 2010; 
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Siponen, Pahnila and Mahmood, 2010; He, 2012; Ifinedo, 2012; Simkin, 
2013) and some try to solve the problem (Chen, Ramamurthy and Wen, 
2012; Sohrabi Safa, Von Solms and Furnell, 2016; Moody, Siponen and 
Pahnila, 2018). 
The most significant contribution to practice is a structured approach, with 
its foundation in science, for practitioners to tackle information security 
related problems that come with mobile devices. 

6.5 LIMITATIONS
As with all research, there are some limitations related to this work. First, 
everything is set in a Swedish context. All interviews and field studies were 
conducted within organisations in Sweden, although some of the respond-
ents in interviews are responsible for their organisations throughout Eu-
rope. We do not know how well the MSME framework will work in other 
countries with other laws, culture, and organisational settings. The field 
studies and interviews are limited in numbers; therefore, we cannot make 
fully generalisable conclusions. Although the framework is targeted to 
SMEs it is not entirely clear which kinds of organisations it might suit. It 
has been tested in some different types of organisations and experts from 
different areas has evaluated the MSME framework, but there are many 
different types of SMEs which have not been heard. Its also unknown 
whether the MSME framework also help large enterprises – this has not 
been tested. There is little experience of different instantiations of the 
framework, and there are no quantitative data to support the use or effec-
tiveness of the framework.  
When looking at the practitioner side of the work, there are some limita-
tions with the communication of the framework. There is material for prac-
titioners but as yet no whitepaper or guidelines, which describe the use of 
the framework in detail. Practitioners need to know that the framework 
exists before they can use it. Few practitioners regularly read research, 
which makes it vital to develop material for them, and to communicate it 
through their channels. This has not done to a sufficient extent to be able 
to get feedback from large number of practitioners. To achieve full depend-
ability, the MSME framework needs to be used again in other organisa-
tions and by other researchers.   

6.6 FUTURE WORK
Future work should investigate if this work can be applied in other coun-
tries, with different business cultures. The MSME framework should also 
be tested in other types of organisations and with other instantiations to 
validate its usability. The last phase of the framework and the study of 
punctuated equilibrium need further longitudinal case studies. There is 
also a need for quantitative data to support the effectiveness of the frame-
work and more field studies to make the conclusions more generalizable. 
Another possible direction is to look deeper into the implications around 
privacy and mobile devices - both in the light of employers’ ability to mon-
itor employees outside work, in private applications and pictures, and 
when it comes to employees’ thoughts about privacy and mobile devices. 
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How could the framework be expanded to make employees safer, without 
compromising employers’ control of organisational data? It could also be 
of interest to investigate if the framework also could be used to help large 
enterprises or the public sector. 
For practitioners, the future work is to use the framework to develop a 
strategy for their mobile devices and to give input to further development 
of the framework. There is also a need for a more detailed version of the 
framework targeting practitioners and whitepapers explaining its purpose. 
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Abstract 

Bring Your Own Device (BYOD) is an emerging research area focusing on the organisational 
adoption of (primarily mobile) devices used for both private and work purposes. There are 
many information security related problems concerning the use of BYOD and it should 
therefore be considered an issue of strategic importance for senior managers. This paper 
presents a systematic literature analysis using a BYOD strategic management framework to 
assess developing research trends. The analysis reveals early work in the analysis and design 
aspects of BYOD strategies, but a lack of research in operationalizing (planning, 
implementation and evaluating) strategy – the action phase. The resulting research agenda 
identifies twelve management issues for further research and four overall research directions 
that may stimulate future research. 

Keywords: BYOD Bring Your Own Device, information security management, strategic 
management. 

1 INTRODUCTION 
During the last decade it has become commonplace for employees to have dual-use computing devices 
(devices used both at home and at work) - often for a mixture of private and professional purposes. 
One popular way of labelling this trend is Bring Your Own Device (BYOD). A recent survey indicates 
that 95% of companies allow employees some use of their own devices, that 36% offer full support for 
all employee-owned devices, and that 48% support selected devices (Barbier et al., 2012).  Harris et al. 
(2012) report that one third of organisations allow privately owned devices (a result confirmed by 
Disterer & Kleiner (2013)) - and another third deploy company-owned dual-use devices.  Some large 
companies sanction extensive BYOD programs; for instance Intel’s program involves 10,000 personal 
devices (Miller & Varga, 2011).  The use of privately owned devices may also be widespread in 
companies that do not sanction them. Harris et al. (2012) report that 36% of employees ignore 
company policy and choose to use the device they feel appropriate. BYOD is predicted to be 
ubiquitous in the near future (van der Meulen & Rivera, 2013). 

Though dual-use of devices is widespread, the term BYOD covers several different interpretations in 
the literature. BYOD implies that the employee owns the device and transports it to the workplace, a 
phenomenon associated with consumerization (Niehaves et al, 2012).  However it may be more 
common for companies to supply consumer devices (for example a mobile phone) and allow home use 
(Oliver, 2012). Dual-use also implies that the device is used for a variety of work and personal tasks, 
implying shared or duplicated data, software and network connections. Where the device is used at 
home it may be connected to the computing environment of the workplace (Stevenson, 2012), and to 
external third party services. The nature of the device may be less significant than the extension of 
access to webmail, cloud services and content management systems (Morrow, 2012).  BYOD in this 
study refers to computing devices which are mobile (used in the office and outside it, including the 
home) and/or dual-use (used both for professional and private purposes), whether provided by the 
employer or the employee. 

The rapid spread of BYOD probably has many causes, including the popularity of mobile devices, 
efficiency gains for users in synchronising home and work resources, and productivity gains for 
employers in the expansion of the work sphere and better integration of information resources.  
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Employers may hope to transfer some of the device costs to their employees, or use the devices as 
attractive perks.  However, both IT managers and information security experts express concern 
(ReadWrite, 2013; Intel, 2012). Whereas most information management approaches strive for 
standardization, consolidation and reduction of complexity (Disterer & Kleiner, 2013), widespread 
adoption of BYOD implies reduced standardization and increased complexity. There are major 
problems concerning integration with existing infrastructures, device support, and increased exposure 
to a variety of information security hazards, such that BYOD should be considered an issue of 
strategic importance for information security managers - and probably also for the senior managers of 
information-dependent organisations. Research indicates the importance of choosing an appropriate 
model for governance and support (Barbier et al., 2012). Strategic management of BYOD covers both 
the determination and execution of policy. 

An early, but rapidly accelerating literature studies these phenomena, so that the management of 
BYOD may be considered an emerging research area.  The objective of this article is to investigate 
how this literature deals with these issues using literature study techniques. We will address the 
following research questions: 

 RQ1: Which managerial issues are highlighted in the emerging literature? 

 RQ2: What are the research gaps in the early BYOD literature, from a strategic management 
perspective? 

The paper is structured as followed. In section 2 the research method and analysis model are 
explained. Section 3 presents the analysis of the literature according to the model. Finally, section 4 
gives the results and conclusions of the analysis, and offers directions for future research. 

2 RESEARCH METHOD 
The search for relevant literature in this review was derived from Webster and Watson’s (2002) 
structured approach for determining the source material. These were the principal steps: 

1. An extensive literature search using the WorldCat search engine with the search terms: Bring 
Your Own Device, BYOD, BYOT, BYOS, Bring Your Own, office-home smartphone, 
smartphone+information management, smartphone+policy, personally owned, consum-
erization, shadow IT and mobile computing, in combinations with information management, 
policy, security management, private, privacy, user-driven and dual-use. The search was 
filtered for peer-reviewed articles in English. This step resulted in 2865 article abstracts. 

2. Manual screening for relevance (where relevance requires that the article both falls within the 
mobile/dual-use definition and focuses on policy, management or strategic issues, rather than 
technical issues). The articles were screened first by reading the abstracts. This screening 
removed many articles where BYOD had a different meaning (for instance a term in 
chemistry), articles which were tangential to the theme of the paper (for instance concerned 
with pedagogics and BYOD) and articles dealing with primarily technical issues. The 
remaining articles were downloading in full text and screened again, resulting in 69 unique 
articles. 

3. Backward chaining by reviewing the citations in the articles identified as relevant in step 2. 
This step revealed many white papers and non peer-reviewed articles but only one new article. 

4. Complementary forward chaining search in Web of Knowledge, Academic Search Elite, 
ScienceDirect, ACM, Emerald, Springer, IEEE and Wiley.  This revealed 15 new relevant 
articles, leaving a total of 85 articles as the literature selection. 

The search was considered complete since the complementary searches revealed few new articles of 
relevance.  
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2.1 Analysis framework 

Webster and Watson (2002) also require that a literature review be concept-centric, where the concepts 
determine the ‘organizing framework’ of the review. Concepts may derived from the analysis, but a 
common practice is to adopt a suitable conceptual framework from the literature. The chosen BYOD 
management framework (Brodin, 2015) is adapted from Jonson and Scholes (1997) seminal work on 
strategic management, and the international standards ISO/IEC 27001 (2013) and ISO/IEC 27002 
(2013) Information Security Management Systems (ISMS. The three main categories in the model are 
analysis, design and action. 

 

 
Figure 1.  Framework for the analysis, adapted from Brodin (2015). 

Analysis concerns the assessment of opportunities and threats involved in the adoption of BYOD, 
where expectations refer to the opportunities in the form of BYOD benefits that are targeted, 
environment points at BYOD threats originating from outside the organisation (for example 
information security threats) determined through risk assessment, and resources and capability 
indicate the organisation’s current ability to realise benefits and mitigate environmental threats. 

Design concerns the development of strategic information and security governance strategies or 
policies for BYOD, where options represent distinct strategic directions, development refers to the 
adaptation and enumeration of options, and selection refers to choosing the appropriate strategy or 
policy. 

Action concerns the operationalization of the chosen BYOD strategy, where planning precedes the 
policy implementation, and evaluation is carried out to determine the success of the BYOD strategy 
and its implementation.  

Most articles in the literature selection covered several of these areas, but in table 1 they are classified 
according to their primary, or dominant purpose. 
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Category Number of articles 

Analysis 52 
 Expectations 11 
 Environment 33 
 Resources & capability 8 

Design 31 
 Options 15 
 Development 13 
 Selection 4 

Action 0 
 Planning 0 
 Implementation 0 
 Evaluation 1 

Total 85 

Table 1. Distribution of articles by category. 

3  MANAGEMENT ISSUES FOR BYOD 
In this section the principal management issues investigated in current BYOD research are analysed. 

3.1 Analysis 

Analysis concerns the assessment of opportunities and threats involved in the adoption of BYOD, 
including expectations, environment, and resources and capability. 

3.1.1 Expectations 

Researchers point to many expectations for BYOD related to benefits for both employee/users and 
management. The main expectations are for increased personal productivity, flexibility of time and 
place and increased user satisfaction. 

IT Managers rank increased personal productivity as the most important expectation for BYOD (Intel, 
2012). The BYOD-program at Intel reports that personal device users saved on average 47 minutes per 
day, amounting to more than 2 million hours per year (Miller & Varga, 2011). iPass (2011) claim that 
a dual use mobile user works longer than other employers: 240 hours more per year. In cash terms, 
productivity benefits may amount to between $300 and $1300 per year per employee, depending on 
job role (Barbier et al., 2012). One reason for increased productivity may be that employees who are 
able to satisfy their psychosocial needs at work invest more of themselves (Kahn, 1990; Pfeffer 1995). 
However many of the existing studies of BYOD benefits are sponsored by large industry players 
(Intel, Cisco) with vested interests in promoting BYOD, and these results should be treated with 
caution. 

BYOD increases flexibility of time and place, allowing employees to work outside the office and 
normal working hours. Some managers expect this to be the most significant BYOD benefit (Singh, 
2012). One way this can be measured is by monitoring business related emails and access to corporate 
resources from non-corporate devices after office hours. Harris et al. (2012) refers to a study where 
14% of employees connected to corporate resources after work hours and 22% used a private mobile 
phone to check corporate emails before they went to bed.  Logically BYOD also helps the employee to 
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manage their personal affairs from the office, but this is not investigated.  Increased freedom to 
manage personal work in terms of time and place may have positive health effects (iPass, 2011).  
However constant work availability facilitated by BYOD is implicated in increased personal stress 
(Green 2002), and the extension of work into home life, may affect family relationships, for example 
the amount of time spent with children (UNICEF 2014). 

A secondary expectation for BYOD is increased user satisfaction (Miller & Varga, 2011). This is 
associated with the convenience of reducing the number of devices; for example one mobile phone for 
both private and business use (Disterer & Kleiner, 2013). Harris et al. (2012) report that many users 
enjoy having advanced technology devices at work and home, but relatively few believe that it 
contributes significantly to work satisfaction.   

3.1.2 Environment 

In the BYOD literature the organisational environment is largely perceived as an information security 
threat, in which dual use devices are at greater risk. Threats are assessed through risk assessment, and 
increased risk stems from user behaviours and expectations for their devices, particularly when they 
also use them for personal purposes and consider that they own them. Thus the principal managerial 
issues for BYOD in relation to environmental threats are data control and device protection.  

A major BYOD concern is control of corporate data, especially where data is stored outside company 
premises, when the device that it is stored on is lost or stolen, or if the employee leaves the company. 
Particularly difficult is the question of who is accessing corporate data, since BYOD devices (which 
may connect to confidential corporate data systems) are seldom physically secure, and may be 
attached to multiple networks. A company owned device can be retrieved when an employee leaves, 
or remotely wiped if it is stolen. The data, if stored, may be encrypted, and the company’s information 
security policies enforced by the IT department. Even with these precautions, sensitive corporate data 
is routinely recoverable from second-hand hard disks (Jones et al. 2012). Dual use device owners tend 
to resist the installation of encryption and remote wipe software (or other kinds of software associated 
with managerial control) since they consider that it encroaches on their privacy (Pettey & Van Der 
Meulen, 2012).  Only a third of private device owners use encryption for company data (Camp, 2012).  
Private device owners freely install software of their own choice and join networks other than the 
company’s protected network. If it is too complicated to access the secure network, users may go for 
the less secure guest network instead (Kehoe, 2013). They may store data on multiple hard disks, 
including their private cloud (Dropbox, OneDrive, iCloud, Google Drive).  A particular problem arises 
when the key or password protecting the data is personal, whereas the data is corporately owned 
(Walters, 2013). How can this data be monitored and audited? An employee leaving a company takes 
their privately owned device with them – how does the company ensure that sensitive corporate data is 
removed? 

A related managerial issue is protection of BYOD devices, since devices storing sensitive corporate 
data are routinely lost, stolen or hacked (Wilson, 2012). If the IT department does not control the 
device they cannot force operating system updates or ensure that the antivirus program is up to date 
(Morrow, 2012). Most private users have poor protection habits: they do not update software regularly 
(Skype et al. 2012), or use the auto-locking facilities provide for them. Researchers expect those 
behaviours to remain when their device is used for work-related purposes (Disterer & Kleiner, 2013). 
Camp (2012) estimates that “less than half of all devices in the BYOD category are protected by the 
most basic of security measures”. Users should back-up their own devices (Wong 2012) since the 
organisation cannot be responsible. IT managers are thus required to protect corporate data they may 
not even control (Walters, 2013). Faced with non-standard devices and non-compliant users 
(Tokuysohi, 2013) they may give up. Difficulties in supporting security, encryption and remote wipe 
are the most common explanations for not restricting BYOD use. 

3.1.3 Resources and capability 

Resources and capabilities represent the organisation’s current ability to realise benefits and mitigate 
environmental threats from BYOD.  Two significant managerial issues here are awareness and 
support. 
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Awareness describes an organisation’s capacity to monitor and react to the BYOD threats in its 
environment. Allam et al. (2014) propose a model for smartphone information security awareness 
based on accident prevention techniques. The model is designed to help monitor the information 
security position and tailor security policies and procedures to threats. However Ashenden and 
Lawrence (2013) believe that awareness programmes are limited and their effect on behavioural 
change doubtful. Instead, they propose a social marketing framework that will be more effective. They 
identify the user behaviour they want to change, analyse why users exhibit those behaviours, identity 
benefits for users from potential change which increase security, design an intervention, and evaluate 
the impact. 

A significant resourcing and capability issue for BYOD is support. BYOD devices run many operating 
systems on many platforms, with diverse software. IT managers anticipate many compatibility 
problems with existing IT infrastructures (Intel, 2012).  However, users expect the same level of 
support they had with their standardised company-owned devices (Brooks, 2013). IT professionals 
experience the frustration of increasing support costs and administration time, which reduces 
productivity in other areas (Walters, 2013).  Intel (2012) claims that BYOD comes with no impact on 
support and with relatively low cost (Miller & Varga, 2011). Organisations that transferred purchase 
costs for devices to their users saved some money. However Harris et al (2012) report that these 
savings were eaten up by the increased cost of managing the IT environment. 

3.2 Design 

Design concerns the development of strategic information and security governance strategies or 
policies for BYOD, where options represent distinct strategic directions, development refers to the 
adaptation and enumeration of options, and selection refers to choosing the appropriate strategy or 
policy. 

3.2.1 Options 

Strategic options represent different choices that managers have in relation to the adoption of BYOD, 
where the two extreme positions are (i) to forbid any kind of dual use device, and (ii) to allow each 
and every form of BYOD without restrictions. Mourmant et al. (2013) do not examine BYOD as an 
independent option, but as part of their model for intrapreneurial freedom; BYOD is part of freedom 
of materials and resources. Harris et al. (2012) present a model for IT consumerization with 6 strategic 
options that range from strict (tight control, few standard devices) to complete freedom. The only 
option that allows privately owned devices is laissez-faire, where management allow external devices 
and applications without any restrictions. However no research advocates this strategy, although some 
researchers and standards discuss trade-offs and the acceptance of risk. Holleran (2014) proposes a 
compromise option, where BYOD is prohibited, but in return employees are allowed to use their 
mobile devices for personal purposes. Another way of developing strategic options is through analysis 
of the managerial control space.  Yang et al., (2013) proposes a risk management quintet, which looks 
at the mechanisms for technology adoption, control, liabilities, user perception, and user behaviour.  

One prominent article genre in this category was the opinion piece from an acknowledged industry 
expert (e.g. Millard (2013); Steiner (2014); Thielens (2013); Walker-Brown (2013)). Though 
apparently peer reviewed, these articles are based on personal experience and do not display any 
conventional research method. They are not considered further here. 

3.2.2 Development 

Regardless of choice of strategic option, there is universal agreement that the first development step is 
information security policy update (Oliver, 2012; Harris et al., 2012; Wong, 2012; Gatewood, 2012; 
Caldwell, 2012; Simkin, 2013; Montana, 2005; Vickerman, 2013; Yang et al., 2013). Though these 
researchers identify the policy as central to the success of BYOD, research in the information security 
management field indicates that policies are often broken. Younger people seldom obey information 
security policies (Simkin, 2013), though more than half of IT professionals believe they do. Users 
have poor understanding of policies (Oliver, 2012; Wong, 2012), if they are even aware of them. 
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Consequently, it is not enough to update a policy; it must also to be communicated (Wong, 2012; 
Gatewood, 2012; Oliver, 2012).  

Wong (2012) points out the need for users to understand the regulatory framework: for example which 
information is owned by the organisation and which is personal information that they may freely use. 
This problem is compounded by role confusion: when, and in what situations, is a user acting as a 
private person, and when they are acting as an organisational representative.  Is it acceptable to post 
sensitive corporate information on a social network where you are profiled as a private person, or if 
you are no longer working for the company? Other central aspects in the development area are risk 
assessment, clarification of ownership of information, right to audit, privacy rights, security of 
business information, and registration of assets (Vickerman, 2013). 

3.2.3 Selection 

BYOD strategy decisions should be made by the appropriate people in the organisation after weighing 
benefits against information security risks: the business/security balance. Ring (2013) identifies 
organisations that gave BYOD both green and red lights after evaluating the risks. He concludes that 
the choice is ultimately “a business decision, not a security decision”. Borrett (2013) agrees, arguing 
that senior management target increased flexibility and/or cost-savings. Mooney et al. (2014) suggest 
that the entire c-suite (chief executives) should be involved in the process. Guinan et al. (2014) 
disagree, arguing that, depending on the organisation, the process may be top-down, middle-out or 
bottom-up, and that knowing where and with whom to begin may be the key to success. Silic and Back 
(2013) identify two must-win areas when selecting a strategic option: mobile strategy and security 
framework. Furthermore, they argue that stakeholder support is critical, both for making the change 
and for rooting new information security procedures in the culture. 

3.3 Action 
Action concerns the operationalization of the chosen BYOD strategy, where planning precedes the 
policy implementation, and evaluation is carried out to determine the success of the BYOD strategy 
and its implementation.  

3.3.1 Planning, Implementation and evaluation 

BYOD is a relatively new phenomenon, and few researchers directly address the action phase. Those 
that do, agree on the need for training. Walters (2013) focuses on the human and informational, rather 
than technologies, since a lot of the traditional layered approach to enterprise security do not apply 
anymore. What definitely apply is the human layer with information security education and awareness. 
Furthermore, Walters (2013) state that functional and organisational roles for data access must be 
determined before a BYOD implementation can start. 

Gatewood (2012) emphasises information security training for all employees and points out that a 
forgotten and unlocked phone can lead to a disaster. The technical mechanisms are not worth as much 
if employees do not comply with the BYOD strategy and policies. Studies indicate that proper security 
training must be in place to get employees to adopt the new strategy (Hu, 2013; Markelj & Bernik, 
2012). 

When the policies and procedures are implemented it is important to evaluate opportunities and threats 
with respect to organisational context to determine if an update is needed (Niehaves et al, 2012). 

4 DISCUSSION AND DIRECTIONS FOR FUTURE RESEARCH 
Two research questions were posed for this review. In response to the first question: What managerial 
issues are highlighted in the emerging literature on BYOD, twelve issues were identified (represented 
in italics in the next sections).  

Managerial expectations for BYOD include increased personal productivity, time/space flexibility and 
increased user satisfaction. These benefits coincide with expectations for mobile devices in general, 
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and researchers need to understand what the specific impact of dual use, personal ownership and 
personal choice of device have on these outcomes. In addition the methodological approach of this 
research requires more consideration, and there is a need to separate independent research 
investigations from those of major industry players. Researchers should also establish costs (and 
particularly hidden costs) of BYOD programs which may result from infrastructure integration, 
support and extra information security demands, the costs of information security breeches, and 
employees organising their personal affairs in work time, amongst other things. There is also need for 
research into employees’ dual use (home and work) patterns.   

Environmental information security threats highlighted the need for improved approaches for 
information control and device protection. Many of these threats are known in the mobile security 
field, and researchers need to understand how (partial) loss of organisational control of information 
and devices, less standardization and transfer of responsibilities for protection/backup to users affect 
these threats. Important questions for researchers may be: which known threats are amplified by 
BYOD (and by how much) and have known responses that can be scaled up; which threats are 
amplified to the point where they can no longer be managed with known responses; and which threats 
are new and require improved management approaches. Many of these questions require empirical 
investigation and quantification. An unexplored question is whether there are information security 
threats that are reduced or removed by BYOD.  A further issue that is not yet investigated is the effect 
of BYOD on employee privacy. Users have information rights (many of them are backed by law), as 
well as organisations. 

Issues relating to organisational resources and capabilities include awareness and support. 
Organisational information security awareness may come to depend more on user-led reporting, 
manufacturer alerts and monitoring the information security communities. Patterns for support may 
change when there are many different devices and little standardization, with more reliance on users’ 
own capabilities and lower levels of information (which might also focus on information security 
guidance and instructions).  Crowd-sourced solutions to these problems, with users doing much of the 
work themselves and IT professionals co-ordinating are not yet researched. A further issue needing 
investigation is information classification; this may facilitate many differentiated strategic options. 

With respect to the design of BYOD strategies, researchers need to improve already established 
models of strategic options in order to complement the partial offerings available.  Such models 
should offer differentiated BYOD strategies to managers, explaining the potential benefits, costs, risks 
and information security responses of different courses of action. Such strategic option models should 
be based on quantitative and qualitative evidence, with a theoretical departure point. Since 
development of new strategic positions involves an information security policy update, researchers 
may investigate how current information security standards (such as ISO/IEC 27000-series and 
methodological support for information security (MSB, 2015)) manage BYOD. However, at the same 
time they should investigate how the take-up of the information security regulatory framework as a 
whole can be improved, especially in the BYOD environment where users may perceive the regulatory 
framework as voluntary. Selection of options is based on the business/security balance. This is a 
particularly complex area for organisations and need to be researched, as it involves cross-disciplinary 
comparative assessments of benefits and risks, where neither organisation-wide benefits nor a 
complete empirically based picture of information security threats are yet available. Moreover the 
development of strategic options implies comparative assessments for several scenarios or 
contingencies. Most of the BYOD literature focuses on personal productivity, and its influence on 
team communication, group work, customer management, and at the organisational level information 
flow, workflow and management communication are not yet studied. Managers should understand 
what they could expect to achieve for their organisations with BYOD programs. Organisations with 
structured information security programs already in place are better placed to handle emerging BYOD 
difficulties. However many organisations lack information security classification and security risk 
management that might provide a firmer foundation for strategic decision-making. Managers should 
also be helped to understand the scale of risk to which their organisations are exposed by authorised 
(or unofficial employee-led) BYOD programs.  
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The action or implementation of strategies is not much investigated in current BYOD literature (see 
below), but researchers can translate BYOD compliant information security standards and methods 
into training materials and contribute more effective learning strategies.  

Research directions for BYOD management issues are summarized in table 2. 

 
Framework category BYOD management 

issues 
BYOD research agenda 

Analysis 

expectations 

1. increased personal 
productivity 

2. time/space 
flexibility 

3. increased user 
satisfaction 

benefits and costs should be established empirically 
by independent researchers using methodologically 
sound techniques.  

environment 4. information control 

5. device protection 

cataloguing of known mobile information security 
threats and responses for BYOD area, and 
identification of new threats and responses; protection 
of employee privacy.  

resources and 
capability 

6. awareness 

7. support 

investigation of distributed and user-led information 
security awareness and support; information 
classification. 

Design options 8. strategic options 
improvement of normative models of strategic options 
based on empirical evidence and theory 

development 

9. security policy 
update 

10. regulatory 
framework 

development or improvement of policy and regulatory 
frameworks from existing information security 
standards and methods, and investigation of improved 
user compliance 

selection 11. business/security 
balance 

cross-disciplinary comparative assessments of 
organisational benefit and information security risk 

Action planning  (under researched area requiring further investigation) 

implementation 12. training 
materials, methods and tools for communicating and 
disseminating regulations within organizations, (under 
researched area requiring further investigation) 

evaluation  (under researched area requiring further investigation) 

Table 2. Research directions for BYOD management issues 

In response to the second question (what are the research gaps in the early BYOD literature, from a 
strategic management perspective), the current distribution of research over the BYOD management 
framework (Brodin, 2015) is skewed. Table 2 shows that the largest part of the research concerns 
strategic analysis (expectations, environment, resources and capabilities), where the majority deals 
with information security threats. A smaller proportion concerns strategy design, with many 
recommendations based on experiential evidence and a widespread concern with information security 
policies. Much less research covers action – the operationalization of strategy phase. One reason for 
this absence may be that BYOD is an emerging phenomenon, so there are relatively few well-designed 
implementations to investigate. Another possibility is that BYOD presents relatively few new strategic 
challenges, and can be managed with incremental changes to information management and mobile 
security strategies within existing frameworks. Regardless, this still has to be investigated.  Therefore 
it seems necessary to take the following steps to provide sound research that is helpful to practitioners. 
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1. Ground BYOD research in existing mobile security research in order to specify what can be 
inherited from existing research and what the new parameters are, such as ownership, 
decreased standardization etc. 

2. Develop theory-based strategic options frameworks with suitable research methods (for 
instance design science). 

3. Focus on strategic action (planning, implementation, evaluation) research by encouraging the 
empirical investigation of BYOD implementations using case studies, action research, and 
other qualitative methods, supplemented by for instance quantitative evaluation methods. 

4. Encourage cross-disciplinary research to broaden the base of the research beyond the 
information security communities (see Györy et al., (2012)). 

5 CONCLUSIONS 
In this article we investigated the emergence of the widespread empirical phenomenon of Bring Your 
Own Device in research literatures. BYOD is linked to consumerization, as computing devices for 
personal use become widespread in affluent societies. Much of the research discussion is located in the 
mobile security research area, since data and device security is a major concern. There are technical 
strands of research (for example in chip design); however we chose to focus on the managerial 
implications of BYOD for companies. Though BYOD is difficult to separate from other aspects of 
dual use computing, two aspects of BYOD may become crucial for the development of computing in 
organisations. The first is the shared understanding that the user owns their device (regardless of who 
actually pays for it); the second is the consequent understanding that they have free choice – of device, 
the software that they install on it, and what they use it for.  These factors effectively move the locus 
of control of the device (and the information accessed by it) away from the organization and towards 
the individual employee - a change widely assumed to be unstoppable and non-reversible. Such 
changes often require a strategic response from organisations. We analysed 85 articles focusing on 
these phenomena using a framework developed for the purpose from the strategic management and 
security standards literature. We identified 12 BYOD core management issues addressed by the 
literature and provided a focused research agenda for each of these existing issues. We also analysed 
prominent gaps in the literature and identified four overall research directions which can help address 
those gaps.  The twelve management issues, together with these four overall research directions 
provide a basis for a stimulating and useful programme of research. 
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ABSTRACT 

Bring Your Own Device (BYOD) (where employees use their private devices for work) causes problems for 
organisations since their management systems are seldom designed for this purpose. If BYOD is not adequately 
regulated, many security and privacy issues may result. This paper proposes an analysis-design-action framework for 
designing a suitable security management strategy by combining Johnson and Scholes’ strategic management model with 
the ISO/IEC 27000-series. 
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1. INTRODUCTION 

ISO/IEC 27000-series focus on what to do when it comes to information security management (ISM), not 
how it can be done. The step from knowing what to do to understand how to do it has proved to be overly 
complex and costly for many organisations (Gilles, 2011). The ISO/IEC 27000-series is intended to assist 
organizations of all types and sizes with implementation and operation. Through the use of the standards, 
organizations can develop and implement a framework for managing the security of their information assets, 
it can also be used to prepare for an independent assessment (ISO/IEC 27000, 2014).

Although the standard is general and can be applied to different organisations in different situations it 
may cause some problems. A general problem with information security management standards are the focus 
on the existence of policies and processes, and not how they can be accomplished in practice (Siponen, 
2006). When dealing with a specific problem, standards are too general to easily be applied (Doherty & 
Fulford, 2005). 

In the last years evolution of mobile devices has gone in a high-speed, the devices are getting more and 
more like computers. Organisations are having a hard time to keep up with this pace; at the same time the 
demands from users, to get the newest devices to make their job easier, are increasing. When organisations 
fail to adopt the latest technology, more and more users start to bring their personal devices and use them in 
the work. This trend is called Bring Your Own Device, or simply BYOD, and is in many ways the opposite 
to popular information management approaches; which strive for standardization, consolidation and 
reduction of complexity (Disterer & Kleiner, 2013). At the same time it is important to find the right model 
for governance since 86 % of the costs connected with BYOD adoption are non-hardware (Barbier, et al., 
2012).This is not a security or technicians decision, it is something that has to be decided by senior 
management (Borrett, 2013; Ring, 2013).

This article will introduce a method to adopt to phenomenon like BYOD into an organisation with the 
help from ISO/IEC 27000-series and strategic management. The work is based on a literature study in the 
field of BYOD. The research question is: 

RQ: How can BYOD be adopted to an organisation? 
In section 2 a short introduction to BYOD is presented while section 3 discusses how mobile devices and 

BYOD are managed in ISO/IEC 27000-series. In section 4 a model for strategic management is introduced
and section 5 proposes a framework for adapting to BYOD. 
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2. BRING YOUR OWN DEVICE 

BYOD is growing fast and by 2016 will 38% of companies stop providing their employees with devices, 
according to a survey by Gartner, and the predicted number for 2017 is 50% (van der Meulen & Rivera, 
2013). Some major companies already got their own bring-your-own-device program, for instance Intel got 
10 000 personal devices involved in their program (Miller & Varga, 2011). However, many organisation do 
not have a strategy for devices or got old strategies that are ignored by a lot of the employees. Harris et al. 
(2012) found in their study that 36% of employees stated that they do not care about their organisations 
current policies and will use what they feel is right for them. Without clear, communicated strategies and 
education, there is a great risk that a lot of security issues will occur (Silic & Back, 2014; Walters, 2013). By 
highlighting the problem and make a strategy for BYOD organisations can get the benefits and at the same 
time reduce the risks. 

By allowing BYOD organisations hope to gain one or more benefits; the top benefits are increased 
productivity, improved flexibility and high level of user satisfaction (Miller & Varga, 2011). Another benefit 
that is mentioned when talking about BYOD is cost savings, as the user will take some of the cost from the 
device budget (Buchholz, 2012). Although there has been studies which show that cost savings from devices 
get eaten by increased cost to manage and secure the new IT environment (Harris et al. 2012; Walters, 2013).   

Risks that commonly are connected to BYOD are decreased control and security. When the device is 
private the employee will keep it even after the employment, but what will happen to organisational data 
(Walters, 2013)? Even if the former employee will delete or keep all data safe, at some point the device will 
end its life, what then? Analysis of information remaining on disks offered for sale on the second-hand 
market showed that 47% of the readable disks could be easily recovered (Jones et al. 2012). Even if the data 
is removed from the disk it can still be recovered. 

With no or little control over the device, it is hard to force updates and make sure that the antivirus 
program is up to date (Morrow, 2012). It is likely that a private device that is used for work purpose as well 
will be managed as other private devices (Disterer & Kleiner, 2013). A survey by Skype, Symantec and Tom 
Tom revealed that 40 % of users do not update their software when prompted to do so (Skype et al. 2012). 
Another study concluded that less than half of all devices in the BYOD category got at least the most basic 
protection (Camp, 2012). 

In order to identify poblems and benefits with BYOD, a systematic literature review was conducted on 
BYOD (in WorldCat, ACM, IEEE, ScienceDirect, Academic Search Elite, Web of Knowledge, Springer and 
Emerald). The review showed that research studies with focus on management for adoption to BYOD, from 
it first appears to fully implemented and supported, is missing. There are studies that point out benefits 
(Barbier, et al., 2012; Miller & Varga, 2011; Singh, 2012), threats (Disterer & Kleiner, 2013; Morrow, 2012; 
Pettey & Van Der Meulen, 2012), solutions to part of the problem (Allam, et al., 2014) and importance of 
policies (Gatewood, 2012; Oliver, 2012; Wong, 2012). 

3. THE ISO/IEC 27000-SERIES 

ISO (International Organization for Standardization) is an independent, non-governmental membership 
organization and the world's largest developer of voluntary International Standards, supported by 165 
countries. The 27000-series are developed in cooperation with IEC (International Electrotechnical 
Commission) and are still under development. ISO/IEC 27000-series is a standard for information security 
management systems, which is defined in ISO/IEC 27000:  

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines, and 
associated resources and activities, collectively managed by an organization, in the pursuit of protecting its 
information assets. An ISMS is a systematic approach for establishing, implementing, operating, monitoring, 
reviewing, maintaining and improving an organization’s information security to achieve business objectives.
(ISO/IEC 27000, 2014)

The established standards in the 27000-series that are of interest in an adoption to BYOD are shown in 
table 1. 
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Table 1. ISO/IEC standards of interest in this article. 

Standard About
ISO/IEC 27000 Information security management systems -- Overview and vocabulary
ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27003

Information security management systems -- Requirements
Code of practice for information security controls
Information security management system implementation guidance

ISO/IEC 27000 defines terms that are used in the series and provides an overview of information security 
management systems. ISO/IEC 27001 specifies requirements for the establishment, implementation, 
maintenance and continuous improvement of an information security management system. ISO/IEC 27001 
also includes requirements for the assessment and processing of information security risks. ISO/IEC 27002 
provides best practice recommendations on information security management and ISO/IEC 27003 gives 
some guidance for implementation. 

ISO/IEC 27001 (2013) state that the organisation shall determine the external and internal issues that are 
relevant to its purpose and that affect the intended results when it comes to security. It is also important to 
understand which stakeholders are relevant and which of these stakeholder requirements that are relevant to 
information security. Senior management are responsible for information security policy, it is up to date and 
communicated in the organisation. When planning, it is important to prevent and reduce the unwanted effects 
and assess whether the measures had the intended effect. 

3.1 BYOD in ISO/IEC 27002 

The ISO/IEC 27002 has two advices for BYOD: separate private and professional use and sign an agreement 
where the user more or less waives his rights. The standard also gives some code of practice for mobile 
devices in general, which of some can be adopted to BYOD, see table 2. 

Table 2. Mobile device guidelines that can be applied to BYOD. 

Advice in ISO/IEC 27002 How to manage with BYOD
Register all mobile devices Access policy 
All devices shall have physical protection
List accepted versions and prompt for updates.
Limit access to information
Controlling access
Protection against virus
Backup

BYOD policy
IT-policy
Technical
Technical
IT-policy
IT-policy

The standard also present guidance for the introduction of teleworking, which also can be applied to 
BYOD. Things that should be considered for teleworking, and also for BYOD: 

Security requirements for communication, with regard to remote connection. 
Use of virtual desktop to avoid processing of information on private devices. 
How to deal with the possibility of family and friends are using the same device. 
Access from private networks. 
The right to access private devices during investigations and updates. 
Does the licenses allow use on private devices? 
Requirements for anti-virus and firewall. 

4. A MODEL FOR STRATEGIC MANAGEMENT 

Strategic management can be summarized in three steps; strategic analysis, strategic choice and strategic 
implementation, each step consists of several activities. Figure 1 is not a picture of what it looks like in 
practice, nor an ideal way to work. It is more a model to be used when thinking through strategic problems. 
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Figure 1. Elements of strategic management, adapted from Johnson and Scholes (1993). 

The starting point is the strategic analysis where the management has to look deeper into the culture, 
stakeholder expectations, resources, strategic capability and the environment. What opportunities and threats 
are there? Analyses that can be used here are: 

Culture and stakeholder expectations 
Cultural context analysis – identify taken-for-granted beliefs from both in- and outside. 
Stakeholder analysis - who has an interest in and expectation of the organisations performance? 
Business ethics – how the organisation influence the behaviour and values of people and society. 

Resources and strategic capability 
Resource audit – identify available resources to support the strategy. 
Value chain analysis – how resources are being utilised, controlled and linked together. 
Comparison and balance of strategic capability against industry norm, best practise or historical data. 
Identification of key issues – summarization of performed analyses.

The environment 
Identify the status of the environment, static or about to change. 
What elements has affected the development and performance in the past? 
Identify key forces. 
Strategic position – how does the organisation stand against competitors? 

When all analyses are done, it is time for strategic choice; develop, evaluate and select a strategy. While 
developing a new strategy, it is important to get the answers to three questions regarding the development: 

1. What basis? 
2. Which direction? 
3. How? 
When strategic options are identified, they should be evaluated; useful criteria for evaluation is suitability, 

feasibility and acceptability. After evaluating the strategies a choice has to be made, helpful analyses here can 
be: 
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Profitability analysis - if financial return is very important. 
Cost/benefit analysis – is it worth it? 
Shareholder value analysis – how and where are the real value, changes from old strategy? 

Finally, the strategy has to be implemented in the organisation. Essential for the implementation is 
planning: 

1. Structure – Who is in charge and who is accountable? 
2. Project plan – Ensure the implementation goes as planned. 
3. Implement! 

5. A FRAMEWORK FOR BYOD ADOPTION TO A MANAGEMENT 
SYSTEM 

Using a model for strategic management in the BYOD implementation gives a clearer picture of what needs 
to be done. By adapting the model to ISO/IEC 27000-series, many of the security concerns around BYOD 
will be managed. Adopting BYOD does not necessarily represent a strategic change in business direction for 
an organisation. However, it may have implication on strategic information management and ISM, which is 
why the model has to be modified to suit this purpose. This framework gives both the security and strategic 
way of thinking and acting. The proposed framework is shown in figure 2 and explained in more details in 
this section. The main structure is from Johnson and Scholes (1993) with the security focus from ISO/IEC 
27000-series. Information security management and strategic management permeate the entire framework. 

Figure 2. The proposed framework for BYOD adoption. 

Table 3 shows, which tasks should be performed at each step, the source is either ISO/IEC 27000-series 
(ISO) or Exploring corporate strategy by Johnson and Scholes (1993; 2012) (J&S).
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Table 3. Tasks in the proposed framework, italic text show main contributions from each source. 

Tasks Source Category
Analysis 
Environmental analysis
Risk assessment
Business ethics
Stakeholder analysis
Cultural context analysis
Information classification
Resource audit
Value chain analysis
GAP analysis
Design 
Cost/benefit analysis
Shareholder value analysis
Risk elimination
Development of the strategy
Selection
Action 
Planning & allocating resources
Risk assessment for implementation
Managing change
Evaluation

J&S
ISO
J&S
ISO and J&S
J&S
ISO
J&S
J&S
ISO and J&S

J&S
J&S
ISO
J&S
J&S

ISO and J&S
ISO
J&S
ISO and J&S

Environment
Environment
Expectations
Expectations
Expectations
Resources & Capability
Resources & Capability
Resources & Capability
Resources & Capability

Option
Option
Development
Development
Selection

Planning
Planning
Implementation
Evaluation

5.1 Analysis 

During the analysis phase a number of analyses will be conducted and summarised in order to provide a 
picture of the present state in the organisation. The organisation has to determine which issues that are 
relevant and affects overall strategy and information security (ISO/IEC 27001, 2013). It is also necessary to 
analyse the effect on culture, strategic capability and organisational goals (Johnson, et al., 2012). The 
environmental analysis includes identification of the status of the organisation, important elements for 
development and key forces. The analysis phase ends with a GAP analysis where the present state compares 
with the desired state, which is set by the management or from best practice. 

Johnson and Scholes (1993; 2012) model leaves out information classification and risk assessment 
important parts of a BYOD adoption. On the other hand; ISO/IEC 27000-series misses cultural context 
analysis and business ethics. 

5.2 Design 

The design phase starts with more analyses and continues with the development of strategies. Updating 
current policies is a very important step in this phase (Gatewood, 2012; Harris, et al., 2012; Montaña, 2005; 
Oliver, 2012; Simkin, 2013; ISO/IEC 27001, 2013; Wong, 2012; Yang, et al., 2013). The information 
security policy should address the requirements derived from the business strategy, regulations, contracts, 
and the current, and expected, overall threat (ISO/IEC 27002, 2013). A Cost/Benefit analysis will be 
performed, but since financial return is not the main focus a profitability analysis will not be necessary.

The main contribution from ISO/IEC 27000-series here is the risk elimination; Johnson and Scholes 
(1993; 2012) add a focus on the benefits and values for shareholders. 

5.3 Action 

When turning the strategy into action it is, according to ISO/IEC 27001 (2013), important to perform risk 
assessment. This is done associated with the planning of the implementation. When planning the 
implementation, an education for the employees should be planned in conjunction with implementation  
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(ISO/IEC 27002, 2013). Organisation structure and design, which appear in Johnson and Scholes (1993; 
2012) model is left out because a reorganisation is not necessary for this kind of adaptation. After the 
implementation it is very important to evaluate if the strategy delivered the expected result (ISO/IEC 27001, 
2013).

6. CONCLUSION 

BYOD is a phenomenon that is not well managed in business management systems and creates concerns 
among security experts and IT technicians. It is time for the senior management to act and get a structure so 
they can determine how BYOD should be handled in the business. Without a strategic decision, BYOD will 
exist in the organisation but unregulated. This may lead to information being compromised and without 
control. 

As with any strategic change, the work has to be methodical and with substance behind the decisions to 
be sustainable. In this case, information security plays an important role and the strategic work need support 
from information security management. The proposed framework combines the strategic management 
process with the information security management from ISO/IEC 27000-series. Even though BYOD is used 
as an example in this paper, the framework can be used to any adoption to new phenomenon that not fit into 
the existing management system. 

Future work should focus on further analysing and extending this framework and evaluate it in practice. A
way to extend the framework is to develop guidelines for BYOD or similar phenomena. 
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Introduction 
 
Since smartphones entered the market, the 
need for them has exploded; today 85 % 
believe that their mobile is a central part of 
their life (Salesforce 2014). Despite the 
major focus on mobile devices and 
increased budgets, there are still many 
organisations missing a strategy for mobile 
devices. These devices may cause 
organisational problems including 
unwanted disclosure of data and a new 
attack surface. A strategy may include 
policies and guidelines, but more 
important is that it aligns with company 
strategy and the organisational culture. 
Nevertheless, a recent survey revealed that 
only 42 % of the responding decision 

makers have a clear enterprise mobility 
strategy in place (Matrix42 2015). Even if 
they have a strategy this does not imply 
that it is implemented, the research 
literature shows a major gap when it comes 
to the implementation of mobile device 
strategies (Brodin et al. 2015). 
 
The use of mobile devices is certain to 
increase because of social trends. The 
ability to access information whenever and 
wherever you want has become very 
important for most people today 
(Salesforce 2014). If the organisation does 
not allow the user to access information 
outside the office, the employees will 
probably try to find ways to do it anyway, 
which leads to security issues (Györy et al. 

Abstract 
 
In recent years, mobile devices have become an indispensable part of working life. However, in 
many cases the same device is also used privately, which has blurred the line between 
personal and company data. This situation needs to be analysed, and a long-term strategy 
implemented for organisations not to lose control of their data. This article is based on 
interviews with executives and a theoretical framework for managing mobile devices. 
Empirical input from practice is used to update the framework to help organisations to better 
respond to emerging trends for mobile devices. 
 
Keywords: Information Management, Mobile Device Strategy, BYOD, CYOD. 



Journal of Mobile Technologies, Knowledge and Society                               2 
_______________________________________________________________________________ 

______________ 
 
Martin Brodin (2017), Journal of Mobile Technologies, Knowledge and Society, DOI: 10.5171/2017. 
593035 

 

2013; Walters 2013; Silic & Back 2014; 
Simkin 2013). Employees that are allowed 
to use mobile devices for both work and 
private purpose are more productive since 
they can manage small tasks during private 
time. There are reports that talk about 
savings for the organisation with up to 240 
hours per year and employee (iPass 2011; 
Miller & Varga 2011). This gives the 
employer much to gain from allowing 
mobile devices in a controlled way. 
 
The absence of implemented strategies in 
practice is a major problem for public and 
private enterprises, large and small, since 
the greatest threat is security and keeping 
control of company data. This is something 
that is also lacking in the literature. 
 
The objective of this paper is to investigate 
how strategies for mobile devices are 
implemented in practice through 
interviews with executive managers. 
Further an updated version of a mobile 
device management framework will be 
presented. 
 

The research questions are therefore: 
 

• What are the most important 
steps to take when 
implementing a mobile device 
strategy? 

• How are mobile device 
strategies implemented in 
practice? 
 

The study is a pre-structured qualitative 
investigation combined with a literature 
review. 13 interviews were conducted with 
executives in small, medium and large 
companies and municipalities in Sweden. 
 
The paper is structured as follows. Section 
two explains how literature looks at mobile 
device strategy, in section three the 
research method and analysis model are 
explained, section four presents the 
findings from the empirical study and 
section five introduces an improved 
version of the framework. Finally, section 
six gives the conclusions of the analysis, 
and offers directions for future research. 
 
Mobile Device Strategy 
 
Brodin (2015) has developed a framework 
(figure 1) for managing strategies for 
mobile devices from initial analysis to fully 
implemented. The framework is adapted 
from Johnson and Scholes’ (Johnson & 
Scholes 1993) seminal work on strategic 
management, and the international 
standards ISO/IEC 27001 (ISO/IEC 2013a) 
and ISO/IEC 27002 (ISO/IEC 2013b). It 
divides the tasks into three categories:  
 

• Analysis – of organisation before a 
strategy is in place, mostly about 
risks and opportunities. 

• Design - dealing directly with 
strategies, different options and 
development. 

• Action - about the implementation 
of strategies.

 
 

 
 

Fig. 1: A framework for implementing a mobile device strategy,  
adopted from Brodin (2015) 
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Analysis 
 
People who do research in this category 
mostly focus on opportunities and threats. 
When it comes to possible benefits that 
come with the mobile devices, the most 
common ones are increased personal 
productivity (Miller & Varga 2011; Dhumal 
et al. 2012; iPass 2011; Barbier et al. 2012), 
time/space flexibility (Singh 2012; Harris 
et al. 2012; iPass 2011; Green 2002; 
UNICEF 2014) and increased user 
satisfaction (Miller & Varga 2011; Disterer 
& Kleiner 2013; Harris et al. 2012). 
 
Threats associated with mobile devices 
include fear of losing control over 
information (Pettey & Van Der Meulen 
2012; Camp 2012; Walters 2013; Kehoe 
2013) and the ability to protect all devices 
(Disterer & Kleiner 2013; Camp 2012; 
Walters 2013; Tokuyoshi 2013; Morrow 
2012; Skype et al. 2012; Wilson 2012). 
Another thing that is feared to have a 
negative effect on the organisation is cost 
for support (Walters 2013; Harris et al. 
2012; Intel 2012) although some argue that 
there will be no impact (Miller & Varga 
2011; Brooks 2013). 

 
Design 
 
Design is about how organisations handle 
or may handle mobile devices (Mourmant 
et al. 2013; Harris et al. 2012; Yang et al. 
2013; Zahadat et al. 2015; Brodin 2015) 
and how to design a strategy and selection 
of strategy. Most articles about designing 
strategy for mobile devices focus on 
policies; developing one and keeping it up 
to date (Oliver 2012; Harris et al. 2012; 
Gatewood 2012; Montaña 2005; Yang et al. 
2013). When it comes to setting the mobile 
device strategy, it is up to senior 
management (Ring 2013; Borrett 2013; 
Mooney et al. 2014) and it is important to 
have full support from all stakeholders 
(Silic & Back 2013). 
 
Action 
 
The action part of the framework is the 
steps to take after selecting a strategy and 
deals with planning (allocating resources 

and conducting risk assessment for 
implementation), implementation 
(managing change) and evaluation. Some 
researchers emphasise training (Gatewood 
2012; Walters 2013; Markelj & Bernik 
2012); we only found two articles dealing 
with the complete implementation (Brodin 
2015; Zahadat et al. 2015). Zahadat et al. 
(2015) focus on risk management and 
propose a way to address the security 
concerns connected to the introduction of 
mobile devices. 
 
In our literature review, we found a major 
gap when it comes to the implementation 
of a mobile device strategy and as a result 
of that we conducted an empirical study to 
adjust the action part to practice. 
 
Method 
 
The empirical work is a pre-structured 
qualitative investigation (Jansen 2010) 
where the objective is ‘to gather data on 
attitudes, opinions, impressions and beliefs 
of human subjects’ (Jenkins 1985). Data 
analysis was conducted using thematic 
analysis (Braun & Clarke 2006). 
 
13 semi-structured interviews were 
conducted with executive managers 
responsible for mobile device strategy, 
usually CIO but in some organisations CSO, 
CFO, CSIO or head of IT. The respondents 
are from different sectors; food industry, 
manufacturing industry, defence industry, 
health care, municipality and consulting 
firms from various sectors (security, IT, 
management and logistics). The size of 
their organisations is from 50 to 15 000 
employees. Interviews lasted 
approximately 45 minutes and were 
recorded and transcribed. The information 
provided by participants is kept strictly 
confidential. The coding was conducted 
with qualitative data analysis software 
using codes from the framework in section 
2. These codes were complemented with 
additional codes derived from trends 
detected in the qualitative material. 
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Mobile device strategy implementation 
in practice 
 
The framework shown in section two 
suggested planning, implementation and 
evaluation in the action part, which is 
derived from the strategic management 
and ISO/IEC 27 000-series. We have looked 
at literature about mobile device 
implementation without finding much 
support for these sub-categories. While 
analysing the interviews, we instead found 
three new categories; communication, 
training and adjustment. 
 
Not planning, but communication 
 
Although our theoretical model required 
planning, we found that communication is 
a more central part of implementation. A 
well communicated strategy is very 
important since the users have to 
understand the purpose and benefits of the 
strategy. One of the respondents talked a 
lot of the importance of making sure that 
all employees understand the risks and 
ended the interview stating that technology 
will not help you: 
 

“My main message is that it is not about 
technology but people. You cannot solve 
methodological problems with technology, 
you have to solve the method and it must be 
easy to do right. If you have a very 
complicated method where you have to start 
with two backward somersaults, then it 
would not be used. This is where it often 
goes wrong, it gets too complicated with too 
many things you must do. You cannot solve 
this with technology; it must be solved with 
methods.” 
 
Another respondent testified that a policy 
which is not anchored in staff practice is 
useless. “When we looked at how many were 
actually using mobile email we found 5-600 
tablets connected to our network - even 
though our policy says no to tablets. So it has 
been just a paper policy, nothing else.” 
 
How changes in policies are communicated 
differs a lot from organisation to 
organisation, but current policies can 
normally be found on the intranet. New or 
revised policies are communicated mostly 

by middle managers or as news on the 
intranet. 
 
Out of the empirical work we found that 
communication is a key to success, not so 
much detailed planning for special 
activities as the model in section 2 
indicates. 
 
Not implementation, but training 
 
Communication of a new strategy or policy 
is important, but effective implementation 
takes place through training; employees 
need to understand the core values in the 
policy and how they are expected to use 
their device to gain the most benefit and 
minimize risk. One organisation with many 
employees with low IT skills chose to hand 
out all devices just before the summer, so 
that everyone could learn how to use their 
device during the summer. When everyone 
was back from holiday, the organisation 
officially introduced the device and taught 
how the device was supposed to be used to 
facilitate work. Another organisation 
introduced tablets to their sales’ unit 
together with education in both security 
and the device itself. “When we introduced 
iPad we had people from my department 
there to educate.” The same tactic was used 
by another respondent’s organisation 
during implementation of mobile devices; 
the user received their device and received 
training on the same day with follow-up 
sessions to make sure that even persons 
with low IT skills know how to benefit from 
their new device. 
 
What type of training users get differs 
between organisations; five of the 
respondents said that their organisation 
provides training in both the device and 
security, two in only the device, four in only 
security and two introduced mobile 
devices without any training program at 
all. One respondent pointed out that you 
cannot provide some training and imagine 
everyone behave as instructed. The users 
must gain something to embrace the new 
device in a way that is expected from the 
organisation. “…because it's not just 
education. Here is a tool, and this is an 
education. They do not care at all, there 
must also be "what's in it for me". Then all of 
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a sudden we are talking about a change in 
approach.” 
 
In some cases, the training is done on a 
regular basis, mostly with a focus on 
security. Usually the reasons behind it are 
the demands of customers or certification 
organisations. “We are certified to ISO 
27001, not the whole company, but some 
parts, and it is my responsibility to ensure 
that we really can this and comply with it. 
And then we implement programs that 
everyone should have undergone so that you 
know what is expected of you. But that does 
not happen every year, the idea is to do it 
every five years and in between we got 
introduction with new employees. We are 
trying to find ways on how to measure and 
control this so that you can find deviations.” 
Only two organisations did not arrange any 
kind of training connected to the mobile 
devices. 
 
Though the model in section 2 referred to 
implementation, the organisations in the 
interview survey were more focused on the 
most successful means of implementation: 
training. Training is an important task that 
needs to be highlighted and performed 
well. 

 
Not Evaluation, But Adjustment 
 
Our theoretical model highlights the 
importance of evaluation, but in our 
empirical study only four organisations did 
an evaluation after the implementation. 
Some made a proof of concept before the 
implementation, which was evaluated. 
Even where there is no formal evaluation 
some of the respondents felt like they 
evaluated it by discussions in different 
forums. “Yes, maybe we have done this to my 
unit, we have planning meetings every week 
and often we have discussions and 
evaluations of how they use mobile devices - 
both the security perspective, practical 
perspective and support perspective. So I 
would say that we check-up frequently.” A 
problem with evaluation is in some cases 
how to conduct the evaluation. 
 

“But just how to evaluate how employees 
follows a policy? I do not know exactly how 
to put in such a control mechanism. What I 

can control is when we have done an 
education, and have it online on the web, I 
can control how many completed the course 
and you can put controls on how well people 
understand these questions.” Since it is so 
hard to evaluate, it is more common to use 
follow-ups, informal discussions and 
agenda items at management meetings 
than a full evaluation and analysis after the 
strategy is implemented. As one 
respondent expressed it: “We have a 
strategy in place and I think it works quite 
well. We have not done any proper 
evaluation, but we discuss the topic from 
time to time and make adjustments to 
strategy or people.” 
 
Evaluation is important, but it is not 
something that is generally done. More 
common are small, frequent, informal 
evaluations that lead to some adjustment, 
which is then communicated to all 
employees. 

 
The process 
 
The original Johnson and Scholes’ model 
(Johnson & Scholes 1993; Johnson et al. 
2008) presents a model which is iterative 
to the extent that you are intended to go 
back and forth between the phases. Most of 
the security literature implies a more linear 
process - create a policy and then 
implement it. Our empirical studies of 
practice usually reveal processes best 
described as punctuated equilibrium: an 
infrequent major strategy/policy 
development with additional smaller 
adjustments when needed, with regular 
training and communication. 

 
“... but where we notice that there is a 

problem, many make a mistake or in a way 
that is not good or if many are beginning to 
get to me with issues, several questions 
about the same thing. We see that there is a 
need to structure the details and make a 
statement to clarify things.” 
 
Improved Framework 
 
The framework in section two is based on 
standards and well-known literature. 
There is a gap in the literature when it 
comes to the implementation of mobile 
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device strategies - in this study we have 
looked at implementation in practice to 
reduce that gap. With the new insight, we 
are able to improve the framework. 

 
Our empirical study showed that the steps 
that organisations take are: 

 
• Training – to increase security 

awareness, and to gain more 
benefits from the use of the device 
itself. 

• Communication – to ensure that 
everyone in the organisation is 
aware of what the new strategy 
entails. 

• Adjustment – when ambiguities or 
deficiencies appear in the strategy, 
adjustments are made. 

This gives us the framework in figure 2, 
where Analysis and Design remain the 
same as in the original framework. After 
the initial work with analysis and design, 
the work moves into an iterative process 
where the strategy is communicated and 
training is arranged. When problems, 
uncertainties or need for improvement 
arises, adjustments to the strategy are 
made and communicated. When major 
changes occur, for instance new mobile 
devices that do not fit in the current 
strategy or a change in the organisations 
overall strategy, the process goes back to 
analysis again.

 
 

 
 

Fig. 2: The improved framework 

Discussion and conclusions 

Literature tends to focus on policies and 
the importance of creating them and 
keeping them up to date. However, many of 
the respondents in this study do not have a 
policy for mobile devices, although they do 
have a successful strategy. In many cases it 
seems to be more important to work with 
organisational culture and to educate and 
communicate. Of course there are policies 
in the organisation, but they are often short 
and rather general. It is well known from 
the literature that employees seldom read, 

understand or follow policies and with that 
in mind it seems to be a good plan to focus  
 
on the people instead of writing a 
document if you really want to encourage 
change. 
 

In our empirical study, we found that the 
most important steps to take when 
implementing a mobile device strategy are 
communication and training. You need to 
communicate your strategy to all 
employees and make sure that they 
understand. However, people understand 
in different ways and at different speeds, 
and they tend to forget. That is why 
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communication needs to be supported with 
training and cannot be a one-time 
happening. 
 
There are some limitations in our study; all 
interviews were conducted within 
organisations in Sweden, although some of 
the respondents are responsible for their 
organisation throughout Europe. Further, 
we only conducted 13 interviews and can 
see a trend, but cannot make fully 
generalizable conclusions. Future work 
should investigate if this trend can be 
applied in other countries and more 
organisations. This updated framework 
may help researchers and practitioners to 
understand the important steps to take 
when implementing a strategy for mobile 
devices. 
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Abstract—With mobile devices connecting personal and 
business lives together creating opportunities for both employees 
and employers the need for a longtime mobile strategy increases. 
The scientific literature provides four different approaches which 
are analyzed together with an approach from a governmental 
agency. As basis for the analysis is identified security challenges 
which are adopted to a SMEs environment. The conclusion is 
that most of the framework manage the security challenges well, 
but only two take benefits with mobile devices into account. 

Keywords: Mobile devices, BYOD, CYOD, security strategy, 
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I.  INTRODUCTION 
Mobile devices have become a part of everyday business 

and give a lot of benefits to organizations as well as new 
security challenges. They give a great flexibility of time and 
space when they connect our personal and business lives. 
Mobile devices are considered to be one of the weakest 
links in the IT infrastructure of most enterprises. A recent 
study shows that one out of five companies has experienced a 
mobile device breach and another 24 % does not know if they 
have been breached. [1]  

There is no golden rule for how organizations should deal 
with these devices, it depends on the amount of control the 
organization feels they need and what risks they are willing to 
take. The traditional way is Use What You are Told (UWYT), 
where the organization has full control of everything and 
choose and own the device. At the other extreme we have 
Bring Your Own Device (BYOD), where the user chooses, 
own and control the device. In the middle we have different 
hybrids, which has become more and more popular lately. [2] 
No matter what strategy an organization chooses to use it needs 
to take several aspects into account. First, if a changed 
approach will give any benefits. If I do, what are the risks, can 
we accept them or reduce them. 

When leaving the safe harbor of UWYT, to give the users 
more flexibility and to increase productivity, the organization 
will meet some security challenges. These challenges can be 
divided into four categories [3], which later will be used as 
analysis framework: 

 Deployment challenges – How is it useful? Who can 
use it? Where is it needed? 

 Technical challenges – Access control, security 
measures, controlling data distribution, network 
connections and protecting cloud storage. 

 Policy and regulation challenges – Government 
regulations, local laws and ethical & privacy issues. 

 Human aspect challenges – Employee training and 
reactions. 

 

 
Fig. 1. Strategies for mobile devices and the amount of control from the 
organization. 

Large enterprises usually have information and governance 
systems that manage most challenges that come with mobile 
devices. Small and medium-sized enterprises (SME), a 
majority of all enterprises, have other prerequisites. SMEs use 
simple planning and control systems, informal rules and 
procedures and has less standardization of work processes [4]. 
Another characteristic of SMEs is that they usually have fewer 
resources such as finance, information security experts and 
skilled technicians [5]. Additionally they tend to focus more on 
operational than strategic processes [4]. 

The research objective of this paper is to review existing 
solutions for SMEs when it comes to developing and 
maintaining a strategy for mobile devices. This will help 
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security professionals to guide SMEs to a safer use of mobile 
devices without using to many resources and to give 
researchers a way to assess and navigate the various 
frameworks. 

In section II and III existing solutions is presented and 
section IV compare the frameworks and evaluate them on how 
well they meet the security challenges for SMEs. Last section 
makes a conclusion.  

II. GENERAL FRAMEWORKS 
All general security and governance frameworks has the 

potential of being able to solve all challenges that comes with 
mobile devices. We have chosen two well-known to see if it is 
a manageable approach for SMEs. 

A. COBIT5
One possible way is to use well known governance 

frameworks like COBIT5 which is built upon five principles:  

1. Meeting stakeholders' needs 
2. Covering the enterprise end-to-end 
3. Applying a single integrated framework 
4. Enabling a holistic approach 
5. Separating governance from management 

 
The framework starts with identifying stakeholders’ drivers 

and meet their needs by creating value for them with benefits 
realization, resource optimization and risk optimization. The 
needs, then cascade to enterprise goals which cascade to IT-
related goals which cascades to enabler goals in the goals 
cascade. Principle number two deals with roles, activities and 
relationships when it comes to management and governance. 
Principle three integrates standards and guidance to a COBIT5 
knowledge base to make sure everything is covered in one 
single integrated framework. The fourth principle introduces 
enablers which is controlled in four dimensions. There are 
seven enablers which is loosely connected to Process 
Reference Model (PRM) and information cycle, which is 
connected to the contextual goals. Principle five define key 
areas for governance and management which moves on to 
PRM with thirty-seven   processes divided into one governance 
and four management areas of enterprise IT. To assessing an 
enterprise’s processes against COBIT5 there is a Process 
Assessment Model (PAM). [6] 

COBIT5 also have an implementation life cycle, which 
might be of interest for the implementation of a new mobile 
device strategy. It can be summarized in seven questions [6]: 

1. What are the drivers? 
2. Where are we now? 
3. Where do we want to be? 
4. What needs to be done? 
5. How do we get there? 
6. Did we get there? 
7. How do we keep the momentum going? 

B. Information security governance framework 
There have been some approaches in science to create a 

framework for information security governance. One of the 

most popular is the one by Da Veiga and Eloff [7]. It has four 
levels named A, B, C and D. Level A consists of strategic, 
managerial/implementation and technical protection 
components. Level B has six categories, one strategic, four 
managerial and operational and one technical. Level C consists 
of several information security components under each of the 
categories in level B. Finally, everything falls to level D where 
change management is placed. 

 
Fig. 2. Information security governance framework, adapted from Da Veiga 
and Eloff [7].  

III. MANAGEMENT FRAMEWORKS FOR MOBILE DEVICES 
A lot of organizations do not have governance or 

information management systems that manage mobile devices. 
For them there are some solutions in the literature, which are 
presented in this section. 

A. A framework for management of mobile devices 
The first framework for BYOD that was published is a 

combination of ISMS and strategic management [8]. It is a 
framework derived from literature and was later updated, after 
an empirical study, to focus on mobile devices in general and 
not just BYOD [9]. The framework is divided into two parts, 
one that occurs with major changes and one for everyday 
business. The first part is about analysis and creation of a long-
term strategy, the second is communication, training and minor 
adjustments to the strategy. In the analysis phase, it looks at 
both security and organizational issues. It starts with 
expectations where it looks at culture, ethics and stakeholder 
expectations. Then it looks at the environment with getting a 
picture of how it looks today followed by a risk assessment. 
The third set of activities in analysis phase is around capability 
with information classification, resource audit and ends with a 
GAP-analysis. Before moving on to the development of a 
strategy a cost/benefit analysis is conducted followed by risk 
elimination and shareholder value analysis. When the strategy 
is developed, it goes into a loop with communication, training 
and adjustments. 
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Fig. 3. A framework for mobile device management, adapted from Brodin [9]. 
 

B. BYOD Implementation Framework 
The second framework is based on literature and focuses on 

culture and privacy. It starts with an analysis of current culture 
in the organization which help to determine which privacy-
concerns that needs to be applied. Then policies are developed 
relating to selected concerns, this to make employees feel 
comfortable with it. Finally, a cloud management control is 
developed. At this point there is no implementation model for 
the framework, although it is stated to be the author's future 
work. [10] 

Fig. 4. BYOD privacy and culture framework, adapted from Selviandro et al 
[10]. 
 

C. BYOD security framework 
The third framework to be published takes its base in 

literature and is validated by an empirical study. The 
framework consists of seven phases for BYOD management 
with focus on security. It starts with planning, creating a 
project plan, plan for what technical solutions to use and 
identifying existing security policies, security roles and legal 
requirements. When the plan is set, it is time for identify phase 
where devices are registered and receives required security 
settings. Next phase is protect, which combine technical 
security solutions and awareness training. The fourth phase is 
detect, here we have a lot of detection tools from the security 
area. After detect it is time for recover, this phase deals with 
backup and system for tracking devices. Last phase is assess 

and monitor with evaluation, insider threat, penetration testing, 
approval of new devices and de-provisioning of devices. [11] 

Fig. 5. BYOD security framework, adapted from Zahadat [11]. 
 

D. BYOD management system (BYODMS) 
The fourth framework is BYODMS which is designed for 

small, medium and micro enterprises. It is divided into three 
main parts; BYOD Security Requirements, BYOD Role 
Players and BYOD Management System. [12] 

BYOD Security Requirements determine risks for 
information, identifying legal and regulatory matters and other 
security issues. BYOD Role Players identify BYOD risks and 
secure organizational information. Finally, BYOD 
Management System which has four sub parts: 

 BYOD Strategy 

o BYOD Devices – Decisions about approved 
devices and device registration. 

o Employee relations – Decisions about who may 
use mobile devices and to start an awareness 
program. 

o IT Section – Compatibility, authentication, 
information separation and device security. 

 BYOD Policy Plan – A documented guideline. 

 BYOD Policy Implementation 

o Training program 

o Device management 

 BYOD Compliance – Monitoring of compliance. 

E. The Mobile Computing Decision Framework (MCDF) 
Until now, all mobile specific framework has come from 

academia. This framework on the other hand is from CIO 
council in the US and is a multi-agency collaboration to 
provide guidance for a successful implementation of mobile 
device solutions for Federal civilian agencies. It starts with 
determining if mobile devices are right way for the 
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organization and what the impact will be. The next step is a 
balancing triangle with capabilities, security and economics on 
the edges. The third step is to decide how various risks will be 
covered. Areas that must be taken into consideration is 
financial, policy, legal, technology, operations, privacy and 
security. After step three it might be necessary to go back to the 
second step, if not it is time to selecting the right solution when 
it comes to applications, devices and infrastructure. [13] 

Fig. 6. Conceptual model of the Mobile Computing Decision Framework. 
 

IV. COMPARISON 
The framework used for this comparison is derived from 

challenges with BYOD, identified by Downer and 
Bhattacharya [3]. The comparison framework only take 
business strategy issues for SMEs into account, not technical 
solutions. Since SMEs usually lack information security 
experts and skilled technicians, technical solutions need to be 
handled on another level. 

TABLE I.  ANALYSIS FRAMEWORK 

Downer and Bhattacharya new business challenges with 
BYOD [3] in a SMEs management context 

Deployment challenges Benefit 

Control 

Policy and regulation 
challenges 

Government regulations and 
local laws 

Ethical and privacy issues 

Human aspect 
challenges 

Employee training 

Employee reactions 

 

In the first comparison, COBIT5 and information security 
governance framework are analyzed to see if they can be used 
to solve the challenges that come with mobile devices. Table II 
present where action towards a solution for a specific challenge 
can be found. 

TABLE II.  ANALYSIS OF GOVERNANCE FRAMEWORKS 

 COBIT5 Information security 
governance framework 

Benefit  Principle 1 Leadership and governance 

Control Process Reference 
Model (PRM) 

Security program 
management  

Government 
regulations and local 
laws 

Principle 3 Security management and 
organization 

Ethical and privacy 
issues 

Enabler 4 User security management 

Employee training Enabler 4 & 7 User security management 

Employee reactions Process Reference 
Model (PRM) 

User security management 

Both COBIT5 and Information security governance 
framework can be used to solve most challenges that come 
with mobile devices. For SMEs, which not using any of them 
today, it will be a too large and complex task to implement a 
complete governance framework to solve challenges with 
mobile devices. Implementation of any of them demand 
resources and expertise which is not usual in SMEs. That is 
where the mobile device specific frameworks come in handy. 

In table III the mobile device frameworks are compared and 
the table is followed by a deeper analysis. The frameworks are 
presented in the same order as in section III: 

A – A framework for management of mobile devices 

B – BYOD Implementation Framework 

C – BYOD security framework 

D – BYOD management framework (BYODMS) 

E – The Mobile Computing Decision Framework (MCDF) 

TABLE III.  ANALYSIS OF MOBILE DEVICE FRAMEWORKS 

A
[9]

B
[10]

C
[11]

D
[12]

E
[13]

Benefit  Yes No No No Yes 

Control Yes Yes Yes Yes Yes 

Government regulations 
and local laws 

Yes No Yes Yes Yes 

Ethical and privacy issues Yes Yes No No Yes 

Employee training Yes No Yes Yes Yes 

Employee reactions Yes Yes Yes Yes No 

 

A. Benefit 
One very important aspect is if it is needed, do the benefits 

that come with mobile devices overcome the risks and costs? If 
it does, where and how is it beneficial? Without argumentation 
in terms of benefits it is hard to get top management on the 
train. Two of the frameworks are interested in if it is needed 
and beneficial, the framework for management of mobile 
devices and MCDF. In the first case, it is done by a 
Cost/Benefit analysis and by identifying stake- and 
shareholders to make sure that they are happy. MCDF does this 
by two questions around users, information and location: 

1. Does mobile support my mission? 

2. What is the mission impact? 

The BYOD Implementation Framework does not consider 
the benefits or if BYOD is needed, although it states that it is 
important get support from top management when making the 
plan in the beginning. 

B. Control 
When data is possible to reach from any place at any time it 

is much harder to keep control.  When it comes to control, 
BYOD Implementation Framework and MCDF is the strongest 
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of the five, they look at control on many levels. Control for a 
framework for management of mobile devices is gained by 
information classification and risk reduction. BYODMS get 
control by identifying risks and securing organizational 
information. BYOD Implementation Framework is more 
considered about privacy for individuals that control by 
organization, but it proposes an implementation of a cloud 
management control. 

C. Government regulations and local laws 
There might be some laws that affect the strategy for 

mobile devices. For instance, if they allow private devices there 
might be limitation in what the organization can do when it 
comes to control and investigations. If the organization is 
spread globally it needs to look at laws in each country/region. 
In Australia, the Privacy Act and the Freedom of Information 
Act will apply and from May 2018 The General Data 
Protection Regulation (GDPR) needs to be considered in 
Europe. 

Four of the frameworks indicate that it is important to keep 
track of current laws. In a framework for management of 
mobile devices this is done by an environmental analysis, 
BYOD Implementation Framework has it as a task in plan 
phase and BYODMS focus on it in BYOD Security 
Requirements. Since MCDF is developed by government 
agency, including Department of Justice, it is obvious that it 
takes government regulations and laws very serious, it is done 
while manage risks in step three. 

D. Ethical and privacy issues 
Ethical and privacy issues are in many aspects closely 

related to laws and regulations, for instance the Privacy Act 
and GDPR. If the organization takes this seriously, the job is 
greater than merely ensuring compliance with applicable laws. 
A lot of security mechanisms may be used to collect or compile 
sensitive data which is not always illegal but unethical. Three 
out of five of the frameworks take ethical issues into account, a 
framework for management of mobile devices promote 
business ethics in analysis phase and MCDF point out the 
importance of privacy when dealing with risks. Strongest in 
ethical and privacy issues is BYOD Implementation 
Framework where it permeates the entire framework. 

E. Employee training 
It is generally known that employees are one of the weakest 

links. Then it is very important to not forget training when 
looking at securing information. All frameworks, except 
BYOD Implementation Framework, highlight the importance 
of security and awareness training. 

F. Employee reactions 
When introducing a change there will be many different 

reactions among employees. To prevent misunderstandings and 
mishaps, it is important to monitor employee reactions and to 
evaluate the process. All frameworks except MCDF take 
employees reaction into account in some way. 

V. CONCLUSION 
For SMEs, it is not an option to implement a large 

governance system to solve issues with mobile devices. They 
need something that is easier to manage. For that purpose, the 
analyzed mobile specific frameworks exist. All frameworks 
manage the information security concerns well, the difference 
depends on how you choose to look at information security, 
how you approach it and your angle of incidence. 

Most of the frameworks take for granted that this is 
something that the organization need and start directly to look 
at how to make it as safe as possible. It could be that UWYT 
works fine or at least good enough compared to risks and costs. 
Ring [14] points out that he know organization that said go 
ahead as well as organizations that stayed with UWYT after 
analyzing benefits. He state that is a business decision, not a 
security decision [14]. To get attention and approval from top 
management it is essential to point at benefits and cost. A 
framework for management of mobile devices and MCDF is 
the only frameworks with that aspect. 

All frameworks have their strong parts and manage things 
that not are addressed to any of the security challenges. A 
framework for management of mobile devices is the only 
mobile device specific framework that addresses all challenges, 
except that it also gives guidance in how to keep the strategy 
alive after implementation and reflects on organizational 
culture. 

BYOD Implementation Framework is all about culture and 
privacy. It goes deeper into it than might be needed to address 
the ethical and privacy issues as well as the challenge with 
employee reactions. The work with culture and privacy might 
result in that some of the challenges will not exist in the 
organization. 

BYOD security framework looks a lot like the 
implementation life cycle in COBIT5 or NIST framework for 
improving critical infrastructure cybersecurity but with direct 
advices for mobile devices. It has a strong focus on technical 
solutions and work best for organizations with their own IT-
department and a lot of resources. 

BYOD management framework does not address much 
outside the challenges and is specialized for SMEs. It does not 
consider if mobile devices are needed and if, in what way and it 
does not care about privacy and ethics. 

The Mobile Computing Decision Framework addresses all 
challenges except when it comes to employee reactions and 
culture. If the organization do not care about reactions from 
employees and have a tight control this might be the best 
framework for that organization. It manages every aspect in a 
clear way, although it sometimes gives more questions than 
answers. 

Most of the frameworks will be helpful, it depends on 
which point of view you choose and culture you work in. If we 
want to focus on the challenges identified by Downer and 
Bhattacharya [3] it is only one framework that meets all 
challenges and that is A framework for management of mobile 
devices. This evaluation will help researchers to improve 
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existing frameworks and practitioners in SMEs to understand 
which is the best framework for them. 
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Abstract: Information security management researchers are often focused on 
the information security policy, its implementation and evaluation as the 
primary means of ensuring that organisations protect their valuable data. 
However, information security is usually nested with a variety of other 
concerns (for instance technology upgrades, information access, efficiency and 
sustainability issues, employee satisfaction), so this policy-driven approach is 
seldom operated in isolation. We investigate the approach as implied in the 
mobile information security literature, provide a literature-inspired 
characterisation and use it to analyse an iPad implementation for politicians in a 
Swedish municipality. The analysis provides only a partial explanation for 
security work in this kind of small organisation technology upgrade, so we 
develop a complementary approach: the evolving implementation approach. A 
suggestion is made for how the two approaches can be reconciled, and 
implications for both practitioners and researchers derived. 
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Abstract1 

The rapid proliferation of mobile devices makes mobile security a weak point in many 
organisations’ security management. Though there are a number of frameworks and 
methods available for improving security management, few of these target mobile 
devices, and most are designed for large organisations. Small and medium size 
organisations are known to be vulnerable to mobile threats, and often subject to the 
same legal requirements as larger organisations (for example the European General 
Data Protection Regulation). However they typically lack the resources and specialist 
competences necessary to use the available commercial frameworks. This article 
describes an Action Design Research project to devise and test a low cost, low 
learning curve framework for improving mobile security management. The project is 
conducted together with a small Swedish consulting company with the pseudonym 
Novukon. The results show that simple theoretical models can be integrated with 
well-known analysis techniques to inform managers and provide practical help for 
small companies to improve mobile security practice. A set of nine design principles 
are included to guide further research.  

 

Keywords: Mobile security, Action Design Research project, Mobile threats. 
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