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ABSTRACT 
This study aimed to identify the differences between state-of-the-art VPN solutions on different 

operating systems. It was done because a novel VPN protocol is in the early stages of release and a 

comparison of it, to other current VPN solutions is interesting. It is interesting because current VPN 

solutions are well established and have existed for a while and the new protocol stirs the pot in the VPN 

field. Therefore a contemporary comparison between them could aid system administrators when 

choosing which VPN to implement. To choose the right VPN solution for the occasion could increase 

performance for the users and save costs for organizations who wish to deploy VPNs. With the remote 

workforce increasing issues of network reliability also increases, due to wireless connections and 

networks beyond the control of companies. This demands an answer to the question how do VPN 

solutions differ in performance with stable and unstable networks? 

This work attempted to answer this question. This study is generally concerning VPN performance but 

mainly how the specific solutions perform under unreliable network conditions. It was achieved by 

researching past comparisons of VPN solutions to identify what metrics to analyze and which VPN 

solutions have been recommended. Then a test bed was created in a lab network to control the network 

when testing, so the different VPN implementations and operating systems have the same premise. To 

establish baseline results, performance testing was done on the network without VPNs, then the VPNs 

were tested under reliable network conditions and then with unreliable network conditions. The results 

of that were compared and analyzed.  

The results show a difference in the performance of the different VPNs, also there is a difference on 

what operating system is used and there are also differences between the VPNs with the unreliability 

aspects switched on. The novel VPN protocol looks promising as it has overall good results, but it is not 

conclusive as the current VPN solutions can be configured based on what operating system and settings 

are chosen. With this set-up, VPNs on Linux performed much better under unreliable network 

conditions when compared to setups using other operating systems.  

The outcome of this work is that there is a possibility that the novel VPN protocol is performing better 

and that certain combinations of VPN implementation and OS are better performing than others when 

using the default configuration. This works also pointed out how to improve the testing and what 

aspects to consider when comparing VPN implementations.  

Keywords: Virtual Private Network, VPN, WireGuard, IPSec, OpenVPN, Performance, Unreliability, 

Packet Loss, Delay.
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1 INTRODUCTION 
A Virtual Private Networks (VPN) is a way to extend a private network through a public network such as 

the Internet. Users may then use the VPN to access data on the private network through the Internet 

as if they are directly connected to the private network.  

It is understood that using a VPN may reduce performance of the network connection, due to the fact 

that VPN adds encryption overhead which will increase the latency. The performance is sacrificed to 

achieve a higher degree of privacy. By examining different VPN implementations, we can find out how 

much the performance degrades.  

According to a study by two companies FlexJobs and Global Workplace Analytic in 2017, more and more 

employees are working from home: Between 2005 and 2015 telecommuting grew by 115%. An on-site 

user that is working on corporate network infrastructure, which is controlled and maintained by the 

corporation will likely have a more stable connection than the remote worker. A remote worker may 

use different types of connections that are not managed by the remote workers company. This could 

lead to an unstable network connection as it is not controlled by professionals directly, as they 

preferrably are on-site. Considering this scenario, VPN can potentially differ in performance if the 

connection is unreliable. The fact that the amount of remote workers is increasing and that VPN is a 

multi-billion-dollar industry, which is also projected to grow further according to Khan et al. (2018), begs 

the question to be answered; how does the performance of certain VPN implementations differ? 

This project compares state-of-the-art VPNs and how they differ in performance under normal and 

unreliable network conditions on different operating systems (OSs). The performance is measured in 

throughput and degradation is measured in how much, if any, performance was lost after the 

connection unreliability were introduced.  

The results are intended to be used as an aid to system administrators when to evaluate the options for 

which VPN solution to deploy. The results can be used as a steppingstone to create other VPN 

experiments and to avoid pitfalls that were discovered in this study. If a system administrator intends 

to use the same configuration as in this study, then the results can be beneficial without having to do 

their own testing.  

The structure of the rest of this study is as such: Chapter 2 covers general background information about 

the VPN solutions that are used in the testing of this report and the metrics that are measured when 

testing the performance of VPNs. Chapter 3 is about the motivation for undertaking this study, why it is 

important to benchmark VPN performance and especially under unreliable network conditions, this 

chapter also contains the research question and the objectives that are undertaken to answer the 

research question. Chapter 4 is about how the plan was created to undertake the objectives and to 

answer the research question, what tools were used and how the experiment was set up and configured 

also how the data was handled that was produced by the experiment testing. Chapter 5 is the 

presentation of the results from the experiment. Chapter 6 explains the conclusions that is drawn from 

the results.  
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2 BACKGROUND 
This chapter describes some information about key concepts of the study. First the concept of Virtual 

Private Networks is explained. Then the most popular VPN solutions are mentioned, which are also the 

VPN solutions tested in this study. Also, other VPN solutions are mentioned. Finally the performance of 

VPNs is covered to explain how to measure network performance related to VPNs.   

 

2.1 What is a Virtual Private Network?  

Virtual Private Networks are defined broadly as a way to extend a private network through the public 

network such as the Internet (Brown, 1999). A private network is a network that exists in a Local Area 

Network (LAN). The extension of a private network that is done with the use of VPN technology can be 

used to access other private networks remotely through the use of a VPN tunnel. A tunnel in networking 

is a way to send data that is not normally supported by a network protocol by repackaging data in a 

packet to another protocol. If two routers have tunneling configured it is possible to encapsulate the 

data to send directly to each other over the Internet and then decapsulate the payload that was sent 

through the tunnel to send it onwards to the destination.  

In addition to tunneling private networks together, other strong aspects of VPN are the capabilities of 

adding encryption and integrity to the tunnel (Brown, 1999). VPN can be used to keep sensitive data 

inside the private network and ensure that the data is unchanged during transport. It adds one extra 

layer of security by not exposing the private network to the public Internet but at the same time being 

able to access a private network remotely.  

Figure 1a is the first example of a VPN type, it is called host-to-network or remote access. It is used as 

the name suggests, to connect one computer to a private network, for example a remote worker that 

needs to access private company files on the company network. 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 

Figure 1a – Remote access VPN type 
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Figure 1b shows a site-to-site network, which is used to connect the private networks of two branches 

of the same company to share their local private network and data. It is also possible to utilize this type 

of VPN between two different companies or organization to collaborate. 

 

 

 

 

 

 

One of the reasons to use a VPN is because it adds security aspects to a network connection. Security 

in this case means the protection of network traffic regarding confidentiality, integrity and 

authentication. Confidentiality is achieved through encryption. If someone would get access to the 

packets sent in the VPN tunnel that is encrypted they would only see encrypted data that is unreadable. 

Depending on what type of encryption is being used, it could be very hard to decrypt. Integrity is 

achieved through mechanisms that detects if any packets are tampered with. VPNs make use of a 

number of cryptographic algorithms and protocols to add for example authentication mechanisms in 

place to restrict who can use it. There are many different levels of security that can be provided with 

different VPN applications. Another reason to use VPNs is to access other private networks remotely in 

the ways stated in Figure 1a and 1b. 

 

2.2 Different VPN solutions 

 According to a study (Khan et al. 2018) two of the most common VPN solutions are IPSec (IP Security 

Protocol) and OpenVPN. A new solution named WireGuard is according to the white paper (Donenfeld, 

2018) being developed to replace both aformentioned VPN solutions while claiming to have better 

performance. OpenVPN recently responded that it welcomes new projects such as WireGuard but that 

OpenVPN and WireGuard have different goals based on their users needs ("The New Cloudflare VPN: 

What It Is & Isn't | OpenVPN", n.d.). 

Table 1 shows some information about the different VPN solutions examined in this study. The market 

share describes what VPN solution is supported by the top 15 VPNs on the market (Khan et al. 2018). 

The most supported VPN solution is OpenVPN followed by IPSec. In comparison WireGuard is virtually 

non-existent as only one of the VPNs tested in the study by Khan et al. (2018) supports WireGuard. All 

VPN solutions are supported on the three main OSs. OpenVPN consists of around 70.000 lines of code 

according to their own statement (OpenVPN, 2019) excluding cryptographic primitives while the latest 

statement from WireGuard is that it is around 4000 lines of code (Donenfeld, 2018). IPSec varies 

depending on what implementation is used but according to a blog post by Salter (2018) an 

implementation of IPSec using Strongswan consists of 400.000 lines of code. This is however including 

the cryptographic primitives. 

 

Figure 1b – Site-to-site VPN type 
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VPN Solution Market share 
Platform 

Availability 
Lines of 

code 
TCP/UDP 

L2TP/IPSec High Linux, Windows, macOS ~400.000 Both 

OpenVPN Highest Linux, Windows, macOS ~70.000 Both 

WireGuard Very low Linux, Windows, macOS ~4000 UDP only 

Table 1 – VPN solution information 

 

2.2.1 OpenVPN  

OpenVPN has become the de facto standard in VPNs today with more than 50 million downloads since 

its release in 2001 (OpenVPN, 2019). It uses SSL/TLS for key exchange and encryption. OpenVPN is open 

source, it is secure by the extensive scrutiny it gets by being accessible to anyone who wishes to review 

the code. In 2017 an independent review of OpenVPN was performed by Cryptography Engineering 

(Hopkins and Green, 2019), the results found no major vulnerabilities. It supports both TCP and UDP but 

defaults at UDP. UDP is faster but does not perform error correction as TCP. OpenVPN is fully functional 

on Windows, macOS and Linux. There is plenty of ciphers and encryption methods to choose from.  

2.2.2 IPSec with L2TP 

In 1995, a security group part of the Internet Engineering Task Force (IETF) standardized IPSec in RFC-

1825 ("IP Security Protocol (IPSec) (1995) – RFC 1825 ) as a part of the IPv4 suite and is an open standard.  

IPSec is a protocol suite, which means its several protocols working together (Cisco support, 2019). The 

tunneling for the VPN process is done by L2TP (Layer 2 Tunneling Protocol) by encapsulating the payload 

from one point to another. IPSec has the option to add security in a similar way as most other VPN 

solutions by encrypting and negotiating keys between the points in the tunnel. The main actions that 

those protocols perform are on data packets. The outcome of this is that now the IP payload has 

additional security in form of encryption (Ettl, 2004).  

One drawback is that setting up and maintaining a VPN using this method is the complexity. IPSec 

involves certificates and pre-shared private keys. Ferguson and Schneier (2003) conclude that the major 

drawbacks of IPSec was the complexity of the protocol suite. But it was still better than the alternatives 

in their research. This is confirmed by Kotuliak et al. (2011). Additionally, the L2TP is as all VPNs very 

process heavy due to the encryption and decryption involved in this method (Agrawal et al. 2012). 

Similar to OpenVPN the IPSec protocol is fully available on Windows, macOS and Linux.  

2.2.3 WireGuard  

WireGuard is the name of a new VPN that aims to replace two of the most widely used VPN solutions, 

namely OpenVPN and IPSec (Donenfeld, 2018). It claims to be more useful than IPSec while avoiding the 

complexity of it and by having better performance than OpenVPN. It was originally written for Linux 

systems but is now available across more platforms. It is also open source like OpenVPN and IPSec, so it 

also benefits of being open to view for anyone with the knowledge to audit it. It is a design goal to have 

an overall straight forward configuration like SSH, i.e asymmetric key cryptography.  

WireGuard also uses state-of-the-art cryptographic algorithms and protocols such as NOISE, BLAKE2 and 

Curve25519. All this while only being under 4000 lines of code at the time of the whitepaper release 

(this is excluding cryptographic primitives). According to the official white paper, Wireguard is currently 

UDP only (Donenfeld, 2018).   
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WireGuard has been sent out for review to be added in the Linux kernel (currently V. 5.0.8 as of writing 

this). One of the reasons why it was not added before has been addressed by the WireGuard developers. 

The Linux kernel developer Linus Thorvalds has been praising the quality of WireGuard in the Linux 

kernel mailing list (2018). That could mean that there is a chance that it will be part of the Linux Kernel 

soon. However, WireGuard is very young, it was announced as a pre-release in 2018 but already its 

beginning to draw much positive attention, this could imply that this novel VPN will be true to its claims 

that it is “faster, simpler and leaner” than the other VPN solutions. 

 

2.3 Other VPN solutions 

There are other VPN protocols identified in the literature that showed that the majority of VPN services 

uses one or both of IPSec and OpenVPN. There are some protocols however that are used extensively 

but were excluded, such as PPTP and SSTP.  

PPTP (Point to Point Tunneling Protocol) is excluded because of the security issues it has and Microsoft 

recommends to use another technology for tunneling ("Microsoft Security Advisory 2743314", 2017). It 

only uses 128-bit encryption, which is not secure enough today. Even though the number of bits is not 

the only decisive factor of encryption security. Additionally the authentication methods have been 

proven to be vulnerable (Robinson, n.d.).  

SSTP (Secure Socket Tunneling Protocol) is similar to OpenVPN since they both use SSL but OpenVPN is 

open source and SSTP is solely owned by Microsoft. Lawas et al. (2016) evaluated the performance of 

SSTP and Internet Key Exchange Version 2 (IKEv2). IKEv2 is a protocol to establish tunnels similarly as 

L2TP (both are built into IPSec). The VPN server was running Windows Server 2012 and the VPN clients 

Windows 8.1. In this research they used a tool called Distributed Internet Traffic Generator (D-ITG) to 

generate traffic and measure the throughput, jitter and delay. The authors concluded that IKEv2 

performed better than SSTP in all cases and recommended future work to expand on VPN solutions and 

OSs to evaluate. 

OpenSSH (Open Secure Shell) is a VPN solution that was excluded due to the low market share. OpenVPN 

was tested by Coonjah et al. (2015) against an OpenSSH VPN solution. OpenSSH is an open source 

version of SSH (Secure Shell) and OpenSSH VPN is a tunnel created in SSH. SSH is a protocol to access 

and operate network services securely over an unsecure network such as the Internet. It is secured with 

asymmetric cryptography (public and private key). In this study the authors used iPerf to measure the 

metrics (throughput, jitter and delay) on a full Linux testbed at a real company between different sites. 

The conclusion of this research was that OpenSSH provided better link utilization over OpenVPN in terms 

of speed. Meaning that by using the same infrastructure the OpenSSH VPN had higher throughput than 

OpenVPN in that specific study. The study on the top 15 VPNs by Khan et al. (2018) showed that none 

of the most popular VPN providers offer OpenSSH. 
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2.4 Network performance testing 

The performance of VPN solutions can be measured in different ways. Two aspects are, what metrics to 

measure and what tools to measure it with. A study by Nawej & Du (2018) recommends three metrics 

that are described in detail below. The tool was chosen because it is, according to Arevalo-Cordero et 

al. (2019) a widely used tool for network measurement and performance tuning, this is confirmed by 

the usage of the tool in other sources cited in this study. The metrics used when testing networks are: 

throughput, latency and packet loss and the tool for measuring them is iPerf. These concepts are 

explained briefly below. 

Throughput is how much data is sent from one point to another during a certain time frame. Throughput 

is usually measured in bits per second (bps). It is affected by the whole infrastructure of the channel 

such as the physical medium (cabling) and computational power among other factors.  

Latency  is defined as the time it takes to transmit a packet in one direction, for example client to server. 

In VPN testing latency is in a time value, usually measured in seconds milliseconds (ms). 

Packet loss is a metric that refers to how many packets are “lost” i.e did not arrive from source to 

destination. This can be caused due to congestion on the network for example. It is measured as a 

percentage of packet lost with respect to packets sent.  

Unreliability handling is a description of how the network handles disturbances. These disturbances may 

be artificial or natural such as high latency or packet loss. It can be quantifiable by limiting of the 

aforementioned metrics. While many people and companies are getting more aware of online privacy, 

it is not possible to have stable Internet connection constantly since users are more mobile now (Khan 

et al. 2018) with the usage of laptops rising and for example smartphones and other ultraportable 

network connected devices. This puts the company data at risk, because it is being used outside of the 

premises. A secure VPN is a must in any remote workers toolbox. The remote workers are possibly 

working on public unreliable WIFI’s or on a train that might likely have unreliable Internet due to the 

fact that it moves, which is why it is important to test how state-of-the-art VPNs handle an unreliable 

network. The unreliability of a network could be a fluctuating connection such as cellular on a moving 

train that is traveling far from cities that have good infrastructure or traveling through mountains. It 

could also be a remote worker, who is working very far away from the office while requiring access to 

files across the world. This would add delay that is way above the usual packet transfer delay that one 

might expect while working with files that are on a server in the same building. Therefore it is important 

to investigate how the current VPNs compare on unreliable networks. 

iPerf was identified in related research as the tool to test the performance of VPNs. In a research by 

Narayan, Brooking and de Vere (2009), the authors used iPerf to measure the throughput on three 

different VPN solutions. The VPNs used in this research are PPTP, SSL (Secure Sockets Layer) and IPSec. 

While the study is outdated by now, the measure metrics are still valid for evaluation today. That 

research concluded that the network performance does indeed depend on what OS, VPN solution and 

encryption algorithm is chosen. 

Network performance is expected to decrease when utilizing a VPN due to several reasons. One reason 

is the physical distance between the client and server. Another reason is which type of encryption is 

used in the VPN configuration. More secure and heavier encryption algorithms can use the full CPU 

power of a VPN server and that leaves less computational resources for the network to use and therefor 

the network performance decreases.  
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3 PROBLEM DESCRIPTION 
Imagine a network administrator is tasked to implement a VPN, there are several questions that arises, 

among them; which VPN solution is the best for their case i.e what are the needs for that particular 

situation.  

Some organizations may require only the cheapest solution and others, for example the fastest. For 

organizations that will use VPN in less than perfect conditions, this study aims to help the system or 

network administrator to solve the problem with how to chose the best VPN solution, where the 

network connection is unreliable and identify the best VPN for that case.  

3.1 Research question 

How does the performance differ between state-of-the-art VPN solutions under stable versus unreliable 

network conditions? 

3.2 Motivation 

While the remote workforce is increasing, studies on remote workers show that there are plenty of 

attack vectors for such workers. One of the best ways to protect yourself against a common type of 

threats is to use a VPN according to Diab, Tohme & Bassil (2008). Sometimes the only way to access 

private networks is using a VPN. But for remote workers or general VPN users that are connecting from 

far away to their VPN server and users that are on unreliable networks, the VPN adds additional con-

straints on their connection. A study by Maskey, Horsmanheimo & Tuomimaki (2014) shows that remote 

workers that connect to the organization with a roadrunner setup (meaning through a mobile internet 

connection) suffer from increased latency due to the networks being congested during busy hours 

(which is the common working hours; approximately 07:00 to 17:00).  

This motivates the study to identify how different VPN implementations perform under varying network 

conditions.  

4 METHODOLOGY 
This section describes in greater detail the steps taken to fulfill the objectives. Step one is tied to a lit-

erature analysis to identify the necessary information about how to solve the research question. The 

validity and ethical aspects of the chosen methodologies are also covered at the end of this section.  

4.1 Following the steps 

Steps to answer the research question are: 

1. Identify what VPN solutions to experiment on, how to control traffic, what metrics to use, with 

which tools and what data to collect 

2. Test the network in the experimental setup without any VPN solution to identify baseline 

performance 

3. Configure and test VPN Solutions on three different operating systems with the network 

unreliability conditions 

4. Analyze and compare the results to see if there is any indication of performance difference 

between the VPN solutions 



8 
  

4.1.1 Identify 

The three VPNs that were identified as suitable solutions to test are OpenVPN, WireGuard and 

IPSec/L2TP. A very important fact is that the configurations of the VPN solutions are default For all VPN 

solutions, default configuration settings were kept as far as possible, rather than unifying the settings in 

respect to, for example, network protocols, cryptographic algorithms, or choices for compression. The 

decision to not touch the default settings was motivated by the assumption that the VPN solutions' 

developers would be most qualified to provide sane (secure) settings for their own VPN solutions. 

Default settings are used in all cases of the VPN tests. Each case is defined as one instance of testing, 

for example IPSec testing on Windows with Unreliability #1 – delay is one case of testing. 

 

Furthermore as WireGuard is designed to be simple to deploy and use, it has fewer configuration 

options than IPSec and OpenVPN.  

 

OpenVPN is deployed with completely default settings as that is recommended by the developers and 

that is enough for this experiment. 

The IPSec implementation is also deployed with default settings, but from a third hand created script. 

This script and its configuration settings is described more in the next chapter where a more detailed 

description of the experimental design is presented. 

The WireGuard implementation is also deployed with default settings to make the results valid as no 

other VPN has any configuration than the default, excluding of course the connection settings, which 

need to be configured for the VPN to work. 

 

Based on the analysis in the background section a collection of relevant software and hardware that 

was needed for the experiment were identified. The analysis also presented what metrics to use in the 

testing. The lab set up was chosen to be as simple as possible but still having one server and one client 

per OS and to be able to control and monitor the network traffic. This was done to minimize outside 

impact on the network and to have as valid results as possible.  

 

Network metrics that were identified as important to test from the related works from the background 

chapter while examining VPNs are: 

- Throughput – Megabits per second (Mbps) 

- 400 msec Delay (part 1 of unreliability) 

- 1% Packet loss (part 2 of unreliability) 

 

These metrics are also part of the variables in this experiment. Wohlin et al. (2012) states that there are 

two different variable types in an experiment, independent and dependent variables. The dependent 

variable is the variable that is being tested on, in this study it is the throughput. The independent 

variables are the ones that are being manipulated and controlled, in this study the two unreliability 

aspects, delay and packet loss are the independent variables. 

According to a Cisco Support document (Cisco.com, 2019) the maximum recommended delay to use 

VoIP is 400ms and that will serve as the testing point of the unreliable network condition #1 - delay. 

The packet loss value of 1% was chosen because according to Polacky, Pocta & Jarina (2016), an 

acceptable level of packet loss has to be under 10% in VoIP calls but since VPN adds additional overhead 

and the retransmission caused during such a high packet loss amount, the results of testing with such a 



9 
  

high percentage of packet loss ended in the VPN connection breaking completely. Therefore the packet 

loss percentage was lowered to 1% as anything above that broke the connection and there was no way 

of getting consistent results. 

The tool used to measure network performance is iPerf3 (https://iperf.fr) version 3.1.3. The reason 

behind this is that it fulfills the need to test throughput and it contains the data transferred i.e it is 

possible to see how many packets did not arrive. Since iPerf is available for Windows, Linux and macOS, 

it is fitting for this experiment as it is being done on all three different OSs. iPerf has been used in similar 

studies to measure similar performance metrics as in a study by Byun et al. (2013) to analyze the 

broadband wireless performance in California. 

4.1.2 Test the network in the experimental setup 

The second step is to test the network in the experimental setup on all the clients without any VPN. The 

tests are done to establish a baseline result on how the introduction of the unreliability modifications 

to the network will affect a server-client connection without the VPN. This is done to have something 

to compare and contrast the VPN testing results to.  

4.1.3 Configure and test the three VPN solutions 

The testing was designed to run tests, one client at a time. One default iPerf test consists of 10 seconds 

continuos testing and reporting the throughput with 1 second intervals. How iPerf works is described 

by the developers as “iPerf works by writing an array of len bytes a number of times. Default is 128 KB 

for TCP” iPerf User Documentation (n.d) this means that it sends packets through the network with a 

window size of 128 KB, essentially the buffer of how much data is sent before it is acknowledged by the 

receiver. iPerf has a very simple architecture with one end being the server and the other end a client, 

any endpoint can be the server or the client. iPerf also runs in memory, so the disk is not involved at all 

when measuring with this tool and the data that is being sent is noise (random data). The default test 

that was used in this study is an upload of data from client to server.  Each test was repeated 50 times. 

The test had the first 1-second interval removed from the data set to give it a chance to establish a 

proper connection, because the test started immediately after enabling the VPN.  

To minimize the chance of interference, while testing one VPN all others  were switched off, and both 

clients and server were restarted and left on standby for 10 minutes to allow for any kind of automatic 

updates to have a chance to run and the machines to stabilize.  

To introduce the network unreliability conditions the chosen router needed to support traffic shaping. 

The software router pfSense comes with this option as default and is named Traffic Shaper. In the 

settings it is possible to add any amount of latency and packet loss. The unreliability testing was achieved 

by utilizing the traffic shaping tool on the pfSense router. The traffic shaper tool was configured to add 

400msec delay as one unreliability and 1% packet loss as the other. Since all the data between the VPN 

clients and server is routed through the router, it applies the traffic shaping both ways. All clients were 

tested with all three different setups, namely; baseline test which had no unreliability added. 

Unreliability #1 is the 400msec delay option and unreliability #2 is the 1% packet loss option. 

The two degredations, 1% packet loss and 400msec delay, are used as the limit because the focus is on 

VoIP, and VoIP is a normal use-case for remote workers and it is a network speed sensitive application 

to be used through VPNs or generally on the Internet. Contrasting to reading a page, delay and packet 

loss is not as impactful for that since it will just load the page, but streaming VoIP is more sensitive to it.  
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4.1.4 Analyze and compare 

The final objective to be completed for the study to answer the research questions was to collect and 

process all this data that was collected and analyze it to reach a solid conclusion. In this objective the 

validity of the experiment will be handled as well to make sure the results are of high quality. 

 

4.2 The Experiment 

This section will describe the setup of the experiment in more detail. The network topology of the 

experiment can be seen in Figure 3. The machines were unplugged from the switch while not being 

tested to eliminate interference by for example DHCP requests. The experiment test-bed setup consists 

of one machine acting as a software router running pfSense. It has two NICs (Network Interface 

Controller) that can each handle speeds up to 1Gbs. Port 1 is connected to the VPN server and port 2 

to a switch connecting the client network. A switch between the router and the clients was used in the 

setup for simplicity with testing, because the router only had two ports and would therefore have to be 

manually unplugged and plugged whenever another client was tested. If the switch introduced any delay 

it would have been the same for all clients and VPNs and thus the addition of it is negligible for this 

experiment.  

 

Figure 3 – The experiment test-bed setup 

The clients were installed with their respective OS, one Linux Ubuntu, one macOS and one Windows 10. 

The measurement tool iPerf was installed on all clients and the server. Details of the commands to run 

the tool can be seen in the appendices B to D depending on what OS it was ran on.  
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The three VPN solutions OpenVPN, IPSec and WireGuard were installed on all three clients. They were 

all tested one after another without any unreliability modification first and the results recorded. When 

those tests were done, the unreliability options were introduced one by one and the results recorded. 

Windows and macOS natively support IPSec and were only configured to connect to the IPSec VPN 

server while Linux used LibreSwan (https://libreswan.org/). A table describing the default configuration 

of the three VPN implementations can be seen in Table 2. It describes important aspects of the VPN to 

be considered in this study. One of the aspects is the algorithm for the data encryption, the performance 

of a VPN is affected by what encryption is used. The second one is if compression of the payload is 

enabled, which by default is disabled on all the tested VPN solutions. Lastly multi-threading, this 

specifies if the encryption and decryption process is able to be done on multiple CPU cores. Todays 

computers often have more than one core, so this option gives the VPN the ability to perform parallel 

encryptions on multiple CPU cores. This would of course increase the performance of the VPN which 

utilizes this functionality, by encrypting and decrypting faster.  

Default configuration IPSec WireGuard OpenVPN 

Algorithm for 

encrypting data 

AES-256 ChaCha20 AES-256-GCM 

Compression Yes* No No 

 Multi-threading Yes Yes No 

Table 2 VPN Default configuration information 
* Only Linux-to-Linux enables compression by default  

The IPSec implementation installed on the server in the experiment is configured with L2TP (Layer 2 

Tunneling Protocol) for tunneling and IPSec for encryption. More specifically the tunneling protocol is 

xl2tpd (https://github.com/xelerance/xl2tpd/releases/tag/v1.3.14) which is a L2TP implementation that 

is maintained by Xelerance Corporation. The IPSec client is a LibreSwan IPSec implementation with pre-

shared key (PSK), username and password. The whole installation was done with Lin Songs (hwdssl2) 

script (https://github.com/hwdsl2/setup-IPSec-vpn). To be consistent in the experiment, all VPNs were 

installed and tested with the default configuration. Unexpectedly the default configuration differed in 

performance between the OSs of the same VPN implementation.  

The router in this experiment is a pfSense FreeBSD 11.2-RELEASE-p10 (pfSense 2.4.4-RELEASE-p3) 

software router. The reason I chose this router is due to the fact that it is possible to shape the traffic 

directly on the router using the tool that comes with pfSense called dummynet. With dummynet it is 

possible to add the unreliability aspects of the testing directly between the VPN nodes without having 

to use a dedicated tool or software on the nodes. Adding a software or a tool on the nodes would mean 

that it would take from the computational power to shape the traffic instead of the computational 

resources being available for the VPN. Using iPerf together with dummynet is proven to be reliable for 

network performance testing as it has been used for many years in researches such as Cole & Thain 

(2016) and Brassil et al., (2008) where both of these journal papers use the tools in a similar way as in 

this  study to simulate bad network connection with dummynet and using iPerf to send data between 

nodes. A more detailed technical description of the router can be found in appendix A. 

The configuration for Wireguard server is the default configuration that comes with the latest available 

version 0.0.20190702. More detailed information about all the machines and softare used in the 

experiment can be found in appendix A.  
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4.2.1 Testing  

The setup is tested with a normal stable network connection and configuration with all network ports 

and cables in the experimental set up being capable of 1Gb speeds. The operating systems that are 

chosen in the experiment are Windows 10, Linux Ubuntu and macOS. The VPN solutions are IPSec/L2TP, 

OpenVPN and WireGuard. The tests are done with iPerf which is available on all three OSs. To test how 

the VPN solutions differ in unreliable network conditions, the network will be degraded by shaping the 

traffic to drop a certain percentage of packets or adding delay while performing an iPerf test to see how 

the VPN implementations handle the unreliability.  

To keep the environment consistent between the different OSs the network is using the exact same 

cables and server settings and no other services are running. When testing the unreliability options on 

the same OS, the settings are the same, no other services are running and the same hardware is used. 

No inconcistencies are expected due to the fact that all VPNs are tested on the same OS and the same 

hardware with the same tool and configuration of the tool. 

The tests started without any VPN then the VPN solutions were enabled for the tests and disabled when 

it was done as seen in Figure 4. This flow chart was repeated three times, one loop for No VPN, one loop 

for Unreliability #1 and one loop for Unreliability #2. 

 

 

 

 

 

 

The automation is built-in with settings on pfSense for the unreliability. Linux tests are done with scripts 

and crontab. On the macOS, this is done with scripts and workflow (a built in tool for automation with 

macOS devices). Windows is done with scripts and the Windows task scheduler. For details on this see 

appendices B through D.  

 

4.3 Data processing 

This section explains how the data is processed, from the gathering point, to how its then filtered out 

and then used. 

4.3.1 Data gathering 

The data is gathered through iPerf. When running the tool all the results are displayed both while 

running and a summary of the tests after it is completed. This full test-time is saved into text documents 

with the use of scripts. All three operating systems and the three different VPN solutions handles the 

data gathered similarly but the scripts differ, see appendix B through D. 

Figure 4 – Flowchart of testing 
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4.3.2 Data filtering 

All the combined data is then filtered with scripts into a spreadsheet to retrieve a mean result of 

throughput of all VPNs on all the OSs. This is done in the same way for the baseline tests and with the 

two unreliability variables separately.  

 

4.4 Validity threats 

For an experiment like in this study there are three validity categories that need their respective threats 

handled. The three validity categories are internal, external and conclusion validity. Important to point 

out is that, as I tested only the VPNs default setting, the results may not apply if the different VPN 

solutions are configured with a goal in mind. A goal could be to configure the settings of a VPN to have 

higher throughput or higher security. If any changes are made to the VPN configuration, the results may 

differ from the results in this study.  

In addition to validy threat, Wohlin et al. (2012) explains that there are biases to keep in mind when 

doing experiments . In this study two biases were identified and eliminated, namely Mono-method and 

Mono-operation bias. Mono-operation bias is eliminated by including more than one independent 

variable that is tested on. Mono-method bias is eliminated by using more than one test. In this study 

multiple tests were done for every testing scenario. 

1. Internal validity threats 

Threats to the internal validity includes all the third-party software used. It is only a best-case 

scenario to assume that the measuring tools used worked exactly as they were meant to. This 

threat was handled by researching other works where these tools and software were used and 

attempt to use it in the same way and also to follow the official documentation of the tools and 

software used. Another step to ensure internal validity is to compare the results of this study 

with other related studies to see if the performance pointed to a direction that is expected.  

2. External validity threats 

Threats to external validity exists in this study. If another study aims to recreate a similar set up 

there could be a difference in the results because operating systems and applications being 

tested in this study gets updated and with that, improvements are done as well and could affect 

the performance. One VPN solution that is showing bad throughput could have its performance 

increased with an update. In contrast, older systems could have different results as well as the 

OS or VPN solution had a different performance in previous patches.  

3. Conclusion validity threats 

A threat to the conclusion validity is that this is a simulation of a real-world problem. The 

network unreliability is not real but simulated by the router and it is possible that when tested 

in a real scenario on real hardware and with real network unreliability that the results could be 

different. Two more threats to conclusion validity that is identified as possible in this study is 

low statistical power and unreliability of measures. They are both tied to the experiment and 

are handled by making sure that the tests are repeated many times and that any large 

measurement inconsistency is omitted in the results.  
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4.5 Ethical aspects 

Ethical aspects are of importance in this subject area because it focuses on a process that regards cyber 

security and such has added sensitivity to ethical practice. Much of the software used in this study were 

Open Source or at least free of charge to use. This encourages anyone to build upon this research or to 

recreate it without having to be hindered by high costs. The usage of the information gathered in this 

study was not used for anything malicious nor is that recommended at any point. As no other people 

were involved during all stages of the study there is no anonymity issues to mention more than the 

related sources that are referenced throughout this study, all of the sources are obtained in a lawful 

way through public access records and libraries. The results are presented as honestly as possible 

without intent to deceive.  

 

4.6 Alternative methods 

One of the reasons an experiment was chosen as the methodology for this study is due to me having 

more experience in making experiments from courses I have done in the past. Also by excluding other 

research methodologies the only logical reason is an experiment.  

A litterature analysis was not possible since no other same research has been found on this exact subject 

area, it is difficult to argue that the research question could have been answered by theoretical research 

only, without the actual experiment. Because WireGuard is so new there is not enough literature to  

make a literature study as a methodology to answer the research question of this study. 

Interviews are not a suitable method for this project because the research question asks for specifics 

which are verifiable while interviews are mostly used to retrieve people’s opinions. Also it is hard to find 

a person to interview that is profecient in all the VPNs that were studied, especially WireGuard because 

it is so novel and constantly changing.  Additionally I have no experience in conducting interviews so it 

would be an extra validity threat to consider thus making it a bad choice. 
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5 RESULTS 
The results of the experiment are presented as recommended in the thesis book by Berndtsson et al. 

(2008). The results presented are values from when iPerf sends the packets to the server and server 

receives and presents the values. All the results presented are the mean values of the 50 tests per case.  

As discussed in the methodology section the tests are on 36 different cases. A table of all 36 individual 

cases can be seen in table 3.  

 
No VPN WireGuard OpenVPN IPSec 

 No network  
degradation 

No network  
degradation 

No network  
degradation 

No network  
degradation 

Windows 927 764.8 276.2 316.2 

Linux 943.5 865.3 373.9 833.4 

macOS 897.3 611.5 232.3 773.8 

 Unreliability #1 - 
Delay 

Unreliability #1 - 
Delay 

Unreliability #1 - 
Delay 

Unreliability #1 - 
Delay 

Windows 3.9 3.6 1.2 0.7 

Linux 48.4 48 4.2 50.6 

macOS 5.6 15.8 26.6 22.2 

 Unreliability #2 – 
Packet loss 

Unreliability #2 – 
Packet loss 

Unreliability #2 – 
Packet loss 

Unreliability #2 – 
Packet loss 

Windows 94.2 89.8 89.6 80.3 

Linux 261.8 167.9 89.9 139 

macOS 78.2 104.1 68.4 62.3 
 
Table 3 - Test cases (all values are in Mbit/s) 
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5.1 Baseline vs VPN performance 

The no VPN baseline performance is from testing the connection without any of the unreliability added 

or VPN enabled. The baseline VPN performance results are based on the performance tests done with 

iPerf on the VPNs using a reliable network, i.e no unreliability aspect enabled. The error bars in the result 

graphs is the deviation from the mean. Meaning that the top of the error bar is the furthest point from 

the mean towards higher throughput and the bottom of the error bar is the lowest throughput that was 

recorded in the testing for that particular case. 

 

Figure 5a – Baseline vs VPN Performance 

The results of the baseline performance show one obvious trend that OpenVPN is generally slower than 

the No VPN tests. The performance tests with No VPN were as expected faster than the tests with VPNs 

enabled. The fast throughput when using IPSec is due to the compression of data that is done with that 

VPN implementation. Similar results were presented in a study about the impact of compression on 

VPNs by McGregor & Lee (2002). The IPSec implementation used in this study has compression on by 

default for Linux and since we are using default values on all OSs, this explains the increase in 

throughput. Interestingly IPSec performed very poorly on Windows as compression was not enabled on 

that implementation by default. Important to note is that the result may differ because they use 

different encryption algorithms with the default settings. 

On macOS, the mean throughput without VPN was 897.3 Mbits/sec which is expected of a baseline with 

this type of lab set up. The worst performing VPN implementation on macOS was OpenVPN with a loss 

of 74% throughput compared to the no VPN baseline result. WireGuard lost 31% throughput and IPSec 

lost 13% throughput compared to the no VPN baseline.  

Windows had the highest speed of all tests with the No VPN testing of 927 Mbits/sec. It also had 

OpenVPN as the worst performing VPN at 276.2 Mbits/sec. That is a loss of 70% which is pretty similar 

results to the macOS implementation of OpenVPN in this comparison. The best performer on Windows 

was WireGuard with only a 17% loss in throughput. IPSec even though natively supported in Windows 

No VPN WireGuard IPSec OpenVPN

macOS 897,3 611,5 773,8 232,3
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performed poorly compared to the other OSs. It got outperformed by 659% compared to the No VPN 

test.  

Linux performed overall very well in this test with only a loss of 8.3% with WireGuard and 11.6% with 

IPSec over no VPN. 

 

5.2 Unreliability #1 – delay 

The unreliability #1 – delay means that the traffic shaper on the router has been enabled to add 

400msec delay on the experiment network. This was then tested without any VPN enabled and each of 

the VPNs one by one.  

 

Figure 5b - No VPN and VPN Performance under Unreliability #1 - Delay 

The results of the first unreliability variable show that Linux handle delays well in all cases except 

OpenVPN and IPSec. Similarly macOS also performs comparatively well, especially with OpenVPN under 

delay. Windows really falls behind with the worst results in all scenarios during the delay tests. 

The macOS throughput with this unreliability resulted in a mean of 5.6 Mbits/sec without any VPN and 

performed better with any VPN than without. OpenVPN on macOS increased the throughput by a 

considerable 375%. IPSec increased with 296% and WireGuard increased it with 182%. The throughput 

on macOS showed a higher than average variance in the results in all cases except when using OpenVPN. 

The results of Windows with the delay unreliability had a throughput of 3.9 Mbits/sec without any VPN 

and performed worse with all VPN solutions. WireGuard decreased throughput with 7%. OpenVPN 

decreased with 69% and IPSec decreased with 82%. The results are very poor on Windows overall with 

delay enabled. Since its consistent with all VPN solutions and the baseline, this may be because of the 

way the default network settings are set up on Windows. 
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The Linux results are by far the best with all VPN solutions except OpenVPN. Without any VPN the 

throughput was 48.4 Mbits/sec. With IPSec similarly as without any unreliability the throughput 

increased compared to the No VPN results. In this test it increased with 4%, also WireGuard decreased 

with 0.8%. OpenVPN on the other hand decreased the throughput in comparison with No VPN by 91% 

which is a considerable amount. 

 

5.3 Unreliability #2 – packet loss 

The unreliability #2 – packet loss aspect means that in a similar way as the delay aspect was enabled on 

the router in the experiment, but this time a 1% packet loss was added to the network connection.  

 

Figure 5c – No VPN and VPN Performance under Unreliability #2 – Packet loss 

The results from the packet loss unreliability tests show similar results in the way that Linux is generally 

performing the best while macOS and Windows do not differ much as the error bars overlap in all tests 

between the two.  

macOS mean result is 78.2 Mbits/sec in this test without any VPN. With WireGuard the throughput 

increased by 33%. With IPSec it decreased with 20% and with OpenVPN it also decreased with 12%. 

Windows got 94.2 Mbits/sec without any VPN during the packet loss tests. WireGuard decreased that 

with 4%. IPSec decreased with 14% and OpenVPN decreased the throughput compared to No VPN with 

4%. 

Linux with packet loss achieved 261.8 Mbits/sec which is far better than macOS and Windows with the 

same unreliability factor. With WireGuard it lost 35%. With IPSec the decrease was 46% and OpenVPN 

decreased the throughput compared to No VPN on Linux with 65%. 
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6 DISCUSSION 
In this study we examined three different VPN solutions on three different OSs in three different 

network reliability cases to find out how the performance differed. Based on the results, Linux together 

with IPSec is the best OS/VPN solution and it would be the best implementation to deploy when network 

is expected to have high latency or experience packet loss. Even though WireGuard is not yet officially 

released and audited, it produces results that match and sometimes outperform the well-established 

IPSec and OpenVPN solutions.  

6.1 Detailed results discussion 

To reiterate, the research question for this paper is:  

“How does the performance differ between state-of-the-art VPN solutions under stable versus 

unreliable network conditions?” 

A definitive conclusion is that all implementations have their own advantages and disadvantages. Some 

VPN solutions perform better on a certain operating system. The most impactful conclusions drawn by 

the results are presented below.  

- The best performing VPN solution for macOS, if the network is reliable, was IPSec followed by 
WireGuard and worst performing was OpenVPN 

This is due to two reasons. First, IPSec is natively supported in macOS and therefore can be 

assumed to be well-integrated and optimized for this operating system. Second, due to the 

compression that is enabled by default on IPSec in macOS. WireGuard showed great 

performance in terms of throughput speeds overall in this study but is not up to par with IPSec 

on macOS. When exposing the network to a delay of 400msec OpenVPN performed slightly 

better but it is insignificant due to the results of IPSec having a bigger spread that overlapped 

the throughput speed of OpenVPn. 1% packet loss unreliability testing on macOS showed similar 

results as the delay unreliability tests. OpenVPN slightly outperforms IPSec but the results 

overlap. Therefore recommended overall best VPN with default settings for macOS in reliable 

and unreliable networks is IPSec.  

- We can see that with any of the unreliability variables in effect, all VPNs and OSs had reduced 
throughput in comparison with no unreliability 

This is expected since the iPerf tests were done with TCP so the packets had to be resent when 

they did not arrive in the correct order caused by the network unreliability #1 – delay. Similarly 

when the packets had to be resent during network unreliability #2 – packet loss. This would 

result in lower throughput speeds due to spending time on resending packets.  

- Linux is fastest with the baseline and no unreliability at 943.5Mbits/sec 

The results of the baseline tests showed that Linux had a highest mean result but macOS had a 

greater spread (see Figure 5a/b/c error bars) and it overlapped at the top end with the Windows 

and Linux performance. macOS had the lowest mean average result in the baseline tests. The 

results are very close however and the difference could be explained by the fact that the 

network protocols in the operating systems handles the window size of the iPerf tests better in 

this particular test. 
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- All VPNs except OpenVPN perform best in Linux during the delay unreliability when comparing 
the other OSs under delay 

An explanation for this is likely due to the network stack of Linux handling the delay better than 

Windows and macOS in this case. For example the TCP window scale is dynamic by default and 

could be the reason why Linux peform better, also TCP retransmission behaviour is different on 

the OSs which could explain the differences.  

- All VPNs perform best in Linux while experiencing packet loss 

This point is related to the previous point and the explanation would be the same i.e differences 

in the OSs network-stack behaviour. Also important to note is that the results are heavily 

dependent on the tool (iPerf) and there is a possibility that it is better suited for one OS than 

the others.  

- OpenVPN is not the top performer in any test 

This result is expected. The generally lower performance of OpenVPN compared to the other 

cases in the baseline tests could be explained by how OpenVPN utilizes single-threading and the 

other cases make use of multi-threading. All the related works on VPN throughput speeds that 

were referred to in this study show that OpenVPN is usually slower in terms of throughput in 

comparison to IPSec and other VPN solutions. Coonjah et al. (2015) compared OpenVPN, IPSec 

and other VPN solutions and confirms this result. 

- Linux performs best in all unreliability tests except one, the unreliability #1 – delay  

As mentioned previously in this section, this could be due to variance in the network stacks of 

the OSs. Also it could indicate that the testing tool iPerf works differently on Linux than on the 

other OSs.  
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7 CONCLUSION 
Based on the results a few recommendations for OS and VPN combination emerged when using the 

default configuration. They can be seen in Table 6, the VPN in bold/blue background is the overall rec-

ommended for the specific network situation as it had the best performance. The recommendation is 

the following: 

• If deploying a VPN service on a reliable network connection in a Windows environment, then 

the recommendation based on the results in this study is to use WireGuard. If the environment 

is based on Linux it is similar to Windows recommended to use WireGuard. If the environment 

consists of macOS devices primarily, the recommendation is to make use of IPSec. 

• If deploying VPN on a network connection where 200ms latency is expected, in a Windows en-

vironment, then the recommendation based on the results in this study is to use WireGuard. If 

the environment is based on Linux it is recommended to use IPSec. If the environment consists 

of macOS devices primarily, the recommendation is to make use of OpenVPN. 

• If deploying VPN on a network connection where 1% packet loss is expected the result show 

that WireGuard performs best on all operating systems. 

Network connection Windows Linux macOS 

Reliable  WireGuard WireGuard IPSec 

Delay WireGuard IPSec OpenVPN 

Packet loss WireGuard WireGuard WireGuard 

Table 6 – General VPN Recommendations 

 

7.1 Future work 

In future tests it is recommended to test different hardware for the server, router and clients and also 

to measure the utilization of computational resources while performing tests. Different hardware could 

be stronger or weaker CPU. Also the VPN server could be hosted on another OS than Linux Ubuntu 

Server, for example Windows Server.  

Future tests could also measure different values of the metrics chosen, for example higher/lower delay 

in the network unreliability testing. I would also strongly recommend experimenting on different VPN 

solutions and also other configurations of these VPNs. In this experiment the default values were used, 

it could be beneficial to implement different VPN solutions with same encryption ciphers so that the 

results are more conclusive which protocol or solution performs best in a given scenario. 

This test could also be done in a real company on real hardware instead of a simulation for more 

accurate values of the performance as this test had no real Internet traffic between the server and client 

and that new setup could provide different results. 

Also another metric that was measured in several of the related work was jitter. This would be beneficial 

to test as well but since my work focused on TCP the jitter was not an issue. Testing UDP in a similar way 

would be beneficial because there are cases where UDP is to prefer when using VPN.  
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As mentioned in the results section, the difference in the results could be because the default settings 

were used for the VPN solutions. That means that they use different encryption ciphers which is one 

factor that decides how high the throughput is. For future works it is strongly recommended to use the 

same cipher in all tests to level out the playing field. 

Future work would benefit from configuring both server and client operating system to perform similarly 

in regard to the network stack and VPN solutions. Meaning that the TCP/IP stack would handle buffers 

and window sizes in the same way and as mentioned, that the VPN solutions use the same encryption 

methods. It would also be beneficial to perform the test by using iPerf and then adding another tool to 

verify the accuracy of the tool. 
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APPENDIX A – Hardware specifications 

Machine information Server Router 

OS Ubuntu 18.04.2 LTS FreeBSD 11.2-RELEASE-p10 

(pfSense 2.4.4-RELEASE-p3)  

CPU AMD Opteron X3216 Intel Xeon E5620  

RAM 8GB 16GB 

IP  10.1.0.101/24 192.168.1.39/24 

OpenVPN IP 10.8.0.2 

OpenVPN Version 2.4.4 

IPSec IP 10.9.0.2 

IPSec (LibreSwan) Version 3.27 

WireGuard IP 10.10.1.2 

WireGuard Version 0.0.20190702 
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Machine information 

- Clients 

Ubuntu macOS  Windows 

OS Ubuntu 

18.04.3 LTS 

macOS Mojave 

10.14 

MS Windows 10 

Pro V.1809 

CPU Intel i7-

6700K  

 Intel i5-2,3GHz Intel i7-6700K  

RAM 16GB 8GB 16GB 

IP 192.168.1.47 192.168.1.48 192.168.1.38/24 

OpenVPN IP 10.8.0.3 10.8.0.4 10.8.0.1 

OpenVPN Version 2.4.4 (Tunnelblick) 3.7.9 11.6.0.0 

IPSec IP 10.9.0.3 10.9.0.4 10.9.0.1 

WireGuard IP 10.10.1.3 10.10.1.4 10.10.1.1 

WireGuard Version 0.0.20190701 0.0.20190610 (13) 0.0.17 
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APPENDIX B – iPerf Scripts on Linux 

These are the scripts that were used for the Linux clients to run the iPerf tests. They were scheduled in 

Crontab also presented here.  

IPSEC 

#!/bin/bash 

iperf3 -c 10.9.0.1 -t 600 >> /home/ubuntu-desk/VPN/iperfIPSECVPN 

No VPN 

#!/bin/bash 

iperf3 -c 10.1.0.101 -t 600 >> /home/ubuntu-desk/VPN/iperfnoVPN 

OpenVPN 

#!/bin/bash 

iperf3 -c 10.8.0.1 -t 600 >> /home/ubuntu-desk/VPN/iperfOVPNVPN 

WireGuard 

#!/bin/bash 

iperf3 -c 10.10.1.1 -t 600 >> /home/ubuntu-desk/VPN/iperfWGVPN 

 

Crontab on Linux client 

1-50 0,4,8  * * * /home/ubuntu-desk/VPN/iperfnoVPN.sh 

55   0,4,8  * * * /home/ubuntu-desk/VPN/VPN-enablers/WGEnble.sh 

1-50 1,5,9  * * * /home/ubuntu-desk/VPN/iperfWGVPN.sh 

52   1,5,9  * * * /home/ubuntu-desk/VPN/VPN-enablers/WGKill.sh 

55   1,5,9  * * * /home/ubuntu-desk/VPN/VPN-enablers/IPSECEnable.sh 

1-50 2,6,10 * * * /home/ubuntu-desk/VPN/iperfIPSECVPN.sh 

52   2,6,10 * * * /home/ubuntu-desk/VPN/VPN-enablers/IPSECKill.sh 

55   2,6,10 * * * /home/ubuntu-desk/VPN/VPN-enablers/OVPNEnable.sh 

1-50 3,7,11 * * * /home/ubuntu-desk/VPN/iperfOVPNVPN.sh 

52   3,7,11 * * * /home/ubuntu-desk/VPN/VPN-enablers/OVPNKill.sh 
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VPN Enablers 

IPSec Enable 

#!/bin/bash 

sudo nmcli connection up IPSec 

IPSec Disable 

#!/bin/bash 

sudo nmcli connection down IPSec 

OpenVPN Enable 

#!/bin/bash 

sudo nmcli connection up HPEOVPN 

OpenVPN Disable 

#!/bin/bash 

sudo nmcli connection down HPEOVPN 

WireGuard Enable 

#!/bin/bash 

sudo wg-quick up wg0 

WireGuard Disable 

#!/bin/bash 

sudo wg-quick down wg0 
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APPENDIX C – iPerf scripts on Windows 

Windows scripts were created to enable and disable the different VPNs and to execute iPerf tests, they 

were scheduled with Windows Task Scheduler in the same way as the crontab on Linux (Appendix B). 

No VPN 

for /l %%x in (1, 1, 50) do ( 

C:\Users\Windows\Desktop\Programs\iperf-3.1.3-win64\iperf3.exe -c 

10.1.0.101 -t 10 --logfile 

C:\Users\Windows\Desktop\Programs\iperfnoVPNwindows.txt 

timeout /t 50 /nobreak) 

WireGuard 

for /l %%x in (1, 1, 50) do ( 

C:\Users\Windows\Desktop\Programs\iperf-3.1.3-win64\iperf3.exe -c 

10.10.1.1 -t 10 --logfile 

C:\Users\Windows\Desktop\Programs\iperfWGVPNwindows.txt 

timeout /t 50 /nobreak) 

OpenVPN 

for /l %%x in (1, 1, 50) do ( 

C:\Users\Windows\Desktop\Programs\iperf-3.1.3-win64\iperf3.exe -c 

10.8.0.1 -t 10 --logfile 

C:\Users\Windows\Desktop\Programs\iperfOVPNVPNwindows.txt 

timeout /t 50 /nobreak) 

IPSec 

for /l %%x in (1, 1, 50) do ( 

C:\Users\Windows\Desktop\Programs\iperf-3.1.3-win64\iperf3.exe -c 

10.9.0.1 -t 10 --logfile 

C:\Users\Windows\Desktop\Programs\iperfIPSecVPNwindows.txt 

timeout /t 50 /nobreak) 

 

 

 

 

 

 

 

 

 

 

 



31 
 

VPN Enablers 

WireGuard Enable 

param ([switch]$Elevated) 

function Check-Admin { 

$currentUser = New-Object Security.Principal.WindowsPrincipal $ 

([Security.Principal.WindowsIdentity]::GetCurrent ()) 

$currentUser.IsInRole 

([Security.Principal.WindowsBuiltinRole]::Administrator) 

} 

if ( (Check-Admin) -eq $false)  { 

if ($elevated) 

{ 

# could not elevate, quit 

} 

else { 

Start-Process powershell.exe -Verb RunAs -ArgumentList ('-noprofile 

-noexit -file "{0}" -elevated' -f 

($myinvocation.MyCommand.Definition)) 

} 

exit 

} 

C:\"Program Files"\WireGuard\wireguard.exe 

$wshell = New-Object -ComObject wscript.shell; 

$wshell.AppActivate ('WireGuard') 

Sleep 2 

$wshell.SendKeys ('~') 

exit 

WireGuard Disable 

TASKKILL /F /IM wireguard.exe 

OpenVPN Enable 

start openvpn-gui.exe --connect HPEOVPN.ovpn 

OpenVPN Disable 

TASKKILL /F /IM openVPN-gui.exe 

TASKKILL /F /IM ovpnagent.exe 

TASKKILL /F /IM openvpn.exe 

IPSec Enable 

rasdial "VPN Connection HPE"  vpnuser VmskjTopeiqYm5ch 

IPSec Disable 

rasdial "VPN Connection HPE" /DISCONNECT
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APPENDIX C – iPerf scripts on macOS 

The scripts to run iPerf were similar to the Linux ones but adapted for macOS, the scheduling was 

handled in a similar fashion as all other OSs but with the built-in scheduling tool Automator Workflows. 

The VPN enablers on macOS was also handled by the Automator Workflow application.  

No VPN 

#!/bin/bash 

sudo /Users/macOS/Desktop/MacOS/iperf3 -c 10.1.0.101 -t 10 >> 

/Users/macOS/Desktop/MacOS/iperftests/iperfnoVPNmac 

OpenVPN 

#!/bin/bash 

sudo /Users/macOS/Desktop/MacOS/iperf3 -c 10.8.0.1 -t 10 >> 

/Users/macOS/Desktop/MacOS/iperftests/iperfovpnVPNmac 

WireGuard 

#!/bin/bash 

sudo /Users/macOS/Desktop/MacOS/iperf3 -c 10.10.1.1 -t 10 >> 

/Users/macOS/Desktop/MacOS/iperftests/iperfWGVPNmac 

IPSec 

#!/bin/bash 

sudo /Users/macOS/Desktop/MacOS/iperf3 -c 10.9.0.1 -t 10 >> 

/Users/macOS/Desktop/MacOS/iperftests/iperfIPSecVPNmac 

 


