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Abstract 
 

The aim of this research was to test the JavaScript library React and framework AngularJS 
against each other in regard of the response time of the validation and validation 
robustness. The experiments in this work were performed to support developers in their 
decision making regarding which library or framework to use. There are many other aspects 
to consider when choosing which library or framework to develop in other than the security 
and response time related aspects mentioned in this work, but this work can, amongst other 
information, give yet another viewpoint to the developers. The results showed that there is 
no difference amongst them security wise, but that it was somewhat faster to validate in a 
React application than in an AngularJS application.  
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1 Introduction 
Today, many people use web applications in their daily life. They can be used for everything 
from writing documents to storing sensitive user information. One common type of 
information to store is, for example, credit card information (Kapodistria, Mitropoulos & 
Douligeris 2011). It is therefore important that the developers who maintain these web 
applications take the right precautions to secure them against different malicious activities. A 
vulnerability will be present in an application if it is possible to perform malicious activities 
on some part of the application, e.g. because of a poorly written code section. 

One specific vulnerability that is mainly related to web applications is the input validation 
vulnerability. Since many web applications lets users submit input to the application and its 
databases, whether it be through a login form or comment section, the applications receive a 
risk of obtaining malicious input. It is therefore important that the fields that accept user input 
are thoroughly validated (Liu & Tan 2006), mainly on the server-side of the application. It is 
important to never restrict the validation to only the client-side, since the client-side validation 
can be bypassed (Brinhosa, Westphall & Westphall 2008). Nevertheless, server-side 
validation takes time. The responsiveness of the web application can therefore be improved by 
letting the client-side validate the inputs at firsthand (Alkhalaf, Bultan & Gallegos 2012). 

This work aims to look at client-side validation since implementing this is becoming more and 
more common (Alkhalaf, Bultan & Gallegos 2012). A problem with the client-side validation 
of today is that it is hard to implement the existing solutions for validation vulnerabilities in a 
standardised way (Sohn & Ryoo 2015). Therefore, this work will compare ready-to-use 
validation techniques for the commonly used framework AngularJS and library React. 

To compare the validation techniques of AngularJS and React, two experiments will be 
performed on a simple web application. The first experiment will run a couple of common 
injection attacks against a minor form on the web applications to check if any false-positives 
or false-negatives occur. This will also eventually rule out some of the attacks for the second 
experiment. The second experiment will run the injection attacks against the web applications 
multiple times with an automated script to measure the approximate time each 
framework/library takes to validate. Here, the amount of inputs will also differ between the 
measurements, to check if there is a significant difference in validation time between simple 
forms with one input and more complex forms with multiple inputs. 
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2 Background 

2.1 Input validation 
One of the most common ways for users to interact with web applications is through the use 
of text input fields. Because of this, a web application must be able to tell the difference 
between correct user input and input that does not match the expected input type. Requiring 
the user to write correct input, in the cases where valid input is required, is also valuable 
(Alkhalaf, Bultan & Gallegos 2012). This can be achieved by using validation. Validation is the 
process that is performed to handle both expected and unexpected input in a proper way (Liu 
& Tan 2006). 

When talking about input validation, there are two situations which should not occur. These 
are false-positives and false-negatives. False-positive means that normal input is interpreted 
as an attack, and false-negative means that attacks are interpreted as normal input (Skaruz 
2009). If the validation stops a valid string when validating, this would be considered as a 
false-positive. If the validation, on the other hand, does not stop a malicious string and thereby 
lets it through when validating, it would be considered a false-negative.  

2.1.1 Vulnerabilities related to input validation 
Four of the ten most common vulnerabilities on the web are related to input validation (Razzaq 
et al. 2013). If a web application is not secured against improper input, it can lead to expensive 
security violations for the organisation. Some attacks that can be triggered when the validation 
is insufficient are cross-site scripting attacks and SQL injections (Razzaq et al. 2013). When 
proper validation is not included in forms on a web site, an attacker could get full access of the 
application’s database (Sadeghian, Zamani & Manaf 2014). This could lead to loss of all three 
of the major security objectives: confidentiality, integrity, and availability (MDN Web Docs 
2019a). 

Vulnerabilities related to input validation occur when adoptions made by a developer can be 
made inaccurate with malicious input. The purpose of this type of input is usually to change 
the behaviour of the application so that it benefits the attacker (Pietraszek & Berghe 2005). 
These types of vulnerabilities could be prevented if the malicious code is detected before it is 
run, which can be achieved with client-side validation in JavaScript (Fraiwan et al. 2012). 

2.1.2 Client- and server-side validation 
The client-side validation can warn the user if the input is incorrect, without having to interact 
with the web server first (Alkhalaf, Bultan & Gallegos 2012). Since no interaction with the web 
server is needed for client-side validation, it will speed up the validation time. This is also an 
important factor, since it decreases the unnecessary waiting time for the users (Alkhalaf, 
Bultan & Gallegos 2012). It is therefore important that the validation time is kept low. 
Nevertheless, it is still important to perform validation on the server too. 

Although, it can be hard to tell the difference of injected JavaScript and legitimate code on the 
client-side, and the security will therefore be heightened by also letting the server control if 
the incoming JavaScript is legitimate or injected (Shahriar & Zulkernine 2011). It is also 
possible to deactivate JavaScript in browsers. If the web application’s only validation lies on 
the client, deactivating JavaScript will make the web application completely unprotected. 
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2.2 Validation threats targeting web applications 
The most critical security vulnerability in web applications is cross-site scripting (Kapodistria, 
Mitropoulus & Douligeris 2011). Besides that, SQL injections are also one of the most common 
attacks on the web (Brinhosa, Westphall & Westphall 2008). Both these attacks can take 
advantage of non-validated inputs in HTML forms to access the database or the source code 
of a web application. 

2.2.1 Cross-site scripting (XSS) 
This sort of attack can be used to perform malicious activities, such as injecting method-calls 
or overriding method definitions in JavaScript (Shahriar & Zulkernine 2011). Although the 
name does not include the term “injection”, this is also a type of injection attack (OWASP 
2018). 

The attacker sends malicious material to a web page and then gets access to data, or adds his 
or her own material to a web page. The web applications that seem to be targeted by XSS 
attacks the most are those which communicate with back-end databases, have login pages, or 
remind the user about forgotten passwords (Kapodistria, Mitropoulus & Douligeris 2011). 

As an illustration, consider a scenario which displays a search field (Figure 2.1). Since it lacks 
validation, it is possible to enter a script instead of a search term. The search phrase is then 
used under the “Search results” headline to remind the user what he or she searched for 
(Figure 2.2). When entering a script in the search field, this will be run by the browser since it 
does not interpret it as simple text, but as an actual script tag (Figure 2.3). 

 
Figure 2.1 A script is entered as the search phrase 

 
Figure 2.2 The script is printed out into the HTML document 
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Figure 2.3 The script will immediately be executed by the browser 

2.2.2 SQL injections 
This type of attack runs SQL queries by manipulating URL variables or fields (Brinhosa, 
Westphall & Westphall 2008). The attack can be described as a manipulation of the data that 
goes through a web application to the database servers, through the web servers, with the 
purpose to change or disclose the data (Sonewar & Thosar 2016). 

As an illustration, consider a scenario that displays a simple login form (Figure 2.4). Since it 
lacks validation, it is possible to enter an SQL injection as password. Consider that the query 
which checks the email and password against the database looks something like this: 

$query = “SELECT * FROM users WHERE email=’” . $email . “‘ AND password=‘“ 
. $password . “‘;”; 

When a benign password is added to the query, it should return one row if the email exists and 
the password is correct. If the above stated SQL injection is entered, it will result in this string: 
“SELECT * FROM users WHERE email=’admin@thissite.com’ AND password=’’ OR 
1=1;--’;”. Since one equals one is always true, this will make the database return the row 
where the email is admin@thissite.com although no password is actually entered (since the 
query will accept either 1=1 or the password check). The two dashes will comment out the rest 
of the query (sometimes, the dashes are replaced with a ‘#’). This will then log in the user of 
the entered email.  

 
Figure 2.4 Simple login form with no validation 

To avoid such behaviour on a web application, proper validation needs to be applied. The 
validation should always be made at the server-side of an application, but can also be done on 
the front-end with JavaScript to avoid unnecessary communication with the server. 
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2.3 JavaScript 
JavaScript is an object scripting language developed by Netscape (Ginda 2006). It can be used 
as an object-oriented, procedural, or functional language, but is mainly an object-oriented 
language. It is best known as a scripting language for web pages, but can be used for other 
things too (MDN Web Docs 2019g). Today, many developers use frameworks or libraries to 
get a standardized way to write code in and to extend the capabilities of JavaScript. Because 
the usage of frameworks and/or libraries is common, this work will focus on the widely used 
framework AngularJS and library React, and how validation can be implemented in these. 

2.3.1 AngularJS 
AngularJS is a JavaScript framework, used to create the client-side of web applications. It is 
maintained by Google and goes by the MIT License (AngularJS 2018d). This license states that 
the software is free to use, as long as the MIT License’s terms and copyright notice is included 
when the software is used (Open Source Initiative n.d.). 

This framework uses a declarative programming language which extends traditional HTML. 
It includes data binding, DOM control structures, support for form validation, grouping of 
HTML code to reusable components and it also attach e.g. DOM event handling (AngularJS 
2018d). This framework has also got built-in functionality for validation. 

AngularJS’ validation is performed using a directive called ngModel. It exists in the ng module, 
which is automatically loaded when an AngularJS application starts. The ngModel binds 
inputs, selects, textareas, etc. to properties on the scope using NgModelController. The 
directive is also responsible of binding the view to the model, providing validation behavior, 
keeping the state of the control, setting related css classes on elements, and registering the 
control with its parent form (AngularJS 2018b). All the mentioned parts of the directive are 
used to perform the input validation. 

The ngModel is added to HTML elements to bind the element to the scope of the application. 
A simple form has been created to illustrate how the ngModel can be used to render validation 
results of an input as the user interacts with it (Figure 2.5). The forms name is “form”, and the 
ngModel of the input is called “email” and is of the type “email”. To check if the user input 
matches the predefined type, the code {{form.email.$valid}} can be used, where 
$valid is the state of the input field. This can return either true or false. There are many other 
states that can be used too, for example $pristine (the field has not been modified yet) or 
$dirty (the field has been modified). With this (quite simple) directive, it is possible to 
perform the basics of validation at least. 

<body> 
  <div ng-app=""> 
    <form name="form" action="index.html" method="post"> 
      <input type="email" name="email" ng-model="email" /> 
    </form> 
  <div> 
    <b>E-mail:</b> {{form.email.$valid}} 
  </div> 
</body> 

 Figure 2.5 Simple code example of ngModel usage 
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2.3.2 React 
React is a JavaScript library which can be used to build user interfaces with reusable 
components (Hunt 2013). It was created by Facebook in 2013 and the source code is open 
source. The project exists on GitHub and welcomes pull requests from independent 
contributors (React GitHub Docs 2019). React is not an MVC (model-view-controller) 
framework, which AngularJS could be described as, but a library that acts as the view in an 
MVC-like environment called Flux (Flux 2015). React is also a library that lets the developer 
build reusable pieces called components (React 2019a). This can be done either by creating 
the pieces as functions or classes. These components can contain props and states which 
describe their characteristics, and the components need to be rendered to the DOM to appear 
in the browser (React 2019a). 

React does not have any built-in functionalities to perform validation, but Constraint 
Validation API (MDN Web Docs 2019b) is usually used together with React. This API will 
therefore be used together with React in this work too. The Constraint Validation API is 
browser-native, which means that the API is already supported by browsers. When using the 
Constraint Validation API nothing has to be installed or downloaded. Note that the Constraint 
Validation API is not specific for the React library - it is an interface in HTML (MDN Web Docs 
2019b). 

To make use of the Constraint Validation API, the ValidityState interface will be used to 
present the reason why certain inputs does not match the validation, and to be able to set 
boundaries for each input. The built-in types of HTML input tags will also be used to validate. 

To illustrate how the validation can look in React, a simple form has been created (Figure 2.6). 
The form contains two inputs - one for an e-mail, and one that is used to submit the form. In 
this example, the input that is used to submit the form will not be enabled until the form is 
valid. 

In React, most elements are built as components. These components all have their own state 
(React 2019c), and to keep track of the entered user input, the value of the email input will be 
added to the form component’s email state (Figure 2.7). The form component will also 

render() { 
  return ( 
    <form style={{display: 'flex', flexDirection: 'column',  
                  width: '150px'}} > 
      <input 
        type="email" 
        name="email" 
        placeholder="E-mail" 
        value={this.state.email} 
        onChange={(e) => this.handleInput(e)} 
      /> 
      <input 
        type="submit" 
        disabled={!this.state.formValid} 
      /> 
    </form> 
  ); 
} 
  
  

 

Figure 2.6 A simple form containing a field of the type “email” 
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contain two other states: emailValid, which is true if the email input contains a valid value, 
and formValid, which is true if all the inputs of the form contain valid values. This is done 
in the form class’ constructor, which is executed when an object is initialized. 

To perform the actual validation, two functions are required. The first function, 
handleInput() (Figure 2.8), handles the input that the user enters, and since the function 
is called “on change”, it will be executed every time the user changes the value of the input. 
This function sets the current state of the input based on the name of the input and its value. 
Then, it runs the second function, validate(). The validity variable keeps track of the 
elements ValidityState, and this will also be sent along into the validate() function. 

As this is a simple illustration with only one input value to examine, it is only the validity of 
the element that will be sent along to the validate() function (Figure 2.9). If the form would 
contain multiple inputs, the parameters of validate() could be extended to also include the 
name and value of the element. A switch could then be implemented inside the function to 
decide what to do and when to do it. 

As of now, we will only control if the state emailValid should be true or false based on the 
value of validity.valid. This is where ValidityState, and therefore the Constraint 
Validation API, comes to use - if the entered user input does not match the previously defined 
type “email”, the ValidityState of the element will have the value validity = false. If the 
input matches the predefined type, it will have the value true. Based on this, we will then set 
the form’s states emailValid and formValid. Since this illustration only contains one 
input, the formValid state will always be the same as the emailValid state. 

constructor(props) { 
  super(props); 
  
  this.state = { 
    email: '', 
    emailValid: false, 
    formValid: false 
  } 
} 
 

handleInput(e) { 
  const name = e.target.name; 
  const value = e.target.value; 
  const validity = e.target.validity; 
  
  this.setState( 
    { [name]: value }, 
    () => { this.validate(validity) } 
  ); 
} 
 

Figure 2.7 The form component contains three 
states: email, emailValid and formValid 

Figure 2.8 The form’s state is updated and 
the validate() function is executed 
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When taking advantage of React’s component states, it is possible to keep track of both every 
input’s own state and the state of the entire form. By using the ValidityState interface to 
determine the component’s states, the developer does not have to write their own regular 
expressions to validate the user input and update the states. The states can, as in this 
illustration, be used to block the user from submitting the form if it is not correctly filled in. 
This is done by disabling the submit input until the whole form is valid (Figure 2.6).  

validate(validity) { 
  let emailValid = this.state.emailValid; 
  emailValid = (validity.valid) ? true : false; 
  
  this.setState( 
    { emailValid: emailValid, 
       formValid: emailValid } 
  ); 
} 
 
Figure 2.9 The form’s state is changed based on the 

ValidityState of the element 
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3 Problem and hypothesis  
In this day and age, more and more web applications are being used. The problem with web 
applications becoming increasingly common is that they often become victims of attackers 
(Scholte et al. 2012). The security issues that web applications are exposed to are mostly 
command injections (Jourdan 2008). These issues exploit some prominent vulnerabilities 
related to application-level input validation. Therefore, these vulnerabilities require extra 
attention to protect web applications (Pietraszek & Berghe 2005). 

The negative impact related to security vulnerabilities increases in line with the increasing 
usage of web applications. This is why SQL injections, among other attacks, still is one of the 
most dangerous vulnerabilities on the web (Sadeghian, Zamani & Manaf 2014), as it already 
was several years ago (Jourdan 2008). 

Another attack that is approximately as common as SQL injections is cross-site scripting, often 
shortened as XSS (Scholte et al. 2012). An important part of software security is therefore to 
handle non-reliable input in a secure way, but this is a matter that is rarely brought up by 
security researchers (Jourdan 2008). 

As mentioned earlier, it is increasingly common that the validation of web applications is 
performed on the client-side (Alkhalaf, Bultan & Gallegos 2012). JavaScript is often used since 
it is a very popular programming language; mainly because of its dynamics and tolerance. 
Unfortunately, this introduces challenges for developers in their work to write high-quality 
code. An example of this is the dynamic loading of code, which increases the risk of malicious 
injections (Andreasen et. al 2017). 

3.1  Problem statement 
The problem is that the existing solutions for injection attacks (validation and sanitization) 
are hard to implement in a standardised way. It is currently up to each developer to decide 
what is, and what is not, correct input. Since it can be hard to address all potential 
vulnerabilities, this often leads to developers “forgetting” to implement correct sanitization or 
simply end up with bad sanitization (Sohn & Ryoo 2015). This will make it possible for 
injection attacks to increase in line with the amount of web applications that exist (Sadeghian, 
Zamani & Manaf 2014), but there are JavaScript frameworks/libraries that focus on or contain 
built-in validation. Because of this, some of these JavaScript frameworks/libraries can 
advantageously be examined with the motivation that it could make it easier for developers 
when producing validation. 

This work will focus on client-side validation because it is common that this also is 
implemented today, mainly because incorrect user input does not have to create unnecessary 
communication with the web server when using it (Alkhalaf, Bultan & Gallegos 2012). Server-
side validation will not be implemented in this work although it is required in real applications 
(Shahriar & Zulkernine 2011), since it should be possible to notice if the client-side validation 
did not stop any particular attack. 

3.2 Goal and objectives 
The goal of this work is to evaluate which of the commonly used JavaScript 
frameworks/libraries AngularJS or React is most suitable to use in web applications. The 
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suitability refers to accuracy; how robust AngularJS’ and React’ validation is against a number 
of common malicious injections, and also how fast they can validate. The client-side validation 
is mainly used to avoid unnecessary communication with the web server and having to reload 
the web page, which takes unnecessary waiting time from the user (Alkhalaf, Bultan & Gallegos 
2012). It is therefore required that the frameworks/libraries can manage to deliver 
discretionary fast responses. By measuring both the time it takes for AngularJS and React to 
validate user input and by also looking at the accuracy of the validation, this work can act as a 
foundation for developers and companies when making decisions about whether to focus on 
faster responses or more secure handling of inputs. 

This work aims to answer the following questions: 

• Which one of AngularJS or React performs best in terms of response time of the 
validation? 

• Are both AngularJS and React able to perform validation on a form which contains 
multiple inputs without any noticeable delay compared to a form which only contains 
one input? 

• Which one of AngularJS or React performs best in terms of the amount of false-
positives and false-negatives that appears when validating? 

• Do both AngularJS and React have the functionality to block the SQL injections and 
cross-site scripting attacks that are going to be executed in this work? 

• Is there any difference in the response time of the validation depending on what type 
of input that is being validated? 

• Is there any difference in the response time of the validation between AngularJS and 
React when the value of the input that is being validated is large? 

To answer these questions, a set of objectives have been composed. These objectives will also 
lie as the basis for the implementation of the work’s applications and are the following: 

1. Create one application written in React and one in AngularJS. The applications should 
only contain a form with a set of inputs and an input of the type “submit”, and should 
therefore also be identical appearance-wise 

2. Write scripts in Tampermonkey to collect the validation time from the applications. 
These scripts will also cooperate with the application’s source code to make the form 
creation dynamic in the cases that this is necessary 

3. Collect the validation time for both AngularJS and React when validating a form with 
only one input of a certain type 

4. Collect the validation time for both AngularJS and React when validating a form with 
multiple inputs of different types - this scenario will represent the average time it takes 
for AngularJS and React to validate any form 

5. Write attack test cases and test them against the applications. One test case should 
contain one common attack and should target one specific input type 

3.3  Hypothesis 
There are three hypotheses for this work: 

• There is no significant difference between validating with AngularJS and React in 
terms of the response time of the validation 

• AngularJS and React are able to validate multiple inputs without any noticeable delay 
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• AngularJS and React have the same potential to protect against SQL injections and 
cross-site scripting attacks in terms of unexpected errors (like false-positives and false-
negatives) 
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4 Methodology 
An experiment is performed when someone wants to be able to have control over certain 
situations and manipulate behaviours in a direct, precise, and systematic way. Experiments 
can be performed in situations where it is possible to control who uses something when, and 
how it is used. This can, for example, be performed in laboratories under controlled 
circumstances where different events are organised to simulate their origin in the real world 
(Wohlin et al. 2012). Because of this, the methodology in this work will consist of an 
experiment. A controlled environment is required to be able to compare different 
frameworks/libraries against each other under the same prerequisites in, as mentioned 
earlier, a direct, precise, and systematic way. In many related publications the researchers also 
perform experiments in similar situations (Peitraszek & Berghe 2005; Brinhosa, Westphall & 
Westphall 2008; Razzaq et al. 2013; Fraiwan et al. 2013). Although much of the research 
regarding validation focuses on validation on the server-side, and often includes input 
vulnerability detection and not prevention, the same methodologies can be used to evaluate 
validation on the client-side.  

The experiment in this work will be quantitative. Quantitative methodologies are performed 
to understand how something is constructed, built, or how it works. The goal with this method 
is to develop models, theories, and hypotheses that are based in natural phenomenons 
(Berndtsson et al. 2008). The goal with this work is to examine which JavaScript 
framework/library that performs best in terms of response time and correctness with focus on 
the validation. 

Although an experiment is a good methodology to choose when the research should be 
performed in a controlled environment, it can lead to high costs (Wohlin et al. 2012). To 
perform an experiment, an investigation needs to be carried out and a certain amount of 
resources will also be needed. If the experiment is extensive, the investigation will have to be 
thorough and a lot of resources will be needed. This can lead to high costs compared to, for 
example, case studies. When a case study is performed, it also often leads to some kind of 
product that can be retailed, which does not happen in experiments. In experiments, the 
“product” is mostly experience or knowledge, which cannot refund the money spent on the 
experiment in the same way as a product that can be retailed can do (Wohlin et al. 2012). 
Nevertheless, some researchers propose prototypes or methods in their publications which 
they perform the experiment on (Pietraszek & Berghe 2005; Brinhosa, Westphall & Westphall 
2008; Bangre & Jaiswal 2012; Razzaq et al. 2013). Especially the prototypes could be further 
developed into products with commercial value. By doing this, the cost spent on the 
experiment could be returned in the long run. 

Another issue with experiments is that they are not always fully reliable; just because a 
hypothesis has been verified, it does not prove that the hypothesis is the actual truth. There 
can be other factors in the experiment environment or undetected errors in the measurements 
affecting the final result, which leads to the experiment not being fully reliable (Berndtsson et 
al. 2008). Some researchers acknowledge this issue indirectly by proposing further research 
which could be performed, other than the experiments they have already made (Pietraszek & 
Berghe 2005; Brinhosa, Westphall & Westphall 2008; Bangre & Jaiswal 2012; Razzaq et al. 
2013). By acknowledging this, the researchers imply that the results they have derived are not 
fully reliable since the experiment is focused and has not explored all situations. They do not 
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solve this problem with experiments, but the reliability of the experiment is at least 
acknowledged. 

4.1 Metrics 
There are three metrics that are going to be evaluated in this experiment. The first metric is 
validation-time, which will measure the time it takes from when the user submits the form to 
when the validation is done and the user gets a response. It will be measured in time units and 
the difference will be evaluated with an Anova test if necessary. This is a metric that has been 
utilized in related work. As an example, in one of these publications, the researchers measure 
both the response time and overhead of an injection prevention and detection tool (Pietraszek 
& Berghe 2005). Nevertheless, this work will focus on the response time of the validation for 
AngularJS and React and not on any eventual overhead. 

The second metric is the tolerance of the validation. In this work, tolerance refers to the 
frameworks’/libraries’ ability to validate multiple inputs at once. There should not be any 
noticeable difference, in both time and accuracy (in terms of false-positives and false-
negatives), when validating a form with only one input (Figure 4.1) compared to a more 
complex form with multiple inputs (Figure 4.2). This will also be evaluated with an Anova test 
if necessary. The last metric is accuracy. In this case, the amount of false-positives and false-
negatives will be evaluated, if there are any. 

 
Figure 4.1 A form with only one input of the type “text” 

 
Figure 4.2 A form with multiple inputs of different types 
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To measure these metrics, some automated scripts will be written to run different SQL 
injections and XSS attacks against a web page containing a form. There will be two different 
web pages: one written with AngularJS and one written with React. The one written in 
AngularJS will be validated with the built-in validation functionalities in AngularJS. The web 
page containing React will validate with the help of the Constraint Validation API. 

The last metric will be measured with the help of a similar script as the other metrics. A set of 
test cases will be written beforehand, and the attack string (or benign input) from each test 
case will be inserted to the script and executed against the applications. To collect the data 
needed to evaluate the results of the experiment, a file will be saved which will contain the 
input type that is currently being examined, and a boolean which will state the success of the 
submission of the form. 

Every test case will include one malicious or benign input value and target one input in a form. 
To be able to measure and compare how well the different validation techniques prevent the 
different attacks, multiple different types of both XSS attacks and SQL injections will be 
executed against both applications. The way of evaluating the accuracy metric (with test cases) 
has been chosen since researchers in other publications also test the strength of different 
validation techniques by inserting malicious (and sometimes benign) input into a form’s fields 
(Pietraszek & Berghe 2005; Brinhosa, Westphall & Westphall 2008; Razzaq et al. 2013; 
Fraiwan et al. 2013). 

To measure whether the validation successfully prevented the attacks or not, a table will be 
used to fill out the results of the entered input (Table 1). By doing this, it is possible to compare 
how well the validation accuracy of both AngularJS and React performs by contrasting the two 
tables. This will be done before the rest of the experiments are performed, in case that some 
malicious or benign input will not be able to use for the latter experiment. 

Table 1 Example table of hypothetical results derived from an accuracy experiment 

Attack Prevented False-positive False-negative 
ExampleXSS 1 No No Yes 
ExampleXSS 2 Yes No No 
ExampleSQLI 1 Yes No No 
ExampleSQLI 2 No No Yes 
ExampleBenign 1 Yes Yes No 
ExampleBenign 2 No No No 

 

4.2 Alternative methodology 
An alternative methodology to this work could be to perform a case study, where users get to 
test to submit some forms on applications built with AngularJS or React. In the case study it 
is also possible to observe how the users interpret what type of input they are supposed to 
enter in the forms, and also how they interpret eventual error messages that occur when the 
user input is not correct. This, on the other hand, leans more towards user experience design 
than pure web development with focus on the programming aspect. 
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To measure how well AngularJS’ and React’s validation perform, a user study could be 
performed to complement the case study. The users would then get to try to fill out the forms 
in the applications and later on answer a poll about how they experienced the different 
applications. The poll’s questions could then include how the users experienced the waiting 
time while the application was validating the input and if there where any false-positives (if 
correct user input got blocked by the validation). Nevertheless, it could be hard to measure if 
there are any false-negatives or not. The users would then have to be familiar with exploits on 
the web. 

4.3 Research ethics 
Something that could violate the research ethics is in case JavaScript frameworks/libraries 
without open source code are used. It is therefore important to check that the 
frameworks/libraries that are used does not have any particular restrictions when it comes to 
usage of them. The web application that is going to be created will not contain anything that 
can go against any eventual copyright laws either. 

The amount of measurements can affect the validity of the analysis. If there are too few 
measurements to analyse, one should be careful to talk about patterns in the data (Wohlin et 
al. 2012). It is therefore important to have in mind that a certain amount of measurements 
have to be performed to get acceptable values for the future analysis. 

Other than this, it is important that the work is replicable. This is important since it is easier 
to trust the result in a replicable work than in a non-replicable. If a work is being performed 
and documented in a correct manner, a replication of the work should lead to approximately 
the same results (Wohlin et al. 2012). 
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5  Related work 
There are many publications that relate to this work. Most of these publications discuss and 
present different attack detection/prevention tools and techniques for input vulnerabilities in 
web applications. Many of the authors have chosen to test these tools and techniques against 
SQL injections and cross-site scripting attacks, and many of them also stresses the importance 
of secure handling of user input. Input validation is therefore a large issue raised in many of 
the publications. Nevertheless, almost no publications have been looking into common, 
practical ways to implement input validation on the client-side. Because of this, this work will 
bring a new light to the input validation vulnerability research. 

Pietraszek and Berghe (2005) introduces a method to detect and prevent injection attacks in 
their publication. It is called CSSE, which stands for Context-Sensitive String Evaluation. This 
is a technique which determines and executes the checks that ensure that there is a strict 
channel separation in the output expressions. By doing this, it is possible to ensure that when 
an output expression is executed, CSSE is able to intercept that execution. The CSSE method 
is not tied to any particular platform, but the authors chose to try the method on a PHP 
application. They designed the prototype without analyzing the source code of the application, 
and instead determined a set of string operations and input/output vectors based on the 
general knowledge of the application. Seven attacks where then designed based on the 
vulnerabilities of the database. 

First, they tried to execute the attacks without CSSE enabled to control that the attacks 
succeeded. Later on, they tried to execute the same attacks with CSSE enabled. The prototype 
was able to prevent six of the seven attacks, but when they instrumented an additional string 
function, the seventh attack was also prevented. When analyzing the source code of the 
application, they found out that their prototype would prevent known cross-site scripting 
attacks as well, and that false-positives and false-negatives could occur in three scenarios; 
when incomplete or incorrect implementations or invalid assumptions have been made. 
Besides this experiment, they also looked at the run-time of the method (how CSSE impacted 
the performance of PHP) by doing five tests of the execution time and by looking at the 
overhead caused by the CSSE method. This work will also focus on the run-time of AngularJS’ 
and React’s validation much like they do in this publication, but will not look at the overhead. 
This publication is also more aimed at server-side validation, while this work will focus on 
validation on the client-side. 

Brinhosa, Westphall and Westphall (2008) proposes a framework which validates user input 
before an application starts to execute, much like this work will do. This publication focuses 
on four different kinds of attacks: cross-site scripting, SQL injections, hidden field 
manipulations, and buffer overflows. The framework contains an XML schema, an XML file, 
a server mechanism for input validation, and an application. The XML schema and file defines 
the valid XML specifications for the framework and the valid inputs for the required fields, 
respectively, and the server mechanism validates the user input according to the XML schema. 
The application was created with HTML and PHP, and it contains a simple HTML form with 
fields for a name, e-mail, subject, and message. To test the framework, they insert malicious 
inputs to the fields, and when analyzing the results they find out that none of the malicious 
strings got through the validation. This publication is, much like the previous publication, 
focusing on input validation on the server-side. They are also using XML to validate, while this 
work will focus on validation written in JavaScript. 
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Bangre and Jaiswal (2012) proposes a technique which counts the number of parameters in 
an SQL query and compares them to a dynamically generated count value to see if an SQL 
injection attack has occurred. They base this research on the flaws that the front-end input 
validation can lead to. According to them, various attacks against a web application’s database 
can occur because of poor input validation logic. This publication mainly focuses on SQL 
injections and does not bring up cross-site scripting, which many other publications, and also 
this work, does.  

Razzaq et al. (2013) performed a similar experiment as the one that is going to be performed 
in this work. Although they evaluate a method for detecting and classifying web application 
attacks (SQL injections and cross-site scripting attacks), much of the experiment can be used 
to evaluate methods which are designed to prevent web application attacks too. Their first 
experiment evaluates the system performance using a tool called JMeter. Here, both the 
maximum throughput and response time of the system are measured. This work will not look 
at the maximum throughput, but will measure the response-time of the different applications’ 
validation. 

In their next experiment, they designed a set of test cases which are used for the SQL injection 
and cross-site scripting attacks. The test cases include pre-conditions, execution steps, attack 
vectors, and a post-condition. In this work, the test cases will be generated in a similar way, 
although the pre-conditions and execution steps are not fully necessary in the simple 
environment that will be used in this work. For each test-case there will be exactly one 
malicious or benign input, and the post-condition will be defined based on the type of field 
that the input will be tested against. While testing this metric, which would be the accuracy 
metric in this work, they also looked at the amount of false-positives and false-negatives that 
occur. 
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6  Experiment plan 

6.1 Literature study 
To create a development environment for a React application (called react-app), Node.js first 
has to be installed on the computer. It is possible to include React by a script-tag, but most 
react-apps are run with a server and therefore Node.js was used for this application. For this 
work version 10.15.1 was used, but anything higher than version 6 is enough (React 2019b). 
To create a react-app the software registry npm is also a requirement. In the tutorial, they 
recommend the developer to at least have version 5.2, and in this work version 6.4.1 was used 
(React 2019b). 

To host the AngularJS application, XAMPP was used. XAMPP is an Apache distribution which 
contains PHP, MariaDB, and Perl (Apache Friends 2019b). The reason why this is needed is 
because the application performs an XMLHttpRequest that gets blocked by the CORS policy 
if it is executed locally (MDN Web Docs 2019c). To install XAMPP for Mac OS X, all that has 
to be done is to download the DMG-image and double click it to install (Apache Friends 
2019a).   

Both AngularJS and React can be implemented in a component-based manner. The 
components represent small, possibly reusable pieces of logic, behaviour and interface 
elements (Derick Bailey 2015). Although they are pretty similar regarding the components, 
AngularJS applies the Model-View-Whatever (MVW) architecture, although it leans a lot 
towards the Model-View-Controller (MVC) architecture (Beyond Java 2017), while React uses 
FLUX (Flux 2019). The MVC architecture separates the logic (model), interface elements 
(view), and behaviour (controller) of the application, while the FLUX architecture consists of 
a dispatcher, stores, and views, where the views are the React components. This architecture 
should not be mistaken for MVC (Flux 2019) since the controllers actually are controller-views 
in FLUX. The dispatcher’s helper methods can also be seen as a fourth part of the FLUX update 
cycle (Flux 2019). These helper methods do not exist in an MVC architecture. 

The applications will not contain anything else but the form that is going to be investigated at 
the moment. The reason for this is that it should be possible to get as correct and trustworthy 
data as possible from the collected measurements, without any possible disturbances from 
other elements in the application. In a real life environment, this would not occur since almost 
all forms that exist in real web applications are embedded in a context and not on their own, 
but since these applications are going to be used to perform experiments on, it is appropriate 
to not include any possible disturbances in the application. It is the pure validation time that 
is going to be measured in this work, and all other disturbances will be disregarded in the 
experiments. 

The knowledge required to implement the applications in both AngularJS and React did not 
exist when starting this work. All knowledge has been acquired along the way by reading 
guides and books on both AngularJS (Williamson 2015; Freeman 2014) and React 
(Chinnathambi 2018; Thomas 2018), watching tutorials, and by getting tips from other people, 
both online and in the real world. The only knowledge that existed before this work started 
was how to write vanilla JavaScript in a procedural way. Therefore, it has been somewhat of a 
challenge to adapt to the thinking behind these applications, which are built up using 
components. 
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The inspiration to the experiments was taken from Razzaq et al. (2013). In their publication 
they design a set of test cases with corresponding attack strings and run them against inputs 
in an application. They do this with both SQL injections and cross-site scripting attacks and 
calculate a detection rate based on how many attacks their IDS finds. Besides this, they also 
look at the run-time for the validation. Although, the validation time will have a larger part in 
this work than it has in the publication by Razzaq et al. (2013), and we will calculate a 
prevention rate instead of a detection rate. 

6.2 Implementation 
To perform the pilot study, two applications were implemented. One of the applications is 
created with AngularJS and the other one is created with React. The applications are supposed 
to look exactly the same to make the experiments as accurate as possible. There should be 
nothing in any of the applications that can cause any disturbances in a way that the other 
application does not have. 

The whole source code of all things related to this work can be found in a GitHub repository. 
There, it is also possible to follow the steps of the implementation through the repository’s 
commits. These commits will be used as footnote references in chapter 6.3 Progression. The 
repository can be found at https://github.com/c16linst/examensarbete. 

6.2.1 React 
It is common to take advantage of components when creating applications with React (React 
2019a). Therefore, this application is created in such a manner. First off, there is the App 
component which simply returns a Form component. The Form component is the largest 
component in the application, since it handles a lot of logic. 

To display content in a React application, the render() function should be used (React 
2019c). In the render() function of the Form component (Figure 6.1) a form with the 
noValidate attribute (MDN Web Docs 2019h) is returned. This attribute is crucial to this 
work, since we do not want the form to validate when the submit button is clicked. The 
checkValidity() function (MDN Web Docs 2019e) will be called in the handleSubmit() 
function instead so that start and stop times can be added to measure the total validation time. 

The table in the form is only used to make the form easier to look at. By using a table, it is 
possible to make the form evenly spaced in an easy way. Inside the table the 
renderTableRows() function will be used to create the table rows based on a matrix, which 
will be explained further on. 

 

 

 

 

 

https://github.com/c16linst/examensarbete
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The handleSubmit() function (Figure 6.2) is used to perform the manual validation in the 
React application. Here, the form element is retrieved and the checkValidity() function 
is executed on it. This function makes a check of the element’s validity attribute and returns 
true if it is valid, and false if it is invalid (MDN Web Docs 2019e). If the form is valid, the form 
will be submitted and a stop time will be saved to local storage. If the form is invalid, the stop 
time will still be saved and the page will be reloaded, but  an actual submission of the form will 
not be executed. The reason to why the page will still be reloaded is so that the script will be 
re-run. 

 

render() { 
  let width = '160px'; 
  if(this.props.type === 'search') width = '168px'; 
  
  if(this.props.type === 'submit') { 
    return ( 
      <input 
        type="submit" 
        id="submit-form" 
        value="Submit" 
        onClick={(e) => this.props.handleSubmit(e)} 
      /> 
    ); 
  } else { 
    return ( 
      <input 
        type={this.props.type} 
        name={this.props.type} 
        placeholder={this.props.placeholder} 
        value={this.state.name} 
        onChange={(e) => this.handleInput(e)} 
        style={{width: width}} 
        required 
      /> 
    ); 
  } 
} 
 

Figure 6.1 The render() function 

handleSubmit(e) { 
  e.preventDefault(); 
  localStorage.setItem('StartTime', performance.now()); 
  
  // Manual validation is performed when pressing the submit button 
  let form = this.formRef.current; 
  if(form.checkValidity()) { 
    console.log('The form was submitted'); 
    form.submit(); 
    localStorage.setItem('StopTime', performance.now()); 
  } else { 
    console.log('The form was declined'); 
    localStorage.setItem('StopTime', performance.now()); 
    window.location.reload(); 
  } 
} 
 

Figure 6.2 The handleSubmit() function 
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The renderTableRows() function (Figure 6.3) is the only function where any variables 
should be altered before running the application. The variable formsAmount defines how 
many forms the application should generate, and by that, also how many times the script will 
iterate. The boolean simpleForm defines what type of form the application should generate. 
If it is set to true, the application will generate a form with only one input each time it is 
reloaded. If it is set to false, the application will instead generate a form with a “random” 
amount of inputs where the inputs will have a “randomly” picked type. None of these are 
actually completely random, since both the amount of inputs and their types originate in two 
large arrays of numbers. This particular way of implementation was chosen so that the work 
will be easier to replicate. 

When these variables are set, the function continues to save the formsAmount and 
simpleForm values to local storage. This is done so that the Tampermonkey script later on 
can read what we set the variables to. Then, the function creates the formsMatrix and uses 
it to create the forms filled with input elements, which later end up in the forms array. To 
determine which of the forms in the forms array to use, an integer (formIndex) is retrieved 
from local storage and used to select the current form from the array. 

The dynamic forms are created in the function createFormsMatrix(), where both the 
forms and their corresponding inputs are added to a matrix (Figure 6.4). They are not added 
as elements from the beginning, but as integers which represent form sizes and input types. 
The variable inputType comes from another file, which contains 10.000 numbers ranging 
from 1 to 10. Each of the numbers represent one specific input type (1 represents “text”, 2 
represents “email”, etc.). The variable inputAmount also originates from another file, similar 

renderTableRows() { 
  // !!!! formsAmount & simpleForm are the only 
  //      variables that should be changed 
  // -formsAmount: Sets the amount of different forms that should exist 
  // -simpleForm: If true, the form will only contain one input at a time 
  // and will loop through all input types 
  const formsAmount = 10; 
  const simpleForm = true; 
  
  localStorage.setItem('FormsAmount', formsAmount); 
  
  var formsMatrix; 
  if(simpleForm) formsMatrix = this.createSimpleFormsMatrix(formsAmount) 
  else formsMatrix = this.createFormsMatrix(formsAmount); 
  
  const forms = this.generateTableRows(formsMatrix); 
  
  // formIndex will be set in the TamperMonkey script 
  var formIndex = localStorage.getItem('FormIndex'); 
  if(formIndex === null || formIndex === '') formIndex = 0; 
  
  // Tell the GreasyMonkey script that this is a simple form 
  if(simpleForm) localStorage.setItem('SimpleForm', true); 
  else localStorage.setItem('SimpleForm', false); 
  
  // The forms array contains a set of TableRows at index formIndex 
  return forms[formIndex]; 
} 
 

Figure 6.3 The renderTableRows() function 
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to inputType. However, this file contains numbers ranging from 1 to 20. These numbers 
represent how many inputs there will be in each form. The parameter amount specifies how 
many forms there will be in the matrix. An example of the matrix can be seen in Figure 6.5. 

 

 
After the formsMatrix has been created, the actual input elements are created in the 
function generateTableRows() (Figure 6.6). The function starts by looping through the 
matrix and checking if the current form is an array, which would mean it is a dynamic form. 
Then it loops through the current form and an object (inputObject) is created based on the 
current input type number and the corresponding place in the inputTypes array (Appendix 
A). A TableRow component is then created, where the element’s attributes are dynamically 
assigned based on inputObject. All TableRow components are pushed to the tableRows 

createFormsMatrix(amount) { 
  var type = inputType; 
  var formsMatrix = []; 
  
  for(let i = 0; i < amount; i++) { 
    formsMatrix.push(inputAmount[i]); 
  
    var inputs = []; 
    for(let y = 0; y < inputAmount[i]; y++) { 
      inputs[y] = type[y]; 
      formsMatrix[i] = inputs; 
  
      type.shift(); 
    } 
  } 
  
  return formsMatrix; 
} 
 

Figure 6.4 The createFormsMatrix() function 

Figure 6.5 How formsMatrix looks when amount is set to 10 
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array, which in the end of the function is added to the forms array. Now there exists a matrix 
which contains input elements instead of just integers (Figure 6.7). 

 

 

 
The simple form is created in a similar manner as the dynamic form, but it has its own 
formsMatrix. This function, createSimpleFormsMatrix() (Figure 6.8), simply adds 
the number 1 to each spot in the formsMatrix array. The size of formsMatrix is based on 
the amount parameter, just like when creating the dynamic form. Since every spot in the 
formsMatrix will contain the number 1, the size of all forms will be 1 (Figure 6.9). Then, a 
number from the range 1 to 10 is added to each of the arrays in formsMatrix. This specifies 
that every form will have exactly one input, and all input types will be assigned in order. 

 

 

 

formsMatrix.forEach(function(form, i) { 
  if(form.length > 0) { 
    formSize.push(form.length); 
  
    // FormSize will be used to evaluate if the form's 
    // size makes a difference in the validation time 
    localStorage.setItem('FormSize', JSON.stringify(formSize)); 
  
    form.forEach(function(type, index) { 
      var inputObject = inputTypes[type-1]; 
  
      tableRows.push( 
        <TableRow 
          key={'input' + index} 
          type={inputObject.type} 
          placeholder={inputObject.placeholder} 
          label={inputObject.label} /> 
      ); 
    }); 
  ... 
 
Figure 6.6 Extract form the generateTableRows() function 

Figure 6.7 The forms matrix contains input elements 
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When accessing the next function, generateTableRows(), we will end up in the else-
statement when looking at the size of forms (Figure 6.10). Instead of looping through the 
inner array (forms), which now only contains an array with one item, we will immediately 
create the inputObject to dynamically generate the TableRow component. Each form will 
now only contain one input element (Figure 6.11), compared to the previous example where 
each form could contain up to 20 input elements. 

createSimpleFormsMatrix(amount) { 
  var index = 1; 
  var formsMatrix = []; 
  
  for(let i = 0; i < amount; i++) { 
    formsMatrix.push(1); 
    formsMatrix[i] = index; 
  
    if(index < 10) index++; 
    else index = 1; 
  } 
  
  return formsMatrix; 
} 

Figure 6.8 The createSimpleFormsMatrix() function 

Figure 6.9 How formsMatrix looks like after 
generateSimpleFormsMatrix() is executed and amount is set to 10 

} else { 
  var inputObject = inputTypes[form-1]; 
  
  tableRows.push( 
    <TableRow 
      key={'input' + i} 
      type={inputObject.type} 
      placeholder={inputObject.placeholder} 
      label={inputObject.label} /> 
  ); 
  
  // InputType will be used to evaluate if the input's 
  // type makes a difference in the validation time 
  types.push(inputObject.type); 
  localStorage.setItem('InputType', JSON.stringify(types)); 
} 
 

Figure 6.10 Extract from the generateTableRows() function 
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The TableRow component only consists of a render() function (Figure 6.12). Its main 
purpose is therefore to render a table row. In the table row there exists an Input component 
and a label for that input. Many of the attributes in the elements are derived from the 
component’s props, which are defined where the TableRow components are instantiated (in 
the generateTableRows() function in Figure 6.6 or Figure 6.10). 

 
The Input component consists of a constructor (Figure 6.13), a render() function (Figure 
6.14), and a function which handles inputs (Figure 6.15). In the constructor a set of states are 

Figure 6.11  How forms looks after  generateSimpleFormsMatrix() 
and generateTableRows() are executed and amount is set to 10 

class TableRow extends Component { 
  render() { 
    let id = this.props.type; 
    if(id === 'datetime-local') id = 'date'; 
  
    return ( 
      <tr> 
        <td> 
          <label 
            htmlFor={this.props.type} 
            style={{display: 'inline-block', width: '120px', fontWeight:  
                             'bold'}} > 
            {this.props.label}: 
          </label> 
        </td> 
        <td> 
          <Input 
            id={id} 
            type={this.props.type} 
            placeholder={this.props.placeholder} /> 
  
        </td> 
      </tr> 
    ); 
  } 
} 
 

Figure 6.12 The TableRow component renders a tr element  
containing a label element and an Input component 
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defined, which will contain the input that the user (or in this case, the script) types into the 
input element. 

 
The render() function (Figure 6.14) returns an HTML input element, but there is a special 
case that needs to be regarded - whether the input is a “regular” input (where a user can type 
something in) or if it is a submit input. To determine this, we look at the prop type that is 
sent in to the component. If the value of type is “submit”, an input of the type submit with 
the handleSubmit() function attached to it will be returned. If the value of type is 
something else, an assumption can be made that it is one of the inputs that are going to be 
used to enter input values from the script. Some other attributes are therefore set to it, and the 
handleInput() function is also attached to it. 

 

 

 

 

 

 

 

 

 

constructor(props) { 
  super(props); 
  
  this.state = { 
    username: '', 
    email: '', 
    tel: '', 
    url: '', 
    number: '', 
    password: '', 
    date: '', 
    month: '', 
    week: '', 
    search: '' 
  } 
} 
  
 Figure 6.13 The input values will be assigned to 

the Input component’s state 
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The handleInput() function (Figure 6.15) takes care of the values that the user (or in this 
case, the script) enters into the input fields. An event is sent in as a parameter to the function, 
and the current name and value of the input is derived from it. The component’s state is then 
set according to the values. 

 

6.2.2 AngularJS 
The AngularJS application is created using only one component; customForm. This 
component takes in the constants INPUT_AMOUNT (an array of numbers declaring the amount 
of inputs each form should have), INPUT_TYPE (an array of numbers between 1 to 10 that 
represent the input type), and INPUT_TYPES (an array of input objects which correlate to the 
numbers in INPUT_TYPE). 

render() { 
  let width = '160px'; 
  if(this.props.type === 'search') width = '168px'; 
  
  if(this.props.type === 'submit') { 
    return ( 
      <input 
        type="submit" 
        id="submit-form" 
        value="Submit" 
        onClick={(e) => this.props.handleSubmit(e)} 
      /> 
    ); 
  } else { 
    return ( 
      <input 
        type={this.props.type} 
        name={this.props.type} 
        placeholder={this.props.placeholder} 
        value={this.state.name} 
        onChange={(e) => this.handleInput(e)} 
        style={{width: width}} 
        required 
      /> 
    );   
  } 
} 
  
  
 Figure 6.14 The Input component renders an input 

element based on the value of the prop type 
 

handleInput(e) { 
  const name = e.target.name; 
  const value = e.target.value; 
  
  this.setState({ [name]: value }); 
} 
  
 Figure 6.15 The handleInput() function sets the state of 

the component based on the values of the input fields 
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The first thing that happens in the component’s controller is that two variables are retrieved 
from localstorage and added to the scope of the component (Figure 6.16). This is done with a 
helper function: getFromLocalStorage() (Figure 6.17). These variables are needed later 
on in the code. 

 
The function getFromLocalStorage() (Figure 6.17) takes in the parameter name and uses 
it to retrieve a value from local storage. If the returned value is null, we have to look at the 
name that was sent in. If the name is “ScriptsRun”, the original value should be 1, since the 
counter of the amount of scripts run should start at 1. If the name is something else, the value 
can be set to 0. Because of this, the function will only work for number values in local storage. 

 
The dynamic and simple forms are created in a similar manner as the ones in React, and this 
is done in the createFormsMatrix() function (Figure 6.18). First, the formsMatrix is 
created. The only difference here compared to in the React application is that the functions 
need to be defined on the scope, and that the inputType, inputTypes, and inputAmount 
variables from React are defined as constants (INPUT_TYPE, INPUT_TYPES, and 
INPUT_AMOUNT) in this application. 

 

 

 

 

 

 

app.component('customForm', { 
  controller: function($scope, $http, INPUT_AMOUNT, INPUT_TYPE, INPUT_TYPES) { 
    $scope.scriptsRun = getFromLocalStorage('ScriptsRun'); 
    $scope.formIndex = getFromLocalStorage('FormIndex'); 
  
  
 

Figure 6.16 The component customForm’s controller starts 
by retrieving values from localstorage 

 

function getFromLocalStorage(name) { 
  var value = JSON.parse(localStorage.getItem(name)); 
  
  if(value == null) { 
    if(name == 'ScriptsRun') value = 1; 
    else value = 0; 
  } 
  
  return value; 
} 
  
  
 

Figure 6.17 The helper function getFromLocalStorage() retrieves 
number values from localstorage based on the name parameter 
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The submit() function (Figure 6.19) is executed when a user (or in this case, the script) 
presses the submit button. The function starts by increasing scriptsRun and formIndex 
and sending them to local storage so that the Tampermonkey script can fetch the new values. 
Then, a control of the form’s $valid attribute is performed to see if the form should be 
submitted or not. If the form’s $valid attribute is set to false (i.e., the form is not valid), the 
message “The form was declined” will be logged and the page will reload. The reason to why 
the page is reloaded even though the submission of the form failed is that the script can not 
execute again if the page does not reload. 

If the form is valid, on the other hand, the form will manually be posted. This is done with an 
XMLHttpRequest. If that request is successful, the message “The form was submitted” will be 
logged and the page will be reloaded. The reloading here is done as a security measure in case 
the form does not submit for some reason. 

 

 

 

 

 

 

 

 

 

 

$scope.createFormsMatrix = function(amount) { 
  var formsMatrix = []; 
  
  for(let i = 0; i < amount; i++) { 
    var inputs = []; 
    formsMatrix.push(INPUT_AMOUNT[i]); 
  
    for(let y = 0; y < INPUT_AMOUNT[i]; y++) { 
      inputs[y] = INPUT_TYPE[y]; 
      formsMatrix[i] = inputs; 
  
      INPUT_TYPE.shift(); 
    } 
  } 
  
  return formsMatrix; 
}; 
  
 Figure 6.18 The function createFormsMatrix() returns a matrix 

with numbers, representing the form amount and sizes 
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6.2.3 Tampermonkey scripts 
There are six types of Tampermonkey scripts for the application, although they are rather 
similar to each other. The first two scripts insert correct values to the inputs for React and 
AngularJS respectively (Appendix F-G), the next two scripts do the same but with incorrect 
values (Appendix H-I), and the last two scripts are used to insert attack strings into the two 
applications (Appendix J-K). 

The reason to why there needs to be different scripts for React and AngularJS is because the 
scripts created for AngularJS need to wait for the document to be ready before doing anything 
to the application. In React, this does not work. In the scripts made for React, the script 
executes immediately when the application is loaded. 

It would be possible to use the same scripts to insert valid/invalid values and attack strings 
into the input fields in the applications, but there would still need to be two different scripts 
for React and AngularJS. Although, to make this work as easy as possible to replicate, a 
conscious choice was made to separate the scripts.  

6.2.4 Generating random numbers 
To generate the sets of random numbers, two separate scripts have been used. The scripts are 
specified for the React application, but the results could easily be rewritten to work with the 
AngularJS application too. The scripts simply add a random number between either 1 to 10 or 
1 to 20 to an array. This is then executed 10.000 times in a loop. After that, the results are 
formatted according to the React syntax and saved to a file, which is then attached to an anchor 
element (Figure 6.20). By triggering a click on this element, the file is downloaded. 

$scope.submit = function() { 
  // Update localstorage for the Tampermonkey script 
  $scope.scriptsRun++; 
  $scope.formIndex++; 
  localStorage.setItem('ScriptsRun', $scope.scriptsRun); 
  localStorage.setItem('FormIndex', $scope.formIndex); 
  localStorage.setItem('StartTime', performance.now()); 
  
  // Manually post the form if it's valid 
  if($scope.form.$invalid) { 
    localStorage.setItem('StopTime', performance.now()); 
    console.log('The form was declined'); 
    location.reload(true); 
    return; 
  } else if($scope.form.$valid) { 
    $http({ 
      method: 'post', 
      url: 'index.html' 
    }) 
    .then(function successCallback(res) { 
      localStorage.setItem('StopTime', performance.now()); 
      console.log('The form was submitted'); 
      location.reload(true); 
    }, function errorCallback(res) { 
      console.log('An error occurred - the form was not submitted'); 
    }); 
  } 
}; 
 

Figure 6.19 The function submit() will manually post the form if it is valid 
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6.3 Progression 

6.3.1 Application structure 
From the beginning, the form containing one input and the form containing multiple inputs 
were created as two different applications, for both AngularJS and React. These applications 
were called “SimpleForm”1 and “AdvancedForm”2. This was later changed, to make the work 
as easy to replicate as possible. Both the form containing one input (called the “simple form”) 
and the form containing multiple inputs are now implemented in the same application, called 
“DynamicForm”3. 

To decide which mode the application should be in, a boolean, simpleForm, was added to the 
code. When this boolean is set to true, the application generates one form containing only one 
input at a time. If the boolean is set to false, the application will consist of a dynamic form. 
The dynamic form will generate a form with a different set of inputs of different types every 
time the application is loaded. The inputs will vary from 1 to 20 in amount and will all get a 
“random” type (it is not completely random since it will follow a certain pattern). This sort of 
implementation was performed to be able to simulate a general form, and since it is hard to 
say exactly what a general form is, we have covered this by generating multiple forms that vary 
in size and input types.  

6.3.2 AngularJS components 
The implementation of the AngularJS application has also changed during the course of the 
implementation stage. From the beginning, AngularJS’ ngModel (AngularJS 2018a) was only 
used as attributes in plain HTML4. This validation worked, however it validates as the user 

                                                        
1 https://github.com/c16linst/examensarbete/commit/ecd7932 
2 https://github.com/c16linst/examensarbete/commit/33c164b 
3 https://github.com/c16linst/examensarbete/commit/16d00f0 
4 https://github.com/c16linst/examensarbete/commit/a419a5a 

var textFile = null; 
data = data.toString(); 
data = 'const inputType = [' + data + '];'; 
data += 'export { inputType };' 
  
  
var createFile = function(input) { 
  var blob = new Blob([input], { type: 'text/plain' }); 
  textFile = window.URL.createObjectURL(blob); 
  
  return textFile; 
}; 
  
var a = document.createElement('a'); 
a.setAttribute('download', 'random-numbers-10000-1-10.js'); 
a.setAttribute('href', createFile(data)); 
document.body.appendChild(a); 
  
a.click(); 
 

Figure 6.20 The data is added to a file which gets attached to an anchor tag 
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types in the values in the input fields. To avoid the continuous validation, the AngularJS 
application had to be changed. First the ngModelOptions “updateOn: submit” (AngularJS 
2018c) was added to the form5 - this option makes the validation execute when the submit 
button is pressed. The problem here is that the form will be submitted regardless of whether 
the form’s fields are valid or not. To avoid this problem, the AngularJS application has to be 
written in JavaScript. Instead of just adding a helper function in JavaScript, the whole 
AngularJS application was rewritten using components6. This was done to match the way the 
React application is constructed, which also makes the final results more reliable due to the 
similarity between the applications’ source code. 

An issue regarding the validation also occurred when implementing the AngularJS 
application. The input field’s validity updated themselves as they were supposed to; when the 
entered input matched the designated input type the ngModelControllers $valid property 
(AngularJS 2018b) for that element was set to true, and when the input did not match it was 
set to false. When all the input’s have $valid = true, the form’s $valid property should 
also set itself to true, automatically. However, this did not happen. Although all inputs were 
valid, the form’s validity was still set to false. This issue presumably arose because of an 
incorrect usage of AngularJS components. Each input used to be a single component, but this 
changed later on. Now, the application only contains one component - the customForm 
component7. By doing this, the validity of the form is updated as its inputs validities update.  

6.3.3 Choice of browser 
Another thing that changed during the course of the implementation was the choice of 
browser. The application was originally thought to be run in Mozilla Firefox Developer 
Edition. After optimizing the applications source code further, the validation times dropped 
drastically (from around 2-300 ms to as low numbers as less than a millisecond). Because of 
this, it was not possible to use JavaScript’s Date.now() (MDN Web Docs 2019d) to retrieve 
the current time anymore, and performance.now() had to be used instead8 since it can 
return lower numbers than Date.now() can. The problem was that Mozilla Firefox rounded 
the times which were less than a millisecond to 0 or 1 ms (MDN Web Docs 2019f). Therefore, 
a browser switch was made to Google Chrome. That browser does not round the numbers as 
Mozilla Firefox does. 

When switching browsers, the plugin used to inject data into the form also had to change. 
GreaseMonkey, which was used from the beginning, is a Mozilla Firefox plugin. This plugin 
does not exist in Google Chrome. To still be able to inject data from a script, Google Chrome’s 
plugin Tampermonkey had to be used instead. This also meant a change in the source code of 
the scripts9, although the change was minor.  

6.3.4 Form generation 
In the early stage of this work, the forms that the validation was going to be performed on 
ought to be static. The original thought was that a set of forms with specific, but still different, 
sizes and input types were going to be created. Nevertheless, this approach would not have 

                                                        
5 https://github.com/c16linst/examensarbete/commit/192bc96 
6 https://github.com/c16linst/examensarbete/commit/d2edbe6 
7 https://github.com/c16linst/examensarbete/commit/192bc96 
8 https://github.com/c16linst/examensarbete/commit/7564eff 
9 https://github.com/c16linst/examensarbete/commit/e0b0fc4 
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covered how a general form performed, but only how those specific forms performed. 
Therefore, this idea had to be evolved. Later on, the forms were made dynamic instead. By 
doing this, it was possible to cover how well a general form performed. A conscious choice was 
also made to limit the size of the forms to 20 inputs, since it is not common to see larger forms 
on the internet as of today. 

When the forms were made dynamic, another problem arose. The forms were designed in such 
a way that the sizes of the forms and the types of the inputs were based on random numbers. 
This worked, but the replicability of the experiment was adversely affected. If this sort of 
implementation had been kept, it would have been possible to replicate the experiment in a 
similar manner, but not in an exact way. The solution that was made to still keep the 
randomness of the forms and the replicability of the experiment was to generate a set of 
10.000 random numbers each into two different files10. The numbers from the files are later 
on imported into the applications and used as a foundation when creating the different forms. 

6.4 Pilot study 
A set of pilot studies have been performed to evaluate the feasibility of the planned 
experiments. The first study looked at the time it took to validate a form with only one input 
in both AngularJS and React. These inputs consists of all the ten chosen input types, to 
determine if the input type have anything to do with the response time of the validation. Data 
has been collected in both experiment setups. Another pilot study has also been performed on 
the dynamic forms to measure the average time it takes for each of AngularJS and React to 
validate. All the pilot studies have been performed by running the script against the 
application 100 times, and therefore gathering time data from 100 forms. The scripts have 
been used to insert valid values into the input fields, but it is also possible to insert invalid 
values with the scripts. 

The last pilot study tests a set of attack test cases against inputs of different types, to determine 
how robust the validation is against common security threats such as SQL injections and cross-
site scripting attacks. It also runs a set of benign inputs against the applications to check that 
no false-positives occur.  

6.4.1 Results 
All experiments mentioned in this work appear to be feasible. The first results of the pilot study 
show that there is a possibility that the input type will affect the time it takes to validate a form 
(Figure 6.21-22). The next results show that the React application takes less time to validate 
than the AngularJS application does (Figure 6.23). This part of the pilot study was performed 
on the dynamic form. By gathering this data, it was also possible to categorize the results based 
on the size of the forms. In this graph, it is shown that there is a possibility that form’s size has 
an impact on how long time it takes to validate, both in React and AngularJS (Figure 6.24-
25s), even though it is more noticeable in the React applicatisson. 

                                                        
10 https://github.com/c16linst/examensarbete/commit/99963ee 
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Figure 6.21 Pilot study - Forms with one input of each types in React 

Figure 6.22 Pilot study - Forms with one input of each types in AngularJS 
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Figure 6.23 Pilot study - Forms with different sizes and input types,  
comparison between React and AngularJS 

 

Figure 6.24 Pilot study - Forms with different sizes and input  
types in React, categorized by the forms size 
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 The last experiment was also feasible. This part of the pilot study involved inserting attack 
strings into the input fields of the applications and calculating a prevention rate based on the 
results. The results derived from this part of the pilot study showed that both React and 
AngularJS had a prevention rate of 60% (Table 2). The input types that did not prevent the 
attacks were ”text”, ”tel”, ”password”, and ”search”. This also means that the applications 
generated four false-negatives out of ten possible. To test if the applications generate any false-
positives, benign input was inserted to the input fields in the same way as the attack strings 
(Table 3). This generated a prevention rate of 0%, which means that none of the applications 
generated any false-positives. 

 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T01 SQLi text DROP 
sampletable;-- 

The form was 
submitted 

The form was 
submitted 

Positive No 

T02 SQLi email DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

T03 SQLi tel DROP 
sampletable;-- 

The form was 
declined 

The form was 
submitted 

Negative No 

T04 SQLi url DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

T05 SQLi number DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

T06 SQLi password DROP 
sampletable;-- 

The form was 
submitted 

The form was 
submitted 

Positive No 

T07 SQLi datetime-
local 

DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

T08 SQLi month DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

Figure 6.25 Pilot study - Forms with different sizes and input  
types in AngularJS, categorized by the forms size 

Table 2 Pilot study - Results of the test cases with malicious 
input for React and AngularJS 
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T09 SQLi week DROP 
sampletable;-- 

The form was 
declined 

The form was 
declined 

Positive Yes 

T10 SQLi search DROP 
sampletable;-- 

The form was 
submitted 

The form was 
submitted 

Positive No 

 

 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK STRING EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T51 Benign 
input 

text test text The form was 
submitted 

The form 
was 
submitted 

Positive No 

T52 Benign 
input 

email example@test.com The form was 
submitted 

The form 
was 
submitted 

Positive No 

T53 Benign 
input 

tel 5551234567 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T54 Benign 
input 

url http://www.exampleweb.ex The form was 
submitted 

The form 
was 
submitted 

Positive No 

T55 Benign 
input 

number 12345 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T56 Benign 
input 

password password123 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T57 Benign 
input 

datetime-
local 

2019-01-01T09:30 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T58 Benign 
input 

month 2019-01 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T59 Benign 
input 

week 2019-W01 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T60 Benign 
input 

search search string The form was 
submitted 

The form 
was 
submitted 

Positive No 

 

 

Table 3 Pilot study - Results of the test cases with 
benign input for React and AngularJS 
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7  Evaluation 
Since the pilot study was performed, further experiments have been carried out. In the pilot 
study the experiments were only tested for their feasibility, and the results from the pilot study 
showed that all experiments were actually feasible. When testing the feasibility of the 
experiments, each experiment consisted of 100 iterations. The same experiments were then 
carried out five times each and the average time of each iteration was collected and used as a 
result. This was enough to test if the experiments would be able to carry out.  

In this part of the research, the results of the real experiments will be presented in subsection 
7.3. To be able to replicate the research in such an exact manner as possible, the hardware and 
software specifications needed to carry out the experiments are listed in subsection 7.1. In 
subsection 7.2, the source code changes between the pilot study and the actual experiments 
are explained in detail. 

7.1 Hardware and software specifications 
The experiments in this research have been performed on a MacBook Pro. Since the 
experiments have been executed on a local server (XAMPP) and with Node.js, there is no need 
to list any hardware specifications for the server itself. To be able to replicate this research, a 
set of hardware and software specifications have been listed below. The hardware 
specifications that were used to perform these experiments are listed in Table 4, and the 
software versions that were used are listed in Table 5. 

 

Hardware Specification 

Operating system macOS High Sierra version 10.13.6 

CPU Intel Core i5 2,7 GHz 

Memory 8 GB 1867 MHz DDr3 

Graphics Intel Iris Graphics 6100 1536 MB 

Storage APPLE SSD SM0256G 

 

 

Software Version 

XAMPP 5.6.40 

React 16.8.3 

Node.js 10.15.1 

Npm 6.4.1 

Table 4 List of hardware specifications 

Table 5 List of software versions 
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AngularJS 1.6.9 

Google Chrome 74.0.3729.157 (official build) (64-bit) 

7.2 Code changes from the pilot study 
After the pilot study was performed, the experiments were carried out immediately. The pilot 
study only contained 100 iterations per test case, while the real experiments contained 1.000 
iterations per test case. When performing the experiments, it was then possible to notice that 
something happened to the AngularJS application after approximately 500 iterations. This 
also happened for all the experiments. When inserting valid input values to the forms, the 
average time was at first higher, only to lower after approximately 500 iterations (this can be 
seen in Figure 7.1). When inserting invalid input values, the opposite happened. The change 
from low to high times was also more drastic when inserting invalid input values, with some 
very high spikes in the lower times. 

After some discussion about the above stated problem, we realised that the problem might 
have arisen since the inserted input values were always the same for each input type. To try 
and prevent this, a source code change had to be made. Instead of looking at the type of the 
input and always insert a predefined value based on the type, we are now looking at which 
input index we are currently at, and are matching that against a predefined semi-random 
value. The values that are now inserted are generated in the same kind of way as the arrays of 
numbers that decide how large the forms are going to be and what type of inputs they are going 
to contain. This array of values were then saved to a file, and is now loaded into the application. 
By saving it to a file, the replicability of the research remains intact. It would be possible to 
generate completely random values, but it would not benefit the research. 

By doing this, and changing the inserted input values, the problem in AngularJS completely 
disappeared, as seen in Figure 7.6. It is not possible to state exactly why this happened without 
looking into the source code of AngularJS, but we can assume that there is some kind of 
caching happening, related to the validation. 

To generate the semi-random values, RandExp (Fent, 2019) was included to this work. 
RandExp will help developers to generate random strings that match a given RegExp 
JavaScript object (npm 2018). To create the random strings, the AngularJS application was 
executed 1.000 times. This generated a total of approximately 24.000 inputs. Each of the input 
types were looked at as the application was running, and the current type was sent into a 
function which returned a random string. When the application had finished running, the 
newly created semi-random values were saved to a file. The file was then included to the 
applications in the same way as the semi-random numbers that decide the size of the forms 
and the types of the inputs. The code which generates the random values based on regular 
expressions can be seen in Figure 7.1. 
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Although, a problem arose when creating the semi-random values. It was noticed that a 
mathematical error had been done when generating the previous forms. They are generated 
based on two files containing arrays of numbers - but these arrays were actually too short. One 
of the files only contained 10.000 different input types, and as stated earlier, there were 
approximately 24.000 inputs in total for the dynamic forms. Therefore, two new files were 
created that contained 25.000 numbers each. This is why some of the measurements for React 
also had to be re-done, with the new form design.  

7.3 Presentation of research 
In this part of the research, each experiment instead consisted of 1.000 iterations. 
Nevertheless, the experiments were still carried out five times each, and the average time of 
each iteration was collected as the final result. When increasing the amount of iterations for 
each experiment, some interesting results were discovered.  

Besides the new results from the experiments with valid and invalid input values, some other 
results were collected too. Previously, the web applications were only tested with input values 
of a reasonable size, regardless if they were valid or invalid, but when the experiments were 

$scope.generateRandomInputValue = function(type) { 
  switch(type) { 
    case 'text': 
      return new RandExp(/.{1,30}/gi).gen(); 
    case 'email': 
      return new RandExp(/([a-z\d._-]{1,20})\@([a-
z]{1,15})\.([a-z]{2,6})/gi).gen(); 
    case 'tel': 
      return new RandExp(/\+?([\d- ]{1,30})/g).gen(); 
    case 'url': 
      return new RandExp(/(http|https)(:\/\/)(www\.)?([a-
z\d-]{1,10})\.([a-z\d-.?%_]{1,40})/gi).gen(); 
    case 'number': 
      return new RandExp(/\d{1,30}/g).gen(); 
    case 'password': 
      return new RandExp(/.{1,30}/gi).gen(); 
    case 'datetime-local': 
      return new RandExp(/([0-9]{4})-(0(1|[3-9])|1[1-2])-
(0[1-9]|1[1-9]|2[1-9]|30)T([0-1][0-9]|2[0-3]):([0-5][0-
9])/g).gen(); 
    case 'month': 
      return new RandExp(/([1-9][0-9]{3})-(0[1-9]|1[0-
2])/g).gen(); 
    case 'week': 
      return new RandExp(/([0-9]{4})-W(0[1-9]|[1-4][1-
9]|5[0-2])/g).gen(); 
    case 'search': 
      return new RandExp(/.{1,50}/gi).gen(); 
    default: 
      return 'reached default'; 
  } 
} 
 

Figure 7.1 The function in AngularJS that were used 
to generate the random input values 
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carried out the web applications were also tested with larger input values (1 and 5 KB). The 
results from all experiments will be presented below.  

7.3.1 Dynamic Form – Valid Input 
This experiment was carried out by inserting valid input values into the fields of each form 
tested. In this scenario, valid input values refers to values that conforms to the type of each 
input field. As an example, the value “test@example.com” would conform to the input type 
email, while “testexamplecom” would not. The name “Dynamic Form” refers to the forms 
which change in size and input types between each iteration.  

The results for AngularJS are presented in Figure 7.2 and the results for React are presented 
in Figure 7.3. In Figure 7.4 the results of AngularJS and React are compared against each 
other. 

 
Figure 7.2 Valid input values are inserted to forms that change size and input types 

between each iteration (AngularJS) 
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Figure 7.3 Valid input values are inserted to forms that change size and input types 
between each iteration (React) 

Figure 7.4 Comparison between the total average (with standard deviation) 
of AngularJS’ and React’s validation time on valid input values 
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Besides gathering results for each of the iterations on their own, we used the same data to 
examine if the amount of inputs in one form make any noticeable difference in time when 
validating. The results are grouped by the size of the form: simple (1-2 inputs), regular (3-10 
inputs), medium (11-20 inputs), and advanced (21-40 inputs). The results are presented in the 
bar charts below, where the results for AngularJS can be seen in Figure 7.5, and the results for 
React in Figure 7.6. 

In this part of the experiment, AngularJS and React will not be compared against each other. 
The reason behind this is that we are only interested to see if there is any noticeable delay in 
each of the library and framework on their own.  

 

 

Figure 7.5 Average validation time based on the size of the form (AngularJS) 
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After the source code was changed for AngularJS, new data was collected for both AngularJS 
and React. The reason to why new data was also collected for React is that the order of the 
form sizes was altered after the source code changed. Therefore, new data had to be collected 
for React too, so that the order of the form sizes would be the same for the both applications. 
If new data had not been collected, it would not have been possible to compare the results. The 
new results for AngularJS can be seen in Figure 7.7 and for React in Figure 7.8. The results are 
then compared in Figure 7.9. 

Figure 7.6 Average validation time based on the size of the form (React) 
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Figure 7.7 Valid input values are inserted to forms that changes size and input  
types between each iteration (data from AngularJS after the source code change) 

Figure 7.8 Valid input values are inserted to forms that changes size and input  
types between each iteration (data from React after the source code change) 
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The bar charts below represents the new times for each group of form size, since the source 
code was changed. Since these bar charts represent the validation times based on the form 
size, they had to be re-done after the source code change, for both AngularJS and React. The 
reason to why new data had to be collected for React too is the same as previously - to match 
the order of form sizes in AngularJS. The new results for AngularJS are presented in Figure 
7.10, and the results for React in Figure 7.11.  

Figure 7.9 Comparison between the total average (with standard deviation)  
of AngularJS’ and React’s validation time on valid input values, after the  

source code change 



 47 

 

 

 

 

Figure 7.10 Average validation time based on the size of the form (data from 
AngularJS after the source code change) 

 

Figure 7.11 Average validation time based on the size of the form (data from React 
after the source code change) 
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7.3.2 Dynamic Form – Invalid Input 
This experiment was performed in the same way as the previous one, except that the factor 
changed from the last iterations. The factor that has changed is the input value that is inserted 
into the input fields of the forms. In the previous experiment valid input values were inserted, 
and in this experiment invalid input values are inserted. The same example can be used to 
illustrate this scenario as the previous one, only reversed: the value “testexamplecom” would 
not conform to the input type email, and would therefore be considered an invalid input value, 
while “test@example.com” would conform to the input type. The results for AngularJS can be 
seen in Figure 7.12, and the results for React in Figure 7.13. The results are then compared in 
Figure 7.14. 

 

 

Figure 7.12 Invalid input values are inserted to forms that  
changes size and input types between each iteration (AngularJS) 
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Figure 7.13 Invalid input values are inserted to forms that  
changes size and input types between each iteration (React) 

Figure 7.14 Comparison between the total average (with standard deviation) 
of AngularJS’ and React’s validation time on invalid input values 
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In Figure 7.14, the standard deviation of AngularJS and React overlap each other. This would 
normally call for an Anova test, but since these results would only represent a scenario in a 
real environment where multiple users of a web application inserts the same, invalid value 
multiple times, it is not called for. There is no need to analyze if there is a difference between 
the average times in this case. 

As stated earlier, the bar charts below will show if any noticeable delay appear when increasing 
the amount of inputs per form. The results are grouped by the forms sizes: simple (1-2), regular 
(3-10), medium (11-20), and advanced (21-40). In Figure 7.15 the results are presented for the 
times collected in the AngularJS application, and in Figure 7.16 the results for React are 
presented. There is no comparison between the two applications here as it is not needed, as 
mentioned earlier. 

 

 
Figure 7.15 Average validation time based on the size of the form (AngularJS) 
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After the source code was changed for AngularJS, new results were collected for both 
AngularJS and React. These are presented in the graphs below: in Figure 7.17 the times 
collected from the AngularJS application are shown, and the times collected from the React 
application are shown in Figure 7.18. Both results are then compared in Figure 7.19. 

 

Figure 7.16 Average validation time based on the size of the form (React) 
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Figure 7.17 Invalid input values are inserted to forms that changes size and input  
types between each iteration (data from AngularJS after the source code change) 

Figure 7.18 Invalid input values are inserted to forms that changes size and input  
types between each iteration (data from React after the source code change) 
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The bar charts below list the average time it takes to validate per group of form size after the 
source code change. The new results for AngularJS are shown in Figure 7.20, and the new 
results for React are shown in Figure 7.21. As mentioned earlier, there is no need to compare 
the two applications in this situation. 

 

Figure 7.19 Comparison between the total average (with standard 
 deviation) of AngularJS’ and React’s validation time on valid 

 input values, after the source code change 
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Figure 7.20 Average validation time based on the size of the  
form (data from AngularJS after the source code change) 

Figure 7.21 Average validation time based on the size of the  
form (data from React after the source code change) 
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7.3.3 Dynamic Form – Large Input (1KB and 5KB) 
In this experiment, the factor changes twice. First, we inserted data with a size of 1 KB into the 
input fields of the forms for AngularJS. The derived results showed a vast similarity to the 
results of inserting invalid input values to the AngularJS application and the results can be 
seen in Figure 7.22. Then, we inserted data with a size of 5 KB to the application, which 
generated approximately the same results once again. These results can be seen in Figure 7.23. 

Nevertheless, it was not possible to complete this experiment for React. The application 
crashed when values with a size of 5 KB each were inserted, and when inserting values with a 
size of 1 KB, the application executed a few times but then crashed after approximately 70 
iterations. It is therefore not possible to compare the validation time of AngularJS and React 
in this matter. 

 

 

Figure 7.22 Values with a size of 1 KB are inserted to forms that  
changes size and input types between each iteration (AngularJS) 
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7.3.4 Simple Form - AngularJS 
This experiment is performed in a similar manner as the experiments for the dynamic form. 
The difference is how the forms are designed. In this experiment, each iteration, and therefore 
also each form, contains only one input. The type of the input is then changed between every 
iteration so that all ten input types from this research are examined. In the pilot study, it was 
possible to observe that the validation time in both AngularJS and React differed based on the 
validity of the inserted input. Therefore, it is also required to test the same thing with invalid 
input for the simple form to get a fair result.  

Since the source code change in AngularJS, the measurements had to be redone. We decided 
to still keep the old results, to be able to compare the interesting difference between entering 
the same value multiple times and entering different values every time. The results from the 
AngularJS application are presented in Figure 7.24. 

Figure 7.23 Values with a size of 5 KB are inserted to forms that  
changes size and input types between each iteration (AngularJS) 
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This experiment was originally thought to examine if there were any noticeable differences in 
the validation time based on what type the input had. Later on, the experiment was further 
expanded, and the larger input values (with sizes of 1 KB and 5 KB) were also inserted into the 
forms fields. This was performed to examine if any particular input type could handle large 
data in a different way than the other input types - if an application accepts large data it could 
be considered a possible security threat, although it could also be a possible security threat if 
the application crashes when large data is inserted. 

The results from entering large data into the application can be seen in Figure 7.25, where they 
are compared to the results from inserting valid and invalid input values (before the code 
change). No new measurements was taken when inserting large values after the code change, 
since the code change was only made to examine if there would be a difference from before the 
code change. The difference could be seen in Figure 7.24, and because of that, this experiment 
does not have to be repeated. 

Figure 7.24 Comparison between inserting valid and invalid values to forms that 
only contain one input at a time, and where the input type changes between each 

iteration (before and after code change) 
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7.3.5 Simple Form - React 
This experiment involves inserting valid, invalid, and large input values to the forms in the 
React application. In the previous subchapter, the same thing was done to the AngularJS 
application to examine if the input type affected the validation time. The collected results are 
here presented in Figure 7.26. 

When trying to insert values with a size of 1 KB to the dynamic form, the React application 
crashed after a few iterations. This was probably caused by the fact that some of the forms can 
have up to a total of 40 inputs, which could lead to 40 KB of data being posted at once. 
Although, when inserting values with a size of 1 KB to the simple form, which only contains 
one input at a time, the application did not crash. This made it possible to collect a set of results 
for React too. However, it was not possible to insert values with a size of 5 KB to the React 
application, since that also made the application crash. 

Figure 7.25 Comparison between inserting valid, invalid, and large values to forms 
that only contain one input at a time, and where the input type changes between 

each iteration (before and after code change) 



 59 

 

 

No new measurements were taken for React, since nothing in the new source code should 
affect the previously derived results for React in this manner. The reason to why new data was 
not collected for React in this experiment is that these results do not present anything that has 
to do with the forms’ size. In the previous experiment (for the dynamic form), some of the 
graphs were comparing AngularJS and React based on the forms’ sizes, which called for new 
measurements. 

7.3.6 Attack test cases 
In the pilot study, two test cases were presented. They were tested against both of the 
applications, although the results were the same, and therefore they were presented in the 
same tables. The first test case contained an attack string, and the second test case contained 
a set of benign strings (strings that conformed to the expected format based on the input type). 
Since the pilot study, a larger set of different attack strings have been executed against the 
applications, and also a few more test cases with benign strings. All the results were the same 
as in the pilot study, and because of this, it is not necessary to present all test case tables here. 
All tables are instead added as attachments in Appendix M. 

When executing the attack test cases against the applications, all of the test cases generated a 
prevention rate of 60%. The input types that did not block the attacks were “password”, 
“search”, “tel”, and “text”. When executing the benign test cases against the applications, all 
the inserted values were accepted as benign. This leads to a prevention rate of 0%, which is 
exactly what should be expected when entering benign values into input fields. Since the 
prevention rate was only 60% in the attack test cases, it leads to a conclusion that both the 
applications experienced four false-negatives and zero false-positives. 

Figure 7.26 Comparison between inserting valid, invalid, and large values to forms 
that only contain one input at a time, and where the input type changes between 

each iteration (before and after code change) 
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7.4 Analysis 

7.4.1 Dynamic Form 
As seen in the previously presented results in both Figure 7.4 and 7.9, it is clear that the React 
application is much faster at validating than the AngularJS application is when inserting valid 
input values. This would suggest that the Constraint Validation API and AngularJS is not 
validating in the same way. Although, to be able to know how they differ, one would have to 
look at the source code for the validation. 

The source code change of the AngularJS application did not do much to the results shown in 
7.2, but it removed the irregularity of the results, as seen in Figure 7.7. Although the results 
still remain - that the validation in the React application was faster than the one in the 
AngularJS application - a higher certainty can be granted regarding the authenticity of the 
results after randomizing the input values instead of using the same, static values. The 
validation performed in React was not affected by the code change to any particular extent. 
The validation time remained at approximately 0.5 ms as an average. This could suggest that 
the Constraint Validation API, which is used to validate in the React application, is able to 
endure changes to a larger extent than the validation in AngularJS can. 

The source code changed did, on the other hand, have an impact on the validation in the 
AngularJS application. In the first results, the AngularJS validation did not follow a linear 
pattern, as seen in Figure 7.5. It seemed like it took approximately the same time to validate 
forms with up to 20 inputs, and a somewhat longer time to validate forms with more than 20 
inputs. After the source code change, the differences disappeared almost completely. The 
average time of all form sizes increased in validation time, but as seen in the bar charts in 
Figure 7.10, all groups are almost identical in time. This also applies when inserting invalid 
input values to the application. By looking at these results, it is possible to state that increasing 
the amount of inputs in each form in the AngularJS application will not have an impact on the 
validation time. 

When inserting invalid input values, the AngularJS behaved in an even more irregular way 
than when inserting valid input values (Figure 7.14). For the first 500 iterations, the validation 
time was approximately 0.05 ms with some spikes. Then, the average validation time suddenly 
increased to approximately 10 ms. This suggested that the AngularJS application probably did 
not cache the incoming value, but that something still happened to the validation. To 
investigate this further, the source code changed according to subchapter 7.2 Code changes 
from the pilot study was implemented. After applying the changes, the results presented in 
Figure 7.17 were derived. This graph shows linear values, which all lie around 0.05 ms. This 
would suggest that AngularJS is noticeably faster at validating when the incoming value is 
rejected, rather than when it is accepted. 

The React application is, in opposite to the AngularJS application, much faster at validating 
valid input values than invalid. This can be seen by comparing both the bar charts for the valid 
input values - Figure 7.4 and 7.9 - to both the bar charts for the invalid input values - Figure 
7.14 and 7.29. The reason behind this will remain unknown in case the source code of the 
validation is not investigated. A fair guess of why the AngularJS application is faster at 
validating invalid values could be that the validation is built with groups of regular 
expressions. In this case, if the first group does not match, the validation will reject the 
inserted value as invalid and exit immediately. If the first group does match, on the other hand, 
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the validation will keep on running until the whole group matches. This would explain why 
valid inputs takes longer time to validate. The reason to why the Constraint Validation API is 
slower at validating invalid input values will, however, remain unknown. 

Regarding the increasing in validation time based on the number of inputs in each form, there 
is some difference between the AngularJS and React applications. In React, it is possible to 
see a linear increase in validation time based on the amount of inputs in one form when 
inserting valid input values, regardless of the source code change. This can be seen by 
comparing Figure 7.6 and 7.11. Although, it is possible to notice a slightly higher increase in 
validation time for the largest group of form sizes when inserting invalid input values to the 
React application. This could possibly mean that the React application, and therefore also the 
Constraint Validation API, will have an exponential growth in validation time based on the 
number of inputs in each form. This behaviour can, on the other hand, not be determined by 
looking at the results collected in this work. To determine the mentioned behaviour, more data 
have to be collected for forms with an even larger amount of inputs. 

7.4.2 Simple Form - AngularJS 
The results derived from inserting valid and invalid input values to the AngularJS application, 
before and after the code change, strengthens the theory that the type of the input is in charge 
of the validation time. As can be seen in Figure 7.24, the input types “password”, “search”, 
“tel”, and “text” do never take less than 5 ms to validate, regardless if the inserted value is valid 
or invalid. This behaviour can also be noticed in Figure 7.25, where inserting large values (of 
1 KB and 5 KB) to the application generates approximately the same results. 

It is also possible to see a correlation to the dynamic form by looking at the graphs in Figure 
7.24 and 7.25. As stated earlier, AngularJS seems to be validating invalid values faster than 
valid values. This can also be tied to why it takes longer time for AngularJS to validate the 
inputs of type “password”, “search”, “tel”, and “text”. These four input types accept any values 
that are entered to them, and will therefore always take longer time to validate in comparison 
to the other input types, which will reject the input values immediately. 

7.4.3 Simple Form - React 
The results derived from the React application do also strengthen the theory about input types 
having an impact on the validation time. As seen in Figure 7.26, the type “email” takes longer 
time to validate than the rest of the input types, regardless of the validity of the inserted input 
value. As stated earlier, the validity and size of the input value do also affect the validation 
time. In the AngularJS application it takes less time to validate invalid than valid values, but 
in the React application it is the opposite. In Figure 7.26, it is possible to see that it takes longer 
time to validate the invalid values than the valid ones, with the exception of the types which 
accept all values (“password”, “search”, “tel”, and “text”). 

Something that was interesting regarding the results derived from the simple forms in the 
React application was that it did not take a considerable amount longer time to validate the 
larger values compared to the invalid ones. Therefore, a conclusion could be made that the 
Constraint Validation API might have some kind of limit to how long a value can be before it 
simply counts as invalid. 

As mentioned before, the React application could not handle the values with a size of 5 KB. 
Even though there does not exist any data to analyze, the lack of data is a result in itself. 
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Whether it is positive or negative that the applications validation can not handle such large 
values can be discussed, but since the application did crash, we found out that it is possible to 
perform overflow attacks against the application. Overflow attacks are attacks which are 
performed to either extract sensitive information from an application, or to disable the 
availability of an application. This could therefore be considered a security flaw. 

7.5 Conclusion 
In the subchapter 3.2 Goal and objectives, there were six questions that were going to be 
answered by performing this research. The first question was “which one of AngularJS or 
React performs best in terms of response time of the validation?”. This is a broad question, 
but can be answered by combining the results of inserting both valid and invalid input values 
to the dynamic form. The average results for AngularJS and React can be seen in Figure 7.27. 

 

 

Since the standard deviation of the compared averages overlap, an Anova test had to be 
performed to be certain that there actually is a statistical difference between the averages. The 
significance level in the Anova test was set to 5%, and the returned p-value was exactly 0. 
Therefore, there is a significant difference between the two compared averages. By stating this, 
it is also possible two answer the question. The React application was overall faster than the 
AngularJS to validate, which translates to the fact that it takes less time to validate inputs with 
the Constraint Validation API than to use AngularJS’ ngModel. This also rejects the first 
hypothesis of this research: “there is no significant difference between validating with 
AngularJS and React in terms of response time of the validation”. As seen in the Anova test, 
the response time of the validation is faster when validating with the Constraint Validation 
API in React than with ngModel in AngularJS. 

Figure 7.27 Final comparison of the average validation  
time for the dynamic form in AngularJS and React 
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The second questions was “are both AngularJS and React able to perform validation on a form 
which contains multiple inputs without any noticeable delay compared to forms which only 
contain one input?”. This question can be answered by summarising the results gathered for 
both the valid and invalid values in the dynamic form for AngularJS (Figure 7.28) and React 
(Figure 7.29), separately. 

 

 

Figure 7.28 Final comparison of the average validation  
time, grouped by form size, for AngularJS 
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Although the validation time did increase for the React application in line with the amount of 
inputs per form, it is not enough to reject the question. There is no noticeable delay in the 
validation time when validating multiple inputs at a time compared to only validating one, 
since the increase of the summarized results is linear. This is a perfectly acceptable pattern - 
it is not strange that the time increases in line with the form’s size. The AngularJS application, 
on the other hand, had barely no time difference when validating a form with one input 
compared to a form with 40 inputs. Therefore, the questions can be answered with a yes. Both 
AngularJS and React are able to perform validation on a form which contains multiple inputs 
compared to a form which only contains one input without any noticeable delay. Answering 
yes on this question also makes it possible to support the second hypothesis of this work: 
“AngularJS and React are able to validate multiple inputs without any noticeable delay”. 

The third question was “which one of AngularJS or React performs best in terms of the amount 
of false-positives and false-negatives that appears when validating?”. Since both the AngularJS 
and React application performed in the exact same way during the attack and benign test 
cases, the answer to this is both. They both produced four false-negatives and zero false-
positives, which translates to a prevention rate of 60% for the attacks and 0% for the benign 
input values. This supports the third hypothesis of this work; “AngularJS and React have the 
same potential to protect against SQL injections and cross-site scripting attacks in terms of 
unexpected errors (like false-positives and false-negatives)”. Although only a minor part of all 
SQL injections and cross-site scripting attacks have been tested against the applications, it is 
possible to assume that the reason to why the prevention rate is 60% is because of the regular 
expressions in the validation of each input type. It would therefore not be possible to prevent 
similar attacks against these validation techniques, unless the attacks are written in such a way 

Figure 7.29 Final comparison of the average validation  
time, grouped by form size, for React 



 65 

that they match the regular expressions. This is why the types “password”, “search”, “tel”, and 
“text” lets the attacks through - they do not have any restrictions. 

“Do both AngularJS and React have the functionality to block the SQL injections and cross-
site scripting attacks that are going to be executed in this work?” is the next question, which 
relates to the previous question. Since the prevention rate was 60% for both AngularJS and 
React, the answer to this question would be no. They could not block all the SQL injections 
and cross-site scripting attacks that were executed in this work. 

The fifth question, “is there any difference in the response time of the validation depending on 
what type of input that is being validated?”, has already been answered in the subchapters 
7.4.2 Simple Form - AngularJS and 7.4.3 Simple Form - React. Yes, there is a difference in 
the response time of the validation depending on what input is being validated. Although, the 
response time of the validation also depends on if the inserted input value is valid or invalid, 
and which one is the fastest varies between AngularJS and React. The results of this 
experiment do however need to be presented together with the previous results regarding the 
ability to stop eventual attacks for of each of the input types. Some of the input types 
(“password”, “search, “tel”, and “text”) were noticeably faster to validate in some scenarios, 
but the same input types were also stated to be more insecure than the ones which took longer 
time to validate. It is therefore advised to be more attentive when using these input types, and 
to not only look at the response time of the validation for the input types. 

“Is there any difference in the response time of the validation between AngularJS and React 
when the value of the input that is being validated is large?” is the last question, and it has also 
already been answered in the previous chapter, although indirectly. The values that had a size 
of 5 KB, which could only be examined in the AngularJS application, took longer time to 
validate than the rest of the input values (regardless if they were valid or invalid). This can be 
seen in Figure 7.25. The input values with a size of 1 KB, on the other hand, took approximately 
the same time to validate as the valid input in the AngularJS application (Figure 7.25) and as 
the invalid input in the React application (Figure 7.26). Even though these results were not 
compared against each other in the analysis, it is possible to see a difference in the response 
time of the validation by looking at the bar charts. The average validation time in the 
AngularJS application is approximately 9 ms for values with a size of 1 KB, and in the React 
application the average validation time varies from 0,3 to 0,8 ms for the same values. 
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8  Final discussion 

8.1 Summary 
The aim of this research was to test the JavaScript library React and framework AngularJS 
against each other in regard of the response time of the validation and validation robustness. 
The experiments in this work were performed to support developers in their decision making 
regarding which library or framework to use. There are many other aspects to consider when 
choosing which library or framework to develop in other than the security and response time 
related aspects mentioned in this work, but this work can, amongst other information, give yet 
another viewpoint to the developers. The results that were derived showed that there was no 
difference between validating in an AngularJS application or a React application securitywise, 
but the response time of the validation was faster in the React application. 

8.2 Discussion 
The methodology that was chosen for this research worked as it ought to. In an experiment, 
the researcher is supposed to have a controlled environment to perform their tests in (Wohlin 
et al. 2012), and since this work was executed in a local environment, the situations were all 
controlled. This also eliminates any eventual disturbances that can occur in a real 
environment, which makes the results more reliable. To perform experiments, it is common 
to examine a variable while changing the factors around it. The variable that was examined in 
the first experiments was time units, measured in milliseconds. The second variable was 
submission results. Between each of the performed experiments, the factor was manipulated. 
The factors that were manipulated in this research were the choice of framework/library and 
the input value. All of the mentioned variables and factors were possible to examine and 
manipulate in an easy manner since the chosen methodology was an experiment. 

All the data that was collected in this research were either numbers or strings, and therefore a 
quantitative experiment served this research good. It was possible to analyse all the collected 
data, and there were no problems to collect the data. The data was collected by executing 
scripts against the applications. The scripts, along with the applications themselves, collected 
the time it took to validate, the sizes of the forms, what type of input that was being validated, 
and if the form got submitted or not. To make the time results even more reliable, they were 
all calculated by taking the average of five executions of the same test case (variable and 
factor). Although, the attack test cases were not measured five times each. This was not done 
since the collected results were very consistent - it would not have made a difference in the 
results to run the test cases again. 

Since this type of research has not been performed in the same way for client-side validation 
before, it was a challenge to know what aspects of the validation to look at. The final choice 
was to look at the response time of the validation in general, the response time of the validation 
for ten different, common input types under different conditions (valid, invalid, and large 
input values), and the security of the different input types and for the validation in general. 
The first aspect of this work, the response time of the validation, is something that researchers 
have looked at in the past. Both Pietraszek and Berghe (2005) and Razzaq et al. (2013) 
calculated the response time of the validation in their work, although they investigated 
validation on the server-side instead of the client-side. These researchers, amongst with 
Brinhosa, Westphall and Westphall (2008) and Bangre and Jaiswal (2012), which were 
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mentioned in chapter 5 Related work, also looked at the security of the validation. They tested 
this by inserting attack strings to the forms fields, and calculated some sort of rate to tell how 
well the validation performed in blocking the attacks. Some of them also looked at the amount 
of false-positives and false-negatives that were generated, which was also investigated in this 
work. None of the previously mentioned related work has investigated the different input types 
in detail. The reason to why the input types have been investigated in this work is therefore 
simply that it has not been investigated before, hopefully giving a new view point to both the 
research community and to developers in general. 

8.3 Ethics 
One of the main problems regarding the ethics of this work is the replicability. It is important 
that the work is replicable since it increases the reliability of the research’s results. This work 
will be possible to replicate in an exact manner since 1) the whole source code will be published 
on GitHub along with the complementary files that are needed to generate the data, 2) every 
step of the source code’s implementation is declared, and 3) all software and hardware 
specifications are listed. 

Although the work will be replicable, another ethical problem regarding the trustworthiness 
of the results can arise due to the fact that the experiments are performed on a local server. 
This eliminates almost all disturbances which normally occur on a remote server. Since these 
disturbances are not included in the results of the experiments, it is not possible to say that 
the results will be the same in a real life situation. 

Another ethical problem regarding this work is that the experiments only have been performed 
in one browser. The browser, Chrome 73 on macOS (High Sierra), is specified in the work, 
but this may not be enough to make the results reliable. To increase the reliability of the 
results, the experiments should be performed in several of the major browsers of today. 

This work is beneficial for the community since it facilitates for developers when choosing 
what JavaScript library or framework to work with. Although, the work is only beneficial if the 
choice is based on security related matters. Nevertheless, since many code examples are given 
in this work, the work itself can be used by developers to determine which library or framework 
to use based on their own estimation on what suits them best. The work is also beneficial to 
the research community since there exists almost no research similar to this. Many researchers 
have been experimenting with validation, but almost none of them have been experimenting 
with validation on the client-side with modern libraries and frameworks. As seen in chapter 5 
Related work, all the mentioned research is performed on validation on the server-side.  

It is therefore also beneficial for the community that we investigate the pros and cons of 
validation on the client-side, since it can act as a complement to the validation on the server-
side of web applications. Validation should always be performed on the server-side of an 
application regardless if there exists validation on the client-side or not, since it is possible, 
and in many cases also easy, to go around the client-side validation. It is, for example, possible 
to turn off JavaScript in the browser, and if the validation is only performed in JavaScript, 
turning it off will eliminate all validation for the web application. Although, it can be benificial 
to use JavaScript to perform client-side validation, since this type of validation does not take 
as much time to perform compared to server-side validation. When using client-side 
validation, invalid input values can be rejected directly in the web application, while the value 
would have to be sent to the server, validated, and the server would have to send back a 
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response when using server-side validation. When using client-side validation, this time 
consuming part of the validation can be avoided for clearly invalid input values. The 
community can also benefit from the fact that this topic is raised in this work, which, hopefully, 
will raise both researchers and developers knowledge about the risks and benefits of client-
side validation. 

Other than this, this work will hopefully open up for further discussion about security in web 
applications in general. It is not only SQL injections and cross-site scripting attacks that can 
harm a web application, but by highlighting a few of the potential threats to web applications, 
both researchers, developers, and users can get an insight in what could harm the applications 
they are working with. From there, the interest regarding web application security will 
hopefully only increase. It is also important to highlight that web application security does not 
only include input validation. There are many other aspects of web applications that could lead 
to vulnerabilities, but lack of proper input validation is one of them. By adding this work to 
the already existing work regarding web application security, the overall knowledge regarding 
security on the web can increase - hopefully making the applications of the future a little bit 
more safe to both develop and use. 

8.4 Future work 
Since this area of research, client-side input validation with JavaScript libraries and 
frameworks, has not been explored much by researchers in the past, there are many 
opportunities to continue the research from this work. The first area of expandation to this 
research is to experiment on other JavaScript libraries or frameworks. There are many 
techniques out there which can be used to create web applications in JavaScript, which makes 
up for a wide diversity of libraries and frameworks to choose from. 

Another area that can be interesting to look at is the area of validation tools for JavaScript. 
There are some JavaScript libraries that specifically focus on validation, and therefore it could 
be of interest to compare these libraries against each other. In addition to this, it could also be 
interesting to compare the libraries against the built in validation in pure JavaScript libraries 
or frameworks, or against the different browser’s built in validation. 

Since the validation in React is mainly performed with the Constraint Validation API, a 
browser-native validation API, it could also be of interest to perform further experiments with 
the API to examine how the API itself performs. The API could be implemented for a single 
application and then tested in different browsers, to examine if the choice of browser has any 
impact on how the validation itself performs. 

To expand the research regarding web application attacks and how to prevent them, another 
interesting area to do research in is the validation of query strings. Query strings are the values 
that exist in a URL, and they work in the same way as the values that are inserted in form 
fields. Both of these values are passed on by performing POST requests. This has already been 
done by Bangre and Jaiswal (2012) to some extent, as mentioned in chapter 5 Related work, 
but they only proposed a method to detect SQL injections in query strings in their research. It 
could therefore be of interest to look at already existing techniques, if there are any, and on 
how to prevent other types of attacks. 

It is also possible to continue on this research by performing the same experiments in a back-
end environment. Similar experiments have already been carried out by many researchers, 
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some of them mentioned in chapter 5 Related work, but almost none of them have 
experimented on back-end frameworks that contain or focus on validation. Many of the 
researchers have instead created their own solutions to the problem. Because of this, it could 
be interesting to perform experiments on some of the popular back-end frameworks of today. 

This work will hopefully also open up for future research in the application security area in 
general. There are, for example, more types of attacks that can target web applications besides 
SQL injections and cross-site scripting attacks. An example of another type of attack is buffer 
overflow, which is investigated in the work of Brinhosa, Westphall and Westphall (2008), 
mentioned in chapter 5 Related work. The target of the investigated attacks does not either 
have to be input fields or query strings, like it is in this and the related work, but can be the 
underlying foundations of the web application - e.g. the network traffic that the application 
communicates or the general security of the server that holds the application. There are many 
areas regarding applications, and thereby not only web applications, which can contain 
security vulnerabilities. It can be of importance to further investigate how to prevent attackers 
from gaining access to resources they should not have access to and how to make it easier for 
developers to protect themselves, regardless if the research is related to web applications, 
input validation, or any of the attacks mentioned in this work. 
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Appendix A -  React/DynamicForm/inputTypes.js 
const inputTypes = [ 
  { 
    "type": "text", 
    "placeholder": "Anything", 
    "label": "Text" 
  }, 
  { 
    "type": "email", 
    "placeholder": "example@test.com", 
    "label": "E-mail" 
  }, 
  { 
    "type": "tel", 
    "placeholder": "5551234567", 
    "label": "Phone" 
  }, 
  { 
    "type": "url", 
    "placeholder": "http://www.exampleweb.ex", 
    "label": "URL" 
  }, 
  { 
    "type": "number", 
    "placeholder": "12345", 
    "label": "Number" 
  }, 
  { 
    "type": "password", 
    "placeholder": "Anything", 
    "label": "Password" 
  }, 
  { 
    "type": "datetime-local", 
    "placeholder": "2019-01-01T09:30", 
    "label": "Date-time" 
  }, 
  { 
    "type": "month", 
    "placeholder": "2019-01", 
    "label": "Month" 
  }, 
  { 
    "type": "week", 
    "placeholder": "2019-W01", 
    "label": "Week" 
  }, 
  { 
    "type": "search", 
    "placeholder": "Anything", 
    "label": "Search" 
  } 
]; 
  
export { inputTypes }; 
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Appendix B -  React/DynamicForm/App.js 
import React, { Component } from 'react'; 
import { inputTypes } from './inputTypes.js'; 
import { inputAmount } from './random-numbers-25000-1-40.js'; 
import { inputType } from './random-numbers-25000-1-10.js'; 
import './App.css'; 
  
class App extends Component { 
  render() { 
    return ( 
      <Form /> 
    ); 
  } 
} 
  
class Form extends Component { 
  constructor(props) { 
    super(props); 
  
    this.formRef = React.createRef(); 
    this.submitted = JSON.parse(localStorage.getItem('Submitted')); 
  } 
  
  handleSubmit(e) { 
    e.preventDefault(); 
    localStorage.setItem('StartTime', performance.now()); 
  
    // Manual validation is performed when pressing the submit button 
    let form = this.formRef.current; 
    if(form.checkValidity()) { 
      console.log('The form was submitted'); 
      form.submit(); 
  
      this.setSubmitted(this.submitted, 'true'); 
      localStorage.setItem('StopTime', performance.now()); 
    } else { 
      console.log('The form was declined'); 
      localStorage.setItem('StopTime', performance.now()); 
  
      this.setSubmitted(this.submitted, 'false'); 
      window.location.reload(); 
    } 
  } 
  
  setSubmitted(submitted, value) { 
    var submittedArray = []; 
  
    if(submitted == null) { 
      submittedArray[0] = value; 
    } 
    else { 
      submittedArray = submitted; 
      submittedArray.push(value); 
    } 
  
    localStorage.setItem('Submitted', JSON.stringify(submittedArray)); 
  } 
  
  // Returns a matrix with a specified amount of forms that 
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  // contains a "random" amount of inputs with "randomly" picked types 
  createFormsMatrix(amount) { 
    var type = inputType; 
    var formsMatrix = []; 
  
    for(let i = 0; i < amount; i++) { 
      formsMatrix.push(inputAmount[i]); 
  
      var inputs = []; 
      for(let y = 0; y < inputAmount[i]; y++) { 
        inputs[y] = type[y]; 
        formsMatrix[i] = inputs; 
  
        type.shift(); 
      } 
    } 
  
    return formsMatrix; 
  } 
  
  // Returns a matrix containing one input per form 
  // The inputs will range over all types (1-10) 
  createSimpleFormsMatrix(amount) { 
    var index = 1; 
    var formsMatrix = []; 
  
    for(let i = 0; i < amount; i++) { 
      formsMatrix.push(1); 
      formsMatrix[i] = index; 
  
      if(index < 10) index++; 
      else index = 1; 
    } 
  
    return formsMatrix; 
  } 
  
  // Create a new array of forms with TableRows inside 
  // Each TableRow will contain an input based on the formsMatrix 
  generateTableRows(formsMatrix) { 
    var forms = []; 
    var tableRows = []; 
    var formSize = []; 
    var types = []; 
  
    formsMatrix.forEach(function(form, i) { 
      if(form.length > 0) { 
        formSize.push(form.length); 
  
        // FormSize will be used to evaluate if the form's 
        // size makes a difference in the validation time 
        localStorage.setItem('FormSize', JSON.stringify(formSize)); 
  
        form.forEach(function(type, index) { 
          var inputObject = inputTypes[type-1]; 
  
          tableRows.push( 
            <TableRow 
              key={'input' + index} 
              type={inputObject.type} 
              placeholder={inputObject.placeholder} 



 IV 

              label={inputObject.label} /> 
          ); 
        }); 
      } else { 
        var inputObject = inputTypes[form-1]; 
  
        tableRows.push( 
          <TableRow 
            key={'input' + i} 
            type={inputObject.type} 
            placeholder={inputObject.placeholder} 
            label={inputObject.label} /> 
        ); 
  
        // InputType will be used to evaluate if the input's 
        // type makes a difference in the validation time 
        types.push(inputObject.type); 
        localStorage.setItem('InputType', JSON.stringify(types)); 
      } 
  
      forms.push(tableRows); 
      tableRows = []; 
    }); 
  
    return forms; 
  } 
  
  renderTableRows() { 
    // !!!! formsAmount & simpleForm are the only 
    //      variables that should be changed 
    // -formsAmount: Sets the amount of different forms that should exist 
    // -simpleForm: If true, the form will only contain one input at a time 
    // and will loop through all input types 
    const formsAmount = 1000; 
    const simpleForm = false; 
  
    localStorage.setItem('FormsAmount', formsAmount); 
  
    var formsMatrix; 
    if(simpleForm) formsMatrix = this.createSimpleFormsMatrix(formsAmount) 
    else formsMatrix = this.createFormsMatrix(formsAmount); 
  
    const forms = this.generateTableRows(formsMatrix); 
    console.log(formsMatrix); 
  
    // formIndex will be set in the TamperMonkey script 
    var formIndex = localStorage.getItem('FormIndex'); 
    if(formIndex === null || formIndex === '') formIndex = 0; 
  
    // Tell the GreasyMonkey script that this is a simple form 
    if(simpleForm) localStorage.setItem('SimpleForm', true); 
    else localStorage.setItem('SimpleForm', false); 
  
    // The forms array contains a set of TableRows at index formIndex 
    return forms[formIndex]; 
  } 
  
  render() { 
    return ( 
      <form 
        style={{display: 'flex', flexDirection: 'column', width: '150px'}} 
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        ref={this.formRef} 
        noValidate > 
        <table> 
          <tbody> 
            {this.renderTableRows()} 
          </tbody> 
        </table> 
        <Input 
          type="submit" 
          handleSubmit={this.handleSubmit.bind(this)} /> 
  
      </form> 
    ); 
  } 
} 
  
class TableRow extends Component { 
  render() { 
    let id = this.props.type; 
    if(id === 'datetime-local') id = 'date'; 
  
    return ( 
      <tr> 
        <td> 
        <label 
          htmlFor={this.props.type} 
          style={{display: 'inline-block', width: '120px', fontWeight: 
'bold'}} > 
          {this.props.label}: 
        </label> 
        </td> 
        <td> 
          <Input 
            id={id} 
            type={this.props.type} 
            placeholder={this.props.placeholder} /> 
  
        </td> 
      </tr> 
    ); 
  } 
} 
  
class Input extends Component { 
  constructor(props) { 
    super(props); 
  
    this.state = { 
      username: '', 
      email: '', 
      tel: '', 
      url: '', 
      number: '', 
      password: '', 
      date: '', 
      month: '', 
      week: '', 
      search: '' 
    } 
  } 
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  handleInput(e) { 
    const name = e.target.name; 
    const value = e.target.value; 
  
    this.setState({ [name]: value }); 
  } 
  
  render() { 
    let width = '160px'; 
    if(this.props.type === 'search') width = '168px'; 
  
    if(this.props.type === 'submit') { 
      return ( 
        <input 
          type="submit" 
          id="submit-form" 
          value="Submit" 
          onClick={(e) => this.props.handleSubmit(e)} 
        /> 
      ); 
    } else { 
      return ( 
        <input 
          type={this.props.type} 
          name={this.props.type} 
          placeholder={this.props.placeholder} 
          value={this.state.name} 
          onChange={(e) => this.handleInput(e)} 
          style={{width: width}} 
          required 
        /> 
      ); 
    } 
  } 
} 
  
export default App; 
 
  



 VII 

Appendix C -  AngularJS/DynamicForm/app.js 
var app = angular.module('app', []); 
  
app.controller('controller', function($scope) { 
  
}) 
  
app.component('customForm', { 
  controller: function($scope, $http, INPUT_AMOUNT, INPUT_TYPE, 
INPUT_TYPES, INPUT_VALUES, INPUT_VALUES_SIMPLE) { 
    $scope.scriptsRun = getFromLocalStorage('ScriptsRun'); 
    $scope.formIndex = getFromLocalStorage('FormIndex'); 
  
    $scope.submit = function() { 
      $scope.scriptsRun++; 
      $scope.formIndex++; 
  
      // Update localstorage for the Tampermonkey script 
      localStorage.setItem('ScriptsRun', $scope.scriptsRun); 
      localStorage.setItem('FormIndex', $scope.formIndex); 
      localStorage.setItem('StartTime', performance.now()); 
  
      var submitted = JSON.parse(localStorage.getItem('Submitted')); 
      if(submitted == null) submitted = []; 
  
      // Manually post the form if it's valid 
      if($scope.form.$invalid) { 
        localStorage.setItem('StopTime', performance.now()); 
  
        submitted.push('false'); 
        localStorage.setItem('Submitted', JSON.stringify(submitted)); 
  
        console.log('The form was declined'); 
        location.reload(true); 
        return; 
      } 
      else if($scope.form.$valid) { 
        $http({ 
          method: 'post', 
          url: 'index.html' 
        }) 
        .then(function successCallback(res) { 
          localStorage.setItem('StopTime', performance.now()); 
  
          submitted.push('true'); 
          localStorage.setItem('Submitted', JSON.stringify(submitted)); 
  
          console.log('The form was submitted'); 
          location.reload(true); 
        }, 
          function errorCallback(res) { 
            console.log('An error occurred - the form was not submitted'); 
          } 
        ); 
      } 
    }; 
  
    // Returns a matrix with a specified amount of forms that 
    // contains a "random" amount of inputs with "randomly" picked types 
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    $scope.createFormsMatrix = function(amount) { 
      var formsMatrix = []; 
  
      for(let i = 0; i < amount; i++) { 
        var inputs = []; 
        formsMatrix.push(INPUT_AMOUNT[i]); 
  
        for(let y = 0; y < INPUT_AMOUNT[i]; y++) { 
          inputs[y] = INPUT_TYPE[y]; 
          formsMatrix[i] = inputs; 
        } 
      } 
  
      return formsMatrix; 
    }; 
  
    // Returns a matrix containing one input per form 
    // The inputs will range over all types (1-10) 
    $scope.createSimpleFormsMatrix = function(amount) { 
      var formsMatrix = []; 
      var index = 1; 
  
      for(let i = 0; i < amount; i++) { 
        formsMatrix.push(1); 
        formsMatrix[i] = index; 
  
        if(index < 10) index++; 
        else index = 1; 
      } 
  
      return formsMatrix; 
    }; 
  
    // Create a new array of forms with inputs inside, based on the 
formsMatrix 
    $scope.generateInputs = function(formsMatrix, simpleForm) { 
      var forms = []; 
      var formSize = []; 
      var types = []; 
      var inputs = []; 
      var values = []; 
  
      formsMatrix.forEach(function(form) { 
        if(form.length > 0) { 
          formSize.push(form.length); 
  
          // FormSize will be used to evaluate if the form's 
          // size makes a difference in the validation time 
          localStorage.setItem('FormSize', JSON.stringify(formSize)); 
  
          form.forEach(function(type, index) { 
            var inputObject = INPUT_TYPES[type-1]; 
            inputs.push(inputObject); 
            types.push(inputObject.type); 
          }); 
        } 
        else { 
          var inputObject = INPUT_TYPES[form-1]; 
          inputs.push(inputObject); 
          types.push(inputObject.type); 
        } 
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        forms.push(inputs); 
        inputs = []; 
      }); 
  
      if($scope.scriptsRun == 1) { 
        // InputType will be used to evaluate if the input's 
        // type makes a difference in the validation time 
        localStorage.setItem('InputType', JSON.stringify(types)); 
        localStorage.setItem('FormsMatrix', JSON.stringify(forms)); 
  
        var validInput = JSON.parse(localStorage.getItem('ValidInput')); 
  
        if(validInput == 'true') { 
          if(simpleForm) localStorage.setItem('Values', 
JSON.stringify(INPUT_VALUES_SIMPLE)); 
          else localStorage.setItem('Values', 
JSON.stringify(INPUT_VALUES)); 
        } 
        else { 
          var values = []; 
  
          for(var i = 0; i < 25000; i++) { 
            values.push(new RandExp(/.{1,30}/gi).gen()); 
          } 
  
          localStorage.setItem('Values', JSON.stringify(values)); 
        } 
      } 
      // If it's not the first the the app is launched, the forms should 
      // be retrieved from local storage 
      else { 
        forms = JSON.parse(localStorage.getItem('FormsMatrix')); 
      } 
  
      return forms; 
    }; 
  
    $scope.renderForm = function() { 
      // !!!! formsAmount & simpleForm are the only 
      //      variables that should be changed 
      // -formsAmount: Sets the amount of different forms that should exist 
      // -simpleForm: If true, the form will only contain one input at a 
time 
      // and will loop through all input types 
      const formsAmount = 1000; 
      const simpleForm = false; 
  
      if(simpleForm) localStorage.setItem('SimpleForm', true); 
      localStorage.setItem('FormsAmount', formsAmount); 
  
      // formIndex will be set in the Tampermonkey script 
      var formIndex = localStorage.getItem('FormIndex'); 
      if(formIndex == null || formIndex == '') formIndex = 0; 
  
      // Generate the forms 
      var formsMatrix; 
      if(simpleForm) formsMatrix = 
$scope.createSimpleFormsMatrix(formsAmount); 
      else formsMatrix = $scope.createFormsMatrix(formsAmount); 
      const forms = $scope.generateInputs(formsMatrix, simpleForm); 
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      return forms[formIndex]; 
    }; 
  
    $scope.dynamicForm = $scope.renderForm(); 
  }, 
  require: 'ngModel', 
  bindings: { 
    ngModel: '=' 
  }, 
  templateUrl: 'form.html' 
}) 
  
// Helper function to update the scope's viewValue 
function change(input, scope) { 
  var form = scope.$parent.$parent.form; 
  
  // Loop through all items in the form's scope to find the current input 
  angular.forEach(form, function(element, name) { 
    if(name == input.name) { 
      element.$setViewValue(input.value); 
      element.$validate(); 
      return; // Stop the loop if the correct input is found 
    } 
  }) 
} 
  
// Helper functions to get values from localstorage 
function getFromLocalStorage(name) { 
  var value = JSON.parse(localStorage.getItem(name)); 
  
  if(value == null) { 
    if(name == 'ScriptsRun') value = 1; 
    else value = 0; 
  } 
  
  return value; 
} 
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Appendix D -  valid-input-react.js 
// ==UserScript== 
// @name        Measure Time for Valid Input (React.js) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       localhost:3000/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  
  const inputTypes = [ 
    'text', 
    'email', 
    'tel', 
    'url', 
    'number', 
    'password', 
    'datetime-local', 
    'month', 
    'week', 
    'search' 
  ]; 
  
  var formsAmount = parseInt(localStorage.getItem('FormsAmount')); 
  var simpleForm = JSON.parse(localStorage.getItem('SimpleForm')); 
  var scriptsRun = localStorage.getItem('ScriptsRun'); 
  var formIndex = localStorage.getItem('FormIndex'); 
  
  if(formIndex == '' || formIndex == null) formIndex = 0; 
  if(scriptsRun == null) scriptsRun = 1; 
  parseInt(scriptsRun); 
  
  $(document).ready(function() { 
    var startTime = localStorage.getItem('StartTime'); 
    var times = JSON.parse(localStorage.getItem('Times')); 
    var formSize = JSON.parse(localStorage.getItem('FormSize')); 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
  
    if(times == null) times = []; 
    if(formSize == null) formSize = []; 
    if(inputType == null) inputType = []; 
  
    // The total time can't be calculated unless there exists a start time 
    if(startTime != null) { 
      var stopTime = localStorage.getItem('StopTime'); 
      var time = stopTime - startTime; 
      localStorage.setItem('Time', time); 
  
      times.push(time); 
      localStorage.setItem('Times', JSON.stringify(times)); 
    } 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      inputTypes.forEach(function(type) { 
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        $('input[type=' + type + ']').each(function() { 
          $(this).attr('value', setValue(type)); 
        }); 
      }); 
  
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
  
      for(let i = 0; i < formsAmount; i++) { 
        if(simpleForm) data.push(inputType[i]); 
        else data.push(formSize[i]); 
        data.push(times[i]); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([\[\]])/g, ''); 
      if(simpleForm) data = data.replace(/([A-Za-z]*[\,])([\d\.]*)([\,])/g, 
"$1$2\n"); 
      else data = data.replace(/([\d\.]*)([\,])([\d\.]*)([\,])/g, 
"$1$2$3\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
  
  // Increase how many scripts have been executed 
  // and which form is going to show 
  $('#submit-form').on('click', function() { 
    scriptsRun++; 
    formIndex++; 
    localStorage.setItem('ScriptsRun', scriptsRun); 
    localStorage.setItem('FormIndex', formIndex); 
  }); 
  
  function setValue(type) { 
    switch(type) { 
      case 'text': 
        return 'test text'; 
      case 'email': 
        return 'example@test.com'; 
      case 'tel': 
        return '5551234567'; 
      case 'url': 
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        return 'http://www.exampleweb.ex'; 
      case 'number': 
        return '12345'; 
      case 'password': 
        return 'password123'; 
      case 'datetime-local': 
        return '2019-01-01T09:30'; 
      case 'month': 
        return '2019-01'; 
      case 'week': 
        return '2019-W01'; 
      case 'search': 
        return 'search string'; 
      default: 
        return 'reached default'; 
    } 
  } 
})(); 
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Appendix E -  valid-input-angular.js 
// ==UserScript== 
// @name        Measure Time for Valid Input (AngularJS) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       http://localhost/AngularJS/DynamicForm/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  
  localStorage.setItem('ValidInput', 'true'); 
  
  $(document).ready(function() { 
    var inputIndex = localStorage.getItem('InputIndex'); 
    var startTime = localStorage.getItem('StartTime'); 
    var formsAmount = localStorage.getItem('FormsAmount'); 
    var scriptsRun = JSON.parse(localStorage.getItem('ScriptsRun')); 
    var formIndex = JSON.parse(localStorage.getItem('FormIndex')); 
    var simpleForm = JSON.parse(localStorage.getItem('SimpleForm')); 
    var values = JSON.parse(localStorage.getItem('Values')); 
    var times = JSON.parse(localStorage.getItem('Times')); 
    var formSize = JSON.parse(localStorage.getItem('FormSize')); 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
  
    if(scriptsRun == null) scriptsRun = 1; 
    if(formIndex == null) formIndex = 0; 
    if(inputIndex == null) inputIndex = 0; 
    if(times == null) times = []; 
    if(formSize == null) formSize = []; 
    if(inputType == null) inputType = []; 
  
    // The total time can't be calculated unless there exists a start time 
    if(startTime != null) { 
      var stopTime = localStorage.getItem('StopTime'); 
      var time = stopTime - startTime; 
      localStorage.setItem('Time', time); 
  
      times.push(time); 
      localStorage.setItem('Times', JSON.stringify(times)); 
    } 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      var inputs = document.querySelectorAll('input'); 
  
      inputs.forEach(function(input) { 
        // Don't do this for the submit button 
        if(input.id != 'submit-form') { 
          $(input).focus(); 
          $(input).attr('ng-value', values[inputIndex]); 
          $(input).attr('value', values[inputIndex]); 
          $(input).val(values[inputIndex]); 
          $(input).blur(); 
          $(input).trigger('change'); 
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          inputIndex++; 
        } 
      }); 
  
      localStorage.setItem('InputIndex', inputIndex); 
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
  
      for(let i = 0; i < formsAmount; i++) { 
        if(simpleForm) data.push(inputType[i]); 
        else data.push(formSize[i]); 
        data.push(times[i]); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([\[\]])/g, ''); 
      if(simpleForm) data = data.replace(/([A-Za-z]*[\,])([\d\.]*)([\,])/g, 
"$1$2\n"); 
      else data = data.replace(/([\d\.]*)([\,])([\d\.]*)([\,])/g, 
"$1$2$3\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
})(); 
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Appendix F -  invalid-input-react.js 
// ==UserScript== 
// @name        Measure Time for Invalid Input (React.js) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       localhost:3000/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  
  const inputTypes = [ 
    'text', 
    'email', 
    'tel', 
    'url', 
    'number', 
    'password', 
    'datetime-local', 
    'month', 
    'week', 
    'search' 
  ]; 
  
  var formsAmount = parseInt(localStorage.getItem('FormsAmount')); 
  var simpleForm = JSON.parse(localStorage.getItem('SimpleForm')); 
  var scriptsRun = localStorage.getItem('ScriptsRun'); 
  var formIndex = localStorage.getItem('FormIndex'); 
  
  if(formIndex == '' || formIndex == null) formIndex = 0; 
  if(scriptsRun == null) scriptsRun = 1; 
  parseInt(scriptsRun); 
  
  $(document).ready(function() { 
    var startTime = localStorage.getItem('StartTime'); 
    var times = JSON.parse(localStorage.getItem('Times')); 
    var formSize = JSON.parse(localStorage.getItem('FormSize')); 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
  
    if(times == null) times = []; 
    if(formSize == null) formSize = []; 
    if(inputType == null) inputType = []; 
  
    // The total time can't be calculated unless there exists a start time 
    if(startTime != null) { 
      var stopTime = localStorage.getItem('StopTime'); 
      var time = stopTime - startTime; 
      localStorage.setItem('Time', time); 
  
      times.push(time); 
      localStorage.setItem('Times', JSON.stringify(times)); 
    } 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      inputTypes.forEach(function(type) { 
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        $('input[type=' + type + ']').each(function() { 
          $(this).attr('value', 'invalid input=!(@£∞@©≈$∞;2€!)'); 
        }); 
      }); 
  
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
  
      for(let i = 0; i < formsAmount; i++) { 
        if(simpleForm) data.push(inputType[i]); 
        else data.push(formSize[i]); 
        data.push(times[i]); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([\[\]])/g, ''); 
      if(simpleForm) data = data.replace(/([A-Za-z]*[\,])([\d\.]*)([\,])/g, 
"$1$2\n"); 
      else data = data.replace(/([\d\.]*)([\,])([\d\.]*)([\,])/g, 
"$1$2$3\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
  
  // Increase how many scripts have been executed 
  // and which form is going to show 
  $('#submit-form').on('click', function() { 
    scriptsRun++; 
    formIndex++; 
    localStorage.setItem('ScriptsRun', scriptsRun); 
    localStorage.setItem('FormIndex', formIndex); 
  }); 
})(); 
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Appendix G -  invalid-input-angular.js 
// ==UserScript== 
// @name        Measure Time for Invalid Input (AngularJS) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       http://localhost/AngularJS/DynamicForm/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  
  localStorage.setItem('ValidInput', 'false'); 
  
  $(document).ready(function() { 
    var inputIndex = localStorage.getItem('InputIndex'); 
    var startTime = localStorage.getItem('StartTime'); 
    var formsAmount = localStorage.getItem('FormsAmount'); 
    var scriptsRun = JSON.parse(localStorage.getItem('ScriptsRun')); 
    var formIndex = JSON.parse(localStorage.getItem('FormIndex')); 
    var simpleForm = JSON.parse(localStorage.getItem('SimpleForm')); 
    var values = JSON.parse(localStorage.getItem('Values')); 
    var times = JSON.parse(localStorage.getItem('Times')); 
    var formSize = JSON.parse(localStorage.getItem('FormSize')); 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
  
    if(scriptsRun == null) scriptsRun = 1; 
    if(formIndex == null) formIndex = 0; 
    if(inputIndex == null) inputIndex = 0; 
    if(times == null) times = []; 
    if(formSize == null) formSize = []; 
    if(inputType == null) inputType = []; 
  
    // The total time can't be calculated unless there exists a start time 
    if(startTime != null) { 
      var stopTime = localStorage.getItem('StopTime'); 
      var time = stopTime - startTime; 
      localStorage.setItem('Time', time); 
  
      times.push(time); 
      localStorage.setItem('Times', JSON.stringify(times)); 
    } 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      var inputs = document.querySelectorAll('input'); 
  
      inputs.forEach(function(input) { 
        // Don't do this for the submit button 
        if(input.id != 'submit-form') { 
          $(input).focus(); 
          $(input).attr('ng-value', values[inputIndex]); 
          $(input).attr('value', values[inputIndex]); 
          $(input).val(values[inputIndex]); 
          $(input).blur(); 
          $(input).trigger('change'); 
  



 XIX 

          inputIndex++; 
        } 
      }); 
  
      localStorage.setItem('InputIndex', inputIndex); 
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
  
      for(let i = 0; i < formsAmount; i++) { 
        if(simpleForm) data.push(inputType[i]); 
        else data.push(formSize[i]); 
        data.push(times[i]); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([\[\]])/g, ''); 
      if(simpleForm) data = data.replace(/([A-Za-z]*[\,])([\d\.]*)([\,])/g, 
"$1$2\n"); 
      else data = data.replace(/([\d\.]*)([\,])([\d\.]*)([\,])/g, 
"$1$2$3\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
})(); 
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Appendix H -  attack-input-react.js 
// ==UserScript== 
// @name        Attack Test Cases (React.js) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       localhost:3000/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  var attackString = "DROP sampletable;--"; 
  
  const inputTypes = [ 
    'text', 
    'email', 
    'tel', 
    'url', 
    'number', 
    'password', 
    'datetime-local', 
    'month', 
    'week', 
    'search' 
  ]; 
  
  var formsAmount = parseInt(localStorage.getItem('FormsAmount')); 
  var scriptsRun = localStorage.getItem('ScriptsRun'); 
  var formIndex = localStorage.getItem('FormIndex'); 
  
  if(formIndex == '' || formIndex == null) formIndex = 0; 
  if(scriptsRun == null) scriptsRun = 1; 
  parseInt(scriptsRun); 
  
  $(document).ready(function() { 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
    if(inputType == null) inputType = []; 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      inputTypes.forEach(function(type) { 
        $('input[type=' + type + ']').each(function() { 
          console.log('CURRENT INPUT TYPE: ' + type); 
          $(this).attr('value', attackString); 
        }); 
      }); 
  
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
      var submitted = JSON.parse(localStorage.getItem('Submitted')); 
  
      for(let i = 0; i < formsAmount; i++) { 
        data.push(inputType[i]); 
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        data.push(submitted[i]); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([A-Za-z]*[-]?[A-Za-z]*[\,])([A-Za-z]*)([\,])/g, 
"$1$2\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
  
  // Increase how many scripts have been executed 
  // and which form is going to show 
  $('#submit-form').on('click', function() { 
    scriptsRun++; 
    formIndex++; 
    localStorage.setItem('ScriptsRun', scriptsRun); 
    localStorage.setItem('FormIndex', formIndex); 
  }); 
})(); 
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Appendix I -  attack-input-angular.js 
// ==UserScript== 
// @name        Attack Test Cases (AngularJS) 
// @namespace   http://tampermonkey.net/ 
// @version     0.1 
// @grant       none 
// @match       http://localhost/AngularJS/DynamicForm/* 
// @require     
https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js 
// ==/UserScript== 
  
(function() { 
  var $ = window.jQuery; 
  var attackString = "DROP sampletable;--"; 
  
  $(document).ready(function() { 
    const inputTypes = [ 
      'text', 
      'email', 
      'tel', 
      'url', 
      'number', 
      'password', 
      'date', 
      'month', 
      'week', 
      'search' 
    ]; 
  
    var formsAmount = localStorage.getItem('FormsAmount'); 
    var scriptsRun = JSON.parse(localStorage.getItem('ScriptsRun')); 
    var formIndex = JSON.parse(localStorage.getItem('FormIndex')); 
    var simpleForm = JSON.parse(localStorage.getItem('SimpleForm')); 
    var inputType = JSON.parse(localStorage.getItem('InputType')); 
  
    if(scriptsRun == null) scriptsRun = 1; 
    if(formIndex == null) formIndex = 0; 
    if(inputType == null) inputType = []; 
  
    // Experiment has not finished executing 
    if(scriptsRun <= formsAmount) { 
      inputTypes.forEach(function(type) { 
        var inputs = document.querySelectorAll('.' + type); 
  
        inputs.forEach(function(input) { 
          console.log('CURRENT INPUT TYPE: ' + type); 
  
          $(input).focus(); 
          $(input).attr('ng-value', attackString); 
          $(input).attr('value', attackString); 
          $(input).val(attackString); 
          $(input).blur(); 
          $(input).trigger('change'); 
        }); 
      }); 
  
      $('#submit-form').click(); 
    } 
    // Experiment has finished executing 
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    else if(scriptsRun > formsAmount) { 
      var textFile = null; 
      var data = []; 
  
      for(let i = 0; i < formsAmount; i++) { 
        data.push(inputType[i]); 
        data.push(localStorage.getItem('Submitted')); 
      } 
  
      // Format the data to fit in a spreadsheet 
      data = data.toString(); 
      data = data.replace(/([\[\]])/g, ''); 
      if(simpleForm) data = data.replace(/([A-Za-z]*[\,])([\d\.]*)([\,])/g, 
"$1$2\n"); 
      else data = data.replace(/([\d\.]*)([\,])([\d\.]*)([\,])/g, 
"$1$2$3\n"); 
  
      // Create file 
      var createFile = function(input) { 
        var blob = new Blob([input], { type: 'text/csv' }); 
        textFile = window.URL.createObjectURL(blob); 
        return textFile; 
      }; 
  
      // Download file 
      var a = document.createElement('a'); 
      a.setAttribute('download', 'data.csv'); 
      a.setAttribute('href', createFile(data)); 
      document.body.appendChild(a); 
  
      a.click(); 
    } 
  }); 
})(); 
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Appendix J -  Attack test cases – Results 
Input:  ‘ or ‘x’=’x’ 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T01 SQLi text ‘ or ‘x’=’x’ The form was 
submitted 

The form 
was 
submitted 

Positive No 

T02 SQLi email ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T03 SQLi tel ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
submitted 

Negative No 

T04 SQLi url ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T05 SQLi number ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T06 SQLi password ‘ or ‘x’=’x’ The form was 
submitted 

The form 
was 
submitted 

Positive No 

T07 SQLi datetime-
local 

‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T08 SQLi month ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T09 SQLi week ‘ or ‘x’=’x’ The form was 
declined 

The form 
was 
declined 

Positive Yes 

T10 SQLi search ‘ or ‘x’=’x’ The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  DROP sampletable;# 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T01 SQLi text DROP 
sampletable;# 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 
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T02 SQLi email DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T03 SQLi tel DROP 
sampletable;# 

The form 
was declined 

The form 
was 
submitted 

Negative No 

T04 SQLi url DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T05 SQLi number DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T06 SQLi password DROP 
sampletable;# 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 

T07 SQLi datetime-
local 

DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T08 SQLi month DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T09 SQLi week DROP 
sampletable;# 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T10 SQLi search DROP 
sampletable;# 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  DROP sampletable;-- 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T01 SQLi text DROP 
sampletable;-- 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T02 SQLi email DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T03 SQLi tel DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
submitted 

Negative No 

T04 SQLi url DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 



 XXVI 

T05 SQLi number DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T06 SQLi password DROP 
sampletable;-- 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T07 SQLi datetime-
local 

DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T08 SQLi month DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T09 SQLi week DROP 
sampletable;-- 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T10 SQLi search DROP 
sampletable;-- 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  SELECT password FROM Members 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T11 SQLi text SELECT 
password 
FROM 
Members 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 

T12 SQLi email SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T13 SQLi tel SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
submitted 

Negative No 

T14 SQLi url SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T15 SQLi number SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T16 SQLi password SELECT 
password 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 



 XXVII 

FROM 
Members 

T17 SQLi datetime-
local 

SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T18 SQLi month SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T19 SQLi week SELECT 
password 
FROM 
Members 

The form 
was declined 

The form 
was 
declined 

Positive Yes 

T20 SQLi search SELECT 
password 
FROM 
Members 

The form 
was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  SELECT/*avoid-spaces*/password/**/FROM/**/Members  

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T11 SQLi text SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T12 SQLi email SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T13 SQLi tel SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
submitted 

Negative No 

T14 SQLi url SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T15 SQLi number SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 



 XXVIII 

T16 SQLi password SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T17 SQLi datetime-
local 

SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T18 SQLi month SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T19 SQLi week SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T20 SQLi search SELECT/*avoi
d-
spaces*/passw
ord/**/FROM/**
/Members 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  Set.constructor`alert\x28document.domain\x29``` 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T31 XSS text Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T32 XSS email Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T33 XSS tel Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
submitted 

Negative No 

T34 XSS url Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 



 XXIX 

T35 XSS number Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T36 XSS password Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T37 XSS datetime-
local 

Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T38 XSS month Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T39 XSS week Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T40 XSS search Set.constructor
`alert\x28docu
ment.domain\x
29``` 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  <SCRIPT SRC=http://ha.ckers.org/xss> 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T31 XSS text <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T32 XSS email <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T33 XSS tel <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
submitted 

Negative No 

T34 XSS url <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T35 XSS number <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 



 XXX 

T36 XSS password <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T37 XSS datetime-
local 

<SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T38 XSS month <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T39 XSS week <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T40 XSS search <SCRIPT 
SRC=http://ha.
ckers.org/xss> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  <IMG SRC=JaVaScRiPt:alert(‘XSS’)> 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

ATTACK 
STRING 

EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T41 XSS text <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T42 XSS email <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T43 XSS tel <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
submitted 

Negative No 

T44 XSS url <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T45 XSS number <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T46 XSS password <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 



 XXXI 

T47 XSS datetime-
local 

<IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T48 XSS month <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T49 XSS week <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
declined 

The form 
was 
declined 

Positive Yes 

T50 XSS search <IMG 
SRC=JaVaSc
RiPt:alert(‘XSS
’)> 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 60% 

Input:  (benign input) 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

STRING EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T51 Benign 
input 

text test text The form was 
submitted 

The form 
was 
submitted 

Positive No 

T52 Benign 
input 

email example@test.
com 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T53 Benign 
input 

tel 5551234567 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T54 Benign 
input 

url http://www.exa
mpleweb.ex 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T55 Benign 
input 

number 12345 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T56 Benign 
input 

password password123 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T57 Benign 
input 

datetime-
local 

2019-01-
01T09:30 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T58 Benign 
input 

month 2019-01 The form was 
submitted 

The form 
was 
submitted 

Positive No 
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T59 Benign 
input 

week 2019-W01 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T60 Benign 
input 

search search string The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 0% 

Input: (benign input) 

TEST 
CASE 

ATTACK 
TYPE 

INPUT 
TYPE 

STRING EXPECTED 
OUTPUT 

OUTPUT RESULT PREVENTED 

T51 Benign 
input 

text abcdefghijklmn
opqestuvwxyz
åäö123456789
0+´`!”#€%&/()=
?,.-;:_<>^¨* 
‘•Ωé®†µüıœπ˙
æøfiª√˛¸ƒ∂ß÷≈
ç‹›‘’ 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T52 Benign 
input 

email example_email
.with_other.cha
racters123å@
example.test 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T53 Benign 
input 

tel +46555-
1234567 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T54 Benign 
input 

url http://www.exa
mpleweb.ex?b
enign_query_s
tring=åäö! 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T55 Benign 
input 

number 0 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T56 Benign 
input 

password pwd_with.speci
al:characters`å
äö´ 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T57 Benign 
input 

datetime-
local 

1111-11-
11T11:11 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

T58 Benign 
input 

month 1111-11 The form was 
submitted 

The form 
was 
submitted 

Positive No 

T59 Benign 
input 

week 1111-W11 The form was 
submitted 

The form 
was 
submitted 

Positive No 



 XXXIII 

T60 Benign 
input 

search abcdefghijklmn
opqestuvwxyz
åäö123456789
0+´`!”#€%&/()=
?,.-;:_<>^¨* 
‘•Ωé®†µüıœπ˙
æøfiª√˛¸ƒ∂ß÷≈
ç‹›‘’ 

The form was 
submitted 

The form 
was 
submitted 

Positive No 

Prevention rate: 0% 
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