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Sammanfattning
På grund av sin enkelhet och användbarhet är lösenordsautentisering dagens mest använda
sätt att autentisera sig. Antalet lösenord som ska minnas ökar i samband med ett stigande antal
konton  per  användare.  Detta  utgör  en  tydlig  belastning  för  det  mänskliga  minnet  vilket
användarna försöker lindra genom att skriva ner lösenord, återanvända dem eller välja alltför
enkla  varianter.  Att  hitta  sätt  att  skapa  lösenord  som  är  lätta  att  komma  ihåg  är  en
nödvändighet  för  att  förebygga  liknande  beteenden  samt  de  säkerhetsproblem som de  är
förknippade med.  Den utförda systematiska litteraturstudien hade som mål att identifiera i
vilken  omfattning  olika  strategier  för  lösenordskonstruktion  underlättar  skapandet  av
minnesvärda lösenord. Ett flertal kombinationer av sökbegrepp användes för att söka i fyra
vetenskapliga databaser efter granskade artiklar som uppfyller tydliga urvalskriterier. Efteråt
användes  backward  snowballing och  referenser  av  redan  accepterade  publikationer
kontrollerades  med  samma  urvalskriterier.  Till  slut  genomgick  61 accepterade  artiklar  en
kvalitativ  dataanalys  med  hjälp  av  grounded  theory. Analysen  visade  att  olika
kompositionsstrategier  förde  med  sig  betydande  skillnader  gällande  hur  minnesvärda
resulterande  lösenord  var.  Strategier  som  fyllde  lösenord  med  djupare  betydelse  för
användaren ansågs vara lätta att minnas medan det var svårare att komma ihåg dem när ingen
betydelse ingjutits. Över lag visade sig användargenererade lösenord vara lättare att komma
ihåg än systemgenererade.

Nyckelord: Lösenord, autentisering, minnesvärdhet, användbarhet

Abstract
Due to its simplicity and deployability, password authentication is today's most common way
of authentication. In conjunction with increasing numbers of accounts per user, the amount of
passwords to be remembered is rising as well. This puts a noticeable strain on human memory
which  users  attempt  to  mitigate  by writing  them down,  reusing  them or  selecting  overly
simple ones. In order to prevent such behavior and the security issues it is accompanied by,
finding  ways  to  generate  memorable  passwords  is  imperative. The  conducted  systematic
literature review aimed to identify to which extent different password creation strategies are
facilitating the generation of memorable passwords. Several search term combinations were
used to probe four scientific databases for peer-reviewed articles that satisfy distinct selection
criteria. Afterwards, backward snowballing was conducted and references of already accepted
publications were checked against identical selection criteria. Eventually, 61 accepted articles
underwent a qualitative data analysis by means of grounded theory. The analysis showed that
different composition strategies entailed substantial differences in memorability. Those that
infused passwords with deeper meaning to the user were found easy to remember whereas
failing to infuse meaning impeded recall. Overall,  user-generated passwords turned out be
more memorable than system-generated ones. 

Keywords: Password, authentication, memorability, usability
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1 Introduction
Despite  the  fact  that  rather  regularly  occurring  reports  of  vulnerabilities  within  existing
password authentication methods are causing public outcries of indignation,  passwords are
still the prevalent authentication method in today's computer systems. Woods and Siponen
(2018)  proclaim  that  password  authentication  not  only  is  the  currently  dominating
authentication method but that its utilization probably will continue to increase with time.
This is explained with the fact that the average user continues to acquire more and more
personal accounts for different kinds of programs and services. 

Nowadays, a big portion of everyday life is inextricably linked with online services and their
usage. For example, people are using different kinds of social media heavily in their private
lives. Recent activities, accomplishments or problems are shared with the online community
in the  blink of  an  eye.  According to  Statista  (2019),  there  were nearly 4.4 billion  active
Internet users in January 2019. Of those, almost 3.5 billion were active on different social
media platforms. In addition to that, emails have supposedly superseded written letters as the
primary form of written communication. Public cloud storage services are used to store family
pictures and videos. Online shopping at a variety of different online retailers appears to be
commonplace for a lot of customers, for some even more than going to a physical store. This
list could likely be extended to several pages, but the main issue should become clear at this
point: A huge amount of things is managed with the help of online services. Most people are,
at least in some way, customers of Internet services. As such, they inevitably come in contact
with password authentication.  And since the average  user  does  not  only have one single
account, she is very likely to have to deal with multiple passwords as well. 

The  human  memory's  intrinsic  limitations  when  it  comes  to  its  capability  to  memorize
sequences of items such as passwords are described by Yan, Blackwell, Anderson and Grant
(2004). As stated, difficulties arise when things are to be kept in memory for a prolonged
period of time or when they are of completely new and unfamiliar character. Another factor of
interest in this context is the so called memory load which is explained by Vu et al. (2007). In
tact  with  increasing  requirements  concerning  both  password  strength  (complexity)  and
growing  numbers  of  accounts  that  demand  password  authentication,  computer  users  are
exposed to higher memory loads. Since it naturally is highly unlikely that those highlighted
circumstances  themselves  can  be  changed,  finding  ways  to  generate  easily  memorable
passwords represents a crucial factor to mitigate the human brain's self-imposed constraints.

Moreover, Woods and Siponen (2018) conclude that passwords which are perceived as hard
to remember can have negative impact on a user's so called metamemory and hence her actual
capability to recall them in reality. Accordingly, passwords that appear as easy to remember
can help alleviating this effect. 

The  presence  of  easily  memorizable  passwords  is  also  observed  to  prevent  users  from
applying unsafe behaviors such as writing them down (Komanduri et al., 2011) or reusing
them for multiple accounts (Woods & Siponen, 2018).

Having emphasized the dire need for memorable passwords, the logically ensuing question is
what it is that characterizes those, respectively how to create them. A natural precondition in
that  context  is  the  need  to  be  aware  of  different  password  types  and how those  can  be
composed. Therefore, the password classification model devised by Kävrestad, Eriksson and
Nohlberg (2018) is serving as the foundation for this thesis project. Said work defines a model
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for password composition strategies which is supposed to encompass an exhaustive collection
of different password types. During this literature review, password strategies that have been
carved out  by Kävrestad et  al.  (2018) are  evaluated  in  respect  of  their  provided level  of
memorability. 

The goal in adding memorability aspects to said classes is to help mitigate the mentioned
conflict  between usability and security.  Increasing the knowledge about password creation
strategies that enable the generation of memorable passwords is deemed to be the first step in
that  process.  Both  individual  computer  users  and  system  administrators  are  potential
beneficiaries when new passwords are to be generated. 

In addition  to that,  the outcome of this  work is  also planned to become part  of a bigger
research  project  in  which  password  security  is  investigated  more  comprehensively.  Said
project will be based upon the same model for password classification. The individual classes'
identified memorability characteristics will be incorporated in that research.

This thesis project will be conducted in the form of a systematic literature review since that
method is judged to represent the most widespread approach and hence highest likelihood of
finding relevant information. An assortment of scientific databases will be probed with search
term combinations that are deemed to be of relevance to the topic. This process will result in a
collection  of  scientific  articles  which  will  be  examined  and  filtered  with  the  help  of
predefined article selection criteria. The overall approach will mainly be based on descriptions
provided by Kitchenham (2004). Backward snowballing will be applied as additional search
method in order to increase the probability of finding further material of interest (Wohlin,
2014). 

Once a bibliography of accepted articles is successfully created, analysis methods based on
grounded theory as explained by Wolfswinkel,  Furtmueller  and Wilderom (2013) will  be
applied to draw conclusions from the acquired material.

The remaining report is structured in the following way: chapter 2 explains the background to
this work, including a brief introduction to the different password creation strategies that are
examined. In chapter 3, the aim of research and the work's practical limitations are presented.
It also provides an insight into existing research of relevance. The applied methodology is
illustrated in chapter 4. This includes descriptions of the planning phase (subchapter 4.1) as
well as the execution phases of article selection (subchapter 4.2) and data analysis (chapter
4.3). The results of the actual qualitative analysis of gathered data are presented under chapter
5. The discussions that are displayed in chapter 6 include the reviewing process itself, found
results,  future  research,  and  ethical  and  social  impacts  of  this  work.  The final  chapter  7
contains the conclusions that are drawn after this literature review.
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2 Background
The agenda of this chapter is to describe the thesis work's background. That includes a general
view of how common password authentication is in today's computer systems along with a
general explanation of how the human mind handles passwords. An elaboration concerning
the  importance  of  memorable  passwords  is  provided  as  well.  The  chapter's  main  part  is
devoted to a description of this work's scientific foundation.

As  mentioned  before,  password  authentication  constitutes  the  dominating  way  of  user
authentication. Also, its usage is predicted to increase even further (Woods & Siponen, 2018).

Even if recurring security issues with password authentication have exposed large numbers of
computer  users  to  serious  hazards,  other  authentication  methods  are  seemingly  unable  to
compete  against  passwords  in  earnest.  To mention  one such example, different  databases
filled with large numbers of sensitive passwords have repeatedly been unveiled and made
accessible  via  the  Internet.  Yet,  Ruoti,  Andersen  and  Seamons  (2016)  conclude  that
alternative  authentication  methods  are  unable  to  match  the  combination  of  security,
deployability and usability provided by password authentication. Once again, it is predicted
that password authentication will not be replaced anytime soon.

Also,  the  described  spread  of  password-based  authentication  in  conjunction  with  its
anticipated increase of usage naturally introduces an escalating level of security issues. As
pointed out by Woods and Siponen (2018), users tend to cope with the ever more difficult to
manage amount of passwords for different accounts by adopting unsafe behaviors such as
choosing exceedingly simple ones, writing them down or reusing them for multiple accounts.
In  light  of  this,  it  should  become  clear  that  finding  ways  to  generate  easily  memorable
passwords is a matter of vital interest. Only if a user is able to remember all of her existing
passwords  without  problems,  she  will  refrain  from  adopting  the  aforementioned  unsafe
patterns. 

According to Vu et al. (2007), the number of items that the human brain has to remember
constitutes the so called memory load. The more passwords a user needs to memorize the
bigger the memory load. Increasing load ultimately leads to more forgetfulness. However, not
only the sheer quantity of personal passwords has an impact on memory load. The same goes
for a password's level of complexity as well. In other words, more complex passwords induce
a  higher  level  of  memory  load  and  thus  forgetfulness.  This  constant  conflict  between
memorability and complexity is described by Komanduri  et al.  (2011) as well.  Passwords
with high complexity are pointed out as hard to crack but equally hard to remember.

Nevertheless, this thesis project does not aim to fully solve said conflict. Instead, the goal is to
evaluate the aspect that is perceived as the first essential step in a process that eventually
might allow the identification of ways to create both memorable and secure passwords. That
aspect is memorability. Other factors such as password complexity are out of scope for the
current work. In that regard, the need for a solid basis to start from is addressed by selecting a
valid set of different password types that can be evaluated in terms of memorability. 

Kävrestad et al. (2018) developed a model for the classification of different password classes.
The characterization of those classes is based on the underlying strategies that are applied for
password  composition.  Since  the  expressed  goal  was  to  create  an  universally  applicable
method for the identification of existing password creation strategies, it is assumed that the
resulting classes represent a rather complete list of potential ways to build a password. The
model is therefore deemed to be an appropriate foundation for this review. The remaining
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parts of this chapter are dedicated to its description. Due to their close relationship, the terms
password class and  password strategy are  henceforth  used  interchangeably  in  this  thesis
work.

Based on interviews with computer forensics experts  plus additional  information found in
relevant literature, Kävrestad et al. (2018) first created a draft model consisting of different
password classes. In their second step, said draft model was refined by means of further semi-
structured  interviews  with  computer  forensics  experts.  Finally,  the  resulting  composition
model of password classes was validated with the help of 50 different password databases that
had leaked to the Internet. To confirm that the previously devised password classes would
apply to  real-world scenarios,  100 randomly chosen passwords from the leaked databases
were assessed in relation to said classes.

Except for the underlying strategies for password composition, Kävrestad et al. (2018) do not
cover  any  other  characteristics  of  the  described  classes.  In  other  words,  aspects  such  as
memorability or complexity are not taken into consideration at all.

The subsequently following subchapter is used to explain the specifically defined password
classes. However, before those can be illustrated, it should be mentioned that there is another
important distinction. Even if a password might be of a certain class like e. g. passphrase, an
additional and more general distinction exists as well. More specifically, a passphrase must
have been created either by a user or by the computer system itself. The question whether a
password is user-generated or system-generated might have an impact on how easily a human
being can memorize  it.  Moreover,  according to  Kävrestad  et  al.  (2018),  a  user-generated
password can consist of biographical information in relation to its creator. Alternatively,  it
can be of neutral  character.  Obviously,  these additional  factors  concerning user-generated
passwords might have effects on memorability as well. 

This thesis aims to assess memorability aspects of those general distinctions along with that of
more specific composition strategies. Due to the fact that all general distinctions mentioned in
the previous paragraph house identical contents, each specific strategy appears four times in
total  and could theoretically be described equally often.  To avoid unnecessary repetitions,
every item is only described once. 

2.1 Password Creation Strategies
In order to understand and follow this thesis work, the reader needs to have some knowledge
about  the  different  password classes  identified  by Kävrestad  et  al.  (2018).  The necessary
explanations are provided by the summarizing list below. However, it is important to notice
that combinations of classes can be used as well. 

 User-generated passwords
This type of passwords is invented by the user herself. As described above, it might
either be composed of items with biographical relevance or it might consist of neutral
elements. Biographical information includes things like dates of birth, names of family
members, pets etc. When neutral elements are used, there is no such connection to the
user's  person  and/or  personal  circumstances.  Examples:  MamasName1961
(biographical) or BlueSky (neutral).
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 System-generated passwords
Instead of the user, this kind of password is crafted by the operating system or other
software.  As a result,  system-generated passwords normally lack easily disclosable
connections  to  particular  individuals.  No personal  information  is  used  to  generate
those passwords. System-generated passwords tend to consist of randomized tokens
but can also come in the form of e. g. words or passphrases. Examples:  87oB%/?
(random token) or NutTheTwoHouse (passphrase).

 Words
As the name implies, this class describes passwords that resemble dictionary words.
Example: Elephant.

 Word in word
This is an underclass to the category  word.  Passwords of this  type contain several
words which are nestled within each other. Example: RabBunnyBit.

 Passphrases
Passphrases are constructs of several concatenated elements such as words, special
characters  or numbers.  It  is  also possible  to craft  passphrases based on mnemonic
passwords or leetspeak expressions. As a result, passphrases can be composed of a lot
of different types of elements. However, their common denominator is the fact that
they represent an underlying sentence. Example: TheDogIsBrown.

 Mnemonic
The previous paragraph describes different types of passphrases. One particular type is
called mnemonic password. Instead of letting the passphrase be composed of whole
words that are put together into a string, a mnemonic password only makes use of
those words' first respective letter. As a result, a word-based passphrase of 10 words
resembles a mnemonic password of 10 characters only. Example (based on the same
phrase as mentioned before): TDIB.

 Leetspeak
Blashki and Nichol (2005) define the term leetspeak as some form of language that
uses numbers and symbols as substitutes for normal letters. Leetspeak characters are
chosen  due  to  a  similar  visual  appearance  to  real  letters.  For  example,  the  term
leetspeak could be depicted by and replaced with 13375p34k. 

 Letters
This category covers passwords solely composed of letters. It might contain lower-
case letters, upper-case letters or combinations of those. Example: abcABC.

 Numbers
As it is possible to create passwords with letters only, it is also feasible to do the same
with  numbers.  Passwords  of  this  class  do  not  contain  any  other  characters  than
numbers. Example: 0815.
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 Patterns
Passwords that rely on specific patterns can consist of lower-case or upper-case letters,
numbers or special characters. In other words, everything that ca be entered with the
help of the computer's keyboard. The underlying pattern in this context might either be
a specific spatial movement such as pressing a certain keyboard row's buttons from
left to right or certain semantic patterns utilized by the user (e. g. dates). Examples:
<zxcvbnm,.- (bottom keyboard row) or  1990-01-01 (date pattern, January 01
1990).

 Alphanumeric characters
When a password consists of alphanumeric characters, it can be composed of lower-
case and/or upper-case letters, numbers and/or special characters. It can also make use
of combinations of all those elements. Example: aA4%.

 Special characters
This class of passwords does not contain any other elements than special characters.
There are no letters, words, numbers etc. Such a password might look like &¤%#)#
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3 Problem Definition
This chapter provides insight in the general problem area. It also gives a motivation as to why
said area is targeted by this thesis work. Within the first subsequently following subchapter, a
research aim is established and the actual purpose and final goal of this research project is
depicted. The second subchapter is utilized to describe limitations that apply to the project.
The last subchapter covers other existing research that is deemed to be of relevance. 

Kumar (2011) points out that there is a fundamental problem when it  comes to password
usage. The two most important properties of a password, namely memorability and security,
are described as being in direct conflict with each other. Users have a well known tendency to
pick  passwords  that  are  easy  to  remember.  Passwords  of  this  kind  often  fail  to  achieve
appropriately high levels of complexity, though. In this context, complexity is a synonym for
password strength and security since highly complex passwords are harder to guess and hence
to crack. In other words, the chosen passwords are often easy to remember but not complex
enough to be secure. 

Furthermore, Adams and Sasse (1999) explain that increased complexity requirements for the
creation  of  secure  passwords  might  result  in  passwords  that  can  be  perceived  as  hard  to
remember. This in turn can prompt users to write down their passwords instead of trying to
memorize them and thus make them accessible to anybody else. As a result, such passwords
can become just as perilous as ones without equally strict creation requirements. In addition to
that, Vu et al. (2007) point out that an increased memory load in the form of more complex
passwords actually can cause users to forget their passwords. 

The presented conflict  between password memorability and complexity causes a  trade-off
between convenience and appropriability. While easily remembered passwords are convenient
for individual users, they tend to be less appropriate from the viewpoint of system security.
Highly appropriate and secure passwords, on the other hand, are much less convenient to use
and  might  cause  users  to  adopt  unsafe  behaviors.  This  emerging  struggle  between
convenience and appropriability poses a threat to both of those factors: In most cases, one of
them is subdued by the other. 

In addition to all of that, Woods and Siponen (2018) describe that users also have to deal with
an  increasing  amount  of  passwords  due  to  growing  numbers  of  personal  accounts.  This
introduces even more difficulties when it comes to keeping all those passwords in memory. A
tendency to adopt unsafe coping strategies such as writing down or reusing passwords for
different  accounts  has  been  observed.  Gaining  knowledge  about  memorable  types  of
passwords is therefore highly important when that kind of behavior is to be addressed. 

3.1 Aim and Purpose
The aim of this project is to investigate to which extent  the different examined password
creation strategies are facilitating the generation of memorable passwords.

The  previously  described  situation  concerning  a  persistent  conflict  between  a  password's
memorability and its security is the project's main incentive. The purpose is to mitigate that
trade-off by investigating whether there are password creation strategies that produce classes
of  highly  memorable  passwords.  Identifying  such facilitating  strategies  is  assumed  to  be
helpful to prevent unsafe user behavior which is adopted due to high memory load. 
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The  intention  is  to  create  increased  knowledge  and  awareness  concerning  password
memorability. Users who are creating their own passwords or system administrators who are
constructing  password creation  policies  are  two possible  beneficiaries  of  such heightened
consciousness. The goal is to equip them with necessary insights and tools to create more
viable passwords.

In addition,  the knowledge about memorable password classes that is gathered during this
work  is  planned  to  be  included  in  another  upcoming  research  project  which  evaluates
password classes in respect of memorability as well as complexity. Passwords that manage to
combine high levels of both memorability and complexity can lead to significantly higher
levels of password security. They might decrease a user's inducement to pick unsafe simple
ones or to write down those that are complex enough to be deemed sufficiently secure.

In other words, the prospect of this thesis work is to gather knowledge which can generate
immediate practical benefits for users and administrators but also to become the foundation of
future research. It is conducted by means of a systematic literature review in which existing
scientific publications are analyzed in respect of password memorability aspects.

3.2 Limitations
One of the main limitations of this thesis work is the fact that it does not cover other password
creation strategies than those defined by Kävrestad et al. (2018). All information that is found
in existing literature is evaluated solely in relation to those strategies. There are two reasons to
apply this constraint. Firstly,  password authentication has been used since the dawn of the
computer age. As a result, different opinions and classification schemes have been published
over several decades. Taking all of them into account appears to be an insurmountable task, at
least for this kind of thesis project. Therefore, a single trustworthy and comprehensive source
is utilized instead. Secondly,  as described before, the goal of Kävrestad et al. (2018) is to
encompass an exhaustive collection of different password types.  Due to this breadth,  it  is
judged to constitute a valid surrogate of manageable proportions. Based on those reflections,
Kävrestad et al. (2018) is considered to be a valid foundation. 

This  project  does  handle  aspects  of  memorability.  It  also  mentions  different  factors  and
limitations of the human memory in relation to passwords. However, there is no intention to
cross  the  border  towards  the  field  of  cognitive  sciences  in  more  substantial  ways.  All
information  is  processed and weighed in  perspective  of  computer  sciences.  Likewise,  the
intended audience  is  also originating  from that  same field.  A deeper  investigation  of,  for
example, the physiology of human brains is not part of this project. Memorability of password
strategies  is  not  assessed  with  the  help  of  techniques  or  knowledge  solely  originating  in
cognitive sciences but only via research rooted in computer science.

Previously,  it  is mentioned that  the thesis  work is supposed to be used as foundation for
another  future  research  project  in  which  password  classes  are  evaluated  regarding  both
memorability  and  complexity.  As  a  result,  the  current  thesis  work  is  strictly  limited  to
memorability aspects; complexity properties are not touched at all but will be covered by the
upcoming designated project instead. 

3.3 Existing Research
Yan et al. (2004) state that the limitations of human memory are causing complications when
it  comes  to  the  handling  of  passwords.  Without  those  limitations,  passwords  could
theoretically  be  indefinitely  long  and  complex.  The  only  confining  factor  would  be  the
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system's capacity. However, the human memory is temporally restricted when sequences of
items  are  to  be  memorized.  In  other  words,  humans  experience  difficulties  when several
things need to be remembered for a longer period of time. In addition to that, the human brain
prefers  redundant  and  familiar  information  over  completely  unique  and  new  one.  Those
circumstances explain why passwords often consist of words or other familiar sequences. Due
to  the  way  the  human  brain  works,  such  information  is  easier  to  process  and  therefore
favored.

Woods and Siponen (2018) describe the term metamemory as a person's ability to reflect upon
and estimate her own capability to remember things. They also conclude that someone who is
convinced to have decreased memory capacity actually tends to show reduced performance
when it comes to remembering something. In relation to passwords and their memorability,
this implies that a user's individual impression of a seemingly complicated password might
eventually lead to recall failure. The user's subjective feeling can, just as any other existing
memory limitation, have an equally real impact on memorability.

Vu et al. (2007) state that the so called memory load is comprised of the number of items
which need to be memorized. In tact with increasing numbers of passwords, this memory load
increases as well.  Higher memory load is described to cause a larger number of forgotten
items.  However,  memory load  is  not  only spiraling  upwards  due to  the  sheer  number  of
passwords, but is potentially affected by their respective composition as well. More complex
compositions naturally induce higher memory load and hence increased forgetfulness.

Even Komanduri et al. (2011) explain that increased password complexity usually results in
less memorable passwords. In turn, higher memorability decreases its complexity and hence
security. It is pointed out that more complex passwords with higher entropy (larger keyspace
due to higher  range of selectable  characters)  are less user friendly.  The study shows that
increased memorability  significantly prevents  participants  from saving their  passwords on
either paper or computer. At the same time, the need to handle passwords that are perceived
as too complicated is reported to cause participants to store them and even to drop out of the
study (Komanduri et al., 2011).

Another aspect of relevance in relation to reduced item recall is explained by Eysenck and
Keane (2010). They define the term of proactive interference as an impairment of the ability
to  recall  memorized  items  due  to  the  fact  that  previously  learned  information  causes
interference.  When this  phenomenon is  applied  to computer  sciences,  it  appears  logically
sound to assume that password recall might be affected by it. More concretely, if users have
to remember multiple passwords of rather similar nature, proactive interference might be one
reason why passwords are perceived as hard to remember. Already learned ones can disrupt
the  learning  process  of  newer  ones.  Indeed,  Vu  et  al.  (2007)  also  report  that  proactive
interference has become a serious problem in relation to passwords. Increasing numbers of
accounts  per  user  and  the  consistently  recurring  need  to  change  their  passwords  are
emphasized as the major causes. 

Ur et al. (2015) indicate that there often are misconceptions when it comes to the creation of
secure  passwords.  Even  if  users  intend  to  create  secure  ones,  many  lack  the  necessary
knowledge to do so. It is pointed out that a part of their participants used easily memorizable
but unsafe password types such as words that meant something to them while believing the
password to be secure. Insufficient knowledge about password guessing attacks is depicted as
one of  the major  reasons for  that.  In  addition,  the study also indicates  that  users  tend to
conduct an assessment of their different accounts' importance. The less important an account
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is deemed to be, the more emphasis is put on its password's memorability. In contrast, if an
account is seen as sensitive (e. g. bank account), users appear to be more willing to abstain
from highly memorable passwords in favor for more complex ones. This behavior obviously
reflects  the  previously  described  trade-off  between  memorability  and  complexity  of
passwords. 

Ur et al. (2016) proclaim that many users do in fact see passwords as a burden which might
cause them to behave in ways that can expose a system. The fact that today's computer usage
patterns normally require users to remember several passwords for different accounts makes
them more inclined to reuse existing ones and/or to pick ones that are easy to remember. At
the same time, the study's  participants are mostly well aware of the compromise between
memorability and security. Hence, there is a tendency of conscious risk taking for the sake of
increased memorability.

Kumar (2011) reports that the majority of computer users not only has to handle a single
password but needs to remember several of them for different accounts and services. More
than 50% of the participants in their study are dealing with 5 to 10 different passwords. The
amount of passwords that need to be remembered induces 45% of all participants to totally
abstain from recommended password changes. In addition, only 19% of the users are reported
to not once forget their passwords during the six month long test period. Once again, security
is forfeit to the advantage of memorability. Even Marquardson (2012) states that users show
tendencies to pick weaker passwords in order to compensate for the ever increasing number of
credentials that need to be remembered.
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4 Methodology
Within this chapter, the method that is used to conduct the review is explained in detail. It
also  shows  the  author's  motivation  to  conduct  a  systematic  literature  review  as  well  as
clarifications concerning important review properties. Subchapters 4.2 and 4.3 depict how the
work is conducted in practice.

As described before, the aim of this work is to identify and evaluate aspects of memorability
in relation to the password classification model  propagated by Kävrestad et  al.  (2018). In
order to add this additional layer of information to their classes, existing research literature is
examined for relevant and useful information. Other research methods such as, for example,
interviewing lots of users are deemed to be inappropriate since it is highly unlikely that an
equally comprehensive breadth of data can be acquired. Over the years, a rather profound
number  of  independent  studies  regarding  passwords  and  their  different  aspects  has  been
conducted. In order to make use of all of this collected information, a systematic literature
review is  deemed to be the most applicable and reasonable approach. Kitchenham (2004)
describes  that  "a  systematic  literature  review  is  a  means  of  identifying,  evaluating  and
interpreting all available research relevant to a particular research question, or topic area,
or phenomenon of interest" (p. 1). Hence, a properly executed systematic literature review is
judged to satisfy the important requirements to generate a valid study outcome.

Kitchenham (2004) furthermore describes that systematic  literature reviews commonly are
conducted  in  order  to  examine  whether  the  evaluated  information  can  support  existing
hypotheses  or  even help  creating  new ones.  In  addition  to  that,  it  is  also  mentioned that
systematic literature reviews often are utilized to provide a background for coming research
projects.  Even  if  other  common  reasons  to  conduct  systematic  literature  reviews  are
mentioned as well, it is those two particular ones that apply most to the current thesis work.
As stated in the purpose section (chapter 3.1), this project is supposed to finally become the
foundation for future research. As such, it should also be usable to create new hypotheses.

Kitchenham (2004) moreover points out that "Systematic reviews require considerably more
effort than traditional reviews" (p. 2) but that a well defined systematic procedure also gives
substantial benefits. While traditional reviews without such a clear procedure fail to generate
sufficient  scientific  value,  systematic  reviews  allow  readers  to  evaluate  the  search's
completeness and impartiality. As a result, properly executed systematic literature reviews are
able to generate high levels of objectivity. 

As  explicitly  mentioned  by  Kitchenham  (2004),  systematic  literature  reviews  also  can
"provide information about the effects of some phenomenon across a wide range of settings
and empirical methods" (p. 2). Due to the fact that this thesis work is evaluating a variety of
individual studies with their very own particular settings, this is an important and relevant
advantage of systematic literature reviews.

4.1 Systematic Literature Review
According to Kitchenham (2004), a structured literature review can be summarized into the
following three major phases:

1. Planning the review
2. Conducting the review
3. Reporting the review
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While Kitchenham (2004) then delves into a thorough in-depth description of those phases, a
more straightforward and easy to grasp description of their meaning and intrinsic elements is
provided by Jesson,  Matheson and Lacey (2011).  Here,  the  systematic  review's  nature  is
described as "a review with clear stated purpose, a question,  a defined search approach,
stating inclusion and exclusion criteria, producing a qualitative appraisal of articles" (p. 12).
Based on this definition, Jesson et al. (2011) suggest the following essential process stages:

1. Definition of a proper research question
2. Designing of an execution plan
3. Searching for literature
4. Application of inclusion and exclusion criteria
5. Assessing the quality of chosen articles
6. Synthesizing of results

Kitchenham (2004) states that the clear definition of a search strategy is vital to a correctly
executed systematic literature review. It is necessary to allow readers to judge whether the
applied strategy is both complete and sound. In order to avoid biased article selection and to
let the reader follow and understand conducted steps, the search process needs to be both
transparent and replicable. Hence, it has to be documented sufficiently. Jesson et al. (2011)
also mention that continuous documentation is important for the researcher herself in order to
simply keep track of the process's progress and potentially necessary adjustments to it.  In
order to achieve the recommended level of documentation, the following elements which are
based on recommendations by Kitchenham (2004) are deemed to be a reasonable choice for
parameters to be recorded in the protocol:

 Utilized resources (i. e. databases)
 Utilized search terms
 Inclusion and exclusion criteria
 Date of each particular search
 Number of hits for each particular search

One  of  the  most  important  steps  prior  to  the  definition  of  proper  search  terms  is  the
formulation of a meaningful research question or aim. This opinion, which is expressed by
Jesson et  al.  (2011),  is  based  on the  reasoning that  the  research  question/aim builds  the
foundation upon which all of the later work is resting. It is pointed out that it defines the
whole review's structure. Its central role also insinuates that it is rather hard to create sensible
search terms and article selection criteria when a research question/aim has not been defined
beforehand. In this context, the research question/aim also acts as a limiting factor when it
comes to the number of included studies. Since it constitutes the foundation for used search
terms, it also limits what type of data is looked for and hence the number of found matches.

Once the research question/aim,  database resources,  applicable search terms and selection
criteria are defined, the next step is to initiate the actual article selection process. A general
framework for this part is illustrated by Meline (2006); it comprises a number of steps which
have been somewhat simplified for this report. Before its first step is executed, the chosen
search terms are utilized to browse the selected database resources. The goal is to create a
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bibliography  of  contending  studies  that  fulfill  the  initial  requirements.  After  that,  the
following steps ensue:

1. Applying selection criteria on titles and abstracts of candidate studies
2. If studies fail to meet all inclusion criteria or if it becomes clear that they do meet any

exclusion criteria, they are eliminated
3. Retrieve full text for remaining studies
4. Examine the full text and eliminate those that do not meet all  inclusion criteria or

those that do fulfill any exclusion criteria
5. Studies might also be excluded due to other reasons than formal selection criteria (e. g.

lack of usable results etc.)
6. Remaining studies are accepted for the systematic literature review

This whole subchapter amounts to and can be simplified by a graphical process model that
combines the above-noted procedure into one flow diagram (figure 1, below).

Figure 1: Flow diagram of the systematic literature review process (author's own)

4.1.1 Databases
Brereton, Kitchenham, Budgen, Turner and Khalil (2007) state that necessary search has to be
conducted in several different electronic resources since no single database alone is likely to
find all articles of interest.

To increase the likelihood of finding studies of relevance, four different databases are selected
for  this  thesis  work.  To  ensure  applicability  of  the  chosen  databases,  access  via  the
university's web-based library service is controlled. Since most databases charge readers for
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access to stored articles,  free access is a fundamental  necessity to be able  to conduct  the
project.  The  university  provides  free  entry  to  around  90  databases  of  different  fields  of
science.  Since  Brereton  et  al.  (2007)  identify  IEEExplore,  ACM Digital Library and
ScienceDirect as  relevant  indexing  services  for  software  engineering,  they  are  deemed
suitable for this work as well. CiteSeerX which also is mentioned in the same paper appears to
process search terms in a distinctly deviating way and is therefore ruled out. Instead, the HCI
Bibliography for human-computer interaction is picked due to its apparent affiliation to the
project's topic. 

To summarize it, the following databases are selected:

• IEEExplore
• ACM Digital Library
• ScienceDirect
• HCI Bibliography

4.1.2 Search Terms
Jesson  et  al.  (2011)  imply  that  the  careful  selection  of  appropriate  search  terms  is  a
fundamental  task  for  any successful  and properly  conducted  systematic  literature  review.
Based on the fact that the outcome of a database search is depending on the utilized keywords,
the quality and completeness of the review as a whole is depending on those keywords as
well. If irrelevant search terms are put to use, the search is unlikely to deliver relevant articles.
Awareness of topic-related keywords is therefore a vital requirement to be able to create a
reasonable bibliography of publications. 

In this context, synonyms of the most prominent keywords can be added to the equation in
order to increase the chance of finding all relevant studies. However, Wohlin et al. (2012)
point out that there is a trade-off between finding relevant studies and getting overwhelmed
by large numbers of false positive hits which need to be removed manually from the list of
candidates. Because of that, the extent of applied search terms is recommended to match the
project's resources in terms of time, available human resources etc.

As explained by Jesson et al.  (2011), another way to improve the search procedure is the
utilization of boolean operators such as OR and AND. Even Kitchenham (2004) declares that
the inclusion of those operators is a means to construct more refined search strings. 

Brereton  et  al.  (2007)  state  that  most  database  search  engines  are  not  built  to  conduct
systematic literature reviews. Instead, they tend to treat search strings and boolean operators
in different ways and are prone to sort the results differently as well. As a result, search term
combinations  using boolean operators need to be adjusted to work with all  of the chosen
databases. The implementation of one single concatenated search string combining all search
terms is therefore ruled out for this thesis work. Its complexity is likely to cause problems
along with deviating behavior in the different databases. Instead,  it  is replaced by several
shorter  and  more  elementary  combinations  that  can  be  handled  by  all  selected  database
engines.

Before the start of the actual study, different keywords and search string combinations are
tested against the chosen databases. The following constructs show promising results and are
hence chosen for the actual review:
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 password AND memorability
 password AND usability
 authentication AND memorability
 authentication AND usability

While the combination  password AND memorability represents the most direct approach in
relation to the work's topic and aim of research, the other strings are using synonyms of at
least one initial component. As mentioned before, the usage of synonyms is used to broaden
the  search  and  to  find  articles  that  are  of  relevance  without  flashing  the  most  obvious
keywords. Usability is chosen as substitute for memorability, authentication is used instead of
password. 

4.1.3 Article Selection Criteria
Wohlin et al. (2012) define that "The basis for the selection of primary studies is the inclusion
and exclusion criteria. The criteria should be developed beforehand, to avoid bias." (p. 47).
Furthermore, it is mentioned that, despite the need to define those criteria before the search
process  is  initiated,  it  might  be  necessary  to  make  adjustments  to  the  applied  criteria
afterwards. Necessity for updates can arise due to the fact that not all relevant aspects may be
known before the search is started.

In order to assess whether candidate studies are suitable to answer the research question, they
should be processed with the help of the predefined selection criteria (Kitchenham, 2004).
The selection criteria that are applied to this review's candidate studies are illustrated in table
1 below.

Table 1: Applied selection criteria for candidate studies (author's own)

Inclusion Criteria

IC1. Peer reviewed

IC2. Publication in journals or conferences

IC3. Written in English

IC4. Publication between years 2005 and 
2019

IC5. Relevance in relation to the topic of this 
work

Exclusion Criteria

EC1. Fails to meet inclusion criteria

EC2. Payment or additional login necessary

EC3. Identical to other found articles

EC4. Abstruse description of methodology, 
implementation and/or results

EC5. Entirely deviating results in relation to 
comparable studies

EC6. Extraordinary study population prevents
reproduction of results
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Due  to  the  fact  that  the  majority  of  studies  in  relation  to  information  technologies  are
published in English, no other languages are included. As explained by Loyd Sealy Library
(2018), peer-reviewed articles  are forced to undergo an evaluation process that is used to
guarantee their quality. Only when certain standards are met are those articles accepted for
publishing.  As a  result,  utilizing  IC1 ensures  that  only studies  with sufficient  quality  are
processed. 

An additional mechanism to guarantee adequate quality is the requirement for studies to be
published in  journals  or  conferences  (see  IC2).  As mentioned  in  the  previous  paragraph,
articles have to undergo a peer reviewing process in order to be released within such a forum.
Hence, limiting the publication forum in the illustrated way is automatically accompanied by
the need for peer reviewing and thus helps eliminating inappropriate candidates.

Criterion IC4 defines the time frame of accepted article publication. Studies that originate in
earlier years are dismissed in order to reduce the scope of work. 

A number of further means for quality assurance are anchored within the exclusion criteria.
Once  an  article  has  been  retrieved  in  its  wholeness,  its  described  methodology,
implementation  and  results  are  assessed  regarding  the  question  whether  or  not  they  are
understandable. In case they are outlined in ways that appear abstruse or incomplete, there is a
dedicated exclusion criterion (EC4) that disqualifies them. The same goes for articles which
result in an outcome that is profoundly divergent to the common perception of other relatable
studies.  In  case  those  studies  fail  to  deliver  a  sound explanation  for  such circumstances,
another specific exclusion criterion (EC5) is formulated to eliminate them.

The exclusion criterion EC6 is used to disqualify studies which utilize populations that are too
specific or of exceptional nature. If the composition of a population prevents other researchers
from reproducing the outcome, that study's credibility is deemed to be too low to be used as a
valid reference. 

Also, even if this is not a formal selection criterion, the number of an article's citations in
other papers  might  be used as an additional  measure of relevance in case there are large
numbers of articles that fulfill all formal premises to be accepted. In other words, the number
of citations can be used in conjunction with all selection criteria to further refine the final
bibliography. However, this only applies if the total number of accepted articles is too high to
be processed as it is. 

4.1.4 Backward Snowballing
Kitchenham (2004) states that it  is common for systematic  literature reviews to rest upon
database searches that are conducted with the help of salient keywords. However, it is also
mentioned that complementary methods should be invoked to find as much relevant studies as
possible. Wohlin (2014) mentions that most systematic literature studies fail to make use of
such additional  methods.  The fact that database searches alone tend to involve substantial
amounts  of  work  is  pointed  out  as  the  main  reason  for  that.  Needing  to  select  relevant
databases and search terms along with considerable differences in most databases' interfaces
and behavior keeps researchers from investing extra effort into additional methods. 

One  valid  complementary  method  that  can  be  utilized  to  avoid  missing  articles  of  high
relevance is called backward snowballing (Wohlin, 2014). Applying backward snowballing to
a study means that the reference list of other papers is parsed in order to find further work of
interest. Wohlin (2014) also describes that the identification of a valid start set of studies is
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the initial step when snowballing is to be applied. Furthermore, it is stated that there is no
defined and simple way to determine the contents of such a start set. 

To address  the  implications  of  the  last  two paragraphs,  the following approach has  been
chosen. Backward snowballing is added as another layer on top of the previously described
selection process. The reference lists of articles that have been accepted after successfully
passing  through  said  process  are  used  for  backward  snowballing.  In  other  words,  those
reference lists are used as snowballing start set. 

The start set is evaluated with the help of the same selection criteria as applied before. Step
II.2 in figure 1 (above in chapter 4.1) represents the point at which snowballing is initiated in
the  review process.  Once  again,  selection  criteria  are  applied  to  the  start  set's  titles  and
abstracts. Successfully passing studies are retrieved in full text and evaluated against selection
criteria in full length. If they are not ruled out due to other practical reasons, they are accepted
into the project.

Because of the project's  existing restrictions  in terms of time and human resources,  some
limitations  in  relation  to  snowballing  are  applied,  though.  Firstly,  articles  that  have  been
discarded  during  the  initial  selection  assessment  are  not  evaluated  again  but  are  simply
ignored. Secondly, only one single iteration of snowballing is applied. Or more specific, if a
study passes the snowballing procedure and is accepted into the project, its own reference list
does not become part of the snowballing start set itself.

4.1.5 Method of Analysis
Once relevant literature is collected in the ways that are outlined above, the bibliography of
accepted articles and their  contents need to be analyzed.  According to Wolfswinkel et  al.
(2013),  a  large  quantity  of  literature  reviews  fail  to  provide  distinct  descriptions  of  their
analysis methods. In order to provide high levels of reproducibility and hence applicability,
transparent method declarations are recommended. 

Wolfswinkel et al. (2013) have devised a structured five step approach for the conducting of
robust systematic literature reviews. The model is of iterative structure which means that all
of the steps might be revised and repeated during the process. The majority of its phases and
their ramifications have already been touched by the subchapters above. The following list is
based on the work of Wolfswinkel et  al.  (2013) and shows the proposed stages and their
connection to this project:

1. Define
During this phase, search resources, selection criteria, search terms etc. are defined. As
a result, the first phase is fully congruent with the first phase of figure 1 shown above
in chapter 4.1 (planning the review).

2. Search
Equivalent  to step  II.1  in  figure 1 (above in chapter  4.1).  This phase includes the
actual search process in which the predefined values from phase 1 are applied.

3. Select
The  goal  of  this  phase  is  further  development  of  the  bibliography  of  candidate
literature. By applying the decided upon selection criteria, inappropriate studies are
rejected. This phase corresponds to steps II.2 to II.6 of figure 1 (above in chapter 4.1).
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4. Analyze
Here,  qualitative  methods  based  on  the  so  called  grounded  theory are  utilized  to
extract the results from the remaining bibliography of collected data. As a first step, all
accepted articles are read and passages that appear relevant to the aim of research are
highlighted.  The  subsequently  applied  technique  of  open  coding describes  the
researcher's  attempts  to  distill  higher  abstraction  level  categories  from underlying
concepts in the highlighted passages. Then, axial coding is applied in order to identify
relations  between  those  concepts/categories  and  to  link  them  to  potential  sub-
categories. This way, main patterns and key categories can be carved out. The last
used method is called selective coding. With its help, already identified categories and
relationships between them are refined in order to address the aim of research. Stage
four corresponds to steps II.7 and II.8 of figure 1 (above in chapter 4.1).

5. Present
This last stage is all about reporting the review's results in a well-structured manner.
Hence, it is equivalent to step III of figure 1 (above in chapter 4.1).

4.1.6 Ethical Considerations
To prevent  potential  conflicts  caused  by the  way this  thesis  work  is  conducted,  internal
(research) ethical aspects are observed closely. One of the most prominent internal aspects is
the matter  of putting citations of other studies in correct context.  Simply reiterating some
meaning from a used source creates an ethical problem if said meaning is wrested from its
context.  The  original  author's  opinion  might  get  obfuscated  or  twisted.  To  prevent  such
situations, context correctness is carefully conserved.

A work  like  this,  residing  within  the  domain  of  information  security,  surely  comes  into
contact with external ethical aspects as well. As described before, passwords are still the most
common way to authenticate users against a computer system. Accordingly, the content of
this work has the potential to be of interest for a lot of computer users. Password usage and
selection  of password composition  strategies  are  often individual  choices  and might  have
serious impact on a system's security. As a result, there is the ethical issue whether or not it is
defensible to openly announce an universally applicable model of password creation strategies
along with the memorability properties of its different classes. 

While it cannot be denied that people with malicious intent might utilize parts of this work for
potentially sinister objectives, it  is deemed to be far more likely that a greater number of
people can benefit from a project that helps picking strategies which facilitate the creation of
memorable  passwords.  When  put  against  each  other,  positive  effects  are  judged  to  be
outweighing negative ones. Therefore, it appears to be a reasonable choice to conduct and
publish this work.

4.1.7 Threats to Validity
Wohlin (2012) explains that "The validity of a study denotes the trustworthiness of the results,
and to what extent the results are true and not biased by the researcher's subjective point of
view" (p. 68). As a logical result, ensuring proper levels of validity is of high priority. 

In  order  to  prevent  insufficient  validity  from  decreasing  this  thesis  project's  credibility,
plausible threats to it are monitored and assessed during the whole work process. Zhou, Jin,
Zhang, Li and Huang (2016), point out that "One of the mechanisms of insuring the level of
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scientific value in the findings of an SLR is to rigorously assess its validity" (p. 1). Or to put it
another way, inadequately assessed validity has the potential to harm the scientific value of a
systematic literature review (SLR).

Wohlin et al. (2012) furthermore state that matters of validity need to be considered not only
during data analysis but also during all previous project stages. Both Wohlin et al. (2012) and
Zhang et al. (2016) adopt an identical classification scheme to describe different aspects of
and  threats  to  validity.  Moreover,  both  sources  clearly  relate  their  categorization  to
experiments in software engineering. As a result, the same aspects are applied to this thesis
work as well. The four categories are:

1. Construct validity
Appropriate  tools  and  methods  are  used  to  examine  targeted  concepts  and
circumstances. Construct validity is concerned with how well the applied methods and
treatments actually measure what the researcher intents to. Hence, construct validity
deals with the relationship between underlying theory and actual observation. 

2. Internal validity
There is a causal relationship between the experiment's treatment and its outcome. In
other words, it can be shown that certain treatments lead to certain conditions. The
outcome  must  not  be  caused  by  other  factors  that  are  beyond  the  researcher's
awareness or control. 

3. External validity
The study's results and outcome can be generalized afterwards in a different scope.
External validity also considers the question whether a project's outcome is of interest
to non-participants. 

4. Conclusion validity
Reproduction of the described methodology and process also leads to a replication of
identical  results.  There is  a statistically sound and significant  relation between the
applied method and the recorded result of the study.

Potential  validity  threats  to  systematic  literature  reviews  naturally  occur  during  all  of  its
stages. The following assembly (table 2, below) depicts threats that are deemed to be of high
relevance for this work. They are arranged in relation to the process stage in which they might
surface. A description of how the mentioned threats are mitigated is included as well. A more
comprehensive listing of further potential validity threats can be found in appendix A.

Table 2: Most relevant threats to validity (author's own)

Process Stage Category Description Mitigation

Planning the
review

Construct,
Internal

Unclear definition of 
important settings/details such
as selection criteria, search 
terms etc.

Chapter 4 describes all relevant
settings in detail
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Table 2: Most relevant threats to validity (author's own), continuation 

Process Stage Category Description Mitigation

Planning the
review

Construct,
Internal

Important studies are missed 
due to inappropriate search 
methods

The applied method is based 
upon several frequently cited 
articles. The methodology is 
audited by a supervisor.

Construct
Important database resources 
are not included in the search

The selected database 
assortment represents a 
selection of extensively 
comprehensive ones. They are 
deemed to be both relevant to 
the topic and available to the 
researcher. Also, backward 
snowballing is used as 
additional search method.

Internal
Insufficient number of 
processed samples leads to 
decreased validity

A broad selection of 
comprehensive databases is 
used in conjunction with 
several search strings making 
use of synonyms. Backward 
snowballing is used as well.

Conducting the
review

Internal,
conclusion

When it comes to study 
selection, the researcher does 
not fully apply chosen 
selection criteria but her own 
assumptions instead. Bias is 
introduced.

Awareness of the necessity to 
let the selection process solely 
rest on predefined selection 
criteria

Reporting the
review

Internal,
conclusion

Articles are evaluated several 
times in the form of duplicates

Established exclusion criterion 
EC3 states that all duplicates 
are to be eliminated

Internal
Biased quality assessment of 
studies due to the reviewer's 
own judgment

Clearly defined selection 
criteria are applied by a single 
reviewer. No other opinions or 
factors are applied.

External

Primary studies have low 
generalizability which leads to
low generalizability of the 
review itself

Exclusion criteria EC4, EC5 
and EC6 are established to 
assure sufficient 
reproducibility and 
generalizability of primary 
studies
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4.2 Practical Article Selection Procedure
Figure 1, presented in chapter 4.1, illustrates the different phases of this literature review. The
first of those phases (planning the review) is clarified under chapter 4.1 in which a description
of the selection process's structure is conveyed. Chapter 4.2, on the other hand, depicts how
that predefined process is executed in practice. As such, it is equivalent to steps II.1 to II.6 of
project phase 2 (conducting the review) and includes reports of how selected databases are
searched with chosen terms before specific selection criteria are put to use. The realization of
the subsequently following snowballing procedure is illustrated as well. 

As the final result of the selection process, a bibliography of accepted scientific articles is
created. After successfully passing through the selection procedure, those are deemed to be of
relevance and are hence analyzed in relation to the aim of research and password classes
devised by Kävrestad et al. (2018). This evaluation, however, is presented in chapter 5. 

4.2.1 Database Search
As  described  before,  four  scientific  databases  (IEEExplore,  ACM  Digital  Library,
ScienceDirect and  HCI Bibliography) are probed with four search term combinations each.
That amounts to a total of 16 conducted search operations. The utilized terms are constructed
as follows: 

 password AND memorability
 password AND usability
 authentication AND memorability
 authentication AND usability

The utilized databases  are independent  entities  and as such implemented  differently.  That
means  that  deviating  user  interfaces  and  functionalities  are  provided.  As  a  result,  the
aforementioned search terms cannot be applied in an absolutely identical manner. While both
IEEExplore, ACM Digital Library and ScienceDirect allow the user to specify what aspects a
search term is applied onto, HCI Bibliography does not have such a functionality. In addition,
ACM Digital  Library is  somewhat  deviating  from  IEEExplore and  ScienceDirect when it
comes to actually applicable aspects. Because of those deviations, table 3 (below) explains
how the databases are queried.

Table 3: Probed databases and aspects onto which search terms are applied (author's own)

Database Search terms applied onto

IEEExplore Publication title, Abstract & Index Terms

ACM Digital Library Title & Abstract

ScienceDirect Title, Abstract & Keywords

HCI Bibliography
No advanced search option to pick specific

aspects. Search terms applied to whole
articles.
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All  database  searches  are  conducted  2019-04-02.  Utilizing  a  time  filter  that  addresses
inclusion criterion IC4 (Publication between years 2005 and 2019) narrows down the output
to a total of 2,115 publications. In order to single out those papers that are of relevance to the
thesis project, a number of distinctive actions are then taken in different stages. 

• Stage 1:
To  begin  with,  all  duplicates  are  removed  from  the  selection  in  order  to  meet
exclusion criterion EC3 (identical to other found articles). This is accomplished with
the help of the online reference management tool EndNote Web which is provided by
the university for all students. One of EndNote's inherent functions allows to identify
reference doubles. In order to be able to make use of said functionality,  all  2,115
initial  hits  need  of  course  to  be  uploaded  to  EndNote Web first.  The  duplicate
management feature then enables the removal of 629 non-unique articles. Afterwards,
the remaining bibliography contains 1,486 publications.

• Stage 2:
In accordance to step II.2 of figure 1 (above in chapter 4.1) the predefined selection
criteria are then applied onto titles and abstracts of remaining candidate articles. Even
their  own  citation  references  are  inspected  in  order  to  gain  data  regarding  their
publication  forum.  All  of  this  allows  to  evaluate  whether  inclusion  criteria  IC2
(published in journals or conferences),  IC3 (written in English) and IC5 (relevant to
the topic) are fulfilled. It should be mentioned that IC5 in this context is only used for
a first and rather superficial relevance evaluation. For a deeper analysis it is once again
applied  to  full  articles  at  a  later  stage.  At  this  point,  IC5 merely  provides  a  first
impression of a candidate's topic and nature.

Utilizing the mentioned criteria  on the papers'  titles  leads to the removal  of 1,330
items.  Before  the  abstracts  of  the  remaining  156  candidates  are  examined,  the
discovery of a missed duplicate induces a second check for other overlooked ones.
Since this results in the finding of additional 27 such, 28 identical contenders can be
deleted in  total.  EndNote Web obviously failed to recognize their  alikeness  due to
some unknown reason.

Afterwards, the remaining 128 abstracts are evaluated in relation to the decided upon
selection  criteria  which  ultimately  leads  to  the  disqualification  of  yet  another  88
candidates. At this point, the bibliography consists of 40 publications.

• Stage 3:
In order to meet inclusion criterion IC1 (Peer reviewed), the publishing journals and
conferences of so far approved contenders are carefully controlled in regard to their
respective practices for article acceptance and review. This is partially accomplished
with the help of Ulrichsweb which is a global directory for serials such as journals or
conferences.  Among  other  parameters,  it  holds  data  concerning  reviewing
proceedings. Access to this online database is once again provided by the University
of Skövde. As lookups turn out to be rather  laborious on some occasions,  manual
Internet searches are conducted whenever sought-after information cannot be found
quickly  via  Ulrichsweb.  In  those  cases,  journal  and  conference  homepages  are
screened directly in order to find out whether or not a particular article can qualify as
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being  published  on  a  peer  reviewed  forum.  Since  all  contenders  prove  to  be
sufficiently reviewed, none are removed during this step. 

• Stage 4:
To be able to conduct step II.4 of figure 1 (above in chapter 4.1) and apply selection
criteria to whole articles, all 40 remaining candidates have to be retrieved in full text
first (step  II.3). As a result of that, exclusion criterion  EC2 (Payment or additional
login necessary) is automatically evaluated along the way. Due to the fact that the
university  provides  portals  to  the  searched  databases,  free  access  is  granted  to  all
publications and EC2 remains intact.

Once all articles are retrieved, they are read in their entirety. To measure their worth
for this thesis work, criteria IC5 (Relevant to the topic), EC4 (Abstruse descriptions),
EC5 (Entirely deviating results) and  EC6 (Extraordinary population) are evaluated.
For more specific information about those requirements, see figure 1 (above in chapter
4.1) and chapter 4.1.3. 

In order to assess whether  IC5 is met, the publications are searched for information
concerning the memorability of different password creation strategies. If such data is
encountered,  which  is  the  case  with  all  but  5  of  them,  potential  activation  of  the
aforementioned exclusion criteria is investigated. While EC6 and EC5 are not deemed
to be fulfilled,  there  are  2 articles  that  are  in  compliance  with  EC4. All  in  all,  7
additional contenders are disqualified and the final bibliography contains 33 accepted
publications.

4.2.2 Backward Snowballing
As exhibited before, another extra layer of survey is added to the overall selection process in
order  to  increase  the likelihood of finding as  many relevant  articles  as  possible.  For  that
purpose,  the  references  of  the  33  accepted  publications  are  used  as  start  set  for  a
complementary round of backward snowballing (see chapter 4.1.4). Because of its similarity
to the conducted database searches, its stages are presented analogously.  The snowballing
process is initiated 2019-04-08.

• Stage 1:
Since there are no database searches included in this process, the start set has to be
assembled in another way. This is done by extracting all references from the already
accepted  articles  (see  chapter  4.2.1).  The  resulting  collection  consists  of  1,082
publications. Since there is no way to apply automatic time period filters, the complete
collection is manually parsed and checked for publications that fail to meet inclusion
criterion  IC4.  This  allows  to  exclude  433  articles  rather  quickly,  leaving  649
candidates.

• Stage 2:
Just like the second stage of the database searching process, stage 2 resembles step
II.2 of figure 1 (above in chapter 4.1). Once again, inclusion criteria IC2, IC3 and IC5
are  evaluated  in  relation  to  title  and  abstract  as  well  as  the  candidates'  citation
references. Because of the high number of remaining articles, titles and references are
examined first in order to achieve a fast bibliography diminution. While there are no
violations of IC2 (publication forum) and IC3 (language), a total of 555 articles can be
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dismissed due to the fact that their title reveals an obvious lack of connection to the
thesis work's topic (IC5).

Before  the  abstracts  of  the  94  surviving  papers  can  be  assessed,  the  reduced
bibliography is manually searched for potential duplicates. This leads to the discovery
and elimination of 37 identical publications and a remaining collection of 57 items. 

Afterwards, the candidates'  abstracts are evaluated in relation to  IC5.  As described
before, this constitutes just a superficial screening of an article's nature. Nevertheless,
this step allows to exclude another 15 of them. At this point, there are 42 contenders
left in the collection.

• Stage 3:
The control whether the remaining articles are peer reviewed and hence in compliance
with IC1 is conducted in the same way as described before (chapter 4.2.1, stage 3). In
contrast to the first iteration, one of them has to be eliminated since it fails to meet this
criterion. The other 41 are able to overcome this hurdle.

• Stage 4: 
Step  II.3 of  figure  1  (above  in  chapter  4.1)  is  equivalent  to  the  retrieval  of  all
candidates' full text version. The fact that EC2 dictates that no payments or additional
logins are to be accepted leads to the deletion of 3 articles which are fulfilling that
criterion's conditions of activation.

Afterwards, step II.4 can be conducted and all contenders are evaluated with regard to
IC5 (Relevant  to  the  topic),  EC4 (Abstruse  descriptions),  EC5 (Entirely  deviating
results) and EC6 (Extraordinary population). Of those three criteria, only IC5 is found
to be applicable. Ten additional papers are expelled from the bibliography because of
IC5. This leaves 28 publications which manage to survive the snowballing selection. 

4.2.3 Result Representation
The textual descriptions of chapters 4.2.1 and 4.2.2 might be somewhat hard to digest and
potentially  a  trifle  confusing  to  the  audience.  In  order  to  mitigate  this,  a  graphical
representation of the whole selection process and its outcome is presented in appendix B.

The combined selection process of database search and backward snowballing creates a final
bibliography of 61 accepted articles which are deemed to be of relevance for the thesis work.
All  of  them  meet  the  specified  inclusion  criteria  without  fulfilling  any  of  the  defined
exclusion criteria. 

Appendix C contains said collection of accepted publications. It is constructed in the form of
a table in which each article also is assigned an individual labeling. The purpose of those
identifiers (e. g. A01, A02 etc.) is to avoid the need to refer to full-scale reference constructs
and thus make the analysis text more fluent. The labels do not contain any deeper meaning
but are merely used as a simplifying means of consecutive numbering.

4.3 Practical Analysis Procedure
In order to address the aim of this thesis work, the compiled bibliography is evaluated. In
practice,  this  means that  the selected  articles  are  examined in regard of password classes
established by Kävrestad et al. (2018) which corresponds to step  II.7 in figure 1 (above in
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chapter 4.1). As described in chapter 4.1.5, this examination is carried out with the help of
techniques originating in grounded theory which is disclosed in more detail by Wolfswinkel
et  al.  (2013).  The applied  strategies  are  three  different  types  of  coding which enable  the
identification  of  relating  patterns  within  wholly  uncoded  material  in  order  to  allow  the
drawing of general conclusions.

When the first technique, open coding, is applied to accepted articles, all information that can
be related to the utilized search term combinations is highlighted for later processing. Those
highlighted passages constitute the foundation for the second technique called  axial coding.
Performing  axial  coding means  to  assess  the  accentuated  sections  in  order  to  identify
emerging similarities.  Eventually,  selective  coding is  used to  refine those similarities  into
distinctive patterns that can be used to form a concrete theory or to answer a specific question.
In context  of  this  thesis  work,  the  described coding techniques  are  harnessed as  follows.
During  open coding,  all  text passages that appear to contain valid information concerning
password  memorability,  password usability,  authentication  memorability  or  authentication
usability are marked in the accepted articles. In the next step,  axial coding is exercised by
attempting to carve out similarities between those markings in order to identify connections
that indicate relations to the password classes of Kävrestad et al. (2018). Finally,  selective
coding is carried out to strengthen found patterns and to create clear links to those password
classes. The results of  selective coding are also used to address the thesis work's aim and
hence  to  draw  general  conclusions  regarding  creation  strategies  that  can  facilitate  the
generation of memorable passwords (see step II.8 in figure 1, above in chapter 4.1).

Since  the  conducted  analysis  is  of  qualitative  nature,  the  proprietary  data  analysis  tool
MAXQDA is utilized to reduce the burden of manual work. One of its standard functionalities
allows the import of different types of documents in order to tag passages of interest with
codes  and markings. In  practice,  all  of  the accepted  articles  are  imported  into  MAXQDA
before open coding is performed and the tool's capability to freely create different codes is
utilized. For each surfacing pattern that appears to relate to one of the examined password
creation strategies,  a specific code with individual color is created (axial  coding). All text
passages that can be tied to that particular code are then pooled under it. In the end, each code
represents a specific password creation strategy and contains all highlighted article sections
that are judged to refer to it. This practice allows to quickly see connections and similarities.
The identified affiliations are then refined and used in order to make qualified statements
concerning the aim of research (selective coding). More accurately, after the finished coding
procedure, the final per-strategy codes are extracted into separate text files. Each of those files
hence  represents  a  particular  password  creation  strategy  and  contains  all  encountered
information regarding its respective memorability properties. The extraction into text files is
performed since it facilitates the practical evaluation of the compiled data. Instead of having
to switch between different articles to assess individual coded passages, all of those passages
are pooled at the same place.

The tool  MAXQDA is only used as a means of facilitation.  The same work steps that are
conducted with its help would be performed even if all of it was done without its assistance.
Hence, the provided service of MAXQDA only consists in a simplification and acceleration of
the  practical  analysis  process.  Instead  of  manually  parsing  all  publications  and  tediously
attempting to find and keep track of emerging patterns  of relevance,  MAXQDA allows to
mark, pool and extract them in an easier and more comfortable way. Since its utilization does
not alter the underlying coding concepts, it does not affect the actual analysis process and its
outcome either. 
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5 Analysis
In this part of the thesis work, the procedure described under the previous chapter is put to
use. The created bibliography of accepted articles is examined for text passages which are
deemed  to  contain  information  concerning  the  applied  search  terms.  Those  passages  are
examined in relation to the aim of research and hence the password categories defined by
Kävrestad et  al.  (2018).  Figure  2 (below) illustrates  that  step 7 is  the currently executed
process stage. For a broader overview, see figure 1 (above in chapter 4.1). If elaborations for
certain  password classes  are  absent,  this  is  due  to  the  fact  that  no  significant  references
regarding  their  memorability  are  found.  In  order  to  prevent  futile  report  inflation  with
irrelevant information, those classes are simply ignored henceforth. 

While  no detailed  enumeration of encountered  text  passages in  relation to  specific  search
terms and articles is presented, statistical data about sections that are mapping to particular
classes is illustrated in both table 4 (below) and appendix D. Table 4 depicts the quantity of
passages  that correspond to identified  password classes.  Appendix D is  used to present  a
matrix  table  that  shows the  correlation  between individual  classes  and articles  containing
references to their memorability.  Moreover, it also summarizes the amount of publications
that are addressing each particular strategy.

In order  to  avoid defectively  distorted  evaluations  of  the  classes'  memorability,  the mere
number of found text passages as such is not a weighted factor in this analysis. Due to the fact
that an article might contain several passages that correspond to one and the same class, its
propagated  outcome  could  have  disproportional  impact  on  the  assessment.  Identical
information could just be repeated with different phrasings. Since the method of data analysis
is  a  qualitative  one,  context  and essence of those relevant  sections  are  evaluated  instead.
Nevertheless, the more text passages are found in different publications, the more significant
can the drawn conclusions be. 

Table 4: Number of identified text passages in relation to password classes (author's own)

Identified Password Class Nr. of Passages

Leetspeak 1

Patterns 14

Biographical 16

Special Characters 10
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Figure 2: Currently executed process stage (author's own)
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Table 4: Number of identified text passages in relation to password classes (author's own), 
continuation

Identified Password Class Nr. of Passages

Numbers 10

Letters 5

Words 20

Alphanumeric 17

Passphrases 29

Mnemonic 12

User-generated 13

System-generated 30

Total 177

As  explained  previously  in  chapter  4.2.3,  the  analyzed  publications  are  represented  by
individual labels instead of formally correct literature references. Appendix C catalogs and
maps those labels to the authors, titles and publication years of the relating articles.

5.1 Leetspeak
Even  if  A22  attests  good  memorability  values,  the  bibliography  does  not  contain  any
additional  references  that  relate  to  this  password  composition  strategy.  Hence,  no
convincingly significant analysis can be conducted. Consequently, the following speculations
are just assumptions made by the author of this thesis work.

When leetspeak is used, letters in words are replaced with symbols that have a similar visual
appearance. This is done to mask them as something else. There is enough data concerning
words to state that those are in fact rather memorable to users. Logically,  the same words
should be recalled as easily when written in leetspeak. However, it  is unknown how well
users can remember the leetspeak characters that are replacing the real ones. Hence, the actual
impact on memorability is unclear. 

As long as a user deliberately follows a strict replacement alphabet that dictates how letters
and  leetspeak  characters  are  mapping  to  each  other,  recall  problems  should  probably  be
manageable.  If such specific principles are lacking, there could be a much higher risk for
failure. In a situation like that, a user could, for example, substitute the letter "i" with the
symbols "|" on one occasion and with "!" or the number "1" on another. Entanglements like
this might naturally lead to high levels of confusion and hence failure. 

But once again, these are just assumptions. There is too little actual data to conduct a valid
analysis.

5.2 Patterns
Patterns in context of this particular password class can either be spatial patterns that relate to
certain  movements  on the  keyboard,  or  semantic  patterns  such as  e.  g.  standardized  date
formats.  A  variety  of  examined  articles  address  different  aspects  that  relate  to  the
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memorability  of  patterns  when used in  passwords.  All  of  them attest  good memorability
properties when it comes to user-generated patterns.

First of all, A21 states that patterns can generate a beneficial ordering of data which helps the
human brain to remember things. A58 shows that keyboard patterns induce a higher level of
intellectual processing which, in combination with the involvement of spatial memory, creates
constructs that are deemed to be memorable. 

According to A45, both kinds of patterns are frequently utilized by computer users. Other
articles  notice  similar  facts.  For  example,  A53  illustrates  that  around  5% of  32  million
evaluated passwords resemble date patterns. That might not sound like overly much at first
glance, but keep in mind that those 160,000 passwords contain nothing else than just date
information. And date patterns resemble just one specific type of semantic patterns. 

When  it  comes  to  other  factors  that  are  potentially  contributing  to  the  usage  of  certain
patterns, strict password creation policies are specifically pointed out by A22. It is declared
that users tend to resort to easily memorable patterns which only create the impression of
being a random string while at the same time being in compliance with policy requirements. 

All things considered, there is sufficient evidence to acknowledge the fact that user-chosen
patterns possess memorability traits of above-average level. After all, users do apply patterns
mainly for the sake of memory assistance.

Nevertheless, as soon as the usage of patterns is imposed by the system, the situation turns out
to be quite different. Both A43 and A46 report that system-enforced patterns lead to high
error rates and that users perceive them as debilitating. While user-chosen patterns seem to
have  beneficial  effects  on  memorability,  system-imposed  ones  are  reported  to  have
diametrically opposed consequences. Since their use is dictated by the system, they do not
represent the same facilitating memory aid that comes with freely chosen patterns. Instead,
they are regarded as additional burden that hinders password recall.

5.3 Biographical
Biographical  passwords  contain  personal  information  that  closely relates  to its  creator.  In
practice, that can be things like names of family members, own hobbies etc. A number of
evaluated articles directly addresses the inner mechanisms of the human brain and whether it
is capable of processing such biographical data. The outcome is consistent and shows that
biographical data has beneficial effects on human memory.

A49 states that people are choosing passwords with biographical content because of the fact
that human memory is limited, and that utilizing personal information is helping to reduce this
limitation.  A07 explains  that  personal  information  easily  can  be  linked to  information  in
someone's long-term memory which ought to be an important factor when it comes to said
limitation. As the name implies, data within long-term memory is stored persistently. Another
factor in relation to the human memory is the so called self-reference effect. A33 points out
that the self-reference effect facilitates the recall of information when it stands in relation to
the person who wants to memorize it. 

Independently from those specific parameters of the human mind, all of the other relating
references declare collectively that information based on personal data is easy to remember.
According  to  findings  of  A51,  users  rate  the  memorability  of  biographical  data  as
approximately 6.5 of maximal  7.  This clearly shows how advantageous it  is  perceived in
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terms of password recall. While most of the articles mention birthdays and names of pets and
family  members  as  typical  examples  of  biographical  passwords,  A33  shows  that  even
combinations  and modifications  of those items still  can be linked to  heightened levels  of
memorability.

All of the presented aspects in combination with the fact that several articles (A05, A33, A14)
report that the majority of all encountered passwords in fact are based on biographical data,
lead to the conclusion that  biographical  passwords indeed should be considered as highly
memorable. The human mind appears to be made to handle biographical data and for that
reason, people are usually preferring it. 

5.4 Special Characters
Special characters are all keyboard characters that are neither letters nor numbers (e. g. "%",
"}" or "~"). Most of them require the user to press more than one button.

Several articles (A17, A24, A41, A53, A57) report similar observations when it comes to the
use  of  special  characters  in  passwords.  It  is  repeatedly stated  that  users  are  avoiding the
inclusion of special characters in the passwords they generate due to poor memorability. In
this context, A61 announces very clearly that the presence of special characters constitutes
one of  the  major  reasons  for  failing  to  remember  a  password.  A30 declares  that  special
characters are in fact increasing a user's cognitive load and that this tends to result in evasive
behavior  since  people  are  well  aware  of  this  kind  of  overload.  In  case  passwords  are
constructed with the help of special characters, they are also more likely to be reused since
they are perceived as harder to recall  (A37). Instead of creating several of those complex
passwords, people once again choose the easier way and utilize it for several accounts. 

Another noteworthy observation is made by A47. The authors report that the most commonly
used special characters seem to be created by pressing shift and the numbers 1, 2 and 3. In
other words, users appear to pick easy keyboard combinations when forced to incorporate
special characters in their passwords. While this does not embody any direct connection to the
memorability of special characters, it can give a strong indication that certain behaviors might
be adopted solely to simplify the use of them. 

Due to the fact that special characters usually do not hold deeper semantic meaning to users,
their usage is generally deemed to be difficult, regardless of the applied composition strategy.
For example, none of the screened articles addresses the memorability of passwords that are
solely composed of special characters. However, a logical assumption would be that such a
composition  induces  at  least  equally  poor  memorability  as  described  above.  The  more
involved special characters, the bigger their impact.

All of the evaluated articles in the bibliography report unanimously that inclusion of special
characters entails decreased memorability. In accordance to that, this password class is judged
to provide rather low usability. 

5.5 Numbers
The actual level of memorability tied to this password class remains shrouded even after the
evaluation  of  relevant  text  passages.  While  some  of  the  articles  rather  plainly  state  that
numbers  are  generally  easy  to  remember  (A48),  others  conclude  that  high  levels  of
memorability are only provided in case the used numbers are somehow relatable to aspects of
the user's everyday life (A05, A08, A09). 
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However, there are several other articles that show completely opposed outcomes. While A51
illustrates  that  their  participants  perceive  passwords  as  generally  less  memorable  when
numbers  are  included,  A37  declares  that  the  usage  of  numbers  in  passwords  is  causing
increased  levels  of  reuse  due  to  felt  burdensome  complexity.  The  fact  that  number
combinations furthermore might interfere with other similar ones is pointed out as a typical
reason for confusion (A09).

Beside those ambiguous reports that evidently contradict each other, there is also some purely
statistical data that appears to be of interest. To begin with, A29 illustrates that the top 10
passwords of all examined leaked password databases only contain either words or number
combinations.  In addition to that,  A48 reports  that  45% of all  encountered passwords are
numeric. Even more extreme values are supplied by the brazilian study conducted by A38
(62%). However, it is pointed out that this might be an effect of passwords usually demanded
by brazilian banks. As a result, the outcome of A38 should be considered potentially skewed.

Even if the presented statistical data indicates that users might have a certain preference for
number-based passwords, this subchapter also presents conflicting results. While the collected
data seems to tip the balance in favor of overall positive memorability traits, all doubts can
obviously not be removed. Hence, the evaluation remains inconclusive. 

5.6 Letters
Letters  build  the  foundation  of  human  language.  Probably  due  to  this  ordinariness,  the
evaluated articles contain just a modicum of information regarding their memorability. They
mostly concentrate on how compositions of different character classes affect peoples' memory
but overlook the most common component of those passwords. Only five of the screened
articles provide data that can be related to the memorability of letters. Hence, it  might be
advisable to see this particular evaluation more as a well supported indication than plain fact.

The majority of the found passages show that users have a strong preference to create and use
passwords that are composed of mostly, if not completely, letters. A17 conducts a large study
of passwords on the web and finds that the bulk of them exclusively consist of lower-case
letters. It is also stated that this appears to be a deliberate decision from the user side since this
kind of  passwords  is  found to be easier  to  recall  than more  complex ones.  A38 presents
another real-life password screening and makes the observation that 24% of passwords are
composed of letters only. A48 points out that letters-only passwords can be a valid alternative
to other password strategies with high memorability. Probably the most expressive study is
reported by A57 in which leaked password databases with millions of entries are analyzed.
The results  show that  lower-case  letters  in  combination  with  numbers  stand  for  between
85.1% to 89.2% of all encountered passwords. The 4%-margin exists because of variations
depending on password length. Those with 7+ characters account for 89.2% while longer 10+
character versions amount to 85.1%. Such expressive values show that users have a clear
fondness for lower-case passwords. It is a logical assumption that this kind of outcome would
not be existing if people perceived such letter-based passwords as generally hard to recall.

However, there is one particular distinction that is made by both A57 and A17. Namely the
fact that lower-case letters are used far more frequently than upper-case letters. According to
A57, only 6.5% to 7.1% of all found passwords contain any upper-case letters. While there is
no explanation for this phenomenon, it can be assumed that users might avoid them because
they are perceived as harder to remember. Regarded from a logical point of view, the need to
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recall which of the used letters is an upper-case one and which is not, induces an extra layer of
information that needs to be memorized. Hence, memory load and complexity are increased.

Once again, the actual memorability of letter-based passwords is presumably depending on its
inherent meaning which a particular user can relate to. Given that there is such a deeper sense
to it, A02 declares that even a 16 character lower-case only password can be more memorable
than one that consists of 8 characters only but is subject to restrictions which interfere with its
meaning. In this context, it is also noteworthy that even A02 only mentions lower-case letters,
and that boundaries between letters, words and passphrases tend to be rather overlapping.

5.7 Words
There are quite a lot of articles that address the strategy to generate memorable passwords
based on dictionary words. All of the cited sections are compliant in their assessment that
words manage to provide rather high levels of memorability. A number of articles also give
some explanation as to why word-based passwords can facilitate recall.

For example,  A07 states that,  in order to remember arrays  of concatenated items such as
passwords, there has to be some sort of familiarity to them. Words are mentioned as one
typical example of an entity that succeeds in providing just that. A10 illustrates that longer
non-dictionary passwords result in higher memory loads whereas dictionary words logically
reduce memory load and hence increase their memorability for individual users. Moreover,
A48 defines  words  as so called  single-meaningful  data  items  which contain  some deeper
importance for the users. Because of that, they are appreciated by users due to their ease of
processing. A08 adds further importance to the aspect of the inherent meaning of words in
relation  to  their  memorability.  It  is  stated  that  words  usually  stand  for  commonplace
semantics  to  which  users  easily  can  relate  to.  As  a  result,  words  are  suited  to  facilitate
password recall. According to A29, users are indeed unlikely to pick non-dictionary words
since dictionary words are more easily remembered because of their deeper meaning.

When it comes to the actual selection of specific words for the sake of creating passwords,
both  A09  and  A14  explain  that  users  have  a  strong  affinity  for  picking  ones  that  are
predictable  and  relatable  to  their  own  lives.  A14  furthermore  shows  that  93%  of  their
participants do this despite the fact that they are well aware of the fact that those passwords
are weak in terms of guessability.

Several articles confirm the notion that words constitute one of the most common password
composition strategies. More specifically, this opinion is represented by A45, A46, A47 and
A29. According to A47, almost 80% of their participants composed their passwords out of
words and names while attaching a single special characters either at the head or the tail of it
in order to satisfy the given password policy. A29 reports that the top ten of all examined
leaked password databases  only contain  either  words or numbers.  While  all  of  this  is  no
formal prove of superior memorability, it shows that users have a clear preference to utilize
words when passwords are created.  That can be interpreted as a good indication for high
perceived memorability.

All things considered, there should not be much doubt that words actually do represent a valid
strategy to compose memorable passwords. 
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5.8 Alphanumeric
To begin with, it is necessary to mention that this particular password class is rather difficult
to isolate from some of the other ones. Due to the fact that an alphanumerical password can be
constructed of any combination of upper-case letters, lower-case letters, numbers and special
characters, there is no distinct general definition to it. As a result, alphanumerical passwords
can give rise to a diverse variety of memorability levels.

However, one differentiation that is made in this thesis work is the exclusion of words as
defined in the previous subchapter. The discussed alphanumeric passwords do not hold deeper
semantic meaning in the form of dictionary words but resemble a less coherent assembly of
different character categories.

The evaluated articles come to the conclusion that memorability is suffering when passwords
are composed of both lower-case letters, upper-case letters, numbers and special characters.
The  inclusion  of  all  those  elements  increases  the  password's  complexity  which  makes  it
harder for humans to chunk it into easily memorable memory units (A30). As a result of this,
users are shown to adapt avoiding behavior when it comes to the creation of passwords. As an
example,  A38  states  that  only  0.7%  of  their  screened  passwords  contain  any  special
characters.  Other  compositions  such as  constructs  of  numbers  and letters  are  much  more
common which might indicate user preference due to perceived beneficial usability.

When it comes to forgetting rates, A45 illustrates that nearly 40% of their participants fail to
recall  their  passwords  when  they  are  composed  of  upper-case  letters,  lower-case  letters,
numbers and special characters. Those passwords consist of only 8 characters and are hence
not overly long. Alphanumeric passwords of identical structure are forgotten by 19% in the
study of A47 and by 28% in the work of A13. 

The conducted evaluation indicates clearly that alphanumeric passwords composed of a lot of
different  characters  classes  suffer  from  poor  memorability.  As  mentioned  before,
alphanumeric passwords do not necessarily have to be composed this way. Unfortunately, the
examined  articles  do  not  contain  much  information  regarding  simpler  types  with  fewer
included character classes. An exception from that is A32 in which it is shown that reasonable
levels of memorability can be achieved by simply requiring three different characters classes
instead of four. 

5.9 Passphrases
Just like alphanumeric passwords, passphrases can be composed in different ways and hence
provide deviating  levels  of  memorability.  A passphrase can be constructed as  a  string of
concatenated dictionary words or as a mnemonic entity that only contains the first letters of an
underlying sentence. It might also contain letters, special characters or elements of leetspeak
that  mimic  certain  letters  with  other  characters  of  similar  appearance.  Since  mnemonic
passphrases are covered in a dedicated chapter, they are excluded from the current evaluation.

Despite  the  already  mentioned  fact  that  there  are  various  types  of  passphrases,  the
investigated articles unanimously show that none of them suffer from serious memorability
issues.  However,  this  does  only  apply  to  user-generated  passphrases.  System-generated
passphrases on the other hand are consistently deemed to be less memorable. Multiple articles
(A03, A20, A44, A55, A59) report that users have difficulties remembering system-generated
passphrases. A59 illustrates that only 12 of 32 participants manage to recall  their  system-
assigned  phrase,  and  A44  declares  that  this  kind  of  passphrase  has  equally  unfavorable
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memorability  properties  as  system-generated  random  alphanumeric  passwords.  The  mere
requirement to enhance a user-chosen passphrase with just a few system-generated special
characters or numbers is shown to decrease memorability since users fail to relate them to the
rest  of  their  passphrase  (A55).  As  a  result,  the  following  assessment  of  passphrase
memorability only relates to user-generated ones; system-generated passphrases are judged to
cause substantial memorability issues. 

A number of different articles mention a variety of reasons for good passphrase memorability.
To begin with, A03 states that the human mind has a good capability to process sequences of
words.  In addition to that,  the act  of putting chunked memory bits  together into coherent
strings can also aid the human memory. The results are strings which are more memorable
than  the  individual  chunks  they  consist  of  (A33).  A48  calls  such  strings  for  combo-
meaningful data and declares that their deeper sense facilitates their processing. The same
semantic meaning is also addressed by A15. Here, it  is stated that passphrases manage to
retain their highly memorable semantic properties even if the underlying sentence is morphed
into something less guessable. A39 points in the same direction and explains that passphrases
generally are memorable since they allow users to utilize well-known and familiar language
structures.

Additional noteworthy information regarding the characteristics of passphrases is presented
by A23 and A51. A23 shows that longer passphrases in fact might be more memorable than
short  ones.  This  is  explained  with  the  fact  that  a  longer  phrase  normally  contains  more
meaning to the user. According to A51, familiarity with the underlying sentence is one of the
primary factors that ensures good memorability. As an example, it is observed that song texts
are perceived as distinctly superior to more neutral sentences. However, both variants are still
perceived as easier to remember than other password strategies.

When it comes to the assessment of different ways to compile a passphrase, the evaluated
articles present the following data. Phrases that are composed solely of multiple concatenated
words are pointed out as a technique that generally facilitates the ease of recall (A20, A25).
Even if  the words  in  a  phrase are  separated  by non-letter  characters  such as  numbers  or
special characters, reasonable levels of usability are reported to be achieved (A32, A45, A46).
Both  A25  and  A60  state  that  passphrases  whose  components  are  both  numbers,  special
characters,  leetspeak  elements  and  first  letters  of  words  (mnemonic)  still  succeed  in
surpassing standard passwords in terms of user friendliness. However, A54 and A55 report
that this kind of passphrase is somewhat less memorable than purely mnemonic passphrases.

5.10 Mnemonic
When the mnemonic approach is utilized,  only the first letters of an underlying sentence's
words  are  used  to  compile  a  password.  The  online  dictionary  Merriam-Webster  (2019)
defines the term mnemonic as "assisting or intended to assist  memory".  This explanation
provides a first hint regarding the expectable memorability of this particular password class
and holds out the prospect of advantageous memorability properties. 

The conducted analysis does indeed confirm those expectations; all of the relevant articles
come  to  the  conclusion  that  mnemonic  passphrase  combinations  provide  beneficial
memorability levels. For example, A18 calls this technique an effective approach for memory
enhancement  when multiple  consecutive  words  need to  be recalled.  According to  A54,  a
direct comparison of mnemonic phrases and passphrases based on entire words shows that
mnemonics can offer superior memorability. This outcome is confirmed by A55 which shows
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that the mnemonic strategy causes lower recall failure rates among study participants than the
entire-word approach. 

In addition to that, A56 points out that mnemonic phrases are easier to remember than system-
generated passwords.  A21 follows a similar  thread and concludes  that  mnemonics  in fact
might be a valid tactic to ameliorate memorability issues that surface in association with hard-
to-remember  system-generated  compositions.  Mnemonics  in  conjunction  with  system-
generated passwords are reported to show promising results in terms of recall. 

As explanation for the mentioned advantageous memorability properties, A33 states that the
mnemonic  composition  strategy helps  to infuse passwords  with both deeper  meaning and
more structure. Those aspects are pointed out as beneficial when it comes to memorization.

5.11 User-generated
This category encompasses all kinds of different composition strategies such as alphanumeric
passwords, passphrases, patterns etc. As a result, itself does not represent a certain way to
arrange characters, but describes which entity adopts one of those more particular strategies.
The question whether or not a password is created by the user herself is reported to be directly
connected to that password's memorability.

For example, it is unanimously stated that user-generated compositions are more memorable
than system-generated ones. The only contradictory assertion is issued by A22 which reports
that no evidence for the superiority of user-generated passwords in comparison to system-
generated  ones  can  be  found.  However,  at  the  same  time  A22  also  observes  that  user-
generated passwords are causing less login failures than system-generated ones. Aside from
those statements, all articles containing information about user-generated passwords concur in
the assessment that user-generated password compositions are generally easy to recall. 

In  addition,  A22 furthermore  explains  that  user-generated  passwords  benefit  from the  so
called generation effect which facilitates password recall. This effect occurs when users are
allowed to create their own passwords. Its existence and effects are brought up and confirmed
by A33 as well. 

So far,  nearly all  evidence indicates  that  user-generated  constructs  provide high levels  of
memorability.  Nonetheless,  it  is  necessary to  address one factor  that  might  potentially  be
capable  of  diminishing  those  positive  traits:  Increasingly  demanding  password  creation
policies. A47 observes that about 19% of their participants fail to remember their passwords
after a new harsher policy is introduced. The increased failure rate emerges despite the fact
that users are still allowed to create their own passwords. 

However, this predicament is defused by both A55 and A16. A55 declares that user-generated
passwords  possess  superior  memorability  even  if  composition  policies  demand  random
positioning of multiple character classes. The reason for that is explained with the fact that
users still have the possibility to infuse their passwords with some personal meaning that can
alleviate recall. A16 confirms this opinion and shows that equally complicated composition
strategies (8 characters, upper-case letter, lower-case letters and special characters) result in
deviating  outcomes  when  recall  rates  are  compared  between  user-generated  and  system-
generated passwords. While only 65% of the participants with a system-generated password
manage to remember it, recall rates of user-generated ones are 82%.
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All  things  considered,  user-generated  compositions  are  deemed  to  possess  advantageous
memorability attributes. Even if strict creation policies are applied, user-generated passwords
appear to be more usable than system-generated ones since users can fill them with some
semantic sense.

5.12 System-generated
Similarly  to  user-generated  passwords,  this  category  also  involves  various  composition
strategies and is not an actual arrangement method itself. And just as password generation by
users, its adoption is reported to have serious impact on password memorability.

Of all the specific password classes that can be identified in the accepted articles, the highest
number of text passages is relating to system-generated compositions. A lot of these studies
point out that system-generation helps creating strong and secure passwords. At the same
time, all of them report that it is accompanied by grave memorability issues. None of them is
able to relate system-generated passwords to positive effects on memory. As shown by A20
and A44,  automatic  generation  causes  low levels  of memorability  in  both passwords and
passphrases. A34 reports that the mere insertion of just a few system-generated characters into
an otherwise user-generated password diminishes the construct's memorability.

Further statistical information in several articles confirms the notion that system-generated
compositions  are  hard  to  remember.  To  begin  with,  A16  reports  that  only  65% of  their
participants manage to recall their system-generated password after two days. A59 shows that
23 out of 33 participants fail to recall their system-generated password and that 20 out of 32
forget their system-generated passphrase. According to A51, users perceive system-generated
passwords as very hard to remember; they assign a value of under 2 on a scale of maximal 7.
As a logical consequence of those unfavorable attributes, users try to avoid using system-
generated  compositions  whenever  possible.  As  illustrated  by  A41,  none  of  their  own
participants and only 9% of a referenced nationwide survey make use of system-generated
passwords. 

Some of the articles also provide explanations for the poor levels of memorability. While A21
only names the structural disorder of system-generated passwords as a probable cause for
decreased recall rates, A22 is a bit more specific and states that system-generated passwords
force the human brain to  treat  every single character  as an isolated  chunk. The resulting
necessity to process a lot of smaller chunks logically increases the imposed memory load. 

Also,  A09, A18 and A26 explain that random strings of unrelated items do not hold any
meaning to the users. As described earlier in chapter 5, the presence of deeper meaning to the
users is one of the most important factors for good password recall.

Apart from all those negative aspects, A44 observes that one particular technique manages to
show rather promising results.  The meant  approach is based on the automatic  creation of
pronounceable passwords consisting solely of lower-case letters.  However,  except for this
example, system-generated compositions can safely be acknowledged as hard to remember.
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6 Synthesis
In this chapter, the reported results from chapter 5 are further condensed and synthesized.
Figure 3 (below) depicts that step 8 is the currently executed process stage.

The  previously  mentioned  files  with  extracted  text  passages  of  significance  contain  177
entries in total. For more information concerning entries per identified password strategy, see
table 4 in chapter 5. Of the 61 accepted articles within the final bibliography, only 59 hold
relevant  information  in  relation  to  those  strategies'  memorability.  The  two  remaining
specimens, however, cannot be used since no valuable data can be extracted from them. The
articles in question are Gaw and Felten (2006) and Renaud, Kennes, Niekerk and Maguire
(2013).

All text files are evaluated manually in order to identify the characteristics of their respective
password classes. The goal is not only to synthesize the results regarding memorability at
large,  but  also  to  detect  existing  peculiarities  and  the  backgrounds  to  their  intrinsic
memorability traits.  The executed steps from article acceptance to a summarized result are
illustrated by figure 4 (below).

Briefly speaking,  it  can be stated that  the assessed data  clearly indicates  the existence of
password creation strategies that are able to facilitate the creation of memorable passwords.
Unsurprisingly, that cannot be said of all the examined classes. In the following paragraphs,
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the  particular  characteristics  of  each  encountered  composition  strategy  are  discussed  in
relation to  the aim of research which reads as follows (see chapter  3.1):  The aim of  this
project is to investigate to which extent the different examined password creation strategies
are facilitating the generation of memorable passwords. 

6.1 Leetspeak
The first of the analyzed password strategies is leetspeak. Despite the fact that Keith, Shao
and  Steinbart  (2009)  attest  overall  good  memorability,  no  significant  evaluation  can  be
conducted.  Having  access  to  only  one  single  assessment  is  judged  to  provide  too  little
background information. Hence, no reliable statement in relation to the aim of research can be
made. Nevertheless, when regarded from a purely logical point of view, there appears to be a
reasonable chance that this kind of strategy might provide sufficient memorability. After all,
leetspeak passwords are probably equipped with some deeper meaning to the user.

6.2 Patterns
Patterns can either  be represented by certain  movements  on the keyboard  or by semantic
sequences of characters. While Shay et al. (2014) show that both types are frequently used,
Juang, Ranganayakulu and Greenstein (2012) provide an explanation for that observation. It is
stated  that  patterns  succeed in  imposing  a  structural  ordering  of  data  that  can help users
remember their passwords. Furthermore, increasingly strict password creation policies prompt
users to apply patterns in order to mimic random passwords and hence meet those policies
(Keith et al., 2009). Overall, the examined articles show that user-generated patterns manage
to provide above-average levels of memorability. Hence, this class is deemed to facilitate the
creation  of  memorable  passwords.  However,  this  can  only  be  said  about  user-generated
patterns. As soon as they are generated by the system, both Shay et al. (2015) and Shay et al.
(2016) illustrate that password recall is harmed.

6.3 Biographical Passwords
Passwords that consist of biographical information constitute a composition strategy which is
unanimously pointed out as beneficial for password recall. Cazier and Medlin (2006) explain
that personal data is closely linked to long-term memory and therefore reducing some of the
intrinsic limitations of the human memory. Nelson and Vu (2010) mention the so called self-
reference  effect  as  another  facilitating  aspect  when  a  person  tries  to  recall  personal
information.  They  also  show  that  biographical  passwords  not  only  manage  to  provide
beneficial memorability when e. g. ordinary names of family members or complete birthdays
are used. Even passwords that contain combinations or modifications of biographical data are
deemed to be highly memorable. As a result, this creation strategy is judged to facilitate the
generation of memorable passwords to a significant degree.

6.4 Special Characters
When it comes to special characters, the evaluated articles do not contain information about
passwords that are solely composed of them. However, the provided data regarding special
characters per se is deemed to be comprehensive enough to draw valid conclusions. Several
publications state clearly that users attempt to avoid incorporating special characters into their
passwords  since  they  are  perceived  as  hard  to  recall.  Their  lack  of  any deeper  semantic
meaning is mentioned as one of the contributing factors for that. According to Marquardson
(2012), special characters increase the cognitive load on users. Pearman et al. (2017) state that
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their decreased memorability leads to higher likelihood of password reuse. When forced to
include  special  characters,  users  are  shown  to  prefer  ones  that  are  created  with  easily
memorizable  keyboard  patterns,  probably to  reduce  cognitive  load (Shay et  al.,  2010).  In
summary,  there  are  strong indications  that  this  composition  strategy fails  to  facilitate  the
generation of memorable passwords. 

6.5 Numbers
Whether or not number-based passwords represent a memorable composition strategy cannot
be clarified since the evaluated publications provide rather conflicting results. While several
of them state that numbers are easy to remember, the disunity begins with the question if this
applies to all numbers or just those that stand in close relation to the user's life. At the same
time,  an  assortment  of  further  publications  declare  that  numbers  are  causing  inferior
memorability in general. For example, Ur et al. (2016) illustrates that users are perceiving
passwords as less memorable when numbers are included. Because of the conflicting results,
the analysis remains inconclusive and no valid statement can be made in regard to the aim of
research.

6.6 Letters
As explained before, letters represent the basis of human language and are thus an essential
element of most passwords. Nevertheless, only five of the assessed articles relate to them.
One of the most fundamental findings is presented by Bhuyan, Greenstein and Juang (2013).
They state that lower-case passwords are easy to recall when they carry a deeper meaning to
the user. At the same time, Inglesant and Sasse (2010) point out that lower-case passwords are
both common and generally perceived as easy to recall. The high rates of usage are confirmed
by other studies such as Weir, Aggarwal, Collins and Stern (2010) who illustrate that at least
85% of all screened passwords consist of lower-case letters in conjunction with numbers. On
the other hand, they also show that upper-case letters are commonly avoided. This finding is
backed up by Inglesant and Sasse (2010). All in all, the indicated memorability of lower-case
letters appears to be quite beneficial whereas that of upper-case letters is a lot more uncertain.
Therefore and due to the small amount of relevant articles, additional research should provide
a more convincing analysis. 

6.7 Words
One of the most common strategies of password composition is the utilization of words. This
circumstance is independently reported by multiple studies such as e. g. Shay et al. (2010).
All the evaluated publications unanimously state that words constitute an overall memorable
composition  strategy.  Several  of  them also provide explanations  regarding the underlying
reasons  for  that  assessment.  Both  Malone  and  Maher  (2012)  and  Das,  Bonneau,  Caesar,
Borisov  and  Wang  (2014)  declare  that  words  represent  easily  processable  and  hence
memorable data because of the fact that they contain deeper meaning. Identical argumentation
can be found in Shen, Yu, Xu, Yang and Guan (2016). As a result, words should without
serious  doubt  be  acknowledged  as  highly  viable  strategy  to  facilitate  the  generation  of
memorable passwords.

6.8 Alphanumeric
Alphanumeric  passwords  are  composed  of  different  character  classes.  The  evaluated
publications usually refer to a combination of lower-case letters, upper-case letters, numbers
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and  special  characters.  This  particular  setup  is  consistently  observed  to  be  causing  a
degradation  of  memorability.  For  example,  Shay  et  al.  (2014)  report  that  40%  of  their
participants forget this kind of construct. Marquardson (2012) points out that the inclusion of
multiple different elements can be a contributing factor for low memorability rates since it
increases  a  password's  complexity  and  prevents  users  from  separating  it  into  easily
rememberable units. Furthermore, Melicher et al. (2016) show that a composition policy that
only demands three character classes instead of four can effectively increase memorability. In
summary,  the  alphanumeric  creation  strategy involving  four  different  character  classes  is
deemed to hinder the generation of memorable passwords whereas there are indications that
less complex compositions might help mitigate that. For a proper assessment of the latter,
more information needs to be gathered in additional research, though.

6.9 Passphrases
Similar to alphanumeric passwords, passphrases can be composed of a variety of different
elements as well. The evaluation shows that a distinct differentiation has to be made between
system-generated  and  user-generated  passphrases.  Multiple  articles  indicate  that  system-
generated phrases are posing a serious threat to memorability. Shay et al. (2012) conclude that
this kind of passphrase is as hard to remember as random system-generated alphanumeric
passwords. Vu et al. (2007) report that the infusion of just a few system-generated elements
into an otherwise user-generated passphrase is enough to decrease recall rates. On the other
hand,  user-generated  passphrases  are  unanimously  found  to  be  facilitating  memorization.
Several publications show that the positive influence is not depending on the actual selection
of included elements. Blanchard, Malaingre and Selker (2018) as well as Shen et al. (2016)
explain the advantageous traits with the fact that the human brain is good at processing strings
of  concatenated  data  when  the  chunks  they  are  composed  of  hold  a  deeper  meaning.
Hoonakker, Bornoe and Carayon (2009) observe that the resulting strings retain their meaning
irrespective of any morphing or modification that is conducted. In summary, user-generated
passphrases are deemed to be facilitating the generation of memorable passwords. System-
generated passphrases are clearly not.

6.10 Mnemonic
When it comes to the mnemonic composition strategy, there is universal consensus among the
relevant  examined  articles.  All  of  them  state  that  it  manages  to  provide  advantageous
memorability properties. For example, Vu et al. (2006) and Vu et al. (2007) report superior
recall rates even in direct comparison to other passphrase compositions. According to Nelson
and Vu (2010), the beneficial impact on memorability is caused by the fact that the mnemonic
composition  strategy infuses passwords with both meaning and structure which facilitates
memorization. All in all, there is no doubt that mnemonic passwords can help facilitating the
generation of memorable passwords. 

6.11 User-generated
User-generated passwords are generally acknowledged as highly memorable. Each assessed
publication of relevance comes to that same conclusion.  As one of the major contributing
factors, Keith et al. (2009) and Nelson and Vu (2010) mention the so called generation effect
which aids recall whenever a user is allowed to create her own passwords. While Shay et al.
(2010) name increasingly strict  password composition policies  as a potential  threat to the
memorability  of  user-generated  passwords,  several  other  articles  manage  to  disarm  this
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opinion. Both Vu et al. (2007) and Huh et al. (2016) show that user-generated passwords can
still be highly memorable even if strict policies are applied. Ultimately, the utilization of user-
generated passwords is evidently facilitating the generation of memorable passwords.

6.12 System-generated
Of all the identified password composition strategies, system-generated passwords is the one
that is most frequently addressed. Also, each and every one of the relating publications reports
that  its  application  usually  has  negative  effects  on  memorability.  According  to  Ur  et  al.
(2016), users are perceiving system-generated passwords as hard to remember. On a numeric
scale of maximal 7 (easiest to recall),  they rate this kind of password lower than 2. Rinn,
Summers, Rhodes, Virothaisakun and Chisnell (2015) observe that users are trying to avoid
that sort of passwords because to its unfavorable properties. Alongside other explanations, the
absence of deeper meaning is pointed out as one of the major reasons to poor memorability by
De Angeli, Coventry, Johnson and Renaud (2005), Jeyaraman and Topkara (2005) as well as
Lau et  al.  (2014).  While  one article  (Shay et  al,  2012) states  that  pronounceable system-
generated passwords consisting of only lower-case letters show promising results in terms of
memorability,  there is  too little  data  to  verify that  sentiment  in a  proper  way.  All  things
considered, there is convincingly strong data to acknowledge the fact that system-generated
passwords in general possess unfavorable memorability properties. Hence, this strategy fails
to facilitate the generation of memorable ones.
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7 Discussion
This chapter is used to discuss the implementation of the conducted reviewing process and the
validity  of  found  results.  Furthermore,  suggestions  are  made  regarding  possible  future
research. The chapter ends with an elaboration on this work's ethical and societal impacts.

7.1 Reviewing Process
The executed review process consists of a number of general  phases which are including
multiple smaller steps (see figure 1 in chapter 4.1). The first of those phases defines how to
plan  the  literature  review.  The  decisions  concerning  database  and  search  term  selection
proved to be rather uncomplicated and logical. Finding appropriate selection criteria that both
manage  to  ensure  inclusion  of  relevant  articles  and at  the  same time  exclude  those  with
dubious quality took more time than initially anticipated, however. 

The  second  phase  of  this  thesis  work  is  described  as  conducting  the  review (figure  1).
Executing the previously planned steps resulted in an initial  collection of 2,115 candidate
articles which needed to be processed with the help of the mentioned selection criteria in
order to filter out valid ones. Despite the fact that the very helpful reference management tool
EndNote Web was utilized to simplify article handling, the selection process turned out to be
rather  time  consuming.  For  example,  EndNote failed  to  locate  all  duplicates  among  the
candidates when its corresponding functionality was invoked. As a result, manual search for
duplicates became necessary.  Also, even if a lot of articles could be discarded quickly by
assessing their titles and abstracts, many did not provide clear enough indications in these
parts that allowed to judge their relevance to the topic at hand. A more in-depth analysis of
those articles' full text was hence conducted. 

After all the selection criteria were applied, a collection of 33 articles was accepted. In order
to  broaden  the  search  and  to  avoid  missing  relevant  studies,  backward  snowballing  was
conducted and resulted in another 1,082 candidates that went through the whole selection
process as well. After completion, 28 additional publications were accepted. Hence, out of
total 3,197 surveyed articles, only 61 were finally used in the actual data analysis. While that
number  might  seem a bit  low, it  has  to  be stated that  a big portion of studies  that  were
produced by the database queries did not have any recognizable connection to this work's
topic. Moreover, the goal was to quickly eliminate as much irrelevant candidates as possible
in order to decrease the amount of papers that needed to be read in their entirety. Hence, a
quite rigorous approach was adopted during the selection process. More concretely,  if title
and abstract did not manage to disperse any doubts concerning the article's relevance, it was
eliminated without further assessment. The same goes for publications that were dubious or
hard to grasp in their descriptions of method and/or population. As logical consequence, the
possibility  that  some  of  the  quickly  disqualified  studies  actually  might  contain  relevant
information concerning the examined password strategies cannot be ruled out. In a bigger
project with more resources, a closer initial assessment would therefore be advisable. 

Despite the fact that the last stage of the selection process included the need to retrieve and
read  the  candidates  in  full  text,  two  of  them were  accepted  without  actually  containing
relevant information. This fault was detected first during the data analysis phase. As a result,
only 59 of the accepted 61 articles were of actual use for the analysis. See chapter 6 for more
information about those two.
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Another burden came with the fact that most articles tended to refer rather comprehensively to
other studies. In order to avoid using the same bit of information multiple times and hence
biasing the review's outcome,  careful assessment  of relevant text  passages was necessary.
This proved to be somewhat laborious since different articles turned out to use different ways
of referring and phrasing. 

Methods of grounded theory as described by Wolfswinkel et al. (2013) were utilized for the
analysis  of  accepted  publications.  In  order  to  facilitate  this  process,  the  qualitative  data
analysis tool MAXQDA was purchased. After the initial highlighting of all text passages that
seemed related to memorability,  the tool's functionalities helped creating a code system in
which  passages  easily  could  be  linked  to  corresponding  password  classes  defined  by
Kävrestad et al. (2018). Both the creation and the afterwards following extraction of coded
segments proved to be straightforward and took less effort than anticipated. Recognizing and
marking  emerging  relationships  could  be accomplished  without  problems.  MAXQDA also
provided the means  to  create  text  files  containing  all  coded segments  mapping to  certain
password creation strategies. Those files were then used for the summarizing assessment of
the classes' actual memorability properties. 

7.2 Validity of Results
In addition to the descriptions provided by chapter 6, there are a number of strategies which
cannot  be evaluated  sufficiently.  Even if  it  is  difficult  to  draw a clear  line  regarding the
question  how much  information  it  is  that  is  necessary  to  conduct  a  valid  evaluation,  the
available data for the following classes is deemed to be insufficient. For a credible assessment
without adverse effects on data validity,  more research is needed in the future. This work
abstains from drawing any relating conclusions in order to protect data validity. The strategies
in question are leetspeak, numbers, upper-case letters and alphanumeric passwords with low
complexity (less than 4 character classes). Even system-generated pronounceable passwords
consisting of only lower-case letters might be of further interest. However, those are deemed
to represent some kind of oddity which is  hard to place in the model  of Kävrestad et  al.
(2018).

This work is conducted via a strictly defined and hence reproducible methodology whose
transparency allows all readers to fully assess its legitimacy. In addition, both chapter 4.1.7
and appendix A list a comprehensive series of concrete threats to its validity in conjunction
with  relating  targeted  countermeasures.  As  a  result,  the  presented  results  should  be
sufficiently unbiased and credible. Dubious or inadequate validity is deemed to be avoided
effectively.

7.3 Future Research
The conducted  literature  review fails  to  gather  adequate  information  regarding  all  of  the
password classes defined by Kävrestad et al. (2018). As described above, the collected data
concerning some of them might either be insufficient in volume or simply too inconclusive to
allow to draw any valid conclusions. For this reason, the currently unevaluated classes are
appropriate targets for further research in the future. In order to realize the upcoming research
project that is mentioned in chapter 3.1 in a satisfying way, a complete set of composition
strategies  and their  inherent  memorability  might  be necessary.  As a  result,  the  following
strategies are of potential interest for a more specifically targeted investigation:

• Leetspeak
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• Numbers
• Letters (especially upper-case)
• Alphanumeric passwords with low complexity (less than four character classes)

In  addition  to  that,  this  thesis  work  is  not  addressing  the  strategy  called  word  in  word.
According to  Kävrestad  et  al.  (2018),  it  constitutes  a  subclass  to  words but  the literature
review does not manage to unearth any information that is relatable  to it.  Therefore,  it  is
another potential subject of future research as well.

During the execution of this thesis work, it is furthermore noticed that there is an apparently
vast difference in terms of memorability when user-generated and system-generated strategies
are compared. While user-generated passwords are overall judged to be easy to memorize and
recall, their system-generated counterparts are found to be rather unusable. How to mitigate
this  undeniably  existing  gap  and  hence  prevent  users  from  avoiding  system-generated
passwords  might  be  valuable  knowledge  in  order  to  increase  system  security.  Hence,
investigating ways to make system-generated passwords more memorable is a valid aim for
future research.

Some of the evaluated articles mention one particular  strategy that might  help facilitating
recall  of system-generated passwords. The use of pronounceable words consisting of only
lower-case letters is noticed to show promising results. However, the amount of research that
has been conducted up to now is not comprehensive enough to make clear statements yet.
Therefore, a deeper evaluation of this strategy's memorability is another interesting topic for
future research.

7.4 Ethical and Societal Impacts
The conducted thesis project and its outcome might have effects on a variety of ethical and
social aspects. Those factors are discussed within the following subchapters.

7.4.1 Ethical
As described in chapter 4.1.6, there is a high likelihood that the majority of computer users
sooner or later comes into contact with password authentication. Since this is most common
authentication method, only very few users might avoid to utilize it at some point. 

This thesis work shows that there are differences in the memorability of separate password
creation strategies. While some strategies are pointed out to have facilitating effects on the
creation of memorable passwords, others are shown to have diametrically opposed influence.
Revealing the characteristics of those approaches should increase the chance for individual
users and system administrators to abstain from less memorable creation methods and the
unsafe coping behaviors those are associated with. Increasing peoples' knowledge and thus
their  chance  of  picking  easily  memorable  password  composition  strategies  is  therefore
deemed to be beneficial. This applies even if the same knowledge theoretically could be of
interest for an attacker as well.  Due to the frequent usage of password authentication,  the
advantageous effects appear to be a lot more tangible and immediate than the potential risk for
exploitation by some malicious individual.

In addition to that sentiment, it also has to be emphasized that the presented results only are a
condensed  summary  of  already  existing  external  research.  In  other  words,  the  revealed
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information is neither fundamentally new nor secret. It is freely accessible on the Internet to
everybody, including potential attackers. 

During the execution of this study, no further prominent ethical aspects could be observed.
Hence, this discussion is still congruent with the circumstances described in chapter 4.1.6.

7.4.2 Research Ethical
Despite  the  fact  that  the  conducted  literature  review  fails  to  find  sufficient  information
concerning all of the password creation strategies defined by Kävrestad et al. (2018), it is still
judged to be comprehensive  enough to be included in  the  repeatedly  mentioned  research
project whose goal it is to identify passwords that are both memorable and secure. In case
there is a shortage of information concerning the memorability of particular strategies, it can
be gathered by more targeted research. An approach like that does not render the outcome of
this work worthless, however. When combined with such completing data, the results of this
review can be used as valid foundation for said research project.  At the same time, other
studies that are looking for more specific  information regarding certain creation strategies
might find the outcome of this work useful as well. 

The amount of evaluated articles and identified text passages relating to particular creation
strategies  is  generally  deemed  to  be  big  enough  to  draw  valid  conclusions.  Whenever
insufficiency  or  contradictory  nature  of  results  threaten  the  review's  reliability,  those
circumstances  are  pointed  out  in  a  clear  way.  However,  for  the  most  part,  the  screened
publications are in compliance and report consistent results in terms of memorability. Both of
those factors assure that the review contains potentially attractive contributions to external
research as well. 

Due to  the fact  that  threats  to  validity  are  handled during all  project  stages,  the reported
outcome should be credible and thus applicable to other studies. In addition, the transparent
process descriptions allow outside researchers to replicate and hence evaluate the review. 

This thesis work furthermore emphasizes the fact that every creation strategy which manages
to  infuse  passwords  with  deeper  meaning  also  facilitates  the  generation  of  memorable
passwords. Said phenomenon might be of interest  for future development of new creation
strategies with focus on beneficial memorability characteristics.

7.4.3 Societal
Several of the evaluated publications illustrate that the usage of memorable passwords helps
to prevent users from adopting unsafe behaviors. For example, Woods and Siponen (2018)
state that the reuse of identical passwords for multiple accounts can be reduced. This kind of
approach is otherwise pointed out to be very common by Das, Bonneau, Casear, Borisov and
Wang (2014). They observe that 43% of all examined users utilize their passwords for several
accounts. Furthermore, Komanduri et al. (2011) declare that easily memorizable passwords
can prevent users from writing them down. 

The conducted literature review is deemed to be suitable not only to show individual users
which  creation  strategies  to  pick  in  order  to  generate  memorable  passwords,  but  also  to
emphasize the need to avoid dubious coping strategies that are adopted when passwords are
perceived as hard to remember. By increasing the understanding of those aspects, the study
can help users to recognize the need to break such adverse patterns which apparently have
become socially accepted.
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From  the  perspective  of  system  administrators,  this  literature  review  can  provide  the
knowledge to construct password policies which employees or customers are less reluctant to
follow. Policies that create passwords which are perceived as easy to recall are naturally less
likely to meet serious resistance.  Once again, this might help decrease the risk for unsafe
coping behaviors such as the storing of passwords on notes etc. 

In the end, the propagated information might be able to help changing the existing culture in a
company by both heightening general awareness and providing knowledge of how to create
memorable  password policies.  Updated creation  policies  and password managing  routines
might be the result of such a process.

While there is a potential chance that some company might utilize the outcome of this work in
the described way, it is far less likely that it will have a noticeable impact on society as a
whole. The presented information does only address an incomplete set of password strategies.
In order to create an exhaustive and more universally applicable assembly, additional research
is necessary. 

The majority of the evaluated publications show that a lot of people are struggling with their
passwords on a daily basis. The ensuing dire need for memorable compositions is described
during the first chapters of this work. While this review certainly will be unable to resolve
worldwide issues, it might be a step in the right direction by contributing to future research
and helping users on local scales. 
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8 Conclusion
For this thesis project, a selection of scientific databases is parsed with a set of topic-related
search terms. Carefully chosen selection criteria are applied to the resulting bibliography of
candidate articles. Contenders who can satisfy all criteria are accepted into the study. The
complete  content  of  their  respective  reference  lists  is  afterwards  used as  start  set  for  the
procedure of backward snowballing in which the same selection criteria are applied to them as
well.  The final combined bibliography of accepted articles  is  then evaluated by means of
grounded  theory  in  order  to  draw  conclusions  regarding  the  memorability  of  password
creation strategies defined by Kävrestad et al. (2018). 

After  the  execution  of  said  investigation,  the  aim  of  research  is  finally  reached  and  a
concluding outcome of the whole procedure can be presented:

• Strategies that are found to be facilitating the generation of passwords to a significant
extent are biographical passwords, words, mnemonic passwords as well as patterns
and passphrases in case they are user-generated.  Also, user-generated passwords in
general show equally positive properties. 

• Strategies  that  are  able  to  facilitate  the  generation  of  memorable  passwords  to  a
moderate  extent are  lower-case  letter  passwords.  However,  the  actual  level  of
memorability can vary depending on the password's meaning to the particular user.

• Strategies that  fail  to facilitate the generation of memorable passwords are special
characters, alphanumeric passwords with high complexity (4 character classes) as well
as  patterns  and  passphrases  when  system-generated.  Also,  system-generated
passwords in general are showing the same adverse traits. Moreover, the strategies that
are listed in this paragraph are reported to actually impede password recall. 

The final outcome of this study can also be represented in the simplified form illustrated by
table  5  (below).  It  shows  the  different  strategies'  potential  to  facilitate  the  creation  of
memorable passwords and provides examples of how resulting passwords might look like.

Table 5: Provided levels of facilitation and examples of resulting passwords (author's own)

Level of Facilitation Creation Strategy Password Example

High

Biographical passwords "MamasName1961"

Words "Elephant"

Mnemonic passwords TheDogIsBrown: "TDIB"

Patterns (user-generated)

Buttons of bottom keyboard
row from left to right:
"<zxcvbnm,.-" 

Semantic date pattern:
"1990-01-01"

Passphrases (user-generated) "TheDogIsBrown"

User-generated passwords "BlueSky"
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Table 5: Provided levels of facilitation and examples of resulting passwords (author's own), 
continuation

Level of Facilitation Creation Strategy Password Example

Medium Lower-case letters "mfonyd"

Low

Special characters "&¤%#)#"

Complex alphanumeric
passwords (four classes of

characters)

"aA4%"

Patterns (system-generated) "&tfdxcvb"

Passphrases (system-
generated)

"NutTheTwoHouse"

System-generated passwords "87oB%/?"

In  addition  to  the  above-mentioned  outcome,  a  number  of  further  strategies  cannot  be
evaluated properly since the gathered data is either insufficient or of contradictory nature.
Because of that, additional specifically targeted research is necessary for a valid evaluation of
their memorability. For more information, see chapter 7.3. 

During  the  analysis  process,  one  particularly  salient  pattern  is  recurring  constantly.  All
strategies that are deemed to be highly memorable succeed in infusing the password with
some kind of deeper meaning to the user whereas low-memorability strategies fail to do the
same. This emerging similarity is rather distinct and it indicates that meaningful content might
be  a  necessary  prerequisite  for  memorable  passwords  in  general.  While  no  specific
information  can  be unearthed concerning the  difference  between biographical  and neutral
user-generated  passwords,  the  mentioned  similarity  might  indicate  that  neutral  passwords
cannot fully compete with more meaningful biographical ones. 

Taken all together, the outcome of this work furthermore confirms the previously introduced
trade-off  between  memorability  and  complexity  (chapter  3).  Clearly  emerging  patterns
illustrate that password creation strategies with low complexity usually manage to generate
passwords of adequate  memorability  whereas  increased levels  of  complexity typically  are
causing reduced memorability. A look at this chapter's synopsis of how well the investigated
strategies  are  capable  of  facilitating  the  generation  of  memorable  passwords  verifies  said
patterns. 

Furthermore, the presented results indicate that the previously explained cognitive concepts of
self-reference effect  (Nelson & Vu, 2010),  preference of familiar  information (Yan et  al.,
2004) and generation effect (Keith et al., 2009) can be utilized to decrease the experienced
memory  load.  Vu  et  al.  (2007)  state  that  high  memory  load  usually  leads  to  increased
forgetfulness.  All  creation  strategies  that  are  found  to  be  facilitating  the  generation  of
memorable passwords to a significant degree are profiting from at least one of those concepts.

As described in the beginning of this thesis work, finding strategies that help generating both
memorable  and  complex  passwords  is  of  essential  importance  for  system  security.
Consequently, the strategies that are emphasized as memorable by this literature review are
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subjects of high relevance for the previously introduced research project in which the aspect
of complexity is examined as well  (chapter 3.1).  This applies  especially to those that are
assumed to provide promising levels of both characteristics. According to Komanduri et al.
(2011), complex passwords usually have high entropy because of increased length and high
ranges of eligible characters. Hence, due to its potential to create long memorable strings with
varying  types  of  elements,  the  passphrase  strategy  might,  for  example,  be  one  of  those
especially interesting candidates. 

This  thesis  work  provides  valuable  insights  and  knowledge  concerning  ways  to  generate
easily  memorable  passwords.  With  the  presented  information,  both  individual  users  and
system  administrators  should  be  able  to  avoid  strategies  whose  properties  have  negative
impacts on human memory. Instead, awareness of inherently memorable creation strategies
should enable immediate practical benefits. 
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Appendix A - Additional Threats to Validity

Table 2 within chapter 4.1.7 lists an assortment of threats to data validity. These threats are
deemed to be the most prominent ones for this thesis work. In addition, Zhou et al. (2016)
also mention a number of further validity threats that have been identified as relevant for
systematic  literature  reviews.  Those  remaining  ones  are  depicted  in  the  subsequently
following table 6. Any threats already illustrated in chapter 4.1.7 are not repeated.

Table 6: Additional threats to data validity along with implemented countermeasures 
(author's own)

Process Stage Category Description Mitigation

Planning the
review

Construct,
internal

Incorrect or incomplete search
terms for automatic search

Careful selection of search 
terms including synonyms in 
conjunction with trial database 
searches

Construct,
internal

Different languages and 
terminologies for similar 
terms and concepts

Only studies written in English
are selected

Construct,
internal

Imperfect search method leads
to a situation where relevant 
papers are missed

Searches in multiple databases 
are combined with backward 
snowballing as additional level

Construct
Inappropriate selection criteria
due to reviewer's unfamiliarity
with the topic

Criteria are carefully chosen 
after relevant literature has 
been screened for appropriate 
usage and examples. 
Supervisor information is 
applied as well. 

Construct
Inappropriate aim of research 
due to reviewer's unfamiliarity
with the topic

The aim is not defined before 
the project has progressed to a 
stage that allows proper 
formulation

Construct,
external

Relevant studies are missed 
due to restricted time span of 
article acceptance

The applied time span (2005-
2019) is deemed to be rather 
generous. 

Internal
Biased preference of certain 
studies caused by reviewer's 
own culture

Chosen selection criteria are of
neutral character in order to 
prevent such bias
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Table 6: Additional threats to data validity along with implemented countermeasures 
(author's own), continuation. 

Process Stage Category Description Mitigation

Conducting the
review

Construct,
internal,

conclusion

Errors during identification of 
primary studies. Irrelevant 
ones are selected or relevant 
ones rejected.

The applied selection process 
is conducted in several steps. 
Thus, articles are controlled on
several occasions.

External
The review fails to present 
objective and detailed enough 
information

Grounded theory is utilized in 
order to conduct a proper data 
analysis. MAXQDA is utilized 
to facilitate the analysis 
process.

External
Study is not accessible to the 
reviewer due to practical 
reasons

Only databases with 
guaranteed access are searched
for candidate studies

Internal,
conclusion

Studies are incorrectly 
classified because of mistake

Meticulous and thorough work 
principles are applied

Internal
Bias in publication. Negative 
results more likely not to be 
published.

Searches of several different 
databases are combined with 
backward snowballing to 
provide a broad search field

Internal,
conclusion

Bias during data extraction 
due to misunderstanding of 
relationship between data 
extraction and research 
question

The predefined search protocol
devised during the planning 
phase is reviewed by a 
supervisor

Internal,
conclusion

Subjective opinion about 
extracted data and how to 
handle it

Grounded theory is utilized in 
order to conduct a proper data 
analysis

Internal Unsatisfactory data synthesis

Grounded theory is utilized in 
order to conduct a proper data 
analysis. MAXQDA is utilized 
to facilitate the analysis 
process.

Reporting the
review

Conclusion,
internal

Lack of expert opinion when 
it comes to the evaluation of 
gathered results

The thesis project includes a 
peer-reviewing session 
conducted by other students. 
The work is also evaluated by 
an examiner. 
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Appendix B - Graphical Summarization of the Article 
Selection Process
In order to make the process of article selection more tangible for the reader, figure 5 (below)
offers a graphical representation of the written descriptions supplied by chapter 4.2.

Figure 5: Summarization of the article selection process (author's own)

Article Selection Process
I. Database search

IEEExplore: 
617 hits

ACM Dig. Lib.:
630 hits

HCI Bib.:
282 hits

ScienceDirect:
586 hits

Stage 1

Stage 2
1. Applying IC2, IC3 & IC5 on titles  & references and removing 1,330 articles => 156 left

Meeting EC3 by removing 629 duplicates => 1,486 articles left

2. Removing another 28 missed duplicates to meet EC3 => 128 left

3. Applying IC2, IC3 & IC5 onto abstracts  and removing 88 articles => 40 left

Stage 3
Checking publishing forum to determine if IC1 is fulfilled. No removals. => 40 left

Stage 4
1. Retrieving full articles and check whether EC2 is violated. No breaches discovered. => 40 left

2. Applying IC5, EC4, EC5 & EC6 on full articles. Removing 7 (5x IC5, 2x EC4). => 33 articles accepted

Initial search: 2,115 hits in total

II. Backward Snowballing
Stage 1

1. Importing all references from accepted database search articles => 1,082 

2. Manually checking publication date to meet IC4. Removing 433. => 649 left

Stage 2
1. Applying IC2, IC3 & IC5 on titles & references and removing 555 articles  => 94 left

2. Removing 37 duplicates to meet EC3 => 57 left

3. Applying IC2, IC3 & IC5 onto abstracts and removing 15 articles => 42 left

Stage 3
Checking publishing forum to determine if IC1 is fulfilled. Removing 1. => 41 left

Stage 4
1. Retrieving full articles and check whether EC2 is violated. Removing 3. => 38 left

2. Applying IC5, EC4, EC5 & EC6 on full articles. Removing 10 (All IC5). => 28 articles accepted

The final bibliography consists of 33 + 28 accepted articles => 61 in total 



Appendix C - Bibliography of Accepted Articles
The  following  table  7  (below)  displays  all  articles  that  have  passed  the  selection  process
successfully and are thus evaluated in relation to Kävrestad et al.'s (2018) password classes. For the
sake of easier recognition and association, each of them is assigned an individual label which is
used in the analysis chapter in the written report. 

Table 7: Bibliography of accepted articles (author's own)

Label Title Authors & Publication Year

A01 Password Strength: An Empirical Analysis Amico, M. D., Michiardi, P., & 
Roudier, Y. (2010)

A02 Evaluating the Usability of System-Generated and User-
generated Passwords of Approximately Equal Security

Bhuyan, S., Greenstein, J. S., & 
Juang, K. A. (2013)

A03 Improving security and usability of passphrases with guided 
word choice

Blanchard, N. K., Malaingre, C., &
Selker, T. (2018)

A04 Linguistic Properties of Multi-word Passphrases Bonneau, J., & Shutova, E. (2012)

A05 User behaviors associated with password security and 
management

Bryant, K., & Campbell, J. (2006)

A06 A Large-Scale Evaluation of High-Impact Password Strength 
Meters

Carnavalet, X. D. C. D., & 
Mannan, M. (2015)

A07 Password Security: An Empirical Investigation into E-
Commerce Passwords and Their Crack Times

Cazier, J., & Medlin, B. D. (2006)

A08 The Tangled Web Of Password Reuse Das, A., Bonneau, J., Caesar, M. 
Borisov, N. & Wang, X. (2014)

A09 Is a picture really worth a thousand words? De Angeli, A., Coventry, L., 
Johnson, G., & Renaud, K. (2005)

A10 Rational security: Modeling everyday password use Duggan, G. B., Johnson, H., & 
Grawemeyer, B. (2012)

A11 Improving text passwords through persuasion Forget, A., Chiasson, S., van 
Oorschot, P. C., & Biddle, R. 
(2008)

A12 Password management strategies for online accounts Gaw, S., & Felten, E. W. (2006)

A13 I Can't Type That! P@$$w0rd Entry on Mobile Devices Greene, K. K., Gallagher, M. A., 
Stanton, B. C., & Lee, P. Y. (2014)

A14 Leveraging Semantic Transformation to Investigate Password 
Habits and Their Causes

Hanamsagar, A., Woo, S. S., 
Kanich, C., & Mirkovic, J. (2018)

A15 Password Authentication from a Human Factors Perspective: 
Results of a Survey among End-Users

Hoonakker, P., Bornoe, N., & 
Carayon, P. (2009)

A16 Surpass: System-initiated User-replaceable Passwords Huh, J. H., Oh, S., Kim, H., 
Beznosov, K., Mohan, A., & 
Rajagopalan, S. R. (2015)

A17 The true cost of unusable password policies: password use in 
the wild

Inglesant, P. G., & Sasse, M. A. 
(2010)

A18 Have the cake and eat it too - infusing usability into text-
password based authentication systems

Jeyaraman, S., & Topkara, U. 
(2005)
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Table 7: Bibliography of accepted articles (author's own), continuation 

Label Title Authors & Publication Year

A19 Memorability of Alphanumeric and Composite Scene 
Authentication (CSA)

Johnson, K., & Werner, S. (2007)

A20 Reinforcing System-Assigned Passphrases Through Implicit 
Learning

Joudaki, Z., Thorpe, J., & Martin, 
M. V. (2018)

A21 Using System-Generated Mnemonics to Improve the Usability 
and Security of Password Authentication

Juang, K. A., Ranganayakulu, S., 
& Greenstein, J. S. (2012)

A22 A Behavioral Analysis of Passphrase Design and Effectiveness Keith, M., Shao, B., & Steinbart, 
P. (2009)

A23 The usability of passphrases for authentication: An empirical 
field study

Keith, M., Shao, B., & Steinbart, 
P. J. (2007)

A24 Of passwords and people: measuring the effect of password-
composition policies

Komanduri, S., Shay, R., Kelley, 
P. G., Mazurek, M. L., Bauer, L., 
Christin, N., ... Egelman, S. (2011)

A25 Human selection of mnemonic phrase-based passwords Kuo, C., Romanosky, S., & 
Cranor, L. F. (2006)

A26 Exploring the Usability of Pronounceable Passwords Lau, S. H., Siena, S., Pandey, A., 
Sosothikul, S., Cranor, L., Ur, B., 
& Shay, R. (2014)

A27 A comparative study of three random password generators Leonhard, M. D., & 
Venkatakrishnan, V. N. (2007)

A28 Evaluating Usability of Three Authentication Methods in Web-
Based Application

Ma, Y., & Feng, J. (2011)

A29 Investigating the distribution of password choices Malone, D., & Maher, K. (2012)

A30 Password Policy Effects on Entropy and Recall: Research in 
Progress

Marquardson, J. (2012)

A31 Authentication Schemes - Comparison and Effective Password 
Spaces

Mayer, P., Volkamer, M., & 
Kauer, M. (2014)

A32 Usability and Security of Text Passwords on Mobile Devices Melicher, W., Kurilova, D., 
Segreti, S. M., Kalvani, P., Shay, 
R., Ur, B., ... Mazurek, M. L. 
(2016)

A33 Effectiveness of image-based mnemonic techniques for 
enhancing memorability and security of user-generated 
passwords

Nelson, D., & Vu, K.-P. L. (2010)

A34 An analysis of Persuasive Text Passwords. Nguyen, T. T. T., & Nguyen, Q. 
U. (2015)

A35 Improving usability of passphrase authentication Nielsen, G., Vedel, M., & Jensen, 
C. D. (2014)

A36 A Brief Introduction to Usable Security Payne, B. D., & Edwards, W. K. 
(2008)
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Table 7: Bibliography of accepted articles (author's own), continuation 

Label Title Authors & Publication Year
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Natural Habitat

Pearman, S. Thomas, J., Naeini, P.
E., Habib, H., Bauer, L., Christin, 
N., ... Forget, A. (2017)
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Rinn, C., Summers, K., Rhodes, 
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D. (2015)

A42 Visualizing keyboard pattern passwords Schweitzer, D., Boleng, J., 
Hughes, C., & Murphy, L. (2009)

A43 A Spoonful of Sugar?: The Impact of Guidance and Feedback 
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Shay, R., Bauer, L., Christin, N., 
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A44 Correct horse battery staple: exploring the usability of system-
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Shay, R., Kelley, P. G., 
Komanduri, S., Mazurek, M. L., 
Ur, B. Vidas, T., ... Cranor, L. F. 
(2012)

A45 Can long passwords be secure and usable? Shay, R., Komanduri, S., Durity, 
A. L., Huh, P., Mazurek, M. L., 
Segreti, S. M., ... Cranor, L. F. 
(2014)

A46 Designing Password Policies for Strength and Usability Shay, R., Komanduri, S., Durity, 
A. L., Huh, P., Mazurek, M. L., 
Segreti, S. M., ... Cranor, L. F. 
(2016)

A47 Encountering stronger password requirements: user attitudes 
and behaviors

Shay, R., Komanduri, S., Kelley, 
P. G., Leon, P. G., Mazurek, M. 
L., Bauer, L, ... Cranor, L. F. 
(2010)

A48 User practice in password security: An empirical study of 
real-life passwords in the wild

Shen, C., Yu, T., Xu, H., Yang, G.,
& Guan, X. (2016)

A49 On password strength measurements: Password entropy and 
password quality

Taha, M. M., Alhaj, T. A., Moktar,
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Topkara, U., Atallah, M. J., & 
Topkara, M. (2007)
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Table 7: Bibliography of accepted articles (author's own), continuation 

Label Title Authors & Publication Year

A52 "I Added !' at the End to Make It Secure": Observing 
Password Creation in the Lab

Ur, B., Noma, F., Bees, J., & Shay,
R. (2015)

A53 Visualizing semantics in passwords: the role of dates Veras, R., Thorpe, J., & Collins, C.
(2012)
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(2006)
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Cook, J., & Eugene Schultz, E. 
(2007)
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Database

Wang, Y., Rawal, B., Duan, Q., & 
Zhang, P. (2017)
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Weir, M., Aggarwal, S., Collins, 
M., & Stern, H. (2010)
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Weiss, R., & De Luca, A. (2008)
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Appendix D - Matrix of Articles and Password Classes
Table 8 (below) illustrates the distribution of found text passages that are judged to be relatable to
the memorability of specific password classes defined by Kävrestad et al. (2018).

Table 8: Distribution of relevant text passages per accepted article (author's own)
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A01 X

A02 X X X

A03 X

A04 X X

A05 X X X X

A06 X

A07 X X X X

A08 X X X

A09 X X X

A10 X

A11 X

A12

A13 X X

A14 X X

A15 X X X

A16 X X

A17 X X

A18 X X

A19 X

A20 X X X

A21 X X X

A22 X X X X X X X

A23 X X X X

A24 X X

A25 X X X

A26 X X
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Table 8: Distribution of relevant text passages per accepted article (author's own), continuation
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A27 X X

A28 X X

A29 X X X

A30 X X X

A31 X

A32 X X

A33 X X X X X

A34 X

A35 X X

A36 X X

A37 X X X

A38 X X X

A39 X

A40

A41 X X X X

A42 X

A43 X

A44 X X

A45 X X X X

A46 X X X

A47 X X X X

A48 X X X X

A49 X

A50 X X

A51 X X X X X

A52 X

A53 X X

A54 X X X X X X X X

A55 X X X X X X
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A56 X X

A57 X X X

A58 X X

A59 X X

A60 X

A61 X X X X

Total 1 13 10 13 9 16 16 22 5 11 26 12
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