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There are several vulnerabilities and consequences resulting from the use of the authentication 

method of default username and password. This study uses the Mirai attack targeting Dyn in 2016 as 

the main motivation. The key vulnerability in the attack on Dyn, was the authentication method of 

default username and password. This study performs an analysis on the Internet of Things devices 

available for Swedish consumers with the focus on identifying and mapping devices using the 

method of default username and password. Other methods of authentication are also identified as 

well as analyzed.  

The results show that most of the devices does not use the authentication method of default 

username and password, this does not necessarily result in a simple answer on whether the product 

is secure or not. Factors such as how the authentication method is implemented and how the 

method works in the real-world is important. The information on implementation and real-world use 

found in the manuals has not always been clearly detailed by the manufacturers, raising further 

questions on the security of IoT devices. 
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1 Introduction  

Internet of Things has been growing rapidly in the last few years, all the electronic retailers that has 

been taken into consideration for this study have the product category “Smart home” proves the 

growth of IoT. In this category, products from well-known manufacturers such as Samsung can be 

expected but also less-known manufacturers specializing specifically on the Internet of Things market 

can be found in Swedish electronic retail stores today.  

More and more smart devices are making their presence in our homes, this raises concerns for 

security which is always important to consider before purchasing an IoT device. An important 

security component in an IoT device is the authentication method, whether the IoT device is small or 

large. IoT devices can be stand-alone or be a device in a system consisting of other IoT devices. This 

can mean that they can be controlled individually or from a central hub. IoT devices requires 

components that makes them smart, the same components coupled with bad or weak security 

implementation risk turning the smart devices into dumb devices. This can be seen in botnets when 

the IoT device is turned into a “zombie”, which is a bot in a botnet. 

The growth of IoT is also visible in corporate environment resulting in more responsibility for the 

system administrator. A good system administrator would change the default password on the IoT 

devices before deployment to the IT environment. There is usually a larger number of devices in a 

corporate environment compared to the IoT devices in an average home. Changing the password on 

one or a couple of devices in the home is a simple task, changing the password for hundreds or even 

thousands of devices is a much harder challenge. Most IoT devices do not have any software or 

update support like Window’s SCCM that can do this task to many devices simultaneously. A system 

administrator would therefore need to perform this task one by one, manually. Changing the 

passwords would also mean that the system administrator would have to generate unique 

passwords for each IoT device, a job that the manufacturer should have done. 

Authentication with username and password is a common method but it is not as simple as that, 

varying methods using a username and password exists. This report targets the method where a 

default username and password are used as credentials to access various devices, specifically IoT 

devices. Other authentication methods found during the experimental phases will be recognized and 

discussed to give the reader a general understanding over the authentication methods available as 

well as be used to compare to the authentication method in question. 

The research will be performed using a document study for the data collection and a quantitative 

method for data analysis. Authentication methods will be collected and compiled from product 

manuals, as well as being categorized for the sake of threat and a quantitative analysis. 
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2 Background 

This chapter will provide definitions on the components of Internet of Things to give the reader an 

understanding of what an IoT device is. This chapter will also discuss the vulnerabilities and threats 

to IoT devices. 

2.1 Internet of Things, a network of physical things 

Internet of Things, or IoT, is a network consisting of connected devices. Without these devices the IoT 

would not exist.  

The IoT devices, also known as smart devices, are physical things and ranges from smartphones and 

computers to home appliances. (Saadeh, Sleit, Qatawneh and Almob, 2016).  

Smartphones or computers are devices that usually comes to mind when thinking about smart 

devices, these have the capability to connect to the internet and communicate with other smart 

devices. When discussing IoT, there is a wide range of physical devices that fits into the definition. 

Besides from computers and smartphones there are devices that have been equipped with sensors 

and actuators, that are capable of processing and controlling data. 

For example, a refrigerator with a sensor may have software added to it, giving it the ability to 

communicate via the internet. The sensor and software could be used to monitor temperature or 

even as advanced as keeping track of contents in the refrigerator, the actuator can be triggered by 

the sensor, telling it to e.g. raise or lower the temperature inside the refrigerator. All these 

components and capabilities would technically fulfill the requirement for it to be classified as an IoT 

device. (Dunko, Misra, Robertson and Snyder, 2017). 

The refrigerator can still be an IoT device without sensors or actuators, it could simply be equipped 

with software and be connected to the internet for entertainment use, for example, music, and that 

would qualify it as an IoT device, if the two components, a brain and a connectivity exists. (Dunko, 

Misra, Robertson and Snyder, 2017).  

According to Dunko, Misra, Robertson and Snyder (2017), the IoT device is most likely controlled by a 

microcontroller. A microcontroller be a small computer that process data. The microcontroller has a 

processor, a microprocessor. It has memory and input and output ports. Like a computer the 

microprocessor collects it data via the input where it uses the data captured by the sensor, the 

actuator is then used to carry out decisions, based on captured and processed data from the 

processor. The actuator gets its data via the output. The microcontroller may be controlling itself 

from preset of data instructions but is usually controlled by the user. The user may have access to the 

IoT device from example, a smartphone app.  

The temperature sensor in a refrigerator is only one example, there are several sensors providing a 

large variety of use, sensors such as flow sensors and humidity sensors exists as well. These sensors 

and actuators with main components like the microcontroller can be equipped in almost anything for 

example, buildings, home appliances, vehicles and even people.  

2.2 Default username and password and brute-force 

An IoT device usually have an authentication method, it can be for user administration or it can be 

for connecting the device to a central controller, e.g. a central smart hub. The main authentication 
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method for this study is the authentication method of default username and password. A default 

username and password are login credentials that the manufacturer has pre-configured on the 

device, so it can be deployed or used as authentication out of the box.  

This authentication method is commonly used by router manufacturers with the expectation of the 

consumer to change the default password during setup (Farik and Ali, 2015). 

If this authentication method is used for a product model, it is employed on all the devices in this 

range of model. The IoT devices in this model range would in factory settings, all have the same 

username and password.  

Brute-force is a type of attack where many different passwords are tried to get through 

authentication. The passwords are tried until the correct password is guessed.  

According to Farik and Ali (2015), the success of a brute-force attack depends on several things: The 

length of the password, the character combination and how powerful the machine performing the 

brute-force attack is. Their conclusion is that router manufacturers have not been successful in 

following the requirements of a strong password when creating the default passwords for their 

routers.  

2.3 The Mirai Botnet 

A botnet is a network consisting of devices called zombies, for these devices to be a part of a botnet 

it must be infected with a malware. This malware then connects the infected device to a command 

and control server over the internet where these devices are unaware of that they are being 

controlled by another party. The command and control server are used to issue commands to the 

infected devices such as carrying out attacks on targeted networks. The command and control server 

itself is controlled by either a single perpetrator or a group of perpetrators’. The most common use 

of a botnet is the DDOS attack, the purpose of which is to render the use of a system useless. There 

are varying types of DDOS attacks, in this case the type used is to send a massive number of traffic to 

a targeted network with the purpose to crash the whole network, system devices in the network or 

prevent normal and legit traffic to reach the targeted network. (Hachinyan, Khorina and 

Zapechnikov, 2018). 

Botnets have been used to carry out countless attacks and there exist a big number of different 

botnets using different types of malware to infect and collect its bots or zombies to its botnet. 

Traditionally these botnets would consist of regular home computers that are connected to the 

internet but when discussing IoT, the most successful botnet consisting of IoT devices, according to 

Hachinyan, Khorina and Zapechnikov (2018), are the Mirai botnet. 

According to Kambourakis, Kolias and Stavrou (2017), the Mirai botnet had almost a half million IoT 

devices in its control, these numbers were estimated after its existence was revealed in 2016.  

Hachinyan, Khorina and Zapechnikov (2018) have discussed and detailed the steps inside the 

function of the Mirai malware and presented the four components in the Mirai botnet. 

Mirai Botnet components: 

• Command and Control server (MySQL database) 
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• Scan Receiver 

• Bot in target system 

• Distributor 

The steps between these components starts with the malware identifying IoT devices that are 

vulnerable, an IoT device is vulnerable if the remote access ports are open. Using a combination of 62 

username and passwords to carry out a simple brute-force attack on the IoT device. The IoT devices 

are remotely connected on the internet by the Malware, through the remote access methods: SSH, 

Telnet and HTTP/HTTPS. If these ports are open the IoT device is vulnerable for this type of attacks. 

After successful access, Mirai infects the device with the Mirai malware.  

Once infected, the IoT device becomes a bot or a “zombie”. The bot, an IoT device infected with the 

Mirai malware, connects to the command and control server. After connecting to the C&C server, the 

bot itself is used to scan for other devices that can be targeted as additional bots for the botnet. The 

scan receiver then receives the results of the scans from the bots. The distributor receives 

information from the scan receiver. The distributor then sends commands to the target system.  

The specific targeting of IoT devices and the large number of infected IoT devices are not 

coincidences. The large number of infected devices is possible due to the use of the authentication 

method of default username and password. Using only a combination of 62 usernames and password 

according to Kambourakis, Kolias and Stavrou (2017), these 62 combinations of username and 

password were hardcoded in a table, meaning that the credentials have been collected by the 

creator or creators of the Mirai malware and compiled down to this table.  

The most well-known attack involving a Mirai botnet is the attack against Dyn in 2016. Dyn a 

company that provides DNS services, as well as being a company with good reputation against 

cyberattacks, were not able to withstand this attack. According to to Kambourakis, Kolias and 

Stavrou (2017), the DDOS attack against Dyn peaked at a 620 Gbps, rendering many services useless 

for users in both North America and Europe. 

2.3.1 Mirai Source code availability 

According to Hachinyan and Khorina and Zapechnikov (2018), the source code of the Mirai Malware 

was made available to the public in 2016, resulting in the possibility of anyone to create new botnets 

based on the Mirai source code. The botnets running solely on Mirai source code is therefore not the 

only threat as there now exists new botnets, more developed, based on the Mirai source code. 

In addition to the source code of the Mirai Malware being published, there exists a complete step-by-

step guide on how to use the Mirai Malware, one can practically update the table of username and 

passwords inside the source code and the Mirai Malware would be up to date to current available 

IoT devices. 

2.4 Other threats and issues caused by default username and password 

An IoT device becoming a zombie in a Mirai botnet is only one example of a possible threat, there are 

other known threats for example, threats to privacy and integrity. The risks of these threats can be 

loss of integrity or financial loss and both private users and businesses are affected.  
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Pishva (2016) discusses a video containing instructions on how to carry out a Man-In-The-Middle 

attack targeting a smart device from a well-known manufacturer. When the attacker had access to 

the same network as the smart device was connected to, the attacker was able to access the cookies 

that had been generated when the user had use the web browser on the smart device. With this 

access the attacker can set up a hijacking session and see what kind of web pages the user had 

visited and gain other sensitive information.  

This was only a demonstration on a vulnerability made available for this specific smart device, the 

attacker did not make use of the information given. Just by accessing these cookies and websites the 

attacker is given many possibilities such as look for other credentials to access other devices in the 

home or in a financial loss scenario, access to the user’s bank account. 

According to Moganedi and Mtsweni (2017), there are three components that needs to be discussed 

when discussing privacy in Internet of Things. Two of these components, “Data collection” and “Data 

storage”, may be affected by the authentication method of default username and password but as 

well as the attack type Man-In-The-Middle discussed earlier. 

“Data collection” is the component where data are collected by IoT devices, the data is collected 

from the consumer or user, to help the manufacturer or the device to adapt itself to the consumer’s 

behaviors and routines. The threat for this component is that the collected data may be intercepted, 

the level of damage that may be caused depends on what kind of data the IoT device is collecting 

from the user.  

“Data storage” is where and how this collected data is stored, depending on whether the attacker 

may have access to it or not. Storing the data on cloud services might be more secure than having 

your information locally but if the connection is intercepted the data may still be compromised. 

2.5 Related work 

Earlier research regarding the Mirai malware has been focused on how the Mirai source code works. 

Kambourakis, Kolias and Stavrou (2017), have studied the malware and how it works in-depth. The 

findings have then been analyzed to present mitigation methods against the malware. Based on their 

findings they focused their mitigation on detection, meaning detecting the presence of Mirai by 

network monitoring. This mitigation method is supposed to occur during the infection phase where 

the malware is. More mitigation methods are presented and discussed in the phases after the 

infection phase, where the main mitigation tool is network monitoring. 

Another related work is the paper: Analysis of Default Passwords in Routers Against Brute-Force 

attack. In this study the authors Farik and Ali (2015), have discussed the issue of default passwords in 

routers, the authors have focused on the weakness or strength of a default password. They have 

analyzed passwords that they retrieved from a database of default router passwords. Their findings 

tell that the router manufactures have not used strong enough passwords based on a list of criteria 

for strong passwords. Even if the study is not in the context of Internet of Things, both the weakness 

and the consequential exploit are applicable to Internet of Things devices. 
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3 Problem description 

The purpose of this study is to map the use and presence of default username and password in IoT 

devices, specifically devices that are available for Swedish consumers.  

This study will focus on the products available for Swedish consumers, information from product 

manuals will be collected and analyzed in this study. This chapter will discuss the motivation and 

purpose of this study. 

3.1 Motivation and aim 

In related works the first related study that is discusses, is focused on mitigation, starting from the 

infection phase. This study is going to analyze the presence of default username and password, with 

the argument that if there is no default password, the infection phase should not occur or have a 

little to no chance to occur. 

The second study discussed in related works had its focus on the strength of default passwords in 

routers. A strong password is important and should at least fulfill a set of requirements. Considering 

their conclusion that the manufactures have used weak passwords, their conclusion should back this 

study argument and motivation that default username and password are considered unsafe. 

According to Kambourakis, Kolias and Stavrou (2017), IoT is rapidly growing in presence and its 

devices are a constant growing number of targets for the perpetrators or attackers to take advantage 

of. The main motivation for this study is the threat and damage that the Mirai malware is capable of 

with only a combination of 62 hardcoded. With a rather small combination of credentials, the Mirai 

malware was able to access and control almost a half million IoT devices during its peak. Along with 

the fact that the Mirai malware is available for any users to utilize, since the source code has been 

released publicly, similar attacks such as the one directed at Dyn is bound to happen again.  

This study aims to find out the threat and vulnerability in IoT devices in Sweden. Sweden is a small 

country with a lower population of people, this would mean that the IoT devices, considering weak 

authentication methods, do not exist in the numbers of the infected devices in the attack against 

Dyn. It is still possible in theory, to create a significant botnet out of the existing and available IoT 

devices in Sweden. The attack against Dyn occurred 2016 and when the Mirai malware got attention, 

the fault of weak authentication was highlighted numerous times in various articles. Since then the 

manufacturers should have learned from the attack against Dyn and reduced the use of the 

authentication method of default username and password or at very least implemented a mandatory 

to change the default password during initial setup. This study could have limited itself to product 

made 2017 and later but that would result in ignoring all of the existing IoT devices available for 

Swedish consumers. All IoT devices available poses a threat. Therefore, all IoT devices available from 

the selected electronic retail stores will be analyzed. 

3.1.1 Ethics 

The biggest issue of this study is the misuse of the results. Since the results or data collected will 

basically be whether the IoT device is using a default username and password or not. This means that 

anyone can use this paper with malicious intentions, the risk of this is attackers using the collected 

data in their brute-force attacks. If the username and passwords would be published, anyone can 

simply copy the collected username and passwords and use it as their dictionary.  
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The IoT devices that have been analyzed will be published. Compiled lists of IoT devices will contain 

detailed authentication methods because authentication methods are presumably much more 

secure than the authentication method of default username and password. 

The intention of this study and report is not to make it simpler for attackers, the aim of this study is 

to map the extent of the threats against IoT products in Sweden. The study cannot be followed 

through without collecting the username and passwords but can be finalized without publishing the 

passwords found. 

3.1.2 Contribution of the result 

The results from this study may be used to argue for a stronger or higher standard of authentication 

method as not only are the risks of the IoT devices in your home becoming zombies in a botnet, but 

also issues such as privacy and integrity. Take the example of an IP camera. There are numerous 

websites available that will let you see hacked IP cameras broadcasting live without the owner’s 

knowledge. 

The results from this study may also be used to further improve the authentication methods, even if 

the use of default username and password would be eradicated, other factors affect the security of a 

device. As various methods of authentication will be captured during this study, these additional 

variables may be interpreted and motivate manufacturers to change and improve other components 

in their chosen method of authentication. 

3.2 Manufacturers expectation on the customer 

Riahi, Challal, Natalizio, Chtourou and Bouabdallah (2013) has created a model consisting of four 

nodes. This model was used to detail a systematic approach for IoT security. The first node of these 

four nodes is “Person”. The authors describe these nodes as a node that plays a fundamental role in 

their IoT security framework. The motivation for this statement is that the human is responsible for 

managing the security policies, one of the examples given are that human decides the security 

policies and methods. 

This statement can be used as an argument to put responsibility on the manufacturer as they are the 

human or based on the model in a systematic approach for IoT security, the node: “Person” which is 

responsible for deciding the security policy and methods. If an IoT device has the authentication 

method of default username and password implemented it is because it was decided by the 

manufacturer.  

3.3 Selection 

In this section the selection criteria for which products to collect data from will be detailed. 

3.3.1 Swedish consumer electronic retailers 

The purpose of this study is to map the extent of vulnerability on IoT devices in Swedish consumer’s 

homes. Products available for sale from Swedish consumer electronics retailers are going to be 

subjects for this study.  

The selection of Swedish electronics retailers will be done using sale statistics of consumer 

electronics retailers with the most sales in 2017. Statistics from the year 2017 is the most recent, for 
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this reason, only sale statistics from 2017 have been used as a basis to choose which electronic 

retailers to collect IoT devices from.  

In addition to sale statistics three well-known companies that specialized in home electronics in 

Sweden will be used in this study. These three are Inet, Komplett and Kjell & Company which are 

three popular places to purchase electronics from, among the members of Sweclockers, a Swedish 

website and forum since 1999, where hardware and computers are continuously discussed.  

Three home electronics retailers chosen from a top 10 e-commerce list by (Tom Turula, 2017), this 

top 10 list contains companies in other areas outside of home electronics such as clothing and home 

accessories. Among the ten companies listed there are four companies which specializes in home 

electronics, these are: Netonnet, Elgiganten, Webhallen and Mediamarkt.  

The final list of electronic retailers for IoT device selection: 

• Netonnet 

• Elgiganten 

• Webhallen 

• Mediamarkt 

• Inet 

• Komplett 

• Kjell & Company 

The choice to collect data from retailers that are dominating the home electronic business in 

Sweden are based on the reasoning that these retailers are the most available for Swedish 

consumers. There are complete Internet of Things solutions available, but these are focused on 

small businesses and enterprises, an example is the Swedish telecommunication company Telia. 

These companies would be the wrong subjects considering the target population that this study 

focuses on. 

 

3.3.2 Available IoT products in Sweden 

The IoT devices currently available in Swedish electronic retailers varies from the IoT devices involved 

in the Dyn attack caused by the Mirai malware. For example, a big number of IoT devices involved in 

the Dyn attack were digital video recorders, a quick look through a couple of Swedish electronic 

retailers indicates that DVRs are absent. Other devices attached to the Dyn attack were routers and 

IP cameras. These two devices can be found in most of the Swedish electronic retailers. Beside from 

the most common product type in IP cameras, home appliance products that qualifies as an IoT 

device will be taken into consideration and looking through a couple of Swedish electronic retailers, 

they are available on most of these retailers. The biggest issue is identifying product or devices that is 

connected to the internet as there are several devices that are categorized as smart by the retailer 

but is only connected through e.g. Bluetooth and do not have a direct internet connection. Products 

that connects to a central hub through Bluetooth where the hub has internet connection will be 

taken into consideration as access to the device via the hub is possible. 
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3.3.3 Routers not included 

Routers and related network devices will not be taken into consideration for this study. The 

motivation for this decision is that there already exists compiled lists of default username and 

password for routers made available for the public as well as many studies concerning default 

username and password in routers have already been conducted. 

3.4 Research questions 

1. To what extent are the products available for purchase in Sweden, vulnerable to 

botnet type malware or other problems due to the use of default username and 

password? 

2. To what extent are the manufacturers enforcing or instructing the consumers to 

change the default username or password? 

3.5 Expected results 

The results will most likely vary depending on the product itself, for some products it makes more 

sense to use the authentication method of default username and password and in other products it 

does not. Another expectation is that many products will lack the information of which type of 

authentication method is applied, this could possibly mean that even if the sample size is large, not 

enough samples will give desired or any results at all.  
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4 Methodology 

This chapter will detail the methods used to collect the data for analysis. Motivation for the chosen 

methods and selection of area to include in the study will also be discussed. 

The general steps of the experiment: 

1. Based on the selection criteria discussed earlier in section 3.3, the IoT devices and its 

product page on the retailer website will be bookmarked and documented.  

2. When the products have been selected, the product manuals will be collected.  

3. Once the product manuals have been collected for all selected products, the data 

collection begins. 

4. Data that will be collected are authentication methods and default passwords. 

5. The results or data found in the manuals will be continuously documented throughout 

the study. 

4.1 Data collection 

This section will detail the methods for collecting data. 

4.1.1 Product manuals 

The data will be manually collected from product manuals. If the manufacturer has a product or user 

manual for their product as well as made it available, it will be collected from the internet.  

The main method for finding the product manuals is performed by searching on google using the 

product’s name or the manufacturers article number. This should lead directly to the product page of 

the official manufacture’s website. 

A secondary method is going directly through the manufacturer’s website, specifically to the 

products page where the product manuals can usually be found under the support section. 

If there is no product manual available, the product must be left out of the study and analysis. The 

IoT devices lacking a manual will be documented and used in the analysis as the lack of manual is a 

validity threat to the study. 

4.1.2 Categorizing data for analysis 

Analysis for a quantitative method follows a fixed research design (Wohlin, Runeson, Höst, C. 

Ohlsson, Regnell and Wesslén, 2012). For this study to follow this rule, the data that are to be 

collected must be put in fixed categories for analysis. For this reason, four categories were created 

for compiling data.  

To design the categories for the data collection, all possible data that can be collected has to be 

considered. For example, two IoT devices using a default password may differ in that one of the IoT 

devices having instructions on how to change the password whereas the other, simply has a default 

password without instructions on how to change the password. These two IoT devices must be 

separated into different categories because their security levels are considered different, depending 

on how the default password is implemented.  
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To be able to analyze the data in the categories, the categories are given a level ranging from 1 to 4, 

where the higher the number, the higher are the risks of the discussed threats occurring. The 

categories have been designed with the focus on the authentication methods of a default username 

and password. Resulting in that all authentication methods not having a default username or 

password will be categorized in level 1. The other three categories, 2, 3 and 4 will have IoT devices 

using the authentication method of a default username and password listed. The categories must 

also stay relative to the focus of this study, for example, if a questionable authentication method is 

found but it is not related to the method of default username and password it will be categorized as 

not having a default password.  

The category levels are designed with the focus on the vulnerability of a device due to its 

authentication method and implementation. To follow this focus, the category levels are designed 

based on four implementations relative to the authentication method of default username and 

password. Implementation one: The device has no default password, meaning the device uses an 

alternative authentication method. For example, randomized password or uniquely generated code. 

Implementation two: The device has a default password, but the user is forced to change the 

password. Implementation three: The device has a default password, but the user is only instructed, 

without force, to change the password. Implementation four: The device has a default password with 

no force or instructions to change the password. Each Implementation method have different threat 

levels and have therefore been separated and used as a basis during the creation of the categories. 

The categories were self-created and therefore had to be validated in a minor pilot experiment 

including a low number of devices. The pilot experiment showed various authentication methods not 

using a default password, most of which were not related to the authentication method of default 

username and password but since they did not use a default password they could still be categorized. 

No devices during the pilot experiment were found to be using a default password, the focus of this 

study is whether a device uses a default password and the implementation of a default password. If 

the main study shows that no devices uses a default password, the categories would be empty, but it 

would not make the categories invalid. If the categories for devices using a default password would 

be empty in the main study, it would prove that devices available for Swedish consumers are secure 

in regards of the vulnerabilities that the Mirai malware are aiming towards. 

During the collection phase, categorizing data will also give a better overview, it also makes it more 

convenient and improves practicality during this process. 

4.1.3 Level 1: No default username and password, other authentication method 

This category defines devices that are using an alternative method for authentication than a default 

username and password. For example, devices using a generated password that is unique for each 

IoT device. 

The argument for this category to be level 1 is that any authentication method other than a default 
username and password is more secure than the use of a default username and password in regards 
of brute-force type attacks. 
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4.1.4 Level 2: Default username and password with forced change of password 

This category defines devices that are using a default username and password but upon first 

initiation the device forces the user to change the default login credentials during the initial steps of 

the device installation and configuration. 

A secure method, even if it is using a default username and password to begin with, is secure due to 

the default password only being active during the first steps of initial setup before the administrator 

or owner must change the password. 

4.1.5 Level 3: Default username and password with optional instructions to change 

This category defines devices that are using a default username and password but has included in the 

manual, optional instructions on how to change the default login credentials. 

Instructing and presenting the option for the administrator or to change the default password is 

better than not to. The administrator or owner may have more motivation to change the password. 

4.1.6 Level 4: Default username and password without instructions to change 

This category defines devices that are using a default username and password without any 

instructions to change the default credentials before using the device.  

Even if there is a possibility to change the default password, without instructions in the manual the 

administrator or owner may not have the motivation nor knowledge to change the password. 

Products in this category have the largest risk of maintaining its factory set default password, making 

it very vulnerable and easy for intrudes to access it. 

 

4.2 Validitiy threats 

This section will discuss validity threats against the study. 

4.2.1 No information about authentication method 

A validity threat to the data collection for analysis is the absence of information about authentication 

method in the manual or product page. If there is no information, the product has to be left out from 

the analysis completely. This study will only consider products with an identifiable authentication 

method. 

4.2.2 Manual not up to date with firmware 

The manual may not be up to date with the firmware, the manufacturer may have updated the 

authentication method or implemented a force to change the default password during the initial 

setup of the IoT device. If the manual is not up to date, the data collected my not represent the 

current and actual authentication method. 

The manual may be a 2018 revision but if the manufacturer may have changed and upgraded the 

authentication method for the device via firmware updates, the manufacturer still may not have 

included this new information in revised manuals. 
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4.2.3 Default password existing but it is not detailed in manual 

If the device is using a default password but the manufacturer has decided against putting it in the 

manual, this is from a security point of view more secure than having the default password detailed 

in the manual but for the data analysis of this study it should be considered as a validity threat. The 

product could mistakenly be categorized in level 1, as having no default password when it in fact 

should be listed in a category with higher level of threat and vulnerability. 

4.2.4 IoT devices with no manual 

The manufacturer may not always have the manual in electronic form. A physical manual may exist 

containing the default password. This could be used as an argument that the default password is out 

of reach of the attackers, but it cannot be ruled out that the attacker may purchase the IoT device 

and access the physical product manual. 
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5 Method implementation 

This chapter will detail the implementation and process of the collection of the product manuals and 

data.  

5.1 Collecting manuals and data 

The first step of the collection of manuals were finding the IoT products. The steps 1 to 3 describes 

the collection phase. These first four steps were an iterative process for each retailer and product 

and contains processes used to identify subcategories in electronic retail stores, identify and 

selecting IoT devices and locating the manual for each IoT device.  

The last step, step 4 was the analysis of the collected manuals. This step was performed once all the 

IoT devices had been selected and all manuals collected, the data analysis of the authentication or 

set up chapters was performed, where the authentication methods were identified and documented. 

5.1.1 Step 1: Understanding the retailer’s product category structure 

Identifying the category structure of each online retailer. For example, locating the “Smart home” 

category but also looking inside the subcategories to understand how the retailer had listed a 

product or device. This was necessary to find the correct type of products for the study. It was also 

necessary to understand to follow a good structure from the start. A strategy used to follow a good 

structure was to bookmark the product page and store the manual in a folder system that mirrored 

the same category system that each individual electronic retail store had laid out. The bookmarks 

were stored in folders using the web browser: Google Chrome and the manuals were stored locally 

on the hard drive in the operating system: Windows 10. 

The main folders were named after the name of each retailer. In the main folders there are 

subfolders that have been named after the same category and subcategory of which the retailer in 

question have named their category and subcategory on their online store. For example, if the 

retailer had the category “Surveillance cameras”, the folder system would follow the exact same 

structure. The same folder system that was created in Google Chrome was also created in Windows 

10 for storing the manuals. 

The “No manual” folder was only created in Google Chrome, for the purpose of documenting how 

many IoT devices were missing a manual. This folder stored the product page of IoT devices where 

no manuals was successfully found. 

See figure 1 and 2 for folder system in Google Chrome and figure 3 and 4 for folder system in 

Windows 10. 

Figure 1: Bookmark folders for electronic retailer stores in Google Chrome. 
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Figure 2: Bookmark folders for main category and subcategories in Google chrome. 

 

 

Figure 3: Folders for storing manuals in each electronic retailer store in Windows 10. 

 

 

Figure 4: Folders for storing manuals, for main category and subcategories in Windows 10. 
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5.1.2 Step 2: Choosing the devices to collect manuals from 

This step discusses the selection of products or devices for manual analysis. It was necessary not to 

look blindly in the “Smart home” category but also identify the products outside of the “Smart home” 

category on the retailer online store. The reason for this was that there were “smart” devices outside 

of the “Smart home” category, for example, refrigerator with a built-in Wi-Fi function were listed in 

the “Home appliance” category.  

A selection criterion for this study is the exclusion of routers from this study, in some cases, the 

electronic retailer store had mixed routers together with other smart products, to ignore these it was 

important to read the product or device description, it was not always clear in the product name or 

the design of the product, what kind of device it was. In other cases, the electronic retail store had a 

subcategory of “Network” mixed in the main category of “Smart home”, making it simpler to not 

accidentally include a router in the selection of IoT devices. 

Reading the device description was also important to understand if an IoT device was an actual IoT 

device or an accessory. For example, there was an IoT device that had the option to be powered by 

wire or by battery. The IoT device is sold with the wired solution as a default, the battery is sold 

separately and therefore had a product page of its own. The problem this caused was that the 

product page was listed in the category of “Smart home” when it was not technically an IoT device 

but only an accessory. 

5.1.3 Step 3: Methods used to find the actual manual of a product 

Finding the IoT device manual were performed by using various methods, three different methods 

was used. Depending on the success of a method, the next methods would be applied to locate or 

decide if whether a manual for the IoT device in question existed or not. When all three methods had 

been applied without success of finding the manual the IoT device were marked as having no 

manual. 

Below is a list where the order represents the priority of the methods applied during this process. 

A. Searching on google using the manufacturers article number or device name and 

choosing the link that leads to the manufacturer’s official product page or support 

page. 

B. If no official website is resulted in the google search from step A., manually navigate 

to the manufacturers official website and navigating to the respective support page 

and use the search method to find the product in question. 

C. If method A and B had not yielded enough results, extended search methods were 

performed by googling on the manufacturers article number or device name again 

but this time following various links to unofficial websites that may have the manual 

provided. 

When the manual has been found, the product page on the retailer’s online store is bookmarked in a 

folder in the web browser.  

When a manual was located and found to be enough, it was downloaded and stored locally on the 

hard drive using the same exact folder system and structure as the bookmarks in the web browser. 
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5.1.4 Step 4: Collecting the data 

All data was documented in four different tables in a google document. Each table representing a 

category. The data was then documented with the information: device name and model number, 

type of product, year, authentication method and default username and password if there were any.  

The initial study was limited to devices with a manual revision that was dated 2017 or later. This 

limitation resulted in a small sample size as well as not giving a fair representation on the whole 

picture, in regards of IoT security. The aim of this study is to map the extent of threat for Swedish 

consumers, to fulfill this aim, all available IoT devices needs to be included. It was necessary to go 

back and collect data from manuals that had been filtered out due to the lack of a date stamp or a 

date earlier than 2017. These manuals were never deleted from the hard drive. 

The manuals have been collected and placed in a folder system mirroring the category system of 

each electronic retailer’s online store. This made it possible to perform the data collection in the 

same order as the collection of manuals. This process started out by going through the manuals from 

one electronic retail store and going through each subcategory before moving on and repeat the 

same process on the next electronic retailer. The data collection was performed in this manner to 

minimize the risk of human error. For example, the risk of going through the same manual two times 

was very possible. Many of the manuals were of IoT devices from the same manufacturer, resulting 

in many manuals having the same structure and design with only the model numbers or names being 

different. 

The initial strategy for identifying the authentication method implemented on a device were simply 

using a search method of CTRL+F with the keyword “password”.  It was discovered that it is not as 

simple as whether a device uses a default password or not because the authentication methods that 

were discovered were more varied than expected. This study has a focus on default username and 

passwords, but the other authentication methods are important for future works and discussion and 

was therefore documented as well. All the manuals that qualified for data collection had their 

authentication or set up chapters analyzed thoroughly instead of simply looking for a default 

password.  
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6 Results 

In this chapter the results from the method implementation process is presented. 

All authentication methods that was discovered and identified will be detailed in the following 

sections as well as where the authentication methods have been categorized in the categories 

defined in section 4.1.  

6.1 Sample size 

A total of 197 manuals were analyzed. The first round of analysis only included 58 manuals because 

of the selection criteria, where only manual having a revision date of 2017 or later, as well as 

manuals having no date stamp being excluded. This selection criterion was removed and the rest of 

the 167 manuals having no date or being a revision earlier than 2017 was to be analyzed as well. Due 

to a miscalculation the number of these manuals was less than what had been documented. Instead, 

additional 139 manuals were included in the analysis. The total of manuals of 197 IoT devices were 

analyzed. 

The IoT devices without manuals were documented. The total of IoT devices with no success of 

finding the manuals were 76. These were all documented after extended search methods was used 

to try to find these manuals. Extended methods included looking for the manuals outside of the 

manufacturers official support website. In some cases, manuals were found in an unofficial website 

but because of the language not being in English or Swedish the product had to be documented as 

having no manual. 

To determine if the sample size is large enough, the number of manuals can be compared to the 

number of total manuals collected with addition to the number of IoT devices that had missing 

manuals but are still considered as “smart” devices. 

Total analyzed manuals: 197 

Total collected manuals in addition to IoT devices missing manuals: 197 + 76 = 273. 

In total, 273 IoT devices are available for Swedish consumers through the selected electronic retail 

stores. Out of the 273 IoT devices, 197 had a product manual. The sample size of analyzed manuals is 

72.161% of selected and available IoT devices.  

6.2 Smart home category and subcategory in retailers 

For the most part, the IoT products available can be found on several of the retailers, for example IP 

cameras from a manufacturer are listed on the majority of the retailer’s online store. IP cameras are 

also the only devices that have been listed under a consistent subcategory of “Surveillance camera”. 

Whereas products such as smart remotes, smart speakers have been mixed together under various 

subcategories, for example, “Smart homes” or “Home automation”. For the sake of simplicity, 

products divided into categories such as “Remote control” and “Central control” have been mixed 

together under device type “Control” during the data analysis process. 

Even if these subcategories are in majority the same type of products, there are a couple of products 

listed do not belong the same category. For example, on NetOnNet, the subcategory “Fire alerts” 

that are placed under the “Smart home” category, has products that are qualified as “smart” but 
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there are also products such as regular fire alerts without any technology that would qualify it as a 

IoT device. Collecting manuals were therefore not as simple as going through the “Smart home” 

categories blindly, each product had to be analyzed to recognize it as an IoT device.  

6.2.1 Identified category and subcategories 

The collection of manuals started off by the products available on the electronic retailer Elgianten. By 

going on their online store and navigating to their “Smart home” category. From Elgiganten, devices 

from the subcategories “Routers”, “Remote switches” and “IP cameras” were collected, as well as 

products in the appliance category, outside of “Smart home” category. This category included both 

washing machines, dryers and refrigerators that had a Wi-Fi function.  

The next electronic retailer to collect data from was Inet, this retailer online store also had the 

category “Smart home”. Devices from the subcategories “IP Cameras”, “Alarms”, “Remote controls” 

and “Sensors” were collected. Most of the devices in the subcategory “IP cameras” had already had 

its manual collected as they were also listed on Elgiganten.  

The third electronic retailer was Kjell & Company. Their “Smart home” category had a high number of 

devices listed under various subcategories. Most of the devices had already been collected from the 

two previous retailers. Products collected from here were mostly from one manufacturer, products 

from this manufacturer were not available on neither of the previous retailers. The products ranged 

from surveillance cameras to remote controls and sensors.  

The fourth electronic retailer was Komplett. In their “Smart home” category there were a 

subcategory that had not been listed under any of the previous retailers. This was “Home 

automating”. In this subcategory devices with sensors was listed. The sensors ranged from vibration 

detection and motion detection. Other IoT devices that manuals were collected from here were 

“Home alarm” and “Surveillance camera”.  

The fifth electronic retailer was MediaMarkt is like Elgiganten when it comes to categories as this is 

the only other electronic retail store that had smart home appliances such as washing machines. 

Using the online store filter and choosing devices with Wi-Fi functions the smart appliances was 

found. A smart category existed here as well where manuals from products in subcategories “Home 

automation”, “Home alarm” and “Surveillance camera” were collected. 

The sixth electronic retailer was NetOnNet. This retailer had the usual subcategories such as 

“Surveillance camera” and “Alarms”. This retailer had a subcategory that did not exist on any of the 

other retailers which was “Baby monitors”. The devices here are simply IP cameras designed as baby 

monitors. These IP cameras did not exist on the previous retailer stores, so their manuals were 

collected. All the other smart devices available on this electronic retailer online store had already 

been collected from previous electronic retailer stores. 

The seventh and last retailer that was used to find IoT devices for manual collection were Webhallen. 

Due to the reason of this being the last retailer, most IoT devices had already been collected. This 

electronic retailer’s category and subcategories for smart products did not differ much from the 

previous electronic retailers. IoT devices from the subcategories “Home alarm” and “Wi-Fi” were 

collected from this electronic retailer store. 
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6.3 Categorized IoT devices 

A total of 177 devices were placed in category: Level 1: No default username and password, other 

authentication method. No IoT devices were categorized in Level 2: Default username and password 

with forced change of password. A total of 13 IoT devices were categorized in Level 3: Default 

username and password with optional instructions to change. In the last category: Level 4: Default 

username and password without instructions to change, only 7 IoT devices were categorized.  

Only 20 IoT devices in total used a variant of the authentication method of default username and 

password. Level 1 has the most IoT devices listed, this category contains 89,84% of all the selected 

IoT devices that had been analyzed. 

See table 1 for number of devices in each category. 

Table 1: Number of IoT devices in each category. 

 

 

 

 

 

 

 

 

 

 

 

For complete and more detailed data, see tables in appendices A, B and C. 

Level 2 has no data, therefore that table will not be made available as an appendix.  

6.4 Authentication methods in Level 1: No default username and password, other 
authentication method. 

Five different kind of authentication methods were placed in this category, a total of 177 devices 

used a variant of these authentication methods. Most of the authentication methods found here 

used a method involving a smartphone and an APP to discover and access the device.  

6.4.1 Access through APP via smart phone with user account 

Device that connects to the home network through Wi-Fi. Access and configuration is through an APP 

on a smartphone. For example, the analysis found that the manual for Samsung smart devices 

Category: Number of 

devices: 

Category description: 

Level 1 177 Devices with no default username or password 

implemented as the authentication method.  

Level 2 0 Devices using a default username and password but 

where the manufacturer has implemented a force 

of password change during the initial setup. 

Level 3 13 Devices using a default username and password but 

where the manufacturer has only instructed the  

consumer to change the default password. No 

mandatory change of password is required before 

usage. 

Level 4 7 Devices using a default username and password, 

without any force of password change and without 

instructing the consumer to change the password. 
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instructed the consumer to download the official “Samsung smart home” application. The 

smartphone and the device are then required to be on the same network for the APP to discover the 

device for initial pairing. 

6.4.2 Access through APP via smart phone with generated password 

Device that connects to the home network through Wi-Fi. Access and configuration may be through a 

local website provided by the device. The password for access is generated or by the devices unique 

serial number found on the product itself. 

6.4.3 Access through smartphone APP using QR code as pairing 

Devices that connects to the home network through Wi-Fi. Access through APP on smartphone 

where the requirement is that the smartphone and smart device is on the same network for 

discovery. A QR code provided by the manufacturer on a card, the box or the device itself is scanned 

by the smart phone for it to truly authenticate or register itself to the APP and smartphone. 

6.4.4 Access through Z-Wave controller after connecting to Z-Wave network 

This method includes devices that runs on the Z-Wave protocol. The manuals of these devices had 

little to no details on the authentication method that was implemented. The given information is that 

the IoT device connects to an existing Z-Wave network where the access control is then performed 

by a Z-Wave controller. 

6.4.5 Access through smartphone APP in Z-Wave network 

This method uses a similar authentication method as described in 6.4.4, with the difference being in 

the access control. In addition of a Z-Wave controller, a smartphone is an option to control the IoT 

device. The smartphone accesses the IoT device via an APP. 

6.5 Authentication methods in Level 2: Default username and password with 
forced change of password. 

No authentication methods analyzed resulted in a method where a default password existed with the 

condition that the consumer was forced to change the default password before given access to the 

device. 

6.6 Authentication methods in Level 3: Default username and password with 
optional instructions to change. 

This category has 13 IoT devices listed with two types of authentication methods. Eight of these 

devices uses a method where the default password is non-existent or detailed as being “blank”. 

Two of the devices has an actual default password but given the instructions in the manual this 

devices authentication method fits in this category. 

6.6.1 Password non-existent, user is instructed to set a password 

During the initial configuration of the device the user can either log in using only a username, leaving 

the password field blank or the user can directly create a new user with a password. The manual 

instructs the user to do this, without motivation but with clear instructions on how to. 
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6.6.2 Instruction to change password with clear motivation to why 

One of the manuals in this category has a default password. In the manual, the user is instructed to 

change the password with vulnerability warnings as a motivation. The password change is only 

optional and not forced which puts this method in level 3 and not level 2. 

6.7 Authentication methods in Level 4: Default username and password without 
instructions to change. 

This category has seven devices authentication methods categorized. One authentication method is 

shared by these four devices and it is the use of a default password. The password is clearly detailed 

in the manual, without instructions to change the password. 
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7 Conclusion 

Compiled data shows that 20 devices use the authentication method of default username and 

password where only 13 of these have instructed the user to change the default password and the 

other seven have no instructions of changing the password. This number is low. In this chapter the 

conclusions to the two research questions and findings will be discussed.  

7.1 To what extent are the products available for purchase in Sweden, vulnerable 
to botnet type malware or other problems due to the use of default 
username and password? 

The conclusion to the first research question is that it is an insignificant level of threat, but during the 

data collection, several other authentication methods were identified. Analysis of the results shows 

that most of the manufacturers have opted to let the user access the smart device through an 

application or through a central hub, this results in the authentication component residing on the 

application and smartphone or central hub. Many of these devices using this kind of authentication 

method lacked the information on whether a password is used during the registration or pairing of 

the device to the application on the smart phone or central hub. A vulnerability would exist, if there 

is no password at all during the initial pairing or in a scenario where a network is compromised as 

many of these devices has network discovery. When it comes to Bluetooth vulnerability it may exists 

in that central hubs may be used to discover nearby devices. For example, someone can use their 

own central hub to pair with Bluetooth devices in someone else’s home.  

Devices that uses QR code, generated numbers or even a serial number should be considered secure 

as this kind of password can only be accessed by the user and it is assumed that they are unique for 

each device. 

The IoT devices under the Z-Wave protocol should be considered relatively secure. According to 

Yassein, Mardini and Khalil (2016), the goal of the protocol is to provide a simple and trustworthy 

method to control automated devices. The protocol implements a two-way communication, 

consisting of controllers and slaves.  

In the perspective of this study, the controller would represent an IoT controller device and the slave 

would represent any IoT device that can be controlled by a Z-Wave controller. The question is the 

security regarding access control to the controller. For this reason, it is difficult to give a conclusive 

answer of the security levels of the IoT devices with the Z-Wave protocol implemented. 

Among the 13 devices using a default username and password but with instructions to change the 

password, 11 were from a Taiwanese based manufacturer, 1 is produced by a Japanese manufacturer 

and the last a Swedish manufacturer even though there were only 4 devices from a Swedish 

manufacturer in total in this study.  

The 7 devices that uses a default username and password without any instructions to change the 

password are produced by 5 manufacturers and these are based in USA, Poland, Germany and Japan. 

This can conclude that bad devices are not only produced by Chinese manufacturers.  

The validity threat of IoT devices missing a manual may not have a large impact on the results, if the 

manuals are out of reach, perhaps the default password is as well. As discussed for this validity 

threat, it is possible that the perpetuator may purchase one of these IoT devices and learn the 
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default password from the physical manual. The risk of this should be low as the perpetrators in this 

kind of attacks usually targets low hanging fruit. The main target would be easily accessible default 

passwords, for example, the passwords available in manuals retrievable from the internet.  

7.2 To what extent are the manufacturers enforcing or instructing the consumers 
to change the default username or password? 

The conclusion to the second research question was drawn from analysis of the initial setup and 

configuration chapters in the manuals.  

To give a conclusion to this research question, the 13 devices in the level 3 category can be compared 

to the total 20 devices with a default password. Comparing these numbers, the results shows that 

most devices that had been implemented with a default username and password included optional 

instructions to change the password. It is not a perfect number, but the results show that more than 

half of the devices using a default password, had instructions to change the password. When looking 

at the number of manufacturers, the manufacturers have not succeeded overall in instructing the 

users to change the default password. The 20 devices in category 3 and 4 are produced by 8 

manufacturers and 3 of them had included instructions to change the default password in their 

devices. It is fair to draw the conclusion that more than half of these 8 manufacturers have not gone 

to enough extent to instruct the user to change the default password, making them vulnerable to 

Mirai or similar botnet malwares. 

None of the manufacturers of these 20 devices had implemented a method where the user is forced 

to change the default password, leaving the level 2 category empty. D-LINK had 11 devices with a 

default password and all of them gave the user the option and instructions to change it during the 

initial setup. None of the manuals from D-LINK included warnings of vulnerability or motivation to 

why to change the password. The 8 manufacturers producing these 20 devices with a default 

password fails to enforce the change of default. 

The validity threat of IoT devices being updated with a secure authentication method, getting rid of 

the default password should not make an impact on the results found in this study. The amount of 

IoT devices found to be using the authentication of default username and password was low. 

The manuals varied, even if the devices came from the same manufacturer, this was evident in 

several manuals. Differences could mostly be seen in manuals for devices from D-LINK, in some of 

these manuals it is indicated that the same authentication method is used but due to the reason of 

one manual having the default password detailed whereas the other did not, they had to be 

separated into different categories. This could possibly mean that the other device without a default 

password detailed, could might as well be having a default password as the device itself are not 

tested in real-world use. 

7.3 Future work 

Future work suggests a deeper analysis of authentication process between smart devices and the 

central hub or smartphone. As the research of this study did not extend further than the information 

provided in the manuals, it was not possible to give conclusive answers regarding the level of security 

for this kind of authentication method. Data required would be real-world usage that stretches 

beyond the scenarios in the product manuals. 
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8 Discussion 

In this chapter the ethical, societal and scientific aspects that are relevant to this study will be 

discussed. 

8.1 Ethical aspects 

The amount of default passwords found in this study is very low in relations to the total number of 

IoT devices included. The choice to censor the passwords has it basis in the argument that the sale 

statistics per unit is unknown. It is very possible that one or several of the 20 IoT devices discovered 

to have the authentication method of default username and password implemented, could have a 

sold many units.   

Had the results showed that most of the IoT devices are vulnerable because of the authentication 

method of a default username and password, the compiled lists of IoT devices would not have been 

published in this report. For example, if all the 177 devices in level 1 would have used a default 

password and been categorized in level 4 instead. The result now mostly contains devices with 

secure authentication method.  

Most of the authentication methods found in category: Level 1: No default username and password, 

other authentication method, were inconclusive security-wise. The specific name or model number of 

these IoT devices have still been published because in the perspective of vulnerabilities caused by 

default username and password, these IoT devices should be secure.  

IoT devices that uses authentication method such as “Access through APP”, made the decision on 

whether to publish the results or not a bit difficult. This method of authentication was not the focus 

and further investigation on whether these IoT devices had a password was not in the scope of this 

study. The choice to publish the results anyway was made on the assumption that these devices 

requires authentication before access.  

8.2 Societal aspects 

The work of this study may contribute to the work of system administrators that have the task of 

deploying IoT devices in their corporate environment. The system administrators may use the results 

found in this study to avoid or select a certain manufacturer as their IoT solutions. Usually there is a 

corporate solution in IoT but for small businesses a simple IoT solution consisting of IoT devices 

commonly found in home usage, may very well be utilized in a business manner.  

The system administrator may be very tempted to go for the business solution because this frees the 

system administrator of some responsibility if anything goes wrong. The system administrator would 

require a working solution to a problem and most likely the business providing the IoT solution would 

patch their errors. If the situation were to be between a regular home consumer and an electronic 

retailer or the manufacturer, the consumer would probably not get the same working solution or 

support.  

For manufacturers, the results of this study may call for a more detailed and clear instructions on 

authentications as well as the availability of the product manuals. The consumer should know if a 

password is used for authentication, for example, most of the IoT devices using the authentication 
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method “Access through APP”, simply did not have any further details other than instructions to 

download the application and pair the IoT device to it. 

For IoT devices using a default username and password, the consumer should have the right to know 

whether a default password is implemented to an IoT device before purchase, even if most of the 

consumers do not have this in mind when purchasing IoT devices. The challenge in this would be to 

inform the consumer in a correct way. Making the information easily accessible for consumers also 

makes it easily accessible for people with malicious intents.  

8.3 Scientific aspects 

According to Kishore Angrishi (2017), the Chinese company XiongMai Technologies, used default 

username and password in their IP cameras and DVRs. This resulted in many of their devices being 

involved in the attack against Dyn. None of the manufacturer whose devices was found to be using a 

default username and password in this study has its origin in China.  

This does not necessarily mean that only Chinese manufactured devices are bad. An argument for 

this is that the people behind the attack against Dyn, in theory could have specifically targeted these 

devices because they knew that these are the devices that are the most available. Only 7 devices 

were discovered to be using a default password, but if the 7 of these devices were available in 

100,000 homes in Sweden, the security of these 7 would be considered a serious issue.  

This study was performed by analyzing documents, or manuals. The question on whether access via 

the smartphone and APP is secure is remaining. More research could have been carried out before 

going through this study, for example how the other authentication methods are implemented or 

how various IoT protocols works. The narrow focus of this study raised further questions on IoT 

security. 

As discussed earlier, according to Yassein, Mardini and Khalil (2016), the Z-Wave protocol should be 

considered secure for the authentication between a controller and a slave, but this study was not 

able to find out if the access to a Z-Wave controller is secure. As with the smartphone and APP 

method, the Z-Wave protocol is also a possible research focus in the scope of IoT security.  

The choice to categorize data for a quantitative analysis made it possible to divide IoT devices using 

the authentication method of a default username and password from IoT devices using a different 

method. The downside is that it is difficult to conclude regarding the security of IoT devices 

categorized in level 1. The results show that most IoT devices are not using a default username and 

password. Most likely the gap in security levels among the IoT devices currently listed in level 1 are 

broader than what this study suggests. With a more prepared research or with more resources, this 

study would most likely have required additional and more detailed categories.
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Appendix A - Level 1: no default username password, other 

authentication method 

Model nr/name: Type of 
product: 

Year: Authentication method 

D-LINK DCH-Z310 Remote 
control 

2017 QR code scan via APP to a 
smart hub. 

Adax WiFi plug Remote 
control 

2017 Image containing combination of 
buttons to be pressed for pairing 
device with APP. 

Arl Pro 2 Wire-Free HD Security 
Camera System 

IP camera 2017 The base station is not wireless, 
it is connected via Ethernet to 
network, cameras are wirelessly 
connected to station. APP 
accesses station by the stations 
unique serial number. 

Arlo Pro Wire-Free HD Security 
Camera System 

IP camera 2017 The base station is not wireless, 
it is connected via Ethernet to 
network, cameras are wirelessly 
connected to station. APP 
accesses station by the stations 
unique serial number. 

CIRCLE 2 WIRE-FREE IP camera 2017 Access through APP. 

CIRCLE 2 WIRED IP camera 2017 Access through APP. 

D-LINK DCS-2670L IP camera 2017 Access through APP. APP uses 
QR code to pair device to phone. 

D-LINK DCS-8000LH IP camera 2017 Access through APP. APP uses 
QR code to pair device to phone. 

D-LINK DCS-8100LH IP camera 2017 Access through APP. APP uses 
QR code to pair device to phone 

Spotlight Cam IP camera 2017 Access through APP. 

NETGEAR Arlo Q Plus IP camera 2018 Access through APP which is 
controlled by user account. 

NETGEAR Arlo Q IP camera 2017 Access through APP which is 
controlled by user account. 

TP-Link NC450 IP camera 2017 Access through APP. 

NETATMO Welcome IP camera 2017 Access through APP. 

NETATMO Presence IP camera  2017 Access through APP. 

FIBARO INTERCOM SMART IP camera 2017 Access through APP. Pairing via 



 

 
 

VIDEO DOORBELL bluetooth. 

UniFi IP Camera/NVR 
Management System 

IP camera 2018 Access NVR through software, 
username and password is 
created by user. 
Camera has random generated 
password that may be changed 
later. 

NETGEAR Arlo Baby 1080p HD 
Monitoring Camera 

IP camera 2018 Access through APP which is 
controlled by user account. 

NEXA SP-816 Sensor 2017 Uses Z-Wave protocol, the 
device connects to a Z-Wave 
bridge or other device using Z-
Wave protocol. 

Panasonic KX-HNC600 IP camera 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNA101 Smart plug 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS105 Alarm 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS104 Alarm 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS103 Sensor 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS102 Sensor 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS102 Sensor 2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNP100 Backup 
battery 

2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNS102 Remote 
control 

2017 Access through APP. Device 
registers to a panasonic hub. 

Panasonic KX-HNK101 Access 
keypad 

2017 Access through APP. Device 
registers to a panasonic hub. 

YAMAHA Restio ISX-18 Audio system 2017 Access through APP. 

SONOS PLAYBAR Audio system 2017 Access through APP. 

BOSE SOUNDTOUCH 300 
SOUNDBAR 

Audio system 2017 Access through APP. 

SONOS PLAY 5 Audio system 2017 Access through APP. 



 

 
 

SONOS PLAY 3 Audio system 2017 Access through APP. 

SONOS PLAY 1 Audio system 2017 Access through APP. 

BOSE SOUNDTOUCH 10 Audio system 2017 Access through APP. 

BOSE SOUNDTOUCH 30 
SERIES III 

Audio system 2017 Access through APP. 

BOSE SOUNDTOUCH 20 
SERIES III 

Audio system 2017 Access through APP. 

YOYOPower Alarm 2017 Access GSM network, SMS. 

SAMSUNG RR39M Refridgerator 2017 Access through APP. 

LG GL5241SWJZ1 Refridgerator 2017 Access method is unknown, no 
default password, device 
connects to Wi-Fi. 

Samsung RB38M Refridgerator 2017 Access through APP. 

Samsung WW1*M8***** Washing 
machine 

2018 Access through APP. 

Samsung 
WW90M7*****/WW80M7***** 

Washing 
machine 

2018 Access through APP. 

Samsung WW90M6***** / 
WW80M6***** 

Washing 
machine 

2018 Access through APP. 

LG F8K5XN3 Washing 
machine 

2017 Access through APP. 

LG FH4G1JCH(0-9)N Washing 
machine 

2017 Access through APP. 

LG F14AW9S2 Washing 
machine 

2017 Access through APP. 

SAMSUNG DV80M50101W Dryer 2017 Access through APP. 

SAMSUNG DV90N8289AW Dryer 2018 Access through APP. 

UniFi Video IP camera 2018 Access through APP. Bluetooth. 

D-LINK DCH-100KT Smart plug 2014 Access through APP. 

D-LINK DSP-W215 Smart plug 2014 Access through APP. Scan QR 
code on the device or 
configuration card. 

Nest Protect(Battery) Fire alarm nd Access through APP. Scan QR 
code on the device. 

Nest Protect(wired) Fire alarm nd Access through APP. Scan QR 
code on the device. 



 

 
 

Chime Pro WiFi 
extender 

nd Access through APP. 

AirPatrol WiFi Controller nd Access through APP. 

Trust ZYCT-202 Controller nd No information 

Trust ZPIR-8000 Sensor nd Access through APP. 

Ring Doorbell Pro Doorbell nd Access through APP. 

Mill WiFi Socket Sensor nd Access through APP. 

Trust ZCTS-808 Sensor nd Access through APP. 

Trust Z1 ZIGBEE CONTROL 
STATION 

Central 
hub/station 

nd Access through APP. 

Trust Octopus control station Central 
hub/station 

nd Access through APP. 

Wemo F7C029 Smart plug nd Access through APP. 

D-LINK DCS-935LH IP Camera 2016 Access through APP. Scan QR 
code on quick install card for 
pairing. 

iON The Home IP camera nd Access through APP. Camera 
scans a QR code from the 
smartphone. 

Ring Spotlight Cam Wired IP camera nd Access through APP. 

Trust IPCAM-2000 IP camera nd Access through APP. 

FIBARO SWIPE FGGC-001 Controller nd Access through other Z-Wave 
controller. 

NodOn THE SOFT REMOTE Controller nd Access through other Z-Wave 
controller. 

NodOn OCTAN REMOTE Controller nd Access through other Z-Wave 
controller. 

Nexa TMT918 Controller nd Access only to other Nexa units.  

FIBARO KEYFOB FGKF-601 Controller nd Access through other Z-Wave 
controller. 

FIBARO BUTTON FGPB-101 Controller nd Access through other Z-Wave 
controller. 

Devolo Home Control Key-Fob 
Switch 

Controller nd Access through APP. 
Z-wave to control other devices.  

NETATMO presence IP camera 2016 Access through APP. QR code 
on card. 



 

 
 

Danalock V3 SCANDI Lock nd Access through APP. 

Aeon Labs Siren Gen5 Alarm 2015 Access through other Z-Wave 
controller. 

Nexa Indoor Siren Alarm nd Access through other Z-Wave 
controller. 

FIBARO CO SENSOR FGCD-001 Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

FIBARO UNIVERSAL BINARY 
SENSOR FGBS-001 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

FIBARO ROLLER SHUTTER 2 
FGR-222 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

NEXA HSM02 Door sensor Sensor 2014 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

FIBARO SMOKE SENSOR 
FGSD-002 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

FIBARO MOTION SENSOR 
FGMS-001 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

FIBARO FLOOD SENSOR 
FGFS-101 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

FIBARO DOOR/WINDOW 
SENSOR 2 FGDW-002 

Sensor 2014 Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network. 

Danfoss Z-Wave RS Room 
Sensor 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

POPP Gas/Water Shut-Off 
Controller 

Controller 2015 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Netatmo Weather Station NWS01 Sensor 2012 Access through APP. 



 

 
 

Devolo Home Control 
Door/Window Contact 

Sensor 2014 Access through APP. 

Devolo Home Control Smoke 
Detector 

Sensor 2014 Access through APP. 

Aeon Labs MultiSensor 6 Sensor 2015 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Smanos W100 Alarm 2015 Access through APP. 

AEOTEC DOOR/WINDOW 
SENSOR GEN5 (By AEON 
LABS) 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Elgato eve weather Sensor nd Access through APP. 

Elgato eve smoke Sensor nd Access through APP. 

Elgato Eve button Controller nd Access through APP. 

Elgato door & window Sensor nd Access through APP. 

Elgato eve motion Sensor nd Access through APP. 

Elgato eve degree Sensor nd Access through APP. 

AEOTEC Recessed Door Sensor 
(By AEON LABS) 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

AEOTEC DOOR/WINDOW 
SENSOR 6 (By AEON LABS) 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Netatmo Thermostat (By 
S+ARCK) 

Sensor 2013 Access through APP or webapp 
on PC. 

FIBARO BYPASS 2 FGB-002 Sensor 
 

Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 
network.  

Netatmo Wind Gauge for Weather 
Station 

Sensor nd Access through APP or PC. 

TELLDUS Thermo/Hygro sensor Sensor nd Access through APP or web 
interface. 

TELLDUS In/Out Themor/Hygro 
sensor 

Sensor nd Access through APP or web 
interface. 

Slim Multisensor PST02-A/B/C Sensor nd Access through other Z-Wave 
controller and APP. Device 
registers to existing Z-Wave 



 

 
 

network.  

TELLDUS Sensor Switch 
Magnetic 

Sensor nd Access through APP or web 
interface. 

TELLDUS PIR Motion Sensor Sensor nd Access through APP or web 
interface. 

TELLDUS Temp Sensor Sensor nd Access through APP or web 
interface. 

TELLDUS Slim Multi-Sensor 
PSM01 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Broadlink RM PRO-E Controller nd Access through APP. Account 
creation is optional, possible to 
skip and go to next step. 

TELLDUS TellStick Controller nd Access through Web-interface. 
Device registration is by 
activation code on sticker behind 
device. 

Devolo Home Control Starter 
Pack 

Controller 2014 Access through APP. 

ELECTROCOMPANIET EC 
Living  
TANA Sl-1 

Audio system 2016 Access through APP. 

The Three Klipsch HERITAGE 
WIRELESS 

Audio system 2016 Access through APP. 

The One Klipsch HERITAGE 
WIRELESS 

Audio system 2016 Access through APP. 

Samsung HW-K960 soundbar, 
5.1 Ch, Wi-Fi 

Audio system 2016 Access through APP. 

Smanos Smart Video Doorbell Alarm 2018 Access through APP. 

TP-LINK Cloud Camera NC200 IP Camera nd Access through APP. 

Aeotec Key Fob Controller 2013 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

LifeSmart Door/Window Sensor Sensor nd Access through APP. 

Logitech Harmony Smart Control Controller 2013 Access through APP. 

BEDDI Intelligent Alarm Clock Alarm nd Access through APP. 

Manetos Heat Control Sensor nd Access through APP. Password 
is created by user. 



 

 
 

Ontech GSM 9025 Alarm nd Access through GSM network. 
Password is created during initial 
setup via SMS. 

AirPatrol nordic Heat pump 
control by mobile phone 

Controller nd Access through GSM network. 

PAN04-1/-2/-3 Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

ST814 Temperature/Humidity 
Detector 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Danfoss LC-13 Z-Wave Radiator 
Valve Thermostat 

Sensor 2012 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Hank Door/Window Sensor 
HKZW-DWS01 

Sensor nd Access through Z-Wave Vera 
Controller. Device registers to 
existing Z-Wave network. 

Aeotec by Aeon Labs Nano 
Dimmer 

Controller 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Aeotec by Aeon Labs WallMote 
Quad 

Controller 2016 Access through other Z-Wave 
controller or phone APP. Device 
registers to existing Z-Wave 
network. 

NEXA AD-147 Smart plug 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

NEXA AN-180 Smart plug 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

NEXA AN-179 In-Wall relay Controller 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

NEXA AD-146 In-Wall Dimmer Controller 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Qubino Flush On/Off thermostat Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Aeon Labs Z-Stick Gen5 Adapter 2015 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 



 

 
 

HEATIT Z-SCENE 
CONTROLLER 

Controller 2018 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

FIBARO WALL PLUG FGWP-102 Smart plug 2014 Access through other Z-Wave 
controller or smartphone APP. 
Device registers to existing Z-
Wave network. 

FIBARO THE HEAT 
CONTROLLER RADIATOR 
THERMOSTAT FGT-001 

Sensor 2014 Access through other Z-Wave 
controller or smartphone APP. 
Device registers to existing Z-
Wave network. 

Athom Homey Controller nd Access through APP or Web 
browser. 

EEDOMUS SMART PLUG 
HKZW-SO05 

Smart plug nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

HEATIT Z-TRM2 Sensor 
 

Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

EEDOMUS SCENE 
CONTROLLER HKZW-SCN01 

Controller nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

FIBARO RELAY SWITCH FGS-
212 

Controller nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

FIBARO SINGLE/DOUBLE 
SWITCH 2 FGS-2x3 

Controller 2014 Access through other Z-Wave 
controller or smartphone APP. 
Device registers to existing Z-
Wave network. 

FIBARO RGBW Controller 
FRGBWM-441 

Controller 2014 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

HEATIT Z-WAVE  Sensor 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

POPP Solar Powered Outdoor 
Siren 

Alarm 2015 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

NODON WALL SWITCH Controller nd Access through other Z-Wave 
controller or smartphone APP. 
Device registers to existing Z-
Wave network. 

QUBINO SMART METER Sensor nd Access through other Z-Wave 



 

 
 

controller, smartphone or PC. 
Device registers to existing Z-
Wave network. 

QUBINO FLUSH SHUTTER Sensor nd Access through other Z-Wave 
controller, smartphone or PC. 
Device registers to existing Z-
Wave network. 

QUBINO FLUSH DIMMER Sensor nd Access through other Z-Wave 
controller, smartphone or PC. 
Device registers to existing Z-
Wave network. 

Samsung SmartThings Hub Controller nd Access through other Z-Wave 
controller, smartphone. Device 
registers to existing Z-Wave 
network. 

NODON OCTAN REMOTE Controller nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

POPP Z-Weather Wind and 
Weather Sensor 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

POPP Gas/Water Shut-Off 
Controller 

Controller nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

NEXA SE812 Indoor Siren Alarm 2016 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

SWIIDINTER Z-WAVE CORD 
SWITCH 

Controller nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

VISION VIS ZM1601 Alarm nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

Z-Uno  Controller nd Access through other Z-Wave 
controller or PC. Device registers 
to existing Z-Wave network. 

VISION Wireless Garage Door 
Detector 

Sensor nd Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

VIS_ZS5101 Vibration Sensor Sensor 2012 Access through other Z-Wave 
controller. Device registers to 
existing Z-Wave network. 

VeraPlus Advanced Home Controller nd Access through PC. 



 

 
 

Controller 

Aeotec Water Sensor 6 Sensor 2017 Access through other Z-Wave 
controller, smartphone. Device 
registers to existing Z-Wave 
network. 

Philips Hue Motion Sensor Sensor nd Access through APP. 

Philips Hue Tap Switch Controller nd Access through APP. 

LGDR-300/1000/3500 Smart plug nd Access through other controller. 

GARDENA EasyControl Controller nd Access through other controller. 

GARDENA Garden Pump Water pump nd Access through other controller. 

AURORA RYTHM Audio system nd Access through APP. 

SafeHome Wireless Autodialer 
WS100-V2 

Controller nd Access through other controller. 

SafeHome Wireless 
Vibration/Shock Sensor 

Sensor nd Access through other controller. 



 

 
 

Appendix B - Level 3: Default username and password with optional 

instructions to change 

Model 
nr/name: 

Type of 
product: 

Year: Default 
username: 

Default 
password: 

Password change 
option: 

D-LINK DCS-
2530L 

IP camera 2017 **** **** The user is given the 
option to change the 
password during initial 
setup, if the user does not 
set a password during this 
step the password is by 
default ****. 

D-LINK DCS-
936L 

IP camera 2017 **** **** The user is given the 
option to change the 
password during initial 
setup, if the user does not 
set a password during this 
step the password is by 
default ****. 

D-LINK DCS-
4622 

IP camera 2017 **** **** The user is given the 
option to change the 
password during initial 
setup, if the user does not 
set a password during this 
step the password is by 
default ****. 

Panasonic 
KX- HNC800 

IP camera 2017 **** **** The manual instructs the 
user to change password 
with the motivation of 
vulnerable unit if default 
credentials are kept. 

D-LINK DCS-
5010L 

IP camera 2013 **** **** Instructs user to create 
new user and create 
password.  

D-LINK DCS-
2132L 

IP camera 2013 **** **** Instructs user to create 
new user and create 
password. 

D-LINK DCS-
4703E 

IP camera 2016 **** **** Instructs user to create 
new user and create 
password. 

D-LINK DCS-
960L 

IP camera 2015 **** **** Instructs user to create 
new user and create 
password. 

D-LINK DCS 
5000L 

IP camera 2015 **** **** Instructs user to create 
new user and create 



 

 
 

password. 

D-LINK DCS-
2330L 

IP camera 2014 **** **** Instructs user to create 
new user and create 
password. 

D-LINK DCS-
4602EV 

IP camera 2016 **** **** Instructs user to create 
new user and create 
password. 

D-LINK -DCS-
4021 

IP camera 2015 **** **** Instructs user to create 
new user and create 
password. 

YOYOPower 
GSM Control 

Controller nd **** **** Uses GSM network, tells 
user to “Not to forget to 
change password”. 



 

 
 

Appendix C - Level 4: Default username and password without 

instructions to change 

Model nr/name: Type of 
product: 

Year: Default 
username 

Default 
password 

Circle with Disney Remote control 2017 **** **** 

UniFi Video Camera G3 IP camera 2017 **** **** 

ConBee - USB Dongle Controller 2017 **** **** 

Panasonic KX- HNC800 IP camera 2017 **** **** 

UniFi Video Camera UVC-
NVR 

NVR 2016 **** **** 

FIBARO SYSTEM Home 
Center 2 

Controller 2014 **** **** 

FIBARO Home Center Lite Controller 2014 **** **** 
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