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ABSTRACT: Resilience of interdependent infrastructures increasingly depends on collaborative 
responses from actors with diverse backgrounds that may not be familiar with cascade effects into areas 
beyond their own sector. A simulation-game can enable societal actors to obtain a deeper understanding 
of the interdependencies between their infrastructures and their respective crisis responses. Following a 
design science approach, a simulation-game has been developed that combines role-playing simulation 
and computer simulation. The simulation-game challenges participants to address the interaction between 
payment disruptions, food and fuel supply, security problems (riots, robberies) and communication chal-
lenges (preventing hoarding). A number of crucial design choices were handled while developing the 
simulation-game. The main design challenges were: How to validate an unthinkable escalation scenario?; 
How to give the simulation a sufficient level of detail on all aspects and keep the complexity graspable so 
it can be played instantly?; and How much time should each playing round take?

games of good quality and to understand how cru-
cial design choices impact simulation-game design 
and simulation-game outcomes. Consequently, the 
contribution of this paper is a detailed description 
of our simulation-game design. Following a design 
science research approach, a simulation-game has 
been created that enables actors from a large variety 
of critical infrastructures to analyze and mitigate 
the cascading effects of payment disruptions on 
their respective infrastructures. Besides a presenta-
tion and motivation of the most important simu-
lation-game design choices (Section 4), three major 
design challenges were identified: scenario valida-
tion, game complexity and length and number of 
playing rounds (Section 5).

2 THEORY BACKGROUND

Our research builds upon three research areas: 
critical infrastructures, resilience and gaming-  
simulation.

1 INTRODUCTION

Resilience of critical infrastructures is a complex 
problem area. When societal actors with different 
backgrounds quickly need to orchestrate a collective 
crisis response, a deep understanding for the exist-
ing interdependencies between their respective infra-
structures and crisis response strategies is required. 
Gaming-simulation can help to collaboratively 
develop a deeper understanding of such interde-
pendencies and be a safe environment to explore the 
robustness of response strategies from a multi-secto-
rial perspective. In the context of tightly interrelated 
infrastructures a response strategy should not only 
be beneficial for individual organizations or sectors, 
but even mitigate consequences and limit escalations 
from a holistic multi-sectorial perspective.

Building a simulation game involves many design 
choices. Depending on which choices are made, con-
sciously or unconsciously, very different simulations 
or simulation-games can be created for studying the 
same problem. It is important to build simulation-
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2.1 Critical infrastructures and cascading effects

Societies rely on well-functioning critical infra-
structures such as Energy, Information and Com-
munication Technology, Water Supply, Food 
and Agriculture, Healthcare, Financial Systems, 
Transportation Systems, Public Order and Safety, 
Chemical Industry, Nuclear Industry, Commerce, 
Critical Manufacturing, and so on (Alcaraz & 
Zeadally 2015). When one or more critical infra-
structures break down or provide only limited 
service, large numbers of citizens, companies or 
government agencies can be severely affected (Boin 
& McConnell 2007, Van Eeten et al. 2011). Break-
downs can be caused by internal factors (human or 
technical failure), external factors (nature catastro-
phes, terror attacks) or by failures of other infra-
structures as there are many dependencies between 
critical infrastructures (Van Eeten et  al. 2011). 
Energy and Information Technology or Telecom-
munications are well-known event-originating 
infrastructures that generate cascading effects in 
many other infrastructures, as has been shown in 
different types of analyses (Van Eeten et al. 2011, 
Laugé et al. 2015). In times of increasing digitalisa-
tion and an ever increasing development towards 
a digitally interconnected society, security experts 
argue for more awareness for digital vulnerabili-
ties, more attention for cyber security and a need 
to educate professionals and citizens on these mat-
ters (Hagen 2016).

Ansell et al. (2010) argue that resilience of inter-
dependent infrastructures increasingly depends on 
collaborative responses from actors with diverse 
backgrounds that may not be familiar with cas-
cade effects into areas beyond and outside their 
own organisation or sector. Boin & McConnell 
(2007) and Van Eeten et al. (2011) argue that there 
is limited empirical evidence of cascading effects 
across many infrastructures, which makes it hard 
to foresee which interactions may occur across 
sectors. Risk analysis, business continuity man-
agement and crisis management training are often 
performed within the context of a single organisa-
tion or sector and are seldom addressing the holis-
tic analysis of multiple infrastructures (Van Eeten 
et al. 2011).

More research is needed to understand collec-
tive resilience in the context of critical infrastruc-
ture management. In this study, a contribution is 
made by focusing on one application area, i.e. how 
payment disruptions impact other critical infra-
structures. Despite the long term efforts of public 
and private actors in the financial sector in Swe-
den to identify, analyse and understand risks and 
to develop routines for preventing and mitigating 
serious disruptions in the payment system in Swe-
den, there is still a lack of insight into how the  

proposed action plans exactly need to be executed 
and how numerous other actors in society (e.g. citi-
zens, food stores, gas stations, voluntary organiza-
tions, governmental agencies and so on) will act in 
case of a temporary or complete breakdown of the 
payment system. For instance, several key actors in 
the payment system have in earlier studies expressed 
that they will take a larger responsibility than their 
formal responsibility (MSB-2009-3309 2010), but it 
is not clear what this implies and how these organi-
zations actually will act when crisis hits.

2.2 Resilience

Lundberg & Johansson (2015) and Bergström et al. 
(2015) list that resilience amongst others can refer 
to: bouncing back to a previous state, or bouncing 
forward to a new state, or both; absorbing variety 
and preserve functioning, or recovering from dam-
age, or both; and being proactive and anticipat-
ing, or being reactive (when recovering during and 
after events), or both. Given the variety of inter-
pretations of resilience, resilience is hard to opera-
tionalize into measurable indicators (Lundberg & 
Johansson 2015).

Lundberg & Johansson (2015) made an effort to 
merge and compile different points of view in the 
field of disaster and crisis response resilience into 
one systemic model, the Systemic Resilience Model 
(SyRes). The model departs from the idea that the 
coping with an unwanted event can be seen as a 
downward spiral activating certain basic resilience 
functions (anticipation, monitoring, responding, 
recovery and learning) and their associated strate-
gies (where the strategies are the actual manifesta-
tion of the functions, or their ‘form’, which may 
differ from system to system). Further, Lundberg & 
Johansson (2015) suggest that resilience is needed 
to protect core values, i.e. values central for the 
existence of the system in focus. In safety-critical 
systems, such core values usually take the form 
of maintaining safety, such as avoiding harm to 
humans or critical infrastructures. For a commer-
cial business such as a grocery store, a petrol station 
or a bank, a core value is typical to create revenue, 
i.e. to assure a higher income than outcome. With-
out this profit, the business will seize to exist. This 
core value will manifest itself in a number of practi-
cal activities which usually take the form of differ-
ent flows such as goods, money, services etc.

In line with the challenges to resilience suggested 
by Johansson & Lundberg (2010) comes the fact 
that most systems in society, such as the payment 
system, depend on several different actors to func-
tion properly. Therefore, resilience must be con-
sidered from a systems perspective. In the field of 
resilience, this is sometimes referred to as ‘collec-
tive resilience’. Weick & Sutcliffe (2007) argue that 
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loosely coupled systems relying on a ‘sensemaking’ 
process generally are more resilient than tightly cou-
pled systems based on the assumption that all sys-
tem states can be predicted and safeguarded against 
possible threats. This resembles distinctions made 
in safety science between the paradigms labelled 
Safety I and Safety II (Hollnagel 2013) where Safety 
I is signified by the idea that safety can be designed 
into a system and Safety II is signified by the idea 
that human adaptability is the most important con-
tributor to success despite inadequate design or 
insufficient predictive capacity of safety engineers. 
Weick & Sutcliffe (2007) argue that a dilemma exists 
in sensemaking: you can optimise for analysis or 
action, but not both. This dilemma seems contra-
dictory to the requirements of resilience, because 
Weick & Sutcliffe argue for sensitivity to operations 
and reluctance to simplify (i.e. an interest in details 
and scrutinize the situation at hand) and simultane-
ous blunt and immediate action without thorough 
analysis. The solution suggested by Weick & Sut-
cliffe (2007) is that deep knowledge about the sys-
tem should have been acquired earlier (long before 
the disruption) so that quick and blunt action based 
on deep understanding of the system’s dynamics is 
possible in case of disruptions. As more actors may 
simultaneously initiate a quick and blunt response, 
a risk is that these responses counteract each other. 
Weick & Roberts (1993) discuss how attentiveness 
(heedful interrelating) is key in a resilient group 
response, i.e. while acting quick and blunt, various 
actors should pay close attention to how other actors 
respond and to what kind of system behaviour their 
collective response leads. Heedful interrelating has 
been demonstrated in small groups. Heedful inter-
relating becomes challenging when systems become 
larger, more interrelated and involve more and more 
decision makers that do not really know each other 
and do not understand the impact of their decisions 
on nearby systems, as in the case of large interde-
pendent infrastructure systems (Ansell et al. 2010). 
Then these groups of stakeholders may lack swift 
trust (Weick & Roberts 1993) and may lack a shared 
understanding of the situation and a shared vision, 
which may lead to inferior performance (Berggren 
et al. 2014). Yet another risk might be organisations 
or companies who continue putting their own goals 
ahead of the common good, thus risking initiating 
counterproductive actions that may hamper the 
process of recovery from disruptions.

2.3 Gaming-simulation

Gaming-simulation is defined as a specific form of 
simulation. Simulation in general aims at designing 
a model of a system in a complex problem area 
in other to be able to experiment with the model. 
Deeper insight in the behavior of the system is 

created by evaluating various operating strategies 
against each other in one ore multiple scenarios. 
Gaming-simulation differs from other forms of 
simulation in that it incorporates roles to be played 
by participants and game administrators, implying 
that people and their (goal-directed) interactions 
become part of the simulation (Laere et al. 2006). 
In addition to role descriptions and interaction 
formats, simulation-games can also include a phys-
ical simulation model (a board game, a mock-up, a 
computer simulation, or any other representation 
of a physical reality) which the game participants 
need to interact with. It is important to understand 
that both the changes and impacts of changes to 
the physical simulation model in the simulation-
game and the interaction between the participants 
(often negotiation processes about what to change 
and how to interpret changes in the physical simu-
lation model) are part of the simulation-game and 
object of study (Mayer 2009). Gaming-simulation 
is especially relevant when the “how and why” of 
the interaction processes between the participants 
are of interest and when these interactions can-
not easily be incorporated in computer simulation 
models. In addition, it creates a deeper learning 
opportunity, as simulation-game participants liter-
ally are active participants in the simulation, rather 
than passive observers of a computer simulation.

To design a high quality simulation-game, many 
design choices have to be taken into account, which 
often are not self-evident, but rather involve tricky 
cost-benefit analyses ending up with a dilemma (is 
the benefit worth the extra cost?). Examples of such 
design choices are for example (Laere 2003, Mayer 
2009, Meijer 2009): defining a limited number of 
research or learning objectives, defining the number 
and content of roles, defining the scope of the mod-
elled situation/problem, guaranteeing the validity 
of the simulation, defining rules and constraints, 
defining the load (difficulty), choosing the location/
environment where the game will be played, select-
ing the type of participants to be invited, design of 
qualitative and quantitative data collection during 
the game, degree of realism of the scenario, degree 
of complexity of the game (often phrased as mod-
elling internal complexity of the system to be mod-
elled, but creating external simplicity, i.e. an easy to 
understand and easy to play game for the partici-
pants), degree of competition, degree of dynamics, 
macro cycle (preparation, playing, debriefing, fol-
low-up), micro-cycle (number of playing rounds) 
and real-time or symbolic-time.

3 RESEARCH DESIGN

Our research design is based on an inductive 
research strategy and a qualitative research method. 
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A clear theory on how critical infrastructures exactly 
are related, and how the many actors involved col-
laboratively could manage disruptions that create 
cascading effects in many infrastructures, is lacking. 
As such, there is a need for theory building rather 
than theory testing, which leads us to an inductive 
research strategy (Eisenhardt & Graebner 2007). 
From an interpretative perspective, we are inter-
ested in exploring the many different interpretations 
of actors involved regarding what challenges dis-
ruptions can pose and how they could be handled 
collaboratively across the affected infrastructures. A 
simulation-game can be a safe environment where 
participating actors can experiment with different 
action alternatives, and through their participation 
and their choice of resilience strategies demonstrate 
the core values they hold.

For the design of the simulation-game a design 
science research strategy is adopted. The result of 
design science research is a purposeful artifact cre-
ated to address an important organizational prob-
lem (Hevner et al. 2004). In our case, the problem 
is “understanding critical infrastructure dependen-
cies and exploring collective infrastructure resilience 
strategies” and the artifact is “a simulation-game 
that can serve as save analysis, learning and explo-
ration environment”. As argued in Hevner et  al. 
(2004) design science is an iterative search method 
aiming at identifying a creative solution for the 
problem at hand. Given our interpretative stance, 
our aim is not to design the best or an optimal sim-
ulation-game, but rather to design one appropriate 
simulation-game (amongst many alternatives), and 
developing a deep understanding what the benefits 
and drawbacks of our chosen design are. Design 
science addresses relevance by a strong interest 
the societal needs in the application environment 
studies, and aims simultaneously at rigor through 
reflecting on the design process and arguing how 
the produced solution informs the research front 
(where either the produced artifact and/or the 
insights regarding how to design such an artifact 
can be research contributions).

A first data collection phase consisted of docu-
ment study of prior incidents (33 reports), 6 inter-
views with key representatives from each sector 
and two half-day workshops with respectively 26 
national and 11 local actors in order to identify 
cascading effects, consequences, actors involved 
and potential mitigating actions which they could 
perform with regard to payment disruptions (Laere 
et al. 2017a). Mapping these characteristics of our 
problem environment contributed to identification 
of the elements to be simulated in our simulation-
game. A second data collection phase aimed at 
analysing existing simulation-games for critical 
infrastructure resilience (Laere et al. 2017b). Here, 
six existing simulation-games where analysed in 

detail with the purpose of understanding how dif-
ferent design choices impact the capabilities of the 
learning environment and the learning experience 
of the participants.

Next, the collected data was analysed and trans-
formed to elements of the envisioned simulation-
game. During a series of six bi-monthly organised 
full day workshops with the project team of 10 
researchers, different versions of the simulation-
game were created, tested and refined. In between 
the workshops the involved researchers worked 
in smaller task forces on different elements of the 
simulation-game. During the last to full day work-
shops societal actors from the different sectors 
were involved to gather their feedback on the sim-
ulation-game design. The next two sessions sum-
marize the main design choices and main design 
challenges that were identified and dealt with 
under this design process.

4 GAME DESIGN CHOICES

4.1 Game overall structure

When role playing simulation games and computer 
simulations are combined a powerful simulation 
environment is created. Actors, as game partici-
pants, can collaborate or compete with each other 
in different rounds, enter their decisions in the 
computer simulation and receive the output of the 
computer simulation as input in their next playing 
round. As such, participants can experience social 
interaction (role playing) and large scale system 
dynamics (impacts of their decisions over time, or 
on a large scale). The participating decision mak-
ers can compare intended consequences with unin-
tended and unexpected consequences and create a 
deeper understanding of the system as a whole and 
the behavior of other game participants.

The main purpose of the simulation-game is 
to create a deeper understanding of the dynamics 
and interdependencies in the overall system. Alter-
natively or additionally, collaboration between the 
different actors involved could be a learning goal. 
When collaboration is a learning goal, actors may 
be placed in different rooms and different actors 
may have different information at hand. In such 
games sharing the right information with the right 
actor at the right time might be in focus. In our 
design became clear quite early that grasping the 
complexity of the overall societal system (i.e. all 
sectors that are impacted by payment disruptions) 
and their interactions is a challenge at such. It 
was decided that grasping this complexity created 
sufficient load and that additional collaboration 
challenges would adventure the main objective of 
understanding overall system dynamics. Therefore 
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it was decided that the players, who each can rep-
resent different societal roles (i.e. food sector, fuel 
sector, media etc.) would be placed in one team 
that in collaboration would try to manage payment 
disruptions.

Putting the participants in one team makes the 
use of simulation-game flexible. Teams could con-
sist of either 3, 5, 7, 9 or 11 participants interacting 
as one team with the computer simulation. From a 
learning perspective it is preferable to have a larger 
group with a strong diversity in backgrounds, but 
from an execution perspective it is a benefit that 
a simulation-game session still can be performed 
even if  two of the seven participants would not 
show up.

The team interacts with a fictive society repre-
sented in the computer simulation. The computer 
simulation is created with Anylogic simulation 
software. The main reason to choose this software 
package is that it enables to combine agent-based 
simulation, discrete event simulation and system 
dynamics simulation, which gives us a certain flex-
ibility to implement different scenarios. The com-
puter simulation covers a typical region with some 
cities and some countryside, where relevant soci-
etal infrastructures can be distinguished (see 4.2). 
The overall idea is that payment disruptions occur 
(see 4.3) in this fictive society and that the team 
can try out different combinations of actions strat-
egies (see 4.4) to learn how they differ in impact 
on a number of performance criteria (see 4.5). An 
important characteristic of the simulation-game is 
that the participating teams can re-play the same 
scenario over and over again (see 4.6). By keeping 
the scenario conditions constant the participants 
can really compare their chosen action strategies 
and experience and learn how different combina-
tions of actions give different impacts.

During the design process we have alternated 
between versions that could be played at a dis-
tance, or at one physical location. Playing at a 
distance allows for more elaboration time between 
playing rounds which might be beneficial for learn-
ing (i.e. making more thoughtful choices). While 
keeping the alternative of playing at a distance as a 
potential future development, our current impres-
sion is that the intense discussion and interaction 
between the participants in the team are of major 
importance (as the learning and creation of deeper 
insight occurs exactly there). Therefore physical 
presence at one location is to be preferred.

4.2 Sectors represented in the computer 
simulation

From the document studies and workshops with 
societal actors (Laere et  al. 2017a) a number of 
societal actors, sectors and processes has been 

selected that are primarily vulnerable for pay-
ment disruptions and therefore form the core of 
computer simulation of the fictive society in the 
simulation-game.

The fictive society consists of a number of gro-
cery stores of varying size, a number of fuel sta-
tions and a number of pharmacies (where medicine 
can be bought). For each store a customer flow is 
created. The number of customers, their demands, 
and the number of stores are balanced based on 
statistics for typical regions in Sweden. Stores offer 
one or several of the following payment options 
(card payment, cash payment, digital phone pay-
ments and delayed invoice payments). Individual 
customers have also one or more different payment 
options available. When customers collect goods 
in the store the store’s payment options and their 
payment preferences need to match to create a 
transaction. Payment transactions are performed 
and accredited by the actors from the finance sec-
tors (i.e. credit card companies and/or banks) and 
lead to account changes for stores and customers. 
When goods are sold new goods are order and 
delivered by transport companies. Customers and 
transport companies consume fuel, which in turn 
requires financial transactions when they buy new 
fuel. ATMs are available for those customers and 
transport companies who want to acquire cash and 
ATMs are refilled by certain transport companies. 
Security guards are present at the larger stores, and 
more could be hired when needed. Different media 
actors are represented who can spread news which 
in turn can influence consuming behavior.

In our current implementation there is a rather 
rough logic. The purpose in the development has 
been to quickly arrive at an implementation that 
can be played with actual representatives from dif-
ferent critical infrastructure managers. Given their 
feedback in early playing sessions the simulation-
game will be further refined. Our aim is to perform 
30 playing sessions in 2018 and 2019 and gradually 
improve the design science artifact under study.

4.3 Payment disruption scenario

Thus far one main scenario has been developed 
and implemented. During the course of our 
project (2016–2021) two additional scenarios will 
be created. Our current scenario is a 10-day card 
payment disruption at the store level. The other 
scenarios will be developed in such a way that 
they effect other parts of the payment system (i.e. 
disruptions in the transferring of money between 
accounts—or a long term scenario that covers 
multiple years rather than only a few days).

The current 10  day card-payment scenario is 
based on the fact that 90% of transactions in stores 
in Sweden is based on card payment, which makes 
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the Swedish society extremely dependent on that 
payment option as the other alternatives are not 
capable to instantly handle such large volumes of 
transactions. Although the scenario is much more 
detailed than presented here, the main elements of 
the scenario are as follows.

Day 1: Card payment disappears as payment 
option. The expectation of most actors is that it 
will take some hours. Stores close or offer digital 
phone payments or cash payments as alterna-
tives. Chaotic scenes for those customers who 
are disappointed. Queues at stores and at ATMs.

Day 2–3: Banks and media announce that the 
disruption will take several days. Customers 
are confused where they can buy. Sales drop 
dramatically, use of cash and digital payments 
increase dramatically, some customers start 
hoarding, deliveries and logistics to stores are a 
mess as major fluctuations occur. A lot of cash 
in stores and in society at large increase robbery 
risks.

Day 4–5: Cash and digital payment options col-
lapse as well as they cannot cope with the large 
volumes. Long queues, angry customers as they 
are running out of goods at home, customers 
become aggressive, a lot of stores close, those 
who are open experience massive hoarding. Per-
ishable goods need to be thrown away as they 
cannot be sold. Logistics trouble increases.

Day 6–7: Government in collaboration with stores 
introduce a general “buy based on your identity 
and pay later by invoice option”. Massive hoard-
ing when stores open. Logistics collapse again 
as they have hard to adjust from total sales stop 
to massive hoarding.

Day 8–10: The general “buy based on your identity 
and pay later by invoice option” is too compli-
cated and time consuming which creates enor-
mous queues, frustration and aggression. Chaos 
and panic on more and more places. Police and 
army guard the few stores that still keep open.

The cascading effects that occur are not hard 
implementations, but do occur as cascading effects 
as a result of the initial card payment disruption. 
All other effects can be influenced when other 
actions are chosen by the players.

4.4 Action alternatives to mitigate disruptions

The team that plays the simulation-game in sev-
eral rounds can select on ore more of the following 
actions. Besides these alternatives that are given 
(and prepared) we are open for creative ideas of 
the participants. When they come with a sugges-
tion for an unforeseen action the game facilitators 
will try to simulate that action and its presumed 
impacts instantly in the simulation if  possible.

Possible actions that the team can select are for 
example (note that each action can be implemented 
at any day in the scenario): offer more/less payment 
options at all or some stores; close or open stores; 
increase/decrease deliveries to stores; communicate 
information or instructions to customers; offer 
cash withdrawal in stores; limiting the amount of 
goods per purchase; increase/decrease the number 
of security guards for one or several stores; throw 
away perishable goods; give away perishable goods 
for free.

The design of the computer simulation involves 
an implementation of impacts of each and every 
action, based on interviews and discussions with 
key representatives from the different societal proc-
esses simulated. Even as we as designers know the 
approximate impact of individual action, the play-
ing sessions need to reveal how the different actions 
in combination fall out. In addition, actions can 
be implemented on different moments in time 
(day one to ten in the scenario), which makes the 
number of alternative strategies near to infinite. 
Rather than experimenting with the computer 
simulation as such ourselves, the whole idea with 
involving real societal actors in role-playing is to let 
their expertise and value frames guide the selection 
and time-planning of combinations of actions. 
Moreover, not only the selection of actions as such 
is of interest, but also the motivation and reason-
ing behind. Therefore, the teams who play need to 
motivate the timing and selection of actions before 
they are implemented in various playing rounds 
and the collection of these motivations is seen as a 
crucial element of the simulation-game.

4.5 Performance metrics

Extensive discussions have been held at several 
of  our design workshops and in intermediate 
work group meetings considering what indica-
tors are most relevant and appropriate to visual-
ize performance in the various sectors of  society. 
Currently, three major performance areas have 
arisen: 1) payment options, 2) good flows, and 3) 
security

Available payment options are statistics on the 
actual use of each of the four different payment 
over time, or the amount of stores (in% of total 
stores) where they each option is available.

For good flows the main indicators is “disap-
pointed customers” over time (the simulation 
counts the number of arriving customers that 
cannot fulfil their purchase for any reason). Addi-
tionally it is shown how many stores currently are 
closed (in%), which groups of goods currently 
are out of stock, how many perishable goods are 
destroyed over time, and how many planned deliv-
eries that fail (due to fuel shortages).
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Security related indicators are amount of cash 
in stores (implying increased robbery risk), number 
of shop lifting incidents, and the number of secu-
rity guards per store.

A performance area which has been suggested 
but been hard to implement thus far is “trust”. 
Although trust is a core value in society, it can be 
different kinds of trust (trust that you can obtain 
certain goods, trust in banks and stores, trust that 
you will be safe when being out in society). Our 
current interpretation is that trust depends on the 
other indicators and that is thus might be sufficient 
to only model them.

4.6 Replay-ability

After a short introduction into the learning goals, 
the computer simulation environment, the start 
scenario, and the way how the team can choose 
actions to influence the scenario, the team can play 
an optional number of rounds. When the start sce-
nario is introduced the simulation is paused at day 
1, day 3, day 6 and day 10 to show how the per-
formance measures slowly deteriorate.

When the team later plays itself  and chooses 
actions the simulation-games is initially paused 
at the same moments to be able to compare the 
new performance statistics with the earlier ones. 
Typically, it takes 10 to 20 minutes to discuss and 
decided on actions, so 1 to 1½ hour to play the full 
scenario once. Our expectation is that teams might 
succeed to play 3 rounds on a half-day (leaving 
time to sum up and debrief  the whole playing ses-
sions) and maybe 6–8 rounds one a full day (where 
the expectation is that playing speed slowly can be 
increased when the team plays more rounds as they 
get familiar with the simulation-game).

5 GAME DESIGN CHALLENGES

Most design choices have after some iterations and 
refinements evolved into more permanent choices 
where motivation why each respective choice was 
important gradually became more profound. 
Three design issues have been particularly chal-
lenging and are therefore interesting to highlight 
as potential areas for future research.

5.1 Validation

How to validate an unthinkable crisis escala-
tion scenario? Many of the interactions that are 
simulated in the computer simulation are based 
on slightly related incidents and expectations of 
experts we have interviewed. It is however hard to 
translate observed effects of poorly related cases 
or judge the imaginary power of the experts. There 

might be certain interactions that are hard to 
imagine and which are not correctly represented in 
our current simulation. Normally, when building 
a simulation of an existing system, there is some 
kind of real data to validate against. As the pur-
pose of crisis scenarios is to be far from the current 
equilibrium state, it is hard to foresee or imagine 
what relevant (new) elements and (new) interac-
tions and dependencies are. An interesting future 
research area is therefore to develop methods and 
tools to improve the validation of crisis scenarios 
and simulations.

5.2 Fidelity and playability

A major concern in our current design is that 
players easily can get stuck in details. Multiplying 
25 stores and several other actors with 3 decision 
points in time and roughly 15 different types of 
actions that each individual store can pick at each 
point in time results over 1000 potential actions 
which can be combined in infinite variations. Even 
though our simulation is a strong simplification 
of the actual complexity of our society, players 
might easily get lost here. It has particularly been 
clear that players easily can zoom in on individual 
decisions in individual stores and loose the “over-
all society helicopter view”. This is a typical risk of 
introducing a detailed computer simulation in the 
role playing simulation.

In our current design discussions different 
options are explored to handle this issue. One is 
to develop facilitator strategies to keep the playing 
teams on track (while keeping the fine granular-
ity of the computer simulation interface). Another 
is simplifying the computer simulation interface 
(i.e. limiting the amount or granularity of actions 
to be taken & decreasing the number of perform-
ance statistics). The latter has the danger that the 
simulation becomes to abstract and transferability 
between simulation-game learning and value of 
the lessons learned in real society is lost.

5.3 Time per playing round and number of rounds

A closely related concern is the number of playing 
rounds and the time per playing round for discus-
sion in the team. More round is preferable, but 
they should not become so short that players quit 
discussing their motivations and just guess. On the 
other hand, teams might get stuck in endless discus-
sions about which actions to choose without ever 
implementing them in the computer simulation.

Here, well-experienced facilitators are currently 
seen as the major viable option to fix this challenge. 
Alternative options could be to allow for playing 
the simulation independently at a distance after 
participating in the first facilitated team session.
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6 DISCUSSION AND CONCLUSION

During the last two full day workshops where the 
latest version of the simulation-game was tested it 
was concluded (by designers and potential play-
ers, i.e. representatives from societal sectors) that 
the current design potentially can increase insight 
in collective critical infrastructure resilience. The 
main challenge is to make sure that the team who 
plays the game does not get stuck in details (due 
to complexity) and that the game facilitation is of 
such quality that a reasonable playing speed and 
number of playing rounds is achieved in a session, 
while at the same time team players experience to 
have sufficient time in each playing round to come 
to thoughtful and well-motivated action packages.

Researchers and practitioners can benefit from 
an increased insight into the challenges of design-
ing simulation-games for critical infrastructure 
resilience analysis and training, as documented in 
this paper. Combining the insights from our design 
process with insights from alternative applications 
and approaches can increase the quality of our 
designs and thereby subsequently improve overall 
critical infrastructure resilience in society.
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