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Abstract 

Package management in Linux systems is a popular way to install and update software and 
the de facto standard on Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE. The 
software provided in the repositories can however differ when it comes to fixing 
vulnerabilities since package maintainers in some cases must implement some specific 
changes to the source used to build the software to make it compatible with the Linux system 
it is intended to be executed on.  
 
The Common Vulnerabilities and Exposures (CVE) standard provides a way to compare how 
fixes for vulnerabilities is handled on each Linux system where this work is aimed to examine 
if there exists different patterns when it comes to the time in days it took for a fix to emerge in 
the changelog for the software.  
 
This data is collected by using scripts in Linux to iterate through the National Vulnerability 
Database (NVD) which contains CVE entries, the severity score in terms of the impact of the 
vulnerability and references to which systems that the vulnerability affects. The dates are 
collected by using another script that iterates through the changelog of all available packages 
and saves the earliest date when the fix was issued. 
 
The results show that there is not enough statistical significance to reliably determine if a 
difference existed between the Linux distributions except when comparing OpenSUSE with 
Ubuntu, Debian and Fedora where significance was found which suggests that further study 
is needed. The comparison showed that Ubuntu, Debian and Fedora was slightly better than 
RedHat on average regarding the time windows between when a CVE was published to 
when a fix was mentioned in the changelog and OpenSUSE was slower than all other Linux 
distributions. 
 
Keywords: Linux, CVE, Vulnerability, Ubuntu, Debian, Fedora, RedHat, CentOS, 
OpenSUSE.



 
 

Abstrakt 
 
Att använda pakethanterare i Linux system är ett populärt sätt att installera och uppdatera 
mjukvara och är det främsta sättet som används av Ubuntu, Debian, Fedora, RedHat, 
CentOS och OpenSUSE. Mjukvaran som finns i Linux repositories kan dock skilja sig när det 
gäller att fixa sårbarheter eftersom package maintainers som är ansvariga för att bygga 
paketen ibland måste implementera specifika ändringar i källkoden för att mjukvaran skall 
vara kompatibel med den Linux distribution som den ämnad att köras på. 
 
Common Vulnerabilities and Exposures (CVE) standarden möjliggör att kunna jämföra hur 
en fix för sårbarheter i mjukvaran hanteras på varje Linux distribution där detta arbete ämnar 
att undersöka om det finns olika mönster när det gäller hur många dagar det tog för en fix att 
hittas i ändringsloggen för mjukvaran. 
  
Den data som kommer användas samlas in genom att använda script i Linux som itererar 
genom National Vulnerability Database (NVD) som innehåller CVE poster, en poäng som 
innebär vilken allvarlighetsgrad sårbarheten har och referenser till systemen som 
sårbarheten påverkar. Datumen samlas in med ett annat script som itererar genom alla 
ändringsloggar för alla tillgängliga paket och sparar det tidigaste datumet då en matchande 
fix hittades. 
 
Resultatet visar att det inte finns tillräckligt med statistisk signifikans för att tillförlitligt 
fastställa om en skillnad existerade mellan Linux distributionerna förutom när OpenSUSE 
jämfördes med Ubuntu, Debian och Fedora där signifikans hittades vilket tyder på ett behov 
av ytterligare studier inom ämnet. Jämförelsen visade att Ubuntu, Debian och Fedora var lite 
bättre än RedHat i genomsnitt när det gäller tidsfönstret mellan när en CVE publicerades till 
när en fix nämndes i ändringsloggen och sist kom OpenSUSE som var långsammare än alla 
andra Linux distributioner. 
 
Nyckelord: Linux, CVE, Sårbarhet, Ubuntu, Debian, Fedora, RedHat, CentOS, OpenSUSE. 
 



 
 

Summary 
 
In many server environments, Linux based operating systems running a multitude of services 
is a common occurrence. These services and other tools is often provided as packages 
which is software that can be installed through a package manager that handles all 
dependency resolution and installation to be able to use the software.  
 
On Linux systems, creating packages is done by package maintainers that build the software 
from source and adds the resulting package to a repository used to provide the required 
information to install and update the software. Most modern Linux systems use a package 
management system which provides an automatic and consistent way of installing software 
without the need for manual building from source. 
 
Package management on Linux systems can however have differences when it comes to 
patches for vulnerabilities where the process of building packages from source often needs 
to be customized for the Linux system it will run on. For this reason, some software might 
need to be rebuilt even if the Linux systems largely is based on the same core structure. 
 
This can create some time windows where a package has a vulnerability that is fixed on one 
Linux system but is still vulnerable on another Linux system. A widely adopted standard for 
enumerating and classifying a vulnerabilities is Common Vulnerability Exposures (CVE) 
which is publicly disclosed information about a vulnerability that can be used to find 
information regarding the vulnerability. 
 
These CVE are often used in changelogs of Linux packages to indicate if a vulnerability was 
fixed in a specific version of the software which provides a way to compare different Linux 
systems that use the CVE standard for listing fixes.  
 
In a study by Li, F., & Paxson, V. (2017) the lifecycle of the security patch development was 
studied to find out if a bug was security related and what the impact on the code base was 
when it comes to the patching process. This was done by collecting CVE data from external 
repositories by web-crawling which is similarly what was used to collect data used for this 
study. 
 
This study aimed to compare how the update patterns differentiate between the Linux 
distributions Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE which are commonly 
used for both server usage and desktops for end-users. Scripts in Linux collected the needed 
data from the local changelog and the National Vulnerability Database (NVD) that contained 
CVE entries, their severity rating regarding the impact of the vulnerability and references to 
the affect systems. 
 
The results shows that further study is needed to ascertain if a significant difference exists 
when comparing Ubuntu, Debian, Fedora, RedHat and OpenSUSE. This is since the only 
case where statistical significance was found in the resulting data was when OpenSUSE was 
compared to Ubuntu, Debian and Fedora. 
 
In the cases where significance was found, the Linux distributions Ubuntu, Debian and 
Fedora was faster than OpenSUSE when it comes to the time it took from the published date 
of a CVE to when a fix was mentioned in the changelog. 



 
 

Sammanfattning 
 
I många servermiljöer är Linuxbaserade operativsystem som kör en mängd av olika tjänster 
en vanlig förekomst. Dessa tjänster och andra verktyg är ofta tillgänglig som paket som är 
mjukvara vilka kan installeras genom en pakethanterare. Pakethanteraren hanterar alla 
beroende paket som behövs och installationen för att kunna använda mjukvaran. 
 
På Linux system skapas dessa paket av package maintainers som bygger mjukvaran från 
källkod och laddar upp det resulterande paketet till ett repository vilket är en databas som 
tillförser nödvändig information som behövs för att installera och uppdatera mjukvara. De 
flesta moderna Linux system använder ett system för pakethantering som möjliggör ett 
automatiskt och konsekvent sätt att installera mjukvara utan behovet att manuellt bygga från 
källkoden. 
 
Skillnader i pakethantering i Linux system kan dock finnas när det gäller att fixa sårbarheter 
där det i processen när ett paket byggs kan behövas skräddarsydda ändringar för Linux 
systemet som mjukvaran ska köras på. Av denna anledning kan mjukvara behöva byggas 
om från källkod även Linux systemen till största del är baserad på samma kärnstruktur. 
 
Detta kan skapa tidsfönster där ett paket har en sårbarhet som är fixad på ett Linux system 
men där samma paket är fortfarande sårbar på ett annat Linux system. En vanlig standard 
som används för att numrera och klassificera en sårbarhet är Common Vulnerability 
Exposures (CVE) som är publik tillgänglig information om en sårbarhet som kan användas 
för hitta relevant information gällande sårbarheten. 
Dessa CVE används ofta i ändringsloggar för Linux paket för att indikera om en sårbarhet 
har fixats i en specifik version av mjukvaran vilket möjliggör att kunna jämföra olika Linux 
system som använder CVE som standard för att indikera att en fix har implementerats. 
 
I ett arbete utfört av Li, F., & Paxson, V. (2017) studerades livscykeln för utvecklingen av 
säkerhetsrelaterade patchar där en identifiering gjordes för att se om en bugg var relaterad 
till säkerhet och vilket påverkan detta hade på kodbasen när det gäller patchningsprocessen. 
Detta gjordes genom att samla CVE data från externa repositories genom att använda en 
webbcrawler vilket är liknande vad används i den här studien för att samla data. 
 
Den här studien ämnade att jämföra hur uppdateringsmönster skiljer sig mellan Linux 
distributionerna Ubuntu, Debian, Fedora, RedHat, CentOS och OpenSUSE vilka är vanligen 
använda för både bruk som server och desktop för slutanvändare. Script i Linux samlade 
nödvändig data som behövdes från den lokala ändringsloggen och från National Vulnerability 
Database (NVD) som innehåller CVE poster, en poäng för allvarlighetsgraden för 
sårbarheten och referenser till system som påverkas av sårbarheten. 
 
Resultatet visar att ytterligare studier inom ämnet behövs för att säkerställa om en signifikant 
skillnad finns när Ubuntu, Debian, Fedora, RedHat och OpenSUSE jämförs. Detta eftersom 
det enda fallet där statistisk signifikans hittades i resulterande data som erhölls var när 
OpenSUSE jämfördes med Ubuntu, Debian och Fedora. 
 
I fallen där signifikans för värdena fastställdes var Linux distributionerna Ubuntu, Debian och 
Fedora snabbare än OpenSUSE när det gäller tiden det tog från när en CVE publicerades till 
att en fix nämns i ändringsloggen. 
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1 Introduction 

Software on Linux is most commonly installed and updated with a package manager where 
Linux distributions as Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE provides 
this functionality by default. Since these Linux distributions might have different 
implementations of the software that is built from the same source the time window for 
patching a vulnerability can differ depending on when a package maintainer updates the 
software. 
 
The results of this study is collected using a quasi-experiment where the information needed 
is the difference in date between when a vulnerability was published to when a fix that 
patches this vulnerability was found in the changelog of the software on each of these five 
Linux distributions. This time window is collected using scripts run in a Linux environment 
that parses the changelog of all available packages in the Linux distributions and also saves 
the severity rating from the National Vulnerability Database (NVD) to answer the two 
research questions in section 3.2.  
 
The collected data is then analyzed by comparing the average time windows and the value 
distribution of how many days it took from a CVE being published to when a fix is mentioned 
in the changelog for each Linux distribution. A summary of CVE data sorted by year will also 
be used to answer one of the research questions in section 3.2. 
 
This paper and study will be structured in the following way: First the background will be 
presented in section two, in section three the problem description will be presented, section 
four will present the method for the study, results is presented in section five. The conclusion 
is presented in section six, the discussion is presented in section seven and lastly, section 
eight discusses future work. 
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2 Background 

The following part aims to explain important concepts related to the study as well as act as 
an introduction to provide the knowledge for understanding the need for this study. 

2.1 Package management 

 
Figure 2.1: Package management (“Overview” by OpenSUSE) 
 
Installing software on the first Linux systems was in retrospect a very manual process where 
according to Negus, C. (2015) the software had to be acquired from the maintaining project, 
compiled to create runnable binaries and deployed on the target hardware. This however 
could pose some problems since a manually compiled package is not guaranteed to work 
with another system and sharing of pre-compiled software was not as easily accessible as in 
recent years. 
 
As a solution to this, package management systems is according to OpenSUSE. (n.d.) a set 
of tools that can consistently provide a method for installing, upgrading and removing 
software on a system. This greatly reduces the workload when installing and maintaining a 
Linux distribution since all resolution of dependencies as well as other required metadata is 
handled by the package manager. 

2.2 Package maintainers 
Packages on each distribution needs to be compiled in a way that suits the system running 
the operating system which creates some differences when packages on different 
distributions are built. 
 
This work is done by package maintainers for each distribution that according to Arch Linux. 
(2018) have the role of updating packages when new versions are available upstream and 
also field support the questions regarding possible bugs. These package maintainers can 
either be core developers that maintain the main repositories or trusted users that maintains 
unofficial/unsupported extra repositories who follows the required guidelines and policies. 

2.3 Upstream 

The term upstream in the case of a computer software refers to the project developing the 
program according to Sundaram, R. (2017) where one of the deviations from the upstream 
version can be patches made by package maintainers. 
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2.4 Repositories 
When a package is customized and built for a distribution by a package maintainer this 
resulting pre-built package is uploaded to a repository. A repository according to Canonical 
Ltd. (2017) is a software archive that stores these packages and makes it easy to install new 
software as well as providing more security since the packages is thoroughly tested and built 
to work for a specific version of the distribution.  
 
Each Linux distribution usually has a “main” repository that in the case of Ubuntu is the 
“Canonical-supported free and open-source software” main repository which contains the 
packages maintained by the developers of the Ubuntu distribution. 

2.5 CVE 

The Common Vulnerability Exposures (CVE) concept that later became the CVE list was 
according to MITRE corporation. (2017) first presented as a white paper by David E. Mann 
and Steven M. Christey who were the co-creators of CVE. This concept aimed to create an 
open standard for enumerating, naming and sharing publicly disclosed vulnerabilities in 
different software and services. 
 
This resulting concept according to Mann, D. E., & Christey, S. M. (1999) makes it possible 
to evaluate the comprehensiveness of various sources of information, relating vulnerability 
information from these by referring to a standard name, achieving independence for each 
vulnerability regardless of perspective of the CVE and sharing this information openly and 
public without restrictions. 
 
The format of a CVE is defined according to MITRE Corporation. (2018) as CVE-YYYY-
XXXX where YYYY is the year the CVE ID was assigned or the year when the vulnerability 
was made public and XXXX is a four or more sequence number for the CVE. 
 
In the year 1999, this standard was according to MITRE Corporation. (2017) released where 
the importance of this CVE was instantly endorsed by the cybersecurity community which led 
to a widespread adoption of the standard as early as the year 2000. This has led to new 
services that is synchronized to the CVE list and provides more functionality for the CVE 
standard where one of these is the National Institute of Standards and Technology (NIST). 
 
NIST according to MITRE Corporation. (2017) provides the National Vulnerability Database 
(NVD) which is described as a “comprehensive cybersecurity vulnerability database that 
integrates all publicly available U.S. Government vulnerability resources and provides 
references to industry resources” which also uses Security Content Automation Protocol 
(SCAP) that is a method for automatic vulnerability measurements, management as well as 
compliance evaluation for policies. 
 
Since most Linux distributions also has adopted this CVE standard for usage in changelogs 
for packages the possibility exists to reliably compare information regarding fixes for 
vulnerabilities by examining the differences between the changelogs of each distribution. 

2.6 Linux distributions 
A Linux distribution is according to Castro, J. D. (2016) “a set of components that are 
required to achieve a working Linux system”. There is an important distinction that is made 
when it comes to what Linux actually is where Linux is a kernel and not an operating system. 
When a user aims to install a Linux based operating system, the kernel needs to be 
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compiled, libraries and tools for the operating system to function needs to be built and 
security updates and other changes needs to be manually configured. 
 
As a simpler alternative, Linux distributions or distros exist to remove much of the manual 
work needed to create a functional Linux environment. What a Linux distribution provide is 
the included Linux kernel and often many other useful tools as desktop environments, 
automatic installers and built-in package management. 
 
There are many different types of Linux distributions to choose from depending on the 
intended usage where the distribution both can be community driven or be provided by 
companies with the goal of turning a profit by for example offering commercial support. 

2.7 Related work 
Li, F., & Paxson, V. (2017) performed a large-scale study that analyzed the lifecycle of the 
security patch development where more than 4000 bug fixes for over 3000 vulnerabilities 
was investigated which affected 682 open-source projects. The study used the NVD 
database where references to different open-source project sites was found by  web-crawling 
external repositories to find public disclosure dates and other relevant information to identify 
if the bug fixes was security related or not. 
 
The study also aimed to characterize the bug fixes as well as investigate to impact on the 
code base of the project, comparing non-security and security patches to find differences in 
the patching process. 
 
The results showed that security patches had smaller impact on the code bases with less 
lines of code and with the characterization of the security patches it was found that there 
existed shortcomings when it comes to quickly identifying and fixing them in a reliable 
manner. Furthermore, the study also found that the timing for public disclosure did not 
closely align with when the patch was applied which creates opportunities for attackers 
exploiting the vulnerability. 
 
Another study by Edwards, N., & Chen, L. (2012) examined the historical releases of 
Sendmail, Postfix, Apache httpd and OpenSSL to “show that the change in number and 
density of issues reported by the source code analyzer is indicative of the change in rate of 
discovery of exploitable bugs for new releases”. This was done by analyzing and classifying 
the code of related CVE where the results showed that between releases of the same 
software, the number of security issues identified by the analyzer correlated significantly to 
the rate of occurrences in of vulnerabilities in CVE. 
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3 Problem definition 
This following section will describe what the problem is and define the research questions 
that will be answered in the results section, the hypothesis for the expected results, to whom 
this work is meaningful for, the objectives for answering the research questions and the 
limitations. 

3.1 Aim 
The aim is to examine the differences in security update patterns between Ubuntu, Debian, 
Fedora, RedHat, CentOS and OpenSUSE by gathering statistical data from package 
changelogs to find patterns related to CVE fixes. Since the CVE standard provides a way to 
compare these different Linux distributions, the time window between when a vulnerability 
was reported to when the fix for the package was applied on each Linux distribution can be 
examined and compared.  
 
The aim of the study therefore is to compare if vulnerabilities generally persisted longer on 
any of the Linux distributions and what factors might relate to this where the result will 
conclude if there is a preferred Linux distribution among these when it comes to patching 
vulnerabilities. 

3.2 Research questions 
To answer the aim, the following research questions have been selected to determine the 
differences between the Linux distributions Ubuntu, Debian, Fedora, RedHat, CentOS and 
OpenSUSE when it comes to handling fixes for vulnerabilities. 
 

1. Are there any significant differences in update patterns for CVE fixes between the 
Linux distributions Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE? 

 
Research question 1 will be answered by collecting CVE data from both the NVD database 
and local changelogs to find the time window from when the CVE was published to when a 
fix was mentioned in the changelog. The difference will then be analyzed to find out if the 
samples has significance enough to reject a null hypothesis which means proving that a 
difference exists. 
 

2. How does shorter release cycles and offering commercial support affect the update 
frequency when comparing these Linux distributions? 

 
Research question 2 will be answered by comparing the resulting data of Ubuntu, Debian, 
Fedora and RedHat since these Linux distributions contrasts each other when it comes to 
release cycles and the type of support available. 

3.3 Hypothesis 
Since Ubuntu and Debian shares a large similarities when it comes to software the difference 
is expected to be small but both has differences though when it comes to release schedules 
of new versions of each distribution. Fedora and RedHat also share some of the code base 
of each other but where Fedora often is considered a Linux distribution with fast updates 
while RedHat is often considered more stable.  
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OpenSUSE is also included to provide some contrast to these similar distributions, where the 
theory is that there actually exists a difference between these five Linux distributions.  
 
This study therefore aims to disprove the null theory of all Linux distributions having the 
same time windows between when a fix for a vulnerability is mentioned in the changelog and 
the published date of the CVE which means proving that there exists a difference between 
the treatments used in the study. 

3.4 Motivation 
There has been increasing trends in recent years where more exploits targeted towards 
Linux systems have started to rise in alarming rates. A security report was published by AV-
TEST GmbH. (2018) that highlights the malware trends for different systems between 2016 
and 2017 where the number of attacking programs that targets Linux system was tripled 
during 2016 when compared to the previous year.  
 
These exploits might rely on vulnerabilities in programs installed in the systems that is also 
enumerated as a CVE where the patch that fixes this vulnerability can differ depending on 
when a new version of the package is built for the repository. This can cause a Linux 
distribution to be vulnerable for a longer time when compared to another Linux distribution 
where the patch was slower to be incorporated into the new version of the same package. 
 
The resulting window where the CVE fix is not applied could potentially mean that an 
attacker can remodel an exploit to work on a different distribution. 
 
For this reason, this study aims to provide a recommendation for system administrators as 
well as end-users when it comes to choosing a Linux distribution in regards to security 
considerations and also to raise awareness of what factors might influence this. 
 
The choice to use the Linux distributions Ubuntu, Debian, OpenSUSE, CentOS, RedHat and 
Fedora for this study is based on several observations as well as the nature of each 
distribution. According to the popularity list hosted by DistroWatch. (n.d.) the distributions 
Ubuntu, Debian, Fedora and OpenSUSE are as of April 2018 in the top ten most accessed 
pages on the website. This however as noted by DistroWatch. (n.d.) does not correlate to the 
actual usage or market share of each distribution, but rather a hints at the popularity of the 
distribution by counting unique IP-addresses that visit the page of each distribution. 
 
Some of these Linux distributions share many similarities but has differentiating features that 
could potentially influence the patching frequencies which is something this study will 
research the possibility of. Debian and Ubuntu shares a large codebase where Canonical 
Ltd. (n.d.) describes this their relation as “Debian is the rock on which Ubuntu is built” where 
Ubuntu is based on Debian but with some added features and a different release cycle as 
well as optional commercial support. 
 
This commercial support is a feature that Ubuntu offers in contrary to Debian which is only 
community supported. Fedora, RedHat and CentOS shares a similar relationship where both 
RedHat and CentOS is based on Fedora with CentOS being built from the RedHat code 
base and other sources to provide an alternative to RedHat. The difference between RedHat 
and Fedora is according to Red Hat, Inc. (n.d.) that although both are open source software, 
Fedora is a community driven distribution with the benefit for the community while RedHat is 
aimed to provide an enterprise IT solution where more focus is on stability rather than fast 
updates and new features which Fedora offers. 
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Furthermore, RedHat and CentOS according to Red Hat, Inc. (n.d.) serves different purposes 
where CentOS is a community driven open source project that is a platform considered 
relatively stable and with larger variation and RedHat being the platform that is focused on 
providing production environments which is hardened and certified as well as offering 
commercial support. 
 
Fedora on the other hand is a community driven open source project which according to 
Fedora Project. (n.d.) is described as “The Fedora community creates many of the technical 
features that have made Linux powerful, flexible, and usable for a wide spectrum of millions 
of users” generally considered as a distribution with the focus on innovation. 
 
As a further alternative, the OpenSUSE is another open source community driven project 
which according to OpenSUSE. (2014) is mainly focused on stability and flexibility. 
 
To summarize, the threat towards Linux has increased where the Linux distributions Ubuntu, 
Debian, Fedora, RedHat, CentOS and OpenSUSE will be used in this study to provide a 
recommendation and raise awareness of how the patching of vulnerabilities is handled on 
each of these Linux distributions. This is something that can be useful for both a system 
administrator and end-user when choosing a Linux distribution for production environments 
and desktop computers.  

3.5 Objectives 
To find answers to the research questions, the following objectives are specified. 
 

• Research the area and formulate a preliminary method for the pilot study. 
• Perform a pilot study in small scale to determine what differences exist for a single 

package when comparing the update frequency between Linux distributions and if 
they are comparable. 

• Collection and parsing of CVE data from the NVD vulnerability database and 
changelogs on each Linux distribution to a local database containing CVE data that 
will be used to compare all Linux distributions in this study. 

• Perform a small scale pseudo-experiment and a statistical study to determine the 
differences between the packages update frequency on each Linux distribution 
overall and on a yearly basis. 

• Compile the results and present graphs and tables to visualize the differences. 
• Analyze the data and perform research on what factors could influence the results as 

well as answering the research questions. 

3.6 Limitations 
The packages on the different Linux distributions will be limited to using the “main” repository 
of the Linux distribution to provide a more stable platform for comparing the official updating 
frequencies of each distribution. This limitation will therefore exclude any user, extra or 
proprietary repositories that might otherwise make the result differ too much due to different 
policies for updating, quality control or naming conventions. 
 
The scale of this study will be limited to using local changelogs and the NVD database 
without following references to each Linux projects own status pages for the CVE entries. 
The reason for this is that finding the correct information on websites that can have different 
formatting for different versions of the software could require very sophisticated web-crawling 
which is beyond the scope of this study. Locations of changelogs is different between Linux 
distributions where in this study the changelog functions of the package manager will be 
utilized if applicable. 
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A direct comparison will also be made for CVE shared across Linux distributions where the 
package name is the same. For this reason, the packages needs to exist on all distributions 
that are being compared. This also means that some packages will be excluded if it only 
exists in one of the distributions. Furthermore, only packages that has the same name on all 
distributions will be compared to reduce the manual labor needed to distinguish if packages 
is based on the same source. 
 
Packages might also differ in version numbers between different Linux distributions but the 
comparison will rely on comparing the CVE entries instead of versions. 
 
This study will collect data by using local changelog data and XML-files from the NVD 
database which means that the time window that will be analyzed is not representative of the 
time it actually took to provide a fix for the vulnerability but is instead used as a way to 
compare the Linux distributions. 
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4 Method 
In this section, the methods chosen for this experiment will be presented where the aim is to 
discuss methodology choices where a pilot study will first be performed to collect useful initial 
data and related information that the experiment can be based on. 

4.1 Pilot study 

A pilot study was performed to verify if there exists differences in the same packages across 
different Linux distributions when it comes to the applied fixes for CVE entries in the package 
changelog. The package used in this experiment was openssl that is a package that is very 
likely to exist and use the same name on multiple distributions and also plays an important 
role when it comes to the security of network transports used by the system. 
 
The Linux distributions used in this test were: Ubuntu, Debian, OpenSUSE, RedHat, CentOS 
and Fedora where a script was used to parse the changelog of this package and look for 
CVE entries on each of the distributions. For each found entry, the script saved the 
timestamp for when the patch was applied which resulted in 28 entries that existed on all six 
distributions.  
 
The NVD database was used to find the timestamp when the CVE was first published and 
the severity rating. It should be noted that the timestamp according to MITRE corporation. 
(2018) does not represent when the vulnerability was first discovered but rather when the 
CVE ID was issued to a CNA (CVE Numbering Authority). In this study, this timestamp will 
be used to provide a relative measurement when comparing the timestamps in the package 
changelogs and provide an even platform for finding the differences between the Linux 
distributions.  
 
The severity rating was saved to be able to sort the results where the number of high, 
medium and low impact can be seen in the following table: 
 
Table 1 Matching severity rates for CVE collected in pilot experiment 
Severity rating: High Medium Low 

Matching entries: 6 21 1 
 
To compare the Linux distributions when all data was collected, the timestamps of each 
distribution was first compared to the timestamp of when the CVE ID was issued and 
compiled into a list of number of days this timestamp differed.  
 
The results show that there exists differences between the Linux distributions where 
OpenSUSE, RedHat, CentOS and Fedora had a smaller window from when the CVE ID was 
issued to when the patch was applied to the package. This can be seen in the following chart 
where the average number of days this took for each CVE ID is presented for each Linux 
distribution:  
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Figure 4.1 Average number of days from the CVE Id was issued to a patch applied. 
 
The number of days from when the CVE ID was issued to when the patch was applied for 
each CVE can also be seen in the following diagram: 

 
Figure 4.2, Number of days until patch was applied for each CVE 
 
The results only represents the vulnerabilities that are shared between all distributions and 
only on the package openssl which makes it difficult to deduce if a pattern exists for update 
frequencies since more data from different samples is needed. What this pilot study showed 
however is that the data collection for the Linux distributions Ubuntu, Debian, Fedora, 
RedHat and OpenSUSE can be automated by fetching information from the NVD database. 
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CentOS contrary to this does not have references in the NVD database in the CVE entries 
that the data collection method later will utilize which could be a potential source of disruption 
in the experiment process and a threat to validation. Therefore, it is deduced from this pilot 
study that CentOS will be excluded when performing the main study to ensure a more solid 
result when automating the data collection and comparison. 

4.2 Empirical study 

An Empirical study is defined by Wohlin, C. (2012) as “used to investigate the effects of 
some input to the object under study” where to control the study and the related effects the 
inputs needs to be measured to describe what causes effects on the output as well as 
measuring the output. In this study, the different Linux distributions and the timestamps from 
the changelogs will determine the output update frequencies that is going to be observed. 
For this reason, an empirical study should be preferable where the design type will be a 
quasi-experiment. 

4.3 Quasi-Experiment 

Wohlin, C. (2012) defines a quasi-experiment as empirical enquiry that is similar to an 
experiment but without the random assignment of treatments to a subject. Instead, the 
treatments emerge from the characteristics of the subject or object in themselves.  
 
In this study, the Linux distributions that can be studied by using the NVD database is limited 
to the ones that is referenced in each CVE entry which makes a quasi-experiment more 
suitable as it according to Wohlin, C. (2012) compares factors based on the inherent 
properties of the subjects. 
 
Furthermore, this study will involve handling quantitative data which Wohlin, C. (2012) 
mentions that a quasi-experiment research strategy can be informed by both qualitative and 
quantitative data but experiments is almost purely quantitative since the data is of this nature 
with statistical methods then applied.  

4.4 Experiment method 

The strategy that will be used for this study is following the experiment process as defined by 
Wohlin, C. (2012) where an experiment is defined as when a situation needs to be controlled 
and the behaviors manipulated precisely and systematically with the possibility of more than 
one treatment. The process that will be followed is outlined by Wohlin, C. (2012) in these 
steps: 
 

1. Scoping 
2. Planning 
3. Operation 
4. Analysis and interpretation 
5. Presentation and package 

 
The main focus of this study will be on comparing the Linux distributions with the CVE as the 
shared way of finding differences. Therefore, the data collection is based on the NVD 
database which has XML-files provided for download that contains all CVE entries from the 
year 2002 to 2018 (the current year of this study). 
 



Fredrik Janson, b15freja@student.his.se 
 

12 
 

The XML-files for each year are named nvdcve-20XX.xml or nvdcve-2.0-20XX.xml where 2.0 
stands for the newer version of formatting used. For collection of data in this study, the newer 
version will be used since both standards have all entries regardless. Each XML-file has the 
data sorted by entry id where each of these are the full enumerated name of the CVE and a 
subtree of related data.  
 
To compare the differences between Linux distribution update frequencies and answer both 
research questions the method chosen is to find the timestamp of when a fix for a 
vulnerability was first mentioned in the changelog and compare that to the original timestamp 
of when the CVE was added to the NVD database. 
 
Therefore, all available packages on each Linux distribution will be processed to find the 
changelog entries that match certain search queries that correspond to a fix being applied for 
a vulnerability. This list of available packages can be generated by the using features of the 
package manager on each system. 
 
The NVD database and XML-files also contains a severity rating which is a value that 
according to National Vulnerability Database. (n.d.) “Provides an open framework for 
communicating the characteristics and impacts of IT vulnerabilities” and is a quantitative 
model that enables a standard for measuring the severity of the vulnerability which will be 
used in this study when presenting the results. 
 
Each entry in the XML-files also contains a reference to product, operating system, software 
or other technology that the vulnerability affects as well as the name of the affected package. 
This makes it possible to extract only the CVE entries that affects all Linux distributions in 
this study and also does not make the comparison dependent on the version of the Linux 
distribution. It also provides a way to summarize the number of CVE entries for each year 
which can be used for analyzing external factors that can affect the submission rate of CVE 
entries. 
 
The data needed for this study that will be extracted from the XML-files and package 
changelog is the following: 
 

• CVE enumerator name (with the format: CVE-YYYY-XXXX) 
• The name of the package 
• Timestamp when the CVE was added 
• Timestamp when a fix is mentioned in the changelog 
• CVSS score for severity rating 
• References to each Linux distribution compared in this study 

 
A statistical summarization will be performed when all data is collected where the differences 
in timestamps for all shared packages between the Linux distributions. 

4.5 Experiment implementation 

The empirical quantitative study is performed on virtualized instances of each Linux 
distributions with a minimal installation on a hypervisor. 
 
To perform the data collection automatically several scripts will be used that has different 
functionality. The purpose of the first script is to download all XML-files from the NVD 
database and save these to a local storage and then iterate through all files and try to find 
references to all Linux distributions compared in this study. 
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These references will be matched against the domain name of the website used by for the 
Linux distributions where for example the name “debian” can be used to identify if the 
package exists on Debian. Manual checks for CVE entries that does not match the 
references used in the search will be done to minimize the risk that some CVE entries are 
not excluded because of wrong formatting on the search terms. 
 
The resulting output of this script will be a database containing only the CVE entries that 
exist on each Linux distribution and the related data. Each timestamp saved is the first 
occurrence where a CVE matches the search query in cases where duplicate entries is 
found. This database will then be used by another script that is run on each Linux distribution 
where this script will iterate through the list of packages in the database and extract the 
timestamp from the changelog of the package by using the CVE enumerator name as the 
search term. 
 
A list of all available packages on the Linux distribution will also be generated to iterate 
through the changelog for cross reference against the NVD database. The procedure for 
OpenSUSE is different since the dnf package manager used by OpenSUSE does not save 
local changelog data where the alternative is to use the changelog hosted online by 
OpenSUSE. An example of how scripts for collecting changelog data from the Linux 
distributions can be found in Appendix A. 
 
The resulting output should then be another database that contains the CVE name, the 
package name and the timestamp for when the patch was applied as well as the severity 
rating for the CVE. Since there exists different standards in how the patches for CVE are 
presented in the changelog, some manual checks will be performed to ensure that a fix was 
applied on the correct timestamp which could otherwise be a threat to validity. A list of 
identified threats to validity can be found in Appendix B. 

4.6 Dependent variables 

The dependent variables is the variables in which the effects of applying the changes in by 
modifying the independent variables is studied (Wohlin, C. 2012). These metrics are the 
difference in timestamps between when a CVE fix was applied and the published date and is 
measured in days. 

4.7 Independent variables 

The independent variables is the variables that is modified or changed to examine the effect 
on the dependent variables (Wohlin, C. 2012). In this study, the Linux distribution is the 
independent variables (Ubuntu, Debian, Fedora, RedHat and OpenSUSE). 

4.8 Validity 
Validity is defined by Wohlin, C. (2012) as the trustworthiness of the results of a study and 
how much these are being influenced by the researchers’ subjective point of view. To 
achieve this, Wohlin, C. (2012) defines four aspects of validity that needs to be addressed - 
construct validity, internal validity, external validity and reliability.  
 
A list of all identified threats to validity that affects this experiment and the measures taken to 
minimize the impact or avoid these can be found in Appendix B. 
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Construct validity is defined by Wohlin, C. (2012) as what needs to be defined to correctly 
represent the stated terms. This is to give a better understanding of the experiment that is 
conducted by properly defining all stated terms. 
 
Internal validity is internal factors that can affect the result and according to Wohlin, C. (2012) 
of concern regarding causal reactions where if one factor affects another factor, a third 
unknown factor might also affect the investigated factors which causes a threat to internal 
validity. Because of this, this experiment is designed with strict control over the subjects that 
are being studied where the selection of factors needs to be comparable over multiple Linux 
distributions. 
 
External validity is defined by Wohlin, C. (2012) as an aspect which involves how it is 
possible to generalize the findings and what relevance the findings have for people outside of 
the investigated case where during the analyzing of this the researchers’ tries to find the 
what extent this is relevant to other cases. For this study this entails looking if the tools used 
for this experiment can be utilized for researching similar cases. 
 
Lastly, reliability is defined by Wohlin, C. (2012) as an aspect of how much the data and 
analysis is dependent on a specific researcher or if it can be replicated by other people. For 
this reason, the configurations and tools used in this study and the search queries used for 
the data collection can be found in Appendix C and D. 

4.9 Ethical aspects 
This study does not handle any personal information or involve human subjects since the 
NVD database and CVE lists are publicly disclosed material aimed to enumerate 
vulnerabilities on software and other products. All tests were also done on virtualized 
computers only which should exclude the need for addressing the ethical aspects of the 
study. 



Fredrik Janson, b15freja@student.his.se 
 

15 
 

5 Results 
This part aims to present the resulting data that was acquired from the changelogs of all 
available packages on each Linux distribution by using scripts and specific search terms to 
find the associated dates of CVE patches. All search queries that can be used to reproduce 
the list of identified CVE fixes is found in Appendix A.  
 
First, the overall result when comparing all five Linux distributions will be presented in a 
graph. Then, a description of the method used for determining significance will be presented. 
After this, a section for each Linux distribution used in the experiment follows which includes 
an individual summary of the resulting data for that distribution. Lastly, a direct comparison of 
CVE fixes that exists on all five Linux distributions will be presented and a summary of the 
yearly statistics for all CVE fixes. 
 
The following result was calculated from a total of 5928 unique CVE fixes found in the 
changelogs of the five distributions Ubuntu, Debian, Fedora, RedHat and OpenSUSE. 
 

Figure 5.1 Average number of days from the CVE was issued to a patch applied 
 
Figure 5.1 shows the average amount of days from the published date of the CVE to when a 
fix was found in the changelog for the corresponding package for each Linux distribution. 
 
The following section is the resulting data from parsing the NVD database and collection of 
CVE entries from the changelog of each package which is divided into the year when a CVE 
was published to show statistical information about the collected CVE data. 
 
The following graph shows the data collected by searching for all CVE entries from the NVD 
database and returning all entries with reference to Ubuntu, Debian, Fedora and OpenSUSE 
where 560 unique CVE entries was found. 
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Figure 5.2 Number of CVE published for Ubuntu, Debian, Fedora, RedHat and Fedora each year 
 
Figure 5.2 shows the amount of CVE entries that has references to Ubuntu, Debian, Fedora 
and OpenSUSE with the year that the CVE entry was published on the horizontal axis and 
the number of CVE entries that was published on the vertical axis. The most number of CVE 
that was published for all five Linux distributions was in the year 2008 with the year 2015 in 
close second. 
 

Figure 5.3 Average number of days until patch for Ubuntu, Debian, Fedora, RedHat and Fedora yearly 
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Figure 5.3 shows the average amount of days from when the CVE was published to when a 
fix was mentioned in the changelog on a yearly basis for each Linux distribution. The vertical 
axis represent the average number of days and the horizontal axis is the years in which the 
CVE was published. 
 

Figure 5.4 Combined number of CVE published for Ubuntu, Debian, Fedora, RedHat and Fedora yearly 
 
Figure 5.4 shows the average combined number of days from when a CVE was published to 
when a fix was mentioned in the package changelog. The vertical axis represent the 
combined average number of days for all Linux distributions and the horizontal axis shows 
the years when the CVE was published. The result shows that the year when the most 
combined days on average for a fix to emerge in the changelog was 2013 with 2011 and 
2012 close to the highest value. 

5.1 Significance 
To determine if there exists a significant difference between the compared datasets acquired 
from each distribution the Mann-Whitney U-test was used. 
 
The Whitney-Mann U-test is according to LaMorte, W. W. (2017) a popular non-parametric 
test that can be used to compare two independent samples by confirming if the samples are 
likely to derive from the same population. For this study, this can be used to disprove the null 
hypothesis that states that there exists no difference between the Linux distributions. 
 
The test works by assigning ranks to the values in both datasets and summarizing the ranks 
in each dataset where a Z-value is calculated from the result. The null hypothesis can be 
rejected if the Z-value is more extreme than the critical value defined by the appropriate 
reference distribution.  
 
This critical value is depends on the level of significance set in the test which in this study is 
0.05 resulting in the ability to reject the null hypothesis with 95 % confidence level. What this 
means is that any differences found was not only due to random variations in the data. 
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5.2 Ubuntu comparison 
To answer the research question “Are there any significant differences in update patterns for 
CVE fixes between five common Linux distributions for the server market?” the data collected 
was primarily dates which can then be used to get a measurement of the time window 
between when a CVE vulnerability was published in the CVE list and when a fix was 
specified in the changelog of the associated package.  
 
For Ubuntu, the number of CVE fixes found in the changelog was 2169 which is the basis for 
the calculation of the following data, a summary of the data collected can be found in 
Appendix D. 

 
Figure 5.5 Right-skewed distribution of CVE fixes for Ubuntu with all severity ratings 
 
Figure 5.5 shows the right-skewed distribution of the time window for each CVE with all 
severity ratings included which is ordered in the number of days on the horizontal axis with 
an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on Ubuntu. 
 
The result also showed that all CVE fixes for Ubuntu has an average number of days from 
the published date to when the fix was found in the changelog of 87.79 days. The median of 
all CVE fixes for Ubuntu was 46 and the standard deviation was 130.08.  
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Figure 5.6 Right-skewed distribution of CVE fixes for Ubuntu with high severity ratings 
 
Figure 5.6 shows the right-skewed distribution of the time window for each CVE with only 
high severity ratings included which is ordered in the number of days on the horizontal axis 
with an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on Ubuntu. 
 
The result also showed that all CVE fixes for Ubuntu has an average number of days from 
the published date to when the fix was found in the changelog of 78.38 days. The median of 
all CVE fixes for Ubuntu was 39 and the standard deviation was 114.03. 
 
Table 2 Ubuntu comparison with Whitney-Mann U-test for average days until patch on a yearly basis with 
95% significance 
Comparison One-tailed Two-tailed 

Ubuntu vs Debian No No 

Ubuntu vs Fedora No No 

Ubuntu vs RedHat No No 

Ubuntu vs OpenSUSE Yes  Yes 
 
Table 2 above shows that the only result that is significant when compared to Ubuntu is the 
comparison between Ubuntu and OpenSUSE where a one-tailed and two-tailed significance 
was found. This is indicative that drawing significant conclusions will not be possible in most 
cases with 95% confidence interval for Ubuntu. 
 
A summary of this data can also be found in Appendix D along with the other Linux 
distributions for comparison. 
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5.3 Debian comparison 
For Debian, the number of CVE fixes found in the changelog was 2039 which is the basis for 
the calculation of the following data, a summary of the data collected can be found in 
Appendix D. 

Figure 5.7 Right-skewed distribution of CVE fixes for Debian with all severity ratings 
 
Figure 5.7 shows the right-skewed distribution of the time window for each CVE with all 
severity ratings included which is ordered in the number of days on the horizontal axis with 
an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on Debian. 
 
The result also showed that all CVE fixes for Debian has an average number of days from 
the published date to when the fix was found in the changelog of 90.63 days. The median of 
all CVE fixes for Debian was 49 and the standard deviation was 131.05. 
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Figure 5.8 Right-skewed distribution of CVE fixes for Debian with high severity ratings 
 
Figure 5.8 shows the right-skewed distribution of the time window for each CVE with only 
high severity ratings included which is ordered in the number of days on the horizontal axis 
with an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on Debian. 
 
The result also showed that all CVE fixes for Debian has an average number of days from 
the published date to when the fix was found in the changelog of 80.33 days. The median of 
all CVE fixes for Debian was 40.5 and the standard deviation was 114.20. 
 
Table 3 Debian comparison with Whitney-Mann U-test for average days until patch on a yearly basis with 
95% significance 
Comparison One-tailed Two-tailed 

Debian vs Ubuntu No No 

Debian vs Fedora No No 

Debian vs RedHat No No 

Debian vs OpenSUSE Yes Yes 
 
Table 3 above shows that the only result that is significant when compared to Debian is the 
comparison between Debian and OpenSUSE where a one-tailed and two-tailed significance 
was found. This is indicative that drawing significant conclusions will not be possible in most 
cases with 95% confidence interval for Debian. 
 
A summary of this data can also be found in Appendix D along with the other Linux 
distributions for comparison. 
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5.4 Fedora comparison 
For Fedora, the number of CVE fixes found in the changelog was 827 which is the basis for 
the calculation of the following data, a summary of the data collected can be found in 
Appendix D. 

 
Figure 5.9 Right-skewed distribution of CVE fixes for Fedora with all severity ratings 
 
Figure 5.9 shows the right-skewed distribution of the time window for each CVE with all 
severity ratings included which is ordered in the number of days on the horizontal axis with 
an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on Fedora. 
 
The result also showed that all CVE fixes for Fedora has an average number of days from 
the published date to when the fix was found in the changelog of 90.59 days. The median of 
all CVE fixes for Fedora was 56 and the standard deviation was 116.53. 
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Figure 5.10 Right-skewed distribution of CVE fixes for Fedora with high severity ratings 
 
Figure 5.10 shows the right-skewed distribution of the time window for each CVE with only 
high severity ratings included which is ordered in the number of days on the horizontal axis 
with an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 15 days on Fedora. 
 
The result also showed that all CVE fixes for Fedora has an average number of days from 
the published date to when the fix was found in the changelog of 90.84 days. The median of 
all CVE fixes for Fedora was 56 and the standard deviation was 136.07. 
 
Table 4 Fedora comparison with Whitney-Mann U-test for average days until patch on a yearly basis with 
95% significance 
Comparison One-tailed Two-tailed 

Fedora vs Ubuntu No No 

Fedora vs Debian No No 

Fedora vs RedHat No No 

Fedora vs OpenSUSE Yes Yes 
 
Table 4 above shows that the results that is significant when compared to Fedora is the 
comparison between Fedora and OpenSUSE where a one-tailed and two-tailed significance 
was found. This is indicative that drawing significant conclusions will be possible in most 
cases with 95% confidence interval for Fedora. 
 
A summary of this data can also be found in Appendix D along with the other Linux 
distributions for comparison. 
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5.5 RedHat comparison 
For RedHat, the number of CVE fixes found in the changelog was 526 which is the basis for 
the calculation of the following data, a summary of the data collected can be found in 
Appendix D. 

Figure 5.11 Right-skewed distribution of CVE fixes for RedHat with all severity ratings 
 
Figure 5.11 shows the right-skewed distribution of the time window for each CVE with all 
severity ratings included which is ordered in the number of days on the horizontal axis with 
an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 35 days on RedHat.  
 
The result also showed that all CVE fixes for RedHat has an average number of days from 
the published date to when the fix was found in the changelog of 113.91 days. The median of 
all CVE fixes for RedHat was 70 and the standard deviation was 127.43. 
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Figure 5.12 Right-skewed distribution of CVE fixes for RedHat with high severity ratings 
 
Figure 5.12 shows the right-skewed distribution of the time window for each CVE with only 
high severity ratings included which is ordered in the number of days on the horizontal axis 
with an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 15 days on RedHat. 
 
The result also showed that all CVE fixes for RedHat has an average number of days from 
the published date to when the fix was found in the changelog of 90.22 days. The median of 
all CVE fixes for RedHat was 58 and the standard deviation was 97.78. 
 
Table 5 RedHat comparison with Whitney-Mann U-test for average days until patch on a yearly basis with 
95% significance 
Comparison One-tailed Two-tailed 

RedHat vs Ubuntu No No 

RedHat vs Debian No No 

RedHat vs Fedora No No 

RedHat vs OpenSUSE No No 
 
Table 5 above shows that none of the result was significant when compared to RedHat. This 
is indicative that drawing significant conclusions will not be possible in any of the cases with 
95% confidence interval for RedHat. 
 
A summary of this data can also be found in Appendix D along with the other Linux 
distributions for comparison. 
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5.6 OpenSUSE comparison  
For OpenSUSE, the number of CVE fixes found in the changelog was 467 which is the basis 
for the calculation of the following data, a summary of the data collected can be found in 
Appendix D. 

Figure 5.13 Right-skewed distribution of CVE fixes for OpenSUSE with all severity ratings 
 
Figure 5.13 shows the right-skewed distribution of the time window for each CVE with all 
severity ratings included which is ordered in the number of days on the horizontal axis with 
an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was approximately 5 days on OpenSUSE.  
 
The result also showed that all CVE fixes for OpenSUSE has an average number of days 
from the published date to when the fix was found in the changelog of 141.14 days. The 
median of all CVE fixes for OpenSUSE was 67 and the standard deviation was 310.20. 
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Figure 5.13 Right-skewed distribution of CVE fixes for OpenSUSE with high severity ratings 
 
Figure 5.13 shows the right-skewed distribution of the time window for each CVE with only 
high severity ratings included which is ordered in the number of days on the horizontal axis 
with an increasing bin size of 5 and the number of matching CVE fixes in the vertical axis 
correspond to the time window. The result showed that the most common number of days for 
a CVE to be fixed was tied with approximately 5 and 15 days on OpenSUSE. 
 
The result also showed that all CVE fixes for OpenSUSE has an average number of days 
from the published date to when the fix was found in the changelog of 134 days. The median 
of all CVE fixes for OpenSUSE was 57 and the standard deviation was 348.61. 
 
Table 6 OpenSUSE comparison with Whitney-Mann U-test for average days until patch on a yearly basis 
with 95% significance 
Comparison One-tailed Two-tailed 

OpenSUSE vs Ubuntu Yes Yes 

OpenSUSE vs Debian Yes Yes 

OpenSUSE vs Fedora Yes Yes 

OpenSUSE vs RedHat No No 
 
Table 6 above shows that the results that is significant when compared to OpenSUSE is the 
comparison between OpenSUSE, Ubuntu, Debian and Fedora where a one-tailed and two-
tailed significance was found. This is indicative that drawing significant conclusions will be 
possible in most cases with 95% confidence interval for OpenSUSE. 
 
A summary of this data can also be found in Appendix D along with the other Linux 
distributions for comparison. 
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5.7 Direct comparison 
The following data is collected from 20 shared CVE that existed in all five Linux distributions 
and is extracted from all 5928 CVE used in this study by matching the package name. 

Figure 5.14 Direct comparison for CVE existing on Ubuntu, Debian, Fedora, RedHat and OpenSUSE 
 
Figure 5.14 shows the average number of days from when a CVE was published to when a 
fix was mentioned in the changelog for packages shared between all Linux distributions only. 
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6 Conclusion 
In this section the findings of this study will be presented in relation to the research 
questions. These questions can be found in section 3.2 and is as follows: 
 

1. Are there any significant differences in update patterns for CVE fixes between the 
Linux distributions Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE? 

 
A conclusion can be drawn from the result that a difference in update patterns exists for 
these five Linux distributions for all severity scores. However, the comparison to find if the 
result was significant showed that the null hypothesis could be disproved in only some of the 
cases. The comparison to find the significance of the average amount of days it took from 
when a CVE was published to when a fix was mentioned in the changelog for each year 
showed that the cases where the result was significant was when comparing OpenSUSE 
with Ubuntu, Debian and Fedora where both a one tailed and two tailed significance was 
observed in all cases. 
 
For the individual CVE data with all severity ratings included for each Linux distribution, 
Ubuntu was shown to have the lowest number of days on average from when a CVE was 
published on the CVE list to when a fix was mentioned in the changelog with Debian and 
Fedora being close within 3-3.1% higher average corresponding close to a 3 day difference. 
 
RedHat and OpenSUSE was shown to have a higher average for the same comparison 
where RedHat when compared to Ubuntu has a 26.12% higher average amount of days 
before a fix was mentioned in the changelog. OpenSUSE has the highest amount of days on 
average with a 37.8% difference from Ubuntu and a 19.3% difference from RedHat. 
 
When performing the pilot study to examine if the Linux distributions could be compared, 
CentOS was shown to not always have references in the NVD database and was therefore 
excluded from the study making it is not possible to answer research question 1 regarding 
this Linux distribution. 
 
To easier draw conclusions about the normal distribution of the time window for CVE fixes a 
line is drawn at 90 days where all fixes within this time slot will be compared between the five 
Linux distributions. The reason for using this timeframe is that 90 days is a commonly used 
value for bug fixing and where many of the instances in the result was within this time 
window. 
 
When it comes to Ubuntu and Debian, both was evenly matched when compared within a 90 
day window from when the CVE was published where both had 70% of all CVE fixes within 
this time slot. This is something that could be expected since the repository data is both 
based on the Debian packages which is synced by Ubuntu if no specific changes for Ubuntu 
is implemented. 
 
Fedora and RedHat shares a similar relationship when it comes to package origin but 
exhibited larger differences in the pattern for CVE fixes for each. The normal distribution of 
the average days until patch was mentioned in the changelog showed that Fedora when 
compared to RedHat had a larger share of patches made in less time than RedHat that 
instead had a larger spread of the average days it took to fix the vulnerability.   
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This was deduced by looking at a 90 day window from when the CVE was published where 
Fedora had 68% of all CVE fixes within this time slot contrary to RedHat that resulted in 57% 
of all CVE fixes. 
 
OpenSUSE was shown to have a smaller share of the fixes made within a 90 day window 
when compared to Ubuntu, Debian and Fedora where the number of CVE fixes was 
calculated to 60% of all CVE fixes. 
 
To summarize the 90 day time slot for each individual Linux distribution, Ubuntu and Debian 
showed the largest amount of CVE fixes with 70% of all CVE fixes within this time slot. After 
this comes Fedora with 68% and OpenSUSE with 60%. The Linux distribution that had the 
least amount of fixes within this time slot was RedHat. 
 
Looking back to the research question, the difference observed for all severity ratings was 
2% between both Ubuntu and Debian when compared to Fedora. The difference between 
OpenSUSE and both Ubuntu and Debian was 10% while RedHat had a 13% difference. 
 
For the individual CVE data with only high severity ratings included for each Linux 
distribution, Ubuntu was also shown to have the lowest number of days on average from 
when a CVE was published on the CVE list to when a fix was mentioned in the changelog 
with Debian being the closest with 2.42% higher average corresponding close to a 2 day 
difference. 
 
Fedora and RedHat was shown to have very similar average for CVE data with high severity 
where the difference between them was only 0.7%. Both of these when compared to Ubuntu 
with the lowest average had a difference of 13.1% for RedHat and 13.7% for Fedora. 
OpenSUSE had again the highest average where the difference from Ubuntu was 41.5%. 
 
When looking within a 90 day window again both Ubuntu and Debian was closely matched in 
a comparison with 73.83% of all fixes inside the 90 day range for Ubuntu and 73.12% for 
Debian. For Fedora and RedHat the difference was larger where Fedora had 70.96% of all 
fixes within the 90 day window while RedHat had 64.42%. OpenSUSE was shown to have 
the least of the fixes within the 90 day window with 64.13% of these inside the range. 
 
For the direct comparison, the results show that the same pattern as with the average 
number of days until patch for the individual comparison where Ubuntu, Debian and Fedora 
has only small differences with RedHat having slightly longer average and OpenSUSE being 
the slowest. This result was however used as comparative measure to examine if the 
patterns matched the individual datasets considering it was only derived from 20 CVE that 
was shared between all five Linux distributions. 
 
Since the results show that the distribution of the values for all of the five Linux distributions 
was right skewed implies that the patching process for all related Linux communities in this 
study has a similar pattern. This pattern also show that the patching times tended more 
towards a shorter timeframe which should be preferable when considering the security of 
software for operating systems. 
 
As the yearly statistics of the patch times from when a CVE was published to when it was 
mentioned in the changelog did not show a clear increasing or decreasing trend, a 
conclusion if a pattern exists that can be used as a prediction for how future vulnerabilities 
will be patched could not be drawn. 
 

2. How does shorter release cycles and offering commercial support affect the update 
frequency when comparing these Linux distributions? 
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In the case of Ubuntu and Debian, these two Linux distributions showed only minor 
differences when it comes to the average amount of days it took until a CVE fix was added to 
the changelog. The number of fixes within the 90 day timeslot was however identical which 
suggests in this case that there exists little to no difference between Ubuntu which has a 
shorter release cycle contrary to Debian and the fact that Ubuntu offers commercial support. 
For this reason and the fact the null hypothesis could not be disproved, a correlation between 
shorter release cycles and offering commercial support could not be proven. 
 
The difference between Fedora and RedHat was larger however where both the average 
time window for CVE fixes and the number of fixes within the 90 day window both was in 
favor of Fedora. In this case, there might be a correlation between a shorter release cycle 
which Fedora offers and the commercial support that RedHat provides but this correlation in 
itself does not provide enough evidence to support this theory since Ubuntu and Debian 
showed only minor differences. This is also further supported by that the null hypothesis 
could not be disproved when comparing Fedora and RedHat. 

6.1 Summary and contribution 

The aim of this study was to examine the differences in security update patterns between the 
Linux distributions Ubuntu, Debian, Fedora, RedHat, CentOS and OpenSUSE where the 
results of the first aspect of the study showed that a significant difference existed between 
OpenSUSE and Ubuntu, Debian and Fedora when comparing patching times. 
 
For the second aspect, this study aimed to investigate if these differences could correlate to 
different types of Linux distributions where the factors of shorter release cycles and offering 
commercial support was analyzed. This correlation could not be proven since a significant 
difference could not be found for the Linux distributions that had contrasting features 
regarding the release cycles and support type. 
 
What this implies is that further study is needed to support any claims of differences between 
some of the Linux distributions regarding shorter release cycles and commercial support. 
 
This study also attempted to examine how the trend of patching times can provide insight 
into how this could be handled in the future where the yearly statistical result showed no 
implications of a positive or negative trend. 
 
For the contribution of this study, the conclusions and result can provide a recommendation 
of which Linux distribution to choose when considering the aspect of patching times for 
software on the system. Furthermore, this study can also provide some insight into some 
aspects of the patching process and raise awareness that differences exists between Linux 
distributions regarding this which can be useful for both a system administrator and end-
users. 
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7 Discussion 
This section will present what aspects of the study that could have been done differently. 
 
The method used to collect data in this study was by searching through changelogs for 
specific search queries and parsing XML-files to find the difference between the date when a 
CVE was published on the CVE list and the date when a fix was mentioned in the changelog. 
This however does not provide an accurate measurement of when a vulnerability was 
actually detected in the software but was instead used as common factor for comparing the 
Linux distributions. 
 
If there was less time constraints to perform the study, the method of collecting the data 
could be expanded to use web crawling to find out the actual disclosure date for each 
vulnerability by following the references to CVE entries in the XML files. This could provide a 
more actual representation of the time it took for a patch to be released for the vulnerability. 
 
Furthermore, the fact that the null hypothesis could not be disproven in other cases than 
when OpenSUSE was compared against Ubuntu, Debian and Fedora suggests that the work 
done in this study needs further research to find out if a correlation exists between the 
update patterns of each Linux distribution. 
 
Regarding the contribution of this study, since significance was found in the cases where 
OpenSUSE was compared against Ubuntu, Debian and Fedora this study can provide the 
recommendation for a system administrator or end-user that OpenSUSE should not be 
preferred if maximum security is prioritized when choosing a Linux distribution. 
 
When considering the research ethical aspects of the study, this study is an observation of 
vulnerability data where the results show that a difference exists between OpenSUSE and 
Ubuntu, Debian and Fedora. However, system administrators and end-users might prefer 
one system over another based on the features that a system provides which should not be 
criticized since a large focus of the Linux community is the freedom of choice. 
 
What this study can be used for in this case is provide some awareness of issues in the 
Linux distribution which should not stop a system administrator and end-user from using the 
system but instead inspire thoughts about how security is handled and how it can be 
improved.  
 
When looking at yearly statistics of the patching times for each Linux distribution, a clear 
trending pattern could not be established which if found could provide an interesting insight 
into how the current patching process could be handled in the future. This was deduced from 
examining average results which is only one of the factors that could be investigated to 
provide further insight into future trends of this area. 
 
Considering that Linux based operating systems is often used to host websites and in some 
cases, vital services, a future prediction from the researcher of this study is that this area will 
probably be highly relevant in the future where many different aspects of the patching 
process could be investigated. 



Fredrik Janson, b15freja@student.his.se 
 

33 
 

8 Future research 
This section will present what future research could be performed in order to improve this 
research. 
 
In this study, the update patterns of the Linux distributions Ubuntu, Debian, Fedora, RedHat 
and OpenSUSE was analyzed. These are however only a small part of the systems and 
products that use CVE enumerators for listing vulnerabilities where a future study could 
either expand on the comparison of these five Linux distributions or analyze the patterns for 
patching CVE vulnerabilities on other systems. 
 
This can both include appliances designed for security and other operating systems which 
might require access to the related hardware or paid licenses. 
 
Another aspect that can be expanded on beyond comparing Linux distributions is to make a 
comparison of each package where this comparison for example could analyze the 
differences between software categories which might include security related or other critical 
services. 
 
Furthermore, there are many aspects of the patching process that could be investigated 
where the focus of this study was to examine average values. Another study could for 
example examine the behaviors of different Linux communities by performing a qualitative 
study that asks questions to package maintainers of the Linux distribution to find out if 
differences exists regarding the attitude towards patching vulnerabilities. 
 
As a closing remark, considering the rising popularity of Linux for both server and desktop 
usage makes future studies highly relevant and an important topic that needs to be further 
investigated in order to find out what level of trust a system administrator and end-user can 
have in the technology they use. 
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Appendix A - Data collection 
Patterns used to find patching dates in changelog with case insensitive regular expressions 
pattern matching: 
 
Table 7 Regular expression search queries used for the data collection 

Patterns Ubuntu Debian Fedora RedHat OpenSUSE 
Fix CVE-YYYY-XXXX X X X X X 

Fix for CVE-YYYY-XXXX X X X X X 

Fixing CVE-YYYY-XXXX X X X X X 

Fixed CVE-YYYY-XXXX X X X X X 

Fixes CVE-YYYY-XXXX X X X X X 

Fix CVE-YYYY-XXXX, CVE-YYYY-XXXX ... X X X X X 

Applied fix for: 
*CVE-YYYY-XXXX.patch 
*CVE-YYYY-XXXX.patch 

X X    

 
Script used for Ubuntu, Debian and Fedora written in Perl. Replace line under “Get 
changelog” for the corresponding system: 
 
parseChangelog.plx 
#!/usr/bin/perl 
 
use strict; 
use warnings; 
 
my $input = $ARGV[0]; 
my $output = $ARGV[1]; 
 
open(my $in_fh, '<', $input) or die "Cannot open the file '$input' for read: $!"; 
open(my $out_fh, '>', $output) or die "Cannot open the file '$output' for write: 
$!"; 
 
my @searchQueries = qw( 
  fix\sCVE\-\d{4}\-\d+ 
  fix\sfor\sCVE\-\d{4}\-\d+ 
  fixing\sCVE\-\d{4}\-\d+ 
  fixed\sCVE\-\d{4}\-\d+ 
  fixes\sCVE\-\d{4}\-\d+ 
  fix\s(?:CVE\-\d{4}\-\d+,*\s*)+ 
); 
 
my $changelogEntryRegex = qw((\s*?[a-zA-Z]{3}\s*?[a-zA-
Z]{3}\s\d{1,}\s*?\d{4}.*?\<.*?\>.*?)(?:\s\*|$)); 
my $dateExtractRegex = qw(\s*?[a-zA-Z]{3}\s*?([a-zA-Z]{3}\s\d{1,}\s*?\d{4})); 
  
my $packageCount = 0; 
my $matchingPackages = 0; 
 
my ($totalPackageCount) = (`wc -l $input` =~ /(\d.*?)\s/); 
 
while (my $line = <$in_fh>) 
{ 
  chomp $line; 



 

 
 

 
  ### Get changelog ### 
  #my $changelog = `rpm -q --changelog $line`; # Uncomment for Fedora 
  #my $changelog = `apt-get changelog $line`; # Uncomment for Ubuntu and Debian 
  #my $changelog = `repoquery --changelog $line`; # Uncomment for RedHat 
 
  ### Check if CVE entries exists in the changelog ### 
  if ($changelog =~ /CVE\-\d{4}\-\d+/i) { 
     
    ### Print package identifier in output file ### 
    print "START ($line)\n"; 
 
    ### Extract changelog entries in blocks ### 
    my (@changelogEntries) = ($changelog =~ /$changelogEntryRegex/sg); 
 
    ### Iterate through all changelog entries ### 
    for my $i (0 .. $#changelogEntries) { 
 
      ### Extract entry content ### 
      my @content = (split /\n/, $changelogEntries[$i]); 
 
      ### Extract the date of the entry ### 
      my ($date) = ($changelogEntries[$i] =~ /$dateExtractRegex/); 
      
      ### Iterate through the content to find CVE data ### 
      for my $c (0 .. $#content) { 
        for my $q (0 .. $#searchQueries) { 
          if ($content[$c] =~ /$searchQueries[$q]/i) { 
            $foundMatch = 1; 
           } 
         } 
 
         ### If match is found save all CVE data ### 
        if ($foundMatch) { 
          my @foundCVEs = ($content[$c] =~ /(CVE\-\d{4}\-\d+)/g); 
          for my $p (0 .. $#foundCVEs) { 
            print "$foundCVEs[$p],$date\n"; 
          } 
        } 
      } 
    } 
 
    $matchingPackages = $matchingPackages + 1; 
 
  } 
 
  $packageCount = $packageCount + 1; 
 
  ### Printing status ### 
  system("clear"); 
  print "\nParsing package \($packageCount\/$totalPackageCount\)\n"; 
  print "Current package: $line\n"; 
  print "Matching packages: $matchingPackages\n"; 
} 
 
print "Done\n"; 
 
close $in_fh; 
close $out_fh; 

 



 

 
 

Python script for OpenSUSE: 
 
parseOpenSUSE.py 
from lxml import html 
import requests 
import re 
import time 
 
inputfile = open("filename1", "r") 
outputfile = open("filename2", "w") 
 
for line in inputfile: 
  package = line.rstrip() 
  print('Processing 
https://build.opensuse.org/package/view_file/openSUSE:Factory/' + package + '/' + 
package + '.changes') 
  page = 
requests.get('https://build.opensuse.org/package/view_file/openSUSE:Factory/' + 
package + '/' + package + '.changes') 
  tree = html.fromstring(page.content) 
 
  content = tree.xpath('//textarea[@class="editor"]/text()') or 
tree.xpath('//span[@class="ui-icon ui-icon-alert"]/text()') 
     
  if re.search("not found in project", content[0]): 
    print('Got 404, skipping') 
    continue 
     
  entries = re.findall("[a-zA-Z]{3}\s*?[a-zA-Z]{3}\s*?\d{1,2}.*?\d{4}\s*?\-.*?\-
{20}", content[0], re.DOTALL) 
 
  outputArray = [] 
 
  for i in range(len(entries)): 
     
  date = re.search("[a-zA-Z]{3}\s*?([a-zA-Z]{3}\s*?\d{1,2}.*?\d{4})\s*?\-", 
entries[i]) 
         
  re.match(r'fix\sCVE\-\d{4}\-\d+', entries[i]): 
    foundMatch = 1 
  re.match(r'fix\sfor\sCVE\-\d{4}\-\d+', entries[i]): 
    foundMatch = 1 
  re.match(r'fixing\sCVE\-\d{4}\-\d+', entries[i]): 
    foundMatch = 1 
  re.match(r'fixed\sCVE\-\d{4}\-\d+', entries[i]): 
    foundMatch = 1 
  re.match(r'fixes\sCVE\-\d{4}\-\d+', entries[i]): 
    foundMatch = 1 
  re.match(r'fix\s(?:CVE\-\d{4}\-\d+,*\s*)+', entries[i]): 
    foundMatch = 1 
 
  if foundMatch: 
    fixMatches = re.findall("CVE\-\d{4}\-\d+", entry[j], re.DOTALL) 
    for k in range(len(fixMatches)): 
      outputArray.append(fixMatches[k] + ',' + date.group(1) + '\n') 
        foundMatch = 0 
 
  if len(outputArray) > 0: 
    outputfile.write('PACKAGE (' + package + ')\n') 
    for m in range(len(outputArray)): 
      outputfile.write(outputArray[m]) 

 



 

 
 

Script used to find published date of a CVE: 
  
findCVEdate.plx 
#!/usr/bin/perl 
 
use strict; 
use warnings; 
 
my $input1 = $ARGV[0]; 
my $input2 = $ARGV[1]; 
my $output = $ARGV[2]; 
 
open(my $in_fh1, '<', $input1) or die "Cannot open file '$input1' for read: $!"; 
open(my $in_fh2, '<', $input2) or die "Cannot open file '$input2' for read: $!"; 
open(my $out_fh, '>', $output) or die "Cannot open file '$output' for write: $!"; 
 
my @lines = <$in_fh1>; 
my $content = join('', @lines); 
 
while (my $line1 = <$in_fh2>) 
{ 
 chomp $line1; 
 my (@date) = ($content =~ 
/\<item\stype\=.*?name\=\"$line1\".*?\<phase\sdate\=\"(\d{4})(\d{2})(\d{2})\".*?\
<\/item\>/s); 
 print $out_fh ("$line1,$date[0]-$date[1]-$date[2]\n"); 
} 
 
close $in_fh1; 
close $in_fh2; 
close $out_fh; 
 
Another script written in Python was used to extract the CVE entries in XML-files downloaded 
from the NVD database to find the entries with references to all five Linux distributions used 
in this study. 
 
findCVEentries.py 
#!/user/bin/python 
 
try: 
    import xml.etree.cElementTree as ET 
except ImportError: 
    import xml.etree.ElementTree as ET 
 
import sys 
 
arg = str(sys.argv[1]) 
 
tree = ET.ElementTree(file=arg) 
root = tree.getroot() 
 
print("Starting processing of file: " + arg) 
 
count = 0 
for level_1 in root: 
  foundDebian = 0 
  foundUbuntu = 0 
  foundFedora = 0 
  foundRedHat = 0 
  foundOpenSUSE = 0 
  for level_2 in level_1: 
    for level_3 in level_2: 



 

 
 

      if ('reference' in level_3.tag): 
        url=level_3.attrib['href'] 
        if ('debian' in url): 
          foundDebian = 1 
        if ('ubuntu' in url): 
          foundUbuntu = 1 
        if ('fedora' in url): 
          foundFedora = 1 
        if ('redhat' in url): 
          foundRedHat = 1 
        if ('opensuse' in url): 
          foundOpenSUSE = 1 
 
  if (foundDebian and foundUbuntu and foundFedora and foundRedHat and 
foundOpenSUSE): 
    count = count + 1 
 
print('Total number of matching CVEs in ' + arg + ': ' + str(count)) 

 



 

 
 

Appendix B - Validity threats 
The following table shows possible threats to validity, the potential issues and what 
measures has been taken to avoid them: 
 
Table 8 Validity threats, potential issues and measures taken 
Threat to validity Potential issues Measures taken to avoid 

Multiple CVE entries 
with the same name 
in changelog 

Can create faulty data 
when it comes to 
comparing the patterns 
for patching of packages 

The output dates for each matching 
CVE found is saved and sorted to find 
the earliest date to determine the “first 
response” patching of packages 

CVE vulnerability was 
already patched 
before the fix was 
mentioned in 
changelog 

Can create some faulty 
data when it comes to 
the time windows for 
patches 

The results is analyzed as a overall 
comparison with some periodic random 
tests to check if any errors exists in the 
times 

Failing to detect 
some fixes for CVE 
vulnerabilities 

Results in less data to 
compare when looking 
at CVE that exists on all 
Linux distributions 

Using specific search queries when 
parsing the changelog and potential 
with periodic random tests to check the 
validity of the data 

The published date of 
a CVE in the CVE list 
is not the same as 
when the vulnerability 
was detected 

Makes the data not 
reflect the actual time it 
took for a patch to 
emerge in the changelog 
from the time when the 
vulnerability was first 
discovered 

For this reason, the published date is 
only used as a common factor for 
comparing patterns between the 
distributions where all calculated time 
windows is using the same source. If 
the date of a CVE fix in the changelog 
is before the published date on the 
CVE list, then the CVE entry is 
discarded 

 



 

 
 

Appendix C - Configuration and tools 
Hypervisor used in this study: 

• VMWare ESXi 6.5 Update 1 
 
Physical virtualization host specifications: 

• Processor: Intel Xeon W3550 
• Memory: 24GB 
• Hard drive storage 1000GB 

 
Installed Linux distributions used in this study: 

• Ubuntu Server 17.10 
• Debian 9.4.0 
• Fedora Server 28 
• OpenSUSE Tumbleweed 

 
Programming languages used: 

• Perl 
• Python 

 



 

 
 

Appendix D - Data comparison 
Table 9 comparison of average values for the time window for all severity ratings 
Distribution Mean Median Std dev Most common number of days until patch 

Ubuntu 87.79 46 130.08 5 

Debian 90.63 49 131.05 5 

Fedora 90.59 56 116.53 5 

RedHat 113.91 70 127.43 35 

OpenSUSE 141.14 67 310.20 5 
 
Table 10 comparison of average values for the time window for high severity ratings 
Distribution Mean Median Std dev Most common number of days until patch 

Ubuntu 78.38 39 114.03 5 

Debian 80.33 40.5 114.20 5 

Fedora 90.84 56 136.07 15 

RedHat 90.22 58 97.78 15 

OpenSUSE 134 57 348.61 5 and 15 
  
Table 11 List of cases where significance was found for each Linux distribution based on the yearly 
average result 

Comparison One-tailed Two-tailed 

OpenSUSE vs Ubuntu Yes Yes 

OpenSUSE vs Debian Yes Yes 

OpenSUSE vs Fedora Yes Yes 
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