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Abstract 
 

Some may assume that it is essential to purchase and install antivirus software to protect the 

underlying layers of an IT infrastructure. However, nowadays the Windows 10 operating 

system is shipped with a built-in antivirus feature by default. With Microsoft being a large 

contender in the antivirus market it raises the question if it is necessary to use third-party 

antivirus software in a Windows 10 environment. 

 

The aim of this research is to determine the necessity of third-party antivirus software by 

examining the detection capabilities and measuring the performance impact caused by third-

party antivirus software, in comparison with the antivirus service that is integrated with the 

Windows 10 operating system. This was done by measuring the response time of certain user 

activities to determine how the user-experience is affected differently by using third-party 

antivirus software. In addition to the effect on performance, the documentation of the tested 

products was studied to determine if there is value in using non-integrated antivirus software. 

 

The results of the performance benchmarks showed that overall there was a significant 

performance increase when using third-party antivirus. Additionally, the study showed that 

some third-party antivirus software offers more ways to detect malicious activities than 

Windows Defender Antivirus. These two facts put together suggests that using third-party 

antivirus software in a Windows 10 environment is necessary if there is a desire to increase the 

efficiency of performing certain user activities and if there is a desire to have more detection 

capabilities available. 

 
Keywords: Antivirus, Malware, Computer Security, Functionality, Windows 10, Performance, 

Response time. 
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1 Introduction 
 

Connecting a computer to the internet is not entirely safe and by being reckless increases the 

risk of the computer being infected by a computer virus. There are multiple ways to mitigate 

the threat of devices being affected such as user awareness or installing antivirus software 

(Souppaya & Scarfone, 2013). Many may assume that they must purchase expensive antivirus 

products to protect themselves. However, if many of these users are using the Windows 10 

operating system the question arises if there is a need to purchase such software? The reasoning 

for this question is because the Windows 10 operating system is integrated with the Windows 

Defender Security Suite which provides a built-in antivirus countermeasure (Microsoft, 2018). 

 

The purpose of this research is to evaluate the necessity of employing third-party antivirus 

software in a Windows 10 environment. This will be done by reviewing the functionality of a 

few selected antivirus products and measuring the impact these products have on the 

performance efficacy of certain user activities. The results provided from this research will 

determine if it is beneficial to use third-party antivirus software instead of the security solutions 

that are integrated with the Windows 10 operating system. 

 

Section 2 provides the necessary information required to understand the topics of the overall 

research and discuss what has been done before. Section 3 contains a detailed explanation of 

what the problem is and what the motivations are for this research. Section 4 covers the 

methodological design and how to implement it to achieve the goals of this research. Section 

5 is a presentation and analysis of the results that were found from conducting an experiment 

and the noteworthy information retrieved from relevant documentation. Section 6 draws 

conclusions from the analysis which provides an answer whether third-party antivirus software 

is necessary or not. Finally, section 7 discusses the overall research and considers what types 

of research could be done in the future to further substantiate the results of this research.  
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2 Background 
 

This section provides an overview of what malicious software is, how it can be prevented and 

a discussion of previous research that relates to the topic of this research. 

 

2.1 Malicious Software 
 

One type of vulnerability computers face is malicious software, more commonly known as 

malware or simply a computer virus. In short malware is a type of code that is either 

intentionally or unintentionally designed for malicious intent and then distributed and spread 

to exploit the vulnerabilities of a system. Typical characteristics of malicious code can be that 

it is hard to detect and much like a biological virus the infection spreads widely which can 

complicate the eradication process. There are many different types of malware that serve 

different purposes, such as Trojans, spyware and ransomware, just to name a few (Pfleeger, 

Pfleeger & Margulies, 2015). 

 

During the Trojan war the Greeks gifted the city of Troy with a huge wooden horse. However, 

unbeknownst by the citizens, the horse was hollow and filled with soldiers who at night opened 

the gates to the city and allowed the Greek army to invade the city. This clever tactic is where 

the Trojan malware received its name since this type of malware functions in a very similar 

way. Trojans embed malicious code in files or applications that are downloaded from software 

distribution websites with the purpose of disguising the additional functionality such as 

opening a backdoor to allow an attacker to access a system remotely. Spyware is a program 

that intercepts and observes and transmits the actions performed by a target, such as recording 

the keystrokes performed by a user to retrieve the credentials used to sign into web services. 

Another type of attack is ransomware which will encrypt all files and documents and demand 

the victim to pay a ransom for the decryption key (Bettany & Halsey, 2017). 

 

The dispersal of malware is not something that automatically happens. Just like any disease 

there is a reason that the abnormal conditioned occurred and when it comes to malware, the 

reason is often the result of the ineptitude of a user. In the end of the day malicious software is 

still just that and like any software it must be acquired and executed. However, malicious code 

can be very small which means that it can be hidden in larger and more complicated programs. 

An inexperienced user might proceed to download and install a non-commercial software from 

an unreliable vendor or not recognize a potentially harmful site that automatically downloads 

a harmful file and become a victim of a so-called drive-by download (Pfleeger, Pfleeger & 

Margulies, 2015).  

 

Malware can be harmful in many different aspects such as obstructing the flow of business by 

deleting all files of an infected system or opening text documents and replacing specific words 

with other words, potentially sabotaging many hours of work. Malware can also be designs to 

just be annoying by hiding the cursor or displaying an overabundant amount of advertising on 

websites. Whether the intent of malware is non-destructive, destructive, commercial or 

criminal, malware is an annoyance that can be catastrophic and the best way to handle these 

attacks are to prevent them (Pfleeger, Pfleeger & Margulies, 2015).  
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2.2 Countermeasures 
 

There are multiple approaches of mitigating the malware threat. An organisation could 

establish strict policies for the handling of data. Such as prohibit sending and receiving specific 

file types such as executables through email or restricting the use of removable media due to 

the risk of such devices being infected. Additionally, an organisation might educate its staff to 

raise awareness of the dangers of an incident and what best practices could be implemented to 

reduce the likelihood of an attack. An alternative strategy for mitigating the vulnerability is to 

implement the host hardening technique. A couple of ways to do this is by disabling or 

removing unneeded services and files to reduce the malware spread vectors or by disabling 

automatic executions of binaries and scripts (Souppaya & Scarfone, 2013).  

 

Implementing policies and raising awareness is an approach that sets high expectations on 

individuals and such expectations may be too high which may be a risk that leads to a weak 

link in the system. A more automated and technical approach is to make use of antivirus 

software which is software that is specifically designed to detect intrusions and eliminate 

malicious threats. Characteristics that are common for antivirus software is that they scan host 

components such as start-up files, boot records and monitor activities such as downloading and 

executing files in real-time on hosts to check for suspicious activities. Antivirus can also 

monitor the behaviours of applications such as email clients and web browsers. Malicious code 

that is discovered is quarantined and disinfected, potentially restoring the application to an 

uninfected state (Souppaya & Scarfone, 2013). 

 

The common goal most antivirus software strive for is to identify known and unknown threats 

and prevent infections. However, the technique used to discover such threats differ depending 

on which vendor is used. The four notable detection methods are signature-based, cloud-based, 

heuristics-based and behavioural detection. The signature-based detection method examines 

the cryptographic hash of a file and compares it to the static fingerprint of known malware to 

determine if the series of bytes that represents a files signature have been altered. The cloud-

based detection method identifies malware by collecting relevant details from files which gets 

transmitted and processed by a cloud engine. This method requires minimal processing power 

of the host to detect threats and benefits from the experiences of other hosts that are in the 

cloud. Heuristics-based detection aims to detect unknown malware by examining files for 

suspicious characteristics by emulating the running file to determine what will happen if the 

file is executed. Finally, the approach of behaviour detection is to examine files for suspicious 

actions such as modifying filers or observing keystrokes. These methods are by no means 

singular, the different methods are often used in conjunction with each other and how they are 

used ultimately depends on the antivirus software manufacturer (Zeltser, 2011).  

 

2.3 Related Research 
 

Kaspersky Lab is just one of many computer security vendors and in 2016 it was reported that 

their various software detected in total 69,277,289 unique objects and 261,774,932 unique web 

addresses which were recognized as malicious (Garnaeva, Sinitsyn, Namestnikov, Makrushin 

& Liskin, 2016). Looking at these statistics it is obvious that threat is not insignificant which 

explains why there is so much research that relates with the topic of antivirus software. 
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A common characteristic many computer security researchers discuss is the effectiveness of 

antivirus software and in most cases, there always seem to be certain aspects where antivirus 

software is vulnerable. A case made by Thamsirarak, Seethongechuen and Ratanaworabhan 

(2015) suggests that the signature-based detection make antivirus software irrelevant when 

malware is written in a high-level language in an unsophisticated manner. The authors conclude 

that it is not necessary to write sophisticated malware to bypass antivirus products. Their code 

was simple yet more evasive than previously reported malware since their malware managed 

to stay hidden for three months. They found that the behavioural-based detection method could 

not be avoided however and make a point that computer security vendors should start migrating 

away from the signature-based method. 

 

Changing the method that countermeasure tools detect malware may however not the solution 

to the problem. In the study by Sukwong, Kim and Hoe (2011) the effectiveness of antivirus 

software was tested by comparing the signature-based and behavioural-based detection 

methods using computer security software from multiple vendors. They suggest that signature-

based detection is indeed less effective, however, behavioural-detection is by no means perfect 

and can be bypassed. The authors of the research conclude that achieving total protection is not 

possible no matter which method is employed. 

 

There is one aspect of antivirus software that is rarely discussed since it is overshadowed by 

the thought of being able to bypass the unpassable. How the overall system performance is 

affected by antivirus software is something that has very limited research. Two independent 

organizations that provide benchmark data that aren’t media outlets are the AV-TEST institute 

and AV-Comparatives. The problem with their research data is that they are baseless and are 

not in accordance with scientific principles or methodology. The performance test by AV-

Comparatives has no real merit since they test various antivirus software and provide them 

with an overall score without providing actual data (AV-Comparatives, 2017). The AV-TEST 

Institute suffers similar problems, however, the difference with their tests is that they compare 

the performance of single security products with what they consider to be an industry average 

(AV-Test, 2018). 

 

The lack of scientific studies on antivirus software performance impact was noted in the study 

by Al-Saleh, Espinoza and Crandall (2012). This study takes a different approach to figure out 

why there is a performance impact instead of how. Their approach was to track operating 

system events to understand the main reason for the performance degradation. They found that 

the main reason for the performance impact was the result of the extra input/output operations 

and system calls produced by the antivirus software. This was causing more page faults and 

the creation of more threads than there would have been without antivirus software installed.   
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3 Problem 
 

This section details the goals and motivations for why this research is important and discusses 

what is expected to be achieved from the point of view of network and system administration. 

 

3.1 Aim 
 

The aim of this research is to determine the necessity of third-party antivirus software by 

examining the detection capabilities and measuring the performance impact caused by third-

party antivirus software, in comparison with the antivirus service that is integrated with the 

Windows 10 operating system. 

 

3.2 Motivation 
 

There is more than one threat mitigation strategy that can be implemented. However, the 

strategy that is recommended is the one known as defence in depth, which is about using 

multiple layers of protection since only having one type of barrier could leave hosts vulnerable 

to attack (Bettany & Halsey, 2017). One of these layers is the antivirus software and according 

to Souppaya and Scarfone (2013), an organization should deploy antivirus software on all hosts 

soon after an operating system has been installed. However, the challenge an administrator 

might face when implementing this strategy is choosing the right solution. Their statement 

strongly suggests that it is recommended to install third-party software since they do not 

mention using the security features that are included with the operating system. 

 

The computer security market is a huge and there are many different vendors to choose from 

such as Symantec, Kaspersky and McAfee to name a few. It is not uncommon for media outlets 

to publish articles that have titles such as “The best antivirus protection of 2018” and the 

common thread for these articles is that they compare the features and prices of various security 

products to determine which is best (Rubenking, 2018). While the necessity of securing 

endpoints is not questionable, something to consider is if it is still necessary to spend tons of 

money on antivirus software when there are solutions that do not cost a dime. This research 

focuses on the Windows 10 operating system and an interesting thing to note about this 

operating system is that it is integrated with the Windows Defender Security Centre Suite by 

default. Microsoft promises real-time malware protection with the Windows Defender 

Antivirus service and states that this is the most secure Windows has ever been which 

challenges the necessity of purchasing third-party antivirus software (Microsoft, 2018). 

 

While there is an abundant amount of research done on computer security software, there seems 

to be one aspect that lacks scientific research. What is rarely discussed is how these 

countermeasures affect the performance efficacy of user activities. The study by Al-Saleh, 

Espinoza and Crandall (2012) showed that antivirus software does cause a performance impact 

on the operating system level. However, they did not investigate the overhead impact and how 

the extent of this impact relates to the technique used to prevent malicious activities which is 

an aspect this research focuses on.  
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3.3 Research Questions 
 

The goals of this study can be fulfilled by conducting an experiment and examining the 

available documentation to provide the data which is required for answering the questions that 

relate to the aim of the research. The main research question presented below uses sub-

questions as arguments to evaluate if third-party antivirus software is a necessity when using 

the Windows 10 operating system: 

 

“Based on the data collected, what arguments exist for 

or against the necessity of employing third-party 

antivirus software?” 

 

The first sub-question can be answered by setting up an experimental environment where the 

performance efficiency of certain tasks is benchmarked. The data produced from these 

benchmarks will be useful for determining if there is a positive or negative impact on 

performance from using non-integrated computer security software: 

 

“How is the performance efficiency of certain standard 

user activities affected differently when using third-party 

antivirus software in comparison with the integrated 

Windows Defender Antivirus?” 

 

The second sub-question can be answered by studying the documentation of the selected 

computer security software to assess what methods are utilized to detect malicious activities: 

 

“What is the difference in the detection capabilities of the 

selected computer security solutions?” 

 

3.4 Hypothesis 
 

Based on the previous research discussed in section 2.3, the hypothesis is that the performance 

impact caused by third-party antivirus software will be larger than that which is caused by the 

antivirus software that is integrated with the Windows 10 operating system. The reason this 

outcome is expected is because it is assumed that Windows Defender Antivirus is designed 

with the operating system in mind while third party vendors most likely design their solutions 

as a layer on top. 

 

In addition to the first hypothesis, the expected result concerning the functionality is the 

difference in how capable the antivirus products are, will not be significant enough to claim 

that third-party antivirus products are a requirement. This result combined with the result that 

there is a negative impact on performance would provide compelling arguments that using 

third-party antivirus software in the Windows environment is not a necessity. However, if the 

results turn out to be the other way around that would prove that there is merit for employing 

third-party antivirus software instead of Windows Defender Antivirus.  
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3.5 Objectives 
 

The aim of this research can be achieved by accomplishing certain objectives. The purpose of 

these objectives is to provide the necessary steps that are required for accomplishing the goals 

of this research. The objectives for this research are the following: 

 

1. Study previous research that relate to this research to determine what has been done 

before and what can be done differently. 

 

2. Create a methodological design that can be implemented to provide the necessary 

information required for answering the research questions. 

 

3. Design a method for selecting third-party antivirus products to avoid a random selection 

of irrelevant computer security software. 

 

4. Examine the threats that exist to the validity of the research and adapt the design 

accordingly to mitigate these threats.  

 

5. Study the documentation of the selected antivirus products to discover how the 

functionality differs between them. 

 

6. Implement the experimental design by setting up the experimental environment and 

perform the benchmarks required for providing the sought-after data.  

 

7. Collect the results from the study and experiment and translate these to graphical 

representations that can be analysed.  

 

8. Compare the results to provide the necessary arguments to evaluate if third-party 

antivirus software is necessary.  
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4 Method 
 

This section details how the methodology is designed and implemented to provide the results 

required for answering the research questions that were presented in section 3.3 and discusses 

the threats that exist to the validity and the ethical aspects that must be considered. 

 

4.1 Methodological Design 
 

The main question of this research is to determine if third-party antivirus software is necessary 

when using the Windows 10 operating system. The fundamental arguments required for 

answering this question can be obtained by analysing two different aspects of antivirus software 

which the following are:  

 

• The first aspect concerns the performance efficiency of standard user activities which 

relates to the first sub-question that will be answered by conducting an experiment. This 

aspect is important to determine if there is a negative or positive impact on performance 

when using third-party antivirus software in comparison with the solution that is 

integrated with the Windows 10 operating system.  

 

• The second aspect concerns the detection capabilities of the selected antivirus products, 

which relates to the second sub-question that will be answered by investigating the 

documentations that relates to the selected antivirus software. This aspect is important 

for determining difference in the functionality of the antivirus products.   

 

Section 4.1.1 relates to the first aspect and details the design of the experiment that will produce 

the sought-after results. Section 4.1.2 relates to the second aspect and details the strategy for 

collecting the required information from the documentations. Finally, section 4.1.3 details the 

criteria that are set for the selection of which antivirus software should be tested. 

 

4.1.1 Experimental Design 

 

The experiment will measure the performance efficiency of certain tasks while an antivirus 

service is idle in the background on the Windows 10 operating system. Futuremark has 

developed a benchmarking tool that is designed to measure the complete system performance 

by using tests based on real-world applications and activities. Futuremark’s website states that 

PCMark 10 is the industry standard for benchmarking computers using the Windows 10 

operating system. For this experiment PCMark 10 Professional edition version 1.0.1457 will 

be used since it offers a variety of tests that reflects the tasks that are performed in the modern 

workplace (Futuremark, 2018). 

 

PCMark 10 produces many different types of datasets, however, only a few of them are relevant 

for this research. The datasets that are considered valuable for this research are split into five 

test groups, each group containing two benchmarks that are correlated to verify if the result 

matches on another service. The workloads that are performed in each test group are explained 

in section 4.2. 
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The PCMark 10 Express benchmark will be utilised on virtual machines running the Windows 

10 operating system. Each antivirus software will be installed with their default settings on a 

unique virtual machine. The virtual machines are clones of a baseline machine to ensure that 

all benchmarks are performed on the same set of rules. On the virtual machines used for this 

experiment the benchmark takes approximately 30 minutes to complete and 30 benchmarks are 

required for each antivirus software to ensure valid results.  

 

This experiment benchmarks six different computer security solutions. When the experiment 

is complete a total of 180 benchmarks will have been performed and a total of 1800 data 

variables produced. The datasets will then be appended to spreadsheets and converted to graphs 

which will be used for drawing a conclusion that will answer to the first sub-question. 

 

4.1.2 Qualitative Study 

 

A study of the documentation for the selected antivirus product will be performed to determine 

the answer to the second sub-question. If documentation with the required information is not 

available certain other sources will have to be used. Additional sources that are considered 

credible are official websites and support forums. 

 

The volume of content contained in documentation can vary. Sometimes there is an abundant 

amount of information and sometimes there is not. However, not every bit of information is 

necessary for this research. The factor that will be investigated is the method used for detecting 

and malicious activities. 

 

The functionality of the antivirus products will be discussed and presented in a comparison 

table to give a clear overview of how the detection capabilities of these products differ from 

each other. The conclusion drawn from comparing the detection capabilities of the products 

will be used as arguments for determining if third-party antivirus software is necessary.  

 

4.1.3 Antivirus Software Requirements 

 

When selecting third-party antivirus products specific principles should be set to assure that 

there is a designed process to avoid random selection. The following are the requirements for 

selecting antivirus products for this research: 

 

• The first criteria set is that the antivirus software cannot be freeware. The Windows 10 

operating system is not free, which means that any software that is included with the 

operating system is by default a premium software (Microsoft, 2018). This fact rules 

out antivirus software vendors such as Avast (Avast, 2018) and AVG (Avast, 2018) 

since a comparison would not be fair when comparing something that is free with 

something that is premium.  

 

• The second criteria set is that the antivirus software needs to be a premium software 

that offers at least a 30 day-trial. This is to ensure that there is enough time to conduct 

research on all products under the same amount of time.  
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• The third and final criteria set is that the antivirus software must be mentioned by media 

outlets to ensure that relevant products are used for the experiment. The reason for this 

is that relevant products are potentially the most funded which can be considered an 

important factor when being compared which such a large company as Microsoft. 

 

Based on the article by Rubenking (2018) and the criteria stated above the vendors selected for 

this research are: Symantec, McAfee, Kaspersky, ESET and Bitdefender. The methodological 

design can be applied to any amount of computer security solutions. However, due to time 

constraints a limit must be set and comparing five third-party vendors with Windows Defender 

antivirus is considered as more than enough to provide the arguments for answering the 

research question.  

 

4.2 Implementation 
 

The purpose of the experiment is to benchmark the performance efficacy of certain tasks which 

will be assessed by handling two types of variables. The independent variables are the values 

that can be controlled. For this experiment the independent variable is the antivirus software. 

The dependant variables are the values that are affected by the change of the independent 

variable. For this experiment the dependent variable is the response time of performing certain 

tasks which is measured in seconds (Wohlin, et al., 2012). 

 

This experiment utilizes a virtualized environment since the sought-after results are not meant 

to present performance numbers that represent physical machines, rather it is to analyse the 

shift in response time when altering independent variable. As seen in figure 1, two physical 

machines are required to conduct this experiment. The first machine is the management desktop 

and the only requirements is that the machine must have a graphical interface, a web browser 

and connection to the virtualization host. The second machine is the virtualization host and 

should be installed with a hypervisor to make it possible to create virtualized machines. 

 

 
Figure 1- Experimental environment topology 
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The hypervisor chosen for this experiment is VMware ESXi 6.5 since it is free bare-metal 

virtual machine monitor that does not require a large amount of hardware resources (VMware, 

2018). The requirements for the virtualization host is to have at least enough resources to meet 

the system requirements of Windows 10 operating system and enough hard drive space to 

install multiple virtual machines. The physical machine used for this experiment has an Intel 

Xeon W3550 @ 3.07GHz processor, 24GB RAM and a 1TB hard drive. 

 

The goal with this experimental design is to ensure that there are as few independent variables 

as possible. This is solved by installing a baseline virtual machine that is later converted into a 

template which can be deployed on demand. The baseline machine for this experiment is 

allocated 8GB RAM and 64GB disk space. The virtual machine is then installed with the 

Windows 10 operating system, the default settings are selected and updated to the latest 

available operating system update.  

 

In addition to VMware ESXi, vSphere is installed since this is a hypervisor management 

platform and one of its features is the possibility of cloning and creating templates of virtual 

machines (VMware, 2018). Since the Windows 10 operation system features the Windows 

Defender Antivirus by default, no more additional installations are required for the baseline 

machine other than installing the PCMark 10 Professional Edition benchmarking software. 

However, five other computer security vendors are tested in this experiment and a virtual 

machine must be deployed for each. The following are the trials of antivirus products are 

installed with their default settings on individual clones of the baseline virtual machine: 

 

• Norton Security Premium  

• McAfee Total Protection  

• Kaspersky Total Security 

• ESET Smart Security Premium 

• Bitdefender Total Security 

 

Some configurations must be made to ensure that the results from the experiment are not 

affected by any variables from the outside. The baseline machine needs to have the automatic 

download and update feature turned off to avoid having the test results being affected or 

stopped entirely. An effect of this is that the automatic update feature must be disabled for each 

antivirus product as well to ensure that these retrieve the same treatments as Windows Defender 

Antivirus. Additionally, to ensure that nothing from the outside affects the test environment, 

the network connectivity must be entirely disabled before proceeding with any tests. 

 

The next step is to run the PCMark 10 benchmarks for each individual virtual machine. During 

the benchmarks only one virtual machine is active at a time to ensure that there is no conflict 

in recourse usage. Futuremark offers a wide variety of options for performing benchmarks, 

however, for this experiment the express option was the appropriate choice.  

 

The benefit of using the professional edition of PCMark 10 is that it allows using the software 

through the command line interface. This is a necessary option for automating multiple 

benchmarks on the same virtual machine without requiring any interaction. The following is 

the command used for repeating the PCMark 10 express benchmark 30 times: 
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PCMark10Cmd.exe --definition=pcm10_express.pcmdef --loop=30 --out=C:\results\myresults.pcmark10-result 

 

One of the things PCMark 10 does is measure the response time of certain tasks by emulating 

user activity. Futuremark achieves this by integrating open source third-party software with 

PCMark 10. However, not every aspect of PCMark 10 is covered in this research, but it is worth 

noting what software is utilized for the experiment during the benchmark (Futuremark, 2018): 

 

• LibreOffice v5.2.4.2 

• Firefox v53 Beta 

• Chromium v55 

 

The PCMark 10 express benchmark performs a total of 50 tests. However, not all tests are 

relevant for the experiment. To avoid having a too diverse set of variables to measure, the scope 

of the experiment had to be limited. This was done by only performing the tests that measure 

the load and save times of the applications stated above. This resulted in only 10 of these being 

required for the experiment.  The tests are then split into five separate test groups with each 

group containing a pair of tests that performs the same benchmark on different platforms. 

Measuring a pair of tests is important for verifying if the result of one benchmark carries over 

to the other. The following list details what actions are performed during each test group: 

 

• Web Browsing: This test group measures the load times when using Firefox and 

Google Chromium. Futuremark have created locally hosted websites that are designed 

specifically for this benchmark and these are meant to represent common websites. The 

first test is WebBrowsingSocialLoad and it simulates a social media platform. This test 

performs activities such as navigating to and loading the site and updating the news 

feed. The geometric mean of the render and update time for both Firefox and Chromium 

are then calculated. The second test is WebBrowsingShopLoad which simulates an 

online shop that uses high resolution images and three-dimensional models. This test 

measures the time it takes to load a three-dimensional item (Futuremark, 2018). 

 

• Application Warm: This test group measures the load times of starting the Firefox and 

LibreOffice Writer applications. Before this test is initiated all applications are opened 

and closed once to assure that the applications have been stored in the system cache, 

also known as a warm start. The first test is AppStartupWriterWarm which proceeds by 

starting the LibreOffice Writer application and measures the time it takes for the 

application to respond and then the application closes. The second test is 

AppStartupFirefoxWarm which performs the same test but for Firefox. This process is 

repeated five times for each application and the geometric mean of the response time is 

then calculated (Futuremark, 2018). 

 

• Application Cold: This test group measures the load times of starting the Firefox and 

LibreOffice Writer applications. Before each test the system cache is flushed to ensure 

that an application starts for the first time each time it is started. This is also known as 

a cold start. The first test is AppStartupWriterCold which proceeds by starting the 

LibreOffice Writer application, measuring the time it takes for the application to 
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respond and then the application closes. The second test is AppStartupFirefoxCold 

which performs the same activities as the first test for Firefox. This process is repeated 

five times for each application and the geometric mean of the response time is then 

calculated. (Futuremark, 2018). 

 

• Document Load: This test group measures the time it takes to load a file to LibreOffice 

Writer and LibreOffice Calc. The first test is WriterLoad which loads a document to 

LibreOffice Writer. The second test is SpreadsheetLoad which loads a spreadsheet to 

LibreOffice Calc. The process of loading the files is repeated 10 times for each test and 

the geometric mean of the response time is then calculated (Futuremark, 2018). 

 

• Document Save: This test group measures the time it takes to save a file in LibreOffice 

Writer and LibreOffice Calc. The first test is WriterSave which performs several tasks 

in LibreOffice Writer such as copying a large chunk of text from another document, 

typing new text, adding pictures from the local drive and after each task the document 

is saved. The second test is SpreadsheetSave which performs several tasks in 

LibreOffice Calc such as adding multiple formulas to cells that calculate plain datasets 

that are copied from other workbooks. The process of performing these tasks and saving 

the files are repeated 10 times and the geometric mean of the response time is then 

calculated (Futuremark, 2018).  

 

The PCMark 10 express benchmark loop is initiated for each virtual machine which will 

produce 30 result files per antivirus product. These files present the results in the PCMark 10 

graphical user interface by default. However, sorting the results manually is very time 

consuming and for this reason the following PowerShell script was created to speed up the 

process: 

 

$loop=1 
while($loop -ne 31) 
     {       
    cmd.exe /c "PCMark10Cmd.exe --in=C:\results\myresults-loop-$loop.pcmark10-result --export-xml C:\xml\myresults-loop-
$loop.xml" 
       $loop++ 
     } 

 

The script executes a PCMark 10 Professional Edition command line option 30 times which 

will automatically convert each result file to a text file based on the Extensible Markup 

Language (XML). The useful thing with an XML file is that it can be imported to a spreadsheet 

which automatically sorts the results, thus making the process of extracting data for the 

experiment easier. 

 

4.3 Validity Threats 
 

Mitigating the threat against validity is an important part of constructing an experiment to 

ensure that the results are valid. The threats considered for this research are the threats which 
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Wohlin et al. (2012) define, that in turn are based on the threat categories created by Cook and 

Campbell (1979). Validity threats can be both major and minor and the ones that are considered 

most important will be discussed in this section. The list found in appendix A is a compilation 

of all threats that are applicable to this research. 

 

An important aspect with this research is to not be biased. How the results will turn out has 

indeed been speculated in section 3.4, however, nothing in this research is designed to fish for 

specific results. If any changes are made to the method during the process of the experiment, 

then every test is restarted from the ground up to guarantee that every test are given the same 

treatments. Therefore, every benchmark is conducted with virtual machines to be able to 

provide the same amount of resources in the same physical host to ensure no machine has an 

advantage over the other.  

 

When conducting experiments on software, there is the possibility that the outside network 

could affect the results of the tests by forcing the download and installation of software updates. 

This applies both for the Windows operating system and the antivirus software products. To 

avoid this the Windows Automatic Update was disabled, however this would also disable the 

automatic updates for Windows Defender Antivirus. The goal would have been to test the 

antivirus products with all their default settings turned on. However, this would not be a fair 

treatment since the updates for Windows are disabled. The result of this is that the automatic 

updates for the antivirus products are disabled as well. Additionally, the network connectivity 

is disabled entirely on the virtual machines. There are two reasons why this action is taken. The 

first reason is to determine how the performance efficiency of the user activities are affected 

by the antivirus software alone without the use of any external communications. The second 

reason is to guarantee that the results are not affected by any sort of network activity.  

 

Disabling network activities will prevent some potential threats, however, not all disturbances 

are avoidable. Unpredictable events may occur in operating systems since they utilize many 

types of services. This is the reason why a single benchmark is not enough to provide valid 

results. Every benchmark takes about 30 minutes to complete and a conclusion drawn from this 

is that there should be 30 benchmarks for each change in the independent variable would be 

the right number of benchmarks required for providing a valid conclusion. 

 

4.4 Ethics 
 

The tests that are conducted in this research are done on products which are purchasable. The 

implications of this is that the result provided by this research may or may not affect the 

stakeholders of the companies that are tested. The results are not of a confidential manner since 

these are results that can be retrieved by anyone. However, if a participating organization 

demonstrates that the results are of a non-scientific value and only causes harm then they 

reserve the right to confidentiality. Something that is important to note is that a fair comparison 

between the products are guaranteed by providing all vendors the same treatments.  
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5 Results 
 

This section presents the results that were retrieved from conducting the experiment and 

discusses the findings from studying the documentation for the selected antivirus software. 

 

5.1 Experiment 
 

The datasets that produced from the benchmark tests are presented in appendix B. The 

following sub-sections will display the average results from each benchmarking session and 

compare the percentage difference between the third-party antivirus software with Windows 

Defender Antivirus.  

 

5.1.1 Web Browsing 

 

In the WebBrowsingSocialLoad test Windows Defender Antivirus had an average response 

time of 0.292 seconds. Norton Security Premium had a decrease of 1.2% with an average of 

0.289 seconds. McAfee Total Protection had an average of 0.306 seconds which is a 4.54% 

increase. Kaspersky Total Security had an increase of 6.32% with an average of 0.311 seconds. 

ESET Smart Security Premium had an average of 0.299 seconds which is an increase of 2.13%. 

Bitdefender Total Security had an increase of 1.08% which is an average of 0.296 seconds. 

These results are graphically represented in figure 2. 

 

 
Figure 2 – Graphical representation of the results for the WebBrowsingSocialLoad test. 

In the WebBrowsingShoplLoad test Windows Defender Antivirus had an average response 

time of 2.618 seconds. Norton Security Premium had an increase of 0.92% with an average of 

2.642 seconds. McAfee Total Protection had an average of 2.679 seconds which is a 2.32% 

increase. Kaspersky Total Security had an increase of 1.57% with an average of 2.659 seconds. 

ESET Smart Security Premium had an average of 2.632 seconds which is an increase of 0.52%. 

Bitdefender Total Security had an increase of 2.01% which is an average of 2.671 seconds. 

These results are graphically represented in figure 3. 
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Figure 3 – Graphical representation of the results for the WebBrowsingShoplLoad test. 

The results show that there is no significant impact on the performance of loading a web page 

when using third-party antivirus software in comparison with Windows Defender Antivirus. 

The average performance impacts change when loading the web site that represents a social 

media feed had an average increase of 3% which amounts to a hundredth of a second. The 

website that represented an online shopping site only had an average increase of 1% which 

confirms that the impact is essentially non-existent. It is worth noting however that the PCMark 

10 benchmark does not use real web sites and the results may differ if tested on web sites that 

reside on an external network. 

 

5.1.2 Application Warm 

 

In the AppStartupWriterWarm test Windows Defender Antivirus had an average response time 

of 1.73 seconds. Norton Security Premium had a decrease of 3.32% with an average of 1.672 

seconds. McAfee Total Protection had an average of 1.733 seconds which is a 0.17% increase. 

Kaspersky Total Security had a decrease of 0.97% with an average of 1.713 seconds. ESET 

Smart Security Premium had an average of 1.723 seconds which is a decrease of 0.36%. 

Bitdefender Total Security had a decrease of 6.47% which is an average of 1.618 seconds. 

These results are graphically represented in figure 4. 

 

In the AppStartupFirefoxWarm test Windows Defender Antivirus had an average response 

time of 1.656 seconds. Norton Security Premium had an increase of 6.66% with an average of 

1.766 seconds. McAfee Total Protection had an average of 1.705 seconds which is a 2.96% 

increase. Kaspersky Total Security had an increase of 9.99% with an average of 1.821 seconds. 

ESET Smart Security Premium had an average of 1.685 seconds which is an increase of 1.76%. 

Bitdefender Total Security had an increase of 1.14% which is an average of 1.674 seconds. 

These results are graphically represented in figure 5. 
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Figure 4 – Graphical representation of the results for the AppStartupWriterWarm test. 

The results show that there is an average of 2% decrease in performance impact when starting 

LibreOffice Writer while there is an average of 5% increase when starting Firefox. Bitdefender 

had the largest change in performance with a decrease of 6.47% which amounts to a tenth of a 

second. These results suggest that there is no significant impact on the performance when 

starting applications that have been stored in the system cache. 

 

 
Figure 5 – Graphical representation of the results for the AppStartupFirefoxWarm test. 

5.1.3 Application Cold 

 

In the AppStartupWriterCold test Windows Defender Antivirus had an average response time 

of 15.399 seconds. Norton Security Premium had a decrease of 25.11% with an average of 

11.533 seconds. McAfee Total Protection had an average of 11.791 seconds which is a 23.43% 

decrease. Kaspersky Total Security had a decrease of 21.96% with an average of 12.017 

seconds. ESET Smart Security Premium had an average of 11.602 seconds which is a decrease 

of 24.66%. Bitdefender Total Security had a decrease of 27.85% which is an average of 11.111 

seconds. These results are graphically represented in figure 6. 
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Figure 6 – Graphical representation of the results for the AppStartupWriterCold test. 

In the AppStartupFirefoxCold test Windows Defender Antivirus had an average response time 

of 7.043 seconds. Norton Security Premium had a decrease of 15.26% with an average of 5.968 

seconds. McAfee Total Protection had an average of 5.498 seconds which is a 21.93% 

decrease. Kaspersky Total Security had a decrease of 9.89% with an average of 6.347 seconds. 

ESET Smart Security Premium had an average of 5.316 seconds which is a decrease of 24.52%. 

Bitdefender Total Security had a decrease of 23.32% which is an average of 5.4 seconds. These 

results are graphically represented in figure 7. 

 

 
Figure 7 – Graphical representation of the results for the AppStartupFirefoxCold test. 

The results show that there is a significant impact on the performance when using third-party 

antivirus software. The activity of starting the LibreOffice Writer application is on average 

25% faster while the activity of starting Firefox is on average 19% faster with third-party 

antivirus software installed in comparison with Windows Defender Antivirus. The extent of 

this change is substantial since the largest difference for LibreOffice Writer was on average 

4.288 seconds while the largest difference for Firefox was on average 1.727 seconds. Across 

the board every third-party antivirus software was faster than Windows Defender Antivirus 

when starting applications that have not been stored in the system cache. 
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5.1.4 Document Load 

 

In the WritingLoad test Windows Defender Antivirus had an average response time of 3.317 

seconds. Norton Security Premium had a decrease of 18.97% with an average of 2.688 seconds. 

McAfee Total Protection had an average of 2.838 seconds which is a 14.43% decrease. 

Kaspersky Total Security had a decrease of 12.6% with an average of 2.899 seconds. ESET 

Smart Security Premium had an average of 2.697 seconds which is a decrease of 18.69%. 

Bitdefender Total Security had a decrease of 17.34% which is an average of 2.742 seconds. 

These results are graphically represented in figure 8. 

 

 
Figure 8 – Graphical representation of the results for the WritingLoad test. 

In the SpreadsheetLoad test Windows Defender Antivirus had an average response time of 

1.794 seconds. Norton Security Premium had a decrease of 6.07% with an average of 1.685 

seconds. McAfee Total Protection had an average of 1.753 seconds which is a 2.28% decrease. 

Kaspersky Total Security had a decrease of 1.36% with an average of 1.77 seconds. ESET 

Smart Security Premium had an average of 1.693 seconds which is a decrease of 5.65%. 

Bitdefender Total Security had a decrease of 4.62% which is an average of 1.711 seconds. 

These results are graphically represented in figure 9. 

 

 
Figure 9 – Graphical representation of the results for the SpreadsheetLoad test. 
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The results show that there is an average decrease of 16% in performance impact when loading 

documents in LibreOffice Writer while the average decrease for LibreOffice Calc is 4%. On 

average the all third-party antivirus software is faster than Windows Defender Antivirus. 

However, the extent of the impact is different between the two tests. On average the largest 

decrease in performance impact for LibreOffice Writer was 0.476 seconds while the largest 

decrease for LibreOffice Cals was on average 0.109 seconds. Only the WritingLoad test 

showed a significant change in the performance impact, however, both tests showed that the 

performance was more stable with third-party antivirus software. 

 

5.1.5 Document Save 

 

In the WritingSave test Windows Defender Antivirus had an average response time of 2.090 

seconds. Norton Security Premium had a decrease of 21.12% with an average of 1.649 seconds. 

McAfee Total Protection had an average of 1.661 seconds which is a 20.54% decrease. 

Kaspersky Total Security had a decrease of 20.89% with an average of 1.654 seconds. ESET 

Smart Security Premium had an average of 1.658 seconds which is a decrease of 20.67%. 

Bitdefender Total Security had a decrease of 18.26% which is an average of 1.709 seconds. 

These results are graphically represented in figure 10. 

 

 
Figure 10  – Graphical representation of the results for the WritingSave test. 

In the SpreadsheetSave test Windows Defender Antivirus had an average response time of 

2.794 seconds. Norton Security Premium had a decrease of 15.38% with an average of 2.364 

seconds. McAfee Total Protection had an average of 2.357 seconds which is a 15.64% 

decrease. Kaspersky Total Security had a decrease of 15.81% with an average of 2.352 seconds. 

ESET Smart Security Premium had an average of 2.566 seconds which is a decrease of 8.15%. 

Bitdefender Total Security had a decrease of 16.58% which is an average of 2.331 seconds. 

These results are graphically represented in figure 11.  
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Figure 11 – Graphical representation of the results for the SpreadsheetSave test. 

The results show that there is a significant change in the performance impact when using third-

party antivirus software. The LibreOffice Writer test had on average a decrease of 20% while 

the LibreOffice Calc test had an average decrease of 14%. The largest decrease on average for 

LibreOffice Writer was 0.441 seconds while the largest decrease for LibreOffice Calc was 

0.463 seconds. Both tests show that the third-party antivirus software is more stable and faster 

than Windows Defender Antivirus. 

 

5.2 Study 
 

Table 1 is a list of the detection methods that are believed to be used by the antivirus software 

that are tested in this research. It is possible that there are more types of undocumented 

countermeasures used by the products. However, the information studied is solely based on 

information that is available to the public. It is also worth noting that only the detection methods 

that were discussed in section 2.2 are the ones that are compared between the antivirus 

software. 

 
Table 1 - List of detection methods used by antivirus software 

 Windows Symantec McAfee Kaspersky ESET Bitdefender 

Signature  X X X X X 
Cloud X   X X X 
Heuristics X  X X X X 
Behavioural X X X X X X 

 

The documentation for Windows Defender Antivirus clearly states that the integrated antivirus 

uses cloud-delivered protection that is capable of nearly instant detection of new and emerging 

threats. Additionally, it uses real-time protection that employs the heuristics and behavioural-

detection methods (Microsoft, 2017).  
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Norton Security Premium uses Symantec Online Network for Advanced Response (SONAR), 

which is stated to be a behavioural real-time protection countermeasure. Additionally, it is 

clearly stated that the signature-based method is used to detect malicious files (Symantec, 

2017). 

 

The documentation for McAfee Total Protection seems to be outdated since there is no 

documentation available from recent years. For this reason, an official consumer support page 

was used to determine the detection method used by the antivirus software. The support page 

suggests that the signature-based detection method is used to recognise malicious code. It is 

however clearly stated that the McAfee antivirus detects malicious activities by using the 

heuristic detection method. The support page also strongly suggests that the McAfee antivirus 

uses behavioural detection technologies in tandem with the heuristic detection (McAfee , 

2017). 

 

The documentation for Kaspersky Total Security states that the antivirus verifies the 

trustworthiness of files and applications by scanning the digital signatures. The antivirus 

software also employs a cloud protection system which uses data from users all over the world 

to increase the effectiveness of the detection capabilities. The software is also fitted with a 

heuristic analyser that also uses behavioural detection which is used to detect new malicious 

threats (Kaspersky, 2015).  

 

The documentation for ESET Smart Security Premium states that the antivirus software uses a 

real-time detection system that detects malicious activities by scanning the signatures of files 

and applications. Cloud-based protection is also implemented to utilize the data that has been 

collected by other ESET users. In addition to this the antivirus software uses advanced 

heuristics which has been optimized to detect both known and unknown computer worms and 

trojan horses. Finally, it is strongly suggested that ESET Smart Security Premium uses 

behavioural detection when monitoring for suspicious activities (ESET, 2018). 

 

Bitdefender Total Security protects detects known malware by matching digital signatures with 

the Bitdefender malware signature database. The documentation also states that suspicious files 

are detected by using the heuristics and behavioural detection methods. A cloud protection 

system is utilized as an antispam filter and is used to perform quick malware scans 

(Bitdefender, 2018). 

 

These findings show that Kaspersky Total Security, ESET Smart Security Premium and 

Bitdefender Total Security use all four detection methods that were discussed in section 2.2. 

The only method that is not used by McAfee Total Protection is the cloud-based detection while 

Norton Security Premium skips out on both cloud and heuristics detection. Windows Defender 

Antivirus however uses all detection methods expect the signature-based detection. The 

common detection method all six antivirus products use seems to be the behavioural detection 

method. The only thing that differentiates Windows Antivirus Defender from the third-party 

antivirus products is that it is the only antivirus to not use signature detection. 
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6 Conclusion 
 

The purpose of this research is to evaluate the necessity of third-party antivirus software when 

using an operating system that features this type of computer security by default. There are 

many different aspects that can be investigated when performing such an evaluation, however, 

this research focuses on the aspect that relates to the user experience. There is no doubt that 

antivirus software is an important tool to protect the underlying layers of an IT infrastructure. 

What is questionable however is if it is necessary to add an extra layer to a system that already 

features such a countermeasure. This fundamental question will be answered by drawing a 

conclusion from the analyses that were made in section 5. 

 

The analysis showed that using third-party antivirus software opposed to Windows Defender 

Antivirus in an offline environment had no significant impact on the performance efficacy 

when loading the PCMark 10 web pages. Third-party antivirus did however have a significant 

impact on applications and surprisingly it was not a negative one. The experiment showed that 

starting an application that had not been stored in the system cache was faster when using third-

party antivirus software. However, the overall performance efficiency of starting applications 

stabilized once an application had been stored in the system cache. The analysis did show that 

activities that are not stored in the system cache, such as loading or saving documents is greatly 

affected by third-party antivirus software. The average results showed that loading and saving 

documents is overall significantly faster when using third-party antivirus. The first sub-

questions asked how performance is affected by antivirus software and the answer is that there 

is a performance gain when using third-party antivirus software instead of Windows Defender 

Antivirus. 

 

Stating that third-party antivirus software is faster is not enough to fully evaluate that third-

party antivirus is necessary. For this reason, a study was performed to answer the second sub-

question which asks how the detection methods utilized by the antivirus software differentiate 

from each other. The analysis showed that all vendors utilizes more than one detection method. 

Norton Security Premium is the antivirus software that uses the least amount of detection 

methods, yet the performance impact was on par with the other vendors. The one thing that 

differentiates Windows Defender Antivirus is that it is the only antivirus tested in this research 

that does not use the signature detection method. It is possible, but not proven that the reason 

Windows Defender Antivirus software is slower is because it uses more complicated detection 

methods. What is blatantly obvious however is that Kaspersky Total Security, ESET Smart 

Security Premium and Bitdefender Total Security all offer more ways to detect malicious 

threats than Windows Defender Antivirus. 

 

This research has shown that in an offline environment third-party antivirus software increases 

the performance efficiency of some user activities and offers more ways to detect and prevent 

malware. The main research question asked: “Based on the data collected, what arguments 

exist for or against the necessity of employing third-party antivirus software?” Based on the 

arguments provided above the answer is simple. Yes, using third-party antivirus software in a 

Windows 10 environment is a necessity if you want certain tasks to go faster by a few seconds 

and if you want to have more detection capabilities available.   
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7 Discussion and Future Work 
 

The method used for the experiment is a method that is dependent on the developer of the 

benchmarking software. Futuremark offers the PCMark benchmark for Windows 7, 8 and 10 

and the method could be applied to similar research that compares the performance impact in 

relation to the version of Windows that is used. Additionally, there is an Android version of 

the benchmarking tool and similar research could be done on android devices to determine if 

the results are similar or not (Futuremark, 2018). The problem however is that the method itself 

cannot be fully customized or transferred over to other operating systems such as Linux or 

MacOS. An improvement for future research would be to design and create a new method of 

measuring performance efficiency that is applicable to any operating system and not dependant.  

 

Something to note about the results are that they only encompass certain aspects of user 

activities. The PCMark 10 Professional Express benchmark produces 50 types of data variables 

and only some of them were used to determine the load and save times of a few selected 

applications. There are many other aspects that could have been tested such as video 

conferencing and digital content creation (Futuremark, 2018). Future research would have to 

be conducted to further evaluate if third-party antivirus software is necessary. The results of 

this research are enough to claim that it is, however, there may be more aspects that could 

further prove or disprove this statement.  

 

An aspect that was discussed in this research was the detection capabilities of the selected 

antivirus software. The study that was performed only gave a quick glance of the functionality 

that is offered by the services. The purpose of this was to provide another aspect that could 

argue for or against the use of third-party antivirus software. The study showed that Windows 

Defender Antivirus is the only antivirus in this research that does not use the signature detection 

method and overall has the largest impact on performance. There may or may not be a relation 

between the two, however, the question of how the different detection methods impact the 

performance is something that is worth investigating in the future. 

 

The results of the experiment may differentiate based on the environment it is performed. The 

experiment for this research was performed on virtualized machines that had network 

connectivity disabled and used limited hardware resources. The amount of performance 

increase or loss may be different on other hardware, whether the tests are done in a virtualized 

environment or not and if network connectivity had been enabled. The claim is that third-party 

antivirus software is necessary if you want to certain tasks to go a few seconds faster. However, 

it is possible that the amount will not be as large on other experimental environments which 

certainly is something that should be tested in the future.  

 

The method used for this research is easily implemented and straightforward to use. It is highly 

recommended to use this method to determine how added layers to a system affects the overall 

performance efficiency of standard tasks. The results from this research could be used to 

determine if the potential increase in performance is worth the cost of employing third-party 

antivirus software. 
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Appendix A – Applicable Validity Threats 
 

Validity Threats Applicable Preventable Handled 

Low statistical power Yes Yes 
The benchmarks are performed 
30 times per change in the 
independent variable. 

Violated assumptions of 
statistical tests 

Yes Yes 
The results for each benchmark 
are graphically presented to 
eliminate any assumptions. 

Fishing and the error rate Yes Yes 

The tests are performed under 
the same circumstances and no 
changes are made to the 
methodology to fish for results. 

Reliability of measures Yes Yes 

Multiple tests are performed 
with the antivirus products 
utilizing their default settings 
aside from disabling the 
automatic update feature. 

Random irrelevancies in 
experimental setting 

Yes Yes 

Network connectivity and 
automatic updates are disabled, 
leaving only unpreventable 
threats such as antivirus scans 
which is normal behaviour for 
antivirus software. 

Random heterogeneity of 
subjects 

Yes Yes 
Every benchmark that is run are 
done on the same baseline 
virtual machine. 

History Yes Yes 

Since the benchmarks are 
performed during different days 
an antivirus product may 
conduct an update. However, 
since automatic updates and 
network connectivity are 
disabled this will not affect the 
result. 

Instrumentation Yes Yes 

Everything in the experiment 
uses the default settings to 
assure no alterations are done 
to affect the result. 

Selection Yes Yes 
Only antivirus products that 
have the same qualities are 
compared 



 

 

 

Ambiguity about direction 
of causal influence 

Yes Yes 
The performance in relation to 
detection capabilities are 
measured independently. 

Inadequate 
preoperational explication 
of constructs 

Yes Yes 
The necessary information 
required for understanding the 
research is provided. 

Mono-operation bias Yes Yes 

An experiment is conducted in 
combination with an 
investigation of literature to 
provide a proper conclusion 

Mono-method bias Yes Yes 

Multiple test groups containing 
similar tests are created to 
validate if the results from one 
test matches with the other. 

Restricted generalizability 
across constructs 

Yes No 

This research only investigates 
certain aspects of performance, 
investigating every nook and 
cranny of a computer is huge 
undertaking and requires more 
than one study. 

Hypothesis guessing Yes Yes 

A hypothesis is made, however, 
there is no bias towards that 
result. Every experiment is 
performed objectively. 

Experimenter 
expectancies 

Yes Yes 

This research is about evaluating 
the necessity of third-party 
antivirus and this evaluation is 
done objectively. 

Interaction of selection 
and treatment 

Yes Yes 

Only antivirus products that 
have the same qualities are 
compared to assure a fair 
comparison 

Interaction of history and 
treatment 

Yes Yes 

Since the benchmarks are 
performed during different days 
an antivirus product may 
conduct an update. However, 
since automatic updates and 
network connectivity are 
disabled this will not affect the 
result. 

 

  



 

 

 

Appendix B – Benchmark Results 
 

WebBrowsingSocialLoad Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

0.287 0.285 0.291 0.306 0.291 0.284 

0.279 0.283 0.303 0.299 0.297 0.300 

0.282 0.277 0.317 0.321 0.311 0.292 

0.299 0.280 0.299 0.355 0.307 0.307 

0.288 0.284 0.298 0.314 0.288 0.287 

0.300 0.283 0.298 0.314 0.298 0.310 

0.289 0.278 0.317 0.308 0.294 0.296 

0.286 0.296 0.303 0.293 0.306 0.298 

0.280 0.289 0.300 0.332 0.284 0.288 

0.277 0.298 0.317 0.319 0.296 0.294 

0.288 0.283 0.302 0.308 0.312 0.292 

0.286 0.312 0.295 0.306 0.306 0.292 

0.303 0.288 0.317 0.324 0.305 0.297 

0.294 0.282 0.308 0.306 0.302 0.294 

0.298 0.313 0.307 0.302 0.305 0.293 

0.314 0.277 0.309 0.297 0.309 0.313 

0.305 0.285 0.299 0.310 0.289 0.291 

0.292 0.278 0.299 0.300 0.287 0.285 

0.318 0.281 0.317 0.309 0.294 0.293 

0.280 0.283 0.318 0.309 0.301 0.288 

0.288 0.307 0.300 0.311 0.303 0.285 

0.296 0.288 0.304 0.309 0.287 0.299 

0.292 0.282 0.314 0.322 0.294 0.297 

0.305 0.301 0.304 0.291 0.294 0.322 

0.288 0.297 0.305 0.300 0.308 0.293 

0.300 0.301 0.308 0.320 0.289 0.302 

0.285 0.295 0.310 0.296 0.301 0.307 

0.288 0.285 0.304 0.307 0.297 0.295 

0.305 0.290 0.310 0.302 0.297 0.292 

0.279 0.285 0.299 0.336 0.306 0.282 

0.292 0.289 0.306 0.311 0.299 0.296 

 -1.20% 4.54% 6.32% 2.13% 1.08% 

 

 



 

 

 

 
WebBrowsingShopLoad Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

2.610 2.683 2.640 2.738 2.641 2.655 

2.614 2.625 2.719 2.652 2.610 2.711 

2.606 2.611 2.668 2.687 2.628 2.643 

2.594 2.636 2.680 2.738 2.636 2.647 

2.605 2.602 2.694 2.657 2.637 2.747 

2.645 2.621 2.693 2.655 2.650 2.663 

2.614 2.684 2.741 2.629 2.689 2.650 

2.603 2.654 2.674 2.682 2.621 2.656 

2.615 2.637 2.638 2.636 2.641 2.698 

2.598 2.653 2.707 2.647 2.600 2.675 

2.600 2.636 2.709 2.660 2.661 2.680 

2.596 2.618 2.677 2.647 2.626 2.661 

2.621 2.639 2.680 2.669 2.613 2.656 

2.576 2.672 2.673 2.637 2.651 2.672 

2.617 2.637 2.676 2.610 2.605 2.685 

2.633 2.625 2.661 2.626 2.645 2.664 

2.580 2.621 2.662 2.659 2.602 2.683 

2.627 2.658 2.639 2.661 2.605 2.652 

2.683 2.668 2.679 2.700 2.639 2.707 

2.643 2.601 2.690 2.649 2.606 2.653 

2.637 2.655 2.695 2.613 2.620 2.640 

2.631 2.648 2.629 2.673 2.666 2.686 

2.575 2.648 2.697 2.694 2.699 2.660 

2.660 2.631 2.672 2.671 2.650 2.676 

2.650 2.645 2.684 2.647 2.622 2.676 

2.642 2.677 2.662 2.702 2.615 2.679 

2.625 2.670 2.640 2.608 2.586 2.665 

2.630 2.639 2.709 2.609 2.683 2.667 

2.602 2.653 2.707 2.684 2.596 2.665 

2.613 2.618 2.667 2.635 2.606 2.646 

2.618 2.642 2.679 2.659 2.632 2.671 

 0.92% 2.32% 1.57% 0.52% 2.01% 

 

 



 

 

 

 

AppStartupWriterWarm Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

1.671 1.563 1.700 1.723 1.641 1.586 

1.705 1.573 1.704 1.730 1.626 1.691 

1.677 1.746 1.708 1.664 1.685 1.630 

1.744 1.681 1.691 1.735 1.706 1.605 

1.719 1.630 1.773 1.687 1.621 1.621 

1.778 1.631 1.750 1.724 1.727 1.603 

1.721 1.627 1.742 1.705 1.645 1.606 

1.684 1.652 1.727 1.724 1.652 1.657 

1.763 1.665 1.690 1.688 1.687 1.656 

1.735 1.613 1.718 1.667 1.701 1.601 

1.690 1.630 1.772 1.701 1.698 1.608 

1.780 1.677 1.722 1.763 1.697 1.616 

1.732 1.636 1.713 1.817 1.775 1.676 

1.732 1.728 1.737 1.707 1.755 1.610 

1.733 1.656 1.751 1.709 1.752 1.595 

1.740 1.627 1.797 1.674 1.755 1.618 

1.676 2.217 1.721 1.698 1.705 1.601 

1.682 1.640 1.709 1.677 1.705 1.593 

1.811 1.682 1.701 1.700 1.710 1.661 

1.692 1.648 1.719 1.672 1.850 1.596 

1.722 1.653 1.787 1.723 1.703 1.598 

1.700 1.697 1.744 1.693 1.816 1.600 

1.734 1.682 1.737 1.718 1.747 1.630 

1.742 1.676 1.732 1.712 1.759 1.627 

1.774 1.611 1.760 1.667 1.772 1.634 

1.702 1.692 1.736 1.725 1.758 1.604 

1.759 1.630 1.712 1.704 1.707 1.606 

1.733 1.638 1.791 1.777 1.788 1.608 

1.757 1.672 1.717 1.739 1.777 1.602 

1.800 1.691 1.715 1.762 1.780 1.592 

1.730 1.672 1.733 1.713 1.723 1.618 

 -3.32% 0.17% -0.97% -0.36% -6.47% 

 

 



 

 

 

 

AppStartupFirefoxWarm Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

1.646 1.693 1.674 1.871 1.673 1.657 

1.638 1.703 1.685 1.798 1.662 1.684 

1.640 1.785 1.689 1.804 1.695 1.675 

1.691 1.746 1.697 1.841 1.752 1.656 

1.649 1.738 1.692 1.823 1.682 1.696 

1.660 1.767 1.685 1.817 1.695 1.670 

1.664 1.735 1.731 1.810 1.668 1.644 

1.629 1.797 1.701 1.786 1.692 1.693 

1.685 1.739 1.732 1.849 1.660 1.692 

1.629 1.739 1.730 1.814 1.678 1.677 

1.679 1.753 1.740 1.831 1.654 1.691 

1.664 1.789 1.696 1.845 1.691 1.673 

1.630 1.778 1.688 1.888 1.694 1.649 

1.641 1.779 1.690 1.819 1.700 1.670 

1.627 1.744 1.687 1.796 1.685 1.683 

1.657 1.762 1.752 1.816 1.672 1.664 

1.667 1.957 1.672 1.843 1.668 1.668 

1.639 1.759 1.731 1.804 1.692 1.703 

1.687 1.769 1.723 1.822 1.647 1.670 

1.671 1.789 1.713 1.812 1.712 1.685 

1.643 1.756 1.707 1.849 1.686 1.651 

1.709 1.798 1.685 1.832 1.684 1.665 

1.670 1.781 1.722 1.852 1.690 1.696 

1.675 1.761 1.737 1.879 1.648 1.670 

1.633 1.735 1.721 1.814 1.671 1.680 

1.620 1.759 1.685 1.770 1.750 1.661 

1.670 1.765 1.670 1.768 1.687 1.675 

1.621 1.774 1.717 1.838 1.697 1.674 

1.635 1.749 1.688 1.789 1.696 1.689 

1.703 1.777 1.698 1.756 1.661 1.672 

1.656 1.766 1.705 1.821 1.685 1.674 

 6.66% 2.96% 9.99% 1.76% 1.14% 

 

 



 

 

 

 

AppStartupWriterCold Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

14.785 11.658 11.657 12.295 11.100 10.696 

14.881 11.198 11.573 13.285 11.152 10.956 

14.612 11.047 11.574 11.854 11.183 11.588 

14.904 11.018 12.352 12.670 11.609 11.236 

15.002 11.396 12.145 11.964 11.565 10.968 

15.468 10.833 12.203 12.023 11.491 11.078 

15.819 10.868 11.652 11.664 11.727 10.758 

15.111 11.538 12.626 11.872 11.350 10.768 

15.116 11.152 11.644 12.530 11.214 11.294 

15.943 10.892 13.238 11.824 11.256 10.800 

15.405 11.013 11.754 11.793 11.341 10.838 

16.548 11.232 11.664 11.925 11.269 10.914 

15.212 11.296 11.707 12.157 11.485 11.019 

15.187 11.557 11.657 11.803 11.469 10.848 

15.235 11.189 11.846 11.562 11.456 11.185 

16.662 10.965 11.808 11.585 11.556 10.944 

15.314 18.064 11.377 11.951 11.657 10.836 

15.614 11.075 11.615 11.639 12.455 11.173 

16.091 11.074 11.611 11.850 11.395 10.877 

14.872 11.229 11.435 12.017 12.114 14.289 

15.676 11.474 11.838 11.790 11.630 10.831 

14.980 11.929 11.465 11.875 11.661 10.765 

14.808 11.683 12.013 11.824 11.645 10.965 

15.419 11.468 11.495 11.821 11.955 10.805 

15.004 11.506 11.506 12.506 12.620 11.032 

15.466 11.455 11.599 12.022 12.057 10.844 

15.043 11.872 11.570 11.971 11.598 10.978 

16.222 11.664 11.505 11.941 11.683 11.427 

15.854 11.390 11.701 12.105 11.634 11.535 

15.723 11.244 11.886 12.392 11.743 11.085 

15.399 11.533 11.791 12.017 11.602 11.111 

 -25.11% -23.43% -21.96% -24.66% -27.85% 

 

 



 

 

 

 

AppStartupFirefoxCold Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

6.424 5.525 5.490 7.593 5.259 4.931 

6.643 5.783 5.503 7.145 5.219 5.031 

6.665 5.673 5.648 5.927 5.223 6.749 

6.852 5.541 5.413 6.779 5.277 5.024 

7.093 5.663 5.742 5.804 5.278 5.024 

6.830 5.799 5.405 6.495 5.192 5.111 

6.687 5.662 5.362 6.716 5.167 5.073 

6.996 5.637 5.405 5.803 5.437 5.139 

7.176 5.787 5.348 6.241 5.228 5.271 

7.233 5.715 5.607 5.861 5.152 5.302 

7.321 5.882 5.411 6.610 5.403 5.235 

7.126 5.936 5.523 6.334 5.173 5.172 

7.084 5.710 5.454 5.764 5.285 5.091 

6.836 5.865 5.383 6.457 5.179 5.184 

6.969 5.892 5.594 5.787 5.253 5.411 

6.928 5.851 5.380 6.659 5.256 5.235 

7.259 10.351 5.397 5.979 5.219 5.201 

6.851 5.730 5.450 6.647 5.194 5.298 

6.969 6.161 5.631 5.874 5.324 5.260 

7.116 5.918 5.625 6.062 5.312 6.351 

8.509 5.963 5.526 6.597 5.349 5.198 

7.218 5.939 5.514 6.071 5.630 5.383 

6.843 5.861 5.564 6.473 5.405 5.287 

6.875 5.836 5.382 6.397 5.293 5.274 

6.979 5.945 5.497 6.591 5.454 5.322 

7.101 5.859 5.430 6.733 5.650 5.440 

7.072 5.860 5.440 5.872 5.457 5.419 

7.457 5.878 5.443 6.414 5.363 5.290 

7.047 5.906 5.539 5.872 5.391 5.302 

7.129 5.909 5.846 6.842 5.447 8.001 

7.043 5.968 5.498 6.347 5.316 5.400 

 -15.26% -21.93% -9.89% -24.52% -23.32% 

 

 



 

 

 

 

WritingLoad Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

3.312 3.216 3.274 3.130 3.236 2.857 

3.006 2.849 2.730 3.111 2.534 2.686 

3.023 2.504 2.696 2.831 2.521 2.965 

3.212 2.609 2.714 2.997 2.596 2.559 

3.233 2.651 2.677 2.733 2.485 2.902 

3.230 2.510 2.891 2.819 2.659 2.630 

3.209 2.586 2.809 2.942 2.590 2.609 

3.108 2.561 2.753 2.792 2.533 2.688 

3.149 2.511 3.037 2.712 2.577 2.569 

3.089 2.635 3.048 2.884 2.581 2.626 

3.129 2.747 2.703 2.941 2.670 2.701 

3.116 2.537 2.771 2.882 2.633 2.634 

3.099 2.686 2.874 2.738 2.660 2.757 

3.295 2.619 2.800 2.810 2.641 2.726 

3.282 2.587 2.761 2.612 2.632 2.660 

3.240 2.578 2.779 2.885 2.959 2.606 

3.365 3.093 2.948 3.000 2.667 2.766 

3.369 2.643 2.787 2.890 2.656 2.656 

3.185 2.705 2.907 2.886 2.607 2.694 

3.496 2.632 2.751 2.600 2.704 2.992 

3.642 2.651 2.857 2.962 2.622 2.760 

3.378 2.582 2.936 2.981 2.684 2.722 

3.343 2.858 2.783 2.881 2.775 2.820 

3.595 2.744 2.774 2.927 2.730 2.853 

3.729 2.661 2.789 2.823 3.326 2.639 

3.423 2.691 2.877 3.543 2.733 2.828 

3.662 2.717 2.819 2.877 2.747 2.821 

3.398 2.842 2.857 3.026 2.653 2.970 

3.636 2.722 2.882 2.827 2.748 2.826 

3.549 2.701 2.855 2.918 2.749 2.728 

3.317 2.688 2.838 2.899 2.697 2.742 

 -18.97% -14.43% -12.60% -18.69% -17.34% 

 

 



 

 

 

 

SpreadsheetLoad Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

1.628 1.653 1.651 1.840 1.613 1.843 

1.614 1.635 1.658 1.902 1.638 1.826 

1.792 1.705 1.841 1.677 1.646 1.673 

1.690 1.630 1.832 1.647 1.616 1.618 

1.806 1.630 1.843 1.811 1.616 1.797 

1.801 1.637 1.683 1.654 1.648 1.632 

1.648 1.637 1.683 1.858 1.763 1.636 

1.644 1.785 1.847 1.649 1.949 1.807 

1.667 1.630 1.712 1.829 1.794 1.801 

1.642 1.639 1.844 1.650 1.781 1.631 

1.882 1.636 1.657 1.681 1.671 1.817 

1.807 1.632 1.681 1.650 1.628 1.806 

1.860 1.765 1.682 1.841 1.623 1.626 

2.363 1.829 1.915 1.812 1.783 1.659 

1.814 1.798 1.813 1.679 1.747 1.651 

1.649 1.638 1.851 1.879 1.778 1.666 

1.769 1.792 1.875 1.824 1.622 1.625 

1.677 1.610 1.688 1.824 1.654 1.795 

3.090 1.637 1.853 1.828 1.800 1.648 

1.824 1.666 1.824 1.841 1.648 1.807 

1.817 1.830 1.685 1.820 1.617 1.691 

1.647 1.624 1.671 1.649 1.639 1.809 

1.643 1.783 1.739 1.664 1.619 1.626 

1.661 1.633 1.658 1.815 1.642 1.665 

1.875 1.638 1.853 1.654 1.682 1.632 

1.662 1.786 1.894 1.823 1.634 1.641 

1.798 1.610 1.655 1.705 1.638 1.722 

1.623 1.647 1.684 1.906 1.679 1.634 

1.658 1.634 1.658 1.832 1.820 1.727 

1.773 1.786 1.668 1.848 1.794 1.827 

1.794 1.685 1.753 1.770 1.693 1.711 

 -6.07% -2.28% -1.36% -5.65% -4.62% 

 

 



 

 

 

 

WritingSave Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

2.035 1.671 1.641 1.653 1.668 1.671 

2.017 1.654 1.669 1.686 1.636 1.692 

2.038 1.639 1.665 1.627 1.668 1.750 

2.153 1.664 1.654 1.675 1.664 1.711 

2.032 1.658 1.654 1.633 1.680 1.778 

2.056 1.655 1.639 1.646 1.659 1.670 

2.068 1.619 1.642 1.652 1.724 1.966 

2.142 1.660 1.681 1.660 1.644 1.677 

2.034 1.635 1.663 1.649 1.639 1.669 

2.042 1.651 1.673 1.701 1.660 1.691 

2.155 1.650 1.658 1.657 1.665 1.695 

2.059 1.638 1.664 1.642 1.649 1.674 

2.131 1.627 1.644 1.644 1.644 1.714 

2.086 1.654 1.673 1.622 1.642 1.693 

2.084 1.646 1.658 1.669 1.654 1.667 

2.082 1.648 1.647 1.646 1.677 1.693 

2.056 1.686 1.644 1.640 1.657 1.680 

2.045 1.644 1.681 1.657 1.639 1.667 

2.058 1.648 1.677 1.665 1.674 1.659 

2.063 1.665 1.678 1.641 1.657 1.748 

2.285 1.633 1.647 1.667 1.650 1.691 

2.234 1.643 1.663 1.680 1.649 1.698 

2.078 1.651 1.691 1.618 1.686 1.752 

2.115 1.633 1.640 1.650 1.671 1.683 

2.041 1.631 1.693 1.647 1.665 1.664 

2.050 1.655 1.660 1.665 1.648 1.682 

2.079 1.642 1.678 1.664 1.661 1.681 

2.036 1.655 1.636 1.668 1.643 1.730 

2.132 1.665 1.659 1.648 1.631 1.683 

2.221 1.644 1.654 1.641 1.643 1.827 

2.090 1.649 1.661 1.654 1.658 1.709 

 -21.12% -20.54% -20.89% -20.67% -18.26% 

 

 



 

 

 

 

SpreadsheetSave Unit: Seconds 

Windows Symantec McAfee Kaspersky ESET Bitdefender 

2.675 2.318 2.164 2.206 2.351 2.202 

2.729 2.164 2.302 2.397 2.604 2.297 

2.674 2.595 2.359 2.342 2.562 2.306 

2.687 2.278 2.333 2.353 2.583 2.290 

2.733 2.377 2.353 2.322 2.537 2.429 

2.711 2.413 2.349 2.349 2.455 2.345 

2.684 2.371 2.345 2.392 2.532 2.316 

2.762 2.374 2.396 2.319 2.590 2.351 

2.749 2.359 2.431 2.274 2.508 2.282 

2.736 2.345 2.352 2.311 2.562 2.302 

2.716 2.395 2.374 2.311 2.606 2.295 

2.738 2.345 2.341 2.309 2.625 2.329 

2.708 2.381 2.367 2.336 2.624 2.435 

2.790 2.345 2.309 2.384 2.599 2.305 

2.816 2.334 2.363 2.372 2.550 2.345 

2.677 2.400 2.377 2.489 2.572 2.348 

2.672 2.660 2.362 2.325 2.559 2.323 

2.695 2.375 2.358 2.315 2.598 2.357 

4.679 2.337 2.393 2.365 2.584 2.346 

2.779 2.338 2.355 2.351 2.574 2.360 

2.727 2.322 2.399 2.652 2.569 2.333 

2.753 2.344 2.386 2.364 2.633 2.327 

2.728 2.362 2.503 2.340 2.560 2.366 

2.798 2.318 2.362 2.344 2.592 2.332 

2.680 2.357 2.364 2.325 2.590 2.323 

2.762 2.362 2.345 2.263 2.543 2.367 

2.718 2.371 2.341 2.343 2.627 2.304 

2.671 2.345 2.323 2.357 2.571 2.344 

2.797 2.317 2.370 2.426 2.553 2.312 

2.768 2.320 2.337 2.333 2.571 2.348 

2.794 2.364 2.357 2.352 2.566 2.331 

 -15.38% -15.64% -15.81% -8.15% -16.58% 

 


