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EXECUTIVE SUMMARY
This document reports a technical description of ELVIRA project results obtained as part of Workpackage 4.1 entitled “Multi-agent systems for power Grid monitoring”. ELVIRA project is a
collaboration between researchers in School of IT at University of Skövde and Combitech Technical
Consulting Company in Sweden, with the aim to design, develop and test a testbed simulator for
critical infrastructures cybersecurity. This report outlines intelligent approaches that continuously
analyze data flows generated by Supervisory Control And Data Acquisition (SCADA) systems, which
monitor contemporary power grid infrastructures. However, cybersecurity threats and security
mechanisms cannot be analyzed and tested on actual systems, and thus testbed simulators are
necessary to assess vulnerabilities and evaluate the infrastructure resilience against cyberattacks.
This report suggests an agent-based model to simulate SCADA- like cyber-components behaviour
when facing cyber-infection in order to experiment and test intelligent mitigation mechanisms.
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1 Introduction
Energy is paramount to economic development and social welfare. The power grid is the
infrastructure supplying electrical energy with increasing challenges of efficiency and reliability. The
smart grid is the current trend to upgrade this aging energy infrastructure and leading to a further
distribution of the energy market. However, alongside the expected enhancement in efficiency and
reliability, the induced connectivity prompted by Supervisory Control And Data Acquisition (SCADA)
systems, expose the grid to cyberattacks where conventional security approaches are limited by the
scale of the grid and the velocity of energy flows.
The power grid is distinguished by the enormous scale and intricate interconnections of the network
carrying power flows. The network includes power components tied up together via transmission
lines to form a complex system connecting power-generation sources to power-consuming loads.
Power is however difficult to store, which requires continuous real-time production-supply
synchronisation. This active power balance is automated directly via control elements embedded
into power-components, and remotely from control rooms, via regulating software systems such as
SCADA. These systems monitor and operate the physical control elements such as sensors and
actuators in real-time. Figure 1 illustrates the interplay across evolving smart-grid layers, which
exhibit the salient role of cyber-physical systems like SCADA. These systems interface remote
distributed substations with power-grid control applications via an interconnection of a Wide Area
Network (WAN), Local Area Networks (LANs) and Neighbourhood-Area-Networks (NANs).

Figure 1. Smart-grid architecture

The decentralized control elements coordinated by SCADA act conceptually as intelligent agents
which abstract cyber components’ behaviour. Typical control elements are PLCs which stand for
Programmable Logic Controllers. A PLC is essentially a computer designed to capture multiple inputs
and dispatch multiple outputs, while running a program that automates real-time processes to
balance power-flow. These phases are repeated continuously as individual cycles of operations, in
sequence, namely: inputs scanning-phase, program execution-phase, outputs dispatch phase, and
then back to inputs-scanning phase. This control component behaviour can be mimicked by
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autonomous agents in a distribution simulation testbed, where event-driven activities synchronize
the sequence of control phases, in real-time.
Testbed simulation platforms are needed for cyber-physical system security such as those involved in
SCADA systems. These systems are employed in critical infrastructures and are stringently guarded.
The lack of live data of actual running systems reduce prospects for forensics studies and reliable
research to deter threats against critical infrastructures. These threats proved their potential to
intrude power-control elements and compromise their operations, while spreading across
conventional communication infrastructure to other, possibly more critical elements (Saunier, 2014).
Since cybersecurity threats and security mechanisms cannot be analyzed on actual systems,
simulation tools are necessary to assess existing vulnerabilities, test countermeasures and evaluate
the infrastructure resilience against cybersecurity challenges. This software analysis-alternative with
tools to experiment cyber-physical-infrastructure security, alleviates the cost of replicating the entire
cyber-physical system and provides a viable and flexible platform for cyber-threats forensics
research.
We propose a Multi-Agent Based Simulation (MAS) approach for cyber-physical systems security. Our
approach models the security activity and interconnectivity of control elements prevalent in SCADA,
to analyze cyber-threats looming over power grid systems. Agents are distributed intelligent entities,
which autonomously contribute to the realization of an overall system goal (Helleboogh, Vizzari,
Uhrmacher, & Michel, 2007). They provide a high-level abstraction to represent complex system
dynamics. The main attribute of the proposed simulation model is an object abstracting relevant data
(the agent body) and its individual behaviour (dictated by the agent mind). This modelling approach
provides configuration trade-offs that set the agent goal, beliefs and deliberation parameters
separately, leading to a highly flexible model of cyber-attack detection-levels and reaction
mechanisms. Using these configurations, the vulnerability of the power-grid control system is
assessed under different exposure levels, and the cyber-attack consequences are evaluated following
different cyber-attack scenarios. Autonomous decision-making is performed according to a set of
rules, which spawn prescribed tasks. Agents model follow declarative specifications to indicate what
should be done rather than how the system works.
The main objective of this work-package is to define the anatomy of agents, which can be
implemented to simulate realistic smart-grid cybersecurity scenarios in an efficient and flexible
manner. The work-package contributes a multi-agent based model to account for vulnerabilities and
exposure levels of power-grids, using a testbed implementation. The demand-response management
and related forecasts of power consumption and supply, are outside the scope of this project, as well
as the integration of renewable energy sources into the grid. The focus is on the grid cyber-physical
system security, whereby potential malicious threats portray false situation-awareness views to
operators or alter deliberately the production-supply balance at some parts of the grid with the aim
of triggering a chain of actions with disastrous cascading-effects.
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2

Background

2.1 Smart-grid security
Smart grid evolution aims at decentralizing the current power grid to open-up further the energy
market, while introducing automation and controls for increased efficiency. Although these ideas are
already prevalent in the existing grid, the envisioned smart grid implements these features and
others using Internet applications, where two-way communications and distributed computing
allows for real time energy balance management even at home appliances level (Salman, 2017).
Thus, smart- grid realization is contingent upon the effective integration of new information and
communication technologies into the traditional power systems. As illustrated earlier in Figure 1, a
cyber-physical layer that is tightly coupled with the physical power system handles computations and
data exchanges to control the voltage, frequency and overload adjustments involved in the power
generation, transmission, and distribution processes. The resulting tight interconnectivity between
power system and power control elements, along with the increased reliance on communication
systems generate vulnerabilities to a multitude of threats captured at a hierarchically organized
security levels (Sanjab, Saad, Guvenc, Sarwat, & Biswas, 2016), as depicted in Figure 2.

Figure 2. Smart-grid security levels

The power system security level refers to maintaining technical parameters such as voltage and
frequency within defined limits. For that, the power system has to instantaneously balance electricity
supply against demand. This activity is operated by the upper-level cyber-physical control system.
Thus, a misguided operation at this level may induce deviations in frequency at the power system
level causing outages, and potentially severe damage to important assets. Given the computingintensive operations at the cyber-physical system level, the corresponding security issues refer to
standard computer security at user, operating system and local-area networking threats. The more
7
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elaborated illustration of Figure 3 shows threat vectors targeting SCADA systems. Substations may be
equipped with local stations to access neighbouring control units for ad-hoc access to monitoring
services where malware infection can be initiated from the station user, whose authentication
credentials or access privileges may be compromised. The station’s operating system may be
vulnerable and exposed to malware, which may infiltrate the system through malicious patches, or
altered access control and data security mechanisms. The local station is connected to the substation
LAN via a communication channel which may be another threat vector, driving infections across the
LAN. The control unit, such as PLC represents an additional threat vector, which may alter powersystem directive outputs or falsify probed inputs communicated to upper control elements. Finally,
at the edge of the information-flow chain, malware can be tuned to infiltrate the sensors and spread
inside the substation network, leading to a further threat vector. We focus on cyber-physical system
security of SCADA system, where rather than detecting the attack source, the emphasis is on
analyzing suspicious data flows and preventing unknown connections from infecting further other
elements in the network (C.-C. Sun, Liu, & Xie, 2016).

Figure 3. SCADA system security

2.2 Agent-based modelling
Intelligent agent abstraction of cyber-physical systems has proved to be a promising distributedcontrol representation of smart grids (Januário, Leitão, Cardoso, & Gil, 2017). An agent is perceived
as any entity that monitors its environment data using sensors and affect its environment through
actuators. This is analogous to human perception, where conventional senses such as eyes, ears and
nose analyze the environment while legs, hands and mouth play a similar role as actuators.
Intelligent agents represent cyber-devices that capture data streams transmitted from sensors and
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communicate desired actions to actuators in cyberphysical environments (Wooldridge & Jennings,
1995). Agents are autonomous computational units that react to the dynamic environment changes
by relaying sensors to actuators to realize a set of prescribed goals (Schroeder, 1998).
Agents have distinctive characteristics enabling them to be (Helleboogh et al., 2007): autonomous,
reactive, proactive and social. The latter characteristic induces inter-agent communication using a
common protocol (Poslad, 2007). This characteristic is used to represent cyber-components
communication of SCADA system in our proposed multi-agent based simulation of smart-grid
security. As shown in Figure 4, agent communication maps several configurations of control
elements topology.

Figure 4. Mapping agent interaction and control-elements communication

Some control elements may be more critical than others in this topology and so would be the
corresponding agent representative. For example, the MTU (Master Terminal Unit) in Figure 4, as
compared to RTUs (Remote Terminal Units) such as PLCs, stores and processes the information from
RTUs. MTUs are typically located in SCADA control center. This leads to the graph-based
representation of agents in Figure 5 where nodes position in the graph reflects the level of agent
criticality, and the edges represent the social interactions between agents following the mapping of
Figure 4.
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Figure 5. Social interactions between agents

The cyber-physical dynamic environments in which agents operate changes beyond the agents’
control. This is modelled explicitly as part of the simulated environment, to simulate threat
propagation that infect control elements in tandem. Our agent-based representation is thus focused
on security issues where agents are simply active objects used to model relevant control data subject
to parameters influenced by the level of threats. Threats may be passively passed or actively
affecting agents’ behaviour or both, depending on the threat-configuration parameters. This threat
propagation maps to SCADA system of Figure 4, where agents are subject to cyber-infection to
simulate malware and security attacks at cyber-physical systems level, such as DoS, worm/virus as
well as false-data injection. Given the power-grid fixed locality property, the social characteristic of
the proposed agent- modelling approach, drives an infected agent to possibly contaminate its
neighbours. Infections spread across neighboring nodes to depict the permanent tight-coupling of
cyber-physical components in SCADA system.
Although the current goal aims at a security testbed to evaluate vulnerabilities of cyber-physical
systems used to monitor the prospective smart-grid, a far-reaching goal investigates the agent’s
capacity to improve its adaptive power to learn from experiences. This future investigation, which is
beyond our current scope aims at an autonomic security for self-protection and self-healing (Ghosn
& Ranganathan, 2010). An agent would gather enough forensic information about its environment in
cooperation with other agents in that environment to forecast threats and build spontaneously
immunity against malicious attacks that might occur at any time. Eventually, agents would even
adjust legacy strategies with the contemporary ones in order to handle threatening situations in realtime.

2.3 Multi-agent System (MAS)
A multi-agent based system employs agents as core entities working together as a coordinated
community to accomplish an overall goal and reduce information overload (Maes, 1994). The social
characteristic of agents discussed earlier makes this distributed control among different agents in a
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common system, possible. Each MAS agent is uniquely identified to facilitate the communication
across agents. Agents process specific tasks referring to cyber-physical control elements, in order to
achieve a system-wide distributed processing, referring to SCADA system (Novák, Kadera, Vrba, &
Sindelár, 2013). Figure 6 illustrates MAS agents for power-grid simulation. SCADA control elements
provide measurements to evaluate the state of the power grid and its deviation from the ground
truth, in support of situation awareness.

Figure 6. Illustrative multi-agent system for power-grid monitoring with power generators (
Programmable Logic Controllers (PLC) and busbars ( ).
s

),

Several categories or classes of agents represent the basic structure of the power network, including
generation, transmission, and load consumption (Z. Liu, Chen, Liu, Sun, & Hu, 2012), as illustrated in
Figure 6. The aim of the multi-agent system structure in this case is to protect the power system, as
cyber-physical control elements of SCADA system would do to keep the deviation-levels of power
voltage and frequency within the desired limits to keep power flowing continuously. In this scenario,
each agent goes through the cycle of collecting data, elaborating a decision and then executing it.
The elaboration of a decision is based on the power-system state worked-out following the analysis
of the collected data. This means that based on the analysis of the collected data, a corresponding
state of the power-grid component is inferred. This state results into the category of risk-assessment
method that the agent will execute.

3

Related Work

Earlier approaches to improve the protection of critical information infrastructures have been
investigated within EU project INSPIRE (INcreasing Security and Protection through Infrastructure
Resilience) (D'Antonio, Romano, Khelil, & Suri, 2009). The main idea is to protect critical information
infrastructures by appropriately configuring, managing and securing the communication network
infrastructure interconnecting SCADA systems. A self-reconfigurable architecture is designed, to
provide mechanisms for detecting, diagnosing, and handling faults and attacks with emphasis on the
diagnosis of activities across subsystems and related peer- to-peer communication support.
However, this approach focuses on the networking infrastructure and related communication
protocols and does not emphasize the data flows as a source of diagnostic forensics. In another EU
project, labelled INTERSECTION (INfrastructure for heTErogeneous, Resilient, SEcure, Complex,
Tightly Inter-Operating Networks), a prototype of the security framework is delivered to demonstrate
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some scenarios, and has been further validated by end-user partners supporting the project (Tyson,
Lindsay, Simpson, & Hutchison, 2010). The focus is still on the monitoring system infrastructure,
namely sensing devices, which do not scale to the superseding power of induced data analytics.
More recently, a further EU project labelled SAWSOC (Situation AWare Security Operations Center)
discusses a holistic approach for detection and diagnosis of attacks over critical infrastructures
focusing on energy production and distribution, to overcome notorious fragmentation across security
procedures. The consortium converged security technologies into a designed platform that gathers
data from activities and events in real time, at physical, network, operating system and database
levels, to facilitate correlation of diverse data flows (Cerullo et al., 2016). The platform supports a
visualization module to display alarms, actions and statistics that can enhance user interaction and
decision-making. In this approach, the bulk of forensics intelligence is shifted to users and
stakeholders in the security field with limited participation of intelligent agents cooperating to
evaluate the true state of the infrastructure and isolating intruding cyberattacks.

4

Multi-Agent System for Power-Grid Security Modelling

The current evolution of power grids into smart-grids prompted security-aware testbeds to
investigate the extent of cyber-attacks through forensic analysis of the infrastructure data flows.
These testbeds are designed to assess the vulnerabilities of the infrastructure monitoring-system,
namely SCADA. This process involves the design and development of data collection and parsing
agents for capturing, analyzing, and filtering out data from the heterogeneous sources of data,
typically streamed by SCADA cyber-components overseeing the power grid infrastructure. This data
is further integrated with other agents’ data to consolidate the threat analysis process, and
vulnerability assessment of the power grid.

4.1 Cyber-physical agent model
The agents’ abstraction is based on models of cognitive science (Saunier, 2014), which we adapted to
a software representation within the dynamic environments context of a power grid. In our testbed
design, this representation corresponds to a SCADA system cyber-physical control element, such as
PLC. Subsequently, our proposed agent abstraction is labelled Cyber-Physical Agent (CPA) which
consists of two parts: mind and body (Klügl & Davidsson, 2013). The mind of CPA consists of
aggregated data representing the corresponding SCADA element attributes and related data flows
that are relevant for threat assessment, attack diagnosis and resilience control, as illustrated in
Figure 7. Thus, the body mediates the access to sensors in the environment, and the perception
process. It captures sensor signals for situation awareness, or relays signals to actuators for an active
perception.
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Figure 7. Cyberphysical agent model

For modelling security issues, the body is associated to a state which instances could be: Susceptible,
Infected or Recovered. The state of the agent may be updated without the mind decision. This is to
simulate an environmental infection, caused by a cyberattack. The state may be structured into a set
of parameters and state variables that may contain arbitrary complex data ranging from numbers
denoting energy loads to structure representing complex energy transformations. Using these
attributes, the body state is asserted at a particular time of the multi-agent simulation run.
The mind provides decision-making processes, and for that purpose, it is equipped with an internal
memory and a reasoning capability. Following BDI paradigm (Georgeff, Pell, Pollack, Tambe, &
Wooldridge, 1999), each agent acquires information from the collected environment data, and
deliberates a set intentions, which are turned into available actions. Beliefs, Desires, and Intentions
are specified using predicates. A predicate has a named proposition, that may also be associated to a
value, along with some parameters. Dempster-Shafer theory (Shafer, 1976) may be used to deal with
uncertainty induced by mutually exclusive propositions, where one is true at a particular time to
compute the proportion of evidence that supports one of them, as part of the forensics analysis
process.
In the proposed BDI-based agent model, Beliefs represent the internal knowledge the agent has
about an incoming event from the power-element, whereas Desires represent the goal targeted by
the agent. A desire is fulfilled when the corresponding predicate is validated by the agent Beliefs.
Both Beliefs and Desires knowledge-bases are updated throughout the simulation. Intentions reflect
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the current plans worked out by the agent. A plan can be instantaneous or persistent and may have a
priority value, used to select a plan when several possible plans are available.

4.2 Cyber-threat analysis model
Each cyber-physical agent monitors a node bus in the power network, and includes only local
generation, transmission and load predicates in its beliefs base. However, agents communicate with
other neighboring agents overseeing directly interconnected power-elements, during normal
operating conditions, leading to social interactions discussed earlier in Figure 5. Note that in cyberphysical infrastructures, the communication network is independent from the physical-power
network as illustrated further in Figure 8, hence a power-failure at some node does not affect its
communication capacity. However, a cyber-threat may falsify the communicated data and/or
compromise the power-element metadata. In both situations, power- failure may occur. Hence, the
goal or desire of the agent is to identify potential threat features by elaborating plans to discern the
agent’s belief from the actual ground truth of the power network. For that purpose, the agent
elaborates plans to discover the ground truth with the intention to deploy the plan that is plausible
to maintain power balance and stabilize the dynamic power system at all time.

Figure 8. Communication network vs. power grid network

The proposed agents environment can be viewed as a graph S = (C,B), of CPA nodes set C =
{c1,c2,....,cn}, and communication branches B = {b1, b2, ...., bm} that join CPA agent nodes. This model is
assimilated to SCADA graph S, which monitors power-grid graph P = (V, E), with power elements V =
{v1 , v2 , ..., vn }, connected via transmission lines E = {e1, e2, ..., em}. For every CPA agent, ci represents
the agent’s belief base ci = {vi , pi , Ei}, referring to the monitored physical element vi, the net power
of that element pi, and the physical transmission lines Ei = {eij , j = 1, 2, ..., n; i≠ j }, connected to that
element. If ci is a transmission agent, the net-power pi is the total power flowing into and out of vi
(e.g. power-transmission bus). If ci is a generator or a load agent, then the net power is the total
supplied or demanded power respectively by the generator-bus or load-bus vi. Demanded net-power
is negative whereas supplied net power is positive.
The quest for the ground-truth iterates the following consensus-theory based formulation (Xu & Liu,
2011):
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Where, the index i refers to agent ci, and
represents the local net power pi at iteration k+1 of
the ground truth discovery process. αij is the information exchanged between CPA agents, as agent cj
belief is communicated to agent ci. Note that αij varies to satisfy the dynamic nature of power-load
balancing between supply and demand across power elements, whereby 0 < αij < 1 corresponding to
every instance of Ei for connected nodes, and αij = 0, when no such connection exists. However, that
is the total
proportions of power transmitted to/from vi.
Globally, across the power-grid, the discovery iteration process, can be expressed as (Xu & Liu, 2011):

We adopt the consensus theory approach for ground-truth discovery (Hatano & Mesbahi, 2005)
which states that the above expression converges in asymptotic number of iterations. By comparing
the above expression to collected data, the state of convergence is assessed to predict the extent the
deviation from ground-truth and thus the potential influence of a malicious actor.

5

Conclusion

We presented a multi-agent based approach to power-grid security testbed design. The proposed
approach contributes to threat analysis of SCADA networks. The agent-based approach is expected to
lead to autonomic security where immunity against malicious attacks is gained through continuous
learning (from collected data streams). These monitoring agents analyse cyber-physical system data
streams online to characterize the power-grid state.
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