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Abstract 
 

During the last decade, there has been an increase in the number of automated programs 
(bots) that perform tasks such as harvesting information or making posts on social media. 
CAPTCHA was developed as a defense against bots, but several common CAPTCHAs have 
usability issues and are difficult for users to solve. This project aims to determine if a non-
visible user input-based CAPTCHA can help solve this problem. The CAPTCHA looks for 
patterns in the user input, that is, signs that the input is controlled by scripted logic.  

The CAPTCHA is evaluated by looking at how capable it is at identifying patterns, human 
mouse movements and bot-controlled mouse movements. Additionally, it is investigated if 
there exists a data sequence size at which the pattern recognition algorithm can most 
successfully detect patterns and avoid false negatives. The results showed that interval sizes 
40-50 provide the best results. Using these sizes, the pattern recognition algorithm was able 
to fulfill the commonly accepted rates of at least a 99 % success rate and at most a 10 % false 
negative rate. This shows that the CAPTCHA is robust under the circumstances investigated. 

Key words: CAPTCHA, Bot, Robustness, Data security, Behavioral analysis, Pattern 
recognition 
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1 Introduction 
 
As websites and data-centric applications become increasingly popular, so has the presence 
of web bots used for malicious purposes (von Ahn et al., 2003). CAPTCHA was developed as 
a protection against these bots. Completely Automated Public Turing test to tell Computers 
and Humans Apart often manifests itself as a problem placed between the user and the 
content or action they are trying to access. The idea of the CAPTCHA was to present the user 
with a problem that was difficult to solve for a computer but easy to solve for a computer. 
The goal was to allow users to get through but block out the bots. Though CAPTCHAs have 
proven to be a decent defense - several commonly used CAPTCHAs have had usability issues 
that have made them hard to solve for human users (Yan & El Ahmad, 2008).  

This project presents a non-visible CAPTCHA that aims to solve this by determining if the 
user is a bot or human through analysis of their input. This CAPTCHA requires no additional 
effort from the users, but will instead analyze the users while they interact with the page 
normally. This should avoid the previously mentioned usability issues. The CAPTCHA 
consists of three parts: data collection, pattern recognition and a rating system. The data 
collection turns the user’s actions into data that can be analyzed. The input that is analyzed is 
mouse movements and keystrokes. The pattern recognition algorithm is built on the idea 
that a bot would probably use some kind of logic to control the input. This should mean that 
there should be an identifiable relation between each action that the bot performs, that is, it 
should form a pattern. The pattern recognition algorithm looks for these patterns, signs that 
the input is being controlled by scripted logic rather than erratic human interaction, in these 
data sequences. Lastly a rating is modified that describes the probability that the user is a bot 
or human, depending on if the pattern recognition has detected a pattern or not. 

In this work, the CAPTCHA will be evaluated to determine two things. Firstly, since the 
pattern recognition continuously analyzes data depending on the size of the intervals it 
receives– does there exist such a size that produces the best results concerning patterns 
correctly identified and few false negatives? Secondly, it aims to determine the robustness of 
the system. Does the pattern recognition, and in extension - the CAPTCHA, reach the 
commonly quoted requirements for CAPTCHA software (Chellapilla et al., 2005)?  
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2 Background 

2.1 Security in websites and data-centric applications 
As websites and other data-centric applications become increasingly common, users are 
required to trust the confidentiality and integrity of the data the applications collect, store 
and present (Harauz, Kaufman & Potter, 2009). Because of this, these types of applications 
have become enticing targets for hackers wanting to input or access information without the 
owner’s permission. Inadequate security on the data input can allow hackers to create scams 
or spam, misleading or harassing users using automated bots (Yan & El Ahmad, 2009). 
These bots are capable of performing actions at a significantly higher rate than any human 
could. Bot creators have used this advantage to rig online polls, create large amounts of 
email addresses used for spamming and to attempt dictionary attacks against password 
systems (von Ahn et al., 2003). Furthermore, insufficient security when it comes to storing 
or accessing data can allow hackers access to confidential and private information such as 
credit card information and personal security details.  

2.2 CAPTCHA 
Technology companies developed CAPTCHA (Completely Automated Public Turing test to 
tell Computers and Humans Apart) as a possible solution to the bot problem. It was initially 
developed as a defense against bots signing up for thousands of email accounts every minute 
(Mori & Malik 2003). The idea of the CAPTCHA was to present a problem that was easy to 
solve for humans but difficult to solve for computers. The page could then require that the 
user solve the CAPTCHA before being allowed to create an account. This early version of the 
CAPTCHA presented a distorted word and asked the user to interpret what word was being 
shown. An example of this type of CAPTCHA can be seen in Figure 1.    

 
Figure 1 Example of a distorted word CAPTCHA 

Since the invention of the CAPTCHA, there have been two conditions upon which the 
systems have been built: 

(1) Usability: The system must be easily solved by humans (Chellapilla et al., 2005). A 
system that is difficult to solve for humans could risk locking out or driving away the 
legitimate users that the application or website was built for in the first place (Yan & 
El Ahmad, 2010). Designing a system that is easy to solve for all humans requires 
taking into consideration the perspective of users with many different backgrounds. 
A complex equation may be easy to solve for a mathematician, but difficult or 
impossible to solve for a user without the relevant background knowledge.  

(2) Robustness: The system must be difficult to solve for a computer. A CAPTCHA that is 
easy to solve for a human but not difficult to solve for a computer would provide no 
protection from bots. To be effective, a CAPTCHA needs to be robust enough to 
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discourage bot attacks by raising the cost of breaking the CAPTCHA to an 
unprofitable level (Chellapilla et al., 2005).  

Some studies have presented specific ratios that an optimal CAPTCHA should achieve. One 
ratio frequently cited is a bot success rate of less than 0.01 % and a human success rate of at 
least 90 % (Chellapilla et al., 2005). Regardless of exactly what ratio is used, every CAPTCHA 
system should strike a balance between usability and robustness (Yan & El Ahmad, 2010).  

The CAPTCHA system is based around the idea of raising the effort and cost of breaking the 
system to an unprofitable level (Chellapilla et al., 2005). Many bots look for easy targets 
(systems with limited to no protection) and when encountering a system not quickly 
breakable they move on. When there are so many targets it becomes more profitable to move 
on rather than try to break a well-defended system.  

Several different types of CAPTCHAs have been designed over the years. One popular 
CAPTCHA solution is the previously mentioned distorted word CAPTCHA. These 
CAPTCHAs ask the user to identify a word that is obscured by image noise, warping or other 
distortion techniques - something that is difficult to accomplish for a computer (Lin et al., 
2011). Humans on the other hand are naturally trained to intuitively interpret these types of 
problems (Chellapilla et al., 2005). Another type of CAPTCHA prompts users to identify 
objects or scenery in images. One example of such a CAPTCHA is the Snapchat CAPTCHA 
(Figure 2), which required users to identify the ghost mascot in a set of images. These images 
are chosen randomly from a set of illustrations, some including the mascot and some not.  

 
Figure 2 Model of a Snapchat-like CAPTCHA 

Googles reCAPTCHA uses indexed images from Google Images and screenshots from Google 
Street View. Like Snapchat, they present users with a set of images, requiring them to select 
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which images fulfill a certain requirement, such as “Select all squares with street signs” as 
Figure 3 depicts. Many other types of CAPTCHAs exist - using techniques such as audio, 
puzzles, mouse gestures to verify the legitimacy of the user. 

Some websites and applications set up their CAPTCHAs to automatically show on pages 
especially susceptible to bot attacks. This includes account sign up pages and other types of 
pages with forms or inputs. These CAPTCHAs require the user to interact with them before 
being allowed to proceed. Other websites choose to implement a CAPTCHA only once a user 
has performed suspicious bot-like actions such as entering an incorrect password several 
times in quick succession.  

 
Figure 3 Model of Google reCAPTCHA 

2.3 CAPTCHA-solving bots 
As CAPTCHAs grew increasingly common as a method of reducing the effect of automated 
attacks, bots capable of solving these CAPTCHAs evolved at a similar pace. With every new 
CAPTCHA design, bot creators look at new ways to design a bot capable of automatically 
solving the CAPTCHA.  To circumvent the distorted word CAPTCHAs (Figure 1), hackers 
created bots capable of optical character recognition (OCR). These bots use complex 
algorithms to isolate and segment each character of the distorted word. Once the characters 
are isolated the bots use character recognition to determine what characters are represented, 
making it easy to interpret the distorted word (Bursztein, Martin & Mitchell, 2011). Mori and 
Malik (2003) demonstrated the effectiveness of these methods by creating a OCR bot 
capable of breaking two common distorted word CAPTCHAs, the EZ-Gimpy CAPTCHA (with 
a 92 % success rate) and the Gimpy CAPTCHA (with a 33 % success rate).  

CAPTCHAs that rely on hiding an object in an image, such as the Snapchat CAPTCHA, have 
also proven to be solvable. In the CAPTCHA used by Snapchat, the object is shaped 
identically in every instance, making it possible for bots to single it out. Additionally, these 
CAPTCHAs can be vulnerable to dictionary attacks, (i.e. trying every possible solution) as 
there may be a limited number of images used, and in turn a limited number of possible 
correct answers (Lin et al., 2011). Some CAPTCHA creators have tried to increase the 
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CAPTCHAs robustness by modifying or distorting the objects. However, bots have attacked 
these types of systems by looking at invariants i.e. aspects of the objects that remain the 
same despite modification (Lin et al., 2011). 

Google has tried to counter CAPTCHA-solving bots by implementing a user background 
check in their reCAPTCHA system. This system uses the users IP address in combination 
with the company’s large collection of user data to look up what information is connected to 
that IP. If the users IP address is associated with a Google account, or has been used to 
perform human-like actions in connection to Google services in the past, the system can 
draw the conclusion that the user is likely to be a human. However, if the opposite is true, 
the system can adjust its approach to be more careful in its interaction with the user. This 
system is not perfect though, as it requires user data to effectively evaluate the user. This 
could be a problem for users that have not used Googles products or services in the past, and 
therefore have a small footprint in Googles database. Google also haven’t been completely 
transparent about exactly how the system works, which could provide an ethical issue for 
sites implementing it.  

2.4 Behavioral analysis 
Google and other web security experts have started looking to behavioral analysis as an 
alternative method to identify bots. Several researchers have presented positive results in 
regard to using behavioral analysis techniques to verify the authenticity of users. Zeng, 
Paloski and Wang (2011) ran a study in which mouse movements were analyzed and used to 
differentiate between users. The experiment looked at the users’ mouse movements based on 
a few metrics: direction, angle of curvature, curvature distance, speed and pause-and-click. 
The system correctly authenticated the users with a false rejection rate of 0.86 % and a false 
acceptance rate of 2.96 %. Though promising, the work explains (p. 11) that this is still not 
up to the standard required by the European Standard for Access Control Systems, which 
“requires a false acceptance rate (FAR) of under 0.001 % and a false rejection rate (FRR) of 
under 1 %”. Pusara and Brodley (2004) achieved similar results in their study of user mouse 
movements and speculated that keystroke dynamics and user commands could be additional 
behavioral factors that could help determine the authenticity of the users.  

Though there still exists debate whether this type of system is robust enough for wide-spread 
use as a user authentication system (differentiating between different human users), it could 
provide a suitable way to determine the legitimacy of the user (differentiating between 
human users and bots). If used in place of, or more suitably, accompanying a CAPTCHA, it 
could help identify users exhibiting bot-like behavior. However, little research has gone into 
studying behavioral analysis in the context of bot security.  
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3 Problem statement  
During the last decade, there has been an increase in the number of automated programs 
(bots) that perform tasks such as harvesting information or making posts on social media 
(Lin et al., 2011). These bots can perform repetitive tasks at a much higher rate than any 
human could. This has created a problem for content creators as hackers have used 
automated bots to spread unwanted content such as spam and scams (Bursztein, Martin & 
Mitchell, 2011).  

CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) 
was developed as a solution to this problem. CAPTCHAs often rely on presenting a problem 
that is easy to solve for a human but difficult to solve for a computer (Hernandez-Castro & 
Ribagorda, 2010). The problem is that CAPTCHAs can negatively affect the user experience. 
Yan and El Ahmad (2008) describe usability issues in several CAPTCHAs used on popular 
sites. These issues can provoke a negative experience for the human user. However, even the 
best CAPTCHA can be a nuisance for the user, as it presents a hurdle between them and their 
goal.  

This work aims to provide a solution to this problem through a new non-visible CAPTCHA. 
Through behavioral analysis and pattern recognition, i.e. looking for logic patterns in the 
user’s interaction with the application, the CAPTCHA can attempt to determine the 
probability of the user being a bot. Examining the mouse movements of the user can provide 
relevant data regarding their legitimacy (Zheng, Polaski & Wang, 2011), as human-like 
mouse gestures can be taxing for computers to emulate. Additional factors, such as 
keystrokes and the way the user interacts with inputs, can also help identify a human (Pusara 
& Brodley, 2004). A human user can be expected to input data slower and more erratically 
than a bot, which is programmed to methodically enter data as quickly as possible. The 
probability data could then be used by content creators to help decide how to handle the 
user. If the non-visible CAPTCHA has not received enough data indicating that the user is a 
human, they could be prompted with a traditional quiz CAPTCHA or another form of 
interactive verification. On the other hand, if the user has exhibited sufficient signs of being 
human, they could be allowed to continue immediately. 

The non-visible CAPTCHA needs to reach a certain level of robustness for it to be practically 
viable. Robustness is defined by Yan and El Ahmad (2010) as a CAPTCHA’s ability to 
withstand attacks. If the CAPTCHA is not robust enough to be able to correctly separate 
between the bots and the humans, it would risk both allowing the bots access and incorrectly 
blocking out the humans. One way of testing the robustness is by exposing it to a bot attack 
and analyzing how successful the attack proves to be (Mori & Malik, 2003).  

The hypothesis is that a non-visible CAPTCHA can correctly identify many low-effort bot 
attacks. It may not provide protection robust enough to withstand attacks by specialized or 
highly sophisticated bots, but it should be able to weed out the common bots looking for an 
easy target. If the hypothesis is proven, it would indicate that this type of system can provide 
a suitable first line of bot defense for many websites. The system is meant to complement 
rather than replace traditional CAPTCHAs – as it is likely they will still be needed to protect 
against more capable attacks. Additionally, it can provide users who are highly likely to be 
humans with a better user experience, as they wouldn’t have to complete any added steps to 
prove their legitimacy (Yan & El Ahmad, 2008).   
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3.1 Method 

3.1.1 Experiment 
One suitable method for evaluating the hypothesis is experimentation. Experiments are 
advantageous when studying how one (or more) dependent variable(s) are affected by 
change in other independent variables (Wohlin et al., 2012). In this study, the dependent 
variable will be the success rate of the bot attacks and the independent variable will be the 
method of defense. It is expected that depending on the method of defense, there will be a 
measureable difference in the bot success rate.  

A number of web pages could be created to provide a framework for the experiment. To 
simulate a realistic scenario, the web pages would consist of input forms. CAPTCHAs are 
often implemented on pages with input forms, as this is where web applications are the most 
susceptible to attacks (Burzstein, Martin & Mitchell, 2011). The baseline for the experiment 
would be provided by a page with no bot protection. This page would simply consist of a 
form with no added defensive measures. Another page would use the proposed non-visible 
CAPTCHA solution. Additional pages could implement other CAPTCHAs or specific parts of 
the non-visible CAPTCHA. These pages could then be exposed to an attempted bot attack to 
examine which defensive measures are the most capable at identifying and blocking the bots 
access attempts. This would illustrate the robustness of each solution. Subjecting a 
CAPTCHA to an attempted attack and examining the success rate of the bots is a commonly 
used method when measuring the robustness of a CAPTCHA. El Ahmad, Yan & Marshall 
(2010) analyzed the robustness of a CAPTCHA used on the site Megaupload by creating an 
attack algorithm and measuring the success rate of the attack. In another article (Yan & El 
Ahmad, 2009), researchers used OCR software to examine how vulnerable a CAPTCHA 
solution could potentially be to OCR attacks.  

The attacks could be staged using one or more CAPTCHA-breaking services. One risk with 
testing a system against only one bot is that you could end up with a system optimized for a 
specific bot. A solution to this is evaluating the CAPTCHA using several different bots. These 
bots could be configured to attempt to complete each form a certain amount of times. The 
robustness of the CAPTCHA could then be determined by looking at the success rate of the 
attacks (Mori & Malik, 2003). A disadvantage with testing the CAPTCHA with bots is that it 
does not consider the human perspective. Theoretically, the experiment could show that the 
CAPTCHA is successful at blocking bots - however, it could also be the case that the 
CAPTCHA is simply denying access to all users, both bots and humans. Without considering 
the human perspective, this would not become known. An alternative method would be to 
perform a similar experiment, this time replacing the bots with humans. Through analyzing 
how many humans are incorrectly identified as bots, the systems robustness in regard to the 
human users could also be measured. This would give a more detailed result as to the 
robustness of the non-visible CAPTCHA. 

The spine of the CAPTCHA is the pattern recognition, since this is the part tasked with 
identifying bot-like behavior. Therefore, it would be beneficial to analyze this part of the 
CAPTCHA, both to determine its robustness as well as examine how it can be configured to 
catch the most bots. Looking at the algorithm’s capability to recognize patterns while using 
different interval sizes, each representing a different magnitude, can give an indication of 
which interval provides the most robust results. This can be performed both on the mouse 
movements data, keystrokes data, and on pre-defined patterns. The mouse movements and 
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keystrokes data will provide realistic data emulating a practical scenario, while testing it 
using pre-defined patterns provides repeatable data. Using pre-defined patterns also makes 
it possible to specifically test the algorithm against certain patterns. This means that the 
algorithms proficiency against different types of patterns can be tested and compared.  

One risk with using an experiment as the scientific method is the potential for measurement 
errors. Discrepancies are difficult to avoid, and defining the reliability of the results requires 
consideration of the uncertainty of the measurements (Hofmann, 2005).  This can be 
especially difficult when dealing with external components with elements beyond control 
(Wohlin et al., 2012), as would be the case with the use of bot-services. A disadvantage with 
using an experiment to evaluate a CAPTCHA is that it provides no information regarding the 
usability of the system from the end user’s perspective.  

3.1.2 Alternative methods 
A method more suitable for analyzing the usability aspect of a CAPTCHA would be a user 
survey (Wohlin et al., 2012). Valuable insight regarding the usability of the system could be 
acquired by letting users interact with the non-visible CAPTCHA and gathering data on their 
experiences (Yan & El Ahmad, 2008). To help illustrate the differences between the systems, 
users could be made to interact with other CAPTCHAs as well. Though it may be appropriate 
for examining usability, a user survey would likely not be suitable for analyzing the 
CAPTCHAs robustness.  

Another useful way of evaluating a CAPTCHA is to perform a case study on an existing web 
application. A case study can be suitable when wanting to examine a system in a real-life 
context (Wohlin et al., 2012). Conducting a case study on the non-visible CAPTCHA could 
help determine the robustness of the CAPTCHA, both in the system’s ability to stop bots, but 
also in its ability to identify humans. An experiment or a survey would likely only be able to 
evaluate one of these factors at one time. A case study on the other hand could provide an 
environment where the system could be dynamically tested on both bots and humans at the 
same time, simulating a realistic scenario.  

3.1.3 Ethics  
The use of CAPTCHA-breaking services could be viewed as an ethical issue. Though most bot 
providers explicitly denounce using their products for illegal purposes, they can still be used 
by hackers with malicious intent. Using these services, even for academic purposes, will 
provide them with economic support - be it directly through purchasing the service, or 
indirectly through ad-revenue from their site. Supporting these services in this way, however 
insignificant it may seem, may be viewed as an unethical as it might encourage the creation 
of tools used for spamming and scams. However, the goal of the research is to combat these 
tools, and therefore the temporary “support” is a necessary compromise.   

If human users are involved in any capacity, for example in a case study or through user 
surveys, it can present ethical concerns (Wohlin et al., 2012). Since data would be collected 
about the users, they would have to give their consent to being monitored. It would also need 
be clear what kind of data is being collected, and how the data will be used and stored after 
the study is concluded. A possible ethical advantage with using a case study instead of a user 
survey is that no personal information regarding the users would need to be stored. Because 
the study would deal with the differences between humans and computers, it would alleviate 
the need to tie data to any specific user. The relevant data would relate to the human users as 
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a whole - rather than a specific user or user group. Because of this the user data collected in a 
potential case study would likely not contain any sensitive information and would be 
completely anonymous, thereby avoiding possible ethical conflict. A user survey on the other 
hand would approach the issue in a more user focused manner, looking at how specific users 
interact with the system. More personal user data would in this case likely be beneficial to be 
able to gain as much information as possible regarding the usability of the CAPTCHA. 

To support repeatability of the research, thereby strengthening the reliability of the results, 
all the code and measurement data should be provided (Wohlin et al., 2012). If external 
CAPTCHA-breaking services are used, it could have an impact on the repeatability. These bot 
providers may evolve over time, rendering the research difficult to repeat if they were to 
change or remove the version of the software used for the study. Even if this were to be the 
case, it would not necessarily impact the research quality. The study would still demonstrate 
the current state of automated bots in a somewhat realistic scenario.  

Another factor that should be considered when performing an experiment is the objectivity 
in regard to the testing platforms (Wohlin et al., 2012). If tested on only one system, the 
measurements can be skewed towards that specific platform. It should be considered that 
the results could be affected by factors such as the network speed or performance capability 
of the system being used. One way of dealing with this issue is performing the experiment on 
multiple different platforms. This would provide some assurance that the results are true in a 
general sense and enforce the validity of the conclusion.  
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4 Implementation  

4.1 Literature review 
CAPTCHA research often follows a similar structure – one group of researchers focus on 
creating systems that can automatically solve existing CAPTCHAs, thus exposing flaws in the 
designs, while another group tries to design CAPTCHA techniques in response to the 
emerged flaws (Lin et al., 2011). This work combines these two methods - the 
implementation phase focuses on the defensive design while the evaluation chapter assesses 
the CAPTCHAs strengths and weaknesses.  

Initially, it was thought that popular CAPTCHA-solving bots such as Death By Captcha 
(2017) and DeCaptcher (2017) could be used on the proposed system. Though these services 
can solve traditional CAPTCHAs using optical analysis techniques, they do not provide the 
automated functionality of a traditional web-crawling bot that interacts with the page and 
enters data. Testing the robustness of the non-visible CAPTCHA would require a bot capable 
of both entering data and simulating keystrokes and mouse movements. It’s understandable 
that such a functional bot may not be openly advertised, as the success of the bot can 
sometimes rely on the confidentiality of its design. A number of bots were assessed to 
determine which would be the most suitable for testing the robustness of the CAPTCHA 
(Table 1).  

Table 1 Automation services and out-of-the-box capabilities 

Name Data entry Mouse 
movement 
simulation 

Keystroke 
simulation 

CAPTCHA-
solving 

UBot Studio Yes No No Yes 

Selenium No No No No 

BotChief Yes Yes Yes Yes 

UiPath Yes No No No 

 

Several bot services could be found that were capable of data entry, however, among them - 
only one provided an out-of-the-box way to simulate mouse movements and keystrokes. 
BotChief (2017) is both capable of mouse movement and keystroke simulation, it integrates 
with the popular Death By Captcha API, and it could be one of the more popular bots if 
Googles rankings provide any indication. These factors motivated the choice of BotChief as 
the bot to be used as a representation of the typical attacks a website will encounter. The fact 
that it can use the Death By Captcha API to solve traditional graphical CAPTCHAs means 
that it could also be used to attempt an attack on the Google reCAPTCHA service. This was 
discussed in the method chapter as a valuable way to provide context to the robustness of the 
non-visible CAPTCHA by comparing it to an existing CAPTCHA.  
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In addition to using a bot representative of the common attack, another way of testing a 
CAPTCHA is to attempt to create a new bot that can solve the proposed design (Lin et al., 
2011). The Selenium WebDriver (2017) was identified as a suitable tool if this testing method 
was to be pursued. Selenium provides a programmable driver that allows a deep level of 
customization in how the browser script is run. Though it provides no out-of-the-box 
graphical tools as the other bots do, it makes up for it in its complexity and flexibility. 

4.2 Design 
The new non-visible CAPTCHA is built using JavaScript, jQuery 3.1.1 and PHP. JavaScript 
and jQuery are used for most of the system, while PHP is used for the functionality that is 
required to be out-of-reach from the user.   

The system is designed around the idea that a CAPTCHA can in an automated way separate 
between a human user and a bot by looking at the behavior of the user. This behavioral 
analysis consists of a few key components:  

• Data collection: To be able to analyze a user’s behavior, the system must first monitor 
and collect data on the user’s actions. This CAPTCHA looks at two user actions - 
mouse movements and keystrokes.  

• Pattern recognition: The CAPTCHA uses an algorithm to determine if the collected 
data is likely to have been produced by a machine. This algorithm looks for patterns 
and randomness in the data sequences that it is fed.  

• Probability rating: Based on the results of the pattern recognition, the system 
produces a rating that describes the probability of the user being a human. 

The following chapters describe the design of each of these components in greater detail.  

4.2.1 Data collection: Mouse movements 
The mouse-movement data is collected using the JavaScript “mousemove” event. This event 
executes when the web browser detects any movement from the client’s mouse on the 
website. To minimize the performance impact – the system is designed to only register every 
tenth mouse-movement. This number can be modified to alter the balance between 
performance and granularity. Registering more movements can allow the CAPTCHA to 
produce more accurate results. However, this could also affect the performance of both the 
client and the server as more data needs to be processed. Registering less movements on the 
other hand can improve performance at the cost of accuracy. (Figure 4) 
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    var pos = {  
      x: 0, 
      y: 0 
    }; 
    var posArr = { 
      x: [], 
      y: [] 
    }; 

 
    var mousemoveCount = 0; 
    var patterns = 0; 
    var i = 0; 

 
    $(document).on('mousemove', function (event) { 
      if (mousemove_enable) { 
        mouseMoved = true; 
        mousemoveCount++; 

 
        if (mousemoveCount % MOUSEMOVE_TICK === 0) { 
          pos.x = Math.round((-event.pageX > 0) ? -event.pageX : event.pageX, 0); 
          pos.y = Math.round((-event.pageY > 0) ? -event.pageY : event.pageY, 0); 
          posArr.x.push(pos.x); 
          posArr.y.push(pos.y); 

 
          if (i > 0 && ((i + 1) % MOUSEMOVE_SIZE) === 0) { 
            if (patternCheck('Mouse coordinates - x', posArr.x, PATTERN_OPERATORS)) { 
              patterns++; 
            } 
            
             if (patternCheck('Mouse coordinates - y', posArr.y, PATTERN_OPERATORS)) { 
              patterns++; 
            } 
          } 
 
          if ((i + 1) === MOUSEMOVE_FREQ) { 
            posArr.x = []; 
            posArr.y = []; 
            i = 0; 
          } 
          else { 
            i++; 
          } 
          mousemove_enable = false; 
        } 
      } 
    }); 
 

 

Figure 4 Mouse-movement event handling (Appendix A) 
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The “event”-object is used to retrieve the x- and y-coordinates of the mouse at the time that 
the event executes. After the coordinates have been identified they are each stored in an 
array. Once the correct number of coordinates have been registered, the array is sent to the 
pattern analysis function to be examined (more on pattern recognition in section 4.2.3). 
Some types of patterns are easier to recognize if only a smaller part of the sequence is 
analyzed. For example, the first two terms in the Fibonacci Sequence (referred to as the 
“seeds”) do not follow the same pattern as the rest of the sequence. Therefore, analyzing a 
large amount of terms from this sequence would be less effective then analyzing a smaller 
amount. On the other hand, other sequences, especially those that deviate slightly from their 
pattern, would be easier recognized if many terms are analyzed. This is further discussed in 
the Evaluation chapter. (Figure 4) 

4.2.2 Data collection: Keystrokes 
The keystroke data collection is structured similarly to how it is done with the mouse 
movement. However, where the mouse-movement analysis registered data on mouse 
coordinates – the keystroke analysis looks at the time that the keys are pressed. Each time 
the user presses a key, the JavaScript “onkeypress” event is executed. Using this event, the 
timing of the last few keypresses are registered in an array. These times are then sent to the 
“patternCheck” function for analysis. (Figure 5) 

 
    var keystrokeTimes = []; 
 
    var keypressCount = 0; 
 
    $(document).keypress(function (event) { 
      var keystrokeTime = new Date(); 
      keystrokeTimes.push(keystrokeTime); 
 
      if (keypressCount >= KEYSTROKES_FREQ) { 
        operators = { 
          differences: PATTERN_OPERATORS.differences 
        }; 
 
        patternCheck('keystrokes', keystrokeTimes, operators); 
 
        if (keypressCount >= KEYSTROKES_SIZE) { 
          keystrokeTimes = []; 
          keypressCount = 0; 
        } 
      } 
      else { 
        keypressCount++; 
      } 
    }); 
 

 

Figure 5 Keystroke event handling (Appendix A) 
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4.2.3 Pattern recognition 
The “patternCheck” function is where the core of the CAPTCHA is located. This algorithm is 
based around the idea that any human-controlled input will contain a certain level of 
erraticism. Computer-simulated input on the other hand will likely follow a pattern, that is, 
there will exist some predictable relation between actions. The pattern recognition function 
analyzes the sequences produced by the mouse movement and keystroke events to try to 
identify these patterns. Table 2 lists the sequences that the algorithm can fully, or partially, 
detect.   

Table 2 Supported sequences 

Name Example Support 

Repeating sequence 𝑓 𝑥 = 𝑥 Full 

Arithmetic sequence 𝑓 𝑥 = 𝑥 + 𝑎 Full 

Geometric sequence 𝑓 𝑥 = 𝑎𝑥 + 𝑏 Full 

Exponential sequence 𝑓 𝑥 = 𝑎𝑥' + 𝑏𝑥 + 𝑐 Yes, if d =< recursive depth 

Recursive sequence 𝑓 𝑥 = 𝑥)*+ + 𝑥)*, Partial 

 

The algorithm performs several operations on the data sequences to analyze how the terms 
in the sequences relate to each other. The following list describes the operations used to 
identify potential patterns: 

• Differences: Looking at differences can identify a repeating sequence (if for example 
the mouse is moving in a fixed line with no movement on a specific axis) and an 
arithmetic sequence (a sequence where the difference between consecutive terms is 
constant). The sequence is repeating if the differences between the terms are all zero. 
If the differences are not 0, but are all equal, the sequence has an arithmetic pattern.  

• Quotients: Looking at the relation of the quotients can identify a geometric sequence 
(a sequence where each term is the product of the previous term multiplied by a 
fixed number). If the quotients are equal – the sequence is geometric.  

• Square roots: Looking at the relations of the square roots of the terms can identify a 
quadratic sequence.  

The algorithm is made recursive to improve the pattern recognition and expand the amount 
of sequences that can be recognized. The function calls upon itself if no pattern has been 
found after the differences and quotients have been examined. This time, instead of looking 
at the original data sequence, it examines the relations produced by the previous operation. 
This makes it possible to compare the differences of the differences, the quotients of the 
differences and the differences of the quotients. Performing this recursion allows 
exponential sequences with an exponent equal to the depth of the recursion to be identified.  
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    const PATTERN_OPERATORS = { 
      differences: function (c1, c2) { return +(Math.abs(c1 - c2).toFixed(3)) }, 
      quotients: function (c1, c2) { return (+(c1 / c2) != Infinity) ? +((c1 / 
c2).toFixed(3)) : 0 }, 
      squareRoot: function (c1, c2) { return +(Math.sqrt(c2).toFixed(3)) } 
    }; 
 

 

Figure 6 Object containing operators used in pattern recognition (Appendix A) 

For performance reasons, the algorithm is limited to only call upon itself once, which means 
that it can only solve exponential sequences with quadratic progressions. However, if the 
allowed depth is increased, it would make it possible to identify cubic and quartic sequences 
(and so on) as well. Recursion also makes it possible to identify sequences that include 
components from several patterns. Additionally, recursively looking at quotients can allow 
for certain recursive sequences (such as the Fibonacci sequence) to be found.  

The operations are stored in an object (Code excerpt 3) that can be modified to include more, 
or less operations if necessary. Since the pattern recognition function iterates through the 
object to perform the operations, any operators added (or removed) from the object will 
automatically be included (or excluded) from the analysis. For example, the keystroke 
analysis looks only at the differences, excluding quotients altogether (Figure 5). 
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$.each(operators, function (key, op) { 
  ...  
  relation = 0; 
  relations = []; 
 
  anomaly = 0; 
  anomaliesTotal = 0; 
 
  for (i = 0; i < arr.length - 1; i++) { 
      relation = op(arr[i + 1], arr[i]); 
 
      if (arrName == 'keystrokes' || arrName.substr(0, 9) == 'keystrokes') { 
        relation = +(relation.toFixed(3)); 
      } 
      relations[i] = relation; 
 
      if (relations[i - 1]) { 
        anomaly = Math.abs(relation - relations[i - 1]); 
        anomaliesTotal += anomaly; 
      } 
    }   
    ...  
} 
 

Figure 7 Pattern recognition relation check (Appendix A) 

The “patternCheck” function accepts four parameters, the name of the array that is to be 
examined, the array itself, the operators that should be used, and the recursive depth. Using 
the operators object, it iterates through each operator to perform the operations on the terms 
of the array. The system loops through the array, performing the current operation on each 
pair of terms in the sequence (comparing number 1 and number 2, number 2 and number 3 
etc.). These relations are then compared by looking at the differences. The larger the 
differences, the more the anomalies counter will increase which indicates that there is no 
pattern. (Figure 7) 

In addition to looking for a pattern, the algorithm also checks for signs of a random 
sequence. This is done to make it more difficult for bots to simply randomize the input to try 
to trick the CAPTCHA. The random check looks at the average difference between terms and 
flags it if is too large. (Figure 8) 

 
if (depth > 0 && key == 'differences') { 
  if (avgAnomaly > 100, 0) { 
    random = true; 
  } 
} 
 

Figure 8 Random check (Appendix A) 
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Once the initial pattern check and random check have been performed, the system looks at 
the average anomalies found for each operation (“avgAnomaly”) and the random flag and 
determines how to proceed. If no anomalies have been detected, the pattern flag is set to 
true. This is later used by the rating system to alter the users rating appropriately. If a 
random sequence has not been found and the recursive depth is 0 (this can be modified to 
allow deeper recursions) the function calls upon itself to further analyze the relations array. 
The pattern flag is used to hold the result of this analysis. Lastly, if a pattern or random 
sequence has been found, the system cancels the operations-loop and sends the results to the 
rating system. (Figure 9) 

 
$.each(operators, function (key, op) { 
  ... 
 
  if (avgAnomaly === 0) { 
    pattern = true; 
  } 
  else if (!random && depth === 0) { 
    pattern = patternCheck(arrName + '_' + key, relations, operators, depth + 1); 
  } 
 
  if (pattern || random) { 
    return false; 
  } 
} 
... 
return pattern || random; 
 

Figure 9 Pattern recognition results (Appendix A) 

4.2.4 Probability rating 
The probability rating is controlled by a value between 0-100. By default, when the page 
loads, the rating is set to 50. Any value above 50 (51-100) is interpreted as the user being a 
human and any value below 51 (0-50) is read as the user being a bot. This means that the 
system starts with a negative view on the user. The user must through their actions give 
enough evidence that points towards them being a human to be able to pass the system.  

The rating is stored in a PHP session variable. This is done as the rating needs to be out of 
reach for the user. Using JavaScript to set and modify the rating would present a security 
risk as users can use the browser developer console from the client to interact with the 
JavaScript code. This could allow users to set and modify their own rating. Instead, by using 
PHP to handle the rating, the system can be safeguarded from user manipulation. AJAX is 
used to seamlessly set, modify and retrieve the rating from the CAPTCHAs JavaScript.  

Using the results from the pattern recognition algorithm, the rating system adjusts the 
probability rating to reflect the results. Since a pattern in the mouse-movements or 
keystrokes is a quite large indication that a bot is controlling the input, the rating is given a 
large hit if it has been found. The detection of a random sequence results in a smaller hit, as 
testing showed that it was considerably easier for a human to accidently trigger this (though 
still quite difficult). If no random sequence or pattern is detected, the rating is increased to 
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reflect the increased probability of the user being a human. Once the change is determined, 
the system uses AJAX to send the change as POST data to the PHP code that controls the 
rating. (Figure 10) 

 
var ratingChange = 0;  
 
if (depth === 0) { 
  if (pattern) { 
    ratingChange = -30; 
  } 
  else if (random) { 
    ratingChange = -15; 
  } 
  else { 
    ratingChange = 5; 
  } 
 
  ... 
 
  var ratingOp = 'mod'; 
  var postData = { 
    'op': ratingOp,  
    'change': ratingChange 
  }; 
 
  $.ajax({ 
    url: "rating.php", 
    type: "post", 
    data: postData, 
    dataType: 'json', 
    success: ratingChangeSuccess, 
    error: ajaxFailure 
  }); 
} 
 

Figure 10 Modification of probability rating (Appendix A) 

The PHP rating system can perform two operations, it either resets the rating or modifies it. 
The session system is used to store the rating variable so it doesn’t reset each time an AJAX 
call to the file is made. The system first receives the post data and makes sure that all the 
correct data is included. If any data is missing, an error message is returned to the 
JavaScript. If all the correct data is included, the system proceeds to reset or modify the 
rating depending on the “op” POST variable. (Appendix B) 

4.3 Progression 
To be able to perform the measurements, a form needed to be created (Appendix C). This 
was done early to make it easier to test the CAPTCHA as it was being built. The template, 
along with the early stages of the CAPTCHA were initially built using no jQuery. However, 
when the template and CAPTCHA required the manipulation of multiple elements with the 
same class, it was decided that jQuery would be used. jQuery simplified the implementation 
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of some tedious requirements and allowed for more time to be spent focused on the design 
rather than the code.  

The first element of the CAPTCHA that was created was a timer. The idea was that a bot will 
likely complete a form significantly quicker than a human user. The timer was an attempt to 
monitor for this type of behavior. The system created a new Date object when the user 
focuses on the first input. When the user later presses the Submit button, a new Date is 
created. The time it took to complete the entire form could then be calculated by looking at 
the difference between the objects. If the difference was to small, the user was considered a 
bot and rejected. Several of these timers were added to each input element. These recorded 
the time it took the user to enter each input. Completing the input in under 1s was deemed to 
be bot-like. 

Initially, the pattern recognition algorithm was implemented only for the mouse-movement. 
At this point it was thought to be only a part of the mouse-movement analysis and not a 
separate entity as it finally became. This first pattern recognition design looked at differences 
and quotients. After some testing, it became apparent that separating the pattern recognition 
from the mouse-movement would allow it to be used on other data sequences that are not 
necessarily related to the mouse. The pattern recognition could now also be more easily 
tested by feeding the patternCheck function with custom arrays of data. Several arrays were 
created representing the types of sequences that the algorithm should be capable of detecting 
(Table 2).  

The test showed that the function could find algorithmic sequences and geometric 
sequences. However, it was not able to solve exponential or recursive number sequences. 
Two steps were taken to improve the algorithm - a square root calculation was added and the 
function was made recursive. Now it could solve exponential sequences with an exponent 
equal to the depth of the recursion and some recursive sequences.  

The user rating had been handled in JavaScript during most of the implementation. The 
probability rating existed as a global variable that was edited in the different areas that 
handled user behavior. For testing purposes this was adequate, however, if the user rating 
was implemented this way in the finished system it would allow for any user to modify their 
own rating. Since the client can interact with the JavaScript code through the web browsers 
developer tools console, any global variable can be edited and any function can be run with 
parameters that the user sets. To handle this, all interaction with the user rating was moved 
to a separate PHP file. Every point where the JavaScript originally modified the rating was 
now changed to a AJAX call that sent an action (reset rating or modify rating) and a value to 
the rating PHP file.  

When considering how the simulated keystrokes of a bot could be detected, it became clear 
that the same pattern recognition algorithm used to analyze mouse-movements could be 
used for keystrokes as well. If the time of each keystrokes is recorded, these times could be 
compared similarly to the mouse pointer coordinates. A bot attempting to simulate 
keystrokes would likely enter each key in a timely fashion that could be identified. Once 
implemented, the keystroke analysis was able to identify a human entering keys in a carefully 
rhythmic sequence.  

The timer functionality was ultimately removed from the CAPTCHA. Both the keystroke 
analysis and the mouse-movement analysis existed separate from the form. This means that 
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these parts of the CAPTCHA could be implemented on any page, regardless of what the page 
consists of. The timers on the other hand were coded in a way that was dependent on the 
content of the web page. The ability to include the CAPTCHA on any page without having to 
worry about what the page consists of was deemed to be more important than the 
functionality that the timers provided. Additionally, it was thought that the pattern 
recognition was robust enough to handle the analysis without the timers.   

4.4 Pilot study 
To test that the planned measurements are viable, a pilot study was performed. The study 
was performed on a web page containing two versions of a simple form. The form consisted 
of four text inputs, two radio inputs and a submit button. The first version, the baseline 
(Figure 11), contained only the form and no protection. The second page contained the same 
form but includes the non-visible CAPTCHA. Using the rating produced by the CAPTCHA, 
the second page denies any user that tries to activate the submit button with a probability 
rating less than 51. The baseline on the other hand only checks that each form input has a 
value.  

   

Figure 11 Baseline page used for pilot study  

The BotChief bot (2017) was configured to attempt to complete the form. To control the bot, 
one must first create a new module. Modules are then filled with actions that dictate how the 
bot should act. This includes actions such as loading a URL, waiting for the page to finish 



 21 

loading, emulate mouse-movements and clicks, and emulate keystrokes. Table 3 details the 
actions, targets and order of the pilot study bot. 

The “Load URL” action loads the URL of either the baseline or the new CAPTCHA, 
depending on which is being tested. “Page Load Wait” waits until the submit button has been 
loaded before allowing the rest of the module to execute. This is done to make sure that the 
rest of the bot doesn’t run before the elements in the form have had time to load. The “New 
Mouse Emulation” actions use BotChiefs emulation functionality to move the mouse to the 
specified target. Similarly, the “New Keystrokes Emulation” emulates keystrokes entering 
data into the input boxes. Combining these actions into the sequence in Table 3 created a bot 
capable of finishing the form. The next step was to run the bot on the baseline page and the 
new CAPTCHA page to see if the CAPTCHA was able to correctly identify the bot.  

Table 3 BotChief bot configuration 

Action Target Data 

Load Url  workshop.jakobsisk.com/CAPTCHA-
Thesis/[#baseline][#new_captcha] 

Page Load Wait Submit button  

New Mouse Emulation Name input  

New Keystrokes 
Emulation 

Name input First Last 

New Mouse Emulation Email input  

New Keystrokes 
Emulation 

Email input name@email.com 

New Mouse Emulation Password input  

New Keystrokes 
Emulation 

Password input password 

New Mouse Emulation Telephone input  

New Keystrokes 
Emulation 

Telephone input 123 456 78 90 

New Mouse Emulation Yes radio  

New Mouse Emulation Submit button  

 

The result of the baseline measurement was as expected. The bot methodologically 
performed each action, selecting an input before entering data and then moving on to select 
the next. When its instructions were completed it had filled out and submitted the form with 
no problems. This success demonstrates that the bot is capable of completing the form and 
indicates that any failures when a defensive measure is in place can be attributed to that 
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defense. Once the baseline study had been performed, the bot was pointed towards the page 
containing the new non-visible CAPTCHA. This time, performing the same actions as in the 
previous test, the bot was rejected.  

The pilot study showed that the CAPTCHA was robust enough to stop one attempted bot 
attack. It also demonstrated that the evaluative method was sound, a bot can be used to 
compare the robustness of defensive systems. However, it also shed some light on some 
changes that were needed for the evaluation process. Initially, it was thought that using one 
bot to attack the page many times would provide enough data alone to assess the robustness 
of the system. When performing the pilot study in became clear that the bot performs the 
actions in an identical manner each time it runs. This means that running the bot multiple 
times would provide identical results, with each new iteration providing only redundant 
data. Additional efforts would be needed to assess the robustness of the CAPTCHA. 

The pattern recognition algorithm represents the part of the CAPTCHA tasked with 
identifying bots. Because of this, the results of evaluating the robustness of the algorithm can 
be extended to the entire CAPTCHA. If the evaluation shows that the pattern recognition 
algorithm is capable of recognizing patterns, it should mean that the CAPTCHA is robust in 
this regard. Additionally, since the interval size of the data sequences examined is an 
important part of the algorithm, it would be beneficial to analyze if different sizes produce 
different results, and if there is an optimal size or range of sizes that produce the best results.  
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5 Evaluation 
The proposed non-visible CAPTCHA is evaluated by looking at the robustness of the pattern 
recognition algorithm. The algorithm is the spine of the system and analyzing and 
maximizing its capabilities and efficiency is an important part of investigating the robustness 
of the CAPTCHA. The algorithm is evaluated by looking at how capable it is at detecting 
different types of patterns, and how different interval sizes affect the system’s ability to 
detect patterns. This evaluation is performed on human and bot controlled mouse 
movements and on the pre-configured patterns. These measurements fulfil two purposes:  

1) They provide an indication as to the optimal interval size for the pattern 
recognition algorithm. The optimal size is the size where it identifies the most 
number of patterns with the least number of false negatives. It must also strike a 
balance between very large sequence intervals that infrequently use a larger 
processing effort on the client to analyze the data, and the smaller sequences that 
frequently use a smaller processing effort.   

2) They serve to illustrate the robustness of the CAPTCHA. The robustness of the 
CAPTCHA is closely tied to the capability of the pattern recognition algorithm, as 
the algorithm provides the functionality for identifying the bots. Therefore, 
analyzing the capability of the pattern recognition system can also serve as an 
evaluation of the CAPTCHA’s robustness. This is true both for the evaluation 
using the web bot, the real interactions and the pre-determined patterns. The bot 
experiment, and the experiments using human-controlled input, provide an 
analysis of a simulated real-world situation. The pre-determined patterns on the 
other hand evaluate several patterns that could theoretically be used by bot 
creators to manipulate the input.  



 24 

Table 4 Sequences used in evaluation 

Name Formula/Description Contains pattern 

Arithmetic sequence 𝑓 𝑥 = 𝑥 + 5 Yes 

Geometric sequence 𝑓 𝑥 = 𝑥 ∗ 5 Yes 

Square sequence 𝑓 𝑥 = 𝑥, Yes 

Exponential sequence 𝑓 𝑥 = 𝑥/ + 2𝑥 + 7 Yes 

Fibonacci sequence 𝐹) = 𝐹)*+ − 𝐹)*, Yes 

Random sequence Randomly generated numbers 
between 1 and 1000 

Random 

Mouse movements - O Mouse manually moved in O 
shape 

No 

Mouse movements - S Mouse manually moved in S 
shape 

No 

BotChief BotChief (2017) used to 
complete form 

Yes 

 

5.1 Evaluation of intervals 
A number of sequences (Table 4) were used to test the pattern recognition algorithm. These 
sequences represent several basic patterns that could be produced by a bot attempting to 
control the input as well as two sequences that do not contain patterns to test for false 
negatives. The first five sequences (those produced by formulas) are inserted directly into the 
pattern recognition algorithm. These sequences will produce completely repeatable results, 
as the formulas will always produce identical sequences. The last four sequences are more 
difficult to identically repeat. Two of the sequences are created by having a user repeatedly 
move the mouse in a shape resembling a letter (O and S). The movements are then logged 
using the systems mouse movement data collection handler, and subsequently sent to the 
pattern recognition algorithm. The random sequence is created using JavaScript’s random 
integer generator to generate a random integer between 1 and 1 000 for each term. The final 
sequence is similar to the mouse movement sequences in that it uses the same handler. This 
time, instead of having a human user interact with the mouse, the BotChief bot is used.  
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Figure 12 BotChief bot configuration 

The bot is configured to move the mouse in an O shape (to mirror the shape done in the 
previous mouse movements sequence). A new module is created in the BotChief Editor to 
accomplish this movement (Figure 12). First, an action is added to the module that 
represents a loop. This is done to be able to loop the movement many times without having 
to create a new action for each change in movement. After the loop has been added, a New 
Mouse Movement Emulation action is created for each new point that the mouse should 
move to. These actions are tied to coordinates representing 8 points on an O shape.  

The sequences were made to be 1 000 terms in length. The length was chosen as it 
represented the largest likely sequence that a user’s input would produce on a web page. It 
takes the mouse movement handler around 5 minutes of constant movement to produce the 
data, and it would likely take even longer for the keystrokes handler to gather it. The mouse 
movement and BotChief sequences are made to be 1 000 by stopping the measurements 
after the correct amount of data points have been registered. The pattern recognition 
algorithm receives the sequences in the chosen interval sizes, and looks for a pattern. Finally, 
the number of patterns found in relation to how many intervals were scanned is presented. 
These results can be found in Table 5.  
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Table 5 Success rate of pattern recognition algorithm 

Sequence type Interval 
size - 5 

Interval 
size - 10 

Interval 
size - 20 

Interval 
size - 40 

Interval 
size - 
50 

Interval 
size - 
100 

Interval 
size - 
500 

Arithmetic 100 % 100 % 100 % 100 % 100 % 100 % 100 % 

Geometric 100 % 100 % 100 % 100 % 100 % 100 % 100 % 

Square 100 % 100 % 100 % 100 % 100 % 100 % 100 % 

Exponential 98 % 97 % 98 % 96 % 95 % 90 % 50 % 

Fibonacci 99.5 % 99 % 98 % 100 % 100 % 100 % 100 % 

Random 52.5 % 91 % 94 % 100 % 100 % 100 % 100 % 

Mouse 
movements - O 

1 % 0 % 0 % 0 % 0 % 0 % 0 % 

Mouse 
movements - S 

0 % 4 % 0 % 0 % 0 % 0 % 0 % 

BotChief 100 % 100 % 100 % 100 % 100 % 100 % 100 % 

 

The measurements show that the pattern recognition algorithm is capable of identifying 
arithmetic, geometric and square patterns with all the tested interval sizes. The system was 
able to identify patterns in 100 % of the intervals belonging to these sequences. The 
exponential sequence (Figure 13) showed a development where interval sizes between 5-20 
showed a pattern recognition rate of 97-98 %. However, each interval larger than that 
resulted in a lower and lower rate, finishing with only one of the two 500-term intervals 
being identified as a pattern. 

 



 27 

  
Figure 13 Success rate of exponential sequence 

The Fibonacci sequence (Figure 14) initially follows a similar development, where the 
percentage of patterns found decreases as the intervals get larger. The first three interval 
sizes seem to lose one tenth percent for each term added to the intervals. However, this 
development changes when the interval size reaches 4o terms. For intervals sized 40 and up 
– 100 % of the intervals are identified as containing patterns.  

 
Figure 14 Success rate of Fibonacci sequence 

The random sequence measurements (Figure 15) produce a curve that follows an opposite 
development compared to the exponential sequence. Only 52.5 % of the 5-term sized 
intervals are identified as patterns. After this, there is a jump in pattern recognized, where 
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intervals 10 and 20 in length are identified as patterns 91 % and 94 % of the time. At this 
point the sequence reaches a point where each interval size 40 and larger is fully recognized 
as containing a pattern.  

 
Figure 15 Success rate of random sequence 

The goal of the mouse movement measurements is to show any potential false negatives. The 
measurements show that only two interval sizes produce false negatives. The pattern 
recognition algorithm found a pattern in 1 % of the intervals in the O sequence when the 
interval size was 5. Additionally, the S sequence, with an interval size of 10, produced a false 
negative rate of 4 %. Apart from these, no other intervals were identified as containing 
patterns. The BotChief input measurements showed that the algorithm always detects 
patterns in the bots input no matter the interval size.   

5.2 Analysis 
It is often argued that a CAPTCHA needs to have a bot stopping rate of over 99 % and a false 
negative rate of under 10 % for it to be robust (Chellapilla et al., 2005). This means that the 
optimal configuration of the pattern recognition system would be the configuration where 
the at least 99 % of patterns are identified. Since a user could spend enough time on a page 
that multiple data sequences could be collected for analysis, a value slightly lower than 99 % 
could still be viable. Even if the first pattern recognition check would fail, the system would 
likely have several more chances to correct the mistake. To account for this, this analysis will 
view any value above 95 % as an acceptable success rate.  

The first goal of the evaluation was to identify the optimal interval size. The optimal size was 
defined as the size that has an acceptable pattern recognition success rate and false negative 
rate, while being as efficient as possible in relation to the processing effort required. 
Analyzing the processing efficiency of each of the intervals is beyond the scope of the project. 
The measurements do however provide the data necessary to determine an optimal size in 
regard to the acceptable success and false negative rates.  
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Figure 16 Success rates of three pre-configured patterns 

Finding the optimal interval size involves looking at the success rates of all of the sequence 
sizes. However, the experiments showed that the different sequences produced varying 
results for the interval sizes (Figure 16). A small interval size proved to be successful at 
identifying the exponential sequence. On the other hand, it was less capable of detecting the 
random sequence. A large sequence was more adept at locating random sequences, but less 
so at finding the exponential pattern. This seems to point to the optimal size being 
somewhere in the middle of the sizes tested. One way to help find and illustrate the optimal 
size is by looking at the average success rates of each interval size. That is, calculating the 
average rate across all sequences for a specific size. The resulting average can then be 
compared with the acceptable rate to determine if the system is robust. Figure 17 shows the 
average success rate across all tested interval sizes. It shows how sizes 10-100 have a large 
increase in patterns detected compared to the polar values 5 and 500. Since the data has 
formed the shape of a parabola - the optimal size can be described as the vertex i.e. the point 
where the parabola reaches its largest value. There aren’t enough data points to identify the 
exact point, but it can be assumed that it lies somewhere between interval sizes 40 and 50.  
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Figure 17 Average success rate of interval sizes across all sequences 

The search for false negatives didn’t present as telling data as some of the other 
measurements did. False negatives were found once in each of the mouse movement 
sequences tested. In the first sequence, 1 % of the intervals were identified as a pattern when 
the interval size was 5. In the second sequence, 4 % of the intervals were identified as 
patterns at an interval size of 10. No other sizes produced any of these false negatives. Since 
patterns were only falsely located in these early sequences, it could indicate that false 
negatives are more prevalent in smaller interval sizes. However, the data is not expansive 
enough to alone be used to draw this conclusion. More user studies are necessary to 
determine how prevalent false negatives are in the algorithms results. 

5.3 Conclusion 
The first purpose of the evaluation was to determine if there exists an optimal interval size 
that produces the best results in regard to patterns located and false negatives. The 
experiments showed that there does exist a range of sizes that provide the best results with 
these factors in mind. The middle sizes 10-100 produced the best results, with 40-50 
representing the optimal range. This range of sizes produced the highest average success rate 
across all of the sequences and contained none of the false negatives found in some other 
interval sizes. These two factors point to this range being the optimal size for intervals used 
in the pattern recognition algorithm.  

The second goal of the measurements was to determine if the non-visible CAPTCHA is 
robust. The system was able to on average identify over 99 % of the patterns when operating 
with the optimal interval sizes. This is well above both the goal of 95 % that was set, as well 
as the commonly quoted 99 % acceptable CAPTCHA robustness rate. At these interval sizes, 
all sequences had a success rate of 100 %, excluding the exponential sequence. However, 
even the exponential sequence had at least 95 %. Additionally, the CAPTCHA was able to 
identify and stop the BotChief bot using any interval size. This shows that the CAPTCHA is 
robust at stopping the BotChief bot, and theoretically robust enough to stop other bots that 
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are controlled by logic relating to the tested patterns. Though the results are promising, the 
exponential sequence does highlight one weaker area of the pattern recognition algorithm. 
Using the optimal interval size for the exponential sequence, the pattern recognition 
algorithm was still only able to find 98 % of all exponential patterns. All the other sequences 
had at least one size were the algorithm was able to fully identify all patterns. This points to 
exponential patterns and other similar sequences being the most difficult sequence for the 
system to identify. A bot creator would want to focus on these types of patterns if aiming to 
get around the CAPTCHA.  
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6 Discussion 

6.1 Summary 
This work aimed to determine the robustness of a non-visible user input-based CAPTCHA. 
The goal was to investigate if a non-visible CAPTCHA would be able to identify if the user is a 
bot or a human by analyzing their input, namely mouse movements and keystrokes. The 
system would need to fulfill two commonly used CAPTCHA requirements to be classified as 
robust: 

1) It would need to identify bots with a 99 % accuracy 
2) It would need to have a false negative rate (humans identified as bots) of less than 10 

% 

The CAPTCHA has three main parts: data collection, a pattern recognition algorithm and a 
rating system. The data collection contains two JavaScript event handlers that convert the 
user’s movements into data that can be analyzed. The first records the user’s mouse 
movements as coordinates and the second registers the user’s keystrokes as timestamps. The 
pattern recognition algorithm receives these data sequences and looks for signs of patterns 
in them. The idea here is that a bot would need to use some kind of logic to control the input. 
This means that there should be an identifiable relation between the terms in the sequences, 
that is, there should be a pattern. Depending on if a pattern is detected or not, the rating 
system modifies a rating to reflect the change in probability of the user being a bot or human. 
This analysis is continuously performed as the user interacts with the page. When enough 
data has been collected to fill a sequence with a certain size, the data is sent off to be 
analyzed. Theoretically this should mean that the system will get more and more sure on the 
user’s legitimacy the longer time they spend on the page.  

The CAPTCHA was evaluated with a focus on answering two questions:  

1) Since the pattern recognition algorithm analyzes the data sequences in intervals, does 
there exist an optimal interval size that produces the best results? If so, what is the 
size? 

2) Does the pattern recognition algorithm, and in extension the CAPTCHA, reach the 
requirements to be classified as robust?  

To attempt to answer these questions, the system was tested by providing the pattern 
recognition algorithm with several data sequences and examining how capable it was at 
correctly identifying them. Six of these sequences contained different types of patterns, two 
were mouse movements performed by a human user, and one was mouse movements 
performed by a popular bot. Since the nature of the CAPTCHA provides it with multiple 
opportunities to analyze a user, it was decided that it needed to reach a pattern recognition 
rate of at least 95 % percent (instead of the commonly used 99 %) to be robust.  

The experiment showed that different interval sizes provided varying results depending on 
the sequence type. For example, exponential sequences were identified with a higher success 
rate with smaller interval sizes, while random sequences had a better success rate with larger 
sequences. However, looking at the average success rate of the intervals across all sequences 
showed that sizes 40-50 produced the best results (Figure 17). These intervals produced an 
average success rate of over 99 % and registered no false negatives. These results pointed 
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towards 40-50 being the optimal interval size. This also demonstrated that the CAPTCHA is 
robust. When operating with the optimal interval size the CAPTCHA was able to identify all 
the patterns and the bot with a success rate of at least 95 %. Additionally, the algorithm 
produced a false negative rate of less than 10 %.  

6.2 Discussion 
The results show that the proposed non-visible CAPTCHA has potential, as it has proven to 
can identify several types of patterns. However, there are areas where it could be improved. 
At the moment, the pattern recognition algorithm produces a simple value of either true or 
false, depending on if a pattern has been found or not. It could be beneficial to modify the 
algorithm to produce a more quantifiable value that for example describes the probability of 
a pattern existing. This could both improve the CAPTCHAs capabilities as well as making the 
measurements more reliable. If a probability value was produced instead, it would make it 
easier for things such as standard deviation and a p-value to be used with the measurements. 
This could make it easier to judge the reliability of the measurements.  

At the moment, the algorithm looks for a pattern by performing different operations on the 
terms in the sequence (including iterative operations on the results of the first operations). 
The difference of the terms in the resulting sequence are then calculated after the operations 
have been performed. The algorithm deems that it has found a pattern if the difference is 
zero. This could be improved by looking at the average of all the differences instead. This 
average could be compared to a value representing the lowest average value that a non-
pattern sequence should have. The probability of a pattern existing could then be calculated 
by looking at how close or far the average is from the value. This comparison value would 
need to be dynamic, changing depending on the size of the terms in the original sequence. 
Since the differences are dependent on the values of the terms - a sequence of terms in the 
thousands would need a different comparison value than a sequence of decimal terms. 

The subject of the project is user analysis, and with that subject comes several difficult 
ethical questions. The non-visible CAPTCHA is built on the idea of monitoring the user 
without impacting their normal use of the application or website. Though the minimal 
interaction is one of the potential benefits of the CAPTCHA, it also represents one of the 
biggest risks. Many users do not like the idea of systems collecting information on them in 
the background. If it is not collected and stored in a completely anonymous way, it could be 
tied to a specific user. Though this project has looked at how mouse movements can help 
differ between humans and bots, other research has shown that it could be used to tell the 
difference between several human users (Pusara & Brodley, 2004). This is an important 
distinction. If the data collected could be used to identify a specific user, it could result in a 
scenario where it would be very difficult to truly be anonymous on the internet. An 
application or website implementing this technology could theoretically identify you even if 
you were using a completely new system with no ties to you. These privacy concerns can be 
minimized by collecting and storing the data in a completely anonymous way. The 
information that can be gained from recording mouse movements is minimal. Keystrokes on 
the other hand contain more potential data. If the CAPTCHA logged information on what 
keys the user has entered it could result in the system gaining information such as user 
names, passwords, and other sensitive data (Pusara & Brodley, 2004). This project handles 
this by only recording the timestamps of each keystroke.  
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A societal benefit of this project is that it aims to help counter web bots. Bots can be used for 
malicious purposes, and the goal is to try to stop them by placing a CAPTCHA between the 
content they are trying to reach or the action they are trying to perform. Additionally, the 
non-visible aspect of the CAPTCHA is an attempt to create a system that does not taint the 
user experience. Several CAPTCHAs used on popular sites have been reported as difficult for 
users to complete (Yan & El Ahmad, 2008). This project is an attempt to provide a partial 
solution to this problem by creating a system that can identify some bots without requiring 
the user’s attention.  

6.3 Future work 
Though the experiments demonstrate in part the CAPTCHAs robustness, there is much work 
to be done before it can be confidently considered robust. The experiments focused on 
finding the optimal interval size when it comes to patterns identified and false negatives. It 
could be beneficial to analyze what effect the different interval sizes have on the processing 
performance of the client machine. It would be interesting to note if the optimal size in 
regard to processing efficiency is close or far from the optimal interval size found in this 
project.  

There are two main aspects of the CAPTCHA that should be analyzed in future work. The 
first is robustness relating to false positives. The evaluation showed that the CAPTCHA can 
identify several pre-determined patterns, as well as input controlled by the BotChief bot. A 
case study on a website or application with real bot traffic could expand upon this 
assessment. This could shed light on potential false positives, that is, bots that are being 
miss-interpreted as humans. Using this data, it could be investigated if the CAPTCHA can be 
improved to minimize the false positives.  

The second aspect that should be analyzed in future work is false negatives. The experiments 
performed in this project touched upon it when it analyzed how capable the pattern 
recognition algorithm was at correctly identifying mouse movements performed by a human. 
However, this data proved to be limited and non-conclusive. Performing the experiment on 
only a single test subject can result in a larger chance of error in the conclusion. A larger 
sample size would increase the reliability of the experiment (Hofmann, 2005). A valuable 
study would be to perform a similar experiment where the CAPTCHA is set to analyze 
human users’ mouse movement, this time using a significantly larger sample size (a larger 
amount of human test subjects). This would increase the probability that the results are true 
for humans in general, rather than a specific human, or a specific group of humans.  

One common way of testing a CAPTCHA is by attempting to create a bot capable of breaking 
it (El Ahmad et al., 2010). This can highlight weaknesses in the CAPTCHA design, while 
getting insight into potential solutions hackers may consider. Therefore, designing a bot to 
attempt to get past the non-visible CAPTCHA would be a suitable next step in evaluating the 
system. This could be used to find areas where the CAPTCHA can be improved, whether it is 
in the data collection or pattern recognition.  
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Appendix A -  script.js 
 
/*  User rating - value from 1-100 - probability of user being bot/human 
    0 - high probability user is bot 
    50 - uncertain 
    100 - low probability user is a bot 
*/ 
 
// Operators used in pattern recognition 
const PATTERN_OPERATORS = { 
  differences: function (c1, c2) { return +(Math.abs(c1 - c2).toFixed(3)) }, 
  quotients: function (c1, c2) { return (+(c1 / c2) != Infinity) ? +((c1 / 
c2).toFixed(3)) : 0 }, 
  squareRoot: function (c1, c2) { return +(Math.sqrt(c2).toFixed(3)) } 
}; 
 
var mousemove_enable = true; 
// How often (ms) should mousemovements be registered (can impact performance) 
const MOUSEMOVE_TICK = 10; 
// How many coordinates should be sent to analysis 
const MOUSEMOVE_SIZE = 5; 
// How often should coordinates be sent to analysis 
const MOUSEMOVE_FREQ = 5; 
// Perform test on mouse movements 
const MOUSEMOVE_TEST = true; 
// Test sequence size 
const MOUSEMOVE_TEST_SIZE = 500; 
 
var keystrokes_enable = true; 
// How many keystroke timestamps should be sent to analysis 
const KEYSTROKES_SIZE = 3; 
// How often should keystrokes be sent for analysis 
const KEYSTROKES_FREQ = 3; 
 
var attempts = 0; 
var successes = 0; 
 
var mouseMoved = false; 
 
refreshPage(); 
 
function refreshPage() { 
 
  // Reset form 
  $('form').trigger('reset'); 
 
  mouseMoved = false; 
 
  var h3s = $('h3'); 
  var lis = $('li', '#nav_main'); 
  var submitButton = $('#input_submit'); 
  var nameInput = $('#input_name'); 
  var textInputs = $('.input_text'); 
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  if (location.hash == '') { 
    location.hash = 'start_page'; 
  } 
 
  var page = location.hash.substring(1); 
  h3s.text(page); 
 
  console.log('LOADING:'); 
  console.log('  ' + page); 
 
  // --- Event listeners --- // 
 
  // Remove all old listeners (to avoid overlap) 
  $(document).off(); 
  h3s.off(); 
  lis.off(); 
  submitButton.off(); 
  nameInput.off(); 
  textInputs.off(); 
 
  h3s.on('click', toggleNav); 
 
  lis.on('click', function () { 
    var page = $(this).text(); 
 
    location.hash = page; 
 
    refreshPage(); 
    resetCounters(); 
    toggleNav(); 
  }); 
 
  submitButton.on('click', submitForm); 
 
  // --- / Event listeners --- // 
 

  // ----------------------------------------------- // 
  // New CAPTCHA // 
 
  if (page === 'new_captcha') { 
 
    console.log('Rating change: '); 
    console.log('  Cause - Reset'); 
    // Start with uncertain user rating 
    var ratingOp = 'reset'; 
    var postData = { 
      op: ratingOp 
    }; 
 
    $.ajax({ 
      url: "rating.php", 
      type: "post", 
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      data: postData, 
      dataType: 'json', 
      success: ratingChangeSuccess, 
      error: ajaxFailure 
    }); 
 
    // --- Event listeners --- // 
 
    // Mouse movement analysis 
     
    var pos = { 
      x: 0, 
      y: 0 
    }; 
    var posArr = { 
      x: [], 
      y: [] 
    }; 
 
    var mousemoveCount = 0; 
    var patterns = 0; 
    var i = 0; 
 
    $(document).on('mousemove', function (event) { 
      if (mousemove_enable) { 
        mouseMoved = true; 
        mousemoveCount++; 
 
        if (MOUSEMOVE_TEST) { 
          console.log(mousemoveCount); 
        } 
 
        // Handle every nth mouse event (minimize performance impact) 
        if (mousemoveCount % MOUSEMOVE_TICK === 0) { 
 
          if (MOUSEMOVE_TEST) { 
            console.log(i + '-' + mousemoveCount); 
          } 
           
          // Check for patterns in mouse movements 
 
          pos.x = Math.round((-event.pageX > 0) ? -event.pageX : event.pageX, 0); 
          pos.y = Math.round((-event.pageY > 0) ? -event.pageY : event.pageY, 0); 
          posArr.x.push(pos.x); 
          posArr.y.push(pos.y); 
 
          // Analyze and compare last 10 recorded mousemove events 
          if (i > 0 && ((i + 1) % MOUSEMOVE_SIZE) === 0) { 
            if (patternCheck('Mouse coordinates - x', posArr.x, PATTERN_OPERATORS)) { 
               
              patterns++; 
            } 
            if (patternCheck('Mouse coordinates - y', posArr.y, PATTERN_OPERATORS)) { 
              patterns++; 
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            } 
          } 
 
          if ((i + 1) === MOUSEMOVE_FREQ) { 
            posArr.x = []; 
            posArr.y = []; 
            i = 0; 
          } 
          else { 
            i++; 
          } 
           
          var iTotal = mousemoveCount / 10; 
          if (MOUSEMOVE_TEST && iTotal === MOUSEMOVE_TEST_SIZE) { 
            alert('[TEST]'); 
            alert('  Sequence - mouse movements'); 
            alert('  Interval size - ' + MOUSEMOVE_SIZE); 
            alert('  Intervals amount - ' + iTotal / MOUSEMOVE_SIZE * 2); 
            alert('  Patterns found - ' + patterns); 
            alert('  Successrate - ' + ((patterns / (iTotal / MOUSEMOVE_SIZE)) * 100) + 
'%'); 
 
            mousemove_enable = false; 
          } 
        } 
      } 
    }); 
 
    // Keystroke analysis   
 
    if (keystrokes_enable) { 
      var keystrokeTimes = []; 
 
      var keypressCount = 0; 
 
      $(document).keypress(function (event) { 
        var keystrokeTime = new Date(); 
        keystrokeTimes.push(keystrokeTime); 
 
        if (keypressCount >= KEYSTROKES_FREQ) { 
          console.log(''); 
          console.log('[Registering keystrokes]'); 
 
          operators = { 
            differences: PATTERN_OPERATORS.differences 
          }; 
 
          patternCheck('keystrokes', keystrokeTimes, operators); 
 
          if (keypressCount >= KEYSTROKES_SIZE) { 
            keystrokeTimes = []; 
            keypressCount = 0; 
          } 
        } 
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        else { 
          keypressCount++; 
        } 
      }); 
    } 
 
    // --- / Event listeners --- // 
  } 
 
  // / New CATPTCHA // 
  // ----------------------------------------------- // 
} 
 
function resetCounters() { 
  attempts = 0; 
  successes = 0; 
} 
 
function toggleNav() { 
  var nav = $('#nav_main'); 
  var lis = $('li', '#nav_main'); 
 
  if (nav.css('height') == '0px') { 
    // Show nav 
    nav.css('height', (lis.length * 32) + 'px'); 
  } 
  else { 
    // Hide nav 
    nav.css('height', 0); 
  } 
} 
 
function patternCheck(arrName, arr, operators, depth) { 
  var pattern = false; 
  var random = false; 
  var status = ''; 
 
  // Relations (relative to operator) between numbers in array 
  var relation; 
  var relations; 
 
  // Anomaly: Difference between relations.  
  // 0 = no difference = no anomaly = pattern 
  var anomaly; 
  var anomaliesTotal; 
 
  // If no depth is passed set depth to 0 
  if (typeof depth == 'undefined') { 
 
    // console.log('Pattern check.'); 
 
    depth = 0; 
 
    console.log(''); 
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  } 
 
  $.each(operators, function (key, op) { 
 
    console.log('[Pattern check]'); 
    console.log('  Array - ' + arrName); 
    console.log('  Array - ' + arr); 
    console.log('  Depth - ' + depth); 
    console.log('  Operation - ' + key); 
 
    relation = 0; 
    relations = []; 
 
    anomaly = 0; 
    anomaliesTotal = 0; 
 
    for (i = 0; i < arr.length - 1; i++) { 
      relation = op(arr[i + 1], arr[i]); 
 
      if (arrName == 'keystrokes' || arrName.substr(0, 9) == 'keystrokes') { 
        relation = +(relation.toFixed(3)); 
      } 
      relations[i] = relation; 
 
      if (relations[i - 1]) { 
        anomaly = Math.abs(relation - relations[i - 1]); 
        anomaliesTotal += anomaly; 
      } 
    } 
 
    var avgAnomaly = +(anomaliesTotal / relations.length).toFixed(3); 
    console.log('---ANOMALYTOTAL: ' + anomaliesTotal); 
    console.log('---AVERAGE ANOMALY: ' + avgAnomaly); 
 
    // Look for randomized sequence 
    if (depth > 0 && key == 'differences') { 
      if (avgAnomaly > 100) { 
        random = true; 
 
        console.log('Found likely random sequence.'); 
      } 
    } 
 
    // If there is pattern or if numbers seem random 
    if (avgAnomaly === 0) { 
      pattern = true; 
 
      console.log('Found pattern'); 
    } 
    else if (!random && depth === 0) { 
      console.log('>> Going deeper'); 
 
      pattern = patternCheck(arrName + '_' + key, relations, operators, depth + 1); 
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      console.log('>> Going up'); 
    } 
 
    if (pattern || random) { 
      return false; 
    } 
    else { 
      console.log('No pattern found.'); 
    } 
  }); 
 
  var ratingChange = 0; 
 
  if (depth === 0) { 
    if (pattern) { 
      ratingChange = -30; 
    } 
    else if (random) { 
      ratingChange = -15; 
    } 
    else { 
      ratingChange = 5; 
    } 
 
    console.log('[Rating change] '); 
    console.log('  Cause - pattern check.'); 
    console.log('  Amount - ' + ratingChange); 
 
    var ratingOp = 'mod'; 
    var postData = { 
      op: ratingOp, 
      change: ratingChange 
    }; 
 
    $.ajax({ 
      url: "rating.php", 
      type: "post", 
      data: postData, 
      dataType: 'json', 
      success: ratingChangeSuccess, 
      error: ajaxFailure 
    }); 
  } 
 
  return pattern || random; 
} 
 
function submitForm() { 
  console.log('ACTION:'); 
  console.log('  Activated submit button.'); 
 
  var page = location.hash.substr(1); 
  var success; 
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  if (page == 'baseline') { // --- Baseline --- // 
    // Standard form check 
    success = formCheck(); 
 
    if (success) { 
      successes++; 
      console.log('  Completed form.'); 
    } 
    else { 
      console.log('  Failed to complete form.'); 
    } 
 
    attempts++; 
 
    var postData = { 
      test: page, 
      attacker: $('#input_name').val(), 
      attempts: attempts, 
      successes: successes 
    }; 
 
    saveTest(postData); 
 
    updateStatus(); 
 
    refreshPage(); 
  } 
  else if (page == 'new_captcha') { // --- New CAPTCHA --- // 
    var rating; 
 
    success = formCheck(); 
 
    getRating().done(function (response) { 
      if (!phpErrorCheck(response)) { 
        console.log('Rating check:'); 
        rating = response['rating']; 
        console.log('Rating: ' + rating); 
 
        if (!mouseMoved) { 
          console.log('Rating change:'); 
          console.log('  Cause - No mouse movement.'); 
 
          rating += -10; 
        } 
        else { 
          console.log('Rating change:'); 
          console.log('  Cause - Some mouse movement.'); 
 
          rating += 5; 
        } 
 
        success = success && ((rating > 50) ? true : false); 
      } 
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      if (success) { 
        successes++; 
        console.log('  Completed form.'); 
      } 
      else { 
        console.log('  Failed to complete form.'); 
      } 
 
      attempts++; 
 
      var postData = { 
        test: page, 
        attacker: $('#input_name').val(), 
        attempts: attempts, 
        successes: successes 
      }; 
 
      saveTest(postData); 
 
      updateStatus(); 
 
      refreshPage(); 
    }); 
  } 
} 
 
function updateStatus() { 
  console.log('STATUS:'); 
  console.log('  Attemps - ' + attempts); 
  console.log('  Successes - ' + successes); 
  console.log('  Failures - ' + (attempts - successes)); 
 
  $('#status_attempts_value').text(attempts); 
  $('#status_successes_value').text(successes); 
  $('#status_failures_value').text(attempts - successes); 
} 
 
function formCheck() { 
  console.log('Form check:'); 
 
  // Validate form 
  var formValid = false; 
  var formItems = $('.form_item'); 
  var formItemsValid = 0; 
 
  formItems.each(function (i, e) { 
    var inputs = $('input', e); 
    var inputValid = false; 
 
    for (var j = inputs.length; j--;) { 
      var input = inputs[j]; 
 
      if (input.type == 'radio' && input.checked) { 
        inputValid = true; 
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      } 
      else if (input && input.value) { 
        inputValid = true; 
      } 
    } 
    if (inputValid) { 
      formItemsValid++; 
    } 
  }); 
 
  formValid = (formItemsValid === formItems.length) ? true : false; 
 
  return formValid; 
} 
 

// AJAX // 
// ----------------------------------------------- // 
 
function getRating() { 
  var ratingOp = 'get'; 
  var postData = { 
    op: ratingOp 
  }; 
 
  return $.ajax({ 
    url: "rating.php", 
    type: "post", 
    data: postData, 
    dataType: 'json', 
    error: ajaxFailure 
  }); 
} 
 
function ratingChangeSuccess(response) { 
  if (!phpErrorCheck(response)) { 
    console.log('Rating: ' + response['rating']);  
  } 
} 
 
function saveTest(postData) { 
  $.ajax({ 
    url: "saveTest.php", 
    type: "post", 
    data: postData, 
    dataType: 'json', 
    success: saveTestSuccess, 
    error: ajaxFailure 
  }); 
} 
 
function saveTestSuccess(response) { 
  if (!phpErrorCheck(response)) { 
    console.log(response['msg']); 
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  } 
} 
 
function phpErrorCheck(response) { 
  var error = false; 
 
  if (response['error'] != 'none') { 
    console.log('PHP error: '); 
    console.log('  ' + response['error']); 
 
    error = true; 
  } 
 
  return error; 
} 
 
function ajaxFailure(jqXHR, textStatus, errorThrown) { 
  console.log(jqXHR); 
  console.log(textStatus); 
  console.log(errorThrown); 
} 
 

// Control // 
// ----------------------------------------------- // 
 
function testPatternCheck(type, interv, n) { 
  var name; 
  var f; 
 
  switch (type) { 
    case 'arit': 
      name = 'Arithmetic sequence'; 
      f = function (x, tail) { 
        return x + 5 
      }; 
 
      break; 
    case 'geo': 
      name = 'Geometric sequence'; 
      f = function (x, tail) { 
        return x * 5 
      }; 
 
      break; 
    case 'sq': 
      name = 'Square sequence'; 
      f = function (x, tail) { 
        return x * x 
      }; 
 
      break; 
 
    case 'exp': 
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      name = 'Exponential sequence'; 
      f = function (x, tail) { 
        return (x * x * x) + (2 * x) + 7 
      }; 
 
      break; 
 
    case 'fib': 
      name = 'Fibonacci sequence'; 
      f = function (x, tail) { 
        var prev = (x <= 1) ? 1 : tail[x - 2]; 
        var prev2 = (x <= 2) ? 0 : tail[x - 3] 
         
        return prev + prev2; 
      }; 
 
      break; 
 
    case 'rand': 
      name = 'Random sequence'; 
      f = function (x, tail) { 
        return Math.floor((Math.random() * 1000) + 1); 
      } 
 
      break; 
  } 
 
  var seq = []; 
  var tail = []; 
  var patterns = 0; 
  var i; 
  var term; 
 
  for (i = 1; i <= (n * interv); i++) { 
    term = f(i, tail); 
    seq.push(term); 
    tail.push(term); 
 
    if (i % interv === 0) { 
      console.log('----'); 
      console.log('Interval #' + i / interv); 
      console.log('----'); 
 
      if (patternCheck(name, seq, PATTERN_OPERATORS)) { 
        patterns++; 
      } 
 
      seq = []; 
    } 
  } 
 
  console.log('[TEST]'); 
  console.log('  Sequence - ' + name); 
  console.log('  Function - ' + f); 
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  console.log('  Interval size - ' + interv); 
  console.log('  Intervals amount - ' + n); 
  console.log('  Patterns found - ' + patterns); 
  console.log('  Successrate - ' + ((patterns / n) * 100) + '%'); 
} 
 
function testPatternCheckCustom(arr) { 
  console.log(''); 
  console.log('[TEST]'); 
  console.log('  Custom sequence'); 
  patternCheck('Custom sequence', arr, PATTERN_OPERATORS); 
} 
 
function testDeCastel(fidel, interv) { 
  var seq = []; 
 
  var x1 = 100; 
  var x2 = 300; 
  var x3 = 830; 
 
  seq.push(x1); 
 
  var pxa1 = (x2 - x1) / fidel; 
  var pxa2 = (x3 - x2) / fidel; 
 
  var p5x = x1; 
 
  var p6x = x2; 
 
  var p7x; 
 
  stz = 1.0 / fidel; 
 
  var lf = 0.0; 
  var hf = 1.0; 
 
  var lx = x1; 
 
  var patterns = 0; 
 
  for (var i = 1; i <= fidel; i++) { 
    lf += stz; 
    hf -= stz; 
 
    p7x = (p6x * lf) + (p5x * hf); 
 
    p5x += pxa1; 
 
    p6x += pxa2; 
 
    if (lx < x2 && p7x > x2) { 
      seq.push(x2); 
    } 
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    lx = p7x; 
 
    seq.push(p7x.toFixed(3)); 
 
    if (i === fidel) { 
      seq.push(x3); 
    } 
 
    if (i % interv === 0) { 
      console.log('----'); 
      console.log('Interval #' + i / interv); 
      console.log('----'); 
 
      if (patternCheck('De Casteljaus algorithm', seq, PATTERN_OPERATORS)) { 
        patterns++; 
      } 
 
      console.log(seq); 
      seq = []; 
    } 
  } 
 
  console.log('[TEST]'); 
  console.log('  Sequence - De Casteljaus algorithm'); 
  console.log('  Interval size - ' + interv); 
  console.log('  Intervals amount - ' + (i - 1) / interv); 
  console.log('  Patterns found - ' + patterns); 
  console.log('  Successrate - ' + ((patterns / ((i - 1) / interv)) * 100) + '%'); 
} 
 
function simulateKeypress(interval) { 
  setInterval(function () { 
    $(document).keypress(); 
  }, interval); 
} 
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Appendix B -  rating.php 
<?php 
 
  session_start(); 
 
  $errorMsg = 'none'; 
 
  if (!empty($_POST['op'])) { 
    $op = $_POST['op']; 
  } 
  else { 
    $errorMsg = 'Op is not set.'; 
  } 
 
  if ($op == 'reset') { 
    $_SESSION['rating'] = 50; 
  } 
  else if ($op == 'mod') { 
    if (isset($_POST['change'])) { 
      $change = $_POST['change']; 
 
      $_SESSION['rating'] = $_SESSION['rating'] + $change; 
 
      if ($_SESSION['rating'] > 100) { 
        $_SESSION['rating'] = 100; 
      } 
      else if ($_SESSION['rating'] < 0) { 
        $_SESSION['rating'] = 0; 
      } 
    } 
    else { 
      $errorMsg = 'Change is not set.'; 
    } 
  } 
 
  $response = [ 
    'error' => $errorMsg, 
    'rating' => $_SESSION['rating'] 
  ]; 
 
  echo json_encode($response); 
   
?> 
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Appendix C -  index.php 
<!DOCTYPE html> 
 
<html lang="en"> 
<head> 
  <meta charset="utf-8"> 
 
  <title>Workshop: CAPTCHA Experiment - Template</title> 
  <meta name="description" content=""> 
  <meta name="author" content="Jakob Sisk"> 
 
  <link rel="stylesheet" href="style.css"> 
 
  <!--[if lt IE 9]> 
    <script 
src="https://cdnjs.cloudflare.com/ajax/libs/html5shiv/3.7.3/html5shiv.js"></script> 
  <![endif]--> 
</head> 
 
<body> 
 
  <header> 
    <h1>Workshop</h1> 
    <h2>The robustness of a new non-visible CAPTCHA</h2> 
    <h3>loading<!-- js --></h3> 
 
    <nav id="nav_main"> <!-- Expanding --> 
      <ul> 
        <li>start_page</li> 
        <li>baseline</li> 
        <li>new_captcha</li> 
      </ul> 
    </nav> 
  </header> 
 
  <form> 
    <div class="form_item"> 
      <label for="input_name">Name </label> 
      <input type="text" name="name" placeholder="John Doe" class="input_text" 
id="input_name"> 
    </div> 
     
    <div class="form_item"> 
      <label for="input_email">Email </label> 
      <input type="email" name="email" placeholder="johndoe@email.com" 
class="input_text" id="i 
    nput_email"> 
    </div> 
 
    <div class="form_item"> 
      <label for="input_pswd">Password </label> 
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      <input type="password" name="pswd" placeholder="Password" class="input_text" 
id="input_pswd"> 
    </div> 
 
    <div class="form_item"> 
      <label for="input_tel">Telephone </label> 
      <input type="tel" name="tel" placeholder="+46 70 444 55 66" class="input_text" 
id="input_tel"> 
    </div> 
 
    <div class="form_item"> 
      <label>Have you seen Battlestar Galactica?</label> 
      <div class="radio_options_wrapper"> 
        <input type="radio" name="bsg" value="true" id="input_bsg_y">  
        <label for="input_bsg_y" class="radio_option_label">Yes</label> 
        <input type="radio" name="bsg" value="false" id="input_bsg_n"> 
        <label for="input_bsg_n" class="radio_option_label">No</label> 
      </div> 
    </div> 
 
    <button type="button" id="input_submit">Submit</button> 
  </form> 
 
  <section>  
    <div class="status_item" id="status_attempts"> 
      Attempts: <span class="status_item_value" id="status_attempts_value">0</span> 
    </div> 
    <div class="status_item" id="status_successes"> 
      Successes: <span class="status_item_value" id="status_successes_value">0</span> 
    </div> 
    <div class="status_item" id="status_failures"> 
      Failures: <span class="status_item_value" id="status_failures_value">0</span> 
    </div> 
  </section> 
 
  <script src="https://code.jquery.com/jquery-3.1.1.min.js" integrity="sha256-
hVVnYaiADRTO2PzUGmuLJr8BLUSjGIZsDYGmIJLv2b8=" crossorigin="anonymous"></script> 
  <script src="script.js"></script> 
 
</body> 
</html> 
 
 

 


