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ABSTRACT
The problem addressed by this research is a demand for increased flexibility in access to
organisational information, driven by the increasing popularity of mobile devices. Employees increasingly bring private devices to work (Bring Your Own Device, BYOD) or use work
devices for private purposes (Choose Your Own Device, CYOD). This puts managers in a
difficult position, since they want the benefits of mobility, without exposing organisational
data to further risk. The research focuses on management (particularly information security management) issues in the design and implementation of strategies for mobile devices.
There are two objectives. The first is to identify existing information security management
strategies for mobile and dual-use devices. The second is to develop a framework for analysing, evaluating and implementing a mobile device strategy.
The overall research strategy is inspired by Design Science; where the mission is to develop
an artefact, in this case a framework, which will help to solve a practical problem. Methods
include literature review, theoretical development, and the collection and analysis of qualitative data through interviews with executives. The main result of this work is the framework, which deals with the complete process, including analysis, design and implementation of a mobile device management strategy. It helps researchers to understand necessary
steps in analysing phenomenon like BYOD and gives practitioners guidance in which analyses to conduct when working on strategies for mobile devices. The framework was developed primarily through theoretical work (with inspiration from the mobile security and
strategic management literature, and the ISO/IEC 27000 standard), and evaluated and refined through the empirical studies. The results include twelve management issues, a research agenda, argumentation for CYOD and, guidance for researchers and practitioners.

I

SAMMANFATTNING
Under de senaste åren har fler och fler organisationer fått problem med att de tappar kontrollen över sin information på grund utav förändrat användande av mobila enheter. Organisationerna har helt enkelt inte hängt med i utvecklingen och kunnat möta upp de anställdas krav på ökad flexibilitet. Detta i kombination med bristande uppdatering av policys och
implementering av ledningssystem gör att organisationen inte klarar av att möta de nya
kraven, vilket innebär ökat behov av ett nytt angreppssätt för att återfå kontrollen över informationen. Inom aktuell forskning finns det brister i området och denna avhandling är
ett bidrag till att öka kunskapen samt ge organisationer stöd i arbetet med mobila enheter.
Genom att kombinera existerande forskning med kvalitativa studier har ett ramverk skapats för att stödja beslutsfattare i processen med att införa en strategi för mobila enheter.
Ramverket bygger på strategic management och ISO/IEC 27000-familjen och hanterar
strategier för mobila enheter från en första analys till förvaltningen av en färdigimplementerad strategi. Under arbetets gång har ramverket utvärderats och uppdaterats genom intervjuer med olika beslutsfattare.
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CHA P TE R 1

INTRODUCTION
In society today the boundaries between information categories overlap since the same
media and equipment (e.g. smartphones, social media and cloud services) are increasingly
used for both private and business purposes. Many organisations allow their employees to
use the same devices for both private and work purposes. One reason for this is the promise
of increased personal productivity, which is reported to save $300 to $1300 per employee
each year for the organisation (Barbier, Bradley, Macaulay, Medcalf, & Reberger, 2012).
A popular version of this phenomenon is Bring Your Own Device (BYOD), where employees use their private devices for work tasks. Independent surveys show that more organisations are changing their device strategies towards a more open device environment
(Barbier et al., 2012; Camp, 2012). In 2013 Gartner predicted that BYOD would be mandatory in four years (Van Der Meulen & Rivera, 2013). At that point it looked like almost all
organisations would have introduced BYOD by 2017, but today we know that is not the
case. The trend has turned and the popularity of BYOD is decreasing (Kane, Koetzle, Voce,
& Caputo, 2014). Even though BYOD is losing ground, the question of how mobile devices
should be handled, regardless of owner, is still relevant. Even if the mobile device is owned
by the company, it can be assumed that the user may choose to use it for private purposes
also, so it becomes a dual-use device. A trend that is gaining a lot of popularity is Choose
Your Own Device (CYOD), where the employer pays for the device and is the formal owner,
but the user is also allowed to use it as a private device (Kane et al., 2014).
These new and complex technical and organisational environments require higher awareness from both employees and the organisation about information security implications.
They also set higher demands for the organisation’s information security functions and information architecture. When information gets easier to access for the rightful owner, it
also increases the risk that it may fall into the wrong hands. Users want the freedom to
work anywhere, anyhow, and anytime they want, and if the business does not meet this
demand some users will ignore policies for their own convenience (Harris, Ives, & Junglas,
2012; Simkin, 2013). That is why organisations need to understand the benefits and risks of
mobile devices and devise a strategy to meet these demands.
Popular information management approaches strive for standardization, consolidation and
reduction of complexity, which in many aspects contradict the idea of mobile devices
(Disterer & Kleiner, 2013). One survey reveals that 86% of the costs are non-hardware,
which leads the authors to the conclusion that it is very important to choose the right model for governance and support (Barbier et al., 2012). As a result, adoption of mobile devices
requires new strategic decisions.
1
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1.1 PROBLEM DESCRIPTION
The problem addressed by this research is a demand for increased flexibility when it comes
to access to organisational information, driven by increasing popularity of mobile devices.
This puts managers in a difficult position, since they want the benefits of mobility and to
satisfy employees, without exposing organisational data to further risk.
With dual-use devices, which are used for both private and professional purposes, there is a
risk that organisational data gets mixed with the user’s personal data. Even if a device is
owned by the organisation, users will eventually see it as their own. This may lead to uncertainty about how the organisation's rules should be applied and what impact they will have
on the user's privacy. Managers must also be aware that information on private devices
easily falls outside the organisation's control. Currently there is no standard or known
method that properly addresses this problem (Brodin, 2016b; Disterer & Kleiner, 2013).
The problem has two dimensions, one technical and one managerial (Åhlfeldt, Spagnoletti,
& Sindre, 2007). The main scope of this research falls under the managerial part - particularly information security management, and how to design and implement a strategy for
mobile devices. The research is technology independent.

1.2 AIMS AND OBJECTIVES
The aim of this research is to develop an artefact that can support managerial strategy development for the introduction of mobile devices based on an information security perspective. In order to address this aim, a set of objectives has been specified. The first objective is
to identify existing strategies to find gaps in knowledge and improve understanding of the
target area. The second is the design of an artefact to support managerial strategy development.
O1. Identify existing information security management strategies for mobile devices.
O2. Develop a framework for analysing, evaluating and implementing a mobile device
strategy.

O1. Identify existing
information security
management strategies for
mobile devices.

O2. Develop a framework
for analysing, evaluating
and implementing a
mobile device strategy.

Paper 1
Management issues for
Bring Your Own Device

Paper 2
Combining ISMS with
strategic management:
The case of BYOD

Paper 3
BYOD vs. CYOD – What
is the difference?

Paper 4
Management of mobile
devices – how to
implement a new
strategy

Figure 1.1: Papers related to objectives.
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1.3 RESEARCH DELIMITATIONS
When looking at information security there are mainly two approaches regarding the information security area; technical security and administrative security (Åhlfeldt et al.,
2007). This work has chosen the administrative approach and does not examine technical
solutions since support managerial strategy development is on the administrative part. The
focus is on people, policies and strategies, and how to help managers responsible for organisational information. Since the focus is on supporting managers, interviews were conducted with executives to develop a picture of their reality, and to help develop a framework
that can support them in their work. When the framework is developed and evaluated, it
may be interesting to interview employees to get input from them to further expand the
framework. An approach with more empirical material from employees might have moved
the study’s focus towards aspects such as privacy and working hours.
Even though the literature base is international, all the empirical material is from a Swedish context and qualitative in nature.

1.4 DEFINITIONS
There are expressions and definitions in this thesis that not everyone may be familiar with
and that may have different meaning to different people. This section gives a short description of some key concepts used in this thesis.
Framework is a system of rules, ideas, or beliefs that is used to plan or decide something
(Cambridge University Press, 2016).
Information management is the process of collecting, organising, storing, and providing information within a company or organisation (Cambridge University Press, 2016).
Information security management is processes and procedures for putting information security into practice.
Information security management system (ISMS) is a systematic approach for establishing, implementing, operating, monitoring, reviewing, maintaining and improving
an organization’s information security to achieve business objectives (ISO/IEC 27000,
2016, s. 14).
Mobile device is a device that can be carried around, while being used to access organisational data.
Bring Your Own Device (BYOD) refers to a device that is used and owned by the employee.
Choose Your Own Device (CYOD) refers to a device which is chosen and used by the
employee, both private and professional, and is owned by the employer.
Use What You are Told (UWYT) is the traditional way to manage mobile devices, the
employer choose and own the device that is used by the employee.
Strategic management is the way that a company’s executives decide what they want
to achieve and plan actions and use of resources over time in order to do this (Cambridge
University Press, 2016).
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THEORETICAL BACKGROUND
The central theme of this thesis is how to manage mobile devices on a strategic level in an
organisation where the employees challenge existing policies and environments. In this
chapter some of the main concepts and theories will be explained.

2.1 STRATEGIC MANAGEMENT
Strategy is about what direction an organisation should take in the long run (Johnson,
Scholes, & Whittington, 2012) and strategic management is about developing and implementing strategy. Since this research concerns a framework for mobile device strategies, it
is important to understand the basics of strategic management for the framework development process. It is a large area and to give a brief introduction this section will present a
short overview by summarizing the best available literature review of the field: Mintzberg
et al (1998). Furthermore, this research adapts a framework for strategic management that
is also explained in this section. The search process to find a suitable framework was to
consider well-known candidates and stop when one appears that fits for purpose. In this
case it is an explorative strategy framework (Johnson, Whittington, Scholes, Angwin, &
Regnér, 2015).
According to Mintzberg et al (1998) the field of strategic management can be summarised
in ten schools of thoughts. The first three schools are concerned with how strategies should
be formulated rather than how they are formed in practice; the next six schools focus on
specific aspects of strategy formation and how they are made. The last school synthesizes
the previous nine.
1.
2.
3.
4.
5.
6.

The Design School – The internal situation is used to match the external environment. Clear and unique strategies are formulated.
The Planning School – A rigorous set of steps are taken, from analysis to implementation.
The Positioning School – Focus on how the organisation can improve its strategic
position within their industry sector.
The Entrepreneurial School – The founder or leader makes visionary strategies relying on their intuition and experience.
The Cognitive School – The strategic development process takes place in human
brains and is about how management process information and make choices
based on different options.
The Learning School – Strategies develops from “lessons learned” as the management pays close attention to what works and learn from experiences.
5
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7.

The Power School – Strategies are built after negotiation between strong forces
within the organisation or between the organisation and external stakeholders.
8. The Cultural School – Strategies are formed collectively involving several departments and reflect the organisation’s culture.
9. The Environmental School – Strategy is a response to challenges from the external environment.
10. The Configuration School – The process of forming a strategy comes from a
change from one decision-making structure to another.
Strategies can be developed in two ways; rational-analytic (through a rational and analytical process), or emergent (strategies emerge in the organisation over time from the bottomup (Johnson et al., 2015). The phenomenon of employees bringing their private devices to
work (or using their work devices in ways that violate current policies) is a good example of
emergent strategy.
Johnson et al. (2015) created an explorative strategy framework that summarises strategic
management in three main steps; strategic position, strategic choices and strategy in action
with sub-tasks and focus areas.

Figure 2.1. The Exploring Strategy Framework, adapted from Johnson et al. (2015)

Strategic Position is concerned with the impact on external environment, the organisation’s
purpose, organisational culture and capability when it comes to resources and competences. Strategic Choices involve options for strategy in terms of directions and methods. Strategy in Action is the final part and were the strategy is implemented.
The Exploring Strategy Framework (Johnson et al., 2015) has many connections with
Mintzberg et al (1998) and is sometimes used as an example of the cultural school (White,
2004). Besides culture, the schools of positioning, entrepreneurship and environment are
also represented in the first part of Johnson and Scholes framework. When it comes to
strategic choices, we find the schools of design and cognition incorporated. Finally, the
planning school pervades the entire framework.
How The Exploring Strategy Framework is used in this research is presented in paper 2.
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2.2 INFORMATION SECURITY MANAGEMENT
SYSTEM
To fully understand information security management system (ISMS), it is important to get
the picture of how it relates to information management (IM) and information security
management (ISM). Information management is the process of collecting, organising, storing, and providing information within a company or organisation (Cambridge University
Press, 2016). Information security management concerns managing the security of information in a proactive way, to ensure that it is not compromised (Kritzinger & Smith, 2008).
An information security management system (ISMS) is a systematic way to work with IM,
ISM and governance.
The most commonly used and known ISMS is the ISO/IEC 27000-family, which consists of
several standards. The established standards in the 27000-family that are of interest when
working with a strategy for mobile devices are shown in table 2.1. ISO/IEC 27000 defines
information security management system:
An Information Security Management System (ISMS) consists of the policies, procedures,
guidelines, and associated resources and activities, collectively managed by an organization, in the pursuit of protecting its information assets. An ISMS is a systematic approach
for establishing, implementing, operating, monitoring, reviewing, maintaining and improving an organization’s information security to achieve business objectives. (ISO/IEC
27000, 2016, s. 14)
Standard

About

ISO/IEC 27000

Information security management systems -- Overview and vocabulary

ISO/IEC 27001

Information security management systems -- Requirements

ISO/IEC 27002

Code of practice for information security controls

ISO/IEC 27003

Information security management system implementation guidance

ISO/IEC 27005

Information security risk management

Table 2.1: ISO/IEC standards of primary interest when adopting to dual-use devices.

ISO/IEC 27000 defines terms that are used in the series and provides an overview of information security management systems. ISO/IEC 27001 specifies requirements for the
establishment, implementation, maintenance and continuous improvement of an information security management system. ISO/IEC 27001 also includes requirements for the
assessment and processing of information security risks. ISO/IEC 27002 provides best
practice recommendations for information security controls, ISO/IEC 27003 give some
guidance for an ISMS implementation and ISO/IEC 27005 is about risk management.
The ISO/IEC 27000-family focus on what to do when it comes to ISM. The step from
knowing what to do to understanding how to do it has proved to be overly complex and
costly for many organisations (Gillies, 2011). The ISO/IEC 27000-family is intended to assist organizations of all types and sizes with implementation and operation. Through the
use of the standards, organizations can develop and implement a framework for managing
the security of their information assets, and it can also be used to prepare for an independent assessment (ISO/IEC, 2016).
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2.3 MOBILE DEVICES IN ORGANISATIONS
In this thesis, a mobile device is a device that can be carried around, while being used to
access organisational data. In recent years, the evolution of mobile devices has been rapid,
and they more and more resemble general purpose computers. Organisations are having a
hard time keeping up with this pace; at the same time the demand from users for the newest devices to make their jobs easier, is increasing. When organisations fail to adopt the latest technology, more users start to bring their personal devices and use them in the work.
This trend is in many ways the opposite of popular information management approaches,
which strive for standardization, consolidation and reduction of complexity (Disterer &
Kleiner, 2013). At the same time, it is important to find the right model for governance
since 86 % of the costs connected with Bring Your Own Device (BYOD) adoption are nonhardware (Barbier et al., 2012). This is not an information security specialist‘s nor a technician’s decision, it is something that has to be decided by senior management (Borrett,
2013; Mooney, Parham, & D, 2014; Ring, 2013).
Five years ago, it was commonly understood that Bring Your Own Device (BYOD), where
employees bring their private devices to work instead of receiving devices from their employer, would conquer the world and be more or less mandatory by 2017 (Van Der Meulen
& Rivera, 2013). Lately its popularity in the USA is decreasing and in Europe, it has never
really taken hold (Kane et al., 2014). An alternative that has become popular in Europe and
gaining in popularity on the US is Choose Your Own Device (CYOD) (Kane et al., 2014),
where the employee may choose a device, use it both for private and work purposes, but the
organisation owns and controls the device. It may be seen as a hybrid of BYOD and the traditional way to deal with devices where they are strictly for business use and the organisation owns and control everything. The traditional way is sometimes referred as Use What
You are Told (UWYT) (Brodin, 2016a). What differs most between these ways to manage
mobile devices are the amount of control from the organisation, freedom of choice and
ownership. Figure 2.1 shows some examples of strategies for handling devices.

Figure 2.1: The relationship between different ways to look at device management (Brodin, 2016a).

A popular way to solve the issues with mobile devices in literature is to create a policy that
states what users are allowed to do (Gatewood, 2012; Harris et al., 2012; Montaña, 2005;
Oliver, 2012; Simkin, 2013; Yang, Vlas, Yang, & Vlas, 2013). A policy is an organisation’s
8
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overall intention and direction, as formally expressed by management (Isaca, 2013;
ISO/IEC, 2016). An organisation normally has many policies and guidelines. A mobile device policy is the one that deals with directions for mobile devices and is a good start, but
creating a policy does not solve the whole problem; since policies are seldom followed by
all, and the understanding of them is poor - if the user is aware of them at all (Oliver, 2012;
Simkin, 2013).

9
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RESEARCH METHOD
“Research is a systematic investigation to find answers to a problem” (Burns, 1990, p. 1).
This chapter presents the methodological approach used for the research presented in this
thesis.

3.1 APPROACHES TO RESEARCH
Research can be classified in different ways, for instance basic or applied, inductive or deductive, or qualitative or quantitative. A research approach may therefore be applied, inductive and qualitative.
Basic research is theoretical, strives to deliver new knowledge and does not necessarily address a practical problem. This kind of research tends to focus on theory building and testing of hypotheses. Applied research on the other hand is concerned with solving a real life
problem (Williamson et al., 2002).
Inductive research begins with investigations of a specific phenomenon or instance and
ends with a general theory; deductive research is the other way around, it starts with a general theory and tests specific instances of it (Robson, 2011; Williamson et al., 2002).
When data are collected, they must be analysed - data analysis can either be qualitative or
quantitative. Qualitative analysis is used when data is non-numerical, usually words, and is
not for statistical presentation. A focus is on meaning and context is important, in order to
understand a phenomenon in its natural environment or setting. When a research process
is based on qualitative research, the approach is commonly inductive and design is flexible
and may be changed throughout the process (Robson, 2011). When dealing with numbers,
quantitative analysis is the natural choice and some kind of statistical result is expected. A
quantitative research approach is planned in detail from the beginning, so it will be easy to
repeat, the logic is usually deductive (Robson, 2011).
Oates (2006) presents six general strategies for research in the field of Information Systems (IS):
•

Survey – Focus is to get data from a large group of people, then look for patterns
and make generalizations to a larger group.

•

Design and creation – Focus is on developing an artefact, for instance a new
construction, framework or method to solve a business problem.

11
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•

Experiment – Focuses on investigating cause and effect of relationships, testing
hypotheses and trying to prove or disprove links between factors and observed
outcomes.

•

Case study – Focuses on one part of the problem that will be investigated and
aims to obtain rich and detailed insight into that part.

•

Action research – Focuses on getting something done in real life. Researchers
plan, do and reflect on the result.

•

Ethnography – Focuses on understanding the culture of a particular group of
people.

This research involves designing a framework to help managers with a strategy for mobile
devices. Survey and experiment by itself would not result in a framework, although surveys
could be used to gain information about existing strategies and thoughts about the area.
Case studies are not appropriate because they are for finding out about particular problems
in organisations, not solving them by constructing artefacts. Action research is not appropriate because it focuses on improvement in a particular organisation setting, whereas this
work are focused on developing an artefact. Ethnography would not help either since it is
about understanding culture in a specific group over time. The most appropriate strategy of
the six above is therefore design and creation, also known as design science, since it is
about designing something that addresses a business problem. It also gives the opportunities to collect and test data from, and in different organisations.

3.2 RESEARCH STRATEGY
This is applied research inspired by Design Science, where the mission is to develop an artefact, in this case a framework, which is relevant to an unsolved business problem. There
are several approaches to Design Science in the field of Information Systems (IS). Most of
them starts with some kind of problem identification (A. Hevner & Chatterjee, 2010;
Nunamaker, Chen, & Purdin, 1991; Peffers, Tuunanen, Rothenberger, & Chatterjee, 2007;
Rossi & Sein, 2003; Vaishnavi & Kuechler, 2007; Walls, Widmeyer, & El Sawy, 1992).
Before designing the solution some argue that a proposal or objective for the solution
should be presented (Gregor & Jones, 2007; A. Hevner & Chatterjee, 2010; Peffers et al.,
2007; Vaishnavi & Kuechler, 2007; Walls et al., 1992). As the name design science implies,
design is the central part of the research process, this is where development of the artefact
take place (Gregor & Jones, 2007; A. Hevner & Chatterjee, 2010; Nunamaker et al., 1991;
Peffers et al., 2007; Rossi & Sein, 2003; Vaishnavi & Kuechler, 2007; Walls et al., 1992).
Hevner et al. (2010) point out that development is an iterative search process.
When the artefact is designed it must be evaluated (A. Hevner & Chatterjee, 2010;
Nunamaker et al., 1991; Peffers et al., 2007; Rossi & Sein, 2003; Vaishnavi & Kuechler,
2007; Walls et al., 1992) and communicated (A. Hevner & Chatterjee, 2010; Peffers et al.,
2007). Some design science approaches argue for demonstration or making some proof-ofconcept of the solution (Nunamaker et al., 1991; Peffers et al., 2007).
This work combines common aspects from these different approaches in a process (figure
3.1) with the stages: awareness of problem, suggestion, development, evaluation and communication. The work is evaluated during and after development as an iterative process
and the result is communicated in several scientific and public fora.

12
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Figure 3.1: Research process in this work.

The next sections relate to the stages of the process in figure 3.1.

3.2.1 AWARENESS OF PROBLEM STEP - LITERATURE REVIEW
Previous studies are a good way to start any academic work, to find gaps in existing
knowledge and improve understanding of the problem. Since the intial problem of this research is identified in industry by practitioners, it is natural to start with a literature review
to find out how the problem is addressed by researchers. Webster and Watson (2002)
make this clear: “A review of prior, relevant literature is an essential feature of any academic project. An effective review creates a firm foundation for advancing knowledge. It
facilitates theory development, closes areas where a plethora of research exists, and uncovers areas where research is needed.” The search for relevant literature in this research
is derived from Webster and Watson’s structured approach, with the principal steps:
1. An extensive literature search.
2. Manual screening for relevance.
3. Backward chaining by reviewing the citations in the articles identified as relevant
in step 2.
4. Complementary forward chaining search in new databases.
The search was considered complete when the complementary searches revealed few new
articles of relevance. Webster and Watson (2002) also require a literature review to be concept-centric, where the concepts determine the ‘organizing framework’ of the review. Concepts may derive from the analysis, but a common practice is to adopt a suitable conceptual
framework from the literature, which is the case here.
The search for interesting papers started with pre-defined keywords in major databases.
When interesting articles were found, relevant keywords were included in further searches.
The articles were screened first by reading the abstracts to remove irrelevant papers; after
the first screening the remaining articles were downloaded and read in full text and
screened again. Then the reference list of all relevant articles was inspected to find new articles. Finally, a new search round was conducted in new databases and search engines.
The literature review started broad in the area of information management, to be later narrowed down to mobile devices and BYOD. For more details about the literature review and
keywords, see paper 1.
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3.2.2 SUGGESTION STEP
With support from strategic management literature, ISO/IEC 27000 series and the literature review, a suggestion for a framework was developed. The first version of the framework is presented in paper 2.

3.2.3 DEVELOPMENT AND EVALUATION STEPS - DATA COLLECTION AND ANALYSIS
The suggested framework from the literature review were evaluated together with experience executives and further developed with empirical studies. The empirical work is a prestructured qualitative investigation (Jansen, 2010) where the objective is ‘to gather data on
attitudes, opinions, impressions and beliefs of human subjects’ (Jenkins, 1985). This is
achieved by semi-structured interviews with a standard list of questions which allows the
interviewer to follow up leads and add follow-up questions (Williamson et al., 2002). An
alternative to interviews are questionnaires, which take less time to administrate. However
interviews have the following advantages (Williamson et al., 2002):
•

Complex and complete responses due to the opportunity for probing, explanation and
clarification during interview.
• Possibility of discussion before and after interview to get extra input to respondents’
opinions.
• Face-to-face help to motivate respondent to answer all questions.
• Interviewer can control the context and make sure that respondent concentrates on
right issues.
• Gives much richer data.
Thirteen semi-structured interviews were conducted for paper 4 and twelve for paper 3 in
twelve organisations (food industry, manufacturing industry, defence industry, health care,
municipality and consulting firms from various sectors (information security, IT, management and logistics)). The organisations vary in size from 50 to 15 000 employees. All respondents are executives in the role of CIO, CSO, CFO, CSIO or head of IT. The respondents were selected from a wide range of areas and sizes, and from both private and public
sectors. This was to find out if there are differences of approach in different organisation
types. Interviews lasted approximately 45 minutes and were recorded and transcribed. In
one organisation two interviews were conducted; first with a branch CSIO and then a complementary interview with the global CSIO. The goals of the empirical study were to find
existing strategies and to get input to development of the framework. The information provided by participants is kept strictly confidential; names of individuals or organisations are
not revealed.
Qualitative data analysis is a way of making sense of the data collected, so that a result can
be communicated (Williamson et al., 2002). There are many approaches to qualitative
analysis - some of the better known (Robson, 2011) are:
•
•
•

Quasi-statistical approach – Uses word or phrase frequencies to determine importance of terms and concepts.
Thematic coding approach – Identifying patterned meaning across a dataset.
Grounded theory approach – A version of thematic coding where codes are based
on the researcher’s interpretation of the meanings or patterns in the text.

In this work data analysis was conducted using a thematic analysis six-phase process as
shown in table 3.3.
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Phase (Braun & Clarke, 2006)

Action

Familiarisation with the data

Transcribing data and reading it through to get
initial ideas.

Coding

Coding the data with codes from a well-known
framework and previous literature study. This
was done in a spreadsheet.

Searching for themes

Collating codes into potential themes.

Reviewing themes

Checking whether the themes tell a convincing
story of the data that answers the research question. Adding new codes to make a better story.

Defining and naming themes

Detailed analysis of each theme and giving informative names in a qualitative data analysis
software.

Producing the report

Writing articles and this thesis.

Table 3.3: Thematic analysis six-phase process in this work.

Thematic analysis may be approached in the following ways (Braun & Clarke, 2006):
•
•
•
•
•
•

Inductive – codes and themes are developed from the content of the data.
Deductive – codes and themes are developed from existing concepts or ideas.
Semantic – codes and themes reflect the explicit content of the data.
Latent – codes and themes report concepts and assumptions underpinning the
data.
Realist or essentialist – focuses on reporting an assumed reality evident in the data.
Constructionist – focuses on looking at how a certain reality is created by the data.

This research used a combination of deductive and inductive analysis strategies. The analysis started deductively, using codes from an existing theoretical framework. After the first
analysis round, it turned out that the theoretical framework did not match reality perfectly,
at least according to the interviews. New codes were developed inductively from the data
and a new analysis conducted.
Each version of the framework was evaluated for its relevance to practice by interviews
with executives, first round the thirteen in paper 4 and the updated framework was evaluated with five new interviews from other organisations.
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3.2.4 COMMUNICATION STEP

Low
High

Solution Maturity

To be able to communicate a result in research there must be some kind of contribution to
research community and industry. A way to visualise different types of contribution in design science is the DSR Knowledge Contribution Framework (Gregor & Hevner, 2013).
Improvement: Develop new solutions for known problems. Research
opportunity and Knowledge contribution

Invention: Invent new solutions for
new problems. Research opportunity
and Knowledge contribution

Routine design: Apply known solutions to known problems. No major knowledge contribution

Exaptation: Extend known solutions
to new problems (e.g., Adopt solutions
from other fields) Research opportunity and Knowledge contribution

High

Low
Application Domain Maturity

Figure 3.2: DSR Knowledge Contribution Framework, adopted from Gregor & Hevner (2013).

In this case the solution maturity is low, because there is no existing well documented solution. The application domain maturity is high, since the problem is known in practice and
discussed in existing research. This gives us the contribution Improvement - a new solution for a known problem, described in chapter 1.1.
Clarifying the type of contribution (see chapter 6.2 for contributions in this work) makes it
easier to communicate to the right audience. Contributions to research were communicated
through articles in conferences (see list at the beginning of this thesis) presentations in various meetings, for instance SWITS, COINS and at University of Skövde. The results are
communicated to industry through actea.se, LinkedIn, twitter and meetings with invited
organisations.

3.3 THE TRUSTWORTHINESS OF THE RESEARCH
The conventional positivist research paradigm often uses validity, reliability, and objectivity as criteria for evaluating the quality of research. Qualitative analysis differs from the positivist tradition in its fundamental assumptions, research purposes, and inference processes, thus making the conventional criteria unsuitable for judging its research results
(Bradley, 1993). Instead of using those three criteria to evaluate the quality of this work we
use Lincoln and Guba’s (1985) four criteria for evaluating interpretive research work: credibility, transferability, dependability, and confirmability.

3.3.1 CREDIBILITY
Credibility is about whether the result is credible or believable. In this work the credibility
is iteratively improved through complementary theoretical and empirical investigations,
which gives input to the final result. The result has also been evaluated both in practice,
(though interviews), and academia (through peer-review and during presentations), where
experts have given input and confirmed the relevance of the framework.
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3.3.2 DEPENDABILITY
Dependability is equivalent to reliability in quantitative research, indicating the stability of
the result over time (Lincoln & Guba, 1985). To improve dependability and to make sure
that the analysis was made on original data all interviews were recorded and then transcribed in the original language. Another way to work with dependability is by an inquiry
auditor, where an expert examines the work. In this case this has been done in two ways,
both the result and the process. All articles have been submitted to blind peer-reviewed
conferences where experts have looked at the results. The whole research process has been
monitored by both industry experts and academia; with meetings between university and
industry to ensure that the project lives up to established standards, and in order to assure
the quality of the work.

3.3.3 TRANSFERABILITY
Transferability is about how well the results can be applied in another context. It is not up
to the researcher to judge, but the researcher has to deliver good descriptions so that other
researchers may assess whether it is transferable to their context. In this work the method
is clearly specified, and the interviewed executives saw several practical ways to use this
research. There is also a solid transferability from research to practice.

3.3.4 CONFORMABILITY
Two of the best ways to ensure conformability are recordings and field notes (Lincoln &
Guba, 1985). Both of these strategies are used in this work, which makes it possible for anyone to check the empirical base for the conclusions.
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RESULTS
This chapter presents a brief summary of the papers included in this thesis, the development of the framework, and ends with synthesized results.

4.1 MANAGEMENT ISSUES FOR BRING YOUR
OWN DEVICE
Paper 1 explores management issues for Bring Your Own Device (BYOD) through an extensive literature review. It shows that there are many information security related problems
concerning the use of BYOD, and it should therefore be considered an issue of strategic importance for senior managers. The analysis reveals early work in the analysis and design
aspects of BYOD strategies, but a lack of research in operationalizing (planning, implementation and evaluating) strategy – the action phase. The resulting research agenda identifies
twelve management issues for further research and four overall research directions that
may stimulate future research as shown below in table 4.1.
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Table 4.1: Research directions for BYOD management issues.

This article identified twelve BYOD core management issues addressed by the literature
and provided a focused research agenda for each of these existing issues. We also analysed
prominent gaps in the literature and identified four overall research directions that can
help address those gaps. The twelve management issues, together with these four overall
research directions provide a basis for a stimulating and useful programme of research.
Other researchers have already used these findings.
This article also directly contributed to the progress of this work by giving twelve management issues when dealing with this problem. It gives a better awareness of the problem and
the fact that the action part is under researched, gives an indication of where to focus on in
the development of a framework when it comes to collecting empirical data.

4.2 COMBINING ISMS WITH STRATEGIC
MANAGEMENT: THE CASE OF BYOD
Paper 2 presents a framework for managing mobile devices by combining a well-known
strategic management framework, the exploring strategy (Johnson & Scholes, 1997;
Johnson et al., 2012), with ISO/IEC 27000-series and input from paper 1. The framework
consists three main parts with three subcategories each.

Figure 4.1: The proposed framework for BYOD adoption.
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Connected to each category are some actions to take, see table 4.2. The actions are derived
from the ISO/IEC 27000 series (ISO/IEC, 2013a, 2013b, 2016) or from strategic management (Johnson & Scholes, 1997; Johnson et al., 2012).
Tasks

Source

Category

Environmental analysis

J&S

Environment

Risk assessment

ISO

Environment

Business ethics

J&S

Expectations

Stakeholder analysis

ISO and J&S

Expectations

Cultural context analysis

J&S

Expectations

Information classification

ISO

Resources & Capability

Resource audit

J&S

Resources & Capability

Value chain analysis

J&S

Resources & Capability

GAP analysis

ISO and J&S

Resources & Capability

Cost/benefit analysis

J&S

Option

Shareholder value analysis

J&S

Option

Risk elimination

ISO

Development

Development of the strategy

J&S

Development

Selection

J&S

Selection

ISO and J&S

Planning

Analysis

Design

Action
Planning & allocating resources

Risk assessment for implementation ISO

Planning

Managing change

J&S

Implementation

Evaluation

ISO and J&S

Evaluation

Table 4.2: Tasks in the proposed framework, italic text show main contributions from each source.

The result in this article helps researchers to understand the steps to deal with when analysing phenomenon like BYOD. It also gives practitioners guidance in which analysis to
conduct when working on strategies for mobile devices.
In the design science research process, this provides a suggestion for a framework, the artefact, which is the foundation that is later developed by analysis of empirical data.

4.3 BYOD VS. CYOD – WHAT IS THE
DIFFERENCE?
Paper 3 examines the two most popular strategies for mobile devices, Bring Your Own Device (BYOD) and Choose Your Own Device (CYOD), in organisations and looks for
strengths and weaknesses in those. This is done through a systematic literature review and
semi-structured interviews with executives, for instance CIO’s. The main findings are as
shown in table 4.3.
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Management issues
1.

personal productivity

2.

time/space flexibility

3.

user satisfaction

4.

information control

5.

device protection

6.

awareness

7.

support

BYOD
Increase since the employees can
work from any place at any time
and go a device that they are familiar with.
Very high

CYOD
Increase since the employees
can work from any place at any
time and go a device that they
are familiar with.
Very high

High, since they use a device they
know and like. Although lower if
they used to CYOD.
Unsure, organisational data may
remain on private devices.
Up to the user.

High, since they choose device
by them self and do not have to
pay for it.
Information may be stored outside the organisation.
Organisation controls the device.
Important

More important since private, uncontrolled devices are used.
Problem mainly for the network.
Complex with a lot of different
devices with no control software.

Organisation configures and
controls the device. Same pressure on service desk as before
mobile devices.

Table 4.3: Comparison of management issues for BYOD and CYOD.

The article concludes that BYOD and CYOD come with similar strengths, but CYOD brings
somewhat fewer information security risks.
In the last six years BYOD has dominated the literature for both researchers and practitioners, primarily as a contrast to traditional strict mobile use policy. This article combines
findings from the literature with empirical data to reveal a credible alternative to BYOD.
This helps both researchers and practitioners to develop insight into CYOD and to compare
it with BYOD.
The contribution to this research is to connect issues found in the literature review on
BYOD with the most common strategy in Sweden today - CYOD. This helps to link empirical and theoretical findings.

4.4 MANAGEMENT OF MOBILE DEVICES – HOW
TO IMPLEMENT A NEW STRATEGY
Paper 4 is based on a pre-structured qualitative investigation, and extends the framework
from paper 2 with a more substantial action phase, which (according to the literature review presented in paper 1) is the part that is under researched. The most important steps to
take when implementing a mobile device strategy are communication and training. Managers need to communicate their strategy to all employees and to make sure that they understand it. However, people understand in different ways and at different speeds and tend to
forget. That is why communication needs to be supported with training, and why training is
not just a one-time event. Minor changes in the environment (for example a new information security threat) require small adjustments. Less frequently there are major changes
in the environment, not accounted for in the strategy (for instance the emergence of
smartphones in common use), which demand a bigger change in the current strategy. In
those cases, adjustment is not sufficient; rather a complete remake of the strategy is required. That is why the updated version of the framework has a dashed line back to the
analysis. The improved framework is shown in figure 4.2.
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Figure 4.2: The framework as a result of paper 4.

This updated framework may help researchers and practitioners to understand the important steps to take when implementing a new strategy for mobile devices. This is also the
final version of the framework in this thesis.

4.5 SYNTHESIZED RESULTS
At the beginning of this project, BYOD was a hot topic in the practice world that created
problems in many organisations, and also an emerging research area. Nevertheless, BYOD
is not the primary focus of the eventual framework; more how phenomenon that emerge
bottom-up and which do not fit into an existing ISMS should be handled. Initially, this was
exemplified with the help of BYOD.

4.5.1 THE FRAMEWORK
The framework has its foundation in strategic management and ISO/IEC 27000-family and
has been further developed with help from a literature review and interviews with executives, seventeen different respondents in total. It derived business ethics and analysis of
environment, cultural context, stakeholders/shareholder, value chain and cost/benefit
from strategic management theory. Though these sound like many separate analyses to
make, they serve as a broad analysis to give support to the cost/benefit analysis, which is
important for gaining support from top management. The ISO/IEC 27000 family, on the
other hand, contribute with the information security aspects and above all risk assessment
and information classification. The interviews supported the need for the analyses mentioned above, and highlighted the importance of communication and education after a new
strategy is implemented. The literature review also contributed to the framework by revealing the need for it, and the lack of research into mobile device strategies.
The framework itself contains of three phases; analysis, design and action. The first has a
focus on analysis necessary to facilitate the others. Most of this analysis serves to form a
picture of the stakeholders and to get input to a cost-benefit analysis - essential for getting
support from top management. It is easy to understand the importance of cost-benefit, but
what is equally important, and often overlooked, is risk assessment. If risk assessment is
properly undertaken it is easier to accommodate all risks during design, and easier to gov23
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ern and to manage in operation. All information needs to be classified before the risk assessment, in order to understand the value of the information for the organisation. Without
information classification it is hard to retain control over information in a mobile world.
The analysis phase consists of three parts; expectations, environment and, resources & capability. In the first part the organisational culture, business ethics and stakeholders are
analysed. At this point it is mostly about identifying opportunities and people with interests
in the project. When expectations are identified it is time to look into resources & capability; conducting resource audit, value chain analysis, GAP analysis and classifying information. Analysis phase ends with an environmental analysis and risk assessment.
When designing a strategy, it is important to get the support of top management, and it will
be easier to get that by being able to specify benefits, costs and risks. Responsible managers
must be well prepared - they may only get five minutes with top management. The strategy
should synchronise with the organisation's long-term overall strategy and culture to reduce
the risk of it remaining a paper product. Just like the analysis phase, the design phases
consist of three parts: options, development and selection. When looking at options it is
important to do a cost/benefit analysis and shareholder analysis, to show that it is financially feasible. Next step is development of a new strategy with risk elimination. Finally, it
is time for top management to select the strategy to be used in the organisation.
After a new strategy is adopted it is time for action - the enactment of the strategy on a daily basis - a cycle of communication, training and adjustment. When the strategy is decided
(or when something needs to be clarified) it is important to communicate it through the
right channels to all employees. Even if communication is clear and reaches everyone there
will still be a need for training, and not just once. Training should not only cover policies
and written strategies, but should focus on organisational culture and information security.
Actively working with culture and information security awareness gives better effect in the
long run. It is best to conduct training in several ways since people have different learning
styles. Adjustment is more or less about managing variance, and following minor internal
and external changes or lack of clarity in communication of the strategy. Sometimes there
will be exchanges that demand a complete new strategy - for instance a major change in the
market, organisational change or new technology platforms. When something like that occurs, iteration of this cycle is aborted, and the process goes back to the first phase again:
analysis.
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CONCLUDING REMARKS AND FUTURE
WORK
This chapter conclude the thesis by looking at method, how aim and objectives are met,
contributions and future work.

5.1 METHOD
Industry practitioners identified the problem, and the results should benefit both research
and industry. Therefore, the method for this research has to take industry into account. We
looked at Action Research (Davison, Martinsons, & Kock, 2004; Mathiassen, 2002; Mckay
& Marshall, 2001), Design Science (Gregor & Hevner, 2013; Gregor & Jones, 2007; A. R.
Hevner, March, Park, & Ram, 2004; Peffers et al., 2006, 2007; Vaishnavi & Kuechler,
2007) and Action Design Research (Sein, Henfridsson, Rossi, & Lindgren, 2011).
Action Research focuses on practical issues and follows an iterative cycle of plan, act and
reflect, where the research intends to plan change in the real world, enact it and then reflect
over the result (Oates, 2006). In this case, we intend to solve a real world problem, but the
implementation in an organisation is beyond our scope.
An alternative to Action Research is Action Design Research where the researcher acts both
as a researcher at the institution, while designing an artefact, and as a practitioner when
testing the artefact in practice. The process goes in cycles until a fully working artefact is
built (Sein et al., 2011). The problem with this approach is that we have a general problem
which is not identified in a specific organisation that needs our help. If that had been the
case, Action Research would have been a good approach.
The chosen method, Design Science, is not completely unproblematic and it has been argued whether it is science or practice. Hevner and Chatterjee (2010) have defined the difference between design science and professional design as the identification of a contribution to the current knowledge base, methodologies and the communication of the contribution to the stakeholder communities. Zimmerman, Stolterman and Forlizzi (2010) point
out that some problems with Design Science are created by researchers in the field who argue that an artefact should stand for itself, while a lot of the critique is that Design Science
in general is poorly documented. To distinguish Design Science from Design Practice, and
to meet this critique, both process and contribution must be documented. That is something that design professionals are not generally trained for, but scientists are good at
(Swann, 2002). This work has been carefully documented both in terms of methodology
and results.
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5.2 FROM AIM TO RESULT
The aim of this work was to develop an artefact (a framework) that can support managerial
strategy development for the introduction of mobile devices from an information security
perspective. In order to address that aim, two objectives were specified. In this section,
each of the objectives will be presented with an explanation of how the objective was
reached.

5.2.1 OBJECTIVE 1 - IDENTIFY EXISTING INFORMATION SECURITY MANAGEMENT STRATEGIES FOR MOBILE AND
DUAL-USE DEVICES
Paper 1, Management issues for Bring Your Own Device, and paper 3, BYOD vs. CYOD –
What is the difference?, respond to this objective. Paper 1 is a systematic literature analysis
using a BYOD strategic management framework to assess developing research trends. The
analysis reveals early work in the analysis and design aspects of BYOD strategies, but a lack
of research in operationalizing (planning, implementation and evaluating) strategy – the
action phase. The resulting research agenda identifies twelve management issues for further research and four overall research directions that may stimulate future research. It also reveals that there is no existing framework that manages a mobile device strategy from
first discussion to a fully implemented and evaluated strategy, but there is some literature
that deals with some parts of the strategy work around mobile devices.
An interview study was conducted to see if the results of the literature study also apply in
the world of organisation practice in Sweden, and to research gaps identified in the literature review. The interviews resulted in the identification of strategies that did not exist in
the literature, and showed that the BYOD trend was not as strong in Sweden as the literature indicated. Some later studies tend to confirm this result. The main contribution of the
interview study was a clear picture of existing and implemented strategies in Swedish organisations, and valuable input to the framework.

5.2.2 OBJECTIVE 2 - DEVELOP A FRAMEWORK (ARTEFACT)
FOR ANALYSING, EVALUATING AND IMPLEMENTING A
MOBILE DEVICE STRATEGY
In paper 2 (Combining ISMS with strategic management: The case of BYOD) a framework
is proposed based on literature, and in paper 4 (Management of mobile devices – how to
implement a new strategy) the framework is updated after interviews with executives. The
first version of the framework, in paper 2, was derived from strategic management
(Johnson & Scholes, 1993), together with ISO/IEC 27000 family (ISO/IEC, 2016), and is
purely theoretical. To make sure the framework works in practice as well, an interview
study was conducted with the framework from paper 2 as a basis. After the first analysis
round, it emerged that the framework was incomplete since there were dimensions that it
did not capture. After a second analysis round, with patterns from the interviews as codes,
a new version of the framework was developed and presented in paper 4. The new version
was improved in areas where existing literature gave no input, and with this version the
second objective was fulfilled.

5.3 CONTRIBUTIONS
The main contribution is of the design science type improvement; it gives a new solution to
a known problem. During the last 6-7 years a new way of using mobile devices has become
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popular and attracted the interest of both researchers and practitioners. Despite the increased interest there is still a gap when it comes to frameworks that deal with the complete cycle. This work brings more knowledge to the area with a framework that works in
all three parts of strategic management; analysis, design and implementation.
Further contributions are:
•

Highlighting several gaps in current literature. Twelve management issues, together with four overall research directions have been identified. These findings
have already been used by other researchers.

•

Improving understanding of CYOD in the research community, a strategy which is
well known in industry but not so evident in academic literature.

•

Helping researchers to understand necessary steps in analysing phenomenon like
BYOD.

•

Giving practitioners guidance in which analyses to conduct when working on
strategies for mobile devices.

•

Giving practitioners a better understanding of what steps to take and analyses to
make when dealing with strategies for mobile devices.

•

Supporting the argument for CYOD instead of BYOD or the more traditional Use
What You are Told (UWYT).

5.4 FUTURE WORK
In paper 1, twelve management issues were identified; most of them have not been addressed in this work and remain unexplored areas.
Most organisations today have an information management system and do not necessarily
need further ways to manage information. Future work could build a proof-of-concept for
how this framework can integrate into an existing information management system.
Furthermore, cybersecurity is something that gets a lot of attention in organisations at this
time. Possible directions for further research could be either to test this framework in the
context of cybersecurity, or to connect a cybersecurity maturity indicator to this framework
to increase input to the design phase.
In the action part we have two areas that are not specific for mobile devices - rather a general problem in many organisations which is interesting to look deeper into. The first area
is training and future work could be connected to information security awareness training.
How can that kind of training be conducted to reach out to most of the employees and to
get the desired effect? The second area that is of interest for further investigation is communication; how can policies and strategies be communicated in an effective way with today's information systems?
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Abstract
Bring Your Own Device (BYOD) is an emerging research area focusing on the organisational
adoption of (primarily mobile) devices used for both private and work purposes. There are
many information security related problems concerning the use of BYOD and it should
therefore be considered an issue of strategic importance for senior managers. This paper
presents a systematic literature analysis using a BYOD strategic management framework to
assess developing research trends. The analysis reveals early work in the analysis and design
aspects of BYOD strategies, but a lack of research in operationalizing (planning,
implementation and evaluating) strategy – the action phase. The resulting research agenda
identifies twelve management issues for further research and four overall research directions
that may stimulate future research.
Keywords: BYOD Bring Your Own Device, information security management, strategic
management.

1

INTRODUCTION

During the last decade it has become commonplace for employees to have dual-use computing devices
(devices used both at home and at work) - often for a mixture of private and professional purposes.
One popular way of labelling this trend is Bring Your Own Device (BYOD). A recent survey indicates
that 95% of companies allow employees some use of their own devices, that 36% offer full support for
all employee-owned devices, and that 48% support selected devices (Barbier et al., 2012). Harris et al.
(2012) report that one third of organisations allow privately owned devices (a result confirmed by
Disterer & Kleiner (2013)) - and another third deploy company-owned dual-use devices. Some large
companies sanction extensive BYOD programs; for instance Intel’s program involves 10,000 personal
devices (Miller & Varga, 2011). The use of privately owned devices may also be widespread in
companies that do not sanction them. Harris et al. (2012) report that 36% of employees ignore
company policy and choose to use the device they feel appropriate. BYOD is predicted to be
ubiquitous in the near future (van der Meulen & Rivera, 2013).
Though dual-use of devices is widespread, the term BYOD covers several different interpretations in
the literature. BYOD implies that the employee owns the device and transports it to the workplace, a
phenomenon associated with consumerization (Niehaves et al, 2012). However it may be more
common for companies to supply consumer devices (for example a mobile phone) and allow home use
(Oliver, 2012). Dual-use also implies that the device is used for a variety of work and personal tasks,
implying shared or duplicated data, software and network connections. Where the device is used at
home it may be connected to the computing environment of the workplace (Stevenson, 2012), and to
external third party services. The nature of the device may be less significant than the extension of
access to webmail, cloud services and content management systems (Morrow, 2012). BYOD in this
study refers to computing devices which are mobile (used in the office and outside it, including the
home) and/or dual-use (used both for professional and private purposes), whether provided by the
employer or the employee.
The rapid spread of BYOD probably has many causes, including the popularity of mobile devices,
efficiency gains for users in synchronising home and work resources, and productivity gains for
employers in the expansion of the work sphere and better integration of information resources.
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Employers may hope to transfer some of the device costs to their employees, or use the devices as
attractive perks. However, both IT managers and information security experts express concern
(ReadWrite, 2013; Intel, 2012). Whereas most information management approaches strive for
standardization, consolidation and reduction of complexity (Disterer & Kleiner, 2013), widespread
adoption of BYOD implies reduced standardization and increased complexity. There are major
problems concerning integration with existing infrastructures, device support, and increased exposure
to a variety of information security hazards, such that BYOD should be considered an issue of
strategic importance for information security managers - and probably also for the senior managers of
information-dependent organisations. Research indicates the importance of choosing an appropriate
model for governance and support (Barbier et al., 2012). Strategic management of BYOD covers both
the determination and execution of policy.
An early, but rapidly accelerating literature studies these phenomena, so that the management of
BYOD may be considered an emerging research area. The objective of this article is to investigate
how this literature deals with these issues using literature study techniques. We will address the
following research questions:
x

RQ1: Which managerial issues are highlighted in the emerging literature?

x

RQ2: What are the research gaps in the early BYOD literature, from a strategic management
perspective?

The paper is structured as followed. In section 2 the research method and analysis model are
explained. Section 3 presents the analysis of the literature according to the model. Finally, section 4
gives the results and conclusions of the analysis, and offers directions for future research.

2

RESEARCH METHOD

The search for relevant literature in this review was derived from Webster and Watson’s (2002)
structured approach for determining the source material. These were the principal steps:
1. An extensive literature search using the WorldCat search engine with the search terms: Bring
Your Own Device, BYOD, BYOT, BYOS, Bring Your Own, office-home smartphone,
smartphone+information management, smartphone+policy, personally owned, consumerization, shadow IT and mobile computing, in combinations with information management,
policy, security management, private, privacy, user-driven and dual-use. The search was
filtered for peer-reviewed articles in English. This step resulted in 2865 article abstracts.
2. Manual screening for relevance (where relevance requires that the article both falls within the
mobile/dual-use definition and focuses on policy, management or strategic issues, rather than
technical issues). The articles were screened first by reading the abstracts. This screening
removed many articles where BYOD had a different meaning (for instance a term in
chemistry), articles which were tangential to the theme of the paper (for instance concerned
with pedagogics and BYOD) and articles dealing with primarily technical issues. The
remaining articles were downloading in full text and screened again, resulting in 69 unique
articles.
3. Backward chaining by reviewing the citations in the articles identified as relevant in step 2.
This step revealed many white papers and non peer-reviewed articles but only one new article.
4. Complementary forward chaining search in Web of Knowledge, Academic Search Elite,
ScienceDirect, ACM, Emerald, Springer, IEEE and Wiley. This revealed 15 new relevant
articles, leaving a total of 85 articles as the literature selection.
The search was considered complete since the complementary searches revealed few new articles of
relevance.
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2.1

Analysis framework

Webster and Watson (2002) also require that a literature review be concept-centric, where the concepts
determine the ‘organizing framework’ of the review. Concepts may derived from the analysis, but a
common practice is to adopt a suitable conceptual framework from the literature. The chosen BYOD
management framework (Brodin, 2015) is adapted from Jonson and Scholes (1997) seminal work on
strategic management, and the international standards ISO/IEC 27001 (2013) and ISO/IEC 27002
(2013) Information Security Management Systems (ISMS. The three main categories in the model are
analysis, design and action.

Figure 1.

Framework for the analysis, adapted from Brodin (2015).

Analysis concerns the assessment of opportunities and threats involved in the adoption of BYOD,
where expectations refer to the opportunities in the form of BYOD benefits that are targeted,
environment points at BYOD threats originating from outside the organisation (for example
information security threats) determined through risk assessment, and resources and capability
indicate the organisation’s current ability to realise benefits and mitigate environmental threats.
Design concerns the development of strategic information and security governance strategies or
policies for BYOD, where options represent distinct strategic directions, development refers to the
adaptation and enumeration of options, and selection refers to choosing the appropriate strategy or
policy.
Action concerns the operationalization of the chosen BYOD strategy, where planning precedes the
policy implementation, and evaluation is carried out to determine the success of the BYOD strategy
and its implementation.
Most articles in the literature selection covered several of these areas, but in table 1 they are classified
according to their primary, or dominant purpose.
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Category
Analysis
x Expectations
x

Environment

x

Resources & capability

Design
x Options

3

52
11
33
8
31
15

x

Development

13

x

Selection

4

Action
x Planning

0

x

Implementation

x

Evaluation

Total
Table 1.

Number of articles

0
0
1
85

Distribution of articles by category.

MANAGEMENT ISSUES FOR BYOD

In this section the principal management issues investigated in current BYOD research are analysed.
3.1

Analysis

Analysis concerns the assessment of opportunities and threats involved in the adoption of BYOD,
including expectations, environment, and resources and capability.
3.1.1

Expectations

Researchers point to many expectations for BYOD related to benefits for both employee/users and
management. The main expectations are for increased personal productivity, flexibility of time and
place and increased user satisfaction.
IT Managers rank increased personal productivity as the most important expectation for BYOD (Intel,
2012). The BYOD-program at Intel reports that personal device users saved on average 47 minutes per
day, amounting to more than 2 million hours per year (Miller & Varga, 2011). iPass (2011) claim that
a dual use mobile user works longer than other employers: 240 hours more per year. In cash terms,
productivity benefits may amount to between $300 and $1300 per year per employee, depending on
job role (Barbier et al., 2012). One reason for increased productivity may be that employees who are
able to satisfy their psychosocial needs at work invest more of themselves (Kahn, 1990; Pfeffer 1995).
However many of the existing studies of BYOD benefits are sponsored by large industry players
(Intel, Cisco) with vested interests in promoting BYOD, and these results should be treated with
caution.
BYOD increases flexibility of time and place, allowing employees to work outside the office and
normal working hours. Some managers expect this to be the most significant BYOD benefit (Singh,
2012). One way this can be measured is by monitoring business related emails and access to corporate
resources from non-corporate devices after office hours. Harris et al. (2012) refers to a study where
14% of employees connected to corporate resources after work hours and 22% used a private mobile
phone to check corporate emails before they went to bed. Logically BYOD also helps the employee to
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manage their personal affairs from the office, but this is not investigated. Increased freedom to
manage personal work in terms of time and place may have positive health effects (iPass, 2011).
However constant work availability facilitated by BYOD is implicated in increased personal stress
(Green 2002), and the extension of work into home life, may affect family relationships, for example
the amount of time spent with children (UNICEF 2014).
A secondary expectation for BYOD is increased user satisfaction (Miller & Varga, 2011). This is
associated with the convenience of reducing the number of devices; for example one mobile phone for
both private and business use (Disterer & Kleiner, 2013). Harris et al. (2012) report that many users
enjoy having advanced technology devices at work and home, but relatively few believe that it
contributes significantly to work satisfaction.
3.1.2

Environment

In the BYOD literature the organisational environment is largely perceived as an information security
threat, in which dual use devices are at greater risk. Threats are assessed through risk assessment, and
increased risk stems from user behaviours and expectations for their devices, particularly when they
also use them for personal purposes and consider that they own them. Thus the principal managerial
issues for BYOD in relation to environmental threats are data control and device protection.
A major BYOD concern is control of corporate data, especially where data is stored outside company
premises, when the device that it is stored on is lost or stolen, or if the employee leaves the company.
Particularly difficult is the question of who is accessing corporate data, since BYOD devices (which
may connect to confidential corporate data systems) are seldom physically secure, and may be
attached to multiple networks. A company owned device can be retrieved when an employee leaves,
or remotely wiped if it is stolen. The data, if stored, may be encrypted, and the company’s information
security policies enforced by the IT department. Even with these precautions, sensitive corporate data
is routinely recoverable from second-hand hard disks (Jones et al. 2012). Dual use device owners tend
to resist the installation of encryption and remote wipe software (or other kinds of software associated
with managerial control) since they consider that it encroaches on their privacy (Pettey & Van Der
Meulen, 2012). Only a third of private device owners use encryption for company data (Camp, 2012).
Private device owners freely install software of their own choice and join networks other than the
company’s protected network. If it is too complicated to access the secure network, users may go for
the less secure guest network instead (Kehoe, 2013). They may store data on multiple hard disks,
including their private cloud (Dropbox, OneDrive, iCloud, Google Drive). A particular problem arises
when the key or password protecting the data is personal, whereas the data is corporately owned
(Walters, 2013). How can this data be monitored and audited? An employee leaving a company takes
their privately owned device with them – how does the company ensure that sensitive corporate data is
removed?
A related managerial issue is protection of BYOD devices, since devices storing sensitive corporate
data are routinely lost, stolen or hacked (Wilson, 2012). If the IT department does not control the
device they cannot force operating system updates or ensure that the antivirus program is up to date
(Morrow, 2012). Most private users have poor protection habits: they do not update software regularly
(Skype et al. 2012), or use the auto-locking facilities provide for them. Researchers expect those
behaviours to remain when their device is used for work-related purposes (Disterer & Kleiner, 2013).
Camp (2012) estimates that “less than half of all devices in the BYOD category are protected by the
most basic of security measures”. Users should back-up their own devices (Wong 2012) since the
organisation cannot be responsible. IT managers are thus required to protect corporate data they may
not even control (Walters, 2013). Faced with non-standard devices and non-compliant users
(Tokuysohi, 2013) they may give up. Difficulties in supporting security, encryption and remote wipe
are the most common explanations for not restricting BYOD use.
3.1.3

Resources and capability

Resources and capabilities represent the organisation’s current ability to realise benefits and mitigate
environmental threats from BYOD. Two significant managerial issues here are awareness and
support.
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Awareness describes an organisation’s capacity to monitor and react to the BYOD threats in its
environment. Allam et al. (2014) propose a model for smartphone information security awareness
based on accident prevention techniques. The model is designed to help monitor the information
security position and tailor security policies and procedures to threats. However Ashenden and
Lawrence (2013) believe that awareness programmes are limited and their effect on behavioural
change doubtful. Instead, they propose a social marketing framework that will be more effective. They
identify the user behaviour they want to change, analyse why users exhibit those behaviours, identity
benefits for users from potential change which increase security, design an intervention, and evaluate
the impact.
A significant resourcing and capability issue for BYOD is support. BYOD devices run many operating
systems on many platforms, with diverse software. IT managers anticipate many compatibility
problems with existing IT infrastructures (Intel, 2012). However, users expect the same level of
support they had with their standardised company-owned devices (Brooks, 2013). IT professionals
experience the frustration of increasing support costs and administration time, which reduces
productivity in other areas (Walters, 2013). Intel (2012) claims that BYOD comes with no impact on
support and with relatively low cost (Miller & Varga, 2011). Organisations that transferred purchase
costs for devices to their users saved some money. However Harris et al (2012) report that these
savings were eaten up by the increased cost of managing the IT environment.
3.2

Design

Design concerns the development of strategic information and security governance strategies or
policies for BYOD, where options represent distinct strategic directions, development refers to the
adaptation and enumeration of options, and selection refers to choosing the appropriate strategy or
policy.
3.2.1

Options

Strategic options represent different choices that managers have in relation to the adoption of BYOD,
where the two extreme positions are (i) to forbid any kind of dual use device, and (ii) to allow each
and every form of BYOD without restrictions. Mourmant et al. (2013) do not examine BYOD as an
independent option, but as part of their model for intrapreneurial freedom; BYOD is part of freedom
of materials and resources. Harris et al. (2012) present a model for IT consumerization with 6 strategic
options that range from strict (tight control, few standard devices) to complete freedom. The only
option that allows privately owned devices is laissez-faire, where management allow external devices
and applications without any restrictions. However no research advocates this strategy, although some
researchers and standards discuss trade-offs and the acceptance of risk. Holleran (2014) proposes a
compromise option, where BYOD is prohibited, but in return employees are allowed to use their
mobile devices for personal purposes. Another way of developing strategic options is through analysis
of the managerial control space. Yang et al., (2013) proposes a risk management quintet, which looks
at the mechanisms for technology adoption, control, liabilities, user perception, and user behaviour.
One prominent article genre in this category was the opinion piece from an acknowledged industry
expert (e.g. Millard (2013); Steiner (2014); Thielens (2013); Walker-Brown (2013)). Though
apparently peer reviewed, these articles are based on personal experience and do not display any
conventional research method. They are not considered further here.
3.2.2

Development

Regardless of choice of strategic option, there is universal agreement that the first development step is
information security policy update (Oliver, 2012; Harris et al., 2012; Wong, 2012; Gatewood, 2012;
Caldwell, 2012; Simkin, 2013; Montana, 2005; Vickerman, 2013; Yang et al., 2013). Though these
researchers identify the policy as central to the success of BYOD, research in the information security
management field indicates that policies are often broken. Younger people seldom obey information
security policies (Simkin, 2013), though more than half of IT professionals believe they do. Users
have poor understanding of policies (Oliver, 2012; Wong, 2012), if they are even aware of them.
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Consequently, it is not enough to update a policy; it must also to be communicated (Wong, 2012;
Gatewood, 2012; Oliver, 2012).
Wong (2012) points out the need for users to understand the regulatory framework: for example which
information is owned by the organisation and which is personal information that they may freely use.
This problem is compounded by role confusion: when, and in what situations, is a user acting as a
private person, and when they are acting as an organisational representative. Is it acceptable to post
sensitive corporate information on a social network where you are profiled as a private person, or if
you are no longer working for the company? Other central aspects in the development area are risk
assessment, clarification of ownership of information, right to audit, privacy rights, security of
business information, and registration of assets (Vickerman, 2013).
3.2.3

Selection

BYOD strategy decisions should be made by the appropriate people in the organisation after weighing
benefits against information security risks: the business/security balance. Ring (2013) identifies
organisations that gave BYOD both green and red lights after evaluating the risks. He concludes that
the choice is ultimately “a business decision, not a security decision”. Borrett (2013) agrees, arguing
that senior management target increased flexibility and/or cost-savings. Mooney et al. (2014) suggest
that the entire c-suite (chief executives) should be involved in the process. Guinan et al. (2014)
disagree, arguing that, depending on the organisation, the process may be top-down, middle-out or
bottom-up, and that knowing where and with whom to begin may be the key to success. Silic and Back
(2013) identify two must-win areas when selecting a strategic option: mobile strategy and security
framework. Furthermore, they argue that stakeholder support is critical, both for making the change
and for rooting new information security procedures in the culture.
3.3

Action

Action concerns the operationalization of the chosen BYOD strategy, where planning precedes the
policy implementation, and evaluation is carried out to determine the success of the BYOD strategy
and its implementation.
3.3.1

Planning, Implementation and evaluation

BYOD is a relatively new phenomenon, and few researchers directly address the action phase. Those
that do, agree on the need for training. Walters (2013) focuses on the human and informational, rather
than technologies, since a lot of the traditional layered approach to enterprise security do not apply
anymore. What definitely apply is the human layer with information security education and awareness.
Furthermore, Walters (2013) state that functional and organisational roles for data access must be
determined before a BYOD implementation can start.
Gatewood (2012) emphasises information security training for all employees and points out that a
forgotten and unlocked phone can lead to a disaster. The technical mechanisms are not worth as much
if employees do not comply with the BYOD strategy and policies. Studies indicate that proper security
training must be in place to get employees to adopt the new strategy (Hu, 2013; Markelj & Bernik,
2012).
When the policies and procedures are implemented it is important to evaluate opportunities and threats
with respect to organisational context to determine if an update is needed (Niehaves et al, 2012).

4

DISCUSSION AND DIRECTIONS FOR FUTURE RESEARCH

Two research questions were posed for this review. In response to the first question: What managerial
issues are highlighted in the emerging literature on BYOD, twelve issues were identified (represented
in italics in the next sections).
Managerial expectations for BYOD include increased personal productivity, time/space flexibility and
increased user satisfaction. These benefits coincide with expectations for mobile devices in general,
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and researchers need to understand what the specific impact of dual use, personal ownership and
personal choice of device have on these outcomes. In addition the methodological approach of this
research requires more consideration, and there is a need to separate independent research
investigations from those of major industry players. Researchers should also establish costs (and
particularly hidden costs) of BYOD programs which may result from infrastructure integration,
support and extra information security demands, the costs of information security breeches, and
employees organising their personal affairs in work time, amongst other things. There is also need for
research into employees’ dual use (home and work) patterns.
Environmental information security threats highlighted the need for improved approaches for
information control and device protection. Many of these threats are known in the mobile security
field, and researchers need to understand how (partial) loss of organisational control of information
and devices, less standardization and transfer of responsibilities for protection/backup to users affect
these threats. Important questions for researchers may be: which known threats are amplified by
BYOD (and by how much) and have known responses that can be scaled up; which threats are
amplified to the point where they can no longer be managed with known responses; and which threats
are new and require improved management approaches. Many of these questions require empirical
investigation and quantification. An unexplored question is whether there are information security
threats that are reduced or removed by BYOD. A further issue that is not yet investigated is the effect
of BYOD on employee privacy. Users have information rights (many of them are backed by law), as
well as organisations.
Issues relating to organisational resources and capabilities include awareness and support.
Organisational information security awareness may come to depend more on user-led reporting,
manufacturer alerts and monitoring the information security communities. Patterns for support may
change when there are many different devices and little standardization, with more reliance on users’
own capabilities and lower levels of information (which might also focus on information security
guidance and instructions). Crowd-sourced solutions to these problems, with users doing much of the
work themselves and IT professionals co-ordinating are not yet researched. A further issue needing
investigation is information classification; this may facilitate many differentiated strategic options.
With respect to the design of BYOD strategies, researchers need to improve already established
models of strategic options in order to complement the partial offerings available. Such models
should offer differentiated BYOD strategies to managers, explaining the potential benefits, costs, risks
and information security responses of different courses of action. Such strategic option models should
be based on quantitative and qualitative evidence, with a theoretical departure point. Since
development of new strategic positions involves an information security policy update, researchers
may investigate how current information security standards (such as ISO/IEC 27000-series and
methodological support for information security (MSB, 2015)) manage BYOD. However, at the same
time they should investigate how the take-up of the information security regulatory framework as a
whole can be improved, especially in the BYOD environment where users may perceive the regulatory
framework as voluntary. Selection of options is based on the business/security balance. This is a
particularly complex area for organisations and need to be researched, as it involves cross-disciplinary
comparative assessments of benefits and risks, where neither organisation-wide benefits nor a
complete empirically based picture of information security threats are yet available. Moreover the
development of strategic options implies comparative assessments for several scenarios or
contingencies. Most of the BYOD literature focuses on personal productivity, and its influence on
team communication, group work, customer management, and at the organisational level information
flow, workflow and management communication are not yet studied. Managers should understand
what they could expect to achieve for their organisations with BYOD programs. Organisations with
structured information security programs already in place are better placed to handle emerging BYOD
difficulties. However many organisations lack information security classification and security risk
management that might provide a firmer foundation for strategic decision-making. Managers should
also be helped to understand the scale of risk to which their organisations are exposed by authorised
(or unofficial employee-led) BYOD programs.
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The action or implementation of strategies is not much investigated in current BYOD literature (see
below), but researchers can translate BYOD compliant information security standards and methods
into training materials and contribute more effective learning strategies.
Research directions for BYOD management issues are summarized in table 2.
Framework category

BYOD management
issues

Analysis

1.

increased personal
productivity

2.

time/space
flexibility

3.

increased user
satisfaction

4.

information control

5.

device protection

resources and
capability

6.

awareness

7.

support

options

8.

strategic options

9.

security policy
update

expectations

environment

Design

development

selection
Action

11. business/security
balance

evaluation

benefits and costs should be established empirically
by independent researchers using methodologically
sound techniques.

cataloguing of known mobile information security
threats and responses for BYOD area, and
identification of new threats and responses; protection
of employee privacy.
investigation of distributed and user-led information
security awareness and support; information
classification.
improvement of normative models of strategic options
based on empirical evidence and theory
development or improvement of policy and regulatory
frameworks from existing information security
standards and methods, and investigation of improved
user compliance
cross-disciplinary comparative assessments of
organisational benefit and information security risk
(under researched area requiring further investigation)

planning
implementation

Table 2.

10. regulatory
framework

BYOD research agenda

12. training

materials, methods and tools for communicating and
disseminating regulations within organizations, (under
researched area requiring further investigation)
(under researched area requiring further investigation)

Research directions for BYOD management issues

In response to the second question (what are the research gaps in the early BYOD literature, from a
strategic management perspective), the current distribution of research over the BYOD management
framework (Brodin, 2015) is skewed. Table 2 shows that the largest part of the research concerns
strategic analysis (expectations, environment, resources and capabilities), where the majority deals
with information security threats. A smaller proportion concerns strategy design, with many
recommendations based on experiential evidence and a widespread concern with information security
policies. Much less research covers action – the operationalization of strategy phase. One reason for
this absence may be that BYOD is an emerging phenomenon, so there are relatively few well-designed
implementations to investigate. Another possibility is that BYOD presents relatively few new strategic
challenges, and can be managed with incremental changes to information management and mobile
security strategies within existing frameworks. Regardless, this still has to be investigated. Therefore
it seems necessary to take the following steps to provide sound research that is helpful to practitioners.
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1. Ground BYOD research in existing mobile security research in order to specify what can be
inherited from existing research and what the new parameters are, such as ownership,
decreased standardization etc.
2. Develop theory-based strategic options frameworks with suitable research methods (for
instance design science).
3. Focus on strategic action (planning, implementation, evaluation) research by encouraging the
empirical investigation of BYOD implementations using case studies, action research, and
other qualitative methods, supplemented by for instance quantitative evaluation methods.
4. Encourage cross-disciplinary research to broaden the base of the research beyond the
information security communities (see Györy et al., (2012)).

5

CONCLUSIONS

In this article we investigated the emergence of the widespread empirical phenomenon of Bring Your
Own Device in research literatures. BYOD is linked to consumerization, as computing devices for
personal use become widespread in affluent societies. Much of the research discussion is located in the
mobile security research area, since data and device security is a major concern. There are technical
strands of research (for example in chip design); however we chose to focus on the managerial
implications of BYOD for companies. Though BYOD is difficult to separate from other aspects of
dual use computing, two aspects of BYOD may become crucial for the development of computing in
organisations. The first is the shared understanding that the user owns their device (regardless of who
actually pays for it); the second is the consequent understanding that they have free choice – of device,
the software that they install on it, and what they use it for. These factors effectively move the locus
of control of the device (and the information accessed by it) away from the organization and towards
the individual employee - a change widely assumed to be unstoppable and non-reversible. Such
changes often require a strategic response from organisations. We analysed 85 articles focusing on
these phenomena using a framework developed for the purpose from the strategic management and
security standards literature. We identified 12 BYOD core management issues addressed by the
literature and provided a focused research agenda for each of these existing issues. We also analysed
prominent gaps in the literature and identified four overall research directions which can help address
those gaps. The twelve management issues, together with these four overall research directions
provide a basis for a stimulating and useful programme of research.
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ABSTRACT
%ULQJ <RXU 2ZQ 'HYLFH %<2'  ZKHUH HPSOR\HHV XVH WKHLU SULYDWH GHYLFHV IRU ZRUN  FDXVHV SUREOHPV IRU
RUJDQLVDWLRQV VLQFH WKHLU PDQDJHPHQW V\VWHPV DUH VHOGRP GHVLJQHG IRU WKLV SXUSRVH ,I %<2' LV QRW DGHTXDWHO\
UHJXODWHG PDQ\ VHFXULW\ DQG SULYDF\ LVVXHV PD\ UHVXOW 7KLV SDSHU SURSRVHV DQ DQDO\VLVGHVLJQDFWLRQ IUDPHZRUN IRU
GHVLJQLQJDVXLWDEOHVHFXULW\PDQDJHPHQWVWUDWHJ\E\FRPELQLQJJohnson and Scholes’ VWUDWHJLFPDQDJHPHQWPRGHOZLWK
WKH,62,(&VHULHV
KEYWORDS
,62,(&VHULHV%<2',QIRUPDWLRQ6HFXULW\0DQDJHPHQW6WUDWHJLF0DQDJHPHQW

1. INTRODUCTION
,62,(& VHULHV IRFXV RQ ZKDWWR GR ZKHQ LW FRPHV WR LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW ,60 QRW
KRZLWFDQEHGRQH7KHVWHSIURPNQRZLQJZKDWWRGRWRXQGHUVWDQGKRZWRGRLWKDVSURYHGWREHRYHUO\
FRPSOH[ DQG FRVWO\ IRU PDQ\ RUJDQLVDWLRQV *LOOHV   7KH ,62,(& VHULHV LV LQWHQGHG WR DVVLVW
RUJDQL]DWLRQV RI DOO W\SHV DQG VL]HV ZLWK LPSOHPHQWDWLRQ DQG RSHUDWLRQ 7KURXJK WKH XVH RI WKH VWDQGDUGV
RUJDQL]DWLRQVFDQGHYHORSDQGLPSOHPHQWDIUDPHZRUNIRUPDQDJLQJWKHVHFXULW\RIWKHLULQIRUPDWLRQDVVHWV
LWFDQDOVREHXVHGWRSUHSDUHIRUDQLQGHSHQGHQWDVVHVVPHQW ,62,(& 
$OWKRXJK WKH VWDQGDUG LV JHQHUDO DQG FDQ EH DSSOLHG WR GLIIHUHQW RUJDQLVDWLRQV LQ GLIIHUHQW VLWXDWLRQV LW
PD\FDXVHVRPHSUREOHPV$JHQHUDOSUREOHPZLWKLQIRUPDWLRQVHFXULW\PDQDJHPHQWVWDQGDUGVDUHWKHIRFXV
RQ WKH H[LVWHQFH RI SROLFLHV DQG SURFHVVHV DQG QRW KRZ WKH\ FDQ EH DFFRPSOLVKHG LQ SUDFWLFH 6LSRQHQ
  :KHQ GHDOLQJ ZLWK D VSHFLILF SUREOHP VWDQGDUGV DUH WRR JHQHUDO WR HDVLO\ EH DSSOLHG 'RKHUW\ 
)XOIRUG 
,QWKHODVW\HDUVHYROXWLRQRIPRELOHGHYLFHVKDVJRQHLQDKLJKVSHHGWKHGHYLFHVDUHJHWWLQJPRUHDQG
PRUHOLNHFRPSXWHUV2UJDQLVDWLRQVDUHKDYLQJDKDUGWLPHWRNHHSXS ZLWKWKLVSDFHDWWKHVDPHWLPHWKH
GHPDQGVIURPXVHUVWRJHWWKHQHZHVWGHYLFHVWRPDNHWKHLUMREHDVLHUDUHLQFUHDVLQJ:KHQRUJDQLVDWLRQV
IDLOWRDGRSWWKHODWHVWWHFKQRORJ\PRUHDQGPRUHXVHUVVWDUWWREULQJWKHLUSHUVRQDOGHYLFHVDQGXVHWKHPLQ
WKHZRUN7KLVWUHQGLVFDOOHG%ULQJ<RXU2ZQ'HYLFHRUVLPSO\%<2'DQGLVLQPDQ\ZD\VWKHRSSRVLWH
WR SRSXODU LQIRUPDWLRQ PDQDJHPHQW DSSURDFKHV ZKLFK VWULYH IRU VWDQGDUGL]DWLRQ FRQVROLGDWLRQ DQG
UHGXFWLRQRIFRPSOH[LW\ 'LVWHUHU .OHLQHU $WWKHVDPHWLPHLWLVLPSRUWDQWWRILQGWKHULJKWPRGHO
IRU JRYHUQDQFH VLQFH   RI WKH FRVWV FRQQHFWHG ZLWK %<2' DGRSWLRQDUH QRQKDUGZDUH %DUELHU HW DO
 7KLV LV QRW D VHFXULW\ RU WHFKQLFLDQV GHFLVLRQ LW LV VRPHWKLQJ WKDW KDV WR EH GHFLGHG E\ VHQLRU
PDQDJHPHQW %RUUHWW5LQJ 
7KLV DUWLFOH ZLOOLQWURGXFH D PHWKRG WR DGRSW WR SKHQRPHQRQ OLNH %<2' LQWR DQ RUJDQLVDWLRQ ZLWK WKH
KHOS IURP ,62,(& VHULHV DQG VWUDWHJLF PDQDJHPHQW 7KH ZRUN LV EDVHG RQ DOLWHUDWXUH VWXG\ LQ WKH
ILHOGRI%<2'7KHUHVHDUFKTXHVWLRQLV
RQ: How can BYOD be adopted to an organisation?
,QVHFWLRQDVKRUWLQWURGXFWLRQWR%<2'LVSUHVHQWHGZKLOHVHFWLRQGLVFXVVHVKRZPRELOHGHYLFHVDQG
%<2'DUHPDQDJHGLQ,62,(&VHULHV,QVHFWLRQ DPRGHOIRUVWUDWHJLFPDQDJHPHQWLVLQWURGXFHG
DQGVHFWLRQSURSRVHVDIUDPHZRUNIRUDGDSWLQJWR%<2'



,6%1

2. BRING YOUR OWN DEVICE
%<2' LV JURZLQJ IDVW DQG E\  ZLOO  RI FRPSDQLHV VWRS SURYLGLQJ WKHLU HPSOR\HHV ZLWK GHYLFHV
DFFRUGLQJ WR D VXUYH\ E\ *DUWQHU DQG WKH SUHGLFWHG QXPEHU IRU  LV  YDQ GHU 0HXOHQ  5LYHUD
 6RPHPDMRUFRPSDQLHVDOUHDG\JRWWKHLURZQ EULQJ\RXURZQGHYLFHSURJUDP IRULQVWDQFH,QWHOJRW
SHUVRQDOGHYLFHVLQYROYHGLQWKHLUSURJUDP 0LOOHU 9DUJD +RZHYHUPDQ\RUJDQLVDWLRQGR
QRWKDYHDVWUDWHJ\IRUGHYLFHVRUJRWROGVWUDWHJLHVWKDWDUHLJQRUHGE\DORWRIWKHHPSOR\HHV+DUULVHWDO
 IRXQG LQ WKHLU VWXG\ WKDW  RI HPSOR\HHV VWDWHG WKDW WKH\ GR QRW FDUH DERXW WKHLU RUJDQLVDWLRQV
FXUUHQW SROLFLHV DQG ZLOO XVH ZKDW WKH\ IHHO LV ULJKW IRU WKHP :LWKRXW FOHDU FRPPXQLFDWHG VWUDWHJLHV DQG
HGXFDWLRQWKHUHLVDJUHDWULVNWKDWDORWRIVHFXULW\LVVXHVZLOORFFXU 6LOLF %DFN:DOWHUV %\
KLJKOLJKWLQJWKHSUREOHPDQGPDNHDVWUDWHJ\IRU%<2'RUJDQLVDWLRQVFDQJHWWKHEHQHILWVDQGDWWKHVDPH
WLPHUHGXFHWKHULVNV
%\ DOORZLQJ %<2' RUJDQLVDWLRQV KRSH WR JDLQ RQH RU PRUH EHQHILWV WKH WRS EHQHILWV DUH LQFUHDVHG
SURGXFWLYLW\LPSURYHGIOH[LELOLW\DQGKLJKOHYHORIXVHUVDWLVIDFWLRQ 0LOOHU 9DUJD $QRWKHUEHQHILW
WKDWLVPHQWLRQHGZKHQWDONLQJDERXW%<2'LVFRVWVDYLQJVDVWKHXVHUZLOOWDNHVRPHRIWKHFRVWIURPWKH
GHYLFHEXGJHW %XFKKRO] $OWKRXJKWKHUHKDVEHHQVWXGLHVZKLFKVKRZWKDWFRVWVDYLQJVIURPGHYLFHV
JHWHDWHQE\LQFUHDVHGFRVWWRPDQDJHDQGVHFXUHWKHQHZ,7HQYLURQPHQW +DUULVHWDO:DOWHUV 
5LVNV WKDW FRPPRQO\ DUH FRQQHFWHG WR %<2' DUH GHFUHDVHG FRQWURO DQG VHFXULW\ :KHQ WKH GHYLFH LV
SULYDWH WKH HPSOR\HH ZLOO NHHS LW HYHQ DIWHU WKH HPSOR\PHQW EXW ZKDW ZLOO KDSSHQ WR RUJDQLVDWLRQDO GDWD
:DOWHUV "(YHQLIWKHIRUPHUHPSOR\HHZLOOGHOHWHRUNHHSDOOGDWDVDIHDWVRPHSRLQWWKHGHYLFHZLOO
HQG LWV OLIH ZKDW WKHQ" $QDO\VLV RI LQIRUPDWLRQ UHPDLQLQJ RQ GLVNV RIIHUHG IRU VDOH RQ WKH VHFRQGKDQG
PDUNHWVKRZHGWKDWRIWKHUHDGDEOHGLVNVFRXOGEHHDVLO\UHFRYHUHG -RQHVHWDO (YHQLIWKHGDWD
LVUHPRYHGIURPWKHGLVNLWFDQVWLOOEHUHFRYHUHG
:LWK QR RU OLWWOH FRQWURO RYHU WKH GHYLFH LW LV KDUG WR IRUFH XSGDWHV DQG PDNH VXUH WKDW WKH DQWLYLUXV
SURJUDPLVXSWRGDWH 0RUURZ ,WLVOLNHO\WKDWDSULYDWHGHYLFHWKDWLVXVHGIRUZRUNSXUSRVHDVZHOO
ZLOOEHPDQDJHGDVRWKHUSULYDWHGHYLFHV 'LVWHUHU .OHLQHU $VXUYH\E\6N\SH6\PDQWHFDQG7RP
7RPUHYHDOHGWKDWRIXVHUVGRQRWXSGDWHWKHLUVRIWZDUHZKHQSURPSWHGWRGRVR 6N\SHHWDO 
$QRWKHUVWXG\FRQFOXGHGWKDWOHVVWKDQKDOIRIDOOGHYLFHVLQWKH%<2'FDWHJRU\JRWDWOHDVWWKHPRVWEDVLF
SURWHFWLRQ &DPS 
,QRUGHUWRLGHQWLI\SREOHPVDQGEHQHILWVZLWK%<2'DV\VWHPDWLFOLWHUDWXUHUHYLHZ ZDVFRQGXFWHGRQ
%<2' LQ:RUOG&DW$&0,(((6FLHQFH'LUHFW$FDGHPLF6HDUFK(OLWH:HERI.QRZOHGJH6SULQJHUDQG
(PHUDOG 7KHUHYLHZVKRZHGWKDWUHVHDUFKVWXGLHVZLWKIRFXVRQPDQDJHPHQWIRUDGRSWLRQWR%<2'IURP
LW ILUVW DSSHDUV WR IXOO\ LPSOHPHQWHG DQG VXSSRUWHG LV PLVVLQJ 7KHUH DUH VWXGLHV WKDW SRLQW RXW EHQHILWV
%DUELHUHWDO0LOOHU 9DUJD6LQJK WKUHDWV 'LVWHUHU .OHLQHU0RUURZ
3HWWH\ 9DQ'HU0HXOHQ  VROXWLRQVWRSDUWRIWKHSUREOHP $OODPHWDO DQGLPSRUWDQFHRI
SROLFLHV *DWHZRRG2OLYHU:RQJ 

3. THE ISO/IEC 27000-SERIES
,62 ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ  LV DQ LQGHSHQGHQW QRQJRYHUQPHQWDO PHPEHUVKLS
RUJDQL]DWLRQ DQG WKH ZRUOG V ODUJHVW GHYHORSHU RI YROXQWDU\ ,QWHUQDWLRQDO 6WDQGDUGV VXSSRUWHG E\ 
FRXQWULHV 7KH VHULHV DUH GHYHORSHG LQ FRRSHUDWLRQ ZLWK ,(& ,QWHUQDWLRQDO (OHFWURWHFKQLFDO
&RPPLVVLRQ  DQGDUH VWLOO XQGHUGHYHORSPHQW ,62,(& VHULHVLV D VWDQGDUG IRULQIRUPDWLRQ VHFXULW\
PDQDJHPHQWV\VWHPVZKLFKLVGHILQHGLQ,62,(&
An Information Security Management System (ISMS) consists of the policies, procedures, guidelines, and
associated resources and activities, collectively managed by an organization, in the pursuit of protecting its
information assets. An ISMS is a systematic approach for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving an organization’s information security to achieve business objectives.
,62,(&
7KHHVWDEOLVKHGVWDQGDUGVLQWKHVHULHVWKDWDUHRILQWHUHVWLQDQDGRSWLRQWR%<2'DUHVKRZQLQ
WDEOH
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7DEOH ,62,(&VWDQGDUGVRILQWHUHVWLQWKLVDUWLFOH

6WDQGDUG
,62,(&
,62,(&
,62,(&
,62,(&

$ERXW
,QIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPV 2YHUYLHZDQGYRFDEXODU\
,QIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPV 5HTXLUHPHQWV
&RGHRISUDFWLFHIRULQIRUPDWLRQVHFXULW\FRQWUROV
,QIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPLPSOHPHQWDWLRQJXLGDQFH

,62,(&GHILQHVWHUPVWKDWDUHXVHGLQWKHVHULHVDQGSURYLGHVDQRYHUYLHZRILQIRUPDWLRQVHFXULW\
PDQDJHPHQW V\VWHPV ,62,(&  VSHFLILHV UHTXLUHPHQWV IRU WKH HVWDEOLVKPHQW LPSOHPHQWDWLRQ
PDLQWHQDQFH DQG FRQWLQXRXV LPSURYHPHQW RI DQLQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP ,62,(& 
DOVRLQFOXGHVUHTXLUHPHQWVIRUWKHDVVHVVPHQWDQGSURFHVVLQJRILQIRUPDWLRQVHFXULW\ULVNV,62,(&
SURYLGHV EHVW SUDFWLFH UHFRPPHQGDWLRQV RQ LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW DQG ,62,(&  JLYHV
VRPHJXLGDQFHIRULPSOHPHQWDWLRQ
,62,(&  VWDWHWKDWWKHRUJDQLVDWLRQVKDOOGHWHUPLQHWKHH[WHUQDODQGLQWHUQDOLVVXHVWKDWDUH
UHOHYDQWWRLWVSXUSRVHDQG WKDWDIIHFWWKHLQWHQGHGUHVXOWVZKHQLWFRPHVWRVHFXULW\,WLVDOVRLPSRUWDQWWR
XQGHUVWDQGZKLFKVWDNHKROGHUVDUHUHOHYDQWDQGZKLFKRIWKHVHVWDNHKROGHUUHTXLUHPHQWVWKDWDUHUHOHYDQWWR
LQIRUPDWLRQVHFXULW\6HQLRUPDQDJHPHQWDUHUHVSRQVLEOHIRULQIRUPDWLRQVHFXULW\SROLF\LWLVXSWRGDWHDQG
FRPPXQLFDWHGLQWKHRUJDQLVDWLRQ:KHQSODQQLQJLWLVLPSRUWDQWWRSUHYHQWDQGUHGXFHWKHXQZDQWHGHIIHFWV
DQGDVVHVVZKHWKHUWKHPHDVXUHVKDGWKHLQWHQGHGHIIHFW

3.1 BYOD in ISO/IEC 27002
7KH,62,(&KDVWZRDGYLFHVIRU%<2'VHSDUDWHSULYDWHDQGSURIHVVLRQDOXVHDQGVLJQDQDJUHHPHQW
ZKHUH WKH XVHU PRUH RU OHVV ZDLYHV KLV ULJKWV 7KH VWDQGDUG DOVR JLYHV VRPH FRGH RI SUDFWLFH IRU PRELOH
GHYLFHVLQJHQHUDOZKLFKRIVRPHFDQEHDGRSWHGWR%<2'VHHWDEOH
7DEOH0RELOHGHYLFHJXLGHOLQHVWKDWFDQEHDSSOLHGWR%<2'

$GYLFHLQ,62,(&
5HJLVWHUDOOPRELOHGHYLFHV
$OOGHYLFHVVKDOOKDYHSK\VLFDOSURWHFWLRQ
/LVWDFFHSWHGYHUVLRQV DQGSURPSWIRUXSGDWHV
/LPLWDFFHVVWRLQIRUPDWLRQ
&RQWUROOLQJDFFHVV
3URWHFWLRQDJDLQVWYLUXV
%DFNXS

+RZWRPDQDJHZLWK %<2'
$FFHVVSROLF\
%<2'SROLF\
,7SROLF\
7HFKQLFDO
7HFKQLFDO
,7SROLF\
,7SROLF\

7KH VWDQGDUG DOVR SUHVHQW JXLGDQFH IRU WKH LQWURGXFWLRQ RI WHOHZRUNLQJ ZKLFK DOVR FDQ EH DSSOLHG WR
%<2'7KLQJVWKDWVKRXOGEHFRQVLGHUHGIRUWHOHZRUNLQJDQGDOVRIRU%<2'
x 6HFXULW\UHTXLUHPHQWVIRUFRPPXQLFDWLRQZLWKUHJDUGWRUHPRWHFRQQHFWLRQ
x 8VHRIYLUWXDOGHVNWRSWRDYRLGSURFHVVLQJRILQIRUPDWLRQRQSULYDWHGHYLFHV
x +RZWRGHDOZLWKWKHSRVVLELOLW\RIIDPLO\DQGIULHQGVDUHXVLQJWKHVDPHGHYLFH
x $FFHVVIURPSULYDWHQHWZRUNV
x 7KHULJKWWRDFFHVVSULYDWHGHYLFHVGXULQJLQYHVWLJDWLRQVDQGXSGDWHV
x 'RHVWKHOLFHQVHVDOORZXVHRQSULYDWHGHYLFHV"
x 5HTXLUHPHQWVIRUDQWLYLUXVDQGILUHZDOO

4. A MODEL FOR STRATEGIC MANAGEMENT
6WUDWHJLF PDQDJHPHQW FDQ EH VXPPDUL]HG LQ WKUHH VWHSV VWUDWHJLF DQDO\VLV VWUDWHJLF FKRLFH DQG VWUDWHJLF
LPSOHPHQWDWLRQ HDFK VWHS FRQVLVWV RI VHYHUDO DFWLYLWLHV )LJXUH  LV QRW D SLFWXUH RI ZKDW LW ORRNV OLNH LQ
SUDFWLFHQRUDQLGHDOZD\WRZRUN,WLVPRUHD PRGHOWREHXVHGZKHQWKLQNLQJWKURXJKVWUDWHJLFSUREOHPV
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)LJXUH(OHPHQWVRIVWUDWHJLFPDQDJHPHQWDGDSWHGIURP-RKQVRQDQG6FKROHV  

7KH VWDUWLQJ SRLQW LV WKH VWUDWHJLF DQDO\VLV ZKHUH WKH PDQDJHPHQW KDV WR ORRN GHHSHU LQWR WKH FXOWXUH
VWDNHKROGHUH[SHFWDWLRQVUHVRXUFHVVWUDWHJLFFDSDELOLW\DQGWKHHQYLURQPHQW:KDWRSSRUWXQLWLHVDQGWKUHDWV
DUHWKHUH"$QDO\VHV WKDWFDQEHXVHGKHUHDUH
&XOWXUHDQGVWDNHKROGHUH[SHFWDWLRQV
x &XOWXUDOFRQWH[WDQDO\VLV–LGHQWLI\WDNHQIRUJUDQWHGEHOLHIVIURPERWKLQDQGRXWVLGH
x 6WDNHKROGHUDQDO\VLVZKRKDVDQLQWHUHVWLQDQGH[SHFWDWLRQRIWKHRUJDQLVDWLRQVSHUIRUPDQFH"
x %XVLQHVVHWKLFV–KRZWKHRUJDQLVDWLRQLQIOXHQFHWKHEHKDYLRXUDQGYDOXHVRISHRSOHDQGVRFLHW\
5HVRXUFHVDQGVWUDWHJLFFDSDELOLW\
x 5HVRXUFHDXGLW–LGHQWLI\DYDLODEOHUHVRXUFHVWRVXSSRUWWKHVWUDWHJ\
x 9DOXHFKDLQDQDO\VLV–KRZUHVRXUFHVDUHEHLQJXWLOLVHGFRQWUROOHGDQGOLQNHGWRJHWKHU
x &RPSDULVRQDQGEDODQFHRIVWUDWHJLFFDSDELOLW\DJDLQVWLQGXVWU\QRUPEHVWSUDFWLVHRUKLVWRULFDOGDWD
x ,GHQWLILFDWLRQRINH\LVVXHV–VXPPDUL]DWLRQRISHUIRUPHGDQDO\VHV
7KHHQYLURQPHQW
x ,GHQWLI\WKHVWDWXVRIWKHHQYLURQPHQWVWDWLFRUDERXWWRFKDQJH
x :KDWHOHPHQWVKDVDIIHFWHGWKHGHYHORSPHQWDQGSHUIRUPDQFHLQWKHSDVW"
x ,GHQWLI\NH\IRUFHV
x 6WUDWHJLFSRVLWLRQ–KRZGRHVWKHRUJDQLVDWLRQVWDQGDJDLQVWFRPSHWLWRUV"
:KHQDOODQDO\VHVDUHGRQHLWLVWLPHIRUVWUDWHJLFFKRLFHGHYHORSHYDOXDWHDQGVHOHFWDVWUDWHJ\:KLOH
GHYHORSLQJDQHZVWUDWHJ\LWLVLPSRUWDQWWRJHWWKHDQVZHUVWRWKUHHTXHVWLRQVUHJDUGLQJWKHGHYHORSPHQW
 :KDWEDVLV"
 :KLFKGLUHFWLRQ"
 +RZ"
:KHQVWUDWHJLFRSWLRQVDUHLGHQWLILHGWKH\VKRXOGEHHYDOXDWHGXVHIXOFULWHULDIRUHYDOXDWLRQLVVXLWDELOLW\
IHDVLELOLW\DQGDFFHSWDELOLW\$IWHUHYDOXDWLQJWKHVWUDWHJLHVDFKRLFHKDVWREHPDGHKHOSIXODQDO\VHVKHUHFDQ
EH
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x 3URILWDELOLW\DQDO\VLVLIILQDQFLDOUHWXUQLVYHU\LPSRUWDQW
x &RVWEHQHILWDQDO\VLV–LVLWZRUWKLW"
x 6KDUHKROGHUYDOXHDQDO\VLV–KRZDQGZKHUHDUHWKHUHDOYDOXHFKDQJHVIURPROGVWUDWHJ\"
)LQDOO\ WKH VWUDWHJ\ KDV WR EH LPSOHPHQWHG LQ WKH RUJDQLVDWLRQ (VVHQWLDO IRU WKH LPSOHPHQWDWLRQ LV
SODQQLQJ
 6WUXFWXUH–:KRLVLQFKDUJHDQGZKRLVDFFRXQWDEOH"
 3URMHFWSODQ–(QVXUHWKHLPSOHPHQWDWLRQJRHVDVSODQQHG
 ,PSOHPHQW

5. A FRAMEWORK FOR BYOD ADOPTION TO A MANAGEMENT
SYSTEM
8VLQJDPRGHOIRUVWUDWHJLFPDQDJHPHQWLQWKH%<2'LPSOHPHQWDWLRQJLYHVDFOHDUHUSLFWXUHRIZKDWQHHGV
WREHGRQH%\DGDSWLQJWKHPRGHOWR,62,(&VHULHVPDQ\RIWKHVHFXULW\FRQFHUQVDURXQG%<2'
ZLOOEHPDQDJHG$GRSWLQJ%<2'GRHVQRWQHFHVVDULO\UHSUHVHQWDVWUDWHJLFFKDQJHLQEXVLQHVVGLUHFWLRQIRU
DQRUJDQLVDWLRQ+RZHYHULWPD\KDYHLPSOLFDWLRQRQVWUDWHJLFLQIRUPDWLRQPDQDJHPHQWDQG,60ZKLFKLV
ZK\WKHPRGHOKDVWREHPRGLILHGWRVXLWWKLVSXUSRVH7KLVIUDPHZRUNJLYHVERWKWKHVHFXULW\DQGVWUDWHJLF
ZD\ RIWKLQNLQJDQGDFWLQJ7KHSURSRVHG IUDPHZRUNLVVKRZQ LQILJXUHDQGH[SODLQHGLQPRUHGHWDLOVLQ
WKLVVHFWLRQ7KHPDLQVWUXFWXUHLVIURP-RKQVRQDQG6FKROHV  ZLWKWKHVHFXULW\ IRFXV IURP,62,(&
VHULHV,QIRUPDWLRQVHFXULW\PDQDJHPHQWDQGVWUDWHJLFPDQDJHPHQWSHUPHDWHWKHHQWLUHIUDPHZRUN

)LJXUH7KHSURSRVHGIUDPHZRUNIRU%<2'DGRSWLRQ

7DEOH VKRZVZKLFKWDVNVVKRXOGEHSHUIRUPHGDWHDFKVWHSWKHVRXUFHLVHLWKHU,62,(&VHULHV
,62 RU([SORULQJFRUSRUDWHVWUDWHJ\ E\-RKQVRQDQG6FKROHV   - 6 
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7DEOH7DVNVLQWKHSURSRVHGIUDPHZRUNLWDOLFWH[WVKRZPDLQFRQWULEXWLRQVIURPHDFKVRXUFH

7DVNV
Analysis
(QYLURQPHQWDODQDO\VLV
Risk assessment
Business ethics
6WDNHKROGHUDQDO\VLV
Cultural context analysis
Information classification
5HVRXUFHDXGLW
9DOXHFKDLQDQDO\VLV
*$3DQDO\VLV
Design
Cost/benefit analysis
Shareholder value analysis
Risk elimination
'HYHORSPHQWRIWKHVWUDWHJ\
6HOHFWLRQ
Action
3ODQQLQJ DOORFDWLQJUHVRXUFHV
Risk assessment for implementation
Managing change
(YDOXDWLRQ

6RXUFH

&DWHJRU\

- 6
,62
- 6
,62DQG- 6
- 6
,62
- 6
- 6
,62DQG- 6

(QYLURQPHQW
(QYLURQPHQW
([SHFWDWLRQV
([SHFWDWLRQV
([SHFWDWLRQV
5HVRXUFHV &DSDELOLW\
5HVRXUFHV &DSDELOLW\
5HVRXUFHV &DSDELOLW\
5HVRXUFHV &DSDELOLW\

- 6
- 6
,62
- 6
- 6

2SWLRQ
2SWLRQ
'HYHORSPHQW
'HYHORSPHQW
6HOHFWLRQ

,62DQG- 6
,62
- 6
,62DQG- 6

3ODQQLQJ
3ODQQLQJ
,PSOHPHQWDWLRQ
(YDOXDWLRQ

5.1 Analysis
'XULQJ WKH DQDO\VLV SKDVH D QXPEHU RI DQDO\VHV ZLOO EH FRQGXFWHG DQG VXPPDULVHG LQ RUGHU WR SURYLGH D
SLFWXUH RI WKH SUHVHQW VWDWH LQ WKH RUJDQLVDWLRQ 7KH RUJDQLVDWLRQ KDV WR GHWHUPLQH ZKLFK LVVXHV WKDW DUH
UHOHYDQWDQGDIIHFWVRYHUDOOVWUDWHJ\DQGLQIRUPDWLRQVHFXULW\ ,62,(& ,WLVDOVRQHFHVVDU\WR
DQDO\VH WKH HIIHFW RQ FXOWXUH VWUDWHJLF FDSDELOLW\ DQG RUJDQLVDWLRQDO JRDOV -RKQVRQ HW DO   7KH
HQYLURQPHQWDO DQDO\VLV LQFOXGHV LGHQWLILFDWLRQ RI WKH VWDWXV RI WKH RUJDQLVDWLRQ LPSRUWDQW HOHPHQWV IRU
GHYHORSPHQWDQGNH\IRUFHV7KHDQDO\VLVSKDVHHQGVZLWKD*$3DQDO\VLVZKHUHWKHSUHVHQWVWDWHFRPSDUHV
ZLWKWKHGHVLUHGVWDWHZKLFKLVVHWE\WKHPDQDJHPHQWRUIURPEHVWSUDFWLFH
-RKQVRQ DQG 6FKROHV    PRGHO OHDYHV RXW LQIRUPDWLRQ FODVVLILFDWLRQ DQG ULVN DVVHVVPHQW
LPSRUWDQW SDUWV RI D %<2' DGRSWLRQ 2Q WKH RWKHU KDQG ,62,(& VHULHV PLVVHV FXOWXUDO FRQWH[W
DQDO\VLVDQGEXVLQHVVHWKLFV

5.2 Design
7KH GHVLJQ SKDVH VWDUWV ZLWK PRUH DQDO\VHV DQG FRQWLQXHV ZLWK WKH GHYHORSPHQW RI VWUDWHJLHV 8SGDWLQJ
FXUUHQWSROLFLHVLVDYHU\LPSRUWDQWVWHSLQWKLVSKDVH(Gatewood, 2012; Harris, et al., 2012; Montaña
2OLYHU  6LPNLQ  ,62,(&   :RQJ  <DQJ HW DO   7KH LQIRUPDWLRQ
VHFXULW\ SROLF\ VKRXOG DGGUHVV WKH UHTXLUHPHQWV GHULYHG IURP WKH EXVLQHVV VWUDWHJ\ UHJXODWLRQV FRQWUDFWV
DQG WKH FXUUHQW DQG H[SHFWHG RYHUDOO WKUHDW ,62,(&    $ &RVW%HQHILW DQDO\VLV ZLOO EH
SHUIRUPHG EXWVLQFHILQDQFLDOUHWXUQLVQRWWKHPDLQIRFXVDSURILWDELOLW\DQDO\VLVZLOOQRWEHQHFHVVDU\
7KH PDLQ FRQWULEXWLRQ IURP ,62,(& VHULHV KHUH LV WKH ULVN HOLPLQDWLRQ -RKQVRQ DQG 6FKROHV
 DGGDIRFXVRQWKHEHQHILWVDQGYDOXHVIRUVKDUHKROGHUV

5.3 Action
:KHQ WXUQLQJWKH VWUDWHJ\ LQWR DFWLRQ LWLVDFFRUGLQJ WR ,62,(&   LPSRUWDQWWR SHUIRUPULVN
DVVHVVPHQW 7KLV LV GRQH DVVRFLDWHG ZLWK WKH SODQQLQJ RI WKH LPSOHPHQWDWLRQ :KHQ SODQQLQJ WKH
LPSOHPHQWDWLRQ DQ HGXFDWLRQ IRU WKH HPSOR\HHV VKRXOG EH SODQQHG LQ FRQMXQFWLRQ ZLWK LPSOHPHQWDWLRQ
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,62,(&    2UJDQLVDWLRQ VWUXFWXUH DQG GHVLJQ ZKLFK DSSHDU LQ -RKQVRQ DQG 6FKROHV 
  PRGHO LV OHIW RXW EHFDXVH D UHRUJDQLVDWLRQ LV QRW QHFHVVDU\ IRU WKLV NLQG RI DGDSWDWLRQ $IWHU WKH
LPSOHPHQWDWLRQLWLVYHU\LPSRUWDQWWRHYDOXDWHLIWKHVWUDWHJ\GHOLYHUHGWKHH[SHFWHGUHVXOW ,62,(&
 

6. CONCLUSION
%<2' LV D SKHQRPHQRQ WKDW LV QRW ZHOO PDQDJHG LQ EXVLQHVV PDQDJHPHQW V\VWHPV DQG FUHDWHV FRQFHUQV
DPRQJVHFXULW\H[SHUWVDQG,7WHFKQLFLDQV,WLVWLPHIRUWKHVHQLRUPDQDJHPHQWWRDFWDQGJHWDVWUXFWXUHVR
WKH\FDQGHWHUPLQHKRZ%<2'VKRXOGEHKDQGOHGLQWKHEXVLQHVV:LWKRXWDVWUDWHJLFGHFLVLRQ%<2'ZLOO
H[LVW LQ WKH RUJDQLVDWLRQ EXW XQUHJXODWHG 7KLV PD\ OHDG WR LQIRUPDWLRQ EHLQJ FRPSURPLVHG DQG ZLWKRXW
FRQWURO
$VZLWKDQ\VWUDWHJLFFKDQJHWKHZRUNKDVWREHPHWKRGLFDODQGZLWKVXEVWDQFHEHKLQGWKHGHFLVLRQVWR
EHVXVWDLQDEOH,QWKLVFDVHLQIRUPDWLRQVHFXULW\SOD\VDQLPSRUWDQWUROHDQGWKHVWUDWHJLFZRUNQHHGVXSSRUW
IURP LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW 7KH SURSRVHG IUDPHZRUN FRPELQHV WKH VWUDWHJLF PDQDJHPHQW
SURFHVVZLWKWKHLQIRUPDWLRQVHFXULW\PDQDJHPHQWIURP,62,(&VHULHV(YHQWKRXJK%<2'LVXVHG
DVDQH[DPSOHLQWKLVSDSHUWKHIUDPHZRUNFDQEHXVHGWRDQ\DGRSWLRQWRQHZSKHQRPHQRQWKDWQRWILWLQWR
WKHH[LVWLQJPDQDJHPHQWV\VWHP
)XWXUHZRUNVKRXOGIRFXVRQIXUWKHUDQDO\VLQJDQGH[WHQGLQJWKLVIUDPHZRUNDQGHYDOXDWHLWLQSUDFWLFH $
ZD\WRH[WHQGWKHIUDPHZRUNLVWRGHYHORSJXLGHOLQHVIRU%<2'RUVLPLODUSKHQRPHQD
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BYOD VS. CYOD – WHAT IS THE DIFFERENCE?
Martin Brodin
University of Skövde
Box 408, S-541 28 Skövde

ABSTRACT
During the last years mobile devices have become very popular to use both for work and pleasure. Different strategies
have evolved to increase productivity and to satisfy the employees. In this paper, we look at the two most popular
strategies and look at the strengths and weaknesses of those. This is done by a systematic literature review and
semi-structured interviews with CIO’s or equivalent roles. We conclude that BYOD and CYOD comes with similar
strengths, but CYOD brings a little fewer security risks.
KEYWORDS
BYOD, CYOD, Information Management, Mobile Devices, Mobile strategy, Smartphone, Bring Your Own Device.

1. INTRODUCTION
During the last years Bring Your Own Device (BYOD) has gained in popularity and opportunities, and
threats have been discussed widely in both scientific and business articles (Brodin et al. 2015). But lately its
popularity in the USA has decreased and in Europe, it has never really taken hold. Choose Your Own Device
(CYOD) is a more popular approach in Europe and is gaining in popularity in the US (Kane et al. 2014).
The objective of this article is to investigate the difference between BYOD and CYOD issues using
literature study techniques and interviews with CIOs. The following research questions will be addressed:
•
•

RQ1: Which managerial issues are connected to both BYOD and CYOD?
RQ2: What is the difference between BYOD and CYOD from a managerial perspective?

The paper is structured as follows. In section 2 the research method and analysis model are explained.
Section 3 presents an introduction to BYOD, section 4 presents an introduction to CYOD and section 5
presents a comparison and discussion. Finally, section 6 gives the conclusions of the analysis, and offers
directions for future research.

1.1 Ways to Manage Devices
Traditionally, when it comes to ISIT-devices, the employer received their working tools with the words; use
what you are told (UWYT). IT then got a pre-determined list of approved devices which they control and has
configure for work purpose. A variation is a list of allowed devices that depends on the role of the employee,
where some roles can get much freer choice than others. The role based list approach is a mix of UWYT and
CYOD. When moving from UWYT to CYOD the IT-department leave the choice of device completely to the
user, but still buy and control the device. In this category, there are some variations between level of private
use and control. When the organisation lets go even more of the control they let the employee buy the device
by themselves, but with money from the organisation, if it will be a private or proprietary device may vary.
The final step in device freedom is when the organisation is completely left outside the devices and the
employee use their own private device even at work. This gives us three ways to see manage these devices,
figure 1. In this article, the strategies that fall under BYOD or CYOD are of interest.
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Figure 1. Strategies for mobile devices and the amount of control from the organisation

2. METHOD
This study uses a qualitative research methodology. First, a literature review was conducted with an approach
from Webster and Watson (2002). The steps used in the literature review were:
1. An extensive literature search using the WorldCat search engine with different search terms
connected to BYOD.
2. Manual screening for relevance (where relevance requires that the article both falls within the
mobile/dual-use definition and focuses on policy, management or strategic issues, rather than
technical issues).
3. Backward chaining by reviewing the citations in the articles identified as relevant in step 2.
4. Complementary forward chaining search in Web of Knowledge, Academic Search Elite,
ScienceDirect, ACM, Emerald, Springer, IEEE and Wiley.
After a literature review, 12 semi-structured interviews were conducted with CIO, CSO, CFO, CSIO or
head of IT in food industry, manufacturing industry, defence industry, health care, municipality and different
types of consulting firms. The size of their organisations goes from 50 to 15 000 employees. The objective is
‘to gather data on attitudes, opinions, impressions and beliefs of human subjects’ (Jenkins 1985).
Data analysis was conducted using content analysis (Silverman 2001; Berelson 1952; Krippendorff 2004).
As a technique, content analysis yields ‘a relatively systematic and comprehensive summary or overview of
the dataset as a whole’ (Wilkinson, 1997;170). It operates by observing repeating themes and categorizing
them using a coding system. Categories can be elicited in a grounded way or can (as in our case) originate
from an external source such as a theoretical model (Wilkinson 1997). The coding scheme was developed
from the framework presented in the next section.

2.1 Analysis Framework
Webster and Watson (2002) also require that a literature review be concept-centric, where the concepts
determine the ‘organizing framework’ of the review. Concepts may derived from the analysis, but a common
practice is to adopt a suitable conceptual framework from the literature. Brodin (2015) created a framework
for BYOD adoption which later was used by Brodin et al. (2015) to identify management issues for BYOD.
The chosen framework for this paper derived from the seven BYOD management issues, figure 2, that
Brodin et al. (2015) identified before moving on to designing a strategy.
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Figure 2. The framework used in this analysis, adapted from Brodin et al. (2015)

3. BYOD
In literature about BYOD there are three main benefits that usually are highlighted; increased personal
productivity, increased flexibility of time and place and increased user satisfaction (Brodin et al. 2015).
Studies show that users which are allowed to use the same device for both private and work purpose works a
lot more than others and saves hundreds of hours each year for their company (Miller & Varga 2011; iPass
2011; Barbier et al. 2012). This is due to the flexibility to work whenever and wherever the employee wants.
This flexibility may not only be a benefit, not to the private life at least. In a study the respondents talks about
how their partners are planning holidays where there is no mobile coverage or caught them in the middle of
the night reading e-mails (Orlikowski 2007). Another study concluded that this flexibility is proven to
increase work overload (Yun et al. 2012). While the increased use of mobile devices may harm the family
life, a life without mobile devices could be painful for the user. In a study by iPass, 52 percent gave a
negative emotional response to a week without their mobile device and almost 50 percent said that their
mobile work environment contributed positively to their overall health (iPass 2011).
The mobile work climate will lead to a work and private life overlap and if the user does not have to
switch between a personal and a work device the satisfaction will increase. A side effect will be that personal
and work data may be mixed and questions about privacy may be raised. (Anderson 2013) Users tend to
resist functions like encryption and remote wipe, when they are forced to them by their organisation, they
consider that it encroaches on their privacy (Pettey & Van Der Meulen 2012). This makes it more difficult
for the organisation to make sure that all devices that contain organisational data are secured to a minimum
level. With devices all around the world with questionable security level the control over the information gets
harder to keep. What will happen to the data when the device that it is stored on is lost or stolen, or if the
employee leaves the organisation?
The security awareness is a problem in a lot of organisations. In a survey, 40 % said that they do not
update their software and 25 % did not understand why you should update at all (Skype et al. 2012). Another
study showed that even if the device is updated the security level is low; only 10 % of all tablets and 25 % of
all smartphones got auto-locking and for laptops the share is 33 % (Camp 2012). Walker-Brown (2013)
observes that “users only think about security when they either lose their data, or are blocked from accessing
it”, which seems to be true according to the surveys above. Another awareness problem comes with the
policies, there are a lot of studies that shows that users do not obey and in many cases not even aware of
BYOD and security policies (Cisco 2013; Oliver 2012)
Support for BYOD is a tricky question, the users expect the same level of support as they had with their
company owned standard devices (Brooks 2013). At the same time causes the new flora of devices, with
different operating system, problem for IT managers and their existing IT infrastructures (Intel 2012). This
gives an increasing cost for support and administration, which reduces productivity in other areas for the IT
professionals (Walters 2013). In the end, the saved money from devices were eaten up by increased cost of
managing the IT environment (Harris et al. 2012).
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Table 1. Management issues for BYOD
Management issues
1.

personal
productivity

2.

time/space flexibility

3.

user satisfaction

4.

information control

5.

device protection

6.

awareness

7.

support

BYOD
Increase since the employees can work from
any place at any time and go a device that
they are familiar with.
Very high
High, since they use a device they know and
like. Although lower if they used to CYOD.
Unsure, organisational data may remain on
private devices.
Up to the user.
More important since private, uncontrolled
devices are used.
Problem mainly for the network. Complex
with a lot of different devices with no
control software.

4. CYOD
When the users are allowed to choose their own devices without having to pay for them, a lot of the benefits
from BYOD occur and a bit more control remains in the organisation. A key here is that the employer own
the device and got the right to some control in exchange, the employee is allowed to, to some extent, also use
the device for private purpose. The respondents, which uses CYOD, had a problem to see any argument for
changing to BYOD. As one of the respondents said: “Yes, we would have saved some hundred dollars every
year if we had asked staff to bring their own devices, get the installations and the images they need to do their
job. But then we lose a competitive advantage that we have over our competitors. Then the staff would say;
okay, I'll now have to pay €1500 every two years out of my own pockets, just to get the right tools to do my
job. And then they start at our competitors instead.”
So, what are the benefits with CYOD? Compared to a non-mobile or strictly on workplace strategy we
got, just like BYOD, flexibility of time and place. That comes, of course, with every strategy that allows the
user to bring their device outside the organisation wall. Almost all respondents said that one of the most
important benefits with go-mobile is that their users can work whenever and where ever they like. Although
not everyone sees this as a pure benefit, four of the respondents highlighted this as a problem, if the
employees start to work more or less 24 hours a day and gets available even after regular working hours. In
one of these organisations they just implemented a system where the employees got two phone numbers, one
which the colleagues and clients gets and that is turned off after work hours and one for friends and relatives.
The other three had had discussions about turning off mail-sync on evenings and weekends or instructing
managers to think about the time they send email to their employees.
Personal productivity is raised both as a benefit and a threat. Most of the respondents can see an increased
productivity connected to the new flexible way to work, although one respondent could see a risk that the
users started to pay more attention to private social media and games during work hours and thus reduces
productivity. Two of the respondents thought that the benefit of employees working on private time is eaten
up by the time they spend on private internet browsing and mailing during work hours.
When it comes to user satisfaction, it is more about convenience than who owns the device. If the user is
allowed to use the device for private purposes as well and do not need to carry, for instance, two smartphones
the satisfaction level will increase. On the other hand, the satisfaction rate depends on what the user got
before. Almost all respondents say that their employees do not want to go from CYOD to BYOD. One
respondent replied to the question about BYOD with; “Yes, though it's not interesting in Sweden. It adds
nothing. There is not potential for it. There is no way for it financially and no incentive to do that so it's not a
fact as I see it.”
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Although CYOD brings a lot of positive things there are some concern. The concerns are based on the
mobility and the increased exposure of information and devices. Or as one respondent expressed it: “The
most dangerous thing we have, we'd rather not use mobile devices. But we have to, because otherwise we
need to sit at the customer at all times. Sometimes we have to take some risks but we try to avoid mobile
media as far as possible.”
A major concern is control of information and the fact that information gets more exposed when it get
outside the organisations walls. The biggest concern in this context is crosstalk and shoulder surfing while
working on trains and other public places. The concern goes also to the private time: “You do not carry
around on a computer when you are at the pub, but a phone, you can actually take with you to the pub.” One
of the respondent said that their work with a mobile device strategy was motivated by taking back control.
“We had said no to tablets and saw that we had 5-600 linked to our network, though we said no. It was just a
paper policy, nothing else that ruled… This one had just grown freely. So the focus of making mobility was
that we felt that we must take control over our mobile devices and ensure that the data stays at the company.”
Related to the concern about control is the one about device protection -how to keep information safe
even if a device is lost or stolen. Some of the respondents felt safe with their MDM-tool and PIN-lock while
others did not fully trust the safety functions on the phone in the same manner as the ones on the laptops.
Although very few had experienced this threat in reality in any significant way.
Almost all respondents believed more in training than policies. “Since we think that the human is the
weak link, we push hard on education.” It was a common sense that users do not fully understand and know
the content of long policies. A lot of the respondent tries to keep their policies on one page and focus to work
with education and the culture, at least in the SME. One example is to integrate the security in other context,
like when introducing something new or at an internal annual sales conference. “We try and get it as an
integral part, and not just a bunch of requirements and horrible policies, read 20 pages and sign you will get
your... It should rather hang together and be natural in my opinion. And then we try to introduce it in a selling
mode as well.”
One respondent thought that the employees are good at policies that concern them. “But it's just like, I do
not know all the regulations surrounding shapes and colours that you can use, I have been reprimanded for
that. ... Nah, I don't think it is possible, we have our field and must be clear in our communications and show
good examples and be able to follow up. We have a mission to ensure information rivers, computers and
data.” In one of the companies they try to avoid policies and believed in another form of communication.
“From the company, we have said that we do not want to throw us into and become structurally organized in
every detail, but we want the be a company that keeps our flexibility and employee's ability to think and
make their own decisions, but if we notice that there is a problem, many make a mistake or in a way that is
not good or many begin to come to me with questions, many are asking questions about the same thing. Then
we see that there is a need to structure the information and make a policy to clarify things.”
The introduction of mobile devices has not increased the workload for the support team. Even though the
total number of different devices in the organisation has increased, most of the respondents still got the same
amount of employees in their service desk. This is due to smother synchronization tools and easy to use
operating systems on the devices. And since all devices are owned by the organisation they can make sure
that all accounts work, synchronization is in place and the device is connected to the right network before it is
handed out to the user.
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Table 2. Management issues for CYOD
Management issues
1.

personal
productivity

2.

time/space
flexibility

3.

user satisfaction

4.

information control

5.

device protection

6.

awareness

7.

support

CYOD
Increase since the employees can work from any
place at any time and go a device that they are
familiar with.
Very high
High, since they choose device by them self and do
not have to pay for it.
Information may be stored outside the organisation.
Organisation control the device.
Important
Organisation configure and control the device. Same
pressure on service desk as before mobile devices.

5. COMPARISON AND DISCUSSION
In many ways, BYOD and CYOD are quite similar. The perceived benefits are the same, both solutions
provide increased productivity, flexibility, and user satisfaction. In the interviews the respondent felt that a
user that can choose any device they like but do not have to pay for it do not want to start pay for the same
device. A company owned device, which the user is allowed to use for private purpose as well gave a higher
value than if the user ha to bring their own device. Although using only a private device are better than a
strictly work device.
The main difference is found in what the literature describes as concerns, in this case the control and
protection of information and devices. The control part is largely the same, when the information leaves the
organisation's safe embrace creates a concern. Where is the information? Regardless of whether the unit is
private or not, there is a high risk that the organisation's data is mixed with private data, and in the end, it will
be difficult to distinguish on who owns what. For BYOD there is an extra factor which creates even more
concern; what will happen to the data when the employee leaves the organisation? The person will still keep
the device where the data is stored.
When a device is private, the responsibility for the protection of it are handed over to the user. The move
from organisational control of the device to private raises a lot of security concerns and increases the demand
on the user for security awareness. This concern still exists for CYOD, but since the device, in a broader
sense, are controlled by the organisation the concern is more related to the trust on the technology.
Security awareness has always been important and with the new mobile climate it is even more important,
no matter who owns and control the device. Since the organisation can force the user to adjust to a minimum
level of security on the device the organisation control the awareness is even more important for users of
private devices. They have to understand why the security is needed and what can happen if the device not
meet the requirement.
The impact on the support has been discussed in literature about BYOD and it goes from very little to
major impact. The problem is not the devices by them self, most of the users know their device and how to
handle them. The problem is more about making them work in the organisational infrastructure and connect
to the right resources. For CYOD, this become less of a problem since the IT department configure the device
and make sure it works in the environment before handing it over to the end user. With BYOD there may be
a lot of devices in the network, since a single user may bring a lot of private devices, for CYOD the
organisation know exactly how many devices each employee got and how much pressure the network has to
handle.
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Table 3. Comparison of management issues for BYOD and CYOD
Management issues
1.

personal productivity

2.

time/space flexibility

3.

user satisfaction

4.

information control

5.

device protection

6.

awareness

7.

support

BYOD
Increase since the employees can
work from any place at any time
and go a device that they are
familiar with.
Very high

CYOD
Increase since the employees
can work from any place at any
time and go a device that they
are familiar with.
Very high

High, since they use a device they
know and like. Although lower if
they used to CYOD.
Unsure, organisational data may
remain on private devices.
Up to the user.

High, since they choose device
by them self and do not have to
pay for it.
Information may be stored
outside the organisation.
Organisation control the device.

More important since private,
uncontrolled devices are used.
Problem mainly for the network.
Complex with a lot of different
devices with no control software.

Important
Organisation configure and
control the device. Same
pressure on service desk as
before mobile devices.

6. CONCLUSIONS
In this article we investigated the difference between BYOD and CYOD from a management perspective. We
have conducted a structured literature review and interviewed 12 CIO’s in different organisations, both
private and public. Our findings is that most of the benefits that come with BYOD also come with CYOD,
but the concerns may not give the same impacts.
•

RQ1: Which managerial issues are connected to both BYOD and CYOD?

Our findings are that it is mostly the benefits that are connected to both approaches. The personal
productivity does apply to both, although for inexperienced users it may be a greater profit with BYOD. This
since they will use something they already know, on the other hand, with CYOD, they will probably select
the kind of device that they already are familiar with. If a CYOD device is allowed to be used even for
private purposes the increased flexibility of time and space will be the exact same for both BYOD and
CYOD. These two benefits will, in both cases, lead to an increased user satisfaction.
•

RQ2: What is the difference between BYOD and CYOD from a managerial perspective?

Most of the differences appear around the security aspects, how to protect information on mobile devices.
When a device is owned by the organisation they have more control of the device and can apply policies to it.
On a privately owned device, it is up to the user to secure the device and its information. When an employee
leaves the organisation a CYOD device can be completely erased, but for a BYOD device, it is up to the user
to remove all data that belongs to their former employer. If the user allows the employer to use an MDM-tool
on their device, the control gap between CYOD and BYOD decreases. Another issue that separates CYOD
from BYOD is the possibility of deeper investigation in cases of suspected policy violation. If the device is
CYOD the employer can take the device and commit a forensic investigation, if it is BYOD the employer has
no right to apprehend the device and cannot carry out the investigation. Furthermore, the workload for the
IT-department increases when handling BYOD. With BYOD the user can have more than one device on the
network, which requires more network capacity and secondly, more devices require more help from the
IT-Support.
Our conclusion is that, even if the cost of the devices themselves are higher with CYOD, the increased
level of security and information control outweigh the economical disadvantages.
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Abstract.
Since smartphones entered the market the need for them has exploded, today 85 % believe that their
mobile is a central part of their life. Despite the major focus on mobile devices and increased budgets,
there are still many organisations missing a strategy for mobile devices. This article investigates the
most important steps to take when implementing a mobile device strategy by conducting an empirical
study with interviews with CIO or equivalent roles in 13 organisations with 50 to 15 000 employees.
The result is an improved framework for mobile device implementation.
Keywords: Information Management, Mobile Device, BYOD, CYOD.

Introduction
Since smartphones entered the market the need for them has exploded, today 85 % believe that their
mobile is a central part of their life (Salesforce 2014). Despite the major focus on mobile devices and
increased budgets, there are still many organisations missing a strategy for mobile devices. These
devices may cause organisational problems including unwanted disclosure of data and a new attack
surface. A strategy may include policies and guidelines, but more important is that it aligns with
company strategy and the organisational culture. Nevertheless, a recent survey revealed that only 42
% of the responding decision makers have a clear enterprise mobility strategy in place (Matrix42
2015). Even if they have a strategy this does not imply that it is implemented, the research literature
shows a major gap when it comes to implementation of mobile device strategies (Brodin et al. 2015).
The use of mobile devices is certain to increase because of social trends. The ability to access
information whenever and wherever you want has become very important for most people today
(Salesforce 2014). If the organisation does not allow the user to access information outside the office
the employees will probably try to find ways to do it anyway, which leads to security issues (Muth
2013; Walters 2013; Silic & Back 2014; Simkin 2013). Employees that are allowed to use mobile
devices for both work and private purpose are more productive since they can manage small tasks
during private time. There are reports that talk about savings for the organisation with up to 240 hours
per year and employee (iPass 2011; Miller & Varga 2011). This gives the employer much to gain
from allowing mobile devices in a controlled way.
Absence of implemented strategies in practice is a major problem for public and private
enterprises large and small since the greatest threat is security and keeping control. This is something
which is also lacking in the literature.
The objective of this paper is to investigate how strategies for mobile devices are implemented in
practice through interviews with CIO or equivalent roles. Further an updated version of a mobile
device management framework will be presented.
The research questions are therefore:
• What are the most important steps to take when implementing a mobile device strategy?
• How are mobile device strategies implemented in practice?
The study is a pre-structured qualitative investigation combined with a literature review. 13
interviews were conducted with CIO or equivalent roles in in small, medium and large companies and
municipalities in Sweden.
The paper is structured as follows. Section two explains how literature looks at mobile device
strategy, in section three the research method and analysis model are explained, section four presents
the findings from the empirical study and section five introduces an improved version of the
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framework. Finally, section six gives the conclusions of the analysis, and offers directions for future
research.

Mobile device strategy in literature
Brodin (2015) has developed a framework (figure 1) for managing strategies for mobile devices from
the first analysis to completely implemented. The framework is adapted from Johnson and Scholes
(Johnson & Scholes 1993) seminal work on strategic management, and the international standards
ISO/IEC 27001 (ISO/IEC 2013a) and ISO/IEC 27002 (ISO/IEC 2013b). It divides the tasks into three
categories:
• Analysis – organisation before a strategy is in place, mostly about risks and opportunities.
• Design - dealing directly with strategies, different options and development.
• Action - about the implementation of strategies.

Fig. 1. A framework for implementing a mobile device strategy, adopted from (Brodin 2015).

Analysis
People who do research in this category mostly focus on opportunities and threats. When it comes
to possible benefits that comes with the mobile devices the most common ones are increased personal
productivity (Miller & Varga 2011; Dhumal et al. 2012; iPass 2011; Barbier et al. 2012), time/space
flexibility (Singh & Phil 2012; Harris et al. 2012; iPass 2011; Green 2002; UNICEF 2014) and
increased user satisfaction (Miller & Varga 2011; Disterer & Kleiner 2013; Harris et al. 2012).
Threats associated with mobile devices include fear of losing control over information (Pettey &
Van Der Meulen 2012; Camp 2012; Walters 2013; Kehoe 2013) and the ability to protect all devices
(Disterer & Kleiner 2013; Camp 2012; Walters 2013; Tokuyoshi 2013; Morrow 2012; Skype et al.
2012; Wilson 2012). Another thing that is feared to have a negative effect on the organisation is cost
for support (Walters 2013; Harris et al. 2012; Intel 2012) although some argue that there will be no
impact (Miller & Varga 2011; Brooks 2013).

Design
Literature that falls under design is about how organisations handle or may handle mobile devices
(Mourmant et al. 2013; Harris et al. 2012; Yang et al. 2013; Zahadat et al. 2015; Brodin 2015) and
how to design a strategy and selection of strategy. Most articles about designing strategy for mobile
devices focus on policies; get one and keep it up to date (Oliver 2012; Harris et al. 2012; Gatewood
2012; Montaña 2005; Yang et al. 2013). When it comes to setting the mobile device strategy, it is up
to senior management (Ring 2013; Borrett 2013; Mooney et al. 2014) and it is important to have full
support from all stakeholders (Silic & Back 2013).

Action
Apart from some articles that emphasise training (Gatewood 2012; Walters 2013; Markelj &
Bernik 2012) we only found two articles dealing with the complete implementation (Brodin 2015;
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Zahadat et al. 2015). Zahadat et al. (2015) focus on risk management and propose a way to address
the security concerns connected to introduction of mobile devices.
The action part of the framework is the steps to take after selecting a strategy and deals with
planning (allocating resources and conducting risk assessment for implementation), implementation
(managing change) and evaluation.
In our literature review, we found a major gap when it comes to implementation of a mobile
device strategy and as a result of that we conducted an empirical study to adjust the action part to
practice.

Method
The empirical work is a pre-structured qualitative investigation (Jansen 2010) where the objective is
‘to gather data on attitudes, opinions, impressions and beliefs of human subjects’ (Jenkins 1985).
Data analysis was conducted using thematic analysis (Braun & Clarke 2006).
13 semi-structured interviews were conducted with CIO, CSO, CFO, CSIO or head of IT in the
food industry, manufacturing industry, defence industry, health care, municipality and consulting
firms from various sectors (security, IT, management and logistics). The size of their organisations is
from 50 to 15 000 employees. All interviews were recorded and transcribed and lasted approximately
45 minutes. The information provided by participants is kept strictly confidential. The coding was
conducted using a qualitative data analysis software with codes from the framework, in section 2. The
codes from the framework were then complemented with additional codes from trends detected in the
qualitative material.

Mobile device strategy implementation in practice
The framework shown in section two suggested planning, implementation and evaluation in the
action part, which is derived from the strategic management and ISO/IEC 27 000-series. We have
looked at literature about mobile device implementation without finding much support for these subcategories. While analysing our interviews we instead found three new categories; communication,
training and adjustment.

Not planning, but communication
Although our theoretical model said planning, we found that communications is a more central thing
in the implementation. A well communicated strategy is very important since the users have to
understand the purpose and benefits of the strategy. One of the respondents talked a lot of the
importance of making sure that all employees understand the risks and he ended the interview stating
that technology will not help you.
“My main message is that it is not about technology but people. You cannot solve methodological
problems with technology, you have to solve the method and it must be easy to do right. If you have a
very complicated method where you have to start with two backward somersaults, then it would not
be used. This is where it often goes wrong, it gets too complicated with too many things you must do.
You cannot solve with technology; it must be solved with methods.”
Another respondent testified that a policy without anchoring of the staff is useless. “When we
looked at how many actually using mobile email we found 5-600 tablets connected to our network.
Even though our policy says no to tablets. So it has been just a paper policy, nothing else.”
How changes in policies are communicated differs a lot from organisation to organisation, but
current policies can normally be found on the intranet. New or revised policies are communicated
mostly by middle managers or as news on the intranet.
Out of the empirical work we found that communication is a key to success, not so much detailed
planning for special activities as the theoretical model indicate.
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Not implementation, but training
Although it is not just about communication of a new strategy or policy, the employees also need
to understand the core value of it and how they are expected to use their device to gain the most
benefits and minimizing risks. One organisation with a lot of employees with low IT skills chose to
hand out all devices just before the summer, so that everyone could learn how to use their device
during the summer. When everyone was back from holiday the organisation officially introduced the
device and taught how the device was supposed to be used to facilitate work. Another organisation
introduced tablets to their sales unit together with education in both security and the device itself.
“When we introduced iPad we had people from my department there to educate.” The same tactic
was used by another respondents’ organisation during implementation of mobile devices, the user
received their device and received training on the same day with follow-up sessions to make sure that
even persons with low IT skills know how to benefit from their new device.
What type of training users gets differs between organisations, five of the respondents said that
their organisation provide training in both the device and security, two in only the device, four in only
security and two introduced mobile devices without any training program at all. One respondent
pointed out that you cannot just provide some training and think everyone will do as you told them.
The users must gain something to embrace the new device in a way that is expected from the
organisation. “…because it's not just education. Here is a tool, and this is an education. They do not
care at all, there must also be "what's in it for me". Then all of a sudden we are talking about the
change in approach.”
In some cases, the training is done on a regular basis, mostly with a focus on security. Usually the
reason behind it are demands of customer or certification organisations. “We are certified to ISO
27001, not the whole company, but some parts, and it is my responsibility to ensure that we really
can this and comply with it. And then we implement programs that everyone should have undergone
so that you know what is expected of you. But that does not happen every year, the idea is to do it
every five years and in between we got introduction with new employees. We are trying to find ways
on how to measure and control this so that you can find deviations.”
Only two did not arrange any kind of training connected to the mobile devices.
Having a subtitle in action called implementation could be confusing since most of the things in
action is about implementation. Training on the other hand is an important task that needs to be
highlighted and performed.

Not evaluation, but adjustment
Our theoretical model highlights the importance of evaluation, but in our empirical study only four
did an evaluation after the implementation. Some did a proof of concept, before the implementation,
which were evaluated. Even where there is no formal evaluation some of the respondents felt like
they evaluated it by discussions in different forums. “Yes, maybe we have done this to my unit, we
have planning meetings every week and often we have discussions and evaluations of how they use
mobile devices. Both the security perspective, practical perspective and support perspective. So I
would say that we do frequently.” That could be a way to evaluate, a problem with evaluation is in
some case how to conduct the evaluation.
“But just how to evaluate how employees follows a policy. I do not know exactly how to put in
such a control mechanism. What I can control is when we have done an education, and have it online
on the web can I control how many completed the course and you can put controls on control issues
on how well people understand these questions.” Since it is so hard to evaluate it is more common to
with follow-ups, informal discussions and topic on the agenda at management meetings than a full
evaluation and analysis again after the strategy is implemented. Or as one respondent expressed it:
“We have a strategy in place and I think it works quite well. We have not done any proper evaluation,
but we discuss the topic from time to time and make adjustments to strategy or people.”
Evaluation is important, but it is not something that is done in general. More common are small,
informal evaluations that lead to some adjustment which is then communicated to all employees.

The process
The original Johnson and Scholes model (Johnson & Scholes 1993; Johnson et al. 2008) presents a
model which is iterative to the extent that you are intended to go back and forth between the phases.
Most of the security literature implies a more linear process - create a policy and then implement it.
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Our empirical studies of practice usually reveal processes best described as punctuated equilibrium:
an infrequent major strategy/policy development with additional smaller adjustments when needed,
with regular training and communication.
“... but where we notice that there is a problem, many make a mistake or in a way that is not good or
if many are beginning to get to me with issues, several questions about the same thing. We see that
there is a need to structure the details and make a statement to clarify things.”

Improved framework
The framework in section two is theoretical and based on standards and well known literature. In
literature, there is a gap when it comes to the implementation of mobile device strategies, in this
study we have looked at implementation in practice to reduce that gap and with the new insight, we
are able to improve the framework.
Our empirical study showed that the steps that organisations take are:
• Training – To increase security awareness, and to gain more benefits from the use of the
device itself.
• Communication – To ensure that everyone in the organisation is aware of what the new
strategy entails.
• Adjustment – When ambiguities or deficiencies appears in the strategy, adjustments are
made.
This gives us the framework in figure 2, were Analysis and Design remain the same as in the
original framework. After the initial work with analysis and design the work move into an iterative
process where the strategy is communicated and training are arranged. When problems, uncertainties
or need for improvement arises adjustments to the strategy are made and communicated. When major
changes occur, for instance new mobile devices that not fit in the current strategy or a change in the
organisations overall strategy, the process goes back to analysis again.

Fig. 2. The improved framework.

Discussion and conclusions
Literature tends to focus on policies and the importance of creating them and keeping them up to
date. However, many of the respondents in this study do not have a policy for mobile devices,
although they do have a successful strategy. In many cases it seems to be more important to work
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with the culture and to educate and communicate. Of course there are policies in the organisation, but
they are often short and more general. It is well known from the literature that employees seldom
read, understand and follow policies and with that in mind it seems to be a good plan to focus on the
humans instead of writing a document if you really want a change.
In our empirical study, we found that the most important steps to take when implementing a
mobile device strategy are communication and training. You need to communicate your strategy to
all employees and make sure that they understand. However, people understand in different ways and
paces and they do tend to forget. That is why the communication needs to be supported with training
and this is not just a one-time happening.
There are some limitations in our study; all interviews were conducted within organisations in
Sweden, although some of the respondents are responsible for the organisation in all Europe. Further
we only conducted 13 interviews, we can see a trend but not make any general conclusions. Future
work should investigate if this trend can be applied in other countries and more organisations. This
updated framework may help researchers and practitioners to understand the important steps to take
when implementing a new strategy for mobile devices.
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